: TECHNICAL FIELD
; DEFGHI e3e zz{l 6@$S/ DESCRI PTI ON SEM CONDUCTOR MEMORY CARD AND DATA
READI NG APPARATUSTH{ECHMN Lhdn £ Blrrelitel g eseNladgwvenbi o redmat @snduckor
sem conductor 5 nenory card for storing digital contents, and a data

readi ng alysqf b @4 NG PULi L8 HohrAlerft &M@ br @@ddereading

sem conduct or menory card. More pafticularly, the present invention relates
to a sem_caonduct or. nenyr r qng a a | N {us seRbabl enfor
copyri aﬁpaﬁra%uesct ifgﬁ g%eédé'ﬁggl 1 cotgf%ntcg%@GQwND ART The nul tinedi a
network techno] o has devel oped.to t extent .t hgj tal,co Spsuch
as nusﬁ@mﬁﬁﬂﬂgﬁ %ﬁe“ﬁPQF?1b§?Eﬁ'via I%%nﬁﬁﬁF&E?ﬁS%l%gtmgpé g%%%§a2 t he

~I'nternet. 15 This nakes it possible to access a variety of nusic of_tihe
li ke pi&vieddd 9% oheh#bBAAd the? wirFd SRR T FBFReREniies, aaﬂésiac CONT ent
can be downl oaded into a personal conputer (hereafter referre éf as PO,
then stemstirich aprsard tohdsiet BRPhendPy 68PYTRORGe @O TR PE A b 3the
sem conductor nenory card can be.20 renoved fromthe PC and-can be | oaded
i Nt acpordeati=e. nmusic player. This enables one to listen to the nusic while
wal ki ng. The sem conductor nenory cards are conpact and |ightwei ght cards
contai ning a sem conductor nenory (e.g., a flash nenory) being nonvol atile
and having a | arge storage capacity. In such a nusic distribution, the

digitabggggggﬂhg%ggﬁ@e stored in the sem conductor nenory card need to be
encrypte eforehand using a key or the like to prevent unauthorized _ ,
copying of the di gjLah, CONMERM S nd¥hidnk HeHIARGRTBAE deveeqpietedosthéhat
file managenent software prograns, nmany of which are standard equi pnents on

commer el Al iCS L RANNOL A RS A AL SOM e I HICTSHOERTS NRgeUNs.

n one possi r preventing unauthorized copying, only

dedi cat ed software prograns_are .al | awed acces he .sem menory
card. ﬁ&sqﬁ&ﬁﬁf%, Vh%naaﬁogﬁPﬁ&ﬁﬁgﬁﬁﬂ(ﬁé%ﬁ%%gsgu%étﬁgeﬁﬁkgP é%%ggt
sem conduct or nenor

actbos IHE RAFSS o GHaGLPar TonGRS Coar . AT SWte & NP by Fha TheS
proces;rovided from around the world at home. For example, a music
content can be downloaded into a personal computer {hereafter
referred to as PC), then stored in a semiconductor memory card
iocaded into the PC. Also, the semiconductor memory card can be

20 removed from the PC and can be loaded into a portable music

player. This enables cne to listen to the music while walking.

The semiconductor memory cards are compact and lightweight cards




5 beforehand using a Kkey or the like to prevent unauthorized ..
has not conpleted affirmatively due to the | ack of a dedicated software
progr ameddiel RC bg nohe aldiometh I 0 caenesscd he sedspndirct arrempemencar ds
However, in the above nethod in which PCs should 20 al ways have a dedi cat ed

sof twar e REOHAIN £ ageAsSrihe SeRLpaabiet Ok oFRiRIe Cordgrhnge daly of
exchange with users via the sem conductor nmenory card is not available. As

a resul t,the ghove JpLhed eh?ﬁ?ﬁnae?ltge'bht Bhneenvant beal -aaRLEORIYG! Bhie

menory cards, nanely, a neri il e managenent software prograns 25

bei ng Sgﬁg‘é{%qul equl pent s, on Eﬂméﬁé?éﬁg%‘e&%%&e’ used to 2 access the o

sem con or ‘nenory card.” Sem con nmenory cards that can only be

accessed through dedi cated software progr are_superi.qr._as e .
nmediuns for stori ngndiocj’iet a?oiﬁh]\é\@ﬁt eéﬁg%’éjgng%hpggm o @ct%rﬁg‘g%ng%bzreyd
cards function to protect copyright of the digital contents. I—gwever t he
seni condirRGRIre By CECASAHEFe P IFrEH%e A% SneVecaar%?w%% QeSS
auxiliary storage apparatuses in general-purpose conputer systens. :

DI SCLOSUREE OFs eRVENTRONC2D | 9RO ther 8R5fe an diffect SSRTPRE pr iR 20

i nvention to provide a sem conductor' mnenory card that can be used as a
st or age amtiem faptistorpnecesgi bakweent anffs and as RhOIRGRC Fodi TR oY
storing general - purpose conputer data (not an object of copyright

prot ect icem)d rand deapplemeidd @ fai rappdratiys forCls g eddiowpdat@ $¢omss Hene
~storage nedium The above object is fulfilled by a sem conductor nenory
car dst hafergiadondie- tuse dheady e dcb AL I @davhene atyeo i tkevtt tes t comprisiess a
rewitable nonvolatile nenory: and a control circuit which controls
accesses iy Ade &RSELONE CadeYiragt20ele Fneakihend caldionofr£adédicsed
non- aut hentication area in the rewitable nonvolatile nenory, wherein the
control Licpltel NGydesm a BAR- Ayehenld calon Aneiiaccess catsss UHS
whi ch controls accesses by the electronic device to the non authentication

area; an_authenticatiaqn % L.gh perfornms an 3 “aut hentication process -
to check® heth cﬁu?thoer elf‘%r%c“l{?# nélé%& évice is ;

However, in the above method in which PCs should

20 always have a dedicated software program to access the
semiconductor memory card, free data exchange with users via the
semiconductor memory card is not available. As a result, the
above method loses a merit of conventional semiconductor memory

cards, namely, a merit that file management software programs

25 being standard egquipments on commercial PCs can be used to




- menor Yy Lailuds P R e O LR o Al i e Rl Rl e e N Dbl SRl

proper, and affirmatjvely aut ti S t ' evi h

el ect ro?ﬁ%tﬁlé%FCe i s}'iop"f%‘%%ﬁ ra}hej{(;e a%aegnﬁl%oéﬁcgéa%onh%g{f}ggdaﬁégggmﬂgﬁ%olea uni t
which pernmits the el ectronic device L%i access the authe HE& th%%égggéonly
when t heC@nt BEnt iT0&G on~RAYt CABPPE mitS vetP%ut fignt FEATes % He &l ectToni c
device. Wth the above construction, the data being an object of copyright
protect&@maﬁéﬁuﬁéssﬂ@r@@QQF%¥EP%EE%%%t?%%PFBﬁraﬁggtﬁﬁﬁ‘other data can be
stored in the non-authentication area, 10 which makes it possible to

achi eve such a sem conductor nmenory card as can store both digital contents
to be copyright protected and other data together In the above

sem condugtROSTBADIOF JaENTHEN aut henti cation unit may generate a key
reflecting a result of 15 the authentication process, and the

autirenti cati on ar eg: acseshe 0P FO| aniNblh] eleerypt sharperosryptiedrdmsianucid on
usi ng the key generated by the authentication unit, and controls accesses
by the ggs%e%ni § deviteoh@utherawidiiy cakiran €ige idaracber dawe wist hat he
decrypt instruction, the encrypted instruction being ZO sent fromthe
eleCtrOQE%rgggfﬁ%d%ﬁﬁhfbwa§%§¥@h§oﬂ§ﬁiﬁﬁl'g%mﬁ@ﬁ¥3!én&hgscﬁmﬁﬂbﬁéﬁéon
bet ween thé "sem conduct or nmenory card and an el ectronic device is tapped,
the instryction to_acce h ' i e NG Rethct

refl ect A lPWeEPgsﬁ?Préﬁath%%ggggegpkggg% g%ﬁ%@%%ﬁ??%ﬁ%h%%ﬁgégfﬁiég??, such
a sem conductor mepory card 4. has rel i ahkl e .fynctjon ct e
authentPéat?%ﬂyﬁFgggfr%ﬁ?ggFﬁboﬂﬁFamfﬁalfx%cgégiéﬁé I%hth%ﬁgﬁgégﬁg 24

sem conductor nmenory card, the authentication unit may performa

chald engeacéagosed & gt Rl SEOEETReRtrcdf on with the el ectronic device,
and generates the key from chal |l enge data_and response data, .the chal | enge
data being sent toTh#e @@E?r&ﬂjﬁcgevﬂ-ée Fot EhbER whet hér ster?ﬂ“c@“ecg‘%‘%b?ﬁc
device is proper, and the response data being generated to show the

aut hent meatoirgn cart ithatopsm e Wadditrrewede lEdisouctoflaHeE R i s
‘shared by the sem conductor nenory card and the el ectronic device only when
bot h dewie@s3f f coaBi el Aaubhemtwciat eabkacmwtheyatiFle t memese, BRE kdy
changes for each authentication. This enhances the security of the

aut hent iGalen aneausicné@ ildie cbhravibeatieabiesnbgr erecahaot rori actesses

wi t hout using the key. In the above sem conductor nmenory card, the

encgypt%% an authentication area and a non-authentication area in the
rewritable nonvolatile memory, wherein the control circuit
) includes: a non-authentication area access control unit which

controls accesses by the electronic device to the non-

authentication area; an authentication unit which performs an




5 access the authentication area only when the authentication unit
instruction sent fromthe electronic device may include a tag field and an
address f4€] dnat =1 @0afit LA DObchaviiRg Beertenahypies ianl specifying a
type of an access to the 20 authentication area, the address field having

been encr ypted andyspecilyi 99598 adduescoioAn 8heduleabeeaegeanedpuber ein

the authentication area access control unit decrypts the address field
using the. key, and controls .accesses b el.ec ni L€ h

aut hent ioc%tcf%‘?f%lr + s?gcitﬁa%l i accglegse %FB?%& t*glp]{e:ﬁ%ggﬁg%#%ga&?ﬁht & tag
field is made to the area indicated by the address_i.n the dec ed
addr ess 1@l AE0@F Katfe %%vgecéﬁﬁ*ﬁﬁgﬁrbn‘fg%wnt ﬁél%ifd]rtéscsa 1% dg%ggt’ he -
instruction is encrypted. This facilitates the.dec&ﬁ%hion nd_t he decodi ng
of tRe i"HEkFHCTFBAS byt t RBSSeRi BoRBuerst SEmsFcdr & i CH Fece? T eBSPREY
instruction. The above sem conductor nenory card may further conprise; an
i denti ficatdoreslatcanst 8Fage PP ERI tdiii eht presiteids i §ént PRI CaRPBR*daFa
“which is unique to the sem conductor nenory card and enabl es the . :

sem conduct vechedoayd catet odbealOodiesbrirni nat ed from ot her sem conduct or
menory cards, wherein the authentication unit perfornms a nutual

aut hentication w thnt hetiekectabaniec deemteonsi:ngotrhe nateoty f i catridon dahe
stored in the identification data storage circuit, and generates the key
fromtheyiegeahifibsat banudatamald JiHdrdthe abrye eersectidhigor, Festhe mitual
authentication process, data unique to each semni conductor nenory card is
exchangegh . TR 8hKEEPSaR1 SHPBELEEsLEV BhdSes idutmaaiinait ibH anfed deeeding
of the mutual authentication. The above semn conductor memory card nay
further 20hCO0P! Lyt Ak d 3hZLRE Gkl 5 W S ¢ £54 2881 hBe the key
aut henticatron area and t non- aut hentication area. Wth the above
construction; the senm gonductor . menory card.ca yhaqy Lhat
is, the %%%?E%%ﬁﬁc?%?kﬁEHSPﬁk anEggﬁ%Be%ﬁggd %ﬁ%%%#ﬁﬁ?é?%gg%g %%%iu for

digital contents 25 and can_be_us as an auxili.ary 'storage Lnh a
commut ertg® S1EGEFRRIC FRVERE Eﬁoggesgﬁﬁ% ﬁ%&&aécrlory‘?er?orreya glapf gg@%{;}g&gﬁ&
aut hentication area and the non-authentication. area nma be($roduced.b¥

di Vi di nGTREe ORES ARSIk 1015 B Y57 e it RTS8 {111 FRE TG T { ABEE
nonvol atile menmory into two, and the area resizing circuit resizes the

aut Hént i sant ohramebhhandlensrabhGUEREACEcat i on area by changi ng an address
mar ki ng a boundary between the authentication area and the ) ,

non- aut hent i cat i on Wirtdia th&0aMpve ¢ims abovel onstviarctifohhet ARMBRR2CAELPRe
aut henti cati on and non-aut hentication areas can be changed only by noving
t he boungatyeelhther edncesntheroirr ariiorsi zaard rertchera e tsam conde¢i o
menory card, the area resizing circuit may include: an authentication area .

conversi 8 {aphakl exhi ols shows goresperdeneahatvrentiogttah addeebses
and physical addresses in the authentication area; a nonauthentication area

conver sigp amé%d@%d@é hows, erdespondense betyeen Legi aale adsr ess@sngnd

physi cal "addresses “i'n the nonaut hentication area; and a conversion table
change unjt.which_20 chan S qQf qH;h- | I o] si on

t abl'e anﬁu%HSnﬁ6ﬁ9§aPHént%%%P%gﬁ%gﬁéé %%ﬁ%gggion %g%#gﬂ%%ﬂgéggggg chaﬁth

an instruction fromthe el ectronic device) wherein the authentication area
access control unit controls accesses by the el ectronic device to the

aut hentication area by referring to the 25 authentication area conversion
tabl e, and the non-authentication 7 area access control unit controls
accesses by the electronic device to the non-authentication area by »
referring to the nonauthentication area conversion table. Wth the above : &#=%
construction, it is possible to -5 separately manage the authentication




5 authentication with the electronic devlice, ana generates Ui sey

8 required to nove the boundary, resulting in a i%gflifiEd areg si ze

change.£ rHine cbroesrspayideored atch Ir ARTSEe TR RS (FhdreteRIFprRLE; P§TRI
read-only menory circuit which prestores data. 5 Wth the above ,
const r yedd ©nt ot haef Wiedtomfc cdpyicghtoprbeeast wie tike enHa@cedSBYTSPSFI ng
I dentification data of the sem conductor nmenory card in the dedicated
menory and &t ofd nerdder digid alhe onignirs dlepandivwion gaeeratatt Soophow
identification based on the identification data. 10 In the above

semi conquet ot NEAPE ¥ €266, ugaeh iaf plbgeaut hentication area and the
~non-authentication area may. i nclude: a read/wite storage area fronfto

‘which the el ectronj.c.deyic readiwhi-keodat aheaRdyai keadagnly byt @hage
arég from whi ch tﬁggé g%ﬁr%ﬁ%?%dggﬁbe can ?ead dgta gut to which the

el ectronic, 15 device cannot Wit a h ek LidoH o fHRT DELhen
incIudégﬁnbg?%aHSFPﬁuWﬁEPraéﬁEPﬁfd%%%hF%% g%%g?%Fgéca random nunber each

time the electronic device:wites, data to-the rewj_table ol a
nmenory,P@RE eadl® 3C%he %ﬁﬁW?EhY?%ﬁ aré&tggggéga%%htro gﬁ%it EEE%EHe
non- aut henticati on area access control unit 2 encggg&?.da ao%§ingThgg

r andom Fumbee rmgrey esshehekBHc GRREEHaf 8Tt §a%He 78 -8 3t age "ar €a,
and wites the random nunber to the read-only storage area. Wth th% above
const r uethancean| G ulsegurdriy so§udhas ALERBBELRGLAP™ hAT PRadi TS e “EFor age
area can be detected by .25 checking the conpatibility with the rapdom
nunber stohedtinathendarear eadnart b Stagesehradhaki SUehRENERE KR¥-safety
of data witing. In the above sem conductor nenory card, the contro

circuit further mayn i Wigiven seadversiuartdrablesiowlyi carshowdes encrypted
correspondence between | ogi cal addresses and physical addresses in each of
the aUtlﬁﬁQEEﬁ%ttii% Waa atbh henaos:aethent bcalsvieeamesy andladeonvérsi on
tabl e change circuit which changes contents of the conversion table in

accor dapge W t g an dPSLEHCELAN #1010 ! herpl eeigomie1devhoe, maditge been
authentlcaglon R area access control unit and the non-authenticati on area

access control_unit_control 25ses Jpy el getropic s£8 t@ot han
'authent?ggfpgﬁx§$eaa%§d Fﬁgcggﬁiggthéﬁti%i?%onggregg régﬁgctively, bye
referring to the cqonversion ble. Wth Ve kgg@ ndd the
pl Pl | ?thF’nféclaSQPBaPrBPOC{iﬁec%ﬂgfﬁﬁt’%gé;j'?ﬁ{e)a sarr%r%ef&le%r% et rfléécfrent ed,
they can be easily changed to becone |ogically successive. JThLsS.Locr es

t he speé@aﬂlﬁﬂ%ﬁ%s@ﬁgagﬁée§§n§ﬁﬂ4QLaF%at 8 é&mﬁ?%ﬁé%%%hdﬁgkgﬁlﬁé%%%i

card, the control circuit may further include: an encryptiop/decr '
uni t whachkhEDteneryis d5ea BEIBS S FIREROT 0UDRE é{ﬁ%Yy *‘f%a{gf‘Sn aé'%/dgéaésﬁd

t he non-aut henticaticn area and decrypts data read out fron1tq§ t e
“aut hent ifdatlicnuateg ahe tdey nomaAuchehrpdat desesses by the electrond

davice to the authentication area s¢ that an access of the type

25 specified in the tag field is made to the area indicated by the




.5 semiconductor memory card which receives the instruction. _
Wth the above construction, it is possible to defend the authentication

area and the “0“‘%5&@95%%“QQmEE%ﬁd%%'oEStmen%‘%wnlcﬁ\Mdﬂ makt agksrgueh as
destroyi ng the sem conductor nenory 10 card and directly reading the
contents of 1hese areas., .l boyve sem uclQr. J¥eNy a

nonvol at{ T TiEnory: r%aa%%ﬂzg %%hcg"scﬁ) (r%le@er%ar ;%,f@og:% %‘gccont rolkﬁgﬁr %&Fts EP g??her

i ncludes. a not-deleted list read unit, which, in 5 accor W

i nst r uckFYREFr TR RS éfaet'tﬁ B de i T S et i RS %%8 g?{e}?g&aﬁ%@?n t he
aut hentication area and the non-authentication area, and sends inforyation
i ndi cat¢aECt henflot TEBUSY aFBEs SEFHEEWHoni BeH_YIce CAKT h The Bbove -
construction, the electronic device can iD identify not-deleted areas and -
dellét e dheci tdeinafedd T -atdiat sEMHCEasIUSEToT @amE ff IS8 Srebeyels the
rewitten. This increases the speed of the rewiting. In the above

seni congluthentireabipncand,t tiher Zuthend i catiied wnithenli saghest Whtiysere of
the electronic device 15 to input- a user '‘key, which.is i'nformation uni que
to the @seetronitngethecauidiant itet i Ddeptdfesatiand date comret thredet
further includes: a user key storage unit which stores the user key; an

i denti f{gahtop: &4 D5Bdd o) StoFage diddu cdnstgegsratpseckeokey from
i dentification information identifying an electronic 20 device that has

been affj Lyvel ¥; authept kgated by the authentication unit; and a user key
requesté%%g??%%{?#oﬁ umEt whi cﬁl obtains a piece of identification

I nf.grmati on from g,.t.3r ge | ec I.C | t he th | CafiPRauNi t
stalgts t he aut hen'?qllca io%h%r oc%%ggéchg%{%%vﬁg%%génf he %Fecgwoe:‘ 25
identification,information obtained fromthe t et ; ronic 1 evi ce
has al r@’égbeﬁgéﬁaé%%?e%r?%eﬁfe cliagkeantlﬁll a Pcoonelagn orsﬁegl{l%d%{& L()trg)gggeneﬁﬁf:?, and
prohi bits the authentication unit- fromrequesting a user of .the oni c
devi ce £BTfnpat SACIRRIkey %ﬂﬁ] k(ei‘?é:’spiaecsél%cﬁrliodre%te\vﬁ caﬁelcglﬁ*ittpff Sghgﬁ%én
obtained fromthe 5 target electronic device has al ready been stored in.
the - ,undentrii eecreangnPdr fdE G taedr FGERREICW It he above :
construction, the user need not input a password or personal data each tinme
the user accesses Thre SHONGEEFLECNMIGIGE ¢ HIMOITh| £35kyvBaAYs tREThET
occurrence of 10 unlawful tapping and using of the personal data. The above
obj Brt temphdigef:ul fin| edrep a desbzieqdi mg m@ppdr at wbifbr resmi3RP outha
dig-ital content fromthe above sem conductor nenory card, the digital

cont ent zhavieng ikeen oot ared iand kthenororautdiandntiatd ohonr eacaf t he

sem conductor 15 nmenory card, and information indicating the nunber of

times the digital o ente GIbRE dRAG Rt kel NG HY esdndicetdur tblremenory
aut hentication area, the data readi ng apparatus conprising: a judgenent

means fap,gahepn pheudbgidahatopient | sda be; raath Windddmdie: menory
non- aut Aent’i cat'i on area, Teading ocut the 1nformation 20 indicating the

nunber of tine he digital nt en n,t a kgation -
alrjea, raﬁd‘rjd{J83?1néevxﬁgl?%:a}rng%ﬂ£9d%gi%a?g(g%%?eﬁgag%ﬁuggq ggg*lce)gtl Egggghgﬁ tlhe

nb foti i ndicated in the, jnf tion; d d ' f
" eafh ng 266k FRGDE GFEAI S8Rt eAt T URTY et AORC BT HBAF PEAR! O &r 6a™ 528l y

when the judgenent nmeans judges that the digital content 12 can be read
out, and reducing the nunber of tines the digital content can be read out

in the information stored in the authentication area. Wth the above
construction, it is possible to limt the nunber of tines the digital

content is read out fromthe sem conductor nenory card. This enabl es the o
present invention to be applied to chargeable, rental nusic contents. The %
above object is also fulfilled by a data reading




3 1in the rewriltable nonvoiatlie NNEmMOIry 1I0LO0 LWo, Qi L.t alex
~apparatus for reading out a digital content fromthe above 10 seni conduct or .

menor yreait-diagd Gl oducrAFLERE tesd-BIRRER Y FAFieBnaLRe SR hAIYY

signal, the digital content, which can be reproduced as an anal og signal,

havi ngabebensticreed dm aheanby sheRainic st oaddres Softatid Nde RIS

menory card, and information indicating the nunber of times the digital

cont enpetmeean beedi gutakhyicatpon bgrehe ahdcttbai e edienid ¢t bekn

stored in the authentication area, the data readi ng apparatus conprising: a

repr odgetizgn neans for reading out the digital content fromthe

non- aut henti cati on area and reproducing the read-out digital content as an
-angj og signal; a jydgenenle mMans,20 &ohsteadthgnqut thke isifaer madd onthe

i ndicating the nunber of times the digital content can be digitally out put

by the_el i.c.devi.ce, d_j | er LH ted oo &@ny be

di gi taﬁﬁ;gﬁghﬁzg%ta%ﬁggegggnnt%ﬁeahrfﬁﬁr}%gr%gg\fg%ﬁoﬁesazitérﬁsi géa%d&% n t he@i&%\f orI]rr%t I on;

and a .digital, output .,mea for digitLa ‘ pyt.ti 1 .digital content

only \Aﬁé’nmotvﬁ“@c—i Lfgbeer%%lf&?rae%‘s jgggésk%éggg%%ﬁ {&%ﬁlﬁq%ﬁy%ontent can be

digitally output,_and reducing the number of ti e digital.co can

be digitally outptl iTEhé |°r‘r%orﬁﬁf“ﬁ88“§P %é’d: iﬁgﬁ‘ﬁégau%%\'t i Lé%t%i génf%ér ea.

Wth the above construction, it is possible to limf - the number of times

the di gesakisentémcuid ey dactydespiddd SRR HE BT dHeft 1B Tenbr V- car d.

This provides a copyright protection detailed with cautjion and

at 1ent ivedries whisch nikpde dobyr e AECBERRFR R toRRSY . 1 9El ¢fs FIBeRF SVt he

preserit invention is a 10 sem conductor nmenory card functioning with

f | exi bighytsi deat h addaeseesr d itedi bhef oewtlwnhicatydral 2&86AFent®s dHdPan
“auxiliary storage apparatus of a conputer. The present invention especially

secur eguteRintdiy: aiisiy idndd epnsferdiigirt dabdentwemitch f sows ece ¥ oS ROBARN €S

distribution. This is practically valuable. 15 BRI EF DESCRI PTI ON OF

DRAW NG3 thidan 11 showa1’ theirpnesy agse ¢hyaiRGWhadhréssas énbddienemenof the

present invention and is related to an : ' electronic nusic distribution,

and shoug. {18 AP NGeoal A SEN CONNEEL 9Y cAERRI Chnid athicanshech oaded
into an renovedggg&?romtﬁe PC. FIG 2 shows the appearance of a portable
playeréﬁgﬁges contents of the authentication area conversion table and

+he non-authentication area conversion table in accordance with

an instruction from the electronic device, wherein the

authentication area access control unit controls accesses by the

electronic device to the authentication area by referring to the

25  authentication area conversion table, and the non-authentication




3 separately manage the authentication area and the non- .
whi ch the sem conductor nenory card is used as a record nedium FIG .3 is a
bl ock diAg AR shon fneh thedandwairesldf theCensid uctdeommd tdbaPOnFhlpss is
a bl ock diagram showi ng the hardware construction of the player. FIG 5

shows the G2 A %Bgit’:%&d‘_"@&&ré%‘ékr%{d opnYsafcahheagarbeerduct Ohce
menory card. FIG 6 shows various storage areas in the sem conductor nenory

card which can_be_ r Lz b d e .pl rdBegand 7C
show [i rﬁcf%‘fer%%%g%ngggg%mg rl%h%grgnggggﬁhg%%t ﬁ%d% grd%k@plip%ergaccesses
an area .in the sem conductor nenory card &n_qus S be,.

foll oned for accesg‘}%gtggch&lﬁ?gg. rﬁcoféj%{%\% Zx% es 1 oal?e'ijdgol }a%wegrf“gr E
changing the size of each area. FIG 7C.is a schematjc represe | f -
ar eé\éJ i r'PC%CH'eE%%?ﬁicUhHﬁcPéEhﬁEnﬁwségﬁé. afglrgssesy %%A al oﬂ%%a%%g%%gg\neﬁg a
procedure in which the PC (or the pl a)éer) wites a nusic content or_the

|i ke to wih seviebiehict ot heafsiieseas PAGCaR S S B HIRACHS t25Fow Ag-&Y
procedure in which a.nmusic content or the like i's read out fromthe

seni condites opr2diatemurinechr diand n@ivayed Bpspesiivaler 2br0FRBSROLC FFBE 10
is a flowhart showi ng the, operation in which the player (or the PC)

handl es denhstrhestabnr eatoudrs] stive edonnathbeattbentiovatdre® ar'dae i AORhe
sem conductor nenory card. FIG 11 is a flowhart showi ng the operation in
whi ch™ 25t bgeRtaygricar thkeaPCronhardsdort haanlrbersiodiwperavttespdndengk 15
outputs stored in the authentication area in the sem conductor nenory card.
FI G512 5hppeer dabgishiuciddifeybech d:5r GOMAMN {0 bBeehudinegnt bederonaadd
non- aut hentication areas of the sem conductor -nenory card, and al so shows
a flow he i Wit . RROC e ponehidre, t oahfie gata
structut@llt"T';—'i?IC-%?L 1?%31?%5%%/5 sﬁf)rvﬁ%glgceﬁangerpi ﬁasst%hée;rmrlerfg;t i onshi p between the

| ogi cal addresses _and_physi cal , [ 3Ashows | I p
bef ore t?\‘égéﬁﬁﬁég.a%ﬁloa %fgashcg\%gxq{e%}%% re#az%ll%ns i p 'aft%&%%ﬁbgﬁgﬁggé

FI G 13C shows a conversion_ table corresponding to_El I D Ws. a -
conver si BRTVERPe ¢BPFEE onﬁ‘?‘%‘uﬁe?%eil C?r%é)nﬁ%B%ﬁ4ﬁsfgnf§5{h§§vd%%nctgﬁgns‘ |
related to not-del eted bl ocks in the sen conductor nmepory card. FIG 14A
shows thehleéced SLHEESSES| GFraRTeEnd DIRFSER DAL physi cal bl ocks.
FIG . 14B shows the not-del eted block Iist correspondi ng to _the use siiate
of t#e bl ocks showWith FIMG abeNe EOGStIACtiona WPEERcREAPLISRoM igl PAEC2
procedure of the PC or the player for deleting bl ocks beforehand usi ng t he
not - del esddrelseels lticstbe onmehdiands2enchagderdes  cdmtafkSF |G 29487 1sP8
tabl e showi ng the use state of the logical blocks. FIG 15 shows a

conMuNi cahhal s gEdIcEy | 9ii vk athdeptbbabidhtijefearset e piaya¥eangrened
sem conductor nenory card and al so shows main conponents used in the 25

aut henti ¢gti OBguABary Hdtwed® IHEWSaatbeArtRbeabnonaseguence itmea non-
variation of the aut Kent i cation of the present invention between the nenory

card and_an external; devifes Fifdcofeshons, 2 comminé caiion sequense ithea
detail ed procedure of the nutual authentication showmn in FIG 16.

2% probability of occurrence of data saving or moving which 1is




5 With the above construction, the function of copyright
"FIGS. 18A to 18C show the state before the boundary between the
aut hent iGadd it il DensaheRld Caf i 9Roaieas iaferd dief Seat Conddater gENohy
card is changed. FIG 18A is a nmenory nmap show ng the construction of the
physi calg ' I ! ROWe rid GO Sk ePriakl e
dedi cat & t%?%%ﬁéé&%gﬁ?%ég??c%?Fgﬁqg{ggrng%SiggEéshoms éggonversion ?gble
dedi cat to,.t ut ticati rea.. £ ol fter
t he bouﬁcgher fl thre}lq:v%erlé%?%ee 1—lag;t ﬁ%%té?lca?ﬁgor?hﬁél en%r%—saut e%”t?% %ﬁffaféigfgﬁ t he
15 sem conduct or nDr% Cﬁrg.is changeg. FIG 19A is a nenory map show ng
the conStFiRTiTh o tHePhystcdF*BloGR5% n the flash memory. FIG 19B shows .
a.conversion table dedicated to the nonauthenticati on area. FlI 19C_shows
a cohversion tabl el8edCattEP o THERARRREPEATPBATYr E4F Oqﬁé% Rﬁ[ﬁﬁ%Cﬂ
CARRYI NG QUT THE | NVENTI ON An enbodi nent of the present invention will be
descr i bexhtiertt iraftdraen c& 0 a0Fe theanPRgaLtheBtication 8ERen@ey cinclude:
representation of a PC which downl oads digital contents such as nusi.c .
cont ent | viaad/47ite cowmagecatticen Treamordk, wahdh atbenied@RiRabrC nddvE§e car d
(hereafter referred to as nenory card) which can be | oaded into and renpved
from t hecBC. rfa PGl iduajdesda adirepkiaynl@3starkegbeaed £04m whichpelaker s
106, and is connected to a communication line 101 via a nodem enbedded in
the PC 10PecfrHBIBI Yiekal@d Wid ekedQ7 ditss bped itesestichi nthe aelactrshit (a
menory card witer insertion slot 105) of the PC 102. The nenory card

witer ignseftd ol (405 d sihased N ReEMIA ([Relwanal fiGormstt eindbadey: Car d

10 International Association) standards or the |like. The nenory card witer

107 1s a0 24ARLAT nWLED BLRCLLLER! L; CONRELS IS RO rbridihdpeeDLacRar d

109. The nenory c I's inserted into a nenory card i1nsertion slot 108
of the nmepory card I ter 107. 15 .The user. qbt ai I C t I
contentsth%vi€h§ SHEF THer FSY S ngrﬁﬁggab 3g§s;g§en$g§da?%%gﬂ¥%?+%mﬁng
procedure. First, the user downl oads desired . nusi.c content _into_a rd
Gl ok | n THBYPER Tbbe RERPRE: ORI RPCE: Pan n@ STOE UG AR 7o) feieFRe

musi ¢ content has been encrypted, the user is required to execute a certain
pr ocedur €eRbrpl ayniheanshitdich @@MBILEBGACSTE OB 2ERE PECEHS. TPy BhE
obt ai ned music content, the user needs to pay the charge to the contents

pr ovElder ensrygta @2tealinsiosr dher raRdare nuibe thesi ERanEReVEBATYRESHsERPays
the charge, the user 18 receives a password and rights information from
t he cont eat shproeadérri dhestpassorakday ankbywnised Hha heandeh Bemaesr pt
the encrypted nmusic content. The rights information shows vari ous
conditioaﬁei@eth@hlyhgtu&ggeiarahLomed to play the content on 5 the PC,
such as the nunber of permtted plays, the nunber of permtted witings to
the menory card, anexpi¢iadiQHo¢at echndi-aakiibg, a upekWvEhIpernidrees f snchhe
user to play the content. After having obtained the password and the rights

10 i nforgati user i di ATUSd C hep
speakers oE%%Pegﬁggpéslﬁfgh?%Sﬁgéﬁpﬁépgﬁggﬁﬁ#%Q#%?%Eg% t he i%%%ggfd 1%9 to

the RC 10 Il e dedi cat e ppl i cat.i,o rogr e reed as
applﬁ%athﬁf ﬁﬁgiﬁaeaCQTE®F{%ﬁ;£ﬁ%(ﬂkﬁﬁ{%#%f rﬁﬁ%éﬁgﬂéﬁg{w#ﬁ%gégni hgﬁgc
102. The application 15 then checks the rights information, decrypts the
encrypted nusic content using the passwgrd, plays the decrypted music
content to output the sounds fromthe speakers 106. Wien the rights

i nformation indicates that the content is permtted to be witten to the
menory card, the application 2a can wite the encrypted nusic data,
password, and rights




5 correspondence between logical addresses and physical addresses L
information to the nenory card 109. FIG 2 is a schematic representation of
a portable copy/ BEaynappar@tas: {qet pafht arenefaevd erh¢ onas-phagenyizetibor
which the nmenory card 109 is used as a record nedium 25 On the upper

surface of.1he aﬁqdaygr 2Ohvedskbaui €adfe credngd alcidkiaplay wiiidh 2@Raands
oper ati on BUttons 203 are formed. On the front side of the pl ayer 201, a

menory card insertjen t .a.C0 iL£ation ar ewfiehmed;
Y et f% b4 f[%g 208.28d ;g rcomapiLati on porbrddscar ew o

wher e’ t He°TeTfd card isinserted into the menory card insertion slot
206, and, t he communi cation, port 213 j chi.eved b Ui, ¥gEsak c9ek bal
Bus) or %¢EF¥??EF%ﬂd%E8anggsebgciﬁgngégfgggx%%’a&%#ﬁ%h%f f he plager 201, .-
an anal og output term nal 204, a digital output termnal.205,._ and al ‘og
i npuf t RFRHACTIES FIFH et Y FRh T SR Do %ﬁ%rglc%ﬁg ﬁéﬁ%r ?e?:g?g 109
storing nusic data, a password, and rights information is | oaded kgtggghe
tedto

pl ayer 20dntThickBltheaitdils 3GFDTTRT | BH. DAReFIETEIRRTC 78V hef m

be played, the player 201 reads out' the nusic data, dechpts.the r ead- out
musi ¢ datathenhuertsothe deeeypt d@dl5 MG ¢ R ERECIRESGATARA 0g35Fgnal ,
and out puts the sounds of the anal og signal through headphones 208

connect egle  pethevabgl opyoukfet ritegnitealtiz0Loate s el i YePye -t he pl ayer 201
outputs digital data of the nusic data to the digital output term nal 205.
20 The player 20l carmhse covwer ttows tanaltdgnaudvensiigndiie wRiver iy Ajut
to the player 201 through a m crophone or the |like then the anal og input
ternisnal 1223cal Nh9oekgi tahsdatttandy Hins esaddief i gi aak dabgmientede tbeyry
card 109. The player 201 can al so downl oad nmusic data, a password, and

rights _ . 2¢dn | QR fJ RN thepREkR2 V@i éhel gomuyteaativan Porhidl3 |
and 20 CaPeéﬁ#dé%%gﬁ%ownﬁggéed I nformati on t%lthe menory card 109. That is

L2t JSRELNS LA 0 00 e g oL

erns Ol recordl ng e nusic data on to the nmenory

card 109 and playing the misic datarecorded ondhe- peanry, cand L%crol

circuit may further include: an encryption/decryption unit which

20 encrypts data to be written to the authentication area and the

non-authenticaticn area and decrypts data read out from the
avthenticatiocn area and the non-authentication area.

With the above construction, it is possible to defend

the authentication area and the non-authentication area against

25 unlawful attacks such as destroying the semiconductor memory

10




5 accordance with an instruction from the electronic davice,
FIG 3 is a block diagram show ng the hardware construction of PC 102. The
PC 102 i;pehydes ea @BY-HkQ etadRAVekE] ipr edteomutden end weokeyrdd 1andnghng
control program 111b; a RAM 112, the 10 display 103, a comunication port
113 i nchuding & Jmdem 9054 Hsed, f einconness | encoembhecconmiication thae
101 and an USB used for connection to the player 201, the keyboard 104, an

I nt ernal,_hu: RLdaelbbebnlB7 geirecting the nmenory card 109
and the!nlon Eénliﬁ%%%g%% ggdgscrgnbl er 5117 for 15 descranbling the

encrypted nusic daja, e % o] 0] Ny =Tacele 1Q%+ 3 i \Getleeedesnl1l8
conforming to NPEdtQELEé‘C%1 ?S&%%%Sé%% and'arﬁt/f ?%{edc?ecodi ng.l t he descranbl ed

music data, a DA converter, 119 for._convertin he di.gi-t. kC
dat & i nE6eRt dares QS-S §rars taﬁléio ggeaefggr gh%ogdggﬁggggﬁaégtdlaék@%% 20

storing a file managenent_software program and an_ appl.i cati.on. PC.102
can per fagEns Refad dMishdEL1ash W&wé‘gﬁmtc% 1%“6\% Jarggra%%(-?%s a%llé
storage apparatus - having an independent- file system (e. g., |S0293) as
hard di skeedrhvef byhexeedrihgidhe fil e managenent software program stored in
25 the hard disk 120, 21 (2) downl oad music contents or the Ijke from
the communi cation Einne 10¢ viabote nBEBATHBLLCEPTL hd"eBAR¥INI GRE N pB}r:‘F 113
by executing the dedicated application stored in the hard disk 120, 5 (3)
store the uAEi G eaientmir rde dddeesm & hesaemf ytioarel gooronigf deyige

mut ual aut hentication, and (4) read out the nusic contents or the like from
thegemyy £apdt1Q9uard quputwihenr eadiadbreantient uticritetspeakerseros
for playing. 10 The devi ce key 1lla stored in the ROM 111 is a secret key
uni que tQ fhe PG L02 and s as Wi | phecdessribed lmier consedlf oritheit
mut ual ‘authentication or the like. FIG 4 is a block diagram show ng the

Qi‘gf’“’gr %aﬁcog'%é “fﬁélﬁl‘deoé: ti‘%féf‘%@é&g&zﬁaﬂ& The: Playesh 20¢c el uHesus=EPU

11" prestoring a devi ce ke 1a and a control program 211b, a
Rehi eved<Gy’ af USBSBELEREATTRE. oad e T L R TR 05 00 3t on
but tons gggéeagfiqg%ﬁ%ﬁff%ﬁ%f%ﬁ"igfggagtkéﬁ %@éﬁtifying an electronic
20 device that has been affirmatively authenticated by the
authentication unit; and a user key request prohibition unit
which obtains a piece of identification information <from a
target electronic device after the authentication unit starts

the authentication process, checks whether the piece of

25 identification information obtained from the target electronic

11




. . : he
3 target. electronic device has already bDeen stored in t
70 215 cohnect| ng the nenory card 109 and the internal bus 214, an

aut hent i cat],0n-GLLEYLL 218 Lok StecWddithgs itakal authentication with the

menory card escranbler 217 for descranbling the encrypted mnusic
data read out from.g, nor rd ﬁgg degQdgt e 21868NHB1NME RGO
MPER2- AAC (I 801381t?‘{1%q'I rsﬁ%c%?rc}% o?c;"?%%r%g%o i hg the descranbl ed nusic
data, a D/A converter 219 for 22 convertin ecoded digital ¢Mesic
data i nt®d PRHATY SGdiIRE S ,d8pRakEr: Z?Efga% %/% convgelcﬁter 221 for
converting an anal og audi o signal jnput_ fromthe anal in oL i pal, 223
into di gsealcopsietes aenAr AAC3ERcoder 250 RERTEINT négteo %ﬁ%ﬂ%co
(1S013818-7) standard for encoding the digital nusjc,data, a scranbler 222
for Wcr anhlepguilhé appiodedntusisd rdatel e RRFSPdLtPAt termi nal 204, a
digital output termnal 2Q5, and an anal og input term nal 223. The pl.ayer
201 | oads the cont rThe pilogram@idet fionetbe f0lROM 221°VnEocehé RERM to
allow the CPU 210 to execute the control program 211lb. By doing this, the
pl ayer 29} eantheadreut masiincontents fiigiteie ermERyt c4r@™O0 12 pARPVENd
output the read-out nusic contents to the speakers 224 and can also store
musi ¢ couLeniSddiRilo Vi fehBeyanakeg, i mnd uegitedl e28tent I5\ComUMSEL i on
port 213 into the nenory carg 109. That is to say, the user can use the

bl aver 2QL00ls onby {00 SAMAGANERI A0 auEac per anal bpmasonidis cor
ordi nary players) but also for copying and pl ayi ng such nusic contents
(protected by copyrig Lshr iUt edthngarnel aetberi efmdmes the

di st?fbuf‘\eg‘ﬁ)égy&aé%’zg‘ gngﬁggv\&ﬁﬁg%géd by the PC 102. FIG 5 shows the

appear ance and hardware construction of .t W £ arg-3 rehe ifenaihe
card | 09 dddHttihs LT t 4 oenvor%ea‘{clll re):ﬁlnﬂgramrgr%{/l tgg v% ch data can be

witten repeatedly. The rewitable 25 nonvolatil h Iy
BANE, * and.dShen T LaRE bR poRers 250e. Gkl YEuB 1hoEPBELE Y Soatiietoer @

signal supplied from external sources. The nory card.109 is _a £
2. 1nmm t hiljsldg=2manh weahas £ 30RFd &85 Pé@tlégguF&%"E&ta|l|5e?°6’p?°€ecfea‘fjhe°u

menory card 109 is provided with a wits-protect switch .on it sidq%iést d
is 5 el edtrdrwathy conrecttéentd cation c3rRd, apPAFARUsOVFa 2% 55T EhHect i on
term nal fornmed at an end of the nenmory card 109. The nmenory card 109
cont aons tdueeatightps: nambent pél thBe302hea diigddir ImSPRYSEIE0F 2k RE £ 55
304. The flash nenory 303 is a flash-erasable, rewitable

out from the authentication area, and judging whether the

digital content can be read out based on the number of times
indicated in the information; and a reproduction means for
reading out the digital content from the non-authentication area

25  only when the judgement means judges that the digital content

12




5 the number of times the digital content is read out from the
10 nonvol atile menory of a block deletion type, and includes |ogical
storage 3eRasonamciebhelidaat ieirdl eards? angbbesotiadt beatienat iionvenrteianrB31.
The authentication area 332 can be accessed only by the apparatuses that

have beep,apihentiGaled ASHE R, APPaF &l tisesnudite d@Rcadtientication area
331 can be 15 acCessed by any apparatuses whether they are authenticated or

not. In the present ' ; t i | e 24 1Y
storing inportant ﬁ?%b%ggédb?%ggoﬁaggﬁ% %?%%gg%?%n,gyg%ddtaﬁgj%J I :
non- aut henti cation area 331 ..is used as an_auxili r p at i a
typical CHRAGES SsySPEmT Nt E Y hgtu%a %0 égﬂgglhn CSJ reg{sés) ?%%Fﬁeeﬁ%aﬁ%%r}}eérqmry |
- 303 is used as a boundary between_ these two storage ar eas. The ROV 304, 4

i ncllddesSETAEHPAYE tare AN Th TG FRAF TS BT HAT andSi 5588 PEF Shddital

area.. The special area prestores information jncluding: a ne%LunllD 3%}

whi ch i SCAAtEEY @enErf (38219 thkdhehor jhe aftg468! SoRT R k&P LimE a3y e

whi ch 24 I ndi cat es -t he nane of the manufacture of the nenory card |09: -
Not e t hateplredmedicumsl Br34naksoansigeat o kel p@npeyn caFaredo l@ndhe non-
discrimnates the menory card 109 fromthe other sem conductor nenory cards
and t hat auh&etmdiasnildd 34keias ofedther sdmiorndiattdr ameryry catdh bénfeen
appar at uses and used for preventing an unauthorized access to the

aut hent i gatrbemation 33AicHE ePNtlel nifb8P 20 £ st amevnthel dégriteilt comygesed

of active elenents (logic gates and the like), and includes an

aut henti eati afk UAL 38211 va PN doy UdBEMRNECcERRhEel detic82RavifAga st er
key storage unit 323, a special area access control unit 324, an

aut henti gati-qn arxs%rggggéﬁh%ﬁe&e%%i 325, @ NN heshicati eprareaus

access control unit and an encryption/decryption circuif 327. The

aut hentication _unit 321 i i |t p o] a i
chalIeng§9F€§6gﬁ§§3tf%erﬁéfggﬁcggg eﬁ%#%g i%%ém;gﬁd%ﬁgeﬁﬁFé E%Sasggﬁgal
attenpting to access the nenory card 109. The authenti ' Lt 32

i'ncl udes & Y=4do H%Eﬁegé}?é}%?%fh%%ﬁl%%]e%r%??o%%tﬁﬁéggﬂgﬁg%?ﬁe#ﬂecate
the renote apparatus _as_a proper one when having confirnmed that %he renot e
appar at uSeRS5o8S FRELEANeCERERDSt RSN BnPEARRTt AEITOtAl 2apPRralife T M58 hat
in the chal |l enge-response-type nutual authentication, both two a@panatuses
in dOmuiiccattiess ipar form e Fof PEAREED t HeC1 6REBINGpPAF alHERRT, ST &
chal l enge data to the renote apparatus, the renote apparatus in return
gener at es hree shignise Idat anbgn 25 cprodes siimy tttd v epeinked kYialPén§e SFEe ¥
certifying the 25 properness of the renote apparatus and sends the

gener at edier@gponsaddatdgi.agt taekheal thppaigatts] anddrite dacdle apmirtalisy

j udges whether the renote apparatus is proper by conparing the challenge
data Wt Ryt eshonse dgha. the number of times indicated in the

information; and a digital output means for digitally outputting

25  the digital content only when the judgement means judges that

13




5 the number of times the digital content is digitally copied from -
S The command judgenment control unit 322 is a controller _ , conposed of a
decodi ngrigé r clamti csrtkigc cont medmaiy Cdiatrd . The Tetsdimpgovidesi ta | dopivirfigds a
command (an instruction to the nmenory card 109) input via a conmand pin and
execut e Lheridendhf hedasoerBRd thl ke aaBmnthd udgesrat veastsoksutnteda2dl O
control''s the conponents 321 to 327 in accordance with the received

commands,,, The, ¢ pdsnkegehwed by the command judgenent control unit 322
‘ includesb%ot %n gﬁgonﬁands to read, wite, and delete data frominto the

flash merory 303, B4 sammnded o LaRd ol e LA ddash NN Geomaands

related to an addréSs space,” not del'eted dat a, . For exanple, in -

relation to reading/witing data, the SecureRead.add . at..,.C nd.an
the%§ecu?%WW??% Ed gP@s@EFS%Rtc@&ﬁmﬁ%?é%ﬁ?%ﬁﬁ?ﬁ%ﬁ gs%ggﬁﬁgﬁggEyoggggcggsing
the 20 authentication area 332, and tge Rgag addr.ess_coun conmen ﬁgg t he
Wite adlr &850Z8umMeHoMerif af eOtefd nBd9as 3o mmHd For 2t cals PRy tha Y
non- aut hentication area 331. |In the above commands, "address" is a serial
nunber ofteregeiraPr3satss offa 3eqteREELBE-sect OP§ fPEﬁFSﬁtthEHeﬂgﬁﬁnis
read or witten by the 25 command. "Count” is the total nunmber of sectors
fron on ehpebi@bly sedatesikeakily ctiskiibuiley eheddghrahdcOnSEBEFSr TOFs a
unit representing the anmount of data read or Witten fromto the nenory
card | 09elkottbeipr eseit ersadiliettionone HeEc ors iBra¢iogt by, valaablamst er
key storage unit 323 prestores a nmaster key 323a which is used by the
renote apparatus during the nmutual authentication and is used to protect
data in the flash nenory 303. The special area access control unit 324 is a

circut g&gﬂt%%%%fg%%@ggggtng@g@g@Eﬁpn such as the nmedium I D 341 fromthe
speci al area 4. The authentication area access control unit 325 and
the non-authenticatggn area;RGELSTHeOMbOLa BhEe32r ake mi r Guits fi¥ an
reading/ witing data fronfto the authentication area 332 and 15 the

non-aut het - eatl.on apea 31, Sesnest i Yelin aEh abd hesnkds.d26 and 336 .

sends/ reCerves data to/from externa apparatuses (the PC 102, the player
201, etc.) via four data pins. _I{ should be n h t CEsS
control FF§r581§2§“§Hﬁ:33%555%%u§6§?aiﬁ%ug.%%$€%r%ééhn e%i é%ge as one
bl ock (32 sectors, or 16K bytes),. and l.ogically, .inputs/outp i
units of SEBEEBPEUESLET SRR é:r‘.’gerél 2 S BY, %8%@8%%‘1?8 §5§o%m%}a“§geg

I ssued froman external apparatus, although it inputs/outputs data in units

of btbck§rafefleh&CHl ash menory 303 25 is rewitten. Mre specifically,

when a sector in the flash 27 .
FIG. 2 shows the appearance of a portable player Ior

which the semiconductor memory card 1is used as a record
medium.

FIG. 3 is a block diagram showing the hardware

14




3 ¢f the sericondugtor memory Card.

menory 303 is to be rewitten, the access control unit 325 or 326 reads out
data from a bl ockFERel ud? ng SERESsecYBFLPEEm tHePT3Eh AERFYy 3603 deff@tes
the block in the flash nmenmory 303 at once, rewites the sector in the

buf f er sepdoopdudier wetoey thed- whiebkCan 88t & SCAERddSsy RdhdTewrs t3%%
sector to the flash nmenory 303. The encryption/decryption circuit 327 is a
ci rcui gnwhigghayper f orns encryption and decryption using the naster key 323a
stored in the naster key storage unit 323 under the control 10 of the :
aut hentication areagagcess CPB}rahduri¢ SAbwarlditite nornauehdntdemnded ar ea
access control unit 326. The encryption/decryption circuit 327 encrypts

dai@ befqre Wi tjing tPgedatd to e fhasheremydes¥dds and alsea ypins the data
after reading out the data fromthe flash nenory 303. These 15 encryption

and decryntion pe d.Lpgpreyeat YAl awows achiesSueh s ool Bekeal
di sassésr%ﬁ'icr?glq eg?rén%%lgéc r%légog, anal yzi ng thg contents of the flash

303 «di rect. d steali h d WlEAL A
332, | E3na0I T T naPE ot ho L8t 7 Bl 1o 305" ALl g3 2b g oV ee KO8 Are

synchroni zatjon circuit, a volatile starage , nonv i or age
area aShagt9ing (ihe n’&ilﬁeco?r’go s 35%% 0 S%feTh?Egy%Ehr%n%%%&éﬁt%rcuit
generates an internal clock signpal in s nchroai z?_tion W th %cgaock si gnal
suppl | E¢HTCTRRERFHER P NATARE STppPF eSCPhECHEHEAEe TSy T8~ 1 ock si gnal
to 25 each conponent. 28 Al so, to protect the information s%orgd‘%n t he
spttial area (ROVFIS048abaisshlaisert fgohynghAuPREFEABESpLPsBRECR: hig®
special area (ROM 304 may be enbedded in the control IC. Alternatively,

t he i nfer mad £ omheayp leyestioredi tes t Aemfisash aasRtt 50B080e| Aijs s akBe t he
special area access control unit 324 may inpose a limtation on witing
dat a t @ dve-dmdestati ABmody thedencryption/ decryption circuit 327 may
encrypt the information before the information is stored in the flash
menory 303. FIG Gi3hows i¥aki dusweharage hawdasy ian e erbme yitavdielh 209
whi ch can be recogni zed by the PC 102 and the player 201. The storage areas
in the nﬂﬁ&?&yc%?ft%zﬁogo@r@h@ aspbf iad ddHD Hhf eErbRi Ay esanispeduatoar ea
304; authentication area 332: and non-aut hentication area 331. The speci al

areg Sﬁéenié%%%i (ré%gg gﬂhyB%‘%g%gaéydggchESQeg @3yed Hey used to read data

fromt area 3 ng/witing data fromto the authentication

area 332 i s possi ?I%e'g‘r}lroyy i\gf;r3f&ggcﬁgépeghbgg#?oghg%%ggtwg Pg 4R2car the

pl ayer 201 and th been affirmative. An encrypted

command is used to access the. authentication. area_.3 2 e ;
non- auttHEhtPEaY$Bn( aF S FE céﬁ?“ﬁlgeécggl?s@&n%’?rcgrfné%ag gHI%uBFiC)ge&sénsuch
~as the commands conformng to the ATA (AT Attachnent) or SCSI %%mall
Conput efhSysuthenticptaeq) ageandar FLeTRAPHCONPYERF, RIY Lart e’
read/ witten fromto the nonauthentication area 331 wi thout an, .
aut henti cati on pr®@ess.1125 sAecERaWeREYE &hPHLEInEREgERERE LB har ¥R Sgr am
being a standard Z9 o
25 the player (or the PC) handles the number of permitted digital
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5 memory card, and also shows a flowchart of the reading/writing
equi pnent on the PC 1C2 can be used to read/wite data fronmito the
non- aut Reridetnt i r vrseoBding asowthd datkashrATAuge.a conpact flash. The
three main areas store the kinds of information 5 shown bel ow which provide
the areas with a fgngti.on3as &h 88K khakty StcHages appataieusdlortbotsipical
PC, and a function to copyright-protect the nusic data distributed by an

el ectr oRjGJous| Grd Sdikutli aRasEskam afhe prgR-auhhentdeaidan ares 33132
stores an encrypted 10 content 426, user data 427, etc. The encrypted'

cont ent is LG bei jec oOpykrght 1BEotatdwon:pad
havi ng Egéﬁﬁéngﬁgp?ggéﬁ+ﬁgggégrtﬁ%?gﬂzggﬁfsé%§%%§al data irrelevant to -
copyxight .protection. The_aut.henti on a 3 t a ' key
425 b e TACTERTR Kby UcetE 1 5P ag8r ypt hg" RS ety ot o contant® 428
stored in the non-authentication_area 331. e ial _area 3 t he
nedi.um I'"BBA ﬁHFEﬁSP§nﬁéE§%§%?yF28r ﬁbcesglﬁg ?ﬁgyag?%gﬁtgﬂa.?%ﬁ%%%%%PSSZ.
The PC 102 or the player 201 first reads out the ZO nediumID 341 fromthe
speci al t@tde oW FISRPRINRGOFY EAFd 809 | oaded into itself, then extracts
the encryption key 425 and the rights information fromthe authentjcation
area 332 using t heFRBa: ubth X340 iy ifuncs 10581 Lereder i FREFFgRES

I nformation that the encrypted content 426 stored in the non-authentication
ar ea 33Ibli:Keerini tithed steoivongayed, meferancaypt edFEEnt bAR APBWS5tRANMIPR
read out and played while being decrypted with the 30 encryption key
42515 Heyteates uppdseyildidt amdiptrysdrdatledlamiks tane migisc aielt DIaes hast Been
obtai ned unlawfully to the non-authentication area 331 in the nenory card
109 usi ngy g henBes 18Re0mdchadlidtand thiesciat 1 egpt soteeppandihg rmgsitthalatse f rom
the nenory card 109 | oaded into the player 201. In this case, although the
nonaut h%étﬁ@téfr\:@ 88 3L ighduhe ey, cand 103t ares ihe nEbdwckiata, no
encryption key 425 or rights information corresponding to the nusic data is

stored if,dhenguthientpeaLllon-ar o Seke M TOET el G1iher plraveraZicing| s

to play e nu a such a construction in which when only a nusic

content | 5o GPP! S0-LOCLIRATRIPEY. GAE0 100 ha \udion) 2 el | aia key

or right content” cannot ayed, unauthori zed

copying of digital contents i re ted. 15 FIL.GS. .7A,. 7B,
i mPat i oM %%HEE%nﬁaﬁﬂa?gr ma?' écgmhé%%t He Pc eorsqcﬁwelnpﬁ a%/rgér]qﬁ%% i%%%\ésses
an area ég the logical blocks.

FIG. 15 shows a communication seguence 1in an
authentication between the player and the semiconductor memory
card and also shows main components used in the

25 authentication.
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7  procedure o0f the mutual authentication shown in FIG. 16.

the menory card 109. FIG  7A shows rules to be followed for accessing each
area. FIG 7B showBIlFgled&Fo e 13T shed tbe chatg mpides stke bourdeny
area. FIG 7Cis a schematic 20 representation of the areas in the nenory
card 10%etweers g aduttheat B304t i ona aneadcomap tireed iarak cam deeagceSsedeby a
dedi cated command Wt hout an authentication process. The nedium | D 341
- stored iseriersinetioal mamea 3@4rids ilssethdryyagRnerslide. arsxlecs yptméhergnasypt ed
command which is used 25 to access the authentication area 332. Mre
speci fi galdwing hehdlconsReul@d o bhe tpleaydy 24 I egdscRYt jhhe-Hediugyh D
341, encrypts a coomand to be used to access the authentication area 332,
“andisengiaidis; engryRt edsCoapREdat eoh%rg%ﬁr ¥a68E0dad89c208ar eGELNE NGoh e
encrypted conmand, the nenory card 109 decrypts - 5 the encrypted comuand
using the kg - 41, 41 erpr an ec, t C . The
aut hent iréglat | or;(H';gElergti 2 acfaér?'be agéfe%éeglﬁéﬂ yéﬂvi‘gsn -2'-% a(g{%\f?lc%@i o%a%]é? ween
an appargtys. att ti to access the nenory card- 13 such as the PC 102 or
t he pl a;%r&llf(ﬁateéﬁ?% htre}%l(fur}én%r%élgﬁgamfoﬁrﬁés been affirmative. The size of
t he authentication_area igZ i S egggl 0 the size of gYYYY+1 sectors. That
is to say, the auth&ffrcatPorFredt3829% S of LEEET dRS0 Y Br
YYYY (YYYY sector) logically, and is conposed of sectors having XXXX
sector RFIFELD ey on 3ggt HPIAGHIRss tRFAHOT |3t etorins03,
physically. Note that sector addresses are serial nunbers assigned
uni Ytiel P COREUCKEOTSBEMOFY €omst isuchagaede f FASh mSPorip 30y map
non- aut henti cati on area 331 can-be accessed by a standard conmand
conf or msigwioig hehATAcos t8G8Itismandfr dheTiphy2A ceilzecdckdhein the flash
non-aut hentication area 331 is equal to XXXX sectors. That is to say, the
non- aut entargat | @uGar @ae38Aows hogbagklkyiandtphysi cadil yacaaposetho®fn@ect or
0 to (XXXX-1)"' sectors. It should be noted here that an alternate bl ock
area 25 aathdmmy e iddd ocaterd in téhes f | asdt meypws 303 hefprahaindh the 32

alternate bl ock area 50i is a group of alternate bl ocks which
dedicated to the authentication area.

20 ST MOD OR CARRYING O T INVEN N
An embodiment of the present invention will be

described with reference to the drawings.
FIG. 1 is a schematic representation of a PC which

downloads digital contents such as music contents wvia a

17




5 speakers 106, and is connected to & communication line 101 wvia

are used to replace defective blocks (blocks that have a defective storage
area froal Fedent cemdaddedannottiige BGead)3w i tA enemormalciyd iwrittteer 107 has
aut hentication area 332 or the non 5 authentication area 331. In the
present eskodiimsHrtddieispeca ataadeal804 (eaneheracoasskedvmitishouinsertion
aut henti cation. However, to prevent unlawful analysis by any persons, the
speci al atea 304)nmey heigrade 18CcesThbl Repbly by raucit iapAriaiss: HiSorhayi sig
been 10 authenticated affirmatively, or commands used for accessing the

speci al apga 304 nBysbe eperypicesaNow, pLhadid Ng tbﬁpﬁté% Oheh@Qy Card
aut hentication area 332 and the non-authentication area 331 wl be

descfﬂbegnWbE%@&ﬁRﬁﬁﬁpgﬁsé@cfigﬁﬁgytﬁﬂaﬂdggﬁslﬁuih@héoiﬁkeSt0%@%@n§§ﬂ?@§t

of . the authentication area 332 an e non-aut hentication area 331 i n the

flash memgry 303.Ls equal L 0.t 8.6aRACLLY O {JXXUIMYG ) Sec oL S dﬁé‘ E

a fixed va ue O by sGbt Fac |ng e al area

others f all the stora e_ar the flash ne 03. .20 The " of
Che ar eat03557dnd S5ToFVaa5aNT0%r | ABPE M RA DR CHuhgest B3P CHoI TR he
boundary address val ue, XXXX. The first step in the procedure for changlng
the size20MERCEY &35 t HNERELLPE éﬁQEw$Pgaﬂﬂnﬁn?hF?@ﬁﬁ%mﬁ?FéaW?ﬁFQS
executed to prevent any users fromeasily changing the size o~ 25 the area
usi ng oné9ft standard equi pment programs preval ent 33 anong PC users or
a software programintended for unlawful access. After the authentication
is cbhplete, the siteeofseheohvainsthentccdatoniapeaa3gbntens snprioaridsr new
sectors, XXXXi is sent to the nenory card 109 using a dedi cated command for
- changi ng thbear®atsrret Theimgnurhe cabdviQ9syshemecandi noiad hécdlowdng |
dedi cated conmand for changing the area size, stores the value XXXX in the
nonvol at pkecetiage area or the Iike in the menory card 109, then controls
the succeeding accesses to the authentication area 10 332 and the

non- aut henti cati on B £3t 334 ndISiG REmIdhUE XAXsasea ReW daundamt address.
Mor e speC|f|caIIy, the nenory card 109 assigns physical sector 0 to XXXX h-

sector i 8 theck! ashyrenpryedD3pto 1die §90- AUINCRbGAL:A A6

XXXXu' to XXXX " sector to e authentication area 332. The access
|15 Cé’d”'”% QLS §§§c%“%h%2$u fg&ﬁ'%éﬁ'@ 2 eéé é%{‘é@eééeo&‘ bc%t ’érais
ogi cal ress and a physi ddr éss ors

d d Id
ore | ﬁraf%%%é.ss 4 “aharactsttarn Tecoom zétagrﬁ% LT aPha e

addresses in a data space 20 of the nmenory card 109, corresponding to the
val ues uggalpncpmgent on the PC 102.

To play the obtained music content, the user needs to

pay the charge to the contents provider using a credit card or

25 the like beforehand. When the user pays the charge, the user

18




2 the PC, such as the number o¢oIf permiited plays, tie IUlbel OL

commands, and that the physical addresses are addresses in a data.ggace of
the flaghkmidrind 303 tdausai hed et MERRIDHr [Fagshd 2P0 . e¥plEpeion date
aut hentication area 332 is increased in size . . 25 by reducing the
boundaiyndidureEsy an arexdigenmrrmitiede Bar thequised te mB¥rai ntide
| ogi cal conpatibility between before and after the address change. For this
pur posepraldntt he data stored in the authentication area 332 are noved
(copied) toward smal | er addresses by the anobunt of reduction in the
boundary 5 addresgfther exaimd eob¥btihethishar pasgenedt ,arphysheal riaglift ®sses
correspond to the new | ogi cal addresses starting fromthe new boundary
-addy ess AL £ 1S, aF hangeRENt whiReidakadspace cobulthe tawhiReituiat | Dinoar ea
332 is enlarged while logical addresses for the data stored in the
aut hentcatd on,,area 1332 Af etél@'?'&t gipped ‘n%ngtgh%h%e%'a%%%‘%cf;% H Ofhe
changi ng K& area size nay be encryptea efore use to prevent unl awf ul
access

s. .FIG |s.a flo showing_a e_J | Cf ~EG-102. (or
The pi paoser) WS (R HomS: 4 BoRRnE 3y PHECHTHS TP HE Fevmry o a1 100
In the following description, it is 15 su sed.that _the PC ]
nusi c. (d‘aﬁ%e%%tgﬁe Fr%%?ﬁleﬁartc? 18§ (ggﬁii‘gg(g'ifnfhegia-’%l&fgz aexécgotzﬁ%%l%ﬁé
chal | enge-response-type authentication with the g%then%lcatlo unit, 321 of
the memBteeFHOR0BURSEAENt hE BRINEBIKER IDfaPindOhe e 2PMHG Wt1%%ts
the master key 20 323a fromthe nenory card 109 when the authenticatjon has
bedh aftftiemmetiacky S602)ighrs HREoROALARN heACEXPFACERS FRETBRIF S TEP 831
fromthe special area 304 in the nmenory card 109 using a dedi cated command
(S603) corer(t3)ushiey RAicl G2 stshenrdgepdrgsesha dendpptadineslc aPRReRMertPes a
35 password, which is used for encrypting the nmusic data, fromthe

extractad-pmst ehe keyuddsaraod the spdakarkD1841 (5604). In the above step,
the random nunber is generated by, for exanple, encrypting the challenge

‘data (random nunbgilerSent Foghbe ief@ination indicates that the content

is permitted to be written to the memory card, the application

20 can write the encrypted music data, password, and rights
information to the memory card 108.

FIG. 2 is a schematic representation of a portable

copy/play apparatus (hereafter referred to as player) 201 for

which the memory card 109 is used as a record medium.

25 On the upper surface of the player 201, a liquid
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5§ 206, and the communication port 213 1is achieved by USB -
5 card 109 during the authentication process. (4) The generated password is
encryptediveirsgit berimat @uskeyw323e dnidkd hendreddunet s 34b, thieeRCi $0&ri tt en
to the authentication area 332 as the encryption key 425 (S605). By this
tinme, Bafareitde Hatwond epcsydt i p01kernddohlioy townsa ttedniddlt Be4¢ommand
to wite data to the authentication area 332 has been encrypted and sent to
the ne oo kQt - - Migs ¢ data ahS aenCradt Bsbwsi grhhfapaggvord
and stgggﬁt%% %ﬁégﬁbn;%%%ﬁgﬁﬁication area 331 aéﬁ?ﬁgﬂ%ncrypted content 426
(8606).r15kag% 9 is a flowhart showing a procedure in which a nusic
cont ent"8r "the Frke is read out fromthe nmenory card 109 and played by the -
pl ayer 201 (or t PC 102). Ln.the_fol | ow.ng |, Pt | hagl U sed
th§¥ nmusi ¢ data S&E?eaiﬁﬁgfhéﬂﬁﬁnn?%gggrgh%tﬁggégé%a§gﬁ yiQ%e§5?a§§§ 201
(S701). 20 (1) The player 201 exegutes chal ] enge-r esponse- .
AUt henFEEAE SIREL 1 (PA5 S TSNt Ao8t FOANTS £ ST 190 %r%m%‘r’%&ggr d"189
‘using a device key 21l1la and the like, and extracts the ster ke¥l323a.from
the nefibeyPéavgr189 luhchacke dhtent et i bt MeRebe’n- af %Fﬁmtﬁ?e Us?62). 25
(2) The player 201 then extracts the nediumID 341 fromthe 36 speci al
area 304 ipeudieteshory karelavedusthg 21@e@rcad TARMANAYF SFHS) TUSES) The
pl ayer 201 then extracts the encryption key 925 of the nusic data fromthe
aut hentiiatat,i drcayeas33hd rreave-arEnonys tardata 100187045 . the H8CSYPILRE,
before the data (encryption key 425) is read out, the command to read out.
dain f pe@iche catthentintat iaon arao P32 dmsl beamd enutypted thrd soundst 6t he
menory card 109. (4) The obtained encryption key 42S is decrypted using the
10 mastge kaw134331i8AL1t HErowEli neadihSdds tan &xddracicted ass wited aS108) .
This decryption'step is a reversed step of the encryption step S605 shown
in Fl Gy, 8.5 Jhg £0er ypued canterhatd@ely, " eade oyl aiieam 28 outputs

nonaut henticati on area 3%1 and decrypted uSing the password 15 extracted in
the step 5705, ile th e e nt.ent. 4 agusiC 2406k AS .
descri gié' l&bagve%’!]%%eo%mgkﬁg @g%égt:s?g%%d ﬁ ttrLeZ ﬁ%ﬁgﬁgﬁent :E%at ion area 331 in
t he MenmI.Y card 109 cannot be decrypted wi thout the encryption key 425
stored 47t he 20 authentication area 332. Accordingly, even if only nusic
data is unlawfully copied to ther nenpry card, . .the_copj L G:dat a
cafthot be nor mal | {91 RFEF W ?ﬂqt h?%nco%%#/usppgﬁj‘tt hgnco%il/%% t%b)lglg)he
music data is safely protected. As also described abqve onLg qglﬁgqﬁyses
that havem2s bedachuiRehfPeht Bo BREi PRAYEV AL, are- PiFhid (BB 5 Cess t he
37 authentication area in the nenory card. This Qonstructioq pr%yides a
copyri ditte fricteedtticon e winakoon §re hetapparal uses t RATOs ST AP Lo 8R4 n
conditions are permtted to access the authentication area in the nmenory
card. Ehics dtormachiceeedibytalsdbeet ivekjeusengryheagdvil@®® -keyfFhe pdayer
encryption algorithmor the like that are used for authentication. In the
above exanpl-en WaeBocand &ReY ¥k eduonint erfatias Wai t pessvorthe amedomiaddisd 109,
first the password used in the encryption is encrypted using the master key
andsthe mediuml D ¢ the emsry¥phednpassurieics tsboer edHn 2t and
au?%enﬁ cat |I%Hr?‘adr:?lea %%r%hggb tﬂ;.ltg encryption key (S605). However, either the
master key or the nediumID may be used to encrypt the password. This
ccnstruction sinplifies the encryptiongand provides a nerit that

the-circuit size of the nmenory card 309 or the player 102 is 15 reduced,

al though there is a possibility that the intensity of the encryption is
weakened. In the above exanple, the player 201 and the PC 102 can extract

t he master key 323a fromthe nenory card 109 only o




5 recorded on the memory card 109.
when the authentication has been affirnmative. However, the 20 master key
323a may be enbedded i B t he pRayeioghl diaghrenpPCheRipgf oFkhafprdware.
Alternatively, the naster key 323a may be encrypted and stored in the
speci atoaseaudtd oas odn EEncdrOfpt ed naster key. Now, two exanpl es of the use
of the authentication area of the nenory card will be described. In the two
exanpl es, 25 "thermwinber 10f feadualdss'a arels "1 e, nanBeM Afl Jpermedtedin git al
38 out puts" are stored in the authentication area, respectively. FIG 10

is a fLoweharde showi Ng1hhanepey atbePrdD phighakha mimyes RAK (1a12,t eneC
102) handl es the nunber of read-outs 812 stored in the authentication area

~ Iyt he 4k r 109, .. ; : e |5 L8 ik ayemed@h Pl ay
thleO w%?gggg&ac@%’r e% i thgl?ﬁl%fﬁiﬂ%ch??gﬁ%frledfsﬁ in the ne%y card

| 09 as_an ,audi o signal ' ' | adi d u r -Qf

road. obe8 a1t SPERCTREBRe toortry araubaGeFREL) A T hethas S UH

execut es chal | enge-response-type 1Q authepti cation

aut hen’tllseat i%‘?]‘ ufrP n§§%l&n e ﬁgﬁmp *ard g@%’ uté::hﬁag %\é e?/%%g I%g;/l'Zﬁja and

the like, and _extracts the master kgy 323 fronlthﬁlgﬁnnrﬁ card_109 W@en

the autREREFE | BWS haddbediaf FERRAYI A SeB3} tor2)l irhe SBPRTSF 1581 Hhen

extracts the nedium|D 341 fromthe 15 special area 304 in the card

109 usimgoavdedrdalBl evdnbhe {n8espal pyy ?RéfpﬁaﬁéﬁQE?FQ#ﬁﬁl%&{r s the

encryption key 425 of the nusic data fromthe authentication area 332 in

t hE medesyraakd 1109 HHe8ENcr By ¢hi Busiaedapaf spadt REtAETRT &t YHTURY key

42S) is read out, the command to read out data fromthe authentication area

332 hagabeenoenceyphrd dadedent 106 thefoeming tar PECR-2A40) (HHOWI&&ET 201
t hen extracts the nunber of read-outs 812 fromthe authentication area 332

in thesyenpeyneard Q% andodinghecks Waeorambaredimuead- aldsz 812 (I5804) .

When t he nunber 39 i ndi cates all owance of limtless reading out, the

pl ayer -20Lcplays 1hBeAUSEeniBracagr dABCAeMblld t HEg DE HT aflus £c (&4 110:5706)
an analog audio signal, the speakers 106, and a hard disk 120

20 storing a file management software program and an application.
The PC 102 can perform the following:

(1) use the memory card 109 as an auxiliary storage apparatus
having an independent file system (e.g., IS09293) as hard disks

have by executing the file management software program stored in

25 tne hard disk 120,

2




5 (3) store the music contents or the like in the memory carcd 103 .

shown in FIG 9 (S806 to S808). (5) Wen the nunber of read-outs 812 is O,
it isafudged tbatiano autteadiinmptoudn, sarad | owed (S805),” and the play process
ends (S809). When the nunber of read-outs Bl12 is a value other than 0 and
does pgt jagicahe ahkowanee obntémts | @sscieddiiyg fudn ttiee memayrer c20d
reduces the nunber by one, wites the resultant nunber to the

aut hei‘éé"%‘rﬂaono% 31332 d SROR)-ciheRoRtaysst ke Nl cspealéractosdance with
the procedure (S704 to S706) shown in FIG 9 (S806 to S808). As described
above l%t.h possible for the player 201 to control the nunber of tinmes the
pIaye? )i %Fays the nmusic by prestoring the nunber of read-outs 812 which
shows the number_.of 15 tines_ t sl - | § senableseihe
pl:aesent t echni qu%n‘t o&%gl%%p ?%ﬁ%a%%%%r%ﬁr@d%@orﬁgf Sir?uslai (g:legbt ai ned

t hrough, for, exanple, rental or, kiosk ter.mnal LE endi-

nachi%%g 5L s | °dF§FHQﬁn}é§?§%ﬂné5fe&%x?%?%g%%uéggg%ggﬁ&nggﬁggk). 20
It should be noted here that "read-out tine" my.be stored instead of the.
nunbe¥sef ﬁ@édﬁ@ﬁxﬂQEHﬁ¥cﬁ??&ﬁ%%?%@?%%?t%fiBheo%lgﬁe total time the nusic
content can be played. Alternatjvely, conbined infornatiqgaog tgg nunber of
times and a ti meFHBy bé storéd PASEEadiiagraRot MW EXANAE AREHGMDer of
25 read-outs 812 may be reduced when the content is kept to be 40 .

pl ayedoabtenct icer taff ntiperpbay¢e.2¢l,; 10 seconds). As anot her exanple, the
nunber of read-outs 812 nay be encrypted then stored so that the

iTéf ormation i s pratecpedyironedanpenchygdefl G 12PUs 2181 ovich&M sBéwi ng t he
operation in which 5 the player 201 (or the PC 102) handl es the nunber of
per m ptad +@dididala éputs 43 stpaedninat benavbhepriogativo?ldbeaai Aithe
menory card 109. In the present exanple, the player 201 can read out the
musi ¢ 43t af &Qgh&'ae QRRlt herbil aat 1Nt a2 63, 338 lebfndhiscateimt poodr 1809 and
output the read digital nusic data as 10 many tines as indicated by the
nunber, _of. itted. dig oLt pu 1 r | foh e PEERI ¥oCcard Q9 ‘

. (SQOl)a.C%(lle)WélcE]ekg%l g?er[ﬂgzéog%)r agﬁign&?]ﬁg ?tsggg %7%:016?0 5705 shown in FIG 9, -

t henti cat,i ' t . 1 t i t
oy 3893 SE03F oo PR i ThedPint Do a1 157 500%) ° axtvacte tha o

[ Kk 42S (S904 d . el h |
205 1 R GRTIRSIA Ah & UMD 0t OB PR il ee2iet) buls?21He o) aver

authentication circuit 216 for executing a mutual authentication
with the memory card 109, a descrambler 217 for descrambling the
encrypted music data read out from the memory card 108, an AAC

decoder 218 conforming tc MPEGZ-AARC (I15013818-7) standard for

25 decoding the descrambled music data, a D/A converter 219 for

22




5 nAC (Isol381l8-7) standard for encoding thne digitasr MUSLC datd,

outputs 913 fromthe authentication area 332 in the nenory card 109, and
checks sheambibar 282 pernseregblipt Ble otRpedad g13sno ?%ﬁ)?nmﬁ?%e
nunber indicates allowance of limtless digital output, the player 201
r eadsoattputhet epmiypiied @bnt entd U@Brd owutipeitnobe Bl haat i1t 4 oANEr €3 331,
and decrypts the encrypted content 426 to digital data using the password
ext r aghed dgn itdpertsteprs et out puts the decrypted digital 25 data from
the digital output term nal 205 as digital nusic data 41 WO 00/ 65607
(s909). 23 Cct obene 2003, £CHIPAYLRR3@%e( 3pnthen pbegpambet lof fpemnthbéeed
digital outputs 913 Is 0, it is judged that no digital output is allowed
i-(§o908}amﬁlr§h£ htfﬂ@et 3HeS RhayLSth 0BbY abY canalHag @ ppto ( 8808kedhye the
calTy,

speci e encrypted content 426 is read out fromthe

ncn-aut henti.cation_are 1, d £ 43S Dl LLa-t Bg1CHEnted s
decr y EEF T r%r??\]é%ﬁag%ggfd ?%9&5%{%&% Vﬁ'e?\%? eﬁgu%bgr of pernitted
digital outputs 913 is a_val ug, other than lo do 0of . & ngli e @hlowance
of |i A 8¢St C&i’%iefliﬁ ga?ﬁu??’et ﬁ%mﬁfgy%?gﬁgﬁg%’edﬁ%aeg %%%n%ﬁ%%r @l;/ one,
wites the resultant nunber to the authenticati are 2 07 en

r eads T6ECATHE MYt Pttt ent 458% FBRT ﬁésnégga erﬁ%;%caagll%gon %?%%QSSL
decrypts the encrypted content 426 to digital data us%g‘_%&}agf gﬁgsworg

ext r ablued ¢ ncphéestep SISt aNd 2outpat & 9 5EREFy i ft data%f r om
the digital output term nal 205 (5909).. As described above, the nunber of
diFi t momutmpitat fonpobe BL3yem D 1tanmeBoEEntAed 6P by sEBAENG S hEC nunber
of permtted digital outputs 913 in the authentication area 332 in 20 the
menor wass’ deHH%sFhi samnabkeseche pnese 01 enbni quéYt §obe Gipling #8d
digital reproduction of nusic obtained through, for exanple, rental CDs or
Ki osk giefyimaits Wigdt sohalla ysay, wdichl bakiiciablyi pd aofermsimntiaaksetdped in a
menory card can be permtted a certain tinmes in the authority of the

copyr i&'ﬁyi@%e&!’nd 20 hingheukd heshet ednhenest hptodscuethoyt beppniylt) of 42
23 Cct ober 03WD 00I'65602PCTI JPO0/ 02309r ead- out s", "permtted digital

out put, £ '%?" geyhe; 8LeeRd NS adpicf Ren DUMREE 1 6f cRAIHAA o iy eten _
output5591 o inpose alimtation on the total tine digital data ofthe nusic
cont ent can, be out put .. Al ngt.i y, conbi ned information of the5 nunber of
pQQMtat”eGE‘ %?Ef%?g%%t%ﬁtéﬁéngéaxﬁ?ﬁe may be storedinstead. As another -
exanpl e, the nunmber. ofpermtt digitalo u e n the
content iskept tg%ﬁe 3ulsbﬁ¥"3f Eg? ﬁggs?f:%ﬁégp%??%%%@%%cgirggggg%%%\g)ﬁ.

As- anot her exanpl e, t he nunber of permtted digital outputs 913may be

encr yptiediioe t RERO5Y of 88%s6%Phat the information isprotected frontanpering.
A function may be added so that the nunber of permtted digital.outputs can
be increased by ZFheumesorwhrakdi $08peentaedshy %ﬁ‘ér%w]r?gﬂ‘%?n%%%lﬁl?ﬁ
correspondence to a charge 15 the copyright owner receives. Now,

t he
physi eedmatay a s twhicturda fas taauc tasr evidft teve reastadreding t TR EEEHF BERPLE! t he
menory card 109 will be described. The nmenory card 109 adopts such a data
SB UCt Ay §Sa 20l & Smetb a8 foapaariaventd My awfdilisctsi veth apedprewethe
back up or restoration of the data stored in the flash nmenory 303 and for
preventing unlawful acts related to the data tanpering. Such a data
structure is adopted due to the necesSity for dealing with the unl awf ul
operations that nmay be perforned on




5 electrically connected to an external apparatus via a 9—p n

25 the above nethods in which "the nunber of read-outs"” or "the 4 23

Oct oberorRBe3t VI 0De 586021 PETFIPEORE2 300 SRENDET TOFe TR EY P of g%@%r

outputs” is stored is the authentication area 332 and the value is reduced
each tine the prabessemsrpecandnkd? dpresispediinasaliCy chils :mdsicOTFEF L be
repeatedly played ' 5 after the whole data recorded in the flash nenory
303. i sthaghed spfigsBNmexbeynalb3auxink ar ROst GGage appar.atus of the |ike. By
doing this, when the nunber of permtted play operations becones 0, the
nusi ¢ can be repeakedhyispl ayedraga@ios by reHlordmeideabhek npwdatablél so,
the nusic may unlawfully be played (:_, 10 repeatedly by tanpering the -

nygbera i, ¢ £ad: Ut sy V{f&[ya LaSUbt bidek | HRAESSAr K yide Mk dSORRCALGBgENENt
to prevent suc unl a acts. FIG 12 shows a data structure which is

Commgléng s Lhe ayut 3%%9 . ang a%h%aatt&eeel%el%@r 833 3321 andn3daLl of

the 1 nory car al S0 Shows a flowchart of the readlng/mmltlng
process corres ding tot at a gtr p Nt -£X enat he
Count e BFOE L GanePH: @&eeyhf%e AR Bom Ao R DRERES G ra: oo
authentication unit 32| in the c ntrol 2 1S used a nt

oy, RF G SR e Kb APRPEE 008 (0 3ke BPROREED sa?ﬁgn% (554 b
sectors 1004 in the flash nenory 303. Each sector stores dg%g whi ch. has
been EPREPHDE e @DRSITAG RS -couRtEr AP TRUCHPREESEEMSRoF HiRa 100538 RBmosed
of ECC data 1006 and a tinevariant area 1007, The ECC (Error-Correcting
Cdde? aletasge06bysany. apPE-AFEarhe Ber gt BRYECCS AUTMRN ehea Bt edT dat a
stored in the 44 WO 00/ 65602 23 Cct ober 2003 PCTI JPOOI 02309 current

sect ornoffhe Im nre griesuntaradoaloRnts Sheytearthmpsiereion abeat éf2vafue
used for generating the encrypted data stored in the current sector. It
shoul dubed npd s therind Halpaniant histseatedrsed0@4 capySigbtapceseetdibogi cal ly
(i.e., using a public command or the like), and that only the extension

area 1908 eaR hecacoessed: physieal lared . ®31 gentusdd edsbyaranaappaiatys t hat
reads/wites data fromto the menory card). Wth the above construction,

unl awfyl data YREHNG 1) CAnthe iREEY (MR B Coppaenng MNrrsethat data
W th tﬁeocontents of the time- vggﬁant area 1007, where even if the sector
dafa i r 259 Q%JB'B{% hbRoLi kK 03t he coUEeNs ofpbhadhige
v?rla e%?ggﬁlggggdggnég change Eﬁére s%e%l Ically, the PC 102 or the
pl ayer_201 15 I tes/reads dat [fromthe authentication area 332 or the
non- ad?ﬁbﬂ?TEa?%%ﬁeaFgg §§Trg t%%eélash menory 109 follow ng the procedure
shown bel ow in unlts of ctqrs .1004. First, the procedu t he PC
102 writes data ti& ry CH-E TG (SSHFHS S\ RT3 pE e @c#?b%kggﬁ (1)
The PC 102 requests the nennr{ card 109 to issue a counter val ye. na
respon@@li¥o HE3 rastfliests FEReLEGNt FBECEEI303CEA: t he EEHDF§ eC& I65e
generates a random nunber using a random nunber generator 1003 contained in
the copteskolr€s30n{EIGOE)on ahtckeRtsgt he @iyt bl r dAddoiHifithet St 8™t he PC -
102 as the counter 25 value (S1002).

25 identifier of the memory card 109; and a maker name 342 which

24




3 authentication between apparatuses and used I[Ccr preventling 4dn

45 23 COct ober 2003 WO 001 6560? PCT/ JP00/ 02309 (2) A password is generated
from t heansbeiniged AQORSSS i U amM RN EEG2 e ORe§I823438md the nmedia ID
341 which have al ready been obtained (S1003). (3) One sector of data to be
witten is encrypliee ashhgod 3Cpadwdrd ancementlt oirhuifeserposadd 09
(S1004).” Together with _ the encrypted data, (i) information specifying the
| ocat i gatafrea SEehOfits 0 (Wdigdl tdetencaypt echelal ks, t ek wncludas and (ii)
the counter value used for the encryption are sent to the nmenory card 109.
10 (4) aThePRARR G hnkQO 371 | e85 ddenens’ ypligemdatacbattrbe spda Bi2ed
sector 1004 (S1006). (5) An ECC is obtained by calculation fromthe

“engy ypte ; ai | s sWaidden it 0 £de gxtensi ednaired 1005
asﬁiheEE%Egﬁ%%é %gg égﬁg%%%7fgﬁq%E§%?'Tﬁeszoun?ghqialue recei ved toget her
with the.en pt | S WM ] n t | lres | ant...ar 0% H08) .
Next , Pﬁé%pgggédggeg%ﬁ%?%ﬁg%%Eénggﬁzgc?%%é S co(yuI?Ef at am?lrgﬁzt]%fe am::rmr y card.
-109 (S1011) will he described._(1)_ The PC.102 re ts me card 109
to reaau(t}}lhen&&tcgtt}fnzo Ep&gi fy‘_f‘%@%?ﬁe 1B Oh o%lﬁg&sec gg’f rg%{%,\hi ¢h the
data is to be read out. On receivin é%?f request, the nmenmory card 109 first
reads BHECTEREAHPHYEEFIEE H T oftHHPS i ed sector 1004 and outputs the
read-out data to the PC 102 (S1016). The PC 102 receives the encrypted data
(S1012). 25 (2) The armansiGatd ohonifed2leads2 ott TEEEbUMIET RAHFET om
the 40 WO 00165602 23 Cct ober 2003 PCT/JP0O0/ 02309 tine-variant area 1007
i n1% he aextherisli e resp OO%E coyP @ sPohtRAg 3G hend igaddi 9 el §BcfoFel93£  and
"sends the read-out counter value to the PC 102 (S1017) The PC 102 receives
t he couplparratalsuie atSkabRings €8) dcpassworite | siegemar areddf r dAPt he T&&d- out
counter value and the master key 323a and the nedia ID 341 which have

al r eadyuhbeen takizaiined (ISHO13V1 {dy1ddes eacryptien dambeirs geeemgioed ausi ng
the password (S1005). 10 Here, if the data in the sector 1004 has been
changed nb%f-aiRATHIdH id haadd keuthder degtypthenrbabke dppatra tuiss et ch

bet ween the counter value read out fromthe tine-variant area 1007. As
descri oV h@ﬁg [ : 0 LN h +hal VaaEitart yea
1007, %%%F%Eeﬁﬁgiégﬁﬁiic égﬁﬁgéﬂ%gggzgne%ggcgggeg?%%y UEEFE. Data is

engty ypted and stared usi s ' [ ed ' er
VLo, S5, G T g A BT S4B 1RGP R A S R e
data is protected fromunl awful_tanpering,by [S, : .n.th %
exanplzpfihEgﬁﬁﬁﬁpgﬁngﬁPogﬁgétf657 Pgtﬁg%vi%%%g?ﬁt%ﬁgtggpéng?%ﬁﬁa?gg)1005
for storing the ECC. However, it is possible to p£o%gde.the éhgejxﬁ%ﬁgnt
area 16FPFHAHITEANR hEPTRPBA RN L1 PRe PRATEH Thett y= 303° A Eonditi o T hat

data stored in the area cannot be changed from outside the
apparatus first sends challenge data to the remote apparatus,

the remote apparatus in return generates response data by

25 processing the received challenge data for certifying the

25




5 The command judgement control unit 322 1is a controller

25 menory card. 47 23 Cctober 2003 1VO 001 65602 PCTI Jf 00/ 02309 In the
above exafy€sda ofanaomenontiory | s1usedt agnchea csiontaro lvaFbecuHoweveflet he
counter value nay be a tiner value indicating a tinme that changes every

i NSt antgeAaimy Berthe cnunhert:iofidd nes cdatrankas (deennatiutehono tchetli¢ ash
menory 303. 5 Now, a desirable exanple of a relationship between the _

| ogi Calmggﬁicsif sS85 &nd o)y si galitadgdi £ssescombha fpash amioey=308ew the be
descri bed. Gs. 13A to 13D show a change in the rel ationship between the

| ogi cal; £ i calppad LWGgekdh:10cshovs1t heit 322 |
reIatidﬁ%ﬂﬁ%Lﬁéggr%Q@ﬁgﬂ%ﬁanggF%Fﬁ%§ﬁ§%§?sEowg’the relationship after the
chapge. FIG 13C.shows _a r si t.abl 101, CYILSRUHHANTWE@nFl &he A
FI g@ 1§|5"’s%‘%é5tﬁ‘e 88?1“98?’%%% t%%?e ﬁo?zior%%sgﬁdi ng toenFI G B. The
conversion table 7101 is a table in which all the 15 | ogical addresses (in
FI GS. ESC%vaR07°EBRNEF - nunbers-of the | ogical blocks) are stored with
correspondi ng -physi cal addresses_ (in-FIGS.. 13A to 130, seri n of

t he physical bl ocR&ec GREFRREEI AFC h88?|%%ﬂﬂﬁéﬁﬁw$“§6%99 ?ﬁggégngggg%g%
table 1101 is stored in a nonvolatile area in the control 1C %?2 or the 20
li ke anthit 32? eipedudgsbpothendyt KOMMAEHS diP of B3 acdles® c ot o‘lﬂe{ﬁ:? 325
or the non-authentication area access control unit 326 when, for exa.-nple,
a | ogi ctadiirassiniso ciory eftash inemeny Sifpsi At SEFFesss F)@v‘FE’éEr-agcgl%@ ng
the nenory card 109 cannot wite _ 25 data to all the data storage spaces

t hatt phybacal herest30h hemk8nds23eQettasertQ0e8 AOAPESESEEACE, ROt~

PCT/ JPOO 02309 nenory card 109 (i.e., all the physical bl ocks constituting
the fl asd seanry¥a883) ety .can write data only to |ogical data sgaces

(l ogical blocks) that are specified by the |ogical addresses. 5 The above
arrangement is mggr fOlan@e,r Q352140 cBetwr ecakinahyerhaingedarea wheéch
woul d repl ace an area fromto which data cannot be read/witten due to a

partialg Sﬁggh afy thesfdash BBAPr V-c303nEVaRdi khsUdecuriafaate bhadkehas
been replace Ey

an alternative bl ock, changing the conversion table so as’

to 10 reflect the change_in f{he. respon t thec-Logigal end
physi caf Bl bck“RURBEs gﬁgblég%%ﬁggflggh %gﬂggﬁggoggﬁg pre%end against

ext ernal devices that no de ts_hav a his,.d Lhaeach
T8 et R EnrEarttont PREr Ly LT SO b et asg sPuh ) POGRNRE b

continuous physical blocks, is 15 naintained. however, _the f tation of
| ogi cal thEPodKE: 5 cREGEES SWTEHT T or “BRARPI &7 % $?1¥\§n§%nﬁésecc?ng¢£gg;ﬂ Sér)gl ity
of blocks is repeatedly stored or deleted in/frona%fe menory gard %Q?e A
speci f i aceramsphg othehi Bonsa8RBRATLRAFLRR 13BAFFn ch t & 25%Fogfes
addresses (0 and 2) of the logical blocks constituting "file 1" are

di scont tomoasds\Whéadduehstistontseuiay n@m$%§iéﬁltbﬁogk§55c%ﬁ9§?rf8f a
exanpl e, nusic data cannot be witten to continuous |ogical areas in the
menory gagdeh09. oFhsecneeessitml es wisstanbacofis eeb o rd teeAmBRAd Wi te -
address count” for each block, resulting in 49 23 Cctober 2003 WO

0Q $5602 RELAIP00/ 923091 edughieor dta it hRuMsd i ) speedrs SEnbhaohy whikhs
necessitates I ssuance of the read command "Read address count" for each

bl ock even when nusic data of one tune is to be read out, naking the

real -time reproduction of the nmusic datd difficult. 5 To solve the above
problem the control 1C 302 of the nmenory card 109 has a function to
rewite the conversion table 1101 based on a conmand i ssued from an
external device. Mre specifically, when a dedicated command for rewiting

the conversion table 1101 is input froma command pin, the control 10 I|C &3

302 of the menmory card 109 interprets the dedicated comand and rewites




5 The master key storage unit 323 prestores a master Key

shown in FIGS. 13A to 13D. Suppose that before the above 15 dedicated
comuari3a wédeilvets thedf bashimenbeno8e3 appRraitaS (hiitHNERet BETHGt he
file "filel™ at locations indicated by physical addresses C and 2, and data
const iduthegt i be tfiiche ahkd list 'hsad acd oqrabvteot i daltzatedthy phashcaemaddr ess
|, as shown in FIG 13A, and that the conversion table 1101 shows that the
20 |l ogical addresses match the physical addresses. That is to say, in the

| ogi cal addresses, as well as in the physical addresses, the data of
“filet” is sandwighedshy-ithe Halp Licedd |@Intrdd hian skat et worietusel ving
the above state, an external device sends the above dedi cated conmand and a

L 2%, par t fl Y- 30 he. degdi 0 @158 romVBhe

00 B0 25 R SBer 5003 ECHAIRTY) 09500 Thstr tior a6t o Seatre tha
continuitz.o "filel. xh%oﬁonnand j udgement control unit 322 of the nmenory
card RRECTALaBESAIARTE W' t he received dedicated commnd and paranet er,
rewites the conversion table 1101 as shown in FIG 13QE FIE;A%§§ %g Wws t he
5 rel ati onship betR@eR FREFOGREIP AT FhATETT Sl estes h-t R&F FAS
menory 303 after the above sequence of operations. As _understoqd from FIG
13B, tHuRghORhaUARERRYEABHED A X ehe2PFTST cCeP Ve @%Q%t&rﬁe&ﬁr&ﬁ&%&ed,
the | ogical blocks constituting filel" have been relocated to he
succestdvereMingI8ri ning ata b gehend 10 t Hiee e tdrandli cdiiite &R dccedad
"filel" at a higher speed than before in the next access and after. The
cohvershen dabt a1 iHedt Cant ben r ewda t 3Bl as mEsepectivetl yonl y Eeghiso? i e thie
fragmentati on of |ogical blocks, but also to change the size of each of the
aut hengh e@ki OrB26 eaadd2 3pd | Senarrauidiands caldton areAf884 i mxtkenilash
menory 303. In the latter case) a high-speed area relocation is possible
since $8BacARSE opchabbe 1301 isnd eprapbencse,t kak.g physitalrbkiatk to
becone siall is |ocated as a physical block to becone |arge. Now, a°
functiﬁg gf the menory card 109 related to not 20 deleted bl ocks will be
described: More specifically, operations of the nenory card 109 when

receiving a not - del efed bl ok L4stq somNg Andan eleete cporFand.ikls be

‘described. Here, e no are physical blocks in the flash
T30 4338 en). S8 5K R PRECADRS A8l BHEaoDI DERETY cous  FEoRe Bl BEeh 8  fonce
(32 sectors, or 16K bytes), and logically, inputs/outputs data
in units of sectors to/from the area 332 or 331 in response TO
a command issued from an external apparatus, a&although it

inputs/outputs data in units of blocks when the flash memory 303

25 is rewritten. More specifically, when a sector in the flash

21




5 block of data including the rewritten sector to the flash memory
51 23 Oct ober 2003 WO 001 65602 PCTI JP00102309 before the bl ocks are used
next (bgfpre another data is witten to the not-del eted bl ocks). The
not -del eted bl ock |list command is one of the commands the comrand j udgenent

control unit 322 ean ief}&c%%@itoﬁ/ée exesute rcand is2used t eptainta
list of all the not-deleted blocks in the flash nenory 303. The exi stent

L e B

in unit' ef or'e ta en to thé flash nenory 303.

The tine for the 10 deletion.is proxi I h _ e t ' of
mmiting32i% IR e "CEEAT %%ﬁesng%%?t¥ﬁgti§E§eg%gég FPgtEénggﬁgtion
has been_conpl et ed bef orehand. Accordingly, to.achi.gv [ t ry ‘-
car8 1097 prlfvi A He BEE AT SFe FEEh Owo&el%}lgcd%o%gcin?igﬁegﬁﬁand
and the del ete command. 15 Suppose that the current use ség%e of th@
| ogi cal abtlbekEiaAaipRysi 8882 bl 02kSeSF t heORFERh nefBiy 303%Ps shown'1h FI G
- 14A. As shown inFIG 14A, logical blocks O to 2 are currently used, .and
physi catnbrpokson/tdec2ypijoandiscuis A8(- s cdendiedBrdIKRIODD Ariting
not-del eted block list 1203 is stored in the conmand judgenent control unit
322 in the aheue tst atte fllesicommty 303t hendotedavptted Biocka e sef 1203
corresponding to the use state of the blocks shown in FIG 14A are shown in
FIG 14Bealens, bhe nehe delsted fdmck dhest £1283 i meaostor 898 -t abl Bhedfposed
of 25 entries corresponding to all the physical blocks constituting 52 WO
00'1@560§n&9§%ﬂ@§ ha VB TR M- B8 103 QY S halrEp riveal dat edebyntOlnlanciudatetisby
"1") 23 Cctober 2003 PCTLTP00102309 303 and having val ues which indicate
the datgugﬂ|ggkanWBQ§GPQah@sQ§§e&@q&n | 8L Ghedfcr pNch 0k oThs, Wanakydaha has
e

not been del e are of the correspondi ng physical bl ocks under the 5

control _of the _co | I id: 322 1] Gnd4scbalangl enshart
show ngtgﬁecﬁ?s%%ggfggoéﬁ%g@r%@ fge%{%rrfﬁggqﬁlayer 1 f%r del et ng bl ocks

bef orehand usi ng_.the not-deleted.bl gck i C nd- and the del ete command
in the BBSVESS aF§8msF§Fe§P£ﬁen'lca et

_ t s presumed here that the flash memory 10 -
Use state of the lgi Shul RRSMOREISRERA (S by, t0 S0t CIntlaMesthe
20 a synchronization circuit, a wvolatile storage area, and a '
nonvolatile storage area as well as the main components 321 to
327. The synchronization circuit generates an internal clock

signal in synchronization with a clock signal supplied from &

clock pin, and supplies the generated internal clock signal to

23 each component.

28




< JU3. In thils Case, uwie 3spedlal ared acleessS CRIILIOL WllL 224% lidy

An external device such as the PC 102 or _the player, 1 issues the

not - deLBPEE SpIfo ik Tttt IR dE b1 @ %ﬁﬁﬁr§°c§%& ﬁggéf?%ﬁhQQK)?ﬁ1§Qﬁe
time in which the menory card 109 is not accessed (S1201). On_receiving the
comanéncrye tdomTeeE GyRigarentl E6ht £ oP2UniMa 32206 YP he thEorRyE QR 4D
refers to the not-deleted block list 1203 contained in the command

j udgemeetfocentund imficrm@2 omdetct sotedt iphysecilaghosemornt 302- 4, and 5
20 are assigned a state value "1", and sends the physical block nunbers to
t he external deviers. Theslexrerviatideyisetdmpn amsfaey sin othdansmdte tdwed
shows the use state of logical blocks in the flash menory 303 shown in FIG
14D t 01ipdeniHfon tden bbockscbhat zase pRottnesext 2502 oghalne ESE6R) .2GB. 23
QOct ober 2003 WD 00/ 65602 PCT/ JP00/ 02309 The external device identifies,

based i her bphoLmatqa abt alnedmbRokhe catreps: ¢ 202eakd 285202 od dettes abl e”
bl ocks that are hot used |ogically and have not been del eted physically

(Physi ¢al- ol ek 4.800.5b0-108 PEESCRYs CXaRBheke 2od 81203 ren The, Sd:d N
devi ce then iSsue€ tha défete command specli fyi ng t%e physi cal bl ock nunbers
4 and Stot nenory card 109 204) . On receiving the command, the
comand %ﬁﬁ%&%ﬂ T T “of the nemory card 1D9 del etes the

physi cal blocks 4 and 5 by sending Jinstructions to the_authgnt] ' 10
area access contr o€ iRgc %ﬁﬁ?%ﬁgé ﬁéngaﬁFﬁQHPngtﬁgﬁaareg %%%géégg%ntrol
unit 326. After the above operation is conplete, data is ﬁﬁitten tf éhe
ph3i caomMastks i6 aH8eS afCa TR SHded <5Ce thE dBPEERSH pPhEdssSi% not
required for the witing. 15 Now, a function of the menory card_10Q9 rel ated
to per feralingptwrigriotectiass i TIMOEC dEbEr | eEhenbiEaspeRi f3%ed | v >4t hed
personal data protection function is used when the nenory card | 09 checks
an ext gosaibdevicrd yf eheauthenguthentacandoneeitvesrpdisofil i Lofthee
user of the external device. 20 Here, each piece of the personal data is
uni que i@ yaeISe01 aafldi $hesetkriar deatdf y0BhérassaveeThe fddemaniivie . pr oper
personal data is recognized by the nmenory card 109 as an authorized user
per m t teg4e 1AL essmhae aut heaki eat hesesseand32utnehbecaeionyafas d3dng. 25
Here, if the user is requested to input the personal b5i

20 The non-authentication area 331 can be accessed by commands on
public use such as the commands conforming to the ATA (AT
Attachment) or SCSI (Small Computer System Interface)} standard.
That is to say, data can be read/written £from/to the non-
authentication area 331 without an authentication process.

25 Accordingly, a file management software program being a standard
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5 shown below which provide the areas with a function as an
23 Oct ober 2003 WO 00/ 65602 PCT/JP00/ 02309 data each tinme the user accesses
the ayihenti-Gat sy riRa radfud ffdrhe ivypilcglersbnadndlat afuscsioredoin the
aut henti cation area 332 for each of such accesses, a problem m ght occur

t hat tc%gay&efa?@%rgéééti snkapped by sogeansrorn viead Wy awf uklycbyombot her 5

user who-has  an authority to access the authentication area 332. One
possi bl e .sol utj.on. LS gl,em woul d be encrypting the personal data
usi ngmélsﬁ"é:ss&m%ér" lpé%%%%% sg%/ethe user personally and storing the encrypted

personal dat a) LEE‘&Q%O&}O—iaﬁugtufe ch‘éicgwsggegat?,%'l Hawever , ad ”ertl&"ﬁ}lzﬁ"@é’c!e

case, the user e password each'time the personal dafa:is- -
checked. The procedure is tro esone. and,.t he managenent  of e S rd 1§
al%o cEFGgEd. 4 2 corarhghg et HngrreﬁEFy cartf 1%%%%%“3'?%&%%%?%? to
sidestep the problem of unnecessarily and r,eggat edle/rﬁﬁi nputtin th_g.gersonal
dat a. TRISG.C 183 5A0RE 1A% FAMAR TBEF o sERRERLE N B B Tt i 31 i B b ween

t he player -201 and the nenory card 109 _and al so shows mai.n c nBonen s used
i n t héegut reantdyrdtddn. Mot QSEF 748 d pPogESSES LsAGHA Pﬁrﬁia ang HPe

mai nly achi eved by the authentication circuit 216 of the player 201 and the
aut hentdpati gim: upirbt82t iofh .t heThe mamr hegrtd CEI9L.OMsaEBBWS 5ien FAE S50t he
authentication circuit 216 of the player 201 has the encryption and

decr y piriconfaingt ixms, 4 25 wanictaliso apsestrete ey mestefokeylet3oRtWATCRRES a
secret key being 55 23 Cctober 2003 WO 001 65602 PCT/ JP00102309 equal to

the masiar ey 3xtacdet didy dderdener theandnlQdchent izadevncere® 3302 which
is an | D uniaue to the player 201, such as a product serial nunber (s/n).

The aultﬂleergﬂé@jfdi?rhf’é‘é @Rk frddememi i 59 kasch tbenenesyption,
p

decryption, conparison functions, ‘and al so has two nonvol atil e storage

1311, T SRUTEE D GERUR S S0 hror 1310 ot res device 1D of ail the
devi ces perm'tteq:he PC 102 or the player 201 first reads out the
mediuvm ID 341 from the special area 304 in the memory card 109
20  loaded into itself, then extracts the encryption key 425 and the
rights information from the authentication area 332 using the
medium ID 341. When it is confirmed from the rights information
that the encrypted content 426 stored in the non-authentication

area 331 is permitted to be played, the encrypted content 426

25 can be read out and played while being decrypted with the

30




a attempts to play the muslic data I[rom the memery card LUz Loduded
to access the authentication area 332 in the nmenory card 109. .10 The user

key sténige &h€a P32YSSt 0P84 -a usdf k&PiSenCadSom 2IFRAYE: adffer SR>
data. The authentication procedure will be described in detail below Note
that iauthentieathdssiéons 39U iecepei vaBOrHltarde 188t & togesn dF e Wef or e
transm ssion, and the encrypted 15 data is decrypted in the reception side.
A key Hathe tisedntnyphiomnkeypi2dnoandidetsyphifonmmasigen@catredrhnding t he
foll ow ng procedure. (1) After the nenory card 109 is connected to the

pl ayer £30knd i mekict B@tpl ayer s2ekeenciyptiet kmideditcie-d i &B02resi {Pa-he 20
master key 1301, and sends the encrypted device ID 1302 to the nmenory card

- 105y (%ePé%ofFefrDrﬂhngﬂdaﬁ@@ slecr ¥RES st he rAcs) veik enasypt edrdevi ori gD 1302
using the master key 323a, and checks whether the obtained device |ID 1302

h I b L n; t he i Ol S 65 13k H6
ngoilt %ﬁgﬁyiogggﬁﬁl"gﬁf‘g%%glzﬁpd JPB%?%%?%%%% V\her;éiqztE S rj?thdgeélc t“haetCBt-he
devi 1 D.,1302 h | r - . not iLfiess.t h
ple;'ygre%lt 02,0888 (aady been ALHSh: LRengRIDLY Al §0t kbiesyt he

enticati on has been rmative. en it is judged

that the vice I.D 1302 is n stored, the nory [ 09.req { he 5
pl ayer r?@?‘%tso SETPTR é’rn'kea:.the( 4)m%jecpl‘3?/rg§e§%1 %?aglgjtt hgeusg)relsat%ec%'nput

t he user key, obtains the user key. as, personal data of th ser, and sends
t he obk&R °&§éﬁdk§99ﬂ6n@h@ﬁnﬁﬁﬁ%ﬁ%%r%P%E@?t?S}STﬂﬁeﬁﬁﬁﬁﬁg'card 109
conpares the received user key with the 10 user. key havi ng been prestored
inl¥he user: key EI®vagalar e 322d \Hfenshavi dgidddePihatEnETRG s er
keys match, or when the user key storage area 1311 is vacant, the nenory. .
card 16@rmattisf ivdeert HE1p| 2y et 0200t Flte ttHa¥RR hehl | *GERBASRadbéeitad 11
affirmati ve, and stores the device I D 1302 obtained in the above 15 step
(3) timnehensteyigecaRigloap StRIGge7Ar saok31Gulwg hte heealfovd caredarfgehent ,
when a device of the user is connected to the nenory card 109 for the first
time, LhedssAng Sed@fuired. t o Hrgput7pesnonal radled (o user fhéypweldovBver, in
t he second connection and after, the user is no nore requested 20 to i nput
the perc%%’i‘ﬁ%irf&‘t ansi gL, AUt pMaLiaca | arbhe autdenii gati gs conpleiamtic
affirmatively using the device ID. Now, a variation of the authentication

Pr 9§ 0cQle RAIMEEN. 1iRe, e GAFLh 40P 2P AReRX LG Bakadgvisce such as the

The special area 304 is a read-only area and can be
accessed by a dedicated command without an authentication
process. The medium ID 341 stored in the special area 304 is

used to generate or decrypt the encrypted command which is used

25 to access the authentication area 332. More specifically, the
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5 the encrypted command using the medium ID 341, interprets and
PC 102 or the player 201 will be described wth reference to 25 Fl~s. 16
and 17. 5&cutd: Q;{@b@ém;g&@ WO 00/ 6560' PCT/JP00/ 0?2309 FIG 16 shows a
comuni cati on sequence in a variation of “the authentication between the

menory card 109 an@n@naeﬁheﬁea&afé%hceréanaﬁﬁeceﬁe&eerac@e@a& @nifardayer
201). Note that the processes shown in are mai nIy w achi eved by the

aut hent ,gati,on, Gl wtao%lge%ete%eap' g;a%r %@%heegﬁn hahep ﬁg%@@é&% the

PC 102 ent lcation uni 109. It is

presuned here that .t mast key g 3 0 r,d. 109
stores N ¥ifer ypiEd ﬁ'@?t esruCEEya?e E? goﬁsﬁ%r%k yé%%{g n%? ‘?hé
special area ... 10 304 stores_a secure medi ym ,g as V\ell as t a
medt Um FBTRAY (FrrSecdte MEH kS 34"§fB§Fﬁ§ng§nerat A > etr yPtin % he
medi um I D 341. First, the player 201 issues a command to the_ rrermr_y

109 to @b‘ttéleﬁl‘ﬂ@a’hh%@eran@y 3330 fFonfEnel nerfor h€ar 81189,°45 ¢ rypts
t he obtai.ned master key 323b usi-ng the device key 211la. The decrégtlon
al gori t Bmatsets i n t Bhetdebs yptd oAager r eRporais-has il téidy ypERan aPgorit hm

used in the encryption of the master key 323b whi ch has now been read out
from t heomenawer caf ds@B8orThertef csree:tqme‘.ﬂY‘fhe(d'éVYceSIeeyoznéotgie:E@l&yer 20
201 has is an authorized one, the decryption is expected to restore the

ori gi nabnemstier &eypodbe piMmyeec20tst heavisguesca toswandrt caddieesenory
card 109 to obtain the nediumID 341 fromthe nmenmory card 109, and encrypts
t he1pbt ainesadivym 14234k usidiedda T eskored sESnemst ¢r3key .priel @icrypt i on
algorithmused in this encryption is 58 23 Cctober 2003 WO 00/ 65b02

PCT/ J PO%Q@Q%&%“%&B% %%dtrlé%s%c R 5@ 1310 QfirddaPsUSed iigh ddhurBiiffapt | on

of the secure nmedium1D 343 which is stored in the nenory card 109.

Therefore, e SncTypLion. PLOXLOSS.2:R8CULE WRALUMLLRWY! asls the sane as

the secure medl un | con al ne he nmenory 5 card”109.

The non-authentication area 331 can be accessed by a

standard command conforming to the ATA or SCSI standard. The

20 size of the non-authentication area 331 is equal to XXXX

sectors. That is to say, the non-authentication area 331 1is

logically and physically composed of sector 0 to (XXxX-1}
sectors.

it should be noted here that an alternate block area

25 501 may be allocated in the flash memory 303 beforehand. The
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3 authentication area 331.

The player 201 and the nmenory card 109 perforns a nutual authentication

usi ng the secure FEJitH® FEEISHy $eRpetRedel ytR8yEPSTRAGUFT 9hi 30 Pt 3l

aut henti cati on, each of the devices generates (OK/NG information and a
secur eblkey addes g (G NEut nfarpEehohcihiPrat | ngleWRTder the rRESYEHevice
has been authenticated, and the secure key being a tine-variant key that
dependsir@redhel ashhepbicabivoramespdtsoihe skeuspekéyd awsed IHA borh Hevi ces
mat ch only when both devices 201 and 109 affirmatively authenticate the

ot her dewicLeszcaddstbheeseeouny 1o keysuchangspeagbubi nasa mawialg been
authentication is performed. After a nutual authentication has conpl eted

- af {4 r”%%{ﬁﬁ%!rpbié&%&@fm&n%%m%@@r Ve T ABORIRNG Hhi Tl [ S5t g Biseess
u

the authentication area 332 in the nenory card 109. More specifically, for

exanpl i Zfl authentication area 332, a
pararret% re\,%lgaqz%?%% %%{ijre@%goﬂ%d%?gs @gﬁd an S-bit count "count") of the
command " SecureRead address.coupni’ L$_encry d ' ure. and
an encrypted cormgﬁg,' \'ﬁh ] g%ﬁe?gggdggy%gn%ﬁ%%gt%ﬁgtgﬁ%réﬁ?%?ﬁ
paraneter and a tag (a 6-bit code indicati ac nd t o ur d")
DS of O RO S8Rt -t GAERE e odtd ool 25 C48%eaPERerhERS Yo
001 65602 PCT/ JP00/ 02309 On_receiving the encrypted conmand, the nenory card
5 10 15<Xruere UaeBlfhe {§peRef 'Fhe command. In the present exanple, the
command is judged to be "SecureRead" to read data fromthe authentication
ar & 332. when t hBheownand F5OFadgedapacheY a0 oRandUEReREteds: PhePred

aut hentication area 332, the paraneter contained in the command is )
decr ypt3sE usichgHehermecurthdogyi aaitigimed ezh3Glghint HdemAlaah quamery i 383 on.
The decryption algorithmused in this decryption corresponds to the

encr yptiineghgor itdhn s edapact he - efcr ooy Wivthe seotand byiche id ayer
201 . Therefore, when the nutual authentication conpletes affirmatively,

that - - i $&3 S ueit dibR S epu Rk tusgd thy Botbrideveceloont aheat Hiel
par anet er obtai ned by the decryption shou' _d be equal to the original

parametgl s %Etz}seg% %P?mphi‘}ferchéo%%o}%%er%@éra)é 63 drl0F e mersisy opg 31 he

encryption roma sector inthe authentication area 332 indicated

by sbhe feeTapied PATAIPLAL, 2NOY LSy HhA 130 dliln QRCIYT OMbk@YC A25dST NG
t he secure Key,” and Sen setahe encrypted encryption key to the player 201.
The player, 203 9¢CLyBhS: hOC-hECBLYEE.49! 3a43lld Yl ue xxxx.
The first step in the procedure for changing the size
of an area is to execute authentication. This authentication 1s

executed to prevent any users from easily changing the size of

25 the area using one of standard equipment programs prevalent
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5 changing the area size.
secure key obtained through the nutual authentication. The decryption
al gorith.~n used iThe hiescdgcopud ddScornespordying the eiwrigptdesiicaltgdrithm
used in the encryption of the encryption key 42S by the nmenory card 109.
Ther ef ogemmabentbhechiargialg 25 auihantsicat,i enoxepltticesrafifd i del yhet hat
Is to say, when the 60 23 Cctober 2003 WO 00/ 65602 PCTI JPO0/ 02309 secure

keys usgdnh¥yihetih deses;dei £8a bhe gt a Dbl ai Aednby ddigo ggceyptii aosshoul d
be equal to the original encryption key 425. The nenory card 109, each tine

a Commggleﬁoc@ﬁwgféﬁs t{‘?e %é@édﬁ%'é&%ﬁ% 33 tne RHERd.cHHiyaRdea
(del etes) a secure 5 key used 1 n the command execution. Wth this i
arrangegenpt n,ext 1€ vice att ' _ nti.cat Lan.
o o e R A O A B T or e a1 Pt hent 2at o
each tinme_the_external vi ce issues a comman nd,to be affir l,ve.kn the
aut hent PCQ?TJOIHO'B%‘%IF%W& Cgr.esﬁ)' FI° rﬁfpsqﬁ)’gg&aa %ﬂmﬁ%aﬁe%ﬁrgegﬁ%ﬁcgo?n a
det ai | ed g[ocedure of the nutual authentigation shown ig F%gi %?. In_the
pr esent 28X aAPPe PR CAREMSEF ToF & 1850 4t h& SHitaFerr 201 Per BT th HEMOTY
"chal [ enge-response-type nutual authentication. The nenory card 109

gener at 683a E@nddmsunder-aneneBtiealiothe d%&fdon hbinmbeA¥o the“hl ayEP 201
as challenge data to check the properness of the player 201. The player 201
encr ypt $XKK$+EK4Y] engectar atanthe caurhentieatsien ypred ¢Rar eBBE 88F85F0 the
menory card 109 as response data to certify the properness of the player
20115 Theonenot yucars 3T antr3ff parife mandemnazdressheonyems igs drikeenge
data, and conpares the received response data with the encrypted chall enge
data. Wenlbhéchecemvadesespense dat ahayd ddie eridygpied chall emgeidata

mat ch, the nenory card 109 judges that the authentication of the player 20l

has beepeabbht 841 ¥ LONmp KLY EGRIgLS t CRFZAE b aglesutdd therage
authentication area 332 fromthe player 201. Wen the 61 23 Cctober 2003

VO 00l 6§§Q§.PCT it TROPL 02309 o egst ¥8d Hasporggrdat sy A t NRicAnGI s edre
chal l enge data do not match, the nmenory card 109 judges that the B

aut hent gag) o0, gh he, player, 201 J1gs 0L Heen AiILTaL & (i zagdaLt the

pl ayer orman 0 acc e authentication. area 332 after the

w j ydgenen t he nenor rd. 109 rejects,the co nd._ The_p r.20

per orrrgmgatcg?n’in?%?*%u‘f%%cﬁta]icg%{ti%%rpérs(?coé’&i&peg {0 gﬁ%kv?%%g%rggégnjéés%%? t he
menory card 109. That is to_say, .the player 201 generates random nupber
and seng8™PREISandsin niver T1G Pﬁ@sﬁéahqﬁégﬁ%Fﬁ%§ a5 S K TEige dat'a fo 1D
check the properness of the nmenory card 109. The nmenpry card 109 encrypts
t he chaPRERQEPEEE P anehe fiaHs BRI VDI Ghich $Enfe H%?am?%ofﬁecﬁiféyer
2QL as response data to certify the properness of the nenory card 109. The.
pl ayer 208.encrypts the random nunber sent as chall enge data, and conpares
the received 15 response data with the encrypted chall enge data. Wen the
recei ved response mdatehaansathenencayptrdachkal Bédge datracrmssdd , inheipeayer -
201 judges that'the authentication of the nmenory card 109 has been

af {13 mabiveré@}in@nd Becestigfidhe adeyd calinon aakreagdd2at whe lnmehery
card 109. Wen the received response 20 data and the encrypted chal | enge
data do not match, the player 201 judges that the authentication of the
menory card 109 has not been affirmatiae (NG, and gives up accessing the
aut hentication area 332. All the encryption algorithns used in the nutual
25 authentication should be the sane as far as the nenory card 109 62




3 address, for example. With this arrangement, physical addresses
23 Cctober 2003 WO 001 65602 PCTI JPO0/ 02309 and the player 201 are
aut hor bzed «3iiemd The SREDhywCad ik anddides ot ayenr2@igolitam theseatewe key
by perform ng an excl usive-or operation using the encrypted chal |l enge data
and t hgonesReNs @ didlked sobt @it Red thikough shherauihe L aldah sk Lest i fheation
of the properness. The obtai ned secure key, or the result of the above
excl usi r-at..0 I,S ed .f Si h Nt ' r 332
Tt he e hory e 08 W Aot s At T € pass b e T barh
devi ceg. 10 d S e Lant s r.e <key .that. i to
hem onf WiSE TTHe T pes Fr b FR e D AR o R <
renders the affirpgative authenticatio necessar.y cqnditiaon for_accessing
thgpauthenticatio hﬁré%@%%%QQ h8°§@885e%ﬁéycﬁ&9g gé%?géﬁﬁﬁﬁﬁsﬁﬁﬁ ey
excl usi ve-or operation_using the encrypted chall enge data, the response
data, P5 SAFHRESEARTRHIM TD.PROWENE VBFRYERON36F255FEnct i on to change
t he boundary between the authentication. area -332 and non-authentication -
area 331 in the nBESry8 cey @ FIPWANArtheh@edag BeRTAFERUFRS bR efieECh oF 1% GS,
18 and 19. ZO FIGs. 18A to 18C show the use state of the flash nmenory 303
bef or ePChd OBourdarthei plekang@dl) FVGELtéBAz i Busi renon et e s HOVE N Eheto
construction of the physical blocks in the flash nenory 303. FIG 18B shows
a convehs onemable 440638 wWlicch | SrZStHedi @l beivirog t kie smoripduitdment tatison
area 331 and is stored in a 63 23 QOctober. 2003 WO 00/ 65602 |
PCH , 1804300 fieawoliabi be $0Or g8 yLamidli ¢ héa tantauthentiematdyorcarea
access control unit 326. The conversion table 1103 shows rel ationshi ps
betmee30@h$§6uﬁpﬁJ bl ocks and physical blocks in the nonauthentication
area 331. The non-authentication area access ' 5 control unit 326 refers to
the co I $4.QN o con Lol I [ .S
addresgigr%k% ggtgg? é%ggﬁ%ggpgrggé%éggggcéggé?ﬁggoﬁfg?dﬂhgﬁégﬁg%%g%gg-
storage_.area., FI G _18C sho a conyer.sj.on : ' [ edjcated to
The acbRott e oncaratasb el SRE it nond BoRGRYOraRe S UEHS S ea
in the_authentjcatjon area acce control unit 325. The_conversion. table
11 02 sltrg\ﬁs FEYLET oFE¥i i)lﬁﬁetaﬂge%%tengﬁ}ﬁgi cHrd b‘f’%Eﬁ@c‘éﬁdtgﬁygﬁa&Sﬁerbl]%ec“ks in
t he authentication area 332. The authentication area access contrqQl unit
328 1 ePfER tfF AThe o MARST Orcdah| €09 162200 tEEN QTR 15 33T A2 S Rfiy s
into a physical address or to detect an inproper access accessing outside
an al | €4tiganadtioreage &t@a. As shown in FIG 18A, before the boundary is
changed, out of the flash nenory 303 conposed of physical blocks 0000 to
FFFF, pdRysiThal Pol GORs tE@B0ekorEEEF &he mbHooat 80 Bd 1t HeoRO thlet eémwitied bl ock
area 501, physical bl ocks 0000 to DFFF whose addresses are |ower than the
boundamyear e3all ot@t edet Onéherpormtichentbcaid iy anead 8Ricaand plorsiazel
bl ocks EOO00 to EFFF whose addresses are higher than the boundary are
al | ocatiggdxo the authentication area 332. 25 As understood fromthe
conversion table 1103 shown in 64 23 COct ober 2003

25 {3) The PC 102 then generates a random number, and generates a
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5 card 109 during the authentication process. .
WO 001 65602 PCT/, TPOO/ 0?309 FI G 18B, the |ogical block nunbers match the
physi cal abl ate ngebhersted thessnmrdul erticcgpited arsdag3uhe Grasheroteer
hand, as understood fromthe conversion table 1102 shown in FIG 18C, there
is an i gyekse J4mal at i ashinpdheimveerp t ha4kogi ¢alerbl dek Senimbexs &nd tthe
physi cal bl ock nunbers in the authentication area 332. That is to say,

| ogi cal jbkacks 10000 4:0 LREF s9pr aspend tenphyst Cod b pckss EFEE060 . EORY,

respectively. This arrangenent has been made by considering that the

| ogi cal flgcks are | pLaseepdi Nen angel,habsyhen ihenkaundary i s
10 nnveﬁ?kgatgm?h ?%gggﬁnggaﬁgggoggge%gsggonnvgg neegg to benéaved.or L
moved. GS._ 19A t 9C show t se_state d ey Y2303 raft er-
theleobougbgr y‘cfmsm%rhgné%df‘qul—'l%és.&l%% ?% %g% cagIrtrrle"sr{[}(;&'ﬁ'fd4 t16:9'[Lostanl GS. élgA to 1S8C,

respectjvely. Note that the 15 boundary change Ls.a Bbgved by the follow ng

pr oCeduPEST( BPCAYRER A6 SEoHmeR, SPECTTSThY SR

n-address of the boundary is

~input to_the command judgepent control unit 322 via a comman In_: (2).
The. comtandTRadREREA HEbRtF ol SBIFTPES3 {othT: E5e (R I e S S anTe
1102 in the authentication area access control unit 325 apd the ¢ hv§k§ion
tabl e | tb8 imPn-tRNIARBLRHERRR cAEESN B bad33FReASHOEFSh FPES N oA 4%
19C, the boundary is noved from between the physical bl ocks EOO0O0 and DFFF
to bet wag®lEhe 25 physical bl ocks DOO0 and CFFF. That neans the size of the
non 65 23 Cctober 2003 WO 00l 65602 PG T/JP00102309 aut henti cation area
33115 s reduced by HDOO(hedy &l Hr&schant shewsnge aobrohedagehét W&SoR ar ea
332 is increased by i 000(hex) blocks. As shown is FIG 19B, along with the
above beurda Vonterahanga:hd heisé zes obetleocaanfensi chet ablmeoryl @3 usf 1% non
aut hentication area 331 is reduced by 1000(hex) entries, and the size of
the aut hapt %ﬁ%{yle@”b r%ae?:éza]l/éri poer eagednky p£0QOGhex) rantheesoldowimat t he
conversion tablfe 1103 shows Togical blocks 0000 to CFFF with correspondi ng
physi cal;lqks ;8090410 CFEhppdQchine AaRt haSle a8tsnoWLdd il Ghdl Hamdihe

si ze of e conversSion table %IOZ of the authentication area 332 is

_:gc{ﬁifgggg%]%gp%%%g?%%%¥}ghfsthg?g%%pgﬁsbég ek,hhe authentication area 332

ries at the conversion table 1102 shows
| ogj cal hlocks 0000 to 1FFF_w.th correspondi ng i.cal acks ERER to
D00 5 As HescfPBed BNRE azggund3¥§cF§e§et %eté%%ﬁﬁ¥§g%agfﬁén%icatP@E ar ea

and the non-authentication area in the flash nenory 3 d.the_sj f
bot h ar éaEHentdirRdad byt thvFRG Fﬁé‘}‘ﬁ&mﬁko%h‘f@%nﬁ%’r eggt ﬁégner{?réongo?ygar d
109 to be used for 20 various purposes. For exanple, the neno&y ar I1109
may be w@ind OFsediner asteving #ryi Calacéntert'® WHkeh ASEd SES 5‘&%& otect ed
by copyright, or the nmenory card 109 nmay be mainly used for other than .
st ori ng masterdikgiyt 32 3eofitent $hel nebotl thodalb Aenber oo ABMED Gt TR non
25 authentication area, the anount of processing in noving and 66
has been affirmative (S702).

25  (2) The player 201 then extracts the medium ID 341 from the
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J 109 (5704,. By tihis Cime, Delore LN dala i<illliyplLbil Ay =ed)

23 Cctober 2003 WO 00l 65602 PCTI JP0O0J02309 saving data al ong.with the
boundat§ cH&fe cRRtbe rEGuCEPTYRRDr r ESpokGify (HE | o4 cal 6F88Ks ¥ t he
physi cal bl ocks so that physical blocks are used in the order_of renoteness
starti agtaenticardsn r afste DI, hESTHRE &0 P8 CEIPLESpoHIRNSE Nt WBetr The

| ogi cal and physical blocks is easily achieved when the conversion table
1102 dmdmoatredatrd tld.aut henticati on area 332 and the conversion table 1103
dedi cated to the non-authentication area 331 are separately provided. 10 In
the aboye exgapbditrdihddeeautripntionation d4réa B32dechapseds wpingydise

rel ati onshi p between the | ogical addresses and the physical addresses in
unigts Qb stlho Blowaveind other mériihsy My beiused.edoracxaaplessWiere nay
be an inverse rel ationship between the |ogical addresses. and the physi cal
15 addr, in upkts O SOl sPybesis Up t eetBirScp0i fitept het memey
card o#gﬁﬁgﬁﬁreseﬁ?iﬁnvgﬁ§?g%e%§s-beenﬁdescribed in its enbodi nent and

vari ati gns. ver, e - inyveptkongis not Limted to the enbodi nent
and variat Egg%zgtfﬁ;t éﬂgﬁﬁgg&% %d?%%ht?'the PC 102 or the player 201 is
required to_performa nutual authentjgati.o ] t me _usi ng
the sarf@’prd §du?ﬁcﬁﬁgﬁegingopge gsuégga:%%n#%%% tgﬁgccggéMtﬁgﬂg =

aut hentication area 332 in the nory card 1Q9. . However, si mldti

aut henBHFERSHR o urd Sy u t(é%ﬁ?%ﬁ:%%S‘Fﬂémguﬁhé%tE%g#%%ﬁghrea
332, depending on the command 67 23 COct ober. 2003 WO Q01 65602 .

PCI? JPeSIoZ30Rd ypBe. thr &f&ipl 270hheDIAE Wit e SCGTHRTEY SoRUFEW %6 i s

i ssued, the encrypted master key 323b and the nedium | D 341 nay not be .
obt ai ngd afyreginashewssinor (S¢@9 M- 1 09, but the menory card 5 109 nmay execute
the wite command "SecureWite" even when only a one-way authentication (an
aut hentication ofAa destecebby thevepnbhy masic 1Ma et d 49 MRRT vel y.
with this arrangenent, commands which are little related to the copyright
pr ot ectzi@mantd chel execided @31hi gh speed.mehdrThe chlrashlf@noE3dn3oB 9% t he
menory card 109 of the present invention may be replaced with anot her

st or aggyediind e.w Ot hodt NOpNEl abhkeyprdoum xegh a25a Isaodredi skon ahttopti cal
di sc, and a magnet optical disc). A portable storage card capabl e of

Segyri SERYL G O ezgbpore iagthe elenpresenily ruadild altcan be
achy ev e ng %dnt%k%i‘ %ﬁ%ﬁ ?rg%i‘urrg c GErgkﬁrl e R e

under st,00d. £ 1 om abpye dgsell B Ahodiler SEELGRPULELAL ehe! bodieseRtsic

i nvent i'oh 1% 30 use as a record nediumfor recording nusic

contents via an electronic 20. nusi.c distri | O [ rk s as
theIIHQQQ%tFa?HEtsgﬁﬂdﬂﬁﬁﬁ%f%Y BQaVﬁg'prégg% ?%ggngggﬁtggkgﬁgg'sE?FZbIe

for use as a record nedium for recondin% cgnputer prograns or data, and is
especi #IFVEIghame Foe BYaigsdatendf| SAEESFIPRRERTNFor a . . portable

recordi ng/ reproduci ng apparatus. 68 23 Cctober 2003
As alsc described above, only apparatuses that have

25 been authenticated affirmatively are permitted to access the
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3 selectively using the device kegy, the encryptlon algorlitimn Cr

69 Clains 1. A sem conductor nenory card (109) that can be used/renoved

i n/ fromthe diides romit @Beieeedcodapr fA8FRAGRTACREWPP-abl e nonvol atil e menory
(303); and a control circuit (302) which controls accesses by the _

el ectroni c device fo aheudbevnei eatinphear edef832) andraPied- HATHEMY cafi on
area (331) in the rewitable nonvolatile nmenory, wherein the control

Ci rcui t W:30R)en ned uthes: mambon- autrdendidgatfiias tarée aecesewbdnisad hith¢ 326)
whi ch controls accesses by the el ectronic device. to the non-authentication
area (3%hgrytiat hentdtatjmr ARisting32he whistle rpardorarsi arhautdinin cBbj on
process to check whether the electronic device has authority. to access tire

sem; §oNAdyet Ol MY M -l Qw0 réind sakhbraBt k Mett e abhbreht Ca4 €S0t herea
el ectroni c device when the electronic device has authority to access the

sem Conczig%‘é \(,)\}E.? gﬁ.%r %n@ﬁt{%}o%g)kecfngs afs put hgplLcati oR ;3R agfeSSasodtrol

unit (3 permt e electronic device te access the authentication
"area (332)  only .when the henticati it affir |V ntigates
t he eleg?%¥nﬁ5:§ﬁﬁﬂﬁ§éﬁan E§P66§?1%ﬁ§§3%%oe€%% é?g%Figgyﬁéyﬁﬁﬁgt t?é?

aut hentication area (332)..and the non-authentication area_ (331 e
pr oduced IR T W7 ' HYy sof'“&g]lrftaﬁnlrﬁ?o CAFESTEP 4B BHet BF%vﬁgﬁss%z%gll:%Et et

rewitabl e nonvolatile nenory (303) into two parts (331, 332&, ag%ﬁ%he
semi condik® of LFERDBILY Sdeed qRL0THE f HPPRSY &Gpr iidEs:OheaiE PORYRGI ditfy Bh
address narking a boundary between the authentication area,(3§§2 and tge
nonadt herrdwerd onabteaugBlthrerandsan apsgipadifimdhat dfit YEEiskes ©526)
whi ch resi zes the authentication area (332) and the nonaut hentication area
(331), wtier eemctietioraisesezkagedircuit (322,. 325, 326) resizes the _
aut hentication area (332) and the non-authentication area (331) by changing
t he boundary marki ng addy egsovanskimel aut heat btayeon28leandc ddss Rom§dl
unit (325) and the non-authentication area access control unit (325)
control @ggesgesaby the elLaidroniss devifertont breaubhenti catridorl GF ean{B32)
and the non-authentication area (331) by referring to the boundary marking

addr ess. ;e AtSRN SORLLCE DF 2 FEORT YiaGarsk &f Eraiimnkriwker ei RoliB®er, the
authentication unit (321) generates a key reflecting a result of the

aut hent i ' I3 i r G Ofc Ui 2
(322 e B R o e e Ry aonarac o by the

authentication unit (321 n trQls S b e r oni hce
to the a%? %ﬁ%?%% 1oﬁééE%ﬁPiﬁéiéa%ﬂnt%@b%%%%%%eﬁ%Ftﬁzéﬁemggggépgggfygggﬁ

i nstruction, 23 October 2003.7~ the _encrypted_instruction hej from
the el ect?onFtoHedi LB. T8 APSEAPLOAGREL 3&4@5‘0@’ ERFFYES3 é“%%%f ﬁé;}r'ei n
the authentication unit (321) performs a chall engeresponse type mutual

aut henti cation wit Aavhe BrecersrPécdefiicdiangsgeRér &6s & K1 ¢4 ohe™
chal |l enge data and response data, the challenge data being sent to the

el ect r onacedevf cehe onarherk asrst harllt be clescribgile dERi EBShEEC aBXABFTES” to
access the sem conductor nenory card, and the response data being generated
to sifow “gHe mutbent beaticad-vuitis” ( 32d) “bas autheri by e mcidess! tdiegital

sem conductor nenory card. 4. A sem conductor nmenory card of Caim 3,
wherein the encrypted instruction sent fromthe el ectronic device includes
a tag field and an address field, the t&g field not having been encrypted
and specifying a type of an access to the authentication area (332), the
address field having been encrypted and specifying an address of an area to
be accessed, wherein the authentication area access control unit (325)
decrypts the address field using the key, and controls accesses by the

el ectronic device to the authentication area (332) so that an access of the




3 In the present example, the player <JU0L can play tie TUS1C daid

23 Cctober 2003 73 the non-authentication area_access control unit (326)
control stasedsiasthy phB-anskeRbhret Hewi 2822 03 Fhel MoRAUTHRMEY CRTIN & ea
(331) by referring to the non-authentication area conversion table (1103).
7. A seascandactdiro reinpral cey duaofy G imes 6aswhsdéicatand Hredhaddregsasd ot h
hi gher physical addresses and an area addressed wth | ower physical

addr essegabeblr tGOrstd taddregl tie tAreeandwavingecshe ppedécéfiddned size are
respectively allocated to the authentication area (332) and the

non- aut hent i cahkon wrLaed 332D t hexdon-asit hent i eakilarnafea ecporers torpd abl e
(1103) shows correspondence between | ogical addresses arranged in ascendi ng
ordgy and.physiicaly addressestd r aNgREnth caseAdivid O 881, o@néhnkehenemory

aut hentication area conversion table (1102) shows correspondence between

| ogi cal addr 6355301300801 e BREONAL NG GRACELLANT PRSI0 FAURIES e

arrangedin gescen g orde em conductor nenory card of claiml

further conprising read-only nmenory . ci i i est 1 9. The
sem conH‘&éE%F %g%?g38a?5°%ft% al}l%nﬂé,ly vﬁ‘n%?élei %0%%&%%%1?%&%@?%%@?% ?213'
further _includes: conversi on tgﬁle (1102, 1103) which shows

cor r espBRFeEEHE Itogic 458 fdresses and physical addresses in each of
the authentication area (332) and the non-aut henti catiqn aégﬁ %33%%, and

23 Oct o@) D8 PdayesordRdr SRR t §BFE aChEnde @i PRARE™ 322)° %hi R CBhdrtes
contents of the conversion table in accordance with an instruction fromthe
el ekl r ospedad cereand3@he tauttient PeIATOh GREE akPRs§SdERt rdl ARFICTEER)
and the non-authentication area access control unit (326) control accesses
by the eoaotarahi S&18j)ice to the authentication area (332) and the

non- aut hentication area (331), respectively, by referring to the conversion
tabl e. LQ)AmRMongiect Dol nemmt exxerseod thai mtrypiéne ketyhe 2comtT gihe
circuit (302) further includes: an encryption/decryption unit (327) which

encrypt sy data 40 ber v tieh decidier fed beshi gabbog3ar éa (322meant-t heard
non- aut henti cati on area (331) and decrypts data read out fromthe

aut hent i [ rea .and; t.he aaut t haata QRa: (2l)ke 11425
;enicon&%%%égﬂﬁggdrygﬁggglgfg%$gfn???oaﬁgggﬁnﬁﬁﬁe ﬁonvgﬁgFile né?%ry (303)
is gyfl %P nfggéy,oﬁgd tm%éxngééﬁﬁﬁarcghthg%%Q fard hegabpcl yges: ahe

not - del eted hol di‘'ng uni t whi ¢ ol ds a non-deleted list that

shows a | ist of. not:deleted s.i.n the_ authentijcatio r 3 t he
nonaut h@rﬂ?ﬁbeéﬁloﬁag}%% 359 ,aégdhgsnort’%eel eet.é%wéof%ad sgﬁgi ﬁsgerf}%l t%)J( 3

whi ch, in accordance with an instruction fromthe electronic device, refers
to the ASIYS! 2% 132 to identify not-del eted areas in the authentication
area (332) 23 Cctober 2003 75 and the non-authentication area (33 and
sends i nfor nBREomLiavéirc &G Ing-haie $HBREFEPed ot T HBPRT el aF§58 4 the 12

el ectroni c device. 12. A sem conductor nenory card of Claim1l, wherein the
aut hent ifatm ohhaniaut(32t) cesdoestarea use? oh tihe aremervnferdedidde t3P¢ nput
a user key, which is information unique to the user, during the

aut bent it d e phecessihandf heeadrbuals 1z ui(E80302) fUneéhethienciumesr a
user key storage unit (1311) which stores the user key, an identification

i nformati on storage unit (1310) which stores a piece of identification
information identifying an el ectronic dgvice that has been affirmatively
aut henticated by the authentication unit (321), and a user key request
prohibition unit (321) which obtains a piece of identification information
froma target electronic device after the authentication unit (321) starts
t he aut hentication process, checks whether the piece of identification
I'nformati on obtained fromthe target el ectronic device has al ready been




5 reading out is allowed (5805}, and the play process ends (S809}.
14. A storage system containing a sem conductor nenory card according to
cl ai m 1 rangh atdat avkeadi R appadabuss( FALY) i=xasi ngloset cachdimitizdn cOnasdt
(926) of the sem conductor nenory card and reproduci ng the digital content
as an anabog s 9nalditdha dixitalarcantentliniaidig beemisiooed ,i rhkehelayer
non- aut henti cati on area (331) of the sem conductor 23 Cctober 2003 77

menory caifd (103kesand ot 190 6813) widicGatdg fda: uaRer nghntimes the

digital content can be digitally output by the electronic device having

been stored in I catlon a , d adRo Appas at HS
conprisf%%? guFé%§§§%%R§§% ﬁ%%%g 6%%88§é§§§)feg %ﬁba%€?§§h§h%igital content .
fromithe non-authenticatign area 3l) a pr odug} ead: di gi t'al’
congént %%C%ﬁgﬁﬂﬁfao@{lg’%gn = %r?ﬁggélﬁ)gnt{%e%ﬁst? Sgggggf és?l%kélag]'ﬁ}lgy%)%i tghe

information indicating the nunber of times the digital content can be
digital | {S80€pt® BYOPhe el ectronic device, and judging whether the digital
content can be digitally output based on the nunher of tines indicat I n
the information, aR§ &°8cEiPad SRR rdads PSSG7PLS068Y fof 8?6?’?& ?@1
outputting the digital content only when the judgenent means judges that
the di gital cecont@httoamusdatt giff dineotthrutblaer ROdudlayst FeendHEer BY
tinmes the digital content can be digitally output in the information stored
in the aptbenbitad itome aneg:3392) ad-odiih)s 182 MIR&2MSho@s, Mhe number oI
“42Wni CIMI\ " @2Mn) || 1Mh R 1MWhc CD. Mh ~ 1IMnc | 1Mn” 1Whc C42Mh Cn2MWh C420Wh<

Q2 M1fs &QLMm e LIMECARIML CCQRNAC bdh GRAMERL. . MTEROR MG Ihes) 2 €2 M 82 RN E2 Vh

&n2WnClvhv CQRMCA2MnyClvh C42Mh " n2Mh) , &2Wh ~ Q2NVhF | C42Mh 0&Q@2Mh) C42Wh

ClMh ClMie &4RMafe 842N M LA analog reproduction of music obtained
through, for example, réntal CDs or kiosk terminals {online
vending machines for music distribution - connected to a
communication network}.

20 I+ should be noted here that “read-out time’ may be
stored instead of the number of read-outs 812 to impose a
limitation on the total time the music content can be played.
Alternatively, combined information of the number of times and

a time may be stored instead. BAs another example, +he number of

25 read-outs 812 may be reduced when the content is kept to be
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5 the player 201 (or the PC 102) handles the number oIl permitted

6Cn2Wvnc , CQ2MhC2Mh | &M C2Mh) Cn2Wh oC2Mh &@RMh 0&2NMhCQ2Mh
&2|\/hCCnQMq&2:MiJ G@Mugﬁmﬁlhszq\mr@mn the authentication area in the
f &ZM\ &M &2MC* 8Mn0&g3Vhi &T3VhoCqg3vhY 4Mnl &3VnC73MhC73Wn RCACS5(
y3wWM* +Smemptry] ed M cafBa] calrcatoa] pakpsahtalecadmral]ea) th? ca]ea]eca]Z@é] ca’]n:a] ca
] ca] cMa] ca] ca] ca] ca] ca] ca] ca] c”a]ca]c”halU ca]cal {~ *{'d N

or * VWY xsehe” ¥he] eakc ahealcdakealfeaic aheahoal-ealttantd]aza]ical eajeza]3H)] daj cal ¢
aJ ca] ca] ca] ca] ca] ca]ca] ca]ca]ca] ca]ca]ca! W-oqr]b# L}xsnid_Z]c]]ca]ca]ca]ca

] ca] ca] ealc ] opl satgal 0a] eakc ahaaloa]wad cadaal aapeaktajwalcalealralcal ca

] cal ca] ca] ca! &R( g

it e il el alnasel):
P A S il ol
e s s e el Al il o

898: 8K88888849v999999<<==| ?r ?e
CZD[ Dzudkf aSYEFEEEEa] 2] @é]%%%%%%] CATEAUFRE) THTRRRY c SRES) chYRa)'] cay
ca] ca] ca] ca] ca] ca] ca] ca] ca] ca]ca]ca]ca caI DI EOEPEEEEFNFFFFOGr GG*Hl I—éHI—Igl al |
I JbJJJKextract the master key 323a (S extracts the medium I
K!' K_KKKKK| wr mhc”Y] ] ] ca] ca] ca] ca] ca] ca] ca] ca] ca] cal cal]ca]ca] ca]ca]ca]caJca]c
a] cH ca]{EH0H),c al:cadaa] ¢ af va| ea bk dafic spya“REL LFN04) MKAERERBNFNRENENNNOHOX
OOOO0OPPPKPPP7TQBS¥8{ vql gb] X] ] ] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca]ca]ca]ca]c
~a] ca] cajpeaisza]ed*al32e] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca! USTUPUUUWAKX<ZBZCZDZ
"\'$\]]erh~rrU [ \ [/ alaaaaaRbbbbzupkfa\ W] ca] ca] ca] ca] ca] ca] ca] ca] ca] cal] ca]c
a] ca] c"aloahtel gakselcabeadhea] eakeakea] enkcalnbieapfapenhiaded]dadbralddeef
Hf O f f gFgghChl hhh| Biui|i}tiiij#$cjjjklwnmhc”rY]]]ca]ca]ca]ca]ca]ca]calcalca
] ca] ca] caliealcalnal galealeal cakerhealarlicnl Galealiz al ealcaldmalealand cal k
" k#k Pk Rk SkKkl | O I I m n| nxoooopAppppa#qRgWqrr ;

rlw ”hc“%]d ) CQL a&i;@%% ln]‘nﬁlb]feacl ca cakealicaletrl &84l €2 caleglieal arlxal ca

] ca] ca] ca ca]ca ] caJ calcal]ca!;

< B tt
ca] &) U@]@JCZ ERSoER S L a0 | ool oat g oo
|
S?)]/$3LSMW%§BXWTXQ%Q¥§§ e Sk AN ﬁ\fzpal]ecda]ccoa ca ca] ca
% g;al]l (2:3] ¥ J cal (I::%]mc %he] %%]nc%a]uct%!ecna‘g:Lcca"-,]xé:lac]nsa]a(]::ae]aca%gf] Caal da] 8 ]’JC%% th'l cajca
< 1 zJ 9 d Z
2] oal calend imyowd o afaraiaoe] cofa] 6 oL EATER] C4REA] CHP EaFcal oh] G cal ¢
al ~~&G
23MVBT)' Sxsrade @] Lhealrea] sadcakpoapc arch] wat pat s abbe] daarapdaldc «dcsledd cal ¢
a]J ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca]ca]ca] cal ST\R(] X;
{1}x5ni diAld |45 ol dica]tea] calgaltc ajeralieallc a0 ] dind ied o ajwsal  aj &ty ca ¢
a] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca! Yhi wxrs}: A{vpkfa\W]ca]ca]ca]ca]calc
a
U]\ﬂcacla] cal] ca] ca] ca] ca] ca] ca] ca] ca] ca] calaea] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca]
ca] ca! Ahi z1t BOs45k} xsnid_Z] ] c] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca]
ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca! k- |
(+, Kl -1&7?@xsnid_Z]]c]ca] ca]ca]ca]ca]ca]ca]ca]l ca] ca] ca] ca] ca] ca] ca] ca] ca]
ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca]calca!)_;g23 ! JKYZ e
}xsnid_Z]]c]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]l ca] ca] ca] ca] ca] ca] ca] ca] ca]




5 encrypted content 426 is read out from the non-authentication .
| w mhb] XU] ] ] ca] caU] ca] ca] ca] ca] ca] ca] ca] ca] ca]] ca] ca] ca] ca] ca] ca]ca]ca]calc
a] ca] calpad£apeal, caln] wed val ta] pahgaGShELREOYENE) coBLeug (s idVYRVRSA#10%
g? ?18/&#1{1 5 %Y&'lér)@z f 1;;/«52{;‘ )éganP" 7109 () - 109 ()-#109%& ()- '\v

' A2l 4381098 ()- p, #10%& () - P| L* oy
P00 (15T Gt Oomme i ()1 8ok b '() 3t uvw~()@ P, #I0% () P L7 $810% ()

109&' () - 400 )s £ ) .
6#10%& §41, %érﬁ £ phoss &IE)O.Nl"%j?%T%&' 0> <# J/:qg%?l()ou#:f&}:é (9513!15 a value

d(10% %fﬁ%%( 0707 54 2509 Sd00d &gt@%@o@mam@%mimss

ggﬁog/g( 68 109 .
109 & ().- 4p#10% %R 0 fa
T (b
f 94.09B& Fe Eﬁur@»ﬂf@n‘#‘mﬁa@c{ )= e+ﬁfo§5§ t(l):a é%gl ?{9&{&%7#1%@&() )
I p%t&10% Bj B&' () - %t&10%& () - 0##10%8& ()-mo]:
\WLOYBS! I(:)ea@m@%&:tw - DBRMIDARR: GOt %@44(216()%@%? E) nqriﬂtb%}ggvil,catlcn
[ &109B& ()- " ab# j H@10B! 0(10%&' ()- &10%& () - |$10%&'g) #10%&'
area 331, decrypts the encrypted content 42 digi al data
using the password extracted in the step 5905 and outputs the
15 decrypted digital data from the digital output terminal 205
{S909). |
As described above, the numbgr of digital outputs from
the player 201 can be controlled by stcfing the number of
permitted digital outputs 913 in the authentication area 332 in
20  the memory card 109. This enables the present technique to be
applied to digital reproduction of music obtained through, for
example, rental CDs or kiosk terminals, which is to say, digital
dubbing of music data stored in a memory card can be permitted

a certain times in the authority of the copyright owner.

25 Tt should be noted here that as with “the number of
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number of permitted digital outputs and a time may be stored
C#lO%&' ()- 10B 10BLdEH@ 10B#10%&' () -)

#8109R; )<tV (hs| £HOURCL) skk9iR ( )tify 1AMADE) - SRIEIHEEGRR
2100& () HEH10%&' () - PF $§&o§«§f ()-! #(12)%/&' () - 10%‘ ()-109& ()- (dg %%Lgl

%2?5;;%%655%%/3:1%9% S@ﬁ( )grregjﬁgzg%&wﬁ)an fRE10% & ENt is kept to be output

10%| & -10@&|&f 04| $30%
10))! R GO, (b5 SIS @ I Jafiler exenore,

f'10%ld& () % & ()-=!9%0% # ) & -1

gﬁs.lg%;?lgz;g“gﬁg, G@ﬁfgg;be%é el %Qﬁd%é‘&l%%ﬁ‘x&é% ot L

t & 6! 8CF(10% )- 689 04

104} 104yen v1@%F8()5°I['§?F&V#\é}&f %% 1?[6 E(] 165y %Fo‘(clt%o t(ygﬁ%p |

CF(10% & ()-6! CF(10%& ()-6!'a CF(10% - &' ()-6!kCF(10%& () - 6Y#b#c#

$$4Witﬁ?ﬁ3&glmg 109 ()-" M "10%J& ()-"! SYWO0%&' ()- !'" S°/<10%&' ()- .

'}+ 4109%&' ()-10%& () - Ya&F ((((((WXl\/B7 10 10 10 ; WO%&' () -! R\ 0%&' <(_,)f

\ 10‘%PD& ()-"! \ & 16upe&ipn- "maH\ bqog@c{gd"(s)g HAL | WOEMB

I)lO‘;/&I() 6!) |)10%{& ()-6'y ) |)109%P& ()-6!~ ) I)lO%i(&'() 6! Z)

| ) 109& dQxrhi tBed ) ADIL R (cj&tﬁauts calnF/Be0- i e 368l (9P PRI & X pwlel%t)/asa ()
specified by the copyright owner in correspondence to a charge

15 the copyright owner receives.

Now, the physical data structure (structure of the
sector and the ECC block) of the memory card 109 will be
described.

The memory card 109 adopts such a data structure as

20  is suitable for preventing unlawful acts related to the back up
or restoration of the data stored in the flash memory 303 and
for preventing unlawful acts related to the data tampering.
Such a data structure is adopted due to the necessity for

dealing with the unlawful operations that may be performed on

25 the above methods in which “the number of read-outs” or “the
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5 after the whole data recorded in the flash memory 303 is backed :
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it is necessary to make some arrangement to prevent such
unlawfultacts.

FIG. 12 shows a data structure which is common to the
authentication and non-authentication areas 332 and 331 of the

15 memory card 109, and also shows a flowchart of the
reading/writing process corresponding to the data structure.

in the present example, the counter value generated
by the random number generator 103 of the authentication unit
321 in the contrcl IC 302 is used as a time-variant key.

20 A l6-byte extension area 1005 is assigned to.each of
512~byte sectors 1004 in the flash memory 303. Each sector
stores data which has been encrypted using the counter value.
The extension area 1005 is composed of ECC data 1006 and a time-
variant area 1007. The ECC (Error-Correcting Code) data 1006 is

25 8-byte data being an ECC for the encrypted data stored in the

44




8 be accessed loqically {i.e., using a public commanda or ttILe
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tampered using a comma dor the like, the contents of the time-

variant area 1007 do not change.
More specifically, the PC 102 or the plaver 201

15 writes/reads data to/from the authentication area 332 or the
non-authentication area 331 in the flash memory 109 following
the procedure shown below in units of sectors 1004. First, the
procedure in which the PC 102 writes data to the memory card 109.
{s1001) will be described.

29 (1) The PC 102 requests the memory card 109 to issue a counter
value. In response to this request, the control IC 302 in the
memory card 109 generates a random number using a random number
generator 1003 ccntained in the control IC 302 (S1i005), -and

sends the generated random number to the pC 102 as the counter

23 wvalue (S100Z2).
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104| 104| ; 1500/@4| & ()-! (I%Lo%ﬁ&?%r-ﬁ?%é c%a:Ltga()/é:)i#Hg I@wm') dnd 081
10 ) 109641 - i) X02ek hodd 20 1698 1oy AKEOUEAE) <6 the memor
unte u fo doypithlon aXd0%é&nt) £8/ the memory
card 108.
10 (4) The memory card 109 writes the encrypted data to the
specified sector 1004 (51006).
(5) An EC& islébtained by calculation from the encrypted data,
and the obtained ECC is written to the extension area 1005 as
the ECC data 1006 (S1007).
13 (6) The counter value received together with the encrypted dgta
is written to the time-variant area 1007 (S1008).
Next, the procedure in which the PC 102 reads out data
from the memory card 109 (S1011) will be described.
(1) The PC 102 requests the memory card 109 to read out data by
20 specifying the location of a sector from which the data is to be
read out. On receiving the request, the memory card 109 first
reads out encrypted data from the specified sector 1004 and
outputs the read-out data to the PC ‘102 (S1016). The PC 102

receives the encrypted data (S1012}.

23 (2) The memory card 109 then reads out a counter value from the
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5 (3) A password is generated from the read-out counter value apid

) 1096 f& ()-#/1d ) 109X () - #/ Y<Z?Z@AZBZCZDzZ-\: 10! C(10%0& ()-)!
C(10% ()the maDo@ (Rey BRSard O<dm media [0 341 which have alre dY) been
) 10%<<& () -#/ ZG 6\\] errwUe~\: 10! C0z&10% & ()-s! C(10WY& ()-)!&Z
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14 Here, if the data in the sector 1004 has been changed
by tampering or the like, the decryption fails due to mismatch
between the counter value read out from the time-variant area
1007. |

as described above, the flash memory 303 cohtains the

15 time-variant area 1007, a hidden. a.reé which cannot be seen
{accessed) by users. Data 1is encrypted and stored using a
password which is generated using a counter value stored in the
time-—variarit area 10C7. With this construction, the data is
protected from unlawful tampering by users.

20 In the above example, the time—vériant area 1007 is
provided in the extension area 1005 for storing the ECC.
However, it is possible to provide the time-variant area 1007
within another area in the flash memory 303 in condition that

data stored in the area cannot be changed from outside the

25 memory card.
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Now, a desirable example of a relationship between the
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conversion table 1101 corresponding to FIG. B.

1

The conversion table 1101 is a table in which all the
15 logical addresses (in FIGs. 13A to 13D, serial ngmbe£s~of the
logical blocks) are sﬁored with corresponding physicai addresses
(in FIGs. 133 to 13D, serial numbers of the physical blocks
constituting the flash memory 303). The conversion table 1101
is stored in a nonvolatile area in the contrel IC 302 or the
200 like and is referréd to by the authentication area access
control unit 325 or the non-authentication area access control
unit 326 when, for example, a logical address is converted into

a physical address.
Devices accessing the memory card 109 cannot write

25 data to all the data storage spaces that phfsically exist in the
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is because in each file, the 1logical continuity, which

Ll Loedosell, W

corresponds to a plurality of continuous physical blocks, is
15 maintained.

However, the fragmentation of logical blocks increases
when, for example, a file composed of a plurality of blocks 1is
repeatedly stored or deleted in/from the memory card 109. A
specific example of this is shown in FIG. 13A in which the

20 logical addresses (0 and 2) of the logical blocks constituting
“file 1" are discontinucus.

When such discontinuity of logical blocks occurs, for
example, music data cannot be written to continuous logical
areas in the memory card 109. This necessitates issuance of the

25  write command “Write address count” for each block, resulting in
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3 To solve the above proplem, the control IC 302 of the
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The above operation will be detailed using an example
shown in FIGs. 13A to 13D, Suppose  that before the above
15  dedicated command is receiwved, the ﬁlashrmemory-303 contains
data constituting the file “filel" at iocations indicated by
rhysical addresses € and 2, and data constituting the file
“file2" at a location indicated by physical address 1, as shown
in FIG. 132, and that the conversion table 1101 shows that the
20 logical addresses match the phvsicel addresses. That is to say,
in the logical addresses, as well as in the physical addresses,
the data of “file2" is sandwiched by the data cof “filel”.
With an intention o¢f solving the above state, an
external device sends the above dedicated command and a

25 parameter to the flash memory 303, the dedicated command
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&%iO@&x(x&f()-'&%iO@bx X& ()- uy_@ '!'d10% & ()- 100x 100x 100xI
T 1020X &thlis RADMx&méN ) UDBE0 Mt al | #81D0@x &ah) dcdessBj“tElel” at a
11d %40% & ()-@0%& ()-,10% & ()-1#10% & () - B
| #10% &nlghelrt &8 &Kan |Defei: & LhdohiaW &cCesls&hnt &fter.
\f10% & ()-, ] 10% & () -1 <#10% & ()- 1#10% & ()-=*dEj _@- !! dC8Y40% & () -
6, #10% & () - & 10%Be( Londell@%ek (Dad 0N & (tas! $20Re& ()R- @ dBatve.

#10%| & ()-S10%| & () - +&10%t| & ()-! 10%14& ()- 10\ 10\ 10\,

; 10% & Qo't%@ﬁf—t@ solve the fragmentation of logical blocké, but also
to change the size of each of the authentication area 332 and
15° non-authentication area 331 in the flash memory 303. In the
latter case, a high-speed area relocation is ﬁoSsible since the
conversion table 1101 is rewritten so that a physical block to

become small is located as a physical block to become large.
Now, a function of the memory card 109 related to not-
20 deleted.blocks will be described. More specifically, operations
of the memory card 109 when receiving a not-deleted block list
command and an delete command will be described. Here, the not-
deleted blocks are physical blocks in the flash memory 303 which

contain data that has not physically been deleted. That isrto

25 say, data in the not-deleted blocks needs to be daeleted at once

51




~ Alllld SASLLUWLD, Rlidd Lo WoShd Wi WS il W Ldd e W Wl L mddlic 110 e W e e e et

' d9#10% |&'( % ) - _
#109%| & ° f%%?fi%?{? %$ aB-~ |1 d' #1004 & () - 0/#10%” & ()-
"&10%”&'() IdI 0%/ & %H%fg O(V% /é
"d'\sG‘%iO%’H 41& ()* %%4&1‘6%&@9’(‘))‘3‘1& Xz} }gﬁ%ﬁ“)“ & 5 P& %‘%mOF‘Y 303 of
.d10%| & '-)&10%ﬁ|a|&fé§% qt uvwx _%%
#10%<& () E#mr()%eﬂfl &I RS )a@@&a?)mma}tioﬁF Pageiks before
-5 10%4 & ()-.0; xdE~_@ !!d! LALOYX&' ()-L| #109X&' () - Y109X& ()-LS 10%X&f92 C
0%409X& Epte [HS109P&Y( NTxafvaBto@ el sl neaey (JOI #eAmoetdns -1ar the
"109&' () - DLA#AL0YX&' () - Lp#1l09%X& () - &10%X& ()-YdE~_@ !'!'d!6 L
109RLQ ) - 4iB0%KS o) -iid CHIADOOBLIIt By . 84 DKE OF- Eper oW E)imel ©X0o® (Oirg(.~ @
L1dlv #109%& ()- p#10%&' ()-!rCHI0% ()- 10X 10X 10X! <109X& ()-) 8% 09X& () -
@/ a?~_@ns 'd! result, the total time of writing is reduced if the
- deletion has been completed beforehand. Accordingly, to achieve
this, the memory card 109 provides the external device the noﬁ—
-deleted block list command and the delete command.

13 Suppose that the current use state of the logical
blocks and physical blocks of the flash memory 303 is shown in
FIG. 14A,. As shown in.FIG. 14A, logical blocks 0 to 2 are
currently used, and physical blocks 0 to 2, 4, and 5 are not-
deleted blocks.

20 A not-deleted block list 1203 is stored in the command
Judgement control unit 322 in the above state. The contents of
the not-deleted block list 1203 corresponding to the use state
of the blocks shown in FIG. 14A are shown in FIG. 14B. Here,

the not-deleted block list 1203 is a storage table composed of

25 entries corresponding to all the physical blocks constituting
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14D.

An external device such as thé PC 102 or the player
201 issues the not-deleted block list command to the memory card
109 during an idle time in which the memory card 109 is niot
accessed (51201;. On ;eceiviﬁg' the command, the command
judgement control unit 322. of tge memory card 109 refers to the
not-deleted block list 1203 contained in the command judgement
control unit 322, detects that physical blocks 0 to 2, 4, and 5
are assigned a state value “l", and sends the physical block
numbers to the external device.

The external device then refers to the table that
shows the use state of logical blocks in the fiash memory 303
shown in FIG. 14D to identify the blocks that are not used

logically (S1202).
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(51203 . The external device then 1s8s5ues tihe delelte Ccommana
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10 areaz access control unit 325 and the non-authentication area
access control unit 326.

After the above operation is complete, data is written
to the physical blocks 4 and 5 at a high speed slinc:e the
deletion process is not required for the writing.

15 Now, arfunction of the memory card 109 related to
personal data protection will be described. More'specifically,
the personal data protection function is used when the memory
card 109 checks an external device for ‘authentication and -
requires personal data of the user of the external device.

20  Here, each piece of the personal data is unique to a user and is
used to identify the user. The user with proper personal data
is recognized by the memory card 109 as an authorized user
permitted to access the authentication area 332 in the memory
card 109,

25 Here, if the user is requested to input the personal
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the password each time the personal data is checked. The
procedure is troublesome and the management of the password is
also required. Accordingly, the memory card 109 provides a
15 function to sidestep the problem of unnecessarily and repeatedly
inputting the personal data.
FIG. 15 shows a communication sequence in an
authentication between the player 201 and the memory card 109
and also shows main components used in the authentication. Note
20 that the processes shown in FIG. 15 are mainly achieved by the
authentication c¢ircuit 216 of the playér 201 and the
authentication unit 321 of the memory caxd 1089.
As shown in FIG. 15, the authentication circuit 216

of the player 201 has the encryption and decrypticn functions,

25  and also prestores a master key 1301 which is a secret key being
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device as personal data.

The authentication prbCedure .will be d'e’scrj-.bed'in
detail below. Note that in the trénsmissions and receptions,
all the data is encrypted before transmission, and the encrypted

15 data is decrypted in the reception side. A key to be used in
the encryption and decryption is_generated during the following
procedure.

{1) After the memory card 109 is connected to the player 201,
first, the player 201 encrypts the device ID 1302 using the

20  master key 1301, and sends the encrypted device ID 1302 to the

memcry card 109,

(2) The memory card 109 decrypts the received encrypted device

ID 1302 using the master key 323a, and checks whether the

obtained device ID 1302 has already been stored in the device iD

25 group storage area 1310.
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alned user key to thée memory card

(5) The memory card 109 compares the received user key with the
user key having been prestored in the user Kkey storage area
1311, Wpen having judged that the two user keys match, or when
the user key étorage'area 1311 ié vacant, the memory card 108
notifies .the player 201 that the authentication has been

affirmative, and stores the device ID 1302 obtained in the above

_step (3) tin the device ID group storage area 1310.

' With the above arrangement, when a device of the user
is connected to the memory  card 109 for the first time, the user
is regquired to input personal data (a user key). However, in
the second connection and after, the user is no more requested
to input the personal  data since automaticall, the
authentication completes affirmatively using the device ID.

Now, a variation of the authentication protocol
between the memory card 109 and an external device such as the
PC 102 or the player 201 will be described with reference to

FIGs. 16 and 17.
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5 achieved by the authentication circuit 216 of the player 201, a
C(10%& ()- C(109%& ()-( C(109%& ()-pqick2 1 C(10%& ()-( C(10%& () - .
C( 10%& dJrir&y 198@I¥Im T(ID%E (Hhe B [L021¢k1d tkaossgh¢pticabipgl o & () -
F S #&10% & () - S, #&10W & ()- 8 #&I0% & () - WH&10% & () - gc 7210 (
C) 10% & 1) -6t Sr)rMe#R (I=b 109C) 109 &'s( présuBedChEddb&ha)- 68 master
C)109%!'& ()-610" 10" c. orstu| [ NA41010%4.0%4.0% <109%&' ()-' C10% & ()-6
C) 1098 & d+) -Srorake 1OW & 133 &f £he memory card 109 stores an encrypted
master key (encrypted master key 323), and that the special area
10 304 stores a secure medium ID 343 as well as the medium ID 341,
the secure medium ID 343 being generated by encrypting the
medium ID 341.
First, the player 201 issues a command to the memory
card 109 to obtain the master key 323b from the memory card 105,
15  and decrypts the obtained master key 323b using the device key
21ta. - The decryption algorithm used in this decryption
corresponds to the encryption algorithm used in the encryption
of the master key 323b which has now been read out from the
memory card 109. Therefore, when the device key 21la the player
20 201 has is an authorized one, the decryption is expected to
restore the original master key.
The player 201 then issues a command to the memory
card 109 to obtain the medium ID 341 from the memory card 109,

and encrypts the obtained medium ID 341 using the restored

25 master key. The encryption algorithm used in this encryption is
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f& 10% & ()-6" " f& 10% & ()-6 f& 10 & ()-6 & 10%+3J& ()-6
f & 109 )dmde o lgEdiatels] (REYNG)- IREeSIEi+g) gk $)' secure key, the
10 (OK/NG) information indicating whether the remote device has
been authenticated, and the secure key being a time-variant key
that depends on ‘the authentication result. The secure keys
owned by both devices match only when both devices 201 and 108
affirmatively authenticate the other devices, and the secure
15  keys change each time a mutual authentication is performed.
After a mutual authentication - has completed
affirmatively, the player 201 generates a command which is used
to access the authentication area 332 in the memory card 109.
More specifically, for example, when data is read out Zrom the
29 authentication area 332, a parameter (a 24-bit address “address’
and an 8-bit count “count”) of the command “SecureRead address
count” is encrypted using the secure key, and an encrypted
command, which is generated by combining the encrypted parameter

and a tag (a 6-bit code indicating a command type “SecureRead’)

25  of the command, is sent to the memory card 108.
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1 encryptidn of the command by the player 201. Therefore, when e
the mutua_l_ authentication completes affirmatively, that-is to
say, when the secure keys used by both devices match, the
parameter obtained by the decryption should be equal to the
original parameter used by the player 201.

13 ~ The memory card 109 then reads out the encryption key
425 from a sector in the authentication area. 332 indicated by
the decrypted parameter, éncrypts the read-out encryption key
425 using the secure key, and sends the encrypted encryption key
to the player 201.

20 The player 201 decrypts the received data using the
secure key obtained through the mutual authentication. The
decryption algorithm used in this decryption corresponds to the
ancryption algorithm used in the encryption of the encrypticn

key 425 by the memory card 109. Therefore, when the mutual

25 authentication completes affirmatively, that is to say, when the
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1o FIG. 17 shows a communication sequence in a detailed
procedure of the mutual authentication shown in FIG. 16. In the
"preéent éxample; the memory card 109 and the player 201 perform
a challenge-response-type mutual authentication. |

The memory card 109 generates a random number and

13 sends the random number to the player 201 as challenge data‘to
check the properness of the player 201. The player 201 encrypts

the challenge data and returns the encrypted challenge data to

the memory card 109 as response data to certify the properness

of the player 201. The memory card 109 encrypts the random

20 npumber sent as challenge data, and compares the received

response data with the encrypted challengé data. When the
received response data and the encrypted challenge data match,
the memory card 109 judges that the authentication of the player

201 has been affirmative (QK), and receives a command to access

25 the authentication area 332 from the player Z201. When the
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§  judgement, the memory card 109 rejects the commznd.
|[:-410M %M O!; 109 %K. ()- c 8%d0%M %K ()- 6p#109%M %K' () -
4109 %VE' ()- 21088 HVBRYEY- 20DSIEAR AR @) - SIPHAITOMOARERtLCREIRR () -
E %iO%%?f()- 0$10%&k& ()-3 +CLOY%&R& () -
10988 D odOM PAMOM IR ¢ 4 [t I ne 951 OB NS -merthdDIREA LY - 1PS109&BR2T) -
L#;gg@g&é%i L#lg;ig@éééia‘10w&&f()-VS|[:A410NI%NI i)3"10§%&f%)- 0
B s(¥p sla ~1dyer PHBRIQERErEres al A& UNber i 3HA0URRME) -
IL|[: A410M %M 3& 60*10% & ()-  4#10%R& () - 2#109%&R& () - /ilO%&&f()ﬁ_2

'&10@8£éﬁéfrahﬁg%%%%ﬂaéﬂigg}gh@S%éﬂory card 109 as challenge data to

10  check the properness of the memory card 103. The memory card
109 encrypts the challenge data and returns the encrypted
chailenge data to fhe piayer 201 as response data to certify the
properness of the memory card 103. The player 201 encrypts the
random number sent as challenge data, and compares the received

15 response data with the encrypted challenge data. When the
received response data and the encrypted challenge data match,
the plavyer 201 judges that'the authentication of the memory card
109 has been affirmative (OK), and accesses the authentication
area 332 in the memory card 109. When the received response

20 data and the encrypted challenge data do not match, the plaver
201 judges that the authentication of the memory card 109 has
not been affirmative (NG), and gives uﬁ accessing the
authentication area 33Z.

All the encryption algorithms used in the mutual

25  authenticarion should be the same as far as the memory card 108
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“ 10  they have been affirmative in the authentication. fhis renders
the affirmative authentication a necessary c¢ondition for
accessing the authentication area 332.

The secure key may be a result of an éxclusive'or
operation using the encrypted challenge data, the response data,

15 and the secure medium ID.

Now, a variation of a function to change the boundary
between the authentication.area 332 and ncn-authentication area
331 in the memory card 109 will be described with reference to
FIGs. 18 and 19.

20 FIGs. 18A to 18C show the use state of the flash
memory 303 before the beundary is changed. FIG. 18A is a memory
map showing thé construction of the physical blocks in the flash
memory 303.

FIG. 18B shows a conversion table 1103 which 1is

25 dedicated to the non-authentication area 331 and is stored in a
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2 control unit 326 refers to the Cconverslon tanble LLUd TO Converwu

CLO%& ()-= !*Cl0% % %& ()-= CHIOW& ()-= YRSE&E&& | Z9bUA10
&) 1099&'q ) 1radcady, agdEpss #mpare( RhYHQoe@ddress16%aEq) detect an
#1098& ()-'" " B((((|[:bUs10 LOpl0%®& ()- -&LO%& ()-  L+p#1098& () -

0' #1099 P rope N\VAGIDIBRACT eSS HLY 8AVWRREE) an( RREPFBALEA [NAFED €L GUREFAL 0%
; 1099& ()- 8lO09& ()- 196p#10W& ()- 14p#10WW& () -
Cl109%&' ()-))* @} *FTZYSNMEA0 showd QUM ¢ersibt 108498 ()1-102 Lwhich 1is
#1099 ()-- 1 SHIOYMIR ()- - tCHIOKhIKE ()- -! CHIOYMI"IY& () -
*+1,J,, dddidNMdO to {HOYBUBhEhticHtOOMYR e 332) BRI {) stored in a
100 nonveolatile storage area in the authentication area access
control unit 325. The conversion table 1102 shows relationships
bétween fhe logical blecks and physical blocks in the
authentication area 332, The authentication area aécess control
unit 325 refers to the conversion table 1102 to convert a
15 logical address into a physical address or to detect an impropeﬁ
access accessing outside an allccated storage area.
as shown in FIG. 18A, before the boundary is changed,
out of the flash memory 303 composed of physical blocks 0000 to
FFFF, physical blocks FO000 to FFFF are :allocated to the
20 alternate block area 501, physical blocks 0000 to DFFF whose
addresses are lower than the boundary are allocated to the non-
authentication area 331, and physical blocks E000 to EFFF whose
addresses are higher than the boundary are allocated to the

authentication area 332.

25 As understood from the conversion table 1103 shown in
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moved, data in the physical blocks to be moved needs to be saved
or moved.

FIGs. 19A to 19C show the use state of "the flash
memory 303 after the boundary is chénged. FIGs. 19A to 18C
correspond to FIGs. 18A to 18C( respectively. Note that the
poundary change is achieved by the.following procedure:

(1) & dedicated command‘specifying an address of the boundary is
input to the command judgement control unit 322 via a command
pin; and

(2) The command judgement control wunit © 322 rewrites the
conversion table 1102 in the authentication area access control
unit 325 and the conversion table 1103 in the non-authentication
area 331.

As shown in FIGs. 19A to 19C, the boundary is moved
from between the physical blocks EQ00 and DFFF to between the

physical blocks D000 and CEFE. That means the size of the non-
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s change, the size of the conversion table 1103 of the non-
L+#10% & ()- L)#10% & ()- (C'10% & ()- L%0% & () - ,
SH&10% &uDhe3B842444M |drea3BOL 1s| reguced py 1@BE109&& eptriepppardorlRe () -
C310% & ()- 1110% & ()- i/#10% & ()-4445N5555a@10’ T1098& () - i
10998 ()size Lot 108K ahkhentillatOud®R 3! 332 is increased by 1000 (hex)
!.&T#lO%/@/&' ()-] 10' 10 5%3b66_6a727| [: @10 i 1099& ()- k *(109%t& ()-°
| #1098 e)r o, # BV AY) the HLOMAK s(on 10 IR X )straisl @] BBE) [LIBALS
) (1098& ()- 910 & ()-< ) #%40%& () - F#1099&' () - 6#10%0& () -
| #21099& 0o Y88/ Q888<wXchZ3@BEQL spdn Bl0§0Bh (31 cal 081088@ (000 |t 1005T .
10 In contrast, as shown in FIG. 19C, the size of the conversion
table 1102 of the authentication area 3_32 is increasad by
1000 (hex} entries, and the size of the authentication area 332
is increased by 1000 (hex) entries, so that the conversion table
1102 shows logical blocks 0000 to 1FFF with corresponding
15 physical blocks EFFF to DOO0O.

As described above, a boundary is‘ set between the
authentication area and the non-authentication area in the flash
memory 303, and the size of both areas is changed by moving the
boundary. This enables the memory card 109 to be used for

20 wvarious purposes. For example, the memory card 103 may be
mainly used for storing digital contents which need to be
protected by cocpyright, or the memory card 109 may be mainly
used for other than storing such digital contents.

In both the authentication area and the non-

23 authentication area, the amount of processing in moving and
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10 In the above example, in the authentication area 332,
there is an inverse relationship between the logical addresses
and the physical'addresées in units of blocks. However, other
units may be used-. E‘-or example, there may be an inverse
relationship between the logical addresses.and the physical

15 addresses in units of sectors or bytes.

Up to this point, the memory card of the present
invention has been described in its embodiment and variations.
However, the 'present invention is not limited to the embodiment
and variations.

20 In the above embodiment, the PC 102 or the player 201
is required to perform a mutual authentication with the memory
card 109 using the same procedure each time -it issues a command
to access the authentication area 332 in the memory card 109.

However, a simplified authentication procedure may be used to

25 access the authentication area 332, depending on the command
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19 The flash memory 303 in the memory card 109 of the

present invention may be replaced with another storage medium
(e.g., a nonvolatile medium stich as a hard -disk, ah optical
disc, and a magnet optical disd}. ﬁ portable storage card
capable of securing a ccpyright on the stored data as the

15 present invention can be achieved using any of such mediums.

INDUSTRIAT APDIICABILITY

As understood from  above . description, the

semiconductor of the present invention is suitable for use as a
record medium for recording music contents via an electronic

20 music distribution using a network such as the Internet. The
semiconductor of the present invention is also suitable for use

as a record medium for recording computer programs or data, and

is especially suitable for use as & small record medium for a

portable recording/reproducing apparatus.
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wherein the control circuit (302) includes:

a non-authentication area access control uhit (326)
which controls accesses by the electronic device to

the non-—-authentication area (331),

an authentication wunit {321) which performs an
authentication process to check whether the
electronic device has authority. to access the
semiconductor memory card (109), and affirmatively
authenticates the electronic device when the
electronic device has authority to access the

semiconductor memory card (109), and

an authentication area access control unit (325)
which permits the electronic device to access the
authentication area (332) only when the

authentication unit affirmatively authenticates the

electronic device.




the semiconductor memory card (109) further comprises:
.le%ﬂN&n&T()- 6, = 10%MN&& ()- ) p#L0%MN&ME' () - QQRRARRRTTa@10nN&m
096&.() "10% & ()- 7T HIOW & ()- &< 1096&.()-'

y&#10% ' & ()5, &
1 940% & () - ‘133#“%%10% & ?% y&1owﬁga%esf 6“%%&5&/})9(&') Czj HMYZQ@MO?
& 10% " & () - bet@e®® (Hhe )auI@MKC)atlon Caregums I vanddc-heomeng () -v

A ' .
10120 220 YLIESI0 o LOBR). ol 0SS (-2 w1098 ()
89%09& () - "s6y10%& () - 4 10989& () -
an area resizing circuit (322, 325, 326) which
resizes the authentication area (332) and the non-
authentication area (331), wherein the area resizing
circuit (322, 325, .3265 resizes the authentication
area (332} and the non-authenrication area (331) by

changing the boundary marking address, and

the authentication area access control unit ({325) and
. the non—éuthentication area access control unit (325)
control accesses by the electronic device to the
authentication area (332) and the non-authentication
area (331) by referring to the boundary marking

address.

2.2 semiconductor memocry card of Claim 1, wherein
the authentication unit (321) generates a key reflecting
a result of the authentication process, and
the authentication area access control unit {325)
decrypts an encrypted instruction using the key
generated by the authentication unit (321), and controls

accesses by the electronic device to the authentication

area (332) in accordance with the decrypted instructicn,
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-authentication unit 321) has authority to - access the

semiconductor memory card.

4. A semiconductor memory card of Claim 3, wherein
the encrypted instruction sent from the electronic
device includes & tag field and an address field, the
tag field not having been encrypted and specifying a
type of an access to the authentication area- {332), the
address field having been encrypted.and specifying an

address of an area tc be accessed, wherein

the authentication -‘area access control unit (325)
decrypts the address field using the key, and controls
accesses by the electronic device to the authentication
area (332) so that an access of the type specified In
the tag field is made to the area indicated by the
address in the decrypted address field. '

5. A semiconductor memory card of Claim 4 further

comprising:

an identification data storage circuit {(304) which
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6. A semiconductor memory card of Claim 1, wherein the area

resizing circuit (322, 325, 326) includes:

an authentication area conversion table (1102) which
shows correspondence between logical addresses and

physical addresses in the authentication area (332),

a non-authentication area conversion table {1103)
which shows correspondence between logical addresses
and physical addresses in the non-authentication area

(331), and

a conversion table change unit (322) which changes
contents of the authentication area conversion table
(1102) and the non-authentication area conversion
table (1103} in accordance with an instruction from

the electronic device, wherein

the authentication area access control unit (325)
controls accesses by the electronic device to the

authentication area {(332) by referring to the

authentication area conversion table (1102), and
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the non-authentication area conversion table (1103)
shows correspondence between logical addresses arranged
in aécending order and physical addresses arranged in
ascending order, and

the authentication area conversion table (1102) shows
correspondence between logical addresses arranged in

ascending order and physical addresses arranged in

descending order.

8.A semiconductor memory card of claim 1 further

comprising a read-only memory circuit which prestores

data.

9. The semiconductor memory card of Claim 1, wherein the

control circuit (302) further includes:

a conversion table (1102, 1203) which shows
correspendence between logical addresses and physical

addresses in each of the authentication area (332)

and the non-authentication area (331), and




the non-authentication area access control unit (326)
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A semiconductor memory card of Claim 1, wherein the

control circuit {(302) further includes:

an encryption/decryption unit (327) which encrypts
data to be written to the authentication area (332)
and the non-authentication area (331) and decrypts
data read out from the authentication area (332) and

the non-authentication area {331}.

11.A semiconductor memory card of Claim 1, wherein
the nonvolatile memory (303) is a flash memory, and the

contrel circuit (302) further includes:

a not-deleted list holding unit (322) which holds a
non-deleted 1list that shows a list of not-deleted
areas in the authentication area (332) and the non-

authentication area (331), and

a not-deleted area sending wunit (322) which, in
accordance with an instruction from the electronic

device, refers to the not-deleted list to identify

not-deleted areas in the authentication area (332)
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a user key storage unit (1311) which stores the user

key,

an identification information storage unit (1310)
which stores a piece of identification information
identifying an electronic device that has been
affirmatively authenticated by the authentication

unit (321), and

a user key reguest prohibition unit (321) which
obtains a piece of identification information from a
target electronic device after the authentication
unit (321) starts the authentication process, checks
whether the piece of identification information
obtained from +the target electronic device has
already been stored in the identification information
storage unit, and prchibits the authentication unit
{321) from requesting a user of the electronic device
to input a user key when the piece of identification
information cbtained from the target electronic

device has already been stored in the identificatiocn

information storage unit.
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whether the dlgltal content can be read out based on

the number of times indicated in the informaticn, and

a reprdduction means (SB806-S808) for reading out the
digital content from the non-authentication area
(331) only when the judgement means judges that the
digital content can be read out, and reducing the
number of times the digital content can be read out

in the information stored in the authentication area

(332).

14.A storage system containing a semiconductor memory card
according to claim 1 and a data reading appératus (201)
reading out a digital content (426) of the semiconductor
memory card and reproducing the digital content as an

analog signal the digital content, having been stored in

the non-authentication area {331) of the semiconductor




a reproduction means (S908) for reading out the
digital content from the nocn-authentication area
(331) and reproducing the read-out digital content as

an analog signal,

a Jjudgement means (S9086) for reading out the
information indicating the number of times the
digital content <can be digitally output by the
électronic device, and judging whether the digitai
content can be digitally output based on the number

of times indicated in the information, and

a digital output means (5907, 8909) for digitally
outputting the digital «content only -when the
judgement means judges that the digital content can
be digitally output, and reducing the number of times

the digital content can be digitally output in the

information stored in the authentication area (332)




