ELECTRONI C TAMPER EVI DENT SEAL [0001] This application clains the benefit of
provi si onal application serial no. 60/597,174 filed Nov. 15, 2005 and

i ncorporated by reference herein inits entirety. [0002] This application
relates to a cost effective electronic security seal for sealing cargo
transportation units carryiBlJERTRENIETAMPEROBYIDENT $BALdet ecti on of
tanpering wth the transportation unit. The device also relates to the use
of sensors for neasuring additional properties such as tenperature or

hum dity that may affect the quality of the goods transported. [0003] It is
wel | -known that transportation units for transportation of goods are
susceptib j teff I gy
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goods occ ia mher of different des and Lvi sion. ,of the goods
can not bﬁﬁear %Y‘i@a%b@gﬂggmﬁﬁmcﬁﬁteﬁ&y %ﬁ?ﬁepgepﬁéﬁﬁgﬁﬂ%ﬁhgﬂyb hai n. A need
is therefore seen for a security device for guargnteeing the. integrit OF a
seal for W0021RESoPPRIGAIAN FIZESTRCREOAS elfahVe AIRCHONEoRPRERY Faghiqt FPAlng
the occurrence of a tanpering event. [0004] Cargo tanper evident seals are
known. Focargedransportationnndsastrying & vpdety of gassierand forslatesdionsfiamesting with
application S/N 11/081,930 entitled Electronic Security Seal filed March

16, 2005 tha traaspatatics! uhltedtier device Bist eelatds & theulde shednsorsdor aheas@ing
2005 as US publication no. 2005-0231365. In the '1365 application, a
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i ncludes a housing wth a transparent cover for visual inspection of

i1l um nat &1‘"15?5 enting a nornmal or tanpered state of a stranded
nmet al Ioc§'|9%g aB%@&{eﬁ'e cable is stranded steel wire that has an internal

conduct or electrical conductivity,.e.g.. . rIesisfance nges .| a
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by a sol der or _SP| iced joint _and so on. The el ectrical conti nuié%/ of [tfhe
conduct or SUsAEPERlS 19 temperinge J hefteai gapds il rpplacsments of oHoiNG! gpeds Py fakes are
ermnals in the seal body is nonitored by a circuit in one enbodi nent for a
severed spmbiems. fecing dheciramgporiiionc mdtsliyorlreespertatione of sUPRSIS OSFUE iR
second enbodi ment correlated optionally to either or both anbi ent

t enper at unemaed od différeat ynaigp and valpeagsionoofcirgp gasds ecainonolvbe i pratiinadlyofone
resi stance due to environnental influences. [0005]A relatively costly steel
stranded iy frbbstireltrddortbdioh didi.i Aaidednishnsraiord sé@i frala seuitatiediceifoe
of a fixed length. One end of the cable is fixed to the seal body and the
ot her  endy,s oAl gest IPhéraas S0 sba hved
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agai nst t ousing in a housi ng bore to | ock the cable

to the hoysi An RFID co i cation stemlis also,disclosed. .
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interest also is US Patent No. 6,046,616 assigned to Tri Tech , .

M cr oel ecéeraricedy pwped U patentppplicatignsS/N 1361319930 eptitiery Elgntronic Sgouily7
commonly owned with the present application. [0007] In the cargo industry,
cont ai nerSealfdediMirth 1€yR00%dd tha hameonit Bieusiose aviestienstsalnpitdishaden ocked
shut with hasps and secured with nechani cal |ocking seals. Robust steel

bol t seal @cribdr20r 2008 dsAWSGubvishiich A6LE0R0L3 18R I theed 365 dpplikatidre adoor s
of cargo containers, truck doors or the doors of railroad cars, for
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steel bo tthat has an internal conductor whose electrical conductivity, e.g., resistance, changes in

value to manifest a tampered condition when severed and also if reattached, e.g., by a

solder or spliced joint and so on. The electrical continuity of the conductor, which is of



see may al so be the type disclosed in coomonly owned US Pats. Nos.

- 4,802,700 47,689; or 5,450,657. [0008] Another nechanical seal, for use
with a stranded netal wire cable, is disclosed in commonly owned US Pat.

No. 5,582,447 ('447). Wen a steel bolt shank or netal steel stranded cable
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engageable with a sealing device having an optical fiber cable or .

el ect ri catempemtereupica batieanouipuit valtage tghecompeansaie er variations af regstange gdye
electrical circuit. The seal body contains a sensing arrangenent which
senses chgngggirorimsehal meitentssi cs of the circuit, i.e., a break in the
continuity (optical or electrical) and comruni cati on arrangenent which
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i ncl ude a wWwre or an“optical conductor formng a shackle with a

protective, sheat i i bl ‘ e e keabbod
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the seal body. The sensing arrangement produces a,.slgn i ndj L0
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characteristics, indicating tanpering._[00010]GB 2 368 174 degcri taes Bed i
security sable Hwking davice, £-8et actrilste ThishrEARAEMENYI 1S p| Oy the) YRG: |§%ose n
reopening. The cable is a part of a sealing nenber having enl arged heaﬁgs aé
its ends. carenemy ovgest diBisPat tNo.nEGa2EKetBei erlet wedging apringl the saRlegan
into position by a novable sealing cover. A detector records if the cover

i s noved hpgsng f o adpbrdhoustiy Maset torock the seabliendo niiveb dousing. cpRELLR
a sensor circurt when attached to the housing for detection of tanpering

Wi th the H’Sﬁﬁ%nicam% 1PERE144 Rl dcigidl tdri dofrrhublicathgins stateadfahe cablecto an
seal with a housing andsa cl osure nenber co-operable with the housing to
forma seal %’ge%ea)éosure menber may be a coaxial cable which is fixed at

h

one end tSXJEeﬁ 'eng by a fixture and the other releasable end is
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fixed end of the inner core and the fixed end of the outer sheath are

el ect ri cablgserdapplicatidnt o opposite termnals of an 1/0 device of a
m.croprocessor contained in the housing. At regular intervals the I/0O

devi ce oufgBOA Im thiel dage indusirar geniandraeareaidely gpaplioyed. t dha containers have
predet erm ned charge and vol tage. By neasuring the decay of the voltage it

can be debgbrﬂ nefcvaes heskddhengahlid haspbadt sevuradtwith GAEARIriE Rackinglseals.
5,298, 884 di scloses a tanper detection circuit and nethod for

Robust steel bolt seals and stranded steel cable seals are widely used to lock the doors

of cargo containers, truck doors or the doors of railroad cars, for example. Such seals
may include a steel bolt, as shown, for example, in commonly owned US Pat. No.
6,265,973, which discloses an electronic security seal by way of example. The bolts of
seals, mechanical or electromechanical, are relatively costly, i. e., steel, and have a
head and shank, which is attached to a relatively robust locking body having a shank

jocking mechanism. The mechanical seals with a locking mechanism using a steel bolt



use with a wearable transmtter tag conprising an el ectronic house arrest
nmonitoring system The tag is secured to a linb of a wearer by a | ockabl e
strap. The tag includes tanper detection circuitry for detecting attenpts
to renove the strap by cutting or breaking the strap even in the presence
of an el egtslofiliealsTe! § tédtynaddidtiosed dd dothmoniyrieed U BRtse o 4,802, /VU;
contact with the tag. The detection circuit detects any changes in

resi stancg fy 8@ siig agp 5¢0013] Di scl osed as prior art therein is US Pat.
No. 4,885,571, which 'discloses an el ectrostatic coupling device using a

capaci ti Vf‘%@gf%ﬁgﬂgﬁgﬁ% 5L 8H Ao Wb R 3HeRbaGhER Wdcoans, 8 ditdesed
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disclosed as a flexible electrically conductiye nmetal or w,re |am nat .
onto the Staehgtrandediceblais inagried @atprtheé@clﬂn@ﬁaﬂvio;f%aﬁ?@‘@% st f‘%mg
el ectrode creating an alternating electric field which erri aa_\/\ftc@l@i%
StNi |ii-| Cokethpenmbmerlyilocks talshanle pacableda thet bedy anttha cablecist b\ ough
~generate a current in the central electrode. [00014] A critical part of
known el egid apiist 166@hg the dabte ebonesh isviiclefotieesetwetr iMetal strahdedn cebigs gnd
constituted by wires In the strap to the electronic circuit in the housing

St 1 UCtur el Bbiletd IRl Rbofl ITRASs BlodiRBusieaRg or breaking of the

strap. The en arts o e strap typically are specially designed and

d i i vi : . ( :
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arrangenent al so kes_the strap-Jess f.lexible for w.de i 3 ‘
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in such seals is fixed and predetern ned. aresult, th ngt h of..
straps, edgviceshawngbant eptieait fiken cpblgecs, és@ﬁlﬁlcég ViFR %ulpgascl S‘P can %Q{‘W%ﬁglbht
easily be adjusted to the needs of the specific goods to be sealed. Certain
of the priransassich scussteor dioows elentlical esiraibelhe aggalsbogly (Gprégies a sensing

adj ustably set to lock an article to the seal. However, these have fixed

el ect ri cahriapgehfsit witich seasdelcharges by chhmaeristiestofithe aircuitsi.eoe krealidaftoe
as a seal that can detect a change in length of the secured shackle. A need

i's seen by, iRl e§Sitall GV RcHicalf @hdSU6Mrausestisn raag@imert ORBILH] Gaasmits a
w dely used strap known as a cable tie provides a reliable and easy to use

strap Sea{amﬁ‘@# EnGifBn 36 4 t&h?fé‘%@afi@nﬁ 'ﬁ*ﬁe afiRg deoftd e8¢l iudedha singie wire or
application.” To Soinme extent 1

can provide tanmpér evidence. If it has been
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| are affixed in the seal body. The sensing arrangement produces a signal indicating a
disconnection of the shackle and a change in the detectable circuit characteristics,

indicating tampering.
[00010] GB 2 368 174 describes a security seal device with a detachable cab!e
and a display indicating reopening. The cable is a part of a sealing member having
eﬁtarged heads at its ends. The enlarged ends fit into sockets in a housing and are
locked into pdsition by a movable sealing cover. A detector records if the cover is
moved from a closed to an open position. The sealing member may complete a sensor

circuit when attached to the housing for detection of tampering with the member.



difficult to determne if the integrity of the strap has been conprom sed.
A related problemis that it is difficult froma quality assurance

perspective if a strap seal has been sufficiently tightened. A tanperer may
be able to access the contents via a relatively |osinfaci

thwai t hAW nat tit.aten. the Sthaf I ceiver wl ; Adnbfa
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processes, i.e., the chain of events involved in the t spgrtation

oods. * becimssrormmamten Gepehis Wil e lauains 1o ATaba S8l s sy g ber may
automatic identification (Autol D) technol ogies, the need to_replace yi su%l

t anper i nppescoariahchbleawhimmpisdikedr atone endtts thevikousiag & s Hxture A enaiher
Aut ol D i npl enentati on invol ve usage of optically read barcodes, but there

i's now anBEESRS! &Kl i FEevdd imarerbssiand loakeddeposition bydi lock meeubesy The
identification tags, nore widely known as RFID tags. See the aforenentioned

Cage. T 006aapTh e st P g R T Lo Te The ‘above

pr obl ens Ygotlari]ting tube in such way that the core and the sheath form a capacitor, where the
capacitance depends on the length of the cable. The fixed end of the inner core and the
fixed end of the outer sheath are electrically connected to opposite terminals of an /O
device of a microprocessor contained in the housing. At regular intervals the /O device
outputs a voltage to charge up the cable capacitor fo a predetermined charge and
voltage. By measuring the decay of the voltage it can be determined whether the cable
is intact or not.
[00012] US Pat. No. 5,208,884 discloses a tamper detection circuit and method for
use with a wearable transmitter tag comprising an electronic house arrest monitoring
system. The tag is secured to a limb of a wearer by a lockable strap. The tég includes
tamper detection circuitry for detecting attempts to remove the strap by cutting or
breaking the strap even in the presence of an electrolyte. The strap has an embedded
conductor in electrical contact with the tag. The detection circuit detects any changes in
resistance of the strap.
[00013] Disclosed as prior art therein is US Pat. No. 4,885,571, which discloses an
eléctrostatic coupling device using a capacitive sensitive tamper detector with a central
electrode and a strap electrode comprising a conductor also used for electronic house
arrest monitoring by wrapping about a limb of a wearer. A capacitor detector detects a
change in capacitance between the electrodes. The strap is disclosed as a flexible

electrically conductive metal or wire laminated onto the strap. An alternating electrical

signal is applied to the strap electrode creating an alternating electric field which



relatively nore costly and conplex steel bolt and steel cable seals and to
provide a | owcost electronic tanper evident strap seal having the benefits
of an adjustable strap that can be tightened about an article to be seal ed
with the addition of an electronic nonitoring system such as disclosed in

t he af or egppiatiie it ihEdittdy Rilbhidueat iThis dieldrésieeactetwittalthe Teolral elasttodenicc
security systens can be automatically and reliably nonitored and are

advant ageguabstd alcupfeit®h H SatiAdddtRdeudgment . Additionally, a need is
seen for an electronic security systemthat fits into an Autol D

i nf rast  ugggirggand al L 8} RhBwA ebDFoBNAL §6ltié BBnsAidheopERNBRANRS

t
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steps. [00019] A need is also en.for, a tanper, eyi dent str , | Chd
eob® conpprcat Bamghy pandiiGet 6 MireSundne Sl iie SRkRbFacdah s Hoting
conpared to prior art seals discussed above and rel ativelg ggts% to “*T‘ﬁ on

| arge scablucibes én graen o manitopratigmnts aidamnesingeoisbegaking ¢ 8irap. (he en
el ectronic security seal according to one enbodi nent of the present

i nvent i onpardsf itse strapbigpicalipare lspagiatie desigaedr ardh mauntedh dru streveiviigaskyeure
first and seCetitl"bledtiliEgittilBonettaiiiell Mfrlinals secured to the

body and pothd Rdusifg! Taiss hrkesethendesign a2t ihe stepkedatbich eosheand rthe mounting .
termnals forma conplex inpedance with the shackle, the inpedance

mani fest | g(gnpggatéaﬁq*ﬁkse ah%ﬂ%bh’nel?ﬁt MARes 1R QirBp! Bss AlRAS Y61 Me Maisiyt of

I's includ nmeasuring the 1 npedance. A |l ocking arrangenent is al so

i ncl uded éy%licla%i% 'Pt%e%iﬂ\eg' 3I%Féﬂ%ﬁeﬁé{htstﬁ%p§?gi¥me the length of the sfrap in such seals is
fixed and predetermined. As a result, the length of such straps, e.g., steel bolts, optical
fibers, cables and wires etc., can not easily be adjusted to the needs of the specific
goods to be sealed. Cenfaih of the prior art discussed above discloses steel cables
which are adjustably set to lock an article to the seal. However, these have fixed
electrical lengths which is believed by the present inventors not as useful as a seal that
can detect a change in length of the secured shackle. A need is seen by the present
inventors for such a security seal. |
{00015} One widely used strap known as a cable tie provides a reliable and easy
to use strap seal, which can be tightened to the extent required by the application. To
some extent it can provide tamper evidence. If it has been cut or the locking
mechanism has been damaged, it can usually be detected by visual inspection. Such
ties are only mechanical devices.

[00016] However, depending on the sophistication of the tamper event, it can be
difficult to determine if the integrity of the strap has been compromised. A related
problem is that it is difficult from a quality assurance perspective if a strap seat has been

sufficiently tightened. A tamperer may be able to access the contents via a relatively



[ 00021] I n one enbodi nent, each term nal has a bore for receiving the
shackl e therethrough. In a further enbodi nent, the shackle is electrically
conductive plastic. [00022]1n a further enbodi ment, at |east one of the
termnals is capacitively coupled to the shackle. In this enbodi nent, the

i npedance as seen fromthe npeasyring circuit [s an RC network f

capaci t antedcstbaphiy h&‘h@héwﬁé‘h%ﬂ@ﬁrﬁ“@ﬂ TEﬁd epRiet BiLeR rbegfg F@ﬂgg%té&?
el ectrical resistance of the shackle |ength between the one term nal and a
second t eifiritpvheh that tabipdr event becurestbodi ment, at | east one AC current is
applied to the at | east one termnal and to the second term nal thr\g%?h t he

shackl e bebyeer) | N Fuhel a81IBgisics Ipocedsesi her thebowiinenft gvertie invalvad in the
applies t AC°currents at different frequencies to the term nals and

shackl e I ength def ] h Libhiled ak\We essUliher & avide apementation
[ 00023] | n?’2&‘9‘#8?&%@‘#'51§ﬂ€§§?%ﬁ?ﬁﬁ%§h§%§@tﬂ coér)r%ri ses an el ectrical

i nsul ator surroundi ng ap..electrijcal .Lyve | dgual tamper
[00024] | n ok AulprGF paRuaER (ATRIY dlidttie S A D erod Msel tamp
di spl acenent of the shackle between at | east one of. the rm . d
shackl e. [ieg@zsipnn with ur&tﬁ@maéﬁﬁ)oﬁ“f?é‘ﬂtef“et’i% g‘ia?"éuilpcfer?@fg‘ﬁdg;ﬁ é‘n(g;ﬁr%r‘r?é) aAn g?\
arrangenent for neasuring a first inpedance val ue when the shackle is in
initially impidedntation irevdbeziysage iof optiealysreardbarepdas. At AgeTenE "oVt 8 MAFFRN
in the nenory, the circuit for conparing further nmeasured inpedance val ugs
to the storgfedti Isteplating barcpeeer aith diafrauescyndentificationhtadsu A Wi ely

value differs fromthe first value by a predetermnm ned anount.

known as RFID tags. See the aforementioned copending application of Theodore R.
Tester discussed above which uses such tags.
[00018] The present inventors recognize a need to solve the above problems with
relatively more costly and complex steel bolt and steel cable seals and to provide a low-
cost electronic tamper evident strap seal having the benefits of an adjustable strap that
can be tightened about an article to be sealed with the addition of an electronic |
monitoring system such as disclosed in the aforementioned copending application of
Tester et. al. These electronic security systems can be automatically and reliably
monitored and are advantageously not prone to subjective judgment. Additionally, a
need is seen for an electronic security system that fits into an AutolD infrastructure and

- allows the state of the monitored items to be scanned at the same time the identity
information is retrieved without additional steps.
[00019] A need is also seen for a tamper evident strap seal, which is less
complicated, of relatively low cost and easy to manufacture as compared to prior art
seals discussed above and rélatively easy to use on a large scale where a multitude of
units need fo be sealed.

[00020] An electronic security seal according to one embodiment of the present

invention comprises a body; an elongated electrically conductive shackle; first and



[00:026) 1./ ILISIDfilithWliiball Thent, a radio frequency (RF) transceiver
recei ves and responds to an external interrogation signal to nonitor the
tanper state of the shackle. [00027]1n a further enbodinent, the RF
transcei ver conprises a transmtter for transmtting data using
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first end i to a secon the locking arrangenent including a
shackl e | agkin r cyred . e a
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body so that the shackle first end passes through the fjrst bo nd is
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second end passes through the first body, through the Iocking_nenber and
t hr ough t heegeudng clsody 1$ nalydask tbrrmeasidrg the imeedancs  dnlgckingoysaemeant 1s

further enbodinment, the first and second term nals each conprise a
cyl i ndri cadlsgimdladedforilagkiag the shiadkle to thef oady.ecei vi ng the shackl e

t her et hr ough. _
[00021] In one embodiment, each terminal has a bore for receiving the shackle
therethrough. In a further embodiment, the shackle is electrically conductive plastic.
[00022] in a further embodiment, at least one of the terminals is capacitively
coupled to the shackle. In this embodiment, the impedance as seen from the
measuring circuit is an RC network formed by the capacitance between the at least one
terminal ar_ld the shackle and the electrical resistance of the shackle length between the
one terminal and a second terminal. In a still further embodiment, at least one AC
current is applied to the at least one terminal and to the second terminal through the
shackle between the two terminals. In a further embodiment, the circuit applies two AC
currents at different frequencies to the terminals and shackle length defined by the
shackle portion between the terminals.
[00023] In a further embodiment, the shackle comprises an electrical insulator
surrounding an electrically conductive thermoplastic core.
[00024] In a further embodiment, the circuit is arranged for measuring
displacement of the shackle between at least one of the terminals and the shackle.
[00025] In a further embodiment, the circuit includes memory and an arrangement
for measuring a first impedance value when the shackle is initially locked to the body at
both ends and for storing the first value in the memory, the circuit for comparing further

measured impedance values to the stored first value to generate a tamper signal when

the further value differs from the first value by a predetermined amount.



[00031]In a further enbodi nent, a second body is included having first and
second portions hinged to each other, the shackle having a first end
attached to the first portion, the |ocking arrangenent including a shackle
| ocki ng menber secured to the second body second portion and spaced from
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the first end for |ocking the second end thereto, the first termnal for
recei vi ng rdspondsdo arekiemal itemogation igoeB®R]manitorghetamped staig efithaeshacklae
first and second portions overlie one another, the first body having a

recess for[o0oaz]vi ngid kefisgep wmbodindretrl RF {r@A93Bldrncamprsed artransmitter for
enbodi ment, a tenperature sensor senses the anbient tenperature and a

storage. meghtgiiting 06l 8fg Atk SeREAg G deignsed terperature.  al
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| ocking unit for |ocking the shackle first and second ends thereto, the
| ength of Pedy spacrd érome theshackle first sndanad ascamangaPAhiaratiagiingthe ageepd
first inpedance, the termnals for receiving and being electrically coupled
to the shaoddiefo #ite shdiodyrsn tifat tthe shackfierfabsehd pasees througbritie ifiigidimtdycand is
with the shackle, the first and second inpedances formng a conpl ex
i npedance. locked to the focking member.
[00029] | In a further embodiment, the shackie second end passes through the first
body, through the locking member and through the second body in spaced relation to
the first end.
[00030] In a further embodiment, the first and second terminals each comprise a
cylindrical member having a through bore for receiving the shackle therethrough.
[00031] In a further embodiment, a second body is included having first and
second portions hinged to each other, the shackle having a first end attached to the
first portion, the locking arrangement including a shackle locking member secured to the
second body second portion and spaced from the first portion, the shackle locking
member being aligned with the second terminal for receiving a shackle second end
therethrough and spaced from the first end for locking the second end thereto, the first
terminal for receiving the first end therethrough.
[00032] in a preferred embodiment, the first and second portions overlie one
another, the first body having a recess for receiving the second body therein.

[00033] In a further embodiment, a temperature sensor senses the ambient

temperature and a storage medium is included for recording the sensed temperature,



[00035]In a further enbodi ment, the |locking unit includes a circuit for
nmeasuring the value of the conpl ex inpedance, the | ocking unit being
arranged to allow adjustnent of the |ength of the shackle as the shackle is
being |l ocked to the locking unit to thereby adjust the value of the conplex
irrpedance%.&gg RS n Neasdiagkkife hangifed [PBedaMdd afd the
further e dd#%@%ﬁ?'fﬁ%ﬁgﬁﬂ§ ﬁgﬁﬁ§E§@%§&£tive t hernopl astic material and
fixedly secur t the first to the locking unit and novably secured at
t he secondegﬂ§ﬂ¥€s?mﬁgq%%@%ﬁaﬁﬂ it for adjustnent of the shackle |ength.

00037] | further enmbodiment, th i d prior t ' t of .th
goods SecuPn3E] "t noRBcPUIE taFIFeR IR SR The G P RPRPET, B2

measur ement of the mounted | ocked shackl e, wherein a reference conpl ex

i npedance logkingeunit eag andledriealbdcendysiivegsiackiainaving aepasing dirghandsseead
This reference i npedance nmay be used in subsequent neasurenments to

det er ni ne drfds. he Thba®idkinghamitb eeudksdgeid andosseomd! spacei!gbleetriasilyoconduative
alternative, each successive inpedance neasurenent is conpared to a

precedi ng tbFRAREAI CRTRARMETRIR foll Rctfigetie @haekial first aRBrsitontaghds eieregssthe
in inmpedance, the latter manifesting a tanper event. [0008111 1111T3

Ligli ErefihBY-Mride! glealnanant beﬁvc%%\asméeﬁ% tarfd rs%#bhﬂffé‘?ﬂlﬁaa?é‘ MenFesiiy] d Mt
a conpl ex |n%edance, conpri'si'ng the reésistance of the active part of the

Shackl 6 wiFWeGRBoRr therfeTeiials £ teoeivid BRAcuribd HTTASERRE! B it =
MU T1 -1 1 o4 BAd AR OREIE SiFRECEc: HIadRBaANEE e Phgere. the first and

determ ned. The determ ned i npedance value is conpared with a reference

val ue, angegopHdngedabove farnteg atqoreplaslimpedanse.he ref erence val ue triggers
a tamper alarm [00039]In a further enb®®inment, wherein the shackle and at

| east one {00085hal pines dotther embpliehtyties docking untt éndideZ aRcifaDilviios mee#BUring
proportional to the adjusted active | ocked shackle | ength between two

ter m nal s iggevaleat clhel Sohipfadtimpedahcéne ther Wcking anl Méiageafanged to allow

proportional to the coupling between the shackle and the at | east one

term nal. 4qiustment of the length of the shackle as the shackle is being locked to the locking unit
{o thereby adjust the value of the co.mplex impedance and which impedance manifests
the shackle length.
[00036] In a further embodiment, the shackle is conductive thermoplastic material
and fixedly secured at the first end to the locking unit and movably secured at the
second end to the locking unit for adjustment of the shackle length.
[00037] In a further embodiment, the seal is armed prior to shipment of the goods
secured by the seal. The arming involves making an initial reference measurement of
the mounted locked shackle, wherein a reference complex impedance of the strap and
related coupling circuit is measured and stored. This reference impedance may be used
in subsequent measurements to determine if the shackle has been damaged, loosened
or tightened, or in the alternative, each successive impedance measurement is

compared to a preceding impedance measurement to detect gradual or abrupt rapid

changes in impedance, the latter manifesting a tamper event.



[00040]In a further enbodinent, a circuit is included for neasuring the

| npedance Z, the circuit for applying two successive AC signals, each at a
different frequency, to the at | east one term nal through the shackle to an
output term nal and nmeasuring the inpedance as a function of the val ues of

the two i |5 yat pidae. putpuy e ter i nal . 4111 R B SL.d i
embodi men{00USIE 151 BAENRERBIHERE, dinean et Pt ibids ahaG Sl o,
val ue of a neasured conpl ex inpedance in the nmenory and for. period)
subsequencmmpi@emnada@cgn@omaaamgrtaetrﬁ@swwg%&%ﬁ%’i‘&%ﬁﬁé%ﬁ%a%‘?cﬁgﬁ%e“
current neasured i npedance val ue and conparing the current neasyred

peri odi ¢ tedetaminalst and el aspagitieyireactapcaformed BY dheshaskiee Withene op i§
for causing the circuit to generate a tanper signal when the conpared

signal s npitdigslt, MeShRTR theh andasethgthadiosiex irhpeddade baserHEh tiR wsigtve and
[00043] 1" /1115161ME4-liailliginetric bottomview of a security seal in the

[00044] F1 ERPE e B By e B shacki e
impedance value is determined. The determin_e'd impedance value is compared with a
reference value, and a change above a set threshald from the reference value triggers a
tamper alarm.

[00039] In a further embodiment, wherein the shackle and at least one terminal
present -a complex impédance Z wherein Z=R + jC where R is proportional to the
adjusted active locked shackle length between two terminals one of which is the at least
one terminal and where C is propartional to the coupling between the shackle and the at
least one terminal.
[00040] In a further embodiment, a circuit is included for measuring the impedance
Z, the circuit for applying two successive AC signals, each at a different frequency, o
the at least one terminal through the shackle to an output terminal and measuring the
impedance as a function of the values of the two AC signals at the output terminal.
[00041] In a still further embodiment, a control and memory cause the circuit o
measure and store the vaiue of a measured complex impedance in the memory and for
periodically subsequehtly measuring and updating 'the stored complex impedance with a
current measured impedance value and comparing the current measured periodic
impedance to the last previously updated stored vaiue, the control for causing the
circuit to generate a tamper signal when the compared signals manifest a shackle
tampered condition.
[00042]

IN THE DRAWING:
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attachnment nenber to which one end of the shackle is fixed and enpl oyed in
the enbodi nents of Figs. 1 and 3; [00045]FIGURE 3 is a bottomview sim|ar
to the view of Fig. 1 showing the shackle in the | ocked state for securing
an article thereto wherein the free end of the shackle is | ocked to the

e T g, BB SPGB YR ] S e iy uniocked
O e oot o A Bk Mg, L0t oo 1 S22t of
xpl oded d908AALI vi EIGURE: He ibain dweipeiia GATBM i sEhITBRACHE el Sbapke
of Fig. 1 in which the shackle and attached shackl e attachnment menber are
i n positi artfohimdeti mgnabvdratchedhicio cacmand raf et shackle riedixed amd tamaployad BolN
bottom portion and shown assenbled to the seal body in Figs. 1 and 3;
embodiments of Figs. 1 and 3;
[00045] FIGURE 3 is a bottom view similar to the view of Fig. 1 showing the
shackie in the locked state for securing an article thereto wherein the free end of the
shackle is locked to the seal forming a closed locked shackle loop;
[00046] FIGURE 4 is a top isometric view of the locked seal of Fig. 3;
[60047] FIGURE 5 is an isometric interior view of the top portion of the seat body
of the seal of Fig. 1;
[00048] FIGURE 6 is an isometric interior view of the bottom portion of the seal
body of the seal of Fig. 1 -
[00049] FIGURE 7 is an isometric exploded external view of the bottom portion of
the seal body of the seal of Fig. 1 in which the shackle and attached shackle attachment
member are in position for being attached to a mating external recess in the seal body
bottom portion and shown assembled to the seal body in Figs. 1 and 3;
[00050] FIGURE 8 is a cross sectional view of an alternative embodiment of the
shackle for use with the seal embodiment of Fig. 1;
100051} FIGURE 9 is a side elevation sectional view of the shackle attachment
member of Figs. 2 and 7 and shackle end prior to the fixation of the shackle end thereto;
[00052] FIGURE 10 is a side elevation cross section view of the locking clip used
in the embodiment of Fig. 9;

[00053] FIGURE 11 is an end elevation view of the attachment member of Fig. 9

similar to the view taken along lines 11-11 of Fig. 9;
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[ 00050] FIGURE 8 is a cross sectional view of an alternative enbodi nent of
the shackle for use with the seal enbodinent of Fig. 1; [O00051]FIGURE 9 is
a side elevation sectional view of the shackle attachnment nenber of Figs. 2
and 7 and shackle end prior to the fixation of the shackle end thereto;
[00052] FIGURE 10 is a side eleyation cross section view of the |ockin

clip used [OFOBHY &AdBHEHRE “fi}éfﬁ"@é%éfdg;elp@mmﬁ[a@WQN@@ %fntr@nah%‘ll‘ﬁ‘é%gifi Be
view of the attachment nenber of Fig. 9 simlar to the view taken al ong
lines 11- 1dmbbdirh@nts@if Fig$10034] 1 ../ 11Mo6l i KE Wi4ehl tiide el evation
fragmented view of the shackle of the enbodinents of Figs. 1-3;

g330551 FI Gdoessd | s RIGURETRDLES fhmn@iitel Gsothemicoliew o tiad bitathraant menther and
attached shackle of the embodiment of Fig. 2 in an intermediate stage of assembly of
the attachment member;
[00056] FlGURE 14 is a view similar to that of Fig. 9,. but with the shackle
attached to the shackie attachment member with the clip of Fig. 10 attached to the
attachment member and in the configuration of Fig. 2 ready to be assembled fo the seal
body bottom portion;
[00057] FIGURE 15 is a top plan view of the locking clip of Fig. 10;

[00058] FIGURE 16 is a side elevation cross section view of the seal of Fig. 4

taken along lines 16-16;

[00059] FIGURE 17 is an isometric view of the printed circuit board used with the
embodiment of Fig. 1 illustrating the two spaced terminals through which the shackle
passes anhd the power source battery (associated elecironics not shown in this figure);
[00060] FIGURE 17a is a side elevation sectional view of a representative terminal
employed in the embodiment of Figs. 16 and 17;

[00061] FIGURE 18 is a circuit diagram of a representative circuit employed on the
printed circuit board of Fig. 17

[00062] FIGURE 19 is a side elevation cross section view of an alernative
embodiment of a seal according fo the present invention;

[00063] FIGURE 20 is a schematic representation of the locked seal of Fig. 4 for
purposes of illustration of certain principles;

[00064] FIGURE 21 is a schematic representation of a portion of the circuit

diagram of Fig. 18 useful for explanation of certain principles;
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attached shackl e of the enbodinment of Fig. 2 in an internedi ate stage of
assenbly of the attachnent nenber; [00056]FIGURE 14 is a viewsimlar to
that of Fig. 9, but with the shackle attached to the shackl e attachnent

menber with the clip of Fig. 10 attached to the attachnment nenber and in

the confi ?g@@@tﬁfﬁ %@%&%ﬁ&% @%eiﬁatﬁﬁ?@%&%aﬁ@n lohahé Getida0dyaighiitamio

portion; Isato the lTocking clip of Fig.

Flo. 4 alen Srgngd e tpBsanorpaYRets i BRLREN PhEerr ¢ viow of

the print F[:d (%é]cu' t F-l')IC():‘uaUrlgEustad |swatshchterr]r$atlc representation of a circuit similar to that of

- Fig. 21 useful for explanation of certain principles.

[00067] In the embodiment of Fig. 1, seal 2 comprises a seal body 4 to which is
attached a shackle 6. The seal body 4 contains a locking unit for locking the shackle
thereto and a circuit for monitoring and transmitting the monitored integrity or tampered
condition of the shackle. The shackle 6 has opposite first and second ends 8 and 10,
respectively. The body 4 comprises upper and lower body poriions 12 and 14,
respectively, which snap fit together to form a composite housing body defining an
internal cavity 16 (Fig. 16) containing the shackle locking unit and electroni.c monitoring
circuitry to be described below.
[00068] The shackle 6 is securely locked to the seal 2 in this embodiment at one
end, Fig. 1, and protrudes through the upper body portion 12, Fig. 4, through a bore 37
in the upper portion. This is the configuration of the seal 2 as it is made available to a
user. The attachment of the shackie is convenient for the user as it will hot be separated
from or lost in transit between the factory and the user or distributor of the seals as
might occur when the shackle and seal are separate from each other.
[00069] In use, Fig. 4, the shackle 6 is then inserted into a second bore 37’ in the
upper portion 12 by the user, passed through the entire seal body 4 where the shaékle
engages a shackle locking clip member, to be described below, until it emergeé through
the lower body portion 14 and locked to the seal 2 tightly wrapped about an article to be
secured (not shown). The electronic seal 2 comprises two-parts, with a reusable
locking unit and shackle monitoring circuit contained in the body 4 and a single-use

shackle 6 which must be destroyed, i.e., severed, to open the seal. The shackie 6 is

made of an electrically conductive material, which aliows the integrity of the seal 4 to be
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enbodi nent of Fig. 1 illustrating the two spaced term nals through which

t he shackl e passes and the power source battery (associated el ectronics not
shown in this figure); [00060] FIGURE 17a is a side elevation sectional view
of a representative term nal enployed in the enbodi ment of Figs. 16 and 17;
[00061] FIGURE 18 is a circuit diagramof a representative circuit enployed
on the pr MRSy cuit board of Fig. 17 [00062] FIGURE 19 is a side

el evation cross section view of an alternative, %Ebodi ment of a sealj it which
accor di ngThe lengttpoésitet tighigasdi shackiadeaiterrdord 0% e MONIRENG GIeU
representation of the | ocked seal of Fig. 4 for purposes of illustration.of
certain prdmgg enivahfEa [veEURER blectical sshadide | engts &fctheadrigh 3t a The

portion of the circuit

measurement of the shackle length provides additional attributes that may be monitored
and provide an indication of tampering not provided by seals with a fixed electrical
shackle lengths.

[00070] In Fig. 5, the upper body portion 12, which is molded one piece
thermoplastic, includes side walls 18, 20, 22 and 24 which terminate at their uppfar
edges 26 in a continuous stepped configuration. The portion 12 has three sections, 28,
30 and 34, sections 28 and 30 being spaced by an inclined flat wall 19. Section 28 has
a flat wall 21 and section 30 has a paratlel flat walt 23 connected to wall 19, Walls 19,
21 and 23 form the top external walls of the body portion 12, Fig. 4. The wall 18
extends-from wall 21 and wail 22 extends from wall 23. Walls 20 and 24 are mirror
images, include detent female recesses 32 and extend from walls 21, 23 and 29. Two
circular cylindrical stanchions 36 extend from wali 21 within the recess formed by the
side walls 18, 20, 24 and wall 21. The stanchions 36 have a through bore 37 that
extends through the wall 21. The stanchions 36 each receive a terminal 146, Figs. 16
and 17a, via the stanchion bores 37. Walls 19, 21 and 23 form the top external walls of
the upper body portion 12, Fig. 4. The bores 37 of the stanchions 36 and bores of thg
terminals 146 receive the shackle 6 therethrough as seen in Figs. 4 and 16.

[00071] In Fig. 6, the lower body portion 14 is molded one piece of thermopiastic
material, which in this embodiment is the same material as the upper body portion 12.
The lower body portion 14 has a planar bottom wall 66 in section 36 separated from a
further complex bottom wall section 38 by an inclined planar bottom wall section 40.

Upstanding side walls 42, 46, 48 and 50 extend from the bottom wall sections. Wall 42

extends from section 38, wall 46 extends from section 36 and mirror image walls 44 and
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di agram of Fig. 18 useful for explanation of certain principles; [WW

I 1 JEI MURE 4it &&&hematic representation of the | ocked seal simlar to that
of Fig. 20 for purposes of illustration of certain principles; and

[ 00066] FI GURE 21a is a schematic representation of a circuit simlar to

that of Fn%x%@ﬂ&%é&@hél@mw&m 0. dfhecsite avallspt4 and pideinclufieonaie]datentse
enbodi nent of Fi g. 1, seal 2 conprises a seal body 4 to which is attached a

Shackl e oag Wiich fidkioNAflY abieiRMHeBL <33, el BOIrMG! uSir BARKbOEOR D 0asttelch

thereto and a circurt ﬂ¥ noni tori ransmtting the nonitored
integrity, or ta ered c I, ti.on,_ of th I opposite
first andﬂgﬁﬁﬁﬁgqgﬁa (§P a5fBQh?§§% e?quﬁé&g?ﬂ qﬁgﬁgﬁjhggﬁg?ﬁgﬁg upper
and | ower_ body portions 12 and 14, res ective n fit .ta h
forma co e hotsrtign B8dkig & |Qf|tﬁ@ Qe bﬁ&ﬁ’l‘é{\i{\'ﬁ E‘a'l\fi' ﬁ‘i%e‘a Hg.; %%?& oris”
contai ning the shackl e Iocklng1un|t and el ectronic nmonitorin C|rCU|é§¥

be descri$2d5dahdvib. [ DeciEs] 32 hastadal walb 5pshatisurnaced abswediat yalid g Cf@n

in this enbodi mrent at one end, Fig. 1, and protrudes through the upper body

porti on 184 aFiddsephratedrfeoraiwal BOILy iBdlinet Wk 62pSectipn56i s a fiat wall $4t payallel
configuration of the seal 2 as it is nade available to a user. The

att achmeng, gk mbearﬁﬁoéﬁéﬁe% LSO ROWAR BOS Bt her ad h@mveaﬁan BOwd i vl 5he Walls

separated from or st 1n transit between the factory and the user or

502 50 AL 185 MBS I, 10 e o

| nserted 5]? orm a 8rq1dwg ?a?’]:)?t‘:\rtiti:vrq otf tﬂqe cavity 16, Fig. 16. The side walls 42, 44, 46 and
48 terminate at their upper edges 90 in a continuous step configuration that is
complementary to and mates with the step configuration of the upper edges of the side
walls of the upper portion 12, Fig. 5, o form the body 4, Fig. 1, defining cavity 16 , Fig.
16.
[00073] An oval opening 70 is formed through the wall 66 and surrounded by an
upstanding rim 68. A plug 72 of molded transparent thermoplastic is sécured in the
opening 70 forming a window through the wall 66.
[00074] A circular cylindrical stanchion 76 extends from wall 58 and having a bore
74 terminating at a circular radially inwardly extending flange 78. Flange 78 defines a
circular cylindrical bore 80 through the wall 58 in communication with the external
opposite side of wall 58. A second circular cylindrical stanchion 82 extends from wall
64 of section 56 and having a bore 84 terminating at a circular radially inwardly
extending flange 86. Flange 86 defines a circular cylindrical bore 88 through the wall 64
in communication with the external opposite side of wall 4. The stanchions 76 and 82
each receive a terminal 146, Figs. 16 and 17a, via the stanchion bores.

[00075] In Fig. 7, the lower body portion 14 exterior includes a section 38. This

section forms a stepped recess 90 that has sub recesses 92 and 94 formed by
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upper portion 12 by the user, passed through the entire seal body 4 where

t he shackl e engages a shackle locking clip nenber, to be described bel ow,
until it emerges through the | ower body portion 14 and | ocked to the seal 2
tightly wapped about an article to be secured (not shown). The electronic

seal 2 conprises wgspard S.. a3y reusabl I v LR [ 60
noni tori ngg%‘?mﬁt%@%%%wﬁ%%ﬁﬂﬁé aﬁgdié) 4%%‘83 a é;?hg é{n l?ggﬂst g@:ﬁgﬁ%wﬁ“ ch
nmust be destroyed, i.e., severed, to opep the seal. hac '

of an el e®f sLbasstipncefhdieesssednis §$PW?9%?@W§FQ"BO%3W§%%N HF@bfeld?\Q/lé@P ﬂ?ﬁ@e
seal 4 to be ngiito Md:" The Iength of the tightened shackle is

det er m nedebijon B8 isoseparatety from owalt B6HIC Inchnes ivwrlk 68dv ahesidessihrssemle 46,
el ectrical shackle lengths of the prior art. The neasurenent of the shackle

| ength pr Quiisle sotlstiseisostaickas & hhdtzdodkg body dssembly ti@0eis asserblediinio Hie
i ndi cation of tanpering not provided by seals with a fixed electrical

shackl e | ¢0gldize LPUILHM 1A tre AEHMUPRAT abORly 08O coNnap, fitnfSlatior in one

nol ded one pi ece ernmopl astic, 1 ncludes side walls 18, 20, 22 and 24 which
term nate at, t heir. upper S. i i 1t6 Y6 aofirther
The porti (‘?ﬁnq‘}nﬁlgg't't Eﬁgé@gg% 'Sfpg%ésgg?h@%@agﬁawe?esgﬁﬁggggggbatnd 30 being
spaced by an inclined flat wall 19. Section s a,f Il 21 and
section 3GURasSeMBlGMRISiRG Hhe ﬁﬁ?q;kl%@é%?ﬁ‘?’é‘&%ﬁg@ @%‘%‘%‘q 2 valls 19, 21
and 23 formthe top external walls of the body gﬁrti,on_ 12, ,Fifg. 4. Thgogall
18 ext end§000T6h wai IIn Flg.ahdhadorking begdy stbassershingg’ |prios fo {ap( assambly jo Jam

are mrror images, include detent fenmale recesses 32 and extend from vva]I?I
21, 23 anduBassdmblycH® dsllshowry| iTrdr subdsseniy 965 mongwisest anolkdedthRENPPIASIC
within the recess formed by the side walls 18, 20, 24 and wall 21. The

stanchi Onfbo%ig hay n anishe pualirenewBich banpiséends sdme ugateriab asathie gaperTaad
stanchi ons 36 each receive a termnal 146, Figs. 16 and 17a, via the

hi . : . el sodhf 1086
st anchi on lé\%lepo&% pfg@,ﬁsaégal@#ﬁgaﬁg&@;hg;ﬁﬂo% It begy ex{Eigna) abf ds

upper body portio e stanchions 36 and bores
f the term.nals 146 ' | t @ idhas -
and 16. [ B0U9D femeqty of 3oy GbiiiaZ BRE FeOehbFiEh! A% bES! B BRATINSIMAS bypa

th | ast i terpal, whjich in thi mbodi. i '

the. Upper TSy 108 1 PBHCr210O%s el ety pirton 2t ibs°g BplRls iBlgR bore

wall 66 in section 36 separated froma further conpl ex. bottomwall i
38 by an 108 i Aeectenaviar recassohi Wil Torsed in die ather gpepsitaeRy i}}tﬁ%bﬂﬂ?ﬁ@bﬁﬁe

46, 48 and 50 extend fromthe bottomwall sections. Wall 42 extends from,.
section 3%ecess 186 foxmedds o rased eetiegulaepmiretion: 14 Withdt Walls ahdextghding
_ above the plane of the body 102.
[00077] The projection 112 has spaced parallel upper and lower respective planar
walls 114 and 116 forming the recess 110 with upstanding side walls, wall 116 being
coplanar with portions 104 and 106. A hinged door 118 extends from an end edge of
wall 112, which edge is also adjacent to and spaced above the end edge of wall 116
forming an egress opening 120 which provides access to the recess 110. In Fig. 11, the
door 118 has parallel grooves 122 forming the door 118 with sections which assist in
ultrasonically welding the door shut as shown in Fig. 14. Aligned bores 122 and 124 are
in the upper wall 114 and lower wall 116, Fig. 9.
[00078] In Figs. 10 and 15, a shackle locking clip member 126 is inserted into the

recess 110. The clip member 126 is formed from stamped steel, is conventional, and
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481t attell i d4ldifignilohtlial E5e-gihd 40. The side walls 44 and 48 include
mal e detents 50 which mate with detent recesses 32, Fig. 5, in the upper
body portion 12 to attach the upper body portion 12 to the | ower body
portion 14 in snap fit relationship. [00072] Section 38, Fig. 6, of the

| over  bodyapenabeie. g il Madiddds inion siéfinecs iciroslab2pehihgahed 56 rededin®ang?2
has a flat wall 58 that 1s spaced above flat wall 60 of section 54 and

separ at edioakﬁ\}g} T?@G%hﬁ&lé% {Hé?éﬂ'onﬁ*ﬂoi/i@'\haf%gge?ﬁ.gm@mﬁ%ﬁ chasnémbbat 26l inbihe

parallel to and spaced above wal , but not as high above wall 60

as is wal]_ . I ; r ral el : I id
35, The BRSSO dile Wpr M5 IAGeT SRR R I gl B S 1 Sho ey
the cavit 6, Fig. 16. The. si lls 42,. 4 46 and.4 ] . g
upper edg‘é@%@g ?Iﬁ&a iﬁﬁtqwm%qg?% %Srfﬁ’ipg'ﬁré[gingﬁ “é"ﬂ}i{h‘$§k§é@%{}§h§'ﬁ’?§r 98@8’
and mates with the step configuration of the upper edges Ogl I__I_he I de wal | s
of the upp? apsridon the boryd025Fig. @, pbihs loskingswpagseipply ©Q, ‘Qe?$-ni ng
cavity 16 , Fig. 16. [00073] An oval opening 70 is forned through the wal |
66 and sujo0dT8ded bin Bigsupsnant, rthershack@. 6 sepondyene 16fis fomediwith shepllar 92
thernoplastic is secured in the opening 70 form ng a w ndow t hrough the

wal | 66. ROLOME énet bf i Stiackie bRdrd efindsicangist dlangé 1S4t atrtle dndonThalehdSt is
and having a bore 74 termnating at a circular radially inwardly extending

fl ange 78nsEhandhtd fhelBbkdapeol i phifort Y bh”@kir;@abowrmz?iomer?uggot ethen

wal | in-communication w th the external opposite side of wal /
and havi golebiece bRz AEF BbaY 87, Sh S pugirafi Bltachety fl AR fp ch Ry
el | 64 | LAY AR ORI B g LS ess ey o e Bgav g o
stanchions 76 and 82 each receive a termnal 146, Figs. 16 and 17a,. Vi he
st anchi onowipiace {reoewih fernring the subsesembt 9B.0G- par tindrga g, g’i@( BRItigp fod 1§
i ncludes a section 38. This section forns a stepped recess 90 that has sub
recesses t92naottic¥otaringhe bljrection of arrow 136 to the configuration of Fig. 14 forming the
final assembly of subassembly 96 of this embodiment. This configuration of the
subassembly 96 is then attached to the section 38.recesses 90, 92 and 94 of the lower
body portion 14 of the seal body 4 as shown in Fig. 7. Of course, the shackle 6 may be
attached in other ways in other embodiments such as by a further clip member 126 at
this shackle end. This shackle end also in this further embodiment may be movably
attached to the further clip or fixedly attached fo the seal by this further clip. In this latter
embodiment the further clip.may also be used as an electrical terminal to connect this
end of the shackle to the impedance measuring circuit described below in more detail.
[00080] The projection 112 of body 102 mates in recess 94, Fig. 7, of the lower
body portion 14 and the body portion 104 of the body 102 mates in recess 92. The body
102 mates in the larger recess 90 formed by section 38. The hinge 108 may protrude
somewhat from the body 102 and form a snap fit with a lip 138 of the lower body portion

14, Fig. 7. The other opposite end 139 of the body 102 also may form a somewhat snap

fit with lip 140 at the other end of the body portion 14. The snap fit of the subassembly
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respefi Wbbli0 15bttaWivagl at and 58. Recess 92 is formed in the bottom
wal | 60 of subsection 56. Recess 94 is separated frombottomwall 60 by
inclined wall 62. The section 38 is separated fromwall 66 by inclined wall
66. Shackl e subassenbly 96, which conprises shackle 6 and a | ocki ng body

assenbly 100 is. .assenbl ed into.the,recesses, of secti i; [ [

of arrow $BHGIE §§glg§$&dﬁr%h§?ﬁ%ﬁ i -ﬁh%ﬁ ag‘ﬁlﬁoﬂﬁﬂ?ﬁ?{a Wgas'%a‘%%%dj :tdé %géassgg(tj
through the bore 88 in recess 92 to forma further sybassenhl | 81005

t he shacklbadyubadeenthieysisskiadresherdk1884Fig. ot 7@ e ?ﬂ?ag’.?‘f%,gb'?ﬁ%&?egagfﬂ ﬁ*gé]g“p
body subassenbly 96' prior to final assenbly to form subassenbl

S y 96 is,.
shown. Thensmbasseahn thosubassmbiy &6, Figribdethe sbackdp Gatihis #pays dipvp fiohtly
t hi s enbodi ment which conprises the sanme naterial as the upper and | ower

body porti ! 12 Afde}d bbapBkapinthe 1beiesi statdobiFigd3 (@ igslides thiowgibbeterninal
y

is initial ormed of two copl anar planar rectangul ar portions 104 and 106

oot ™Y e AR g hagBBer, 198 il ne SBbadiorhiigom ebhren HHEemodeditom the

st epped thr A 'rectangular recess 110 is formed in the other
opposite end of the 80({1}/ éOZ. The recess 110 is forned in a raised
rect angul aPWBF BPREPPBIPMT® with flat walls and extending above the plane of

t he body 102. [00077] The projection 112 h spac rall

respect i vdOpP&thr wdhi Eigt 147 .a@dPinEed GFﬁﬁ"ﬂ(}qaﬁa ﬁ%k@gsasﬁﬁéb\}y] Pﬁﬁtggﬁ%ﬁi %ﬁgé
side walls, wall 116 being coplanar with portions 104 apd 106. IA hi n §€t in
door 118 eoomadﬁomalcmarsaé:waaejgézomthvawculmgmmwpet%&95%”\ '035%69%(8? &t

to and spaced above the end edge of wall 116 form ng an egress qpenij ng 12r?

whi ch pr ovigdesgachesse tompbaeniciesiideld mitropFogessbr, 166 angdes-tordgitahgonverter
paral |l el grooves 122 formng the door 118 with sections which assist in

ul trasoni cg| ' i heavbahdpasgfiltdd(BRAfiiten d@8h aftegating
and 124 af(g‘dl% ){%qﬁg%%érgﬂfmﬁﬁmﬁfﬁﬁw V\B.a| I p116, (Ii:r?(g. 9. [00078]In

recess 110t (@R SRty ' fefhp PRy RIQuEAR IR [RE) yremmotiver 174

conventional, and hgPg. ti dEki d-Vii,i]_ i1 qj o j I bFiftddewiri
openi ng 13079 89 qne%%a@?gﬂ&%ﬁ& mB@Pﬁ{&”td%&&%Zg la%é%h}%ﬂ/e?'g(? gl&?)nﬁ%ﬁghevay "ing
action. After the clip nenber 126 is in.the reces i

hi nged cl oged shewhhen sHifaen ﬁh‘ff:ip&é1&‘%‘?%“8‘?‘??“?@é?]ﬁq%%b?@a\%ewgﬁﬂﬁﬁed to
The opening 130 of the clip is aligned with the shackl e receivin QL es.
and 124 i ntheheirtagdy d@ventipgal tashism. t Re q%ﬁﬂﬂ@ﬂ@%&%&%‘%%?”@?ge' ‘“ﬁ‘."&%ﬁ’
[00079]In Figs. 9 and 12, the shackle 6 second end 10 is fornmed w,t

col I ar” 132conductive to the circuit. A pair of metal electrically conductive Cylindncarll t&rminals
146, Fig. 17a, are attached to the assembly 140 in spaced relation to each other.
[00082] In Fig. 17a, a representative terminal 146 comprises an electrically
conductive material, i.e., metal and particutarly, brass (or nickel plated steel) in this
embodiment, that has a cylindrical through bore 148 in a circular cylindrical member
150. A circular cylindrical flange 154 extends radially outwardly from the member 150
somewhat medially of the member longitudinal axis 152. The seal body 4 cavity 16, Fig.
16, may be filled with a conventional potting compound to make i impervious to water
and moisture and further adds mechanical tamper protection.
{00083} An additional arrangement (not shown) may be added to detect if there
has been a tamper event with respect to the seal body 4. That is, attempts made to

separate, or the actual separation of, the upper body portion 12 from the lower body
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near the end of the shackle and a cylindrical disc flange 134 at the end.
The end 10 is inserted into the bore 108 of the portion 104 of the body
102. The end 10 is then nolded to the portion 104 of the body 102 or in the
alternative attached in any other way such as ultrasonically welding and so
on. This Sﬁﬂiﬁﬁiﬁﬁéﬁ&"%&?iHQ&’r%“@ﬁ%@t' 8 bedird82haanoadditibagke eidetais tionitoring
formng the subassenbly 96, Fig. 13. In Fig. 9, the portion 104 is then

fol ded oveg,. .. j tion of arrow 136 to the configuration of Fig. 14
form ng th‘ﬁee‘f'g%mﬁasg"é’mly of subassenbly 96 of this embodiment. This

configuratj t he, subassenbly 96 .i.s en ., attached,to : i :
recesses 9&9%?@%5 and @My'gf %éh@el %’iﬁ@m%ab{}]ﬁoﬂ%‘%‘ Qio Eﬁe ?%%%s@gﬁgﬁ)%g(fﬁ% fleis
shown in Fig. 7. O course, the shackle 6 may be attached jn other s.in.
ot her enboshawmt Theupatah slasjrically gendeetive tesminais d 01300 &f'ﬁt&h% Péﬁéd’ﬂ“ﬁ@%‘ﬁ'&?’
This shackle end also in this further enbodi mrent may be novably attached to
the furt herefelenpeonurheradsllaye dtientidas dottbet prrtss wéth byprimed refarenee neimegrals) are
this latter enbodinent the further clip may al so be used as an el ectri cal
term nal t@agperegicaljiconasetedlby Agyzphmidk tentaot te respertvecsrouitasnduatpr 156',
circuit described belowin nore detail. [00080] The projection 112 of body

102 mates {gp S Rifing GircOft (hBEShEWNEY oR A8 PITE 'of @ Efcdin BoaReabseiyibly
portion 10145%f t he %@ﬁ?dlwdgn%lrecs i(n rsecess %2. The body 102 mates in the

anger SRSl AP A e e, e SRS TR RSt
POrt I on 14, vl oS T, PRBOSAS® Tl RO TR, B %, ey

14. The snap fit of the subassenbly 96111td1Fibi Atii"alladY

Al | i hai bR pASsage threughhhievasiosshosesnisinprognestly gireled & hecsuhasserbly, 94 and
when the shackle free end 108 (Fig. 12) of the shackle 6 is | ocked to the
cli p nmenbehu$is aivaysheresebbimdbathioye ®bterfinal 16.. The shackle 6 at this tine
is drawn tightly about an article to be |ocked in the |ocked state of Fig.
3 as it sl{odesst hr ouglhdrthd ehatidel 6 1966 B dockedptontind seall 26t0 Saawret be article
subassenbly 96 can not be renoved fromthe | ower body portion 14. [00081]In

Fig 17, athBFéFggtBﬁ;&uﬁbrrBWeH SRPBbLI(REBhARREF i Ras p8BtIVS9Ihm annular ribs &',

conventi onal strate 142 wth circuit conponents, schematically
represent [ ' : tS.4-nc LGLOR S Luligd, h
el og- ooy & Sobfiee M6 TaELIRABER' FeldhCon e Rfbey Pl PRy Elbueq dhrouch
bandpass fjlter (BP filLtec. 8, alternati curre .gen t 2

ant enna, rtbﬁi %rf'}("é%fuéﬁéyel%'éi é%et"?@fl (ﬁlﬂbﬁ %b%@éﬁ%m i%%ﬂ%gsﬁ{ogn%ﬁ to be
described in nore detail bel ow The assenbly 140 also has prjnted w ri,n
(ot " ShowrSetutio by aarkie BRTIONS" Pl 06 RBAGH o RUNGC TBatiay Uil Tiinalaf e R aiso
connected to the wiring in conventional fashion. A conventional battery 144
i s coupl ecpasisest through ytheoapkening vE3Q oftthe elin coemben 128 r dte ppeaing 130 is in
electrically conductive cylindrical termnals 146, Fig. 17a, are attached

to the assatéferendd fii witptheeshacklatsboms tem digritio dhbeshackl@oase prevearit ghe ishackle
representative termnal 146 conprises an electrically conductive material,

i.e., net af‘rorﬁflﬁbiﬁ%rvbiﬂfa#h@h!iM,arPﬁﬁl%ék(di’rfecﬂbﬁ keipobltateths iresdrion dirtbiion of arrow
enbodi nent, that has a cylindrical through bore 148 in a circular

O o TSRt g A ARt BOR e rbA gt At

outwardly onewhat ne menber | ongi tudi nal

axis 152. The seal . body 4 _cavity 16, .Fig, .16, A i a

convent i orf‘gp ’B%?"??%aﬁ%%ﬂf,@f}f?&e{ ahghdy i‘q%ki thﬁéﬁr\%%gﬁggttéé\?g? fei?%a%% noi st ure

and further adds nechani cal tanper protection, , . . .
[00086] The shackle 8, in one embodiment, is injection molded, and comprises an
electrically conductive piastic, such as polypropylene or polyamide loaded with
electrically conductive carbon particles, and formed into a unitary shackie. Low cost

commercially available carbon black formulations, traditionally used for anti-static

shielding, give good results. One particular material for the shackle 6 in this
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[ 00083] An addi tional arrangenment (not shown) may be added to detect if
there has been a tanper event with respect to the seal body 4. That is,
attenpts nmade to separate, or the actual separation of, the upper body
portion 12 fromthe | ower body portiiii6lld ?Whi ' iiriogbil-hiaMeed if
desired by an additional .electronic nmonitoring device (not

[00084] | n eimddiBentiNkhalive ‘%‘@gglfé@tw?s%@me@%eﬁeé trapergady Or}zﬂﬂd)rﬁ\{a}ﬁ‘éb‘e from
| ocked state is shown. The netal electrically conductive term nals 146' and
146" (the gGabbsCoigdrafion. s nedteriaice carben blackdoadéd polypeetylens comppend for
with unprinned reference nunmerals) are each electrically connected by a

gal vani c CF?{]E&EJ?\ th8idhd. e?ﬁf%%ﬁfé? aPhé§H't§uH‘é@é¢é§§t§ncé5ﬁ 10° Bhi/sqlnteevolume

printed wirrng circuit he PCB of the CII‘CUIt board assenbly

i TP ) O R e e
a0 i Aot B BT S t@ara“ RS, it Eonsrve

the bore of terminal 146'. [00085]Wien the shackl e IS toq?e | ocke to thhe
seal 2 to BelymessasLciyas obbaniBee roFige Beshagkioves. isan altematie mgng hes
(which has relatively thin annular ribs 6', Fig. 4, to enhance the f|n er
gri ppi ng aahietecticallhinsslating oeterfager 180 ahd anunhetcerer R AT elestricallycapfuctive
146", Fig. 16, and fully tightened about the article (not shown) to be
secur ed bypRac ksideefibb@mbble foStHeshaukies) aHescanfigueatidrhobinghshtdolie 158 is to

term nal 146 It al so passes through the opening 130 of the clip nmenber
126, The opsiak 1flerk el ahripres AL e e
126 f or e §8@<ﬁ€éféo§fnagE%eﬁ'a@a‘?{ﬂ Eq?B{Oﬂ}'%ee%nb FpeRiaRE 15 o St RrETIAT
Shacki o 6, TGS erBod oS- 141 nj ecti on ol ded. -and compri ses an

{00088] When the shackle 6 is tightened about an article (not shown), an
electrically conductive loop 6™ (Fig__. .16) is formed by the shackle with and including the
terminals 146" and 146". The loop portion 6”7, which extends from terminal 146’ to
terminal 146", forms an active resistance to be measured 'as explained below. The
shackle portion 6” fength to the terminals 146" and 146", which is adjustable, in this
embodiment, is used to monitor the integrity of the seal, i.e., the integrity of the shackle.
[00089] The shackie 6 in this embodiment is about 0.150 inches (3.8 mm) in
diameter +/- 0.001 inches (0.0254 mm) and may be about sixieen inches (40 cm) in
length. The two terminals 146’ and 146" are identical in this embodiment and have a
bore 148 diameter (Fig. 17a) of about 0.154 inches (about 3.9 mm) +/- 0.001 inches
(about .0254 mm). This relationship provides a clearance of about 0.004 inches (0.1
mm). This clearance provides a capacitance between each terminal 146 and 146 and
the shackle portions 6" and 6”. In the alternative, the shackle 158 of Fig. 8 when
substituted for shackle 6 exhibits a different capacitance due to the presence of the

insulation layer 160 between the core 162 and terminals 146’ and 146".
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el ectrically conductive plastic, such as pol ypropyl ene or pol yam de | oaded
with electrically conductive carbon particles, and forned into a unitary
shackl e. Low cost commercially avail abl e carbon bl ack formul ati ons,
traditionally used for anti-static shielding, give good results. One
parti cul aEO@@%ﬁ{g‘fi=--‘ahﬁﬂﬁﬁ@m’dﬁ2@‘%w&icajih@ratnﬁlinatic representation of the contiguration or
erribtl ai ni eaf ahvnt ai t agi bEl ; XS4865, a regi stered trademark of and
availablefro Q0. ~5 ER efikal od oRloACck” li©bdiukeen
ﬁ&e@ﬁ%%\ﬁﬁp%ﬁﬁl}cﬂg of tﬁ'us‘irzf(%!h. i aétﬁ/easﬁéﬁk@P

pol ypr opyl or injection nolding. This nmaterial has a surface
resi stance of 102 oh n vol ume resis j extends
resi st ancé¢ éeﬂmlﬁégr{gaqs%r@ ?‘f‘]@ %"I‘Fggnkef 8%%“%?@%*?8%%%@%%&%@???& for

t he shackle material is plastics with conductiyve | yoer s uch..a .

pol yani | i heyong thegerrai,nag A46kl & h@d@ﬂ@ﬂhO’%Fh%t'@'@?ﬁgg iapive Hstie nt',g RQQitQred
electrically insulating outer |ayer 160 and an inner core 162 of .
el ect ri calfnis ¢emgthicehds tpldifier cameng editfetet disgB ovfetheosed!ng WRIL R @V8N SRR
configuration of the shackle 158 is to mnimze influence of external

conduct or $gcRM et inad bile 6imd dsehort circuit the conductive shackl e
and also to provide a pure capacitance to the shackle core froma term nal

146, or 148eofy o- g [990RRbMRIHcomligehe Bldotid | ahéuinedt alimit seemati

article ( el ectrically conductive loop 6" (Fig. 16) is forned

e ARt S A A e Brchaperome

active resjistance to be neasuyred as explai ned bel ow,. I o & s 3
| engt h t o thedernaingisnifg g 'ﬁgndhﬁ&lga‘ﬁ%\/\ﬁﬁ gﬁ"’}l @ %Hgagéfgﬁggr@at% higsﬁ&‘tﬁﬂs%
enbodi nment, is used to nonitor the integrity of the seal, i.e. the o
integrityand BhdFighat® & thg geepegtivenergiaRiR| W aind (W& Ak iR capacitive
about 0.150 inches (3.8 nmm in dianeter +/- 0.001 inches (0.0254 rrg) @gld.
may be abalémshktrethis ienditetimentd Th shacklengtis pulfed terpeohdhgi traninal A46° SHANY
146" are identical in this enbodi ment and have a bore 148 di aneter (Fig.

17a) of ahpatiofkiA§4Anbasheisich alliows thed shagkle/6 |Engib Toi be lesiugtedoin anoipdlividual
mm . This relationship provides a clearance of about 0.004 inches (0.1

Thi s cl ear ' ARRAATH R BFRNEEHEEbT QRS tHaekisi Bakitl 46 temunals6146’
and the S@ﬁf‘;ﬂ%ﬁf%ﬁgﬁ% and 6". In@t he alternative, the shackle 158 of

Fig. 8 m%@gﬁi@é'o-*é%%tgqnfé’kpmlefec@ri@éﬁh%@eﬁ%née GohhsHeiy ahaRacheRANR ofibe

to the pr I nsSu ayer 1 bet ween the core 162 and
termnals 146' and, 146". 0100]."r/, | Li iLit 204, hilaigdf i gi atditickie portion
di agr ammtqoénqlﬁﬁaégéﬁglgt?%%ém'?%ﬁ T/élgnﬁpgt?@aﬁt‘i oﬁ1 %@?g.ﬁ.‘%é@s s%mv(\;/n tor
sinplicity of illustration. The active shackle rtion 6 . twee :

t er mi nal s 6laBetwaan thederamaly RuisJRses A resisiet p(/ga HSrF?i'%geB%thﬁ[g‘ ¢ ng%%rs
ext ends beyond the term nal 146". The length of the tightened active
portion 6'Cis nonitored. This length tends to differ anong different uses

of the seal 2 when a given seal is |ocked to an article in a one tine use.
[ 00091] Fi goo892Fhowsintthe atigmataveeint Figse@0riandc2 tauine tsmingl havhieh gay be a

clip such as clip member 126 shown in Figs. 10 and 15, for example, may form a direct
galvanic connection by soldering or otherwise connecting it to a printed circuit conductor
155 wherein the shackle (resistance R) is directly electrically conductively connected to
the measuring circuit M, or signal source S with no capacitance present between the
source S or circuit M, and the resistance R. In this embodiment, only a single
capagcitance C, Fig. 21a, is in series with the resistance R of the shackle. In Fig. 21,

one of the capacitances C or C; thus is replaced by a direct galvanic connection 153
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representation of the device of Fig. 20, where the resistance of the
shackl e portion 6' to the termnals 146' and 146" has value R The
connections of the shackle portions 6' and 6" (Fig. 16) to the respective
termnals 146' and 146" each forma capacitive el enent in this enbodi nent.

i chal | SeEHS R BHETHE 3 SR IOR 2 Fhanh e cama ik bty O0Hl hief & Foy

each application. This arrangenent of the shackl e 6 with the termnals 146
and 146" rtlesimpedamceanmsaspting céteit iz cal i npedance conprising an RC network
of the conbined shackle and termnals 146' and 146". In Fig. 21, the active

shackl e pgopoos) 6' heiwaRely dfh@oher mefiidds ddnise {isedso mezssis the impedaniceeZ RN
in series with two capacitors C. [00092]In the alternative, in Figs. 20a

and 21a, gﬂﬁhéﬁ&gld?ﬁ v B lthé. ré@é@hc&ak %da tﬁé' Bagaitanag O iap tentrcu2@ia the

shown in Figs for exanple, forma direct galvanic
282532% ;?%%Wﬁé?%%%" adhr Sprt E%‘%E%H%” e 2%2?’35\{'??“52%?’;"”‘
o capact {8 8hANBLeRRICBIBBRrY AB Ab radels B rvteﬁﬁﬁh% *tsﬁ%%@ ove 21t

resistance R In this enbodinent, only a sin e ca amtani:e I(ggla[nﬁé " i's
in seri es different frequeseies aircthermisropipsessricidts Fig-nl Giyand L cafy ke e

capacitances ClL or 02 thus is replaced by a di rect gal vani ¢ connection 153
beR kil eagefiaM tMal . 20a and 2l1la conprising an AC signal source S and the
i npedance neasuring circuit M [00093] A variety of known nethods can be

used to mMages4] t he THOEMNSMPedafcs Erddnehe auprsséy ashe resistance R and
the capacitance C of the cirguit vi a the m croprocessor 166, Fig. 18. One

Fed by an AC si gnal t°B§°ﬁ8L%§r. R B Grop over 2 at di frerent

frequencies via the m croprocessor 166 Fig. 18, R and C can be quantifi ed.

[00094] Thgooveskal | iwipedeRieti? Esistbrceapinesswtkiesportion 67 and C is the
capacitance of the circuit between the shackle and at least one of the circuit
conductor(s) (\}ia at least one of the terminals 146’ or 146%).
[00096] Assuming that C is constant with an impedance inversely proportional to f
and that R is constant and independent of f, making two measurements at frequencies
f, and f, respectively allows the solution of R and C. A varying length of the shackle
affects in theory the value of R only (the capacitance between the strap and terminals
doesn't change because each of the diameters of the bores of the terminals 146’ and
146" is a constant one value and the diameter of the shackle 6 along its length is a
constant one value, Fig. 16). By measuring Z at two frequencies, a changing C (due to
change in coupling) or a due to a variable length shackle can be distinguished. To
maximize the sensitivity of the circuit, the frequencies fy and f, and the shackle
resistance R are selected such that R = 1/(21fC)
{00097] In Fig. 18, the circuit 164 disposed on the circuit board assembly 140, Fig.

16, comprises a power source, i.., battery 144, a microprocessor 166 including ROM

168, RAM 170 and memory 172, and a clock (not shown). The circuit also includes a
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Z(f) =(R2+ (1/(2-rrfC))2) [00095]where Ris the resistance of the shackle
portion 6" and Cis the capacitance of the circuit between the shackle and
at | east one of the circuit conductor(s) (via at |east one of the term nals
146" or 146"). [00096] Assumi ng that Cis constant with an inpedance

| nver sel v prapert LR INELAIR BB, Rrich ROAFQBloRAGIREIRIGARUN (0 the

maki ng t wh requenci &s f1 and f2 respectively allows the
solution of Rand C. A varyi | en. f L f ' raktdinal
val ue of Aigmpyotasker b allol (A kORI RAd e TR G R Aot 18Rk
change because each of the diameters of the bores of the terninals: '
146" i s atraosseiyar deviee idbubexise 11 ioslHAas @r’ff%?sc@fY@féﬁﬁllﬁ‘IﬁBT‘@"gF%Wéﬁﬁ{f g’%'d
|l ength is a constant one value, Fig. 16). By neasuring Z at two i th
frequenci esanmleh@hgi tgndiviere aychanga shorttange regicodyrRicllye opgrajed in the
vari abl e I ength shackl e can be distinguished. To maxim ze the sensitivity

of the ci ngatidtriall BHidRtRUENE  Medithl ABIAY Bamd dbrt hebadiestetiering sranspatdeR tarke
sel ected such that R 1/(2-rrfC) [00097]In Fig. 18, the circuit 164 disposed

on the cirguyt a4Qendy RenifcatRPIIRFIB infiashastresource, i.e.,
battery 14 gb?%%@é@%@?i%%@éfrlégeq cl Strjli ng 168? RAM 170 and nenory

ar 12 00BN enmre QR AT B e B R e e

o an ext b st USRIt TR AL BRSRTHR0 1 B DI TEraaces d e et LT

simlar to transceiver 174 for exanple. The transcejivers may.be a

shor t - r anglifferadt equensies The byesusaassivie RWM ditRiSHY freguensy signas fremying

Medical (ISM band or a back-scattering transponder to be used in a .

standard Racdafordqseare\gdmieatiisdigitarsigmis Op maduletaraigpylline 180 and applied
as an input to the AC generator 182 (a LP filter) which converts each of the digital
signals to a sine wave, where high order harmonics have been suppressed from the
generated digital signals. The generator 182 outputs the desired AC sine wave signals
on output line 184 which is then applied to terminal 146’ (Fig. 16). State-of-the-art
microcontrollers typically feature a pulse width modulation (PWM) circuit, which can be
used to generate the desired digital signals each at a given predetermined frequency.
[00099] Line 184 is connected to AM (amplitude modulation) detector 186 {fia line
188 through the series connection of capacitance Cq, resistance R, capacitance C; and
band pass filter 198.  Capacitance Cq represents the capacitance froh the shackle
portion 6, Fig. 16, to the terminal 14¢’, résistance R it will be recalled represents the
resistance of the active portion 6™ of the shackle 6 between the terminals 146’ and 146",
and capacitance C, represents the capacitance between the shackle portion 6” and the
terminal 146”. The output of the amplitude modulation AM detector 186 at line 187 is

applied as an input to the microprocessor 166 through the series connection of low pass

LP filter 190 and analog digital converter ADC 192.
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[ 00098] The circuit 164 further includes a pulse width nodulator (PW) 178
and a low pass filter represented by AC generator 182, synthesizes AC
signals at at least two different frequencies. The two successive PW
different frequency signals fromthe nodul ator 178 are generated as digital

signal s on podul.at Ole. gUEOUE . 14 H8.E80 and. appol j a L (P t ‘
genr at or IOABAG0k L TRETdps bR R b P aPBa Ao & B APEebRrofufising o,
si ne wave, where high order harnonics have been suppressed fr t .

gener at edloti-gostawitdhydiatle antha taeineapadior 12epnding oo tﬁﬁieiﬁ‘ésﬂfg@% AK‘(E,S@P% an
wave signals on output line 184 which is then applied to term nal 146

(Fig. 16) adStiahar biastdzer be taddedriocionteask| the detgppt sengitivisatAliasnativaly. < back-
wi dt h nodul ation (PW) circuit, which can be used to generate the desired

digital spgRakSspRHngldididickrno@redatierintrrgdef theqDentays! 00N detdated Banals
connected to AM (anplitude nodul ati on) detector 186 via |ine 188 through

the seri eﬁ}q“rg&[‘ﬁﬁ&ﬂ&g@@‘; SERBRGHY. 2REE SrbindiCRbg! AN fRGasingnnel samaivdthdut

band pass acl represents the capacitance fromthe
shackl e portion 6', Fiqg. 16, . .to . .the t j 6, b5 BuB-dibd¥ddtedtBr
recal | ed MarQdusing < EE%%'@%& meaﬂﬁgcgqre‘{%e@gét%éea p,ch'{ht% ?“éﬁ g! of tdlge shackl e
6 between the termnals 146' and 146" nd ,capacj,t anc I :

capaci t aneenfiguraien Braisingexlow Sst Sehett 'dﬁwge’t h'@ B@ferﬁ%aﬁgﬁfgﬁ&m{lﬁ”ehgﬁ be
out put of the anplitude nodul ati on AM detector 186 at line 187 is applied
as an i npfurther eén@ncedr opr ocessor 166 through the series connection of |ow
pass LP filter 190 and anal og digital converter ADC 192. 0661al""
11,, N -' Afigb-rr§ai | Opiforetl bbBnipass BPsfilgrl 88 i$ deforesthendalactt B4 & filter out

conprising a |l owcost switch diode and a tank capacitor. Depending on the

level of jhie Adi BiRRlreqemydikicoRdndd asucharade &QdEaH2 oelestriabsteldie from
detector sensitivity. Alternatively, a back-biased swtching diode can be

e 10 ) IeRaEcditIaRin. ftn Man! Busiohigr! RftaBk dfiflotioh fockie detetiensiongand

sensitivi way of 1 ncreasing the sensitivity w thout
introducing a DC hjas ta the_detectar 6, 1 tpegs t
ual i ouE9ueE dovald Eeadings SURBAT Bontaashay FREg RIS idh feke strengths,

BP 11 L er Suck aeciepential Tere BRIk Be e FRHNeG foud be obBiRa BF ¥

detector 186 and cause invalid readings, if not properly filtered out.
[000102] When the shackle 6 is inserted through the terminal 146" and clip member
126, Fig. 16, and tightened as desired, the impedance measurement can begin by
issuing a special “arm” command to the microprocessor 166 via the external device 176,
Fig. 18. When the arm comma.nd is received by the transceiver 174 and microprocessor
16..6, the mean value of R of the shackle portion 6” and C is measured and stored as a
reference value in one embodiment. Thereafter, measurements are performed at a fixed
interval, typically every second. An averaging algorithm is used fo update the reference
* value with subsequent readings in such a way that slow transitions due to temperature
fluctuations, e.g., are filtered out, where fast (such as shackle removal or damage) can
be detected.
[000103] Alternatively, the circuit 164, Fig. 18, in another embodiment is

programmed to periodically scan the circuit to determine if a strap has been inserted.
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| ow- and hi gh-frequency interference such as 50/60Hz electrical fields from
I ncandescent | anps, which can cause high-voltage injection into the
detector 186 and cause invalid readings. Further, high-frequency RF-signals
with high field strengths, such as terrestrial radio systens and cellul ar

read ngs, 1 e BB R BB BB (RR e R BRER SN e ¢
i nserted thrgag@eﬁt he term nal 146" and clip nenber 126, Fig. 16, and

ti ght ened €88 red, the inpedance neasurenent can begin by issuing a
special "arm command to the m croprocessor, 166 vi theqaixternal

e B 5. T00010RTon Cotionelty el $54 B ingkids,a faraperene s oy 184,85 low

m croprocessor 166, the nean value of R of the shackle portion 6" and C hs
measur ed amshisdringednds recardihgr e cthev ambientniemperatiyedairdhe. sq®leRef tier  other
measurenents are perforned at a fixed interval, typically every second. An

aver agi ng ngb@frirgu8 hétedIRMowo update the reference value with subsequent
readi ngs in such™a way that slow transitions due to tenperature

or " danage ORXIE LI, PRRROT B O s e R g

or damage e detec _ ively, the circuit 164, Fig.

dot er i e S14Me BP0 Pis THSHR ey PUUt IeRElol A0 12 T Bohigt o Ghidiope

e B ol DS9SRI e and OO U R ok essor
166. The ROM 468 includes a conversion algorithm (not shown) for signal conditioning
of the discrete input values to perform an analysis of these values and to perform
various other tasks as explained herein which may be programmed by one of ordinary
skill in this art.
[000106] The discrete signal values read by the microprocessor 166 at line 196 are
analyzed such the output values manifesting the signals at two different frequencies f
or f, are used to calculate the impedancé 7. This measured value is compared with the
initial measured value that was stored in memory 172 at the time the system was
initially armed by the external transceiver 176. That is, the initial measured Z value at
the time the system is armed is used as a reference value for all subsequent
measurements of Z in one embodiment. A predetermined change in the value of Z
above a given value manifests a tamper event.
[000107] The microproéessor 166 may also be programmed to determine if the
shackle has been displaced and the amount of displacement after the circuit is armed.
The displacement will change the measured resistance of the shackle and thus the

change in length of the shackle between the terminals 146’ and 146”. This change in

length can also be used to manifest a tamper condition.

25



nonitoring and recordi ng of the anbient tenperature at the seal 2 or for
ot her nonitoring as noted bel ow. [000105] The | ow pass LP filter 190

suppresses the AC conmponent of the output signal on line 187. This filter
190 output is fed to the ADC 192 to convert the envel ope of the AC signal

into a digital discrete value tor. further processing by th ] C
166, The onb188 ;erus i inoaSpbina SBREnR, thdionlnbih o aPRRIFGLERE #C
conditioning of the discrete input values to perform anmanaI%Fi s. of these ¢
val ues andurremeirbmr gerensitaru$8dtthesughndne sheckrppaitinaddhated f Oﬂﬁeﬁé‘
programmed by one of ordinary skill in this art. [000106] The discrete

si gnal valugsydrass BYardd's. Mher aptatess tine 166 foml theoADE619R és aranoytiens! Jadhe
t he out put values manifesting the signals at two different frequencies f1

or 12 ar e disalekiRhEHES YR Wit ITTRFH M pRopbriiciil o BRamurPrbactlelrasistance R in

conpar ed hmeasured val ue that was stored in nmenory 172 at
the time the system initiall exter r | itdd€es C
That 15, the STHGqGRN g drasiEaey FETEenY (5o BrlRnce SnmeCtefordices C
used as a reference value for all subsequent syr t i

enbodi nentandaGar Byetsingritwe iigrenb & %Heﬁﬁgsghﬁﬁ?%;bo%ngggag% Cépv%ngggﬁ'e To
mani fests a tanper event. [000107] The m croprocessor égG n%el Sodbﬁfy l
pr ogr ammrecharalldedrift in 7 dauset by hermreEatHess vaEalipnA8g| eloer | L CHRBLR SOV
di spl acenent after the circuit is arned. The displacenent will change the

measur ed rashatane b ahbotbhaedlendes cahie Measureshigeona embngiment apg stored
shackl e between the termnals 146' and 146". This change in length can al so

be used t Qn%ﬂyféﬁhﬂé‘o‘f%’mﬁ gneirdiieth memory 172. This mean value may be used for
[ 00. 61IW I |, 34heeei hlti biq i13frtof the shackle 6 is nonitored by

app! Yi NG LOsgn@ngdlf | i1 RIigEN Hed QlroiAtd Nag Uihetinbys tAe kicfodkol(hobnstivn)

at at |eas feren requencies t1 and t2. The current on |line 196
fromthe ADC 192 is, proportional t ' end. iShatidh Hehha
i s propor tRIGRRMME ﬁgo(tﬁSnprPgé%'pi Slfe}ﬁ?egg(? @Pgﬁg'eb%g?ﬂa@%eoégggﬂe]and the
frequency dependent (reactive) reactance of..the. I ces Cl and C2. By
usi ng two W@ﬁﬁb%ﬁ%h‘?lﬂé@ﬁ@n& Rar aéﬂﬁ“F??d'BB?W'ﬁ?%gﬁﬁé@an be solved. To
handle drift in Z caused by tenperature variation gnd other |ona-tei
drifts, a [908d08kan Ueiheeltdmativa, fb@ﬁﬁ“ﬂﬁ@ﬁﬁ@ﬁ@@@fzggoﬁ@ qaaEed h psher
enbodi mrent and stored initially at tinme of arming the circuit in nenory

172. Thi's eaodiménebyrthe hicrapentdssor déopand dun valves rorerareddond fakle afysiues
as tinmed by the clock (not shown) programmed into the program of the ROM

168. Depenglppsy ANtHOROIAVIEE. | Thid isolm eornpessdtetfor pessibie olangss ia thanysdue of C

alarmcondition will be trigged. [000109]In the alternative, the

tenper at UreSRNSOthel Ahalidl RStIRM YrRdid tAMAIST 146" and 146" due fo changes in
shackle diameter due to predictable temperature shifts. The shackle plastic material
exhibits a relatively large expansion as the temperature increases, i.e., a positive
temperature coefficient of expansion for the shackle material. A femperature increase
thus will correspond to an increase in the value of R for a given jength of the shackle 6.
The change in R of the shackle due to temperature variations will be dominant due to
the large temperature coefficient of the shackle plastic material.
[000110] The temperatures can be monitored by the circuit 164, Fig. 18, at
specified time intervals, Because the shackle is plastic, its thermal coefficient of

expansion may result in variations of the value of C for different sensed temperatures

due to changes in the gap with the mating terminal(s) at the terminal-shackle interface
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enbodi ment by the m croprocessor 166 and the val ues conpared to a table of
val ues stored in the ROM 168. This is to conpensate for possible changes in
t he val ue of C between the shackle portion 6" and the term nals 146' and
146" due to changes in shackle dianmeter due to predictable tenperature

shifts. T%ﬁ%ﬁ%héﬁggg aﬁ%ﬁ@t%ﬁgﬁ%ﬁ-:@hﬁ@# B terfparehiabl thel il oy Riamiesr.

as the te NCreases, ositive tenperature coefficient of
expansion _for, the shac material . A tenper ' ' ime the
corres ponaI heo'”gf??ivﬁ@‘ree‘?sg in ﬁnﬁkf’énbg‘lj'm?rg’f 'ﬁf%%@é&n %e%%fsﬂgﬁgt H%o%f ﬂtHF?et ime t
shackl e 6. The change in R of the shackle due to t er at vald at | .
will be déeehahis @uisedo théablarigeconrsipisiod @ stnse {T‘Ei‘bﬁt ﬂéﬁ‘“tﬂ@ §ﬁ'!&'%%f§*8““9
plastic material. [000110] The tenperatures can be nonitored b%_ the circuit
164, Fig. cbirected spkesidfel (thangesnndR wartespBadiagde tempestitek pRIftsy Iq)) thlg indial
its thermal coefficient of expansion may result in variations of the val ue
of C for digffergntifernnednbrimekatpdaturdse Thechiorgprmdessohdbgathen réadshdhe
mating termnal (s) at the term nal-shackle interface due6 "dh4r4i4fi GV S

"i 11 gki Rangt el P J&R@%‘?ﬁ’ the ROR1 IR Bahdihgrt% tHerwBirent sEheed emiparatusd te

of Z, in one e iment, 1s determned as a base value at the tine the seal
2 is arned

cor oot o APAPBRUF vl VBRACELY S S BoPLREEE bl REn AR Br AR Bl per

for this initial value at djfferent anbient i ratyr

mi cr opr oc &Y&HF NBEEPIRERS: e 4BS f?ﬂ@%@ﬁl’%éﬁ@%‘”\/ﬁﬁﬁﬁr 3%1@?7& S%%W on the seal 2),
corresponding to the current sensed tenperature to determne if the value.
of Z is wimay bedocateradil anyopenenientdpcation or the befwdrithg S@éh%é?f Sanperda
occurred. The tenperature sensor 194, Fig. 18 (not shown on the seal 2),

may be | ocategdotattetimr cably@witehbwindcati on on the body 4 of the seal 2 or
el sewhere via a renote tether cable (not shown). [000111] As the resistance

of the Shiﬁbbﬁﬁ] i s Ré ahY besiaanes af thessittrRrnedasthighinempemiure depeareent,ur e
sensor 194 provides a further safeguard to ensure that a change in the

shackl e 6 iﬁ@uﬂﬂgﬁé’t‘ Kéér?r\éfen%{ttiu%. rsbPA9a HABES al flrtherPaTegLsfceior eridise thitan a

t anper even outside the perm ssible range of the device, invalid

oo oetn, EMeBEGHine ¥iahte IPEIRLMERRNI ban DenppelsieRibbutaerin o

has been ature extrenes, fa ns can be identified

o ot S inper gt Furl, SRR JeFldile hRGe bPIRSIAHM, SnPARAREATRA 8D
occur due to temperature shifts. By recording if the seal 2 has been exposed to
temperature extremes, false alarms can be identified and ignored.
[000112] As an optional feature, the temperature sensor 194 can be used to log the
ambient temperature over the duration of the shipment of the related goods secured by
the seal 2. Resulting values can be stored in the memory 172 and the readings can be
used in a later stage for quality assurance issues.
{000113] In certain settings, low-frequency interference can be coupled into the
shackle 6 portion 6” and therefore cause invalid readings. By addition of the insuiating
layer 160 in the strap 158, Fig. 8, the coupling will then be purely capacitive. Given the

very low capacitance, the resulting influence from fow frequency signais wilt be

substantially reduced.
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anbi ent tenperature over the duration of the shipnent of the related goods
secured by the seal 2. Resulting values can be stored in the nenory 172 and
the readi ngs can be used in a |ater stage for quality assurance issues.

[000113] I n certain settings, |lowfrequency interference can be coupled into

the shackl e 6 _portion &' . a herafore cause j.nyal.i di ngs.. B it

of the | ndoati Ay’ MFeeEER EHENGH aiTEs dnveD) 2bd TG 1 Ten g diden.
then be purely capacitive. Gven the very |ow capacitance, the resulti nH_n

i nf | uence rhawifedtioy 4 targpeneyerii anthpesan Manjestingnae dampar pyent @go an armed
munugdaf bri Wt 50(i ght em tting diodes) 200, Fig. 18, red and green, red
mani f est i ngate, LATRBUPRIERS tRN thigropercassor flestwhighriturinagbes oae @ftthariwoatisges
an arned state, are coupled to the m croprocessor 166 which illum nates one

of the t ' ' tRERRE] 8! BEDs0200 Afe sAInted ohBRe RiMed
are rmun\tN(CaH ggﬁt eggt?lﬁgﬁéegggﬁgg%ﬁtaggard 140, Fig. 16, and are viewed via

the w “dow'@hgﬁq‘%{g@e@ﬁg%ﬁ’ﬁﬂ%ﬁ% ea}g v WS VB F}Hé)m)i’ﬂc%% LABnR} 20 ‘é‘hd%%éﬁlﬁ 70,

t anper st afl not shown can be used to indicafe

o, 21 LSS B Bl AP b 0 L R ORRBE B

activate an alarmcondition and issue an,o?ti onal audi % a%arm Y i$ a skg)eake(rj
in al ar m dgpuseditoindicataramartraed stateand, ibthsg altepativgothe Eﬁ?fl's‘# (FeRPE Use
alternative preferred enbodi nent, the tenperature can be conti nuouslé/ o
per i odi calfby thierpdrposd. alida ipahate tonditivamsr serisezl byidheomisiprigcessor 166, it will
i medi ately prior stored neasured tenperature values. It is assuned in this

case that Jg0RR ahuigms rdEoiahd i9aruan Bpidual bydionakmst vieras speakesrinsalam
filter arrangenment can be provided to filter out such gradual changes

assuned t%o%??x?d/BF illpmiﬁgtettﬂeﬂﬁﬂ'@iDbPUEBrs@Oﬁe fluctuations. If the

nmeasur ed ers froma prior neasured value by a significant val ue

beyond a rmned thr I al r ' raRi Iitd Ofah N
tho val e 8PS ol T ol carfanEl! FREbAPRrE R, dobpBRRLld ot Nbe
tanper event _and gn al ar iven. .Jn this case.the al i

uses a sl icﬂ’inﬁau?r'égﬁ F}%ﬂ'ﬁcgﬁ% ﬁ“%‘@?‘é\t?%ﬂ}’fa&%‘g L W%R@J&gﬁa%% QI[HOEQ@\@%;?% to
relatively fast changes in reading values to determ e, if a ta(gBer event o
has occur iewnediaiehaprier siared sneasurad demagraidee valbea: ilhis fRsUmein Bibsare i
is believed to be |ess useful in a practical setting. [000116] A smal |l gap

i s provi dedmipetrateen chaageh adl|cscandgradualiyninnabst agvirgments: | AHijligr argngamgent
smal l er the gap the higher the capacitance. If there is sone gal vanic
connect i or:apebaesvitibe t6fatek loat Guahdradtaircliamgles adsumads foabe efirihbled tsnarmal

pure gal vani ¢ connection does not occur in practice. The capacitive

coupli ng hgkReRurd GukRIRa! SIf the measured Z differs from a prior measured value by a
significant value beyond a predetermined threshold value representing a rapid transition
in the value of Z from a prior measured value, then this would be deemed a tamper
event and an alarm given. In this case the algorithm (not shown) uses a sliding mean
value with a relatively long time constant to compare relatively fast changes in reading
values to determine if a tamper event has occurred. A static reference value as
described in the prior embodiment is believed to be less useful in a practical setting.
[000116] A small gap is provided between the shackle and a terminal 146’ or 146",
Fig. 16, the smaller the gap the higher the capacitance. If there is some galvanic

connection between the shackle 6 and a terminal, this is acceptable as a pure galvanic

connection does not occur in practice. The capacitive coupling between the terminals
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are' giAllAdlaitglildiiilthigtiNfl&uld be difficult to obtain a pure
gal vani ¢ connection between a netal term nal and a conductive plastic
material due to the surface characteristics of the carbon | oaded plastic
material which may not be purely electrically conductive. By using a

capaci tive goaReCcidnrbel ween: thei I ’ ' , Gheefion
probl em oﬁng%ﬁsf%f?ﬁ@“@%? i é%"o&glé bc;eeoﬁl ugﬁtﬁée@ bg%gs(ﬁs %lérelt{&\s’%ﬂee%g The
gap between the termnals and shackle al so permts. the shac 0

through t hetweerha| patalr mingr @gdof Pﬁegv‘éﬁfm %é’clﬁ@tgﬁﬂdﬁkgeﬁo Jﬁrgi g{dﬁ%\%e
| ocki ng node at term nal 146" and assenbly of the shackle 6 to th@ term nﬁal
146' , Fi gchafadlenstiug ofitheicatbdraivadey plastisnmrierial adich RSNt LE RIHEY §ISRIGATY
RFI D type of conmmuni cation using the transceivers 174 and 176 is desired to

al | ow | ongopaaERid. By LisiNG asapacitivelcbnhesiicrapeimicen thatshacklssargh derminal(s), the
m croprocessor 166 conprises a power saving node and has to be activated

prior to - hvét b hivanit einfaklion eethe corductiveeplastie isealved. The
shackl e GEQQEEB%%mn%{@g%Pened% ope’rl y. [000118]In a further enbodi nent, a

desi gnated ¢ t pge E A t t &Eﬁt‘éiﬁ@sﬁ&k‘f@ﬁ Heodiaha through
m croproc@?ggp%no@%r{egﬁuﬁ%‘%ﬁdn er(?(lg'{:% o?rre by the transceiver 174,
which results in a reference surenent  of ,t.h kl e . Thi InSodts &
as the inih¢ aﬁ“gglgyd@r%rbgﬁﬁsgfgﬁ'@nFGrgﬁ%lgrﬁééngniﬁg%m@rwyﬁ%pgﬁg@ back to
the activating termnal to be used to determne the initial actiue A

| engt h. Hbewwies! 1461 sndmassambinof the sheridad toaﬁlfﬂ R‘W"ﬂﬂ‘ e?@vr%&: %h%‘?rpﬁcﬁtg"ﬁ[
time is stored in nmenory 172 and a real tinme clock (not shown) is enabl ed.
Once i ni t ifattedy asswmblyal shackle is continuously nonitored and any al arm

condition together with a tinme-stanp will be stored in non-volatile nmenmopry

172, ther ¢pg0fpryM neSigsrt-pareid (Saot RFIDr pe off comspadcadiont aﬁipérthévTéW’t‘%EeiVe"S
[000119]In Fig. 19, in a different enbodinent, a seal 204 is nodified form

Eggl{ EOSI i'I?'#%a&%i 1€ S E@bsirY thasliswh iy tpehathy 208e casingi sinad Bw ugpapsCity

batteries. The microprocessor 166 comptises a power saving mode and has to be
activated prior to usage. The activation is typically performed after the seal shackle 6
has been tightened properly.
[000118] In a further embodiment, a designated command together with the current
UTC time is sent to the microprocessor 166 over an RFID interface formed by the
transceiver 174, which results in a reference measurement of the shackle. This value is
used as the initial value for subsequent comparisons and may be reported back to the
activating terminal to be used to determine the initial active shackle length. However,
this embodiment is optional and not preferred. The initial time is stored in memory 172
and a real time clock (not shown) is enabled. Once initiated, .fhe seal shackle is
continuously monitored and any alarm condition together with a time-stamp will be
stored in non-volatile memory 172, thereby forming an audit trail of real or suspected
tamper events.

[000119] In Fig. 19, in a different embodiment, a seal 204 is modified form seal 2 of

Fig. 1. The seal 204 has a housing body 206 comprising an upper body portion 208
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arld ET6AIitiii S601EfiditagAtlioPi'ithe two portions are snap fit attached
and define an internal cavity 212. Two electrically conductive netal
termnals 214, which nay be identical to termnal 146, Fig. 17a, are
attached to a PCB 216 by electrically conductive joints, e.g., solder etc"

PCB condycl.oLs. 218, Ih mimaks al € Si d i b .
St anchi ondniss enek et BB LR Mo o poions e, s hARRs pHE Hhtine an

| ower body portion 210 in the cavity 212. A locking clip 224 is secured to
the | ower itedyalpeatifyoR 121 Tveo elgrideallyl cordudtive meialclenminals (314, p¥iieR BaYhR

‘termnals 214 and stanchions 222. Cip 224 is simlar to or identical to_
clip menbegediRed tdtdmiddl- 146 FigpeTa, e atfachbe told PEB2216 byaliediscaliyeanninagictive

130, Fig. 15, are aligned with the bores of the stanchions 222 and
term nal s g, d Q0SORMAENES e e8Ralbbrzls, ahRcioiniRld wisoandustiater! imand
|

may be id to or sinilar in construction to shackle 6, Fig. 1, is
secured t ach clip,224 yi I i WoNy

chut ch achefeen sy fpdenfie dinsh Bk BOER0 AR staudhiors S REteer
enbodi nent, the shackl e 226 has_t free ends 228 he end

pul | ed thmgghpwlpﬁs%&ﬂm\ﬂée&@é"%}% oA lCkINGFD 32 *arﬁfcwi%ﬁ%?%??%@@ﬂdy
as shown to secure an article (not shown) to the shackle. [000121%%’h§ d
terminal s fptdorarat bepaspadercligcations| adiacent He twaderes £ e e@BAB04I freAl
of Fig. 16. The shackle 226 | ength between the termnals 214 has a

resi st ancetdhatomeope. Chp@da4is sinsilerHoas idienticaltioldip, meingher1 826, oo 5t hEhe
circuit board 216 as in the enbodinent of Fig. 16. Thus a conpl ex i npedance

Zis for n%ewhqsr@r BBagisk 22220 08k bPenihgHBONAlE 131 draslidried With finé bores of the
enbodi nent. In this enbodi nent, the shackle is | ocked to the body 206

| ndependerh i 26 g phCh e are | ndependently pulled v ougr

O 10 B0 X Shab Al 1 BT AR e sty Bkt

changes as?ncwherlri 1% ggr?stt?uccttioinntots eac!k?é: léi, rl}gg.aﬂqscs%%%c} itc? Bach clip 224 via the locking
tangs of each clip in ar one way clutch action similar to that of clip member 126, Figs. 15
and 16. In this embodiment, the shackle 226 has two free ends 228. The ends 228 are
each pulled through a respective one of the terminals 214 and locking clip 224 as
shown to secure an article (not shown) to the shackle.
[000121] The terminals 214 are capacitively coupled to the shackle as in the
embodiment of Fig. 16. The shackle 226 length between the terminals 214 has a
resistance R as before. A circuit such as circuit 164, Fig. 18, is on the circuit board 216
as in the embodiment of Fig. 16. Thus a complex impedance Z is formed by the
shackle 226 and the terminals 214 as in the prior embodiment. In this embodiment, the
shackle is Iockeci to the body 206 independently at each free end, which ends are
independently pulled through the terminals 214 and clips 224.
[000122] This and the prior embodiment of Fig. 16 exhibit a benefit of not having

any galvanic contacts, as in the Fig. 20a embodiment, thereby making the seal

structures less susceptible to changes electric contact in the locking and connection
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sag "ElsilikgarbfaihVaiilfbsion, dirt, grease etc. The seal shackle 226 can

be made as a sinple flexible rod. The operation principle is simlar to the

previ ous enbodi nent of Fig. 16, except that the shackle is now slidable

through the seal at both ends _i___r!dg_p_endent of each end. This provides a

si npl er P%&'F‘(gii'%-fle@ul‘ﬂ%ﬂlgi"@f‘%@'ﬁ‘@?ﬁ@%ﬂ%@%n, Toirt! BréricheTogdi sBishacklee23@aan be
ed o

body is injection no t hernopl astic and is relatively | ow cost as is

ot wi t nst ARG e Sae BPBR KF o TREnTRRlGh T, P HHRRT o the, ergvious

mass production and | cost as | 1., [000123].The seal , sh | es

in an Aut GReReEMent of %-c !i%ﬁe?lﬁ\gﬁlaélﬂ'ﬁé S@?éﬁ@rﬁ’ BQ%@‘%BR%WW%%%%%}%W
I dentification (RAD). In a logistics chain such as by ship or rail usj
cargo contedidsen eaﬁ@ﬂerﬁe}flﬁiﬂcb,enﬂmeTI@ISH%FOW%MEI%GFMSWJBWMH%W&?Ptg%f3'
scan passive identity tags, only static information is gathered. If certain
i tens ar e Ifiibotledmisddimantsatité sealdealy iamtestiare kicided otthermeplestic andis wlatively
protocol conpatible with the infrastructure, these tags can be scanned as

wel |, but j@p! ¥odthasi denhé tshaeRid ivHIcIOf mbkes SBR! enfitis lisasmbiy relatieclyn ol ecbst
into the seal nenory, or other data as desired, is transmtted. The active

tags need npat ' i Ly | P35t , whizht Bfscs GaBNbnImass
system sce{{rel) ( 'ﬁ}g&?hgh’mﬁqw éggsatnggﬁtﬁg'r tééé%‘!r%'t%”é‘ﬁ ta%gnéglﬁﬁi ngrﬁ)l y. [000124] For
exanple, in (ﬁm EPC C&perati on 2 ]FI Dinfrastructure, it can be assuned that
the bul k &Fodugongng Iy castas Well) o cost passive tags, known as O ass 1

tags. Instead of consideripg a proportionally smaller nu Loi.t.e fi

with acti 8083k e Kensgal @l@%"ﬁe%-mya%uﬁﬁédﬁ %&H@?‘?ﬁ%ﬁ‘é\%@tf@ﬁ?'ﬂé?‘@g‘%)
addi ng additional conpatibility and inplenmentation difficulti es?]., The
active shaykiesn based it Rerle pressiency ddeiditfication (R b adesisieeanaln suchdhiy
as Class 1 tags and the strap integrity data then may al so be reported
addi ti onalship a8 eailpasingotargadentsingrsdand the fike,t Waerendti|Dostannerg saemidely
[06042S] /Ui fl53aithl4M d a battery, the circuit 164, Fig. 18, may be

entirely pasgio®to sGan phssitasintityagevaly dtatieo fohatidrmis gativeredt If tédtairsitems
derived fromthe interrogation device transceiver 176 and no battery is

present. lfot ecﬁ’r\f&ﬁﬁn%gsﬁé’l’ivéis’é%wén@y%me it SHAIREID GhetfaBBYah@ protocol

sem - passive ereint attery 144 may be used to operate the seal

Sih r ﬁii:ré | RPRIE Wﬁfi%éﬁ@%%ﬁf@i ﬁ?éﬁ] JPOETEY, D SRATER 45 YR A R e
at et Tt | .
n chevi oty Forlion o dne GURL SHoR F AbECrR SBroud Tin UK SbAL PBRRLqhr Bfer

fromtransceiver 176. The circuit 164 in the present enbodj nent. .is iy
sem - passid@éa ias dasired,t isvisresmiggdadhe: acliveniadgs vead r&‘%g&%%"vfmena‘wf@ona'
seal circuit is activated by the reader/transceiver 176. Wien the circuit
wakes up, passiveetagyeas dhasseanningesystéronscanningatberne wihasganaad tepose plt 708
as applicable and so on to determ ne the shackle integrity at this tine. To
conserve p@wesrly.n the battery the sem -passive circuit is preferred. The
battery in the present preferred enbodi nent does not assist in transm ssion
of infor "ooeTRAl L GRS ak8mpld einThAr BRI GSsseatiohhe REIDS infastrumird, ot samee
shackl e. e power for transmssion is part of the operation of the
transcei vers. .o . J . - A~ e sl t 1
R SHBp e Thg R bf A b Bulp e Tl opEr BTy Riger iy af Dlase

utilized than ot e Intern real tine

cl ock (not_sho ovides.a tine stanp.for, e Lori oVt Y Of
shackl e afdF%t M(‘i m\fscan‘f‘f(fﬁq‘f@t ok qpﬁ”f%”%e%%gp%@%tef g%sn?ng Eﬂtﬁég Vith! adiVe
information includes the tinme stanp so the rea not only knows,.t hat .

t anper evéhecklec seals (dessnerd) andolrerk e &%%?Wy?@@ﬁ?ﬁyni "Egtﬂ%&t'onal
status of the seal at all tinmes when a battery is present or may in the

al t er nat i wenatihility and: anplenterdatien diffiedées). i heeaclive shagkle sealzefitheresent

a given inplenentation. [000127]it wll occur to those of ordinary skill
that modi fangsddigmtaiyaypBe RERyree foh@spond as Class 1 tags and the strap integrity data

then may also be reported additionally as a part of read-write data of further monitoring

systems.
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di scl osed enbodi nents. For exanple the seal bodies, the nunber and
configuration of the termnals, the positions and orientation of the
termnals and the types, configuration are &enth. %\u bf Ptitie
f5Uttiligmciaices, and overall configurations may differ tramtnose

di scl osed herei-p. «Jhe was i .qus.enhadi nents _discl ase =Y LV :

of "1 11 ust HABPbEkN 1 NG FRFRTey SRARbdne: S ongar D+ oafata Shley
i ncluded in the scope of the present invention as d_efi_nef £y t he, aﬁpﬁndeg
clains. \abskieSi Un this gesesl tst powies BeoBRiaty Heaciredipl4iineriyedofpm dhe
el ongated electrically conductive shackl e; first and second

el ectri calihiereeptontdewcd drariscalver sEuard no belienbisipresentcolip kel presam eseal
shackle in a shackle | ocked state wherein the termnals forma conpl ex

LSF&EZRT&Q‘CP&%%@%;?Q?@‘%@&' tifsuil FRedem eemipastiost iwrpreiethehbattéry 14&hmay be
used to operate the seal circuit internal components and actively fransmit seal status
periodically at more infrequent intervals, e.g., hourly, every few hours, daily etc. This
latter situation is regardless of the presence of the transceiver 176 in the vicinity of the
circuit 164 or receipt of an interrogation request from transceiver 176. The circuit 164 in
the preéent embodiment is semi-passive in that it wakes up and transmits seal status
only when the seal circuit is activated by the reader/transceiver 176. When the circuit
wakes up, it then performs all operations to measure impedance, temperature as
applicable and so on to determine the shackle integrity at this time. To conserve power
in the battery the semi-passive circuit is preferred. The battery in the present preferred
embodiment does not assist in transmission of information, it operates the
microprocessor, the LEDs, and monitors the shackle. The power for transmission is
part of the operation of the transceivers in an RFID environment. As a result, a smaller
battery may be utilized than otherwise required.

[000126] Also, the internal real time clock (not shown) provides a time stamp for .
each monitoring activity of the shackle and stores this information in the memory. The
transmitted information includes the time stamp so the reader not only knows that a
tamper event occurred but when. Also the LEDs visually communicate the status of the
seal at all times when a battery is present or may in the alternative be lit on command or
at predetermined intervals as desired for a given implementation.

[000127] it will occur to those of ordinary skill that modifications may be made to the

disclosed embodiments. For example the seal bodies, the number and configuration of

the terminals, the positions and orientation of the terminals and the types, configuration
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an electrical circuit for neasuring the inpedance and for indicating a
tanper condition; and a | ocking arrangenent for adjustably | ocking the
shackle to the body. 2. The seal of claiml wherein at | east one of the
termnals has a bore for receiving the shackl e therethrough. 3. The seal
of cl ai m Andhisiaicaitih bl hakidlisyi ddwtes taridcavdrgll configurations praysdifter trom tose
seal of claiml wherein the termnals each have a bore for receiving the

shackl e t BRIRIAOHEMIN. SThd Nkl effboirmbitsldwblesel rhereir @ds igivere byf walyeof
termnals I's capacitively coupled to the shackle. 6. The seal of claim1l

wherein t i (] : (o) i (o
botveen alleiraBes ang 5ot TRLRER, uPt AEMEHIons AR isacd'ts GRDeEIIdRATR the
resi stance of the shackle | ength be en,t t erm.nal . 7. The seal of
claim1 i ﬁ%‘PQﬁiPﬁﬁqeaWeéPf‘EﬁnHQPﬁ%a\?'&te%\'ﬁﬁ% bé(g £ 2RI ﬁ'@'mg‘r mnals and to

t he shackl e between the termnals. 8. The seal of claim1l including a

circuit for applying two AC currents at different frequencies to the
termnals and the shackl e between the term nals.
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9. The seal of claim1l wherein the shackle conprises an el ectrical

i nsul at or surroundi ng an electrically conductive thernoplastic core. 10.
The seal of claim1 wherein the circuit is arranged for mneasuring

di spl acenent of the shackle relative to the termnals. 11. The seal of
claiml whgksimdibeissesi t includes nemory and an arrangenent for
measuring a first reference inpedance val ue when the shackle is initially

| ocked to th . . : storing the first value in the
menory, th1e' }gp%@%{%{{ﬁ%g%‘%’t %glaing&ﬂaﬁgﬁgr measur ed i npedance val ues to the
stored first val He to generate a tanper signal when the further val ue
differs fromtHePP$¥st value by a predeternmined anount. 12. The seal in
accordance with claiml wherein the circuit is arranged to nonitor the
integrity of t I elkagries epcisisallyapedysiyembashis ng t he i npedance bet ween
the first and second term nals including the inpedance of the shackle

bet ween the fi rfsst and Secomd ¢lectnicay scondustive|tefrBingilk afecured to the body and
El | ATTeritidfurdiritTa radi o frequency (RF) transceiver arranged to receive

and resporgubledid B shidukle imbasHzegRd loeRes isgitalwiierennthid @rmiras femparcatples
of the shackl e. 14. The seal of claim 13 wherein the RF transceiver

conpri ses il?‘\pbpéﬁéérwm}%ecgha@%ﬂ ki irﬁ%djeﬂ{c% ERfeMiHpthBaHecRRALREIN bstweehhe
of 'c e shac

The seal alm1 whereint e Is electrically conductive plastic
and wher ei %rrﬁiﬁ%ssha(:kl e first end is nolded to a second body, the | ocking
arrangeneﬁ I Iuding a |l ocking nenber secured to the second body spaced

fromthe shackle first end, and an arrangenent faor attaching.the C

body to the fi rat eiﬁ??ﬁvcajocif %{h@e@ﬁ%'vﬁqgh?i‘me%@ﬁﬁep%@gé%'g{'ﬁ‘#“tﬁfi@ﬁ $Eigmper
first body and is |ocked to the |ocking nmenber. 16. The seal of claim15
wher ei n t kenditi@dkrBdsecond end passes through the first body, through the

| ocki ng menber and through the second body in spaced relation to the first
end. 17. The selackioy atanigertenifor adjustaidy fdokintg thedhasklenie theodyal s each

conprise a cylindrical nenber having a through bore for receiving the
shackl e, and gal vanically coupled to the circuit.

2. The seal of claim 1 wherein at least one of the terminals has a bore for receiving the

shackle therethrough.
3. The seal of claim 1 wherein the shackle is electrically conductive plastic.

4. The seal of claim 1 wherein the terminals each have a bore for receiving the shackle

therethrough.

5. The seal of claim 1 wherein at least one of the terminais is capacitively coupled to

the shackle.

6. The seal of claim 1 wherein the impedance comprises an RC Qetwork formed by the
capacitance between at least one of the terminals and the shackle and the electrical

resistance of the shackle length between the terminals.
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18. The seal of claim 1 including a second body, the second body having
first and second portions hinged to each other, the shackle having a first
end attached to the first portion, the |ocking arrangenent including a

| ocki ng menber secured to the second body second portion and spaced from
the first portion, the |ocking nenber being aligned with the second
termnal for receiving a shackle second end therethrough and
spSeggli-odlallilirgicdlrild-titiidakil/4 the second end thereto, the first
terninal f0rhEee8i &ickimthRciliding bn @embhieg editigeuRiied thihe Tmirsmaindo thkai m
18 wherein the first and second portions overlie one another, the first
body havi ngsa& 8e@een kifd tefrBim8IsVi Ng the second body. 20. The seal of claim
1 including tenperature sensor for sensing the anbient tenperature, a
storage nedium for recording the sensed tenperature and a transm ssion
circuit for subsequent transm ssion of the neasured inpedance and the

recorded sengRdstangwediahtieincludihg 9 Recsieddr 8hplfhditib A RNt bheifetdrgui t
i ncl udes nenory and an arrangenent for measuring an inpedance val ue when

t he shacklfgqliéndi@citade tPmindes HRdNe Bhadk®! Bet@BES ttRNErmhiRaIsSt ori ng t he measured
i npedance value in the nenory, the circuit for neasuring periodic

successi ve i npedance val ues and updating the stored value with the | ast of
t he neasured periodi c successive inpedance val ues, the circuit for

conpar i ng A 1helsest §LidiAst wHOdR e shhoE doMBases! flelbones] antfatdd R uhin
currently neasured i npedance value to generate a tanper signal when the

current vahugeddidigcsnducavs thBeméRsdticerat ed stored val ue by a predeterm ned
anount. 22. The seal of claim 21 wherein the updated val ues each

represents a changing value of a relatively slowy drifting i npedance val ue
mani f esti ng changi ng anbi ent conditions and a tanper condition manifest a

relativel yior #hé deflorBERn | MPEAANER HrRLIVR. arratded A} nRdRGkiNPaiEFlat@n@Elcf evi dent
seal conpri sing: a locking unit and an el ectronically conductive

shackl e hayd sighcRRPGRLINIS the Brmas second ends;

11. The seal of claim 1 wherein the circuit includes memory and an arrangement for
measuring a first reference impedance value when the shackle is initially locked to the
body at both ends and for storing the first value in the memory, the circuit for comparing
further measured impedance values to the stored first value to generate a tamper signal

when the further value differs from the first value by a predetermined amount.

12. The seal in accordance with claim 1 wherein the circuit is arranged to monitor the
integrity of the shackle by periodically measuring the impedance between the first and
second terminals including the impedance of the shackle between the first and second

terminals.
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the locking unit including first and second spaced el ectrically conductive
termnals, the locking unit for |ocking the shackle first and second ends
thereto, the length of the shackle between the term nals manifesting a

first inpedance, the termnals for receiving and being electrically coupled
to the shadBerhdiscdiftidnreidditings edo edvedayr (RAgransterendrianpedanceceive
with the shackle, the first and second i npedances form ng a conpl ex

i npedance; e Ki | fagd jnng; i i S} h

Vel e of i RRToISSPDacta BELERGIHA [t RSl Sigha 1§ SHohioP T IARME! MsiEser the
adj ust nent Ré mhe | ength of the shackle as the shackle is being | ocked to

t he Iockin& B 1 o t hereby adjust the value of the conpl ex inpedance which
mani fests the adjusted shackle length. 24. The seal of claim 23 wherein
the shackle is conductive thernoplastic material and fixedly secured at the
first end to the |ocking unit and novably secured at the second end to the

| ocki ng unitd. f diheadpak ainof13 whergic e REgamsdebrer] eekprigeas densalidet of
be secured. 25. The seal of claim 23 wherein the conpl ex inpedance

conpri ses awddatigg dakerhploykg byck-eatteripgei t ance between at | east one of
the termnals and the shackle and the electrical resistance of the shackle
| ength between the termnals. 26. The seal of claim23 wherein the circuit
is arranged to apply an AC signal at |east one frequency through the

shackl e vi az=saj mﬂﬁ% t 'Eg%%: 1 JIRASL
conpl ex i rrggdglr—\@ee.ggéz : 'ﬁ?é%@ﬁsﬁt [ C.kf%ﬁlsﬁg‘?%@gwg‘f” a C?)%P?‘%%C?I’Pl@
menory for_causing the circuit to nme r.e and store, the value of red
conpl ox | mpEatRate HhEREel Ry & HOREH G o Peranchy s i B haBeRt | ng
and updating,the stored conplex inpedance with current asur ed i dance
val ue and E%H«;&Qfag AOsHHRY &ar Qﬁfswé@aﬂ@gh%aﬁ%%ﬁ bofse Sirgherbacki frst
previously updated stored value, the control for causing the circuit to
gener at e aeb@ngt aBiagrsaigement fonhattaching thaisesanthbedniminedist bodihse ihas the
tanpered condition. 28. An el ectronic tanper evident security seal
conpri si ngshackbetiyst cnd edssegahrmighl thetfirstdaddyyaredisdocked & Sledokkiag Imasmbegr .
opposite first and second

16. The seal of claim 15 wherein the shackle second end passes through the first body,

through the locking member and through the second body in spaced relation to the first

end.

17. The seal of claim 1 wherein the first and second terminals each comprise a
cylindrical member having a through bore for receiving the shackle, and galvanically

coupled to the circuit.

18. The seal of claim 1 including a second body, the second body having first and
second portions hinged to each other, the shackle having a first end attached to the
first portion, the locking arrangement including a locking member secured fo the second
body second portion and spaced from the first portion, the locking member being

aligned with the second terminal for receiving a shackle second end therethrough and
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ends; first and second electrically conductive term nals secured to
the body for respectively receiving the first and second ends adj acent
thereto, the shackle exhibiting a settable | ength between the termnals for
securing an article thereto, the termnals and the shackle | ength together

vvvvvvvvvv

form ng a coffpl X €l £ct ri cal. i mpedance network havin i.ven val

mani f est i rapache f@ﬂrgm‘@'@@%&%%@%ﬁhg the secgpd @I”th?'@g?’athgim%&?fm‘fnéffor
measuri ng the inpedance value of the electrical network, for conparing the
measur ed veteigirigothe firef emcetheeethebugh.and to generate a signal nanifesting

t he conpared neasured network value for nmonitoring the integrity of the
shackl e; and a | ocking arrangenent for |ocking the shackle to the
body with the shackle electrically coupled to the termnals, the termnals

and | ocki " At A R WfaihOf8 bF@iﬁttliwé‘ﬁrét%d%@cbhﬂ@o@ﬁodé@v@*h@@hé@nbdm the

accordi ng y secure the shackle to an article.

29. POtieftledti adj gi.val | Aaj et | \tively coupled to at
| east one fﬁ'ﬁa?qlfgy b%"ﬂgﬁaqe oSS @%ﬁ&@gﬁ é&?o@ﬁgﬁﬁy% wherein the shackl e
is capacitively coupled to both of said termnals. 31. The seal of claim
28 wherein the circuit is arranged to apply successive first and second AC
signals to the term nals and shackle, each signal at a different frequency
and used f20. Teasesl ofclaie 1ingodngctemyferaiwe senspyrRr sepsingiiee aBWIEY: ¢l ai m
28 wherein the shackle is electrically conductive thernoplastic.

temperature, a storage medium for recording the sensed temperature and a

transmission circuit for subsequent transmission of the measured impedance and the

recorded sensed temperature.

21. The seal of claim 1 wherein the circuit includes memory and an arrangement for
measuring an impedance value when the shackle is locked to the body at both ends
and for storing the measured impedance value in the memory, the circuit for measuring
periodic successive impedance values and updating the stored value with the last of the
measured periodic successive impedance values, the circuit for comparing a selected
last updated stored measured impedance value to a currently measured impedance
value to generate a tamper signal when the current value differs from the last updated

stored value by a predetermined amount.
22. The seal of claim 21 wherein the updated values each represents a changihg value
of a relatively slowly drifting impedance value manifesting changing ambient conditions

and a tamper condition manifest a relatively rapid change impedance value.

23. An electronic tamper evident seal comprising:
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a locking unit and an electronically conductive shackle having opposing first and
second ends;

the locking unit including first and second spaced electrically conductive
terminals, the locking unit for locking the shackle first and second ends thereto, the
length of the shackle between the terminals manifesting a first impedance, the terminals
for receiving and being electrically coupled to the shackle, at least one of the terminals
forming a second impedance with the shackle, the first and second impedances forming
a complex impedance;

the locking unit including a circuit for measuring the value of the complex
impedance, the locking unit being arranged to allow adjustment of the length of the
shackle as the shackle is being locked to the locking unit to thereby adjust the value of

the complex impedance which manifests the adjusted shackle length.

24. The seal of claim 23 wherein the shackle is conductive thermoplastic material and
fixedly secured at the first end to the locking unit and movably secured at the second
end to the locking unit for adjustment of the shackle length for locking an article to be

secured.

25. The seal of claim 23 wherein the complex impedance comprises an RC network
formed by the capacitance between at least one of the terminals and the shackle and

the electrical resistance of the shackle length between the terminals.
26. The seal of claim 23 wherein the circuit is arranged to apply an AC signal at least

one frequency through the shackle via said terminals, the AC signal being used for

measuring the complex impedance.
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27 Feiielsedieh Ebim 2R Heding a control and memory for causing the circuit to
measure and store the value of a measured complex impedance in the memory and for
periodically subsequently measuring and updating the stored complex impedance with a
current measured impedance value and comparing the current measurea periodic
impedance to the last previously updated stored value, the control for causing the
circuit to generate a tamper sighal when the compared signals manifest a shackie

tampered condition.

28.  An electronic tamper evident security seal comptising:
a body;
an elongated electricaily conductive shackle having opposite first and second

ends;

first and second electrically conductive terminals secured to the body for
respectively receiving the first and second ends adjacent thereto, the shackle exhibiting
a settable length between the terminals for securing an article thereto, the terminals and
the shackle length tdgether forming a complex electrical impedance network having a
given value manifesting the shackie set length;

an electronic circuit for measuring the impedance value of the electrical network,
for comparing the measured value to a reference value and to generate a signal
manifesting the compared measured network value for monitoring the integrity of the
shackle; and

a locking arrangement for locking the shackle to the body with the shackle
electrically coupled to the terminals, the terminals and locking arrangement for
permitting the setting of the shackle length according to tightly secure the shackle to an

article.
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20 btk alss dUdEdibiin 2 BhvhatdnHhe shackle is capacitively coupled to at least one of

the terminals.

30. The seal of claim 28 wherein the shackle is capacitively coupled to both of said

ferminals.

31. The seal of claim 28 wherein the circuit is arranged to apply successive first and
}
second AC signals to the terminals and shackle, each signal at a different frequency

and used for measuring the impedance of the network.

32 The seal of claim 28 wherein the shackle is electrically conductive thermoplastic.
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