WO 01/ 17252 PCT/ US00/ 22834 Digital Video Content Transm ssion G phering
And' Deci phering Method And Apparatus BACKGROUND -OF THE INVENTION 1. Field
of the !W@%,% The present invention relates to the fjeld.ph.gontent
protection. re specifically, the present invention addresses {he

provi sion of protection to digital video content to facilitate their

secure transni pabipd) Vided Contéfterrah8iissiodl ipctiddPAnd D’ééiﬁﬁeﬁﬁ%k device. 2.
Background I nformation Tn general, entertar nnent, educatlion, art, and so
forth (hereinafter collectivsthodiAnd Apparatus; "content") packaged in .

digital formoffer higher audio and video quality than their anal og
counterparts. However, content producers, especially those in the

ent ert ai NBACKGROWND OF BHE INVENTIONI uctant in totally enbracing the
digital form The primary reason being digital contents are particularly

vul'nerable to pirating. As unlike the analog form -where sone. anount of

‘qual ity dqgradpfém)aﬂggnﬁ\;éjt,b“ occurs with each copying, a pirated copy of
digital content 1s VvIr ood as the "gold master”. As a result,

much effort habe preaentt E}S@ﬂ Ofb'g?l?lg{ﬁ%tq thedield of qontecﬂlépmteqiiqng Mereé adopt i ng
h
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sour ce devidee coptant o Eamhﬁateﬂnamedure:bam:hneslbn &ronh avvidedasourderdevibeMoce (such
as a noni to%ﬁlﬂggswanal og interface. Thus, very little focus has been

given to B GPection for the transnission between the source and
sink devices. Wth advances in integrated circuit and other rel ated

technol ogies, a new type of digital interface between video source and

si nk devi &es |§_ek@mgm£§1mgél_°§vailabi|ity of this type of new digital

i nterface pres t gigital video
ﬁ"f@] ehefal egﬁ%ﬂ%ﬂﬁ{erﬁ%& ﬁ+ﬂ Pa'i’tgﬁgég rﬁ\t@%‘%ﬁgft

content. Wile geneér ere Is a large er technol ogy
known, t heoligetivelyirefgrretldo as f'earitent)qackaged lasilglﬂaéfovmlaffae higher hedidata, its WO
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not the segpedislyithose Prths @ntertainmentindustly, @k stilt Asllictantiddotallgqui ri ng a new
and novel solution. SUMWARY Qt THE | NVENTI ON -
embracing the digital form. The primary reason bemg digital contents are
particularly vulnerable to pirating. As unlike the analog form, where some
amount of quality degradation generally occurs with each copying, a pirated copy
of digital content is virtually as good as the “gold master”. As a result, much
effort have been spent by the industry in developing and adopting techniques to
provide protection to the distribution and rendering of digital ¢éontent.
Historically, the communication interface between a video source device
(such as a personal computer) and a video sink device (such as a monitor) is an
analog interface. Thus, very little focus has been given to providing protection for
the transmission between the source and sink devuces With advances in -
. integrated circuit and other related technologles, a new type of digital mterface'
between video source and sink devices is emerging. The availability of this type
of new digital interface presents yet another new challenge to protecting digital
video content. While in general, there is a large body of cipher technology
known, the operating characteristics such as the volume of the data, its



A video source device provides a basis value to a symmetric

ci phering/ deci phering process to a video sink device, to which the video
source deyvoegih® to provide a video content. The vi deo pepiSR2ILYI Ce

ci phers the video content for transm ssion to the video sink device,
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t ransf or %a%%ﬁﬁﬁgbb%qhggtsé%a d S%I@Eg‘ a\‘/ﬁglgéés]g%ﬁggatg“ \r/l?f g’g@p‘ gén eer verifies
peri odi catyblyallyhatthe Beunceaieywetandmovthlbemnlcdemwtpresent anuhispe $ediohg

symmetrical demghered b§ t he vi d 0,Sitnk device. BRI EF DESCRI PTI ON COF
DRAW NGS UFing, 3 REM ARG H9Y P $UMP cr i bed by way of exenpl ary
enbodi nent s, but not limtations, illustrated in the acconpanying draw ngs

in which |ike references denote simlar el ements, and in which: Figure 1
i |1 ust r at SYMMARY OF, TBE IMVENTION, osent i nvention in accordance with one
enbodi ment; Figure 2 illustrates a symmetric ci phering/deci phering process
based nethod for providing video content froma source device to a sink
device, in aa‘tmiddalsoeromdewiosrmo\émabaeiﬁtvallﬁitg@r&ymrﬂ%trieb illustrate the
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further dwiicd |k; o providea nﬂeamntmt hTmeldeﬁ‘sﬁdlcﬁcheEW@tWe vitléaist r at es
t he conbi ned bl ock/ stream ci of .Fi 4 in fcyrt her det aj

accor danc@’\ﬁﬂ focirRnsEnisRion i V'qﬁ%ﬂ?'ég%""i‘q IRFyGing GE"Q’Hmep%ﬁﬂrsley section

of Fig. Hégtﬁt%rugﬁ%ﬁdtlbnal'tfhnsﬁﬁﬁ@fné‘l@ﬂ%e‘ﬂa%i%\l&m% erlo@hasnt; 2 WO
01/ 17252 CT/ us rqure | lustrates the bl ock data secti on of

Fig. 5 i nsquiee devicelfurthier verifies paciodicalinthat thettransmittashvider rententisnd Fi gures
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the foll ow ng descri pt I on, various aspects of the present invention will be
descri bed,, . an r e set forth in order to provide a
t hor ough BR Zepégg. nu 61 JJ&AW! i nvention. However, it wll be

apparent to those

The present invention will be described by way of exemplary
embodiments, but not limitations, illustrated in the accompanying drawings in
which like references denote similar elements, and in which:

Figure 1 illusirates an overview of the present invention in accordance
with one embodiment;

Figure 2 illustrates a symmetric ciphering/deciphering process based
method for providing video content from a source device to a sink device, in
accordance with one embodiment;

Figures 3a-3b illustrate the symmetric ciphering/deciphering process of
Fig. 2, in accordance with one embodiment;

Figure 4 illustrates video source and sink devices of Fig. 1 in further
detail, in accordance with one embodiment;

Figure 5 illustrates the combined block/stream cipher of Fig. 4 in further
detail, in accordance with one embodiment;

Figure 6 illustrates the block key section of Fig. 5 in further detail, in
accordance with one embodiment;



skilled in the art that the present invention may be practiced with only
sone or all aspects of the present invention, and the present invention
may be prawoboe@sz wi t hout the specific details. |n otherpgimsoorasas, well
known features are omtted or sinplified in order not to obscure the

present i nventgigiire ¥ALL@AEs BREHIBEK OMNG sulidn EEFiIgES i fuRREr @stalh t i pl e
di screte steps perforned in turn in a manner that is nost hel pful in

under st anattoogdarniee withcenaembediewnt 8Ad  However, the order of description
gt pe g pie8e Alttihel P bifod Bt 5B of PR 81 AlteRbgraoc oo 1Y

perfornmed in th are presente or even~ order pendent .

Lastly, riaprededncswith ook entodihertse "i n one enbodi nent"” does not
necessarily refer to the sane enbodi ment, although it may. Referring now to
Figure 1, wherein a block diagramillustrating an overview of the present

i nvent i onpefTAILEEE DESORIPTION DFOTIGE @NVUENTIGNt is shown. As illustrated,
vi deo source device 102 and video sink device 104 are coupled to each

other by digital video |link 106. Video source device 102 provi des video

T2 IS, skt o pseg st g

accordance wi I nventi on, evice 102 and vi deo
si nk devi descfibed, sadevatiqus details will beesetioréh incorfien totprgvige adhdrougln symmetri c

" mor ceeaRans RmeeSa peafof g WiElEs sGafip o e, o 0271 o

vi deo si ndilkavih &fe 4 fhdtiteopieBent ivemtioh infdy HeDfractiaeidi with only some attidlif i cult to

pirate video content durjng transm ssi on.ﬂa_V\Dgll 17232 PCT| USO0I 22834

Bxcept f oRSPeRE QTdhR ATasqut IBYertion. ahcte Aresery VPN MAY DB RSASHEEE. to be

descri befkgmﬁ]& tedpetifecietiis. h Sfer fiktirices deali nowHBatureh alectrfitted ok devi ce
0

104 are intended to represent a broad range of such devices known in
the art. simplifigd ipordgr not trebsryis the piesent éwentien.ude but not limited to

conput ers of . S X ' ' | s.and
beyond) . set - g5 eBERgons RRRENELCTbER af e bioRES tEAE pBRURERNCTTT

devi ces it indemanhemtbit isirmost bdipfud in @iRiErstanding theg priesent ipvandiondi spl ays or
television sets., D gital, videq. link 106 |l ' y one of a
number of'qﬂ’@%‘f%{nﬁh@éﬁgd%{n‘ﬁ d@F%@PP@EF"%WﬁE,g%g&WgHBQ% tgrsﬁﬁ hggaégﬁggégonsi st ent
Wi th the gResminsitie heasdsatiifiitrfofmed in thearder they aregiresemed, ww evénrth), and a-
mechani sm'(whi ch may be in hardware ore{e‘ggo h protocol vided to

al | ow corerder dfPFPﬁ"GP%ﬁt l'rﬂﬁﬂ}'-t "Gpﬂiteek‘éﬁ% RWee Qﬁ‘?ﬂ%’ﬂg’g‘{'ﬁ}%’gr §  sink
devices 104 Ridsshify fhetS tRALdE embbaRent AMbGSh RRthysT Nk devi ces

Referring now to Figure 1, wherein a block diagram illustrating an
overview of the present invention, in accordance with one embodiment is shown.
As illustrated, video source device 102 and video sink device 104 are coupled to
each other by digital video link 106. Video source device 102 provides video
content to video sink device 104 through digital video link 106. In accordance
with the present invention, video source device 102 and video sink device 104
are equipped to be able to jointly practice a symmetric ciphering/deciphering
process. As a result, video content may be provided in a more robust ciphered
digital form from video source device 102 to video sink device 104 through video
link 106, making it more difficult to pirate video content during transmission.




respectively). Figure 2 illustrates an overview of the synmretric

ci phering/ deci phering process based nethod for providing video content
froma souMMdBF ce to a sink device, in accordance w tBCTaiseozzad0di nent .
In this enbodi nent, source and sink devices 102 :and 104 are assuned to
have each beenEpceptiforettie téddhirays of e preseit ipveéntiahéndosysratudi tabg onpl ement ary
i dentifier uthorit ate upon _power on or

t t .. Ll
oot soestiRgiae fubsBionsyidts Souge Hevich dopandSideisink defies 4ot - | ¢
ci pheri ng/a?’é?ﬁbihhﬁt'éhﬂsd B eprssent 8 bidatkrafigy bﬁ@aﬂcﬂe\héé&%wn%%e affor the

il lustrated enbodi nent, the basis value is a random nunber (An). An may be
gener at ed EXAMRIRS Qfividest saurer deviscesdnclude hut ratdimited sasomputens ofalt .

Addi t I | to sink

ovi ce 105125 (SRl SR deick e dReRBp REMEL Uik bRk SRIIL Bled 00,8

i denti fi eDVBRlayéls, whbrea%(lﬁ()amplm:mf videoskmigdeviceshinclabdebat ndtfliatitedtito on, source
d sink s..102 epenpdent | e era e their respective

copi o6 of CRT BGTINGR: TaHanshIRRYS R PV Aptiu Dictal Beq Bk, 196 5BY band 205)

For the i lihpieirehteNin@INyUhe BT nuritsiiof theclai bél%we&ﬁéﬁrfm ah"l<§1 opy of Km

by sunm n%sprlvate keys of its provided array indexed Bk, e sink

devi cg éo deeyearg consistent withthe, ppedating regyiramept (i Srm%ﬁdeblié?@aﬁlﬂsots

mAﬁL 4 WO
85?\{;222 3‘5’[%%"609% ahié | hncﬁfer\r/\%ggg "Illggﬁ Eéip@} e auf%oﬁ:lged devi ces,
t Egydibﬁ; 2 ppavidaskto allow m&nbn&mmmseﬁngnggbb%aefozdel?nu:?’aiﬁ?novII gegne
wh an sl e goaat o TRerTidNe bE Sopies Bl fevtson author ity An

is a 64- biréspeatyi nunber, and Kmis 56-bit |ong. For nore information on
the above described aut hent | cation process, see co-pending U S. Patent
Application, serial nunber 09/275,722, filed on March 24, 1999, entitled

Met hod and  Appiyupé nsnas@r%tés% SreABwidr Bk SmieiicisHeRR )d%c

Y havi ng
common inventorship as well as as&gnee Wi trﬁé ﬁe pres § IIﬁn%atlon
Havi ng auPreogss basedimethod fQémOU!dlrmll e centesnt fMa@@umzdwnﬁiarmsmk deo

content | i f S deo _content to sink
devi ce 18%\%(:%0@ A cg&gge?%@hq}gggcﬁhﬁg&&ﬂhgn H‘g %ﬁb{%%meé‘ t gFﬁﬁ ng a
symmetric sinkiqeknees noz2 dmd|1|0l4m1'e agsymed tslaveasathiBenproviged aftdam nunber (An)
as well as _the i.n(ii R en& g‘ erated t,aentt,icati,? key (th (bl ock
206). Up oATAY %plb\fa g Keys and a‘co ementary identifier by a certification authority.
- As illustrated, upon power on or reset, source device 102 first provides a basis

value to the symmetric ciphering/deciphering process to sink device 104 (block

202). For the iliustrated embodiment, the basis value is a random number (An).

An may be generated in any one of a number of techniques known in the art.

Additionally, source device 102 also provides its identifier (Ak) to sink device 104

(block 202). In response, sink device 104 replies with its identifier (Bk) (block

203). Upon exchanging the above information, source and sink devices 102 and

104 independently generate their respective copies of an authentication key (Km)

using Ak and Bk (block 204 and 205). For the illustrated embodiment, source

device 102 generates its copy of Km by summing private keys of its provided

array indexed by Bk, while sink device 104 generates its copy of Km by summing

private keys of its provided array indexed by Ak. At this time, if both source and



the video content in ciphered form sink device 104 deci phers the ciphered
video content enploying the sane symmetric ciphering/deciphering

processi ngvoant2s2usi ng t he provided An as well as its i neeEpgsocesdd v
generated copy of Km (block 207). In accordance with the present

| nvent i oNginRgedibed ‘i'éf%@"loi’ﬁfé axﬁfxor‘f‘ida*’d“e’vidég théy%ﬁl ;S‘d%@é&‘énd dl%i'é(‘ae device .

102 derives a set of verification reference values in a predetern ned
manner ( btansiwongeyret authenticationkey ¥m.i nt egral part of symmetrically

deci pher i ng Vi}ﬁﬁ:ﬁgce%o%y&eﬁ' %hdﬁvéoﬁgbg%nﬁéfae‘ﬁgcftans f@ '8311%'% derived’

verification sin a predetermn
veri fi catprovidedwithsart araoofr40e563bi prieatd R8yg by thekceiifidghatior uthorityc élrvi ng each

of these verjfjcatjon val ues our deV| ce 102 conpares the received
veri fi cat'®&P4-bikrandomynyg ercﬁ?‘i‘%@'b t?iboaﬂeFSF"‘PFF’eI’T‘BEF‘???'&SEH% ref erence

val ue to &k?&v%rdasaﬁbe@aﬂhémahwbﬁdaaés is8d @8 henamhgQis B Pafht Mp %t:@ﬁ”t ent is

bei ng properly deciphered sink devi ce 104 (bl ock 210). For th e

i || ust r at satiabnyoben89e7s, 582 leshon Marehned <1998, entitied Methobanhd 104 generat e
the verifAGRILAR e GHeraRib CHlbaCBhIc KLy 3hdlfity EfpRUCUS! ¥, but the

verificati val'ues are provi t 0 source device 102
peri odi cahventetshipr asiwelkasrassigheenwith thel preseént Weplxatien 252 PCT/ USOQ 22834 | n

one enbodi nent,, the v r|f| n,.refe ce and, verifi.cation val ues are al
S byt en eyt auhenticata G b IS SEp AR el iR {02 Tinerwidge5 v .
veri fi catédgentants @Scigiered fdrintbdfaitranemittig evidedddrertito 8Rk deviveeaf t er .
Figures 3a-3b illustrate the symretric ciphering/deciphering process in

further dtq4aISOUFQQ"#%V(’,%’}%‘HE@‘W”!%V'Q%c%'FFﬁW(ﬂ"HEHY'”Q pYPWRetienbodi ment, the
vi deo Corkf@aub |ngﬁ1 s Og' Q§ ﬁdmglrig{thérré‘ﬁiorﬁhgﬁlﬁeﬂ}'m)%Qtwéﬁ'és*}héa‘:h frane

havi ng eo cont etween two'lines of a franme is
an i nt erindépendently gan@ratadrauthm\tlpa@rt k;eyr(&im)z(blnclam@) Umraeelpt oft sel f,

com RS hc ey BB o808 oA et iRl 21K 00
si nk devisuhtért em&ymgitHe)sahIeetymethc clpl'leahg/decuphemry prokessing, aadt he verti cal
st geriGiad e noudeT g Feus 35 nigoreRBly eneshied sPby of KECBIBR (bl ook
302). Foragfye illustrated errbodl ment, Ks is generated by bl ock .
In accordance with the present invention, as an integral part of ciphering
video content, source device 102 derives a set of verification reference values in
a predetermined manner (block 208). Likewise, as an integral part of
symmetrically deciphering video content sink device 104 also derives a set of
verification values in a predetermined manner, and transmits these derived
verification values to source device 102 (block 209). Upon receiving each of
these verification values, source device 102 compares the received verification
value to the corresponding one of the verification reference value to determine
and confirm that indeed the ciphered video content is being properly deciphered
by sink device 104 (block 210).
For the illustrated embodiment, both source and sink devices 102 and 104
generate the verification reference and verification values continuously, but the
verification values are provided from sink device 104 to source device 102
periodically at predetermined intervals.




ci phering the above nentioned random nunber An using the authentication key
Km as the bl ock cipher key and applying Cl clocks. The duration of a

transm ssivane@@si on i's application dependent. Typ| cal | ypctissddRigsgsponds to
a natural demarcation of the video content, e.g. the transm ssion of a

oy e, BN ALY RS YSiePh S5 Whclort Mudd S ssi on of

om may’ cons a transm ssion session Instead. Upon
generati rall 64’-lblt Beleagthnakd&ylnksievrceuméeprd\edes:murwdgwcenazusthan initial
versi on of secon lhack 304 For the illustrated
enbodi rrerffe" lﬂ“c‘@q d%'wilﬁ"fvbn FE@ e&%’ﬁ@ 9@"96? tBé'&?&S ‘random bit sequence
(at p-bit per clock) using a stream ci pher with the above descri bed random
nunber An and the session key Ks (in two roles, as_ another input random
nunber and as Fiaures:3a-ghillusiaterthe synmeligsipheningdecinhesig Prassssdr devi ce 102

derives ﬁ@nﬁé&@@t&i‘i“?ﬁ ggnéé'ﬂﬂ‘i’g?}é’bhbﬁamcﬁ %Sethﬁ% memﬁgeguence s

gener at e source device generates a rane for the next
frame (blidekcdiént is Besurnbdto be aswultirathecvitieaicordent, witi each fgamer at ed by

bl ock ciphering .an inmedi af el recedi ve sipn of. the second random

nunber %W'%%Hg'p[]en' dt@ ‘%’?Ee‘g'g iy &98’2?39{ aLA0E A key Ks as the

bl ock ci pRgrvat &y alicpgl saﬂMewcregto%n@bmams"retm itsIf, comimanie kndwih 8 frane,

frame-1, frame key K1l is_generated bl ock ci pher| ng the above described
i e (!

initial \ﬁ@?i\oﬂﬁo’ﬁﬁl retrace irkerval erdionzantal hiaeking mternyal (HBIk d-ikewjge. inppl yi ng C3
| ocks. h
clocks. AlbbRRE frkmes/ an Rl bova SHaEHLE R | |éa‘?122Pét&@?at eac

verti cal nking i nterva e then next frarre rame-3, and
so forth. itssﬁomrgmnalyamon@ astbefvedical ﬂe&ycﬁ(lnﬁe@dmrcyeml/bleeklmgmtgmbr ates the
current i on of the second random nunber (M) (block 302). For the
|Ilustrat enbodi ment, source device 102 first generates a pseudo random
bit sequence Saircepdédvite PHO2 firsk gerkératesimgpsslmtkeqe(lfs):iopﬁwtravisdﬂssmn previ ous

(ol os. " asSsAIoRPok SRy PRI R0 ORI, KA GRretainn SRR koy)

appl yi N9 &hhdrngake abspe! hiehtiond ramBounaissr AtPasing tHe' Qﬂhéﬁtﬁaﬁéﬁkéﬁ random
bit sequence, as the bit sequence |sr£8enerat ed. Upon generating the

current vlémsﬁlsdhe@!o*wheé(kgmnﬁl arplying{cheleeksv The dygtiereoti@vi ce 102 again
gener at ey g AFEHGT sE XL dYplicatoA YepEhadrt! T?pi%hﬁy, Rorresponds to a

natural demarcation of the video content, e.g. the transmission of a single movie
may constitute a transmission session, or the transmission of an episode of a
sitcom may constitute a transmission session instead.

Upon generating the session key Ks, source device 102 generates an
initial version of a second random number (MO) (block 304). For the illustrated
embodiment, source device 102 first generates a pseudo random bit sequence
(at p-bit per clock) using a stream cipher with the above described random
number An and the session key Ks (in two roles, as another input random
number and as the stream cipher key), applying C2 clocks. Source device 102
derives MO from the pseudo random bit sequence, as the bit sequence is
generated.

Next, source device 102 generates a frame key (Ki) for the next frame
(biock 306). For the illustrated embodiment, Ki is generated by block ciphering
an immediately preceding version of the second random number Mi-1 using the



clock) to cipher the frame (block 308). For the illustrated enbodi nent,
source device 102 generates the pseudo random bit sequence using a stream
ci pher wiWwRoMT25Imedi atel y precedi ng version of the secporiusemngism nunber
M-1 and franme key Ki (in tw roles, as another input random nunber and

the streagessiiniey’Kkayihe BN dipheg kep, aidoaﬁpl;aug:t:a&;locibembﬂ@%wré ent is
ci phered by perform an_exclusive-OR gXCRt erat lon_on the video stream

and the pE ?affﬁm?ﬂ framnedgy e gen BKF'BF\%FH}G 1!5‘!-”t€"b$’é‘!ﬁuence is
gener at eidicRbed Fﬁ’da)fvéltslcﬁa dfthEsecibrhhdGinuirdel MANBLing k8! ¥a4 Of RCB s gnal

per cl ock ere Is equal to th nunber 0 ts’ per pixel nmultiply
by the nwanRyingC3piloakss Asditionallye thisigperation isssubsequendiyrivepeatéd bt eanh per

frame. F t. | t t essively
transfor (r)r\;serﬁ%?g#&k@ 'ﬁé}\%ﬂfeo‘?gﬁ;éaﬁge o}d %%Hé‘r%%ﬁ%’ r%@gbsgﬂgc? rsfgﬁﬁ'om bi t
sequence is emwmerﬁd@theﬁaﬂiellsey Kihsourcddetice $62 géndratesthe@her ed vi deo
content is further strengthene I ncreasi.ng .the unpredjctability of the
pseudo r%'ﬁ?&ﬁ?’%’isp”s‘g(ﬁ'ﬂfeg "B "EUE’EE@@S&@M%' Eafh’(?n of then current
stat es_ofjiniStratétf emB8diRfent %%ﬂ?c%'dé‘)io%“iﬂﬁfﬁst‘dﬁn@l‘ét@é 8 pebudd'fantibA it ( bl ock
310). 7 WD 01117252 PCT/ USOJ 22834 Over in sink device 104, in like

manner, iSequenes (ajerkit paraiock) ysing p@rermciphenwithdhe praviqusarersipB of on sessi on

(b1 05k 316 ool BB Aol FaRERS! Ay i i Bls B bhpLp? gener ates

an initi Version o second ra om nu
si nk devummtl‘éndcg'em\enweeand e the streank ciphéidkey) aamblymg:ﬁdn@locks.n&omaeunber (M)

f h f h i K b I
opeat od SRegA0F Spueh Ao hiesalld B el SRRt 1 ane. 11

t he neantgeqaen@éisgengmga ation of each frame key Ki and M, sink device 104
generates a correspondllgg pseudo random bit sequence to deC| pher the frane

(bl ock 318). ¥Hpengdepgeatiog the swrent yRISian ofitae geconsHapdemmumbearMir ni ng an
excl usi veg gFée( . PRLLGiR BQn&QT?Tsfhepééu%Qaﬁ&dn%ﬁh AcBQaf@bitpepondi ng

pseudo ran t sequehce. SInk device 104 al so oys a stream ci pher
t hat sucoinok) mnpherrtaaﬁamer(blonk 3884 Far theillupisated emboedimmenicsaureg i ng t he

pseudo dified at
e ior i SRASTOR forRAHE e ARR bR sellorks BHBSERNMEL NP [ o020
random blwltrsaqmnewatelpmdcédmgwersmpmfmﬂs sendnuyam nhambdr ¥-1emd | er .
descri be%rqf or soR.r ce, dev ‘ce 102. th nte e nt ?h r{d each Ki are both
84-bi t “é‘?]’é?)h two 1plesgas ano er input ran m nu er and the stream

cipher key), applying C5 clock cycles. The video content is ciphered by perform

an exclusive-OR (XOR) operation on the video stream and the pseudo random

bit sequence. The pseudo random bit sequence is generated preferably at a rate

sufficient fo cipher a pixel of RGB signal per clock. Therefore, C5 is equal to the

number of bits per pixel multiply by the number of pixels per line, as well as the

number of lines per frame.

For the illustrated embodiment, a stream cipher that successively

transforms Mi and Ki in the course of generating the pseudo random bit

sequence is employed. Additionally, the robustness of the ciphered video

content is further strengthened by increasing the unpredictability of the pseudo

random bit sequence through successive maodification of then current states of Ki

at the horizontal blanking intervals of the frame (block 310).



are both 48 clocks in length. Each pixel is 24-bit, and the pseudo random
bit sequence is generated at 24-bit per clock. Each M is 64-bit in

| ength, C3yébfh7e% are 56 clocks in length. Each 64-bit perisSoohessaed by
concatenating the "lower"” 16-bit stream ci pher output of each of the |ast

U, ol ocke SRR ek R e B A ORI 3

i n ciphered _ ne'ss msource device’102 to sink
devi ce 10¢Ks) fdrtieeitransrniskiohGessibh Ifbloeld812)d Yponegenegatingstke sesgion keyt

illustrates video.so e and, sink devices of (Fig. | in furthe detail, in
accor dancgs'vﬁ"i"hg?}’r‘n‘?éa i%SﬁW%ﬁs.a"Agﬂgh‘ﬁm?“QF HEO%BU‘F' 5%“‘{?% “Eﬁ"ﬁ?ﬁr devi ces
102 and i@;ﬂo)i(ﬁféb!é@%jr.]rﬂéitf aﬁﬁaeﬁa@qoagené@% b FRARERe AN 4R sdcpgect i ve
end of link 106. Each of Interfaces 108a and 108b is advantageously

provi ded w@ngdamciyspker (Milfopthenext framedhlock 346t This operaticrs likewiseo practi ce
th id t - he. ' ' d i bed
above.  AHEPRGE BPEREE d SBoTLAEH timiFinir i b Mo, 020" (0L
as havi ngin the emegntime, déter geridrationsefiemch framekeoifh and e sinkalevicat104 114.

Except for 8 01/ 17252 PCT/ US00/ 22834  .jnterfaces 108a and_108b, as
stated eaPPTEAEs\A CRIFSPRNFIRE PRRIFR AT °H‘et?)1 geauenps 1o degp &F8MS: her wi se

i ntended ({HodkeIABFSTRE cibheFatPdidéataaentis ebcibhered perfAmingldPWn in the art.
Random nunber generator 114 is used to generate the earlier described

r andom nuf¥tsiveORXQIReraiatn onytheatidacoytream and thepeorfaspradipgt ed i n

har dwar e f hit ; i in the
art. In gﬁuzjrgr{git‘\g&gr?go qugﬁc{é;n@ggfdte ﬂgggﬁisi%ﬁoféera&?g?taﬁgagﬂ w 'l appreciate
from t he thatsuadepsively ttansfooins di,andiKiirethekcborsenyf geinemtingdble pseypner at e An,

wi t hout the oynent o [ random er. ator. Ci pher 110
s B novetbagaiiit eslERbey Fulb @it i pAOSSELAY Midndbahe heheanmll The o
bl ock nodsiafking itédrkisaf te framet(bioekB820) KiptheqizelLad rartionT bit BéQ@dricee  t he
vi deo content protection nethod of the present invention, cipher 110 is

used in BrbMarBEmstricalicgeneratedas dgacriheddetisaaes Agyickd92«s and
frame keys Kijn gh@&ribditbRe RsErdeach 1§ AREHGthBALBIBINNSRYAC CadPEB DI t
sequences for the various frames (and indirectly M, as they are derived
from t he awednihddelodssin lesgtiudrachpixel is24-bilransl ihewseuda edoxdpbit 112 i s used
to cipher sé’cilg?lge ?soaéﬂ?étedcaq 5213?:' &9 clock. Each Mi is 64-bit in length, C3 and C4

are 56 clocks in length. Each 64-bit Mi is formed by concatenating the “lower”

16-bit stream cipher output of each of the last four clocks.

Accordingly, video content may be advantageously transmitted in ciphered
form with increased robustness from source device 102 to sink device 104

through link 106 with reduced pirating risk.

Figure 4 illustrates video source and sink devices of Fig. 1 in further
detail, in accordance with one embodiment. As shown, video source and sink
devices 102 and 104 include interfaces 108a and 108b disposed at the
respective end of link 106. Each of interfaces 108a and 108b is advantageously
provided with cipher 110 of the present invention and XOR 112 to practice the
video content protection method of the present invention as described above.
Additionally, for ease of explanation, interface 108a is also shown as having
been provided with a separate random number generator 114. Except for



It with the pseudo random bit sequences generated by cipher 110 on
interface 108a. Over in sink device 104, XOR 112 is used to decipher

ci phered viwoadn72epntent, conbining it with the pselde rapdrosdoibsssequences
generated by cipher 110 on interface 108b. Figure 5 illustrates the

conbi ned Pl QekleS 1083 Hnai 1088 adtafidarter] idbskbIeE and@inki devides 1e@Ccor dance
with one enbodinent. As illustrated, conbined block/streamcipher 110

i ncl udes bhddR4 laes otheowise intguied tg sepresenttd kynad categeryr efdhesedsyvieasct i on 506,
and mappi P’g secttih§ 08, coupled to one another. Block key section 502 and
dat a sect FERVBEY "enpl oyed in both the block node as well as the stream
node of oper at Rafdorwinembes getaratom 4 s ssedt to gendlie thedearigrmesgribexkct i on 508
are enployed only in the_stream npde of ogﬁgg&i on. i,n bl ock node,

Briefl
bl ock keyTanslom amBerAn.sRapAIM FUADSY genera may] %'@pr??@éf‘tegﬂfbh as the

earlier dﬁéw'gabéﬂr SotividstBL InGRYigRR df BhukiBER lof ttANRBES kAdwn iretelsst, mher eas
data section 504 1s provided ™ with the plain text, such as the 9 WO 01/ 17252

PCT/ US00/ at@Bate embodimentsege ihase gkillad ibiheaihwil appreciate fram thér i ved random
number M 1. . % eyi ‘n Sl ' ol +, State,
operati veF?sca@!'@gEopﬁ"ﬁ"g' 8@?%10 ok@é)gggétulgg?lﬁggiﬁé}?%rﬁrgt@@%nﬁ@gy section 506.
Duri ng eaempidyawnt of alseparatecrandomaiumtiepigenetator. as wel | as the plain text
are transforned, . Th | ock cipher. k Ls,lnde n t d,

Aher eao. T ansr SR THhIsg neYeL B TARE Plaskdtne A GERR Sahetle oF BREathS™

t ransf or np{ dihier BYIELK rA6dS 6 SpRFatih dritestidzps nodedfepedatiyn. Fbipeactice desi red
nunmber of clock cycles, the provided plain text is transfornmed into

ci phered tmideq:@?"t?'hfé’f@@ﬂi?r_émeﬂpgcﬁf F’E%H’efﬁ?ﬁ“éﬁv%iﬁf’eﬁ?h?frﬂl‘)éﬁ_f"F%qll met hod,
uhen Dbl OfLIBEYrRAE 10 Genciflie the gBbRY hekineh sBsdioh RaFkd ahd raRfel ke SO I

provi ded ci phered An I's read out and used as the session key
Ks. When Ki,aoll in segaraenedecio geperate ther peeiude dandam biksegyanceafer thecti on 504 is

provided with the M- 1. ¢ : -1 ] the frane
key Ki. TYRTRMSiTRReS {aﬁ‘é '%ﬁoe"l%ie]fé@daa a?‘?{at‘i% r If%ﬁtrﬁ%ggsés%?g? gﬁ 502 and data
section Sgdqusneesised in i ke manner as described above to generate the

I nternedi ate "keys", I.ch d away (in stqrage |ocations not
shown). The shdovEcs %vmqﬁz(t@?igggsusvégrtggc{quhwaﬁggygt&nﬁgo B pher ed
text in rﬁ‘ﬁﬁthstﬁgpgé&tﬁf randb@Bil déquiBnéds geherates by ltfiheng1®bn ifterfadepher ed text -

back into the original plain text. Another approach to deciphering the
ci phered 108a. @iver inisinkiisvigs M XSGR 812 i5 used to decipher ciphered video

content, combining it with the pseudo random bit sequences generated by cipher
110 on interface 108b.

Figure 5 illustrates the combined block/stream cipher of Fig. 4 in further
detail, in accordance with one embodiment. As illustrated, combined
block/stream cipher 110 includes block key section 502, data section 504, stream
key section 506, and mapping section 508, coupled to one ancther. Block key
section 502 and data section 504 are employed in both the block mode as well
as the stream mode of operation, whereas stream key section 506 and mapping
section 508 are employed only in the stream mode of operation.

Briefly, in block mode, block key section §02 is provided with a block
cipher key, such as the earlier described authentication key Km or the session

key Ks; whereas data section 504 is provided with the plain text, such as the




key section 502 and data section 504 have been further described in
accordance wth one enbodi nent each, referencing Figs. 6-7. In stream
nmode, Str epgukLys2section 506 is provided with a stream CpPPasoonkdy. such as
the earlier described session key Ks or frane key Ki. Block key section

502 and I r VA ] Wm?g . such as the
earlier ﬂ%%@?‘f%%é*‘@%s’%?@ﬁ@f'ﬁ‘éﬁ‘g&éﬁ@d‘[ﬁﬂ&ﬁv‘%ﬁ%ﬂ? e derive ! f‘andom nunber s

M -1. " ReRekeyigg enabletignalgs aét tosa “‘disabled” ataté, epeldtivaly de-aauplingper ati vel y
coupling  block key. s i.on 502 to streamKkey section 506, Perigdically, at
o edet o iRty sclpd 392 ot dbara e¥ sEGRR 508, DHEbE A0 T5Rs BT bl anki ng
I nt er val splo8k EiBRER KeYYas WEIFAd e PHalA téd avs BEndforngsd) ETIRd Blodk ipher RBY € dat a
bits to dynamically nodify the then current state of the random nunber

st or ed i nsindspendently tsansforaedswbereapiranslormation eftheplaintexdis i n bet ween t he
redet er m | I ; ' section

505 and. (apendefi & R fansRAinaib BEAG pertiFned bn HObRG RNBL RS KB Sed 1o

bl ock keya desitadomurblisr of clack dydes,dba providedl pl@in(extis iaasfeanedibty 22834

transforne reas transfornptign of .the random nunber .orpvided to data

secti on S@Sh?r\é\@gee’ge%&&me ﬂﬁﬁri%sf%‘f'ﬁ%?%ﬁ P[S%r?eﬁﬁ%mﬁiﬂg‘? ®M bl ock key

section Shldck RPSidiion 502Gk plARict siith Iviemdalial Bectionss0dtis pedviddtbwite y

transforned states of the two random nunbers, and reduces themto generate

one bit ohewe CPhElRILAR ifTearhort and Berrbat Eie sassion key Ke. d&BeR Blpckunber  of
¢l ock  CYieySSeatifin BB2 WibroliaBH Wit amPasBEecH 564 BITbUIBED WRRTHE M:S
. "For th | l'ustrate

generate r the i enbodi nent, by virtue of the enploynent of
the "rekbydipheret Mii1ds readyoutianddised asithe framedieydti- 506 may be |eft operating

even durin e bl ' il t iveal i scarded b
the "rekeyi %gtﬁlhoe%%%@'ge% ﬂg’?g'ﬁg?'%?%%lﬁ itér%H'amgéflée;ﬁ%g%ﬁ gp gtaé?.d\élt—éljgure 6 d
il uséI r atm:tibhsohlaw&rs;&m lkecﬁa?m:srefslcllébg-tibeﬂtéb;vélbt? géﬁeri?t&aﬂei I, in S0z
accordance, Wi th ong enpodi nment . il lustrated, ck key .secti

el Udes MielediE Kegs> RMHATS SLRY AMEY IO LEaEPS NOh IO e AR
transfor ”ﬁbfé&ﬁniéﬁhbdiﬁ&ﬁ"geY X E;QEW?(WQG to fl@:‘f(iﬁﬁeﬁég 18 fFireverdedadrBer,

I ti 0 ock ci s)her ey .g. authentication key Km

collectively initialized to a : , X r
or sessi oiesuiing isthe|decinphesngrofhiheccip taxt back igtthesuipinahplaincteddt.ect i vel y

o B AR Ao D OopRERSABR ke Seedibed JPBEY 11 Eoch
t he cont ekay sectior §02 taad satDR0ticA 504 have beep &ather dabdribeddnlastordahcen
) with one embodiment each, referencing Figs. 6-7.

In stream mode, stream key section 506 is provided with a stream cipher
key, such as the earlier described session key Ks or frame key Ki. Block key
section 502 and data section 504 are provided with random numbers, such as
the earlier described session/fframe keys Ks/Ki and the derived random numbers
Mi-1. “Rekeying enable” signal is set to an “enabled” state, operatively coupling
block key section 502 to stream key section 506. Periodically, at predetermined
intervals, such as the earlier described horizontal blanking intervals, stream key
section 506 is used to generate one or more data bits to dynamically modify the
then current state of the random number stored in block data section 502.

During each clock cycle, in between the predetermined intervals, both random
numbers stored in block key section 502 and data section 504 are transformed.
The random number provided to block key section 502 is independently
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boxes 604 receive the content of register 602a, nodify it, and then store
the substituted content into register 602c. Simlarly, |inear
transfor nY@ 7283t 606 receives the content of regi st &IUS0PR8MNd 602c,
linearly transforms them and then correspondingly stores the linearly

t r ansf or nemstopmied nivhéereas trapsforhation dfdhe raraloch BOAber Bavided taidatan boxes 604 .

d i f t it 606 i.opl ted | i ety of
" accor aerten A0t dehandRn it ihe toneRRT el heing pERE MG b ke ot 7 0 S
| npl enentakiigh502. MappihgiblodkB0B rétedes alsabsat eachoof thé@ewlyescri ption of Fig.

7. Figure 7 illustrates_the bl ock data sectiém f Fig. 5 in further detail,
in accortaanstemadsiates ef belwairardam nigpets, an F?‘i;@??meé‘at‘bﬁmﬂ?ent, dat a

secti on 04 o (L FLLASd danGH dothBAedt T o B8RRI G Qck X Copt

linear tr n unit al’so takes_ Into consideration the content
of regi stoyele§02 psewdeerantom\ii} seguencesofl aPdagitegdength $sgeneratedsf or mi ng t he

contents of registers , 702b-702¢. | ] | 02a- 702c are
col l ectively ﬁ’ffﬁ]%['ﬁ‘?@g@?ﬁ?‘ﬁ"&ﬂ"@"ggggvg'f&p@ﬁﬁeﬁé’%ﬁéﬁhéar| i er descri bed
r andom nupdrayinfenabled @ignek diream desacticnes06\inay be llsft spereting evale, regi sters

702a-702c are collectively initialized wth a, random nynber. Each round,
subst i t utduging bl Block mpdenas jts ﬁB@Ptstﬁrﬁrﬁémﬁﬂ'm digcar y gt% kRN, ¢ he

cont ent 8q| i » escribed earlier for block key section
K nane g,lﬁ?]ltea?(sglt %Oaz"%l‘ls%%% 3faté)

502 exce or ferences noted above. Again, substitution boxes 604
and linear transformation unit 606 may be inplenented in a variety of ways

I n accordance Qw t | Ar kEncy one
! RiR

i mpl ement at i or'l:'qlbr? %éété%%@gﬁé%ﬁe&ggegﬁgm'%%Elf*u‘e)tggﬁd?tgg| Ist er 602a,
602b, 602@cordanse with Ane erfitdiment2 Ashillystrateth bidckkey section 507 ipcludes 602a- 602c
or 702a-702ch cqllectjvely jnjitializ W ith.a k val . . m nunber
| ess t harfe@atasy gg#a'ghgc' sé'\é§€'t{’1‘%{h€ St ﬁﬁ% a’%"f‘ﬁf'ﬁ%‘éﬁ 9’5&' 0 the | ower
or der bi{ bmirﬁ&dmseq&tbl% 602692 e colleetivelyiihitialized to amtockaighei | | ed. ]
Addi ti onal| y, each set of substitutjon boxes 604 or 704 are constituted
wi th sevdwydeionputhepticalion ke Him oksassiondeyiksn Ipskeam "POIRER
transfor %'a%ﬂ:r%ré Q??ctﬁélg?ﬂ@alﬂé@%’ﬁ?éncﬁﬁn n@vber .o/ 3b86i6n R¥y ReBPI ni ng
out puts from el gh gl usion networks (each pr pdum ng seven outputs). Mre
speci f i cdtdmye kenKi. dpasraround, ssbstitution bexas G4 ansldingar transformation unit -

606 modify the content of registers 602a-602c. More specifically, substitution

boxes 604 receive the content of register 602a, modify it, and then store the

substituted content into register 602c. Similarly, linear transformation unit 606

receives the content of registers 602b and 602c, linearly transforms them, and

then correspondingly stores the linearly transformed content into registers 602a

and 602b.

Substitution boxes 604 and linear transformation unit 606 may be

implemented in a variety of ways in accordance with well known cryptographic

principles. One specific implementation is given in more detail below after the

description of Fig. 7.

Figure 7 illustrates the block data section of Fig. § in further detail, in
accordance with one embodiment. For the illustrated embodiment, data section
504 is similarly constituted as block key section §02, except linear transformation

unit 706 also takes into consideration the content of register 602b, when
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604/ 704 and linear transformation unit 6061706 are specified by the four
tables to follow For substitution boxes 604/704, the Ith input to box J
is bit |' "woduphksz regi ster 602a1702a, and output | of boypcdugersssko bit

| *7+j of register 602c/702c. [Bit 0 is the least significant bit.] For

each di ffﬁ@ﬁs@&nﬂe%gﬁﬁrﬁér?tggg éqﬁd{té’v%%%”ﬁi cO'ln bw&kﬁncﬁ@ré’giist‘éfé te 2 706),

the inputs are g 16 an t he out put's ed 00-06.
The ext ra702marles:oﬂlect1m%h|t|dl|zfe[dumtl'otlner’telgﬂbpllalrdbxt eq. leaniendeseribteedsf or mat i on

uni t 706 is | abel ec 9,10, 11 12 13 14 15 SK 8 14 5
5"5' o 15 Engom e A G desived réngbr nimbed ME4” 4 Sredm [fods gedistels 1515 5
SK 13 11 foZa-70Zc dreldvllécthlyliditilizdd ittPa vandol AurhBed 1Edchlbuad? 13 15 4 8 1 9
10 56 SK 12 7 158 11 14 1.4 6 10 3 50 9 13 2 12 VO 01/ 17252

PCT/ US00/ Sulistitutionboxes $04 apd ginear franstormation unit 796 modify the catentof7 ¢ 1 0 14

1o 1 5 2 TPRIIRPRTD% ag ity chrirtr QogRidy sedtol SR ottt > 5 o

SB 6 3 1 differentes note@ @boye. 11 8 9 7 0 13 8836151241925810711

68 15 140 3 Agpn-aubpiufior Boles ol A7 Mep PRI It eos bV e seven

consti t utimgderaghtetiin aivatistylod weays 0f acediddridewithonelbkiaen opiotidphi®i f f usi on
Net wor k Logi ¢ ,Function Q0 KOe Ile 12 G 13 (D14 ED 1Ise |16 01 K1 a l0 a
12 a 13 aPANFRIes.25 53 16 | 10 13 a 14 e 15 a 16 0, K3 a 10 a 11 (r) 12 a 14

ED In one implementation for the above described embodiment, each register
602a, 602b, 602c, 702a, 702b, 702¢ is 28-bit wide. [Whenever registers 602a-
602c or 702a-702ch collectively initialized with a key value or random number
less than 84 bits, the less than 84-bit number is initialized to the lower order bit
positions with the higher order bit positions zero filled.] Additionally, each set of
substitution boxes 604 or 704 are constituted with seven 4 input by 4 output
substitution boxes. Each linear transformation unit 606 or 706 produces 56
output values by combining outputs from eight diffusion networks (each
producing seven outputs). More specifically, the operation of substitution boxes
604/704 and linear transformation unit 606/706 are specified by the four tables fo
follow. For substitution boxes 604/704, the ith input to box J is bit *7+J of
register 602a/702a, and output | of box J goes to bit I*7+j of register 602¢/702c.
[Bit O is the least significant bit.] For each diffusion network (linear transformation
unit 606 as well as 706), the inputs are generally labeled 10-16 and the outputs
are labeled O0-06. The extra inputs for each diffusion network of the linear
transformation unit 706 is labeled KO-K6.

SK| 8| 14| 5 9 3 12 6 11 111 15| 2 4 71 10] 13
SK| 1 6 4| 15( 8 1M} 5| 10] © 9| 12y 7| 13] 14] 2
SK| 13} 11| 8 6 7 15| 1| 12| 14| O 10] 3 9 5
SK| 0| 14 M| 7| 12 13| 18] 4 8 1 91 10| & 6

2

SKi{ 12} 74§ 15) 8} 111y 14] 1 4 61 101 3 5 0 g1 13

w S W O
N
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15 a 16 04 K4 a 10 all a 12 a 13 ED 1Is (r) 16 @B K5 alOall a 12 a 13 a
14 16 Q0 K6 a 10 a Il a 12 a 13 a 14 ED|1 E) 16 KI K2 K3 K4 K5 K6 K7 K8
10 KzO KyOwyanteg8 Kyl2 Kyl6 Ky20 Ky24 13 WO 01/ 17252 Ppdtaidansgd4834 |,
Kz1 Kyl Ky5 Ky9 Kyl3 Kyl7 Ky2l1l Ky25 12 Kz2 Ky2 Ky6 Kyl0 Kyl4 Kyl8 Ky22 Ky26
13 Kz3 Ky Ry B~ RY 2% B4 g Py Kz19

Kz22 Kz25 717 12 Kz15
Kz18 Kz21 Tk 38| B] Ad184 Ky5 Ky6
Ky7 Kx10 D 1K 148 1031043 Ky 12
Ky13 Kyl4 KX Ky 9 K0 Kx21
05 Kx5 Ky X 23 p4 26 |Ky27 Kx25
Kx26 Kx27 si '8 ne sfdr mati on
unit 6061 %) . Bb lo BzO
ByO By4 B 11g Byl 1 By25 12
Bz2 By2 B V26 BX 19 ByZ23
By27 14 7 19 4 1%z14 Bz17

7 18 BA%2
Table | — Substitution performed by each of the seven constituting

Bz20 Bz23

substitution boxes of substitution boxes 604/704.

Diffusion Network Logic Function

0, %o ® IO IO 1,0 1, ®
I: ® Ie

0/K® I, ® I,® 130 I, ®
Is @ I

OK:® Io® I, ® ;0 1,0
Is®D I

O K:® I, ® I, ® I ® I, ®
Is® Is

olki® 1,06 1,0 1,® 1, ®

Is ® I

OfKs ® Io® 1D I, D I3D I, D
Te

o“ste To® IO 1,0 1.0 1,0 I
® I

Ki| K2| K3| K4| K5| K6| K7 | K8
I, [Kz0 |Ky0 [Ky4 |Ky8 | Ky12| Ky16| Ky20| Ky24
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Ko KyO - - - - Ky7 Kyl4 Ky21 K, Kyl - - - - Ky8 Kyl5 Ky22 K2 Ky2 - - - -
Ky9 Ky16 K)(%3 14 WO 01/ 17252 PCT/ USOQ' 22834 K3 Ky3 - - - - Kyl0 Kyl7 Ky24
K4 Ky4 - - WOOURRS] Ky18 Ky25 K5 Ky5 - - - - Kyl2 Kyl9 KpeBusossassy6 - - -
- Kyl1l3 Ky20 Ky27_ 00 BxO ByO Byl By2 By3 Bx7 Bx8 Bx9 01 Bx1l By4 By5 By6
By7 Bx10 Bx1l BL12| K22 Pk ByRyByPkyy [aBe | KyBr I RyBY [RyB5[L5 03 Bx3 Byl2
By13 Byl4 Byl15|Bx16 Bx1¥ RBx1B 04! Bx4 [By16 |By17{By18} By19| Bx19 Bx20 Bx21

05 Bx5 By20 By2k By¥Xz2pyKg2 BxKy6 BxB (B4 | By 1Bx KyBY PKyByP5 By26 By27 Bx25
Bx26 Bx27 Table—+ f ks—fgr—ihear f ormation unit

- FHS-or-Ret-works—Eg— i L rans
6061706 (conti nhed | K23 b BRYT || Ky i1 [IKY15kiyas Kyg3 hB¥2back to Fig. 5,
Il that 1 JPEIe) ' G et et=h et-aiy Nng t he
Cecall that o TG TR IR R g A 0

i ntermedi ate "keys'| and| appl y1 ng fthem vely, for an

embodi ment whey g, el K28 | KBS | RyPf |5 | 14973 KB K2D3 5&%2? 6041704 and
linear transfofmatilon uhits 6061706 arle in¢l uded or [hey jmay be

dynam cal |y re¢lnfi fabedKe® pisetAticz 1S Kar18i| Kz21 s Kz Kg27 | t he ci phered text
may be deci phereetas—fpllows— First - lthe ¢iphel keyl used to cipher the
plain text is |PoadBX0i hK o} B¢k HORZ OB QKXBODKXBNHKI® ock key section 502
I s advanced by[RT upg i Te arshort—-of—the—nunber of rounds
(R applied to ?théﬁt h§§4 plgﬁ m . ‘&I(?t (=F<XMEK?‘JM t'i<"oﬂz R-1 rounds, the

ci phered text (@o,] pgged| kv8 O J K19ty ' fElsections, bl ock
key section 502 and dath ysgect'iq}?}l 5(}'2, a?ﬁ S“Bég? aﬁgg"' 'ba"c‘iward", i.e. with
substitution bp@gs wamyw el | Kyl 80 Kkog MRk1PNKx@ [t s 6061706

appl ying the i pvers stitiutions and linear ransff or ndt i ons

respectively. FPgur ¥4 gKelib i Kyi7dtKydBe Kyn8 | Kxi@pkx2@)Kx24dti on of Fig. 5 in
further detail [ cog Hth-gre—erbptimept—As—Hl ustrated in Fig.
8a, stream key (s)éc Il(g% [ Ld@#am%)g?‘é%fﬁg%e@z"f eedback shift

registers (LFSRO) PRxe aANky24 | Ky25| Ky26 | Ky27 | Kx25 | Kx26 | K27

Tables Il & 11l - Diffusion networks for linear transformation unit 606/706
(continued in Table IV).

B1| B2| B3| B4| B5| B6| B7| B8

I, |Bz0 | By0 |By4 |By8 |By12|By16|By20 By24
I, |Bz1 [Byl |By5 |ByS |By13|By17|By21|By25
l, | Bz2 | By2 |By6 |By10|By14|By18| By22 By26
I, | Bz3 | By3 |By7 |By11|By15|By19|By23| By27
I, (Bz4 | Bz7 | Bz10|Bz13|Bz16|Bz19| Bz22| Bz25
I; |Bz5 [Bz8 |Bz11|Bz14|Bz17|Bz20| Bz23| Bz26
I | Bz6 [Bz9 [ Bz12|Bz15|Bz18|Bz21| Bz24| Bz27
K; | Ky0 - - - - | Ky7 | Ky14| Ky21
K, | Ky1 - - - - | Ky8 [Ky15|Ky22
K (K2 | - | - | = | - |Keo |Kyie|Ky23
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15 WO 01/ 17252 PCT/ USOQ 22834
as shown. LFSRs 802 are
ear| iwooamszi bed frane key Ki.
key is succeSS|ver shifted through

€. g.

conbi ner function 804,
collectively initialized with a stream ci pher

, pbersione® Ci pher
LFSRs 802. Sel ective outputs are taken

During operati on,

coupl ed to each ot her

key,

from LFSRs 802 rmerr fungtiony 8074 bine the selective
outputs. In sty egfn ﬁgge (un%r wWhi ch, | rek =y?vn6,rkgﬁ néﬁzlged), t he conbi ned
result is used|tg, dxg nfcallly nodi fy @ thehkystlkerd| gi2sfle of a bl ock

ci pher key in Y eyl sectlion 302, JFor the il)ustrlated]enbodi ment, four
LFSRs of diffef el LKEﬁgths- are— dnptoyed- [Kytd| et Kf26¢ut puts are taken
fromthe four ._—Fﬁfé, Fhe—palrref-al-s+reprpsented—by-—+t-he Ll FSR and the bit
positions of the hK¥8 kets f" ULFSR outpu §V137reK3@ é?)’zw the table to

foll ows: Combi MAYTRURTLS - TR 6 3 X' +x15+x" +x5+
1612 17 2 xp 2% B LBV dBYG 1BYS, S‘iifﬂ‘%m?f‘fﬂxlmx +xs+ 5 9 14
x4+1 0 X13+X11i +e9tiet |IBy4 9 Bys | ByBl €BY7- | Blo/[@r1dim1ef| the LFSR and tap
positions. The] conpined result i3 generated fromthe thigd set of LFSR

out puts, usin OpaBﬂrsByaancBysec 8yd0 5 By1bf BXFSMB)xi4t mxns as data and
control inputs_Leséea- —to moi her functifon 802 The third set of
LFSR out puts af €0s LBX®i rﬁ)d’a) rﬁYd3 ByiltoPy1%f Bx16 |Bx7n 8&xtBnode (under whi ch,
rekeying i s engbieth it aqrnged—sEhE TS het ®d to dynam cally
nmodi fy a predef er ﬁ% b?‘fm BWZ ﬁ‘flﬁ gﬁ%e ’f"gstb%ﬁzlg (?f’& bl ock ci pher key
in bl ock key SECHI PBx5UBy2bq BYP1VBY37 PBy23 (BXaAB23 B84 | Fig- 8b

i |lustrates combiner functlcn 804 in further dgtail,j in accordance with one
enbodi ment . As| i0Q} UBx6 atEy24 | By2b| By26 By&I'MEE(BkZBmeﬂdPs shuffle network
806 and XOR 80 seridlly ¢ounled tol each ot hdr l LFSRs 802

(continued from Tables II & ll1).

8h, —andg
Table IV — Diffusion nefworks for linear transformation unit 606/706

Referring now back to Fig. 5, recall that a ciphered text may be

deciphered by generating the intermediate “keys” and applying them backward.

Alternatively, for an embodiment where either the inverse of substitution boxes

604/704 and linear transformation units 606/706 are included or they may be

dynamically reconfigured to operate in an inverse manner, the ciphered text may

be deciphered as follows. First, the cipher key used to cipher the plain text is
loaded into block key section 502, and block key section 502 is advanced by R-1
rounds, i.e. one round short of the number of rounds (R) applied to cipher the

plain text. After the initial R-1 rounds, the ciphered text is loaded into data
section 504, and both sections, block key section 502 and data section 504, are

operated “backward”, i.e. with substitution boxes 604/704 and linear

transformation units 606/706 applying the inverse substitutions and linear

transformations respectively.

Figures 8a-8c illustrate the stream key section of Fig. 5 in further detalil, in

accordance with one embodiment. As illustrated in Fig. 8a, stream key section
506 includes a number of linear feedback shift registers (LFSRs) 802 and

1
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as shown. For the illustrated enbodi nent, shuffle network 806 includes four
bi nary shuffle units 810a-810d serially coupled to each other, wth first
and | ast wowpgrysshuffle units 810a and 810d coupl ed to ¥&RuSspagiand 808b
respectively. XOR 808a takes the first group of LFSR outputs and conbi ned
them as a_.gj fof o | 8 i shuffle units
810a- 810d°§ﬂé‘pﬁ§ﬁ”§‘wﬁﬁ 382'3*&“@%3r""?&ﬁ?ﬁ%‘?"%ﬁﬁi’g’ﬁt 3&3% 808a. The
second gr oalectively Fiiialized withtessteaam cipber key, egnendier tescribed fifamekeyat
correspon 'ng ones of t.biq r¥ shuffle .units 810a-§10@l %(ﬂ? 808b combi nes
the thi r d’sePUlig PRGN, ﬁ% TSN GPheR koY (5 Fusaesately Sfte I Hard shuffi e unit
810d. Fi gLFSRsi80R2usBeledtve obfputdarnatakers fiomfIRSRE802, 3had comBissrduriction one of
a-d) in further detail, in accordance with one enbodi nent. Each binary

shuf f1 e u@P4isgused tojcembippthespledtive guinuls, sinstreamanade under Whicha nunber ™ of
sel ectors - S Eh L Re f 812a and
B1on e (kg EhianieBPURE Efinb et feh HgésnféAd, ﬁ’ss‘gﬁééa%cﬁ]"ys"ba‘?dg?téo@g 14a, 814b
or 814c r eumentasdate of arblesipeiphtrkgy irbleclokey sectivad®d gr oup of LFSR out puts
as its control _signal .. Sglector.814a. 8 | so..each receives the output of
XOR 808a or anF?réﬁgEI'ugfrgFey cipliedinien fo%ijf‘ﬁ%lf% %Hﬂﬁ?’é 'ﬁ'?ﬁqﬁs 8%+ as input.
Sel ector & di4 Thpsee s€t8 o betputstark takerf rerp the LZAFB8RED The out put one of
the two stored state val ues and to shuffle as well a}s nodi fy the stored
val ues i nPaBeMiEERreRanted hethe ghd fhebitResiignsgl g threq sets of
speci fi cal FgRr dutputs fe iveH By 1Ré Bbieedw®nt, if the stored state val ues
are (A, B), and the input and select values are (D, S), binary shuffle
unit 810* outputs A, and stores (B, D) if the value of Sis "0". Binary
shuffle unit 810* outputs B, and stores (D, A if the value of Sis "1".
Referring now to back to Figure 5, as illustrated and described earlier,
mappi ng functiop 508 penerates the pseudp rcombinihytFuneteande based on the
contents of sel gct ﬂ%'egi stér@ of ,b] ock key section 502 and |[data section

o plmgmy

)

504. In one en nt, wh B% key| section and datja section 504
are inplenenteyl in apcordance with the fesgect]i veqenpodi s illustrated
in Fig. 6 17 W) 01/17P52 PCT/ USO0t 22834 { 7, magpi ng f pncti o 508 gener at es
the pseudo randpm 13i t | XBauehea™at x241bi t| pe® ¢l ockR based7ory the contents
of registers (Ky and Kkz(?‘? 602b- 602c and (By and|Bz) 7p2b-704c. Mbre
specifically, ehchZ2of|Xlier #A+ixi%sx’isx'gener abed [by 4fer | or #Bng t he XOR
operation on nife tern%,_j_[f accordance with the{foll ow ng forjmul a:

1 | XM*+x"+x+x+x5+ 5 9 14
X +1
0 [XP+x"+x*+x5+1 4 8 13

Table V — Polynomials of the LFSR and tap positions.

The combined result is generated from the third set of LFSR outputs,
using the first and second set of LFSR outputs as data and control inputs
respectively to combiner function 802. The third set of LFSR outputs are
combined into a single bit. in stream mode (under which, rekeying is enabled),
the combined single bit is then used to dynamically modify a predetermined bit of
a then current state of a block cipher key in block key section 502.
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(BOKO a (Bl K1) a (B29K2) a (B3K3) a (B4K4) a (B5K5) a (B69K6) ED B7eK7
Where "e" represents a | ogical XOR function, "*"represents a | ogical AND
function, woediateszi nput values B and K for the 24 out put pbtisScots4! Nput BO
81 B2 B3 84 85 B6 87 KO KL K2 K3 K4 K5 K6 K7 Oigin Bz Bz Bz Bz Bz Bz Bz

By Kz Kz Kz KZFI%B@IIJ@M&% co@r&rﬁé#f@hétloﬁ‘hoa?m 7ur§1€raeflaﬁ |ﬁ a2Borbangg 0 9 16 7
20 13 20 26 6 19 0 10 26 18 20 12 19 2 10 19 14 26 17 1

22 8 13 7with ope esnbgdiment. eﬁqrﬂug.raieﬂ EP"ID"PIf@OQOFbﬂ!ﬂa lwm shefflep2 24 14 18 7
19 21 19 / 421 53
27 5 17" 106808 85 pig xR 8908308y ey Lol eebictng dpeiFeRadda s 17 (°0
5 11 23 asshdwil3Fbithe immtezﬁerﬁnodisuemﬁ sBuffié nitvidrk sosmmcweh?oars t0 15 18 0
20 26 19 4, 15 11 27 .19 14 36 20 12
25 19 10 9'7'39'43@2%%1”%'%52%@7&1@’ seria Yﬁ%“&e‘ﬁ" ﬁwwi*b tf?‘diasies 0 23 11

14 8 1 2bﬂaary4staﬁﬂelﬁm?s48-ﬂdi ghdbs10d ddhp?ec% X3R 8088 and @ﬁb%észp%cif@el%l 4 13 5
22 0 18 8_25 027 11 225 16 1 10 3 15 19 21 1 24 20

2 7 15 18X9&8@£a t@@es tf!?affit greup 0BFSR OyiPUI%a@d sambingd themgs asingle1 14 7 25
34 13 za0ipPyEeg Shite hetiort gbg, Byrer) Shcfhg oys 1048194 el 15°6°0 "o% 14T
23 16 27 propagdtelshdshuffie2thepduiput 05 XOR 808%. vneosecmd@mmﬂummzsm 2 7
ié g ig llgu pu sgar%‘rﬂsezag to con%ro%%e@l%u?ﬂi%g?’ a? correspon(;‘ ?\g %%eg oP binary sh%x;ﬂe8 02520

units 810a-810d. XOR 808b combines the third set of LFSR outputs with the

output of last binary shuffle unit 810d.

Fig. 8c illustrates one binary shuffle unit 810* (where * is one of a-d) in

further detail, in accordance with one embodiment. Each binary shuffle unit 810*

includes two flip-flops 812a and 812b, and a number of selectors 814a-814c,

coupled to each other as shown. Flip-flops 812a and 812b are used to store two

state values (A, B). Each selector 814a, 814b or 814c¢ receives a corresponding

one of the second group of LFSR outputs as its control signal. Selector 814a-

814b also each receives the output of XOR 808a or an immediately preceding

binary shuffle unit 810* as input. Selector 814a-814b are coupled to flip-flops

812a-812b to output one of the two stored state values and to shuffle as well as

modify the stored values in accordance with the state of the select signal. More

specifically, for the illustrated embodiment, if the stored state values are (A, B),

. and the input and select values are (D, S), binary shuffle unit 810* outputs A, and
stores (B, D) if the value of S is “0". Binary shuffle unit 810* outputs B, and
stores (D, A) if the value of S is “1”.

Referring now to back to Figure 5, as illustrated and described earlier,
mapping function 508 generates the pseudo random bit sequence based on the
contents of selected registers of block key section 502 and data section 504. In
one embodiment, where block key section 502 and data section 504 are
implemented in accordance with the respective embodiments illustrated in Fig. 6-
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Accordingly, a novel nethod and apparatus for ciphering and deci phering

vi deo content to protect the video content from unauthorized copying during
transm ssi swo#1asg2skeen descri bed. Egil oguge Fromthe for egausgosghasecri ption,
those skilled in the art wll recogni ze that many other variations of the
present invegtion. are no art| ul ar r.esent invention
has been des rlﬁpenﬂ1 %'8;%%6&)?‘3"3 attaer?én ps(?u rap%%t\?ﬂ?seegesncef%g Pfhd 108b, some
of the | ogi cclwelybd;eddn@terqomgtlfé@fIIeQISthHEYamrUﬁzp@m(&c@hd (By ag®Bz50ur ce and
sink devicesy d 4 i key section,
nore or | ess iﬂ Nioo?g %%@?Ag?séagﬁgﬂrmee%@@g ﬁﬁagﬁ ﬁ-ﬁig% registers,
more or |ess X@\!ﬂﬁleﬁt'et‘ PBﬁ‘"EFﬁ"!‘%'" aicmﬂiame Wigh the follewing fol;‘ét"substl tution
patterns, as wel lgakoflaf(Beaand (B2Reps BI-RHS ) ieB5bKE) laS(BBRRE) be enpl oyed.
Thus, the present invention is not |limted by the detail s descri bed,
instead, the®Be8&Kft invention can be practiced with nodifications and
alterations wit hivihéré e "TBpresentsat8gicas XORGurizfior, mre@@@@rﬁt@laabgfoheA'm. 19 WO

01/ 17252 PCT/ USQO/ 2 o id
devi ce, a et ?fg‘%fgé’]"%“al“ﬁg\ﬂ“akr{ﬂﬁﬁe%@%‘@?Vtﬂ%‘é to 2 2y\r/r:*rete?i iource

ci phering/ deci phering process to a video sink device to receive a video

cont ent g T BF AR TR e &P ,gs.dr‘ﬁ epth or
transm i cqg, nclludijng gendratio oF‘“a 'Vi rst

ci pher sfdr Ba] i'6n B3| the ¥qsiks v'&l uész

verifyi ng, angm tfed|video ¢ontlent |is |i ndped |bei ng

ded si hk devilce. {2. [The|netlhod| of |cl ai m

symmetrijcal’ly defi ph
i conpripes| subsequerit generlati pn ¢f a

1, wher ¢i rPitdi

pl urali S20$1 g e 4 1]l ol fhz ¢TI @NEL Key . [ & | 119 wef g of
claim 1} wherlej ifds fluRcti prjals {ransfor gpti@n of {t,hg Rasig | Mal yglis
bei ng pé¢rforn o] ingo qgauhha%lclalt Qn kzg ge1el§ated as (an |nuegral
part of {an al atipn prodess}autihenf i ‘cat? g the Wi deo 'i|nk Hévilce. 4.
The met | 3% Wheiel 1 ¥af & duf hedt i catfi 8n| key Ms| d&retal &l |usi ng
identifi f2thé Vildep s Su"r delapd® qi Hk| deyiXddgs2e and |sBi ¢ adt hentsi Jati on

process 12 | 1 16 | s |10} 24 |20]14] 22/ 2 8 16|15 | 2| 4| 2
5 3 27| 8 | f1s|21] 12| 23})16)] 10} 27 1 7 17
9 20 1 16 5 25 12 6 9 13 22 17 1 24 5 11
B|l2s|nf|n|nr t 6 | 2|25 | 2| 18] s 6 1 1 10
4 0 | 2|17 ]2 wjs|1s8f o 2| 211954 15| 9
23 (25| 9 2 )| 4 8 2 m 27|19 14| 221 4 7
3 6 | 20| 12§25 19| 10| 2212¢4] 3 Ml 6 | 231117 10]1
26 | 1 18 |21 [ 4] 4 f10] o0 |1} 7|26 023} 1a}]s
2 | n 4 |21 ) 1s ] 2| 18] 09 5 1612 2 26|21} 6
22 | 24 | 3 19 | 1 e | 3| s 1 2]0o]1] 8 |2]s 15| 2
2o |27 n|2|]s|1i 1 0] 3 s |19 2127 6 18
7 | 15)] 18] 8 3 12 )20 s 19 1 27| 8 | 23
12| 6] 8 | 24| 7 2 |20 23 )17 24| 7 j25]|2]1
19| 3 2| 9 (B 6 a7 4 10| 2 17 | 21 | 24 | 13| 22
nmi{)] w2} 4 |21] 2 16 | 3 4 | 13|26 18235 9] 25
17 23 26 14 5 11 0 15 26 3 9 19 21 12 6 0
9 | ]3| 1w6j27] o0 6 | 24 | 18| 21 ] 3 27 | 4 10| 15 ) 26
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i ncl ude exchanging the identifiers with the video sink device. 5. The

nmet hod of claim 1, wherein said periodic verification conprises receivVing
sel ect ed ov@@1/1G252a plurality of verification val ues fronPGIEsK)R283d si nk
device at predeterm ned points in tinme during said ciphering/deciphering
process, and conparing the received verification values to correspondi ng .
ones of a plurality of verification reference values. 6 The nethod of
claimb5, wherein said ciphering process conprises generating a pseudo
random bit sequence for ciphering the video content, said verification
reference values are symetrically derived fromthe pseudo random bit
sequence. 7. in a video source device, a nethod conprising: authenticating
a video sink device to receive a video content fromthe video source

devi ce, including generation of an authentication key; ciphering the video
content for transm ssion to the video sink device, including generation of
an initial cipher key using at |east the authentication key; and verifying
periodically the transmtted video content is being symetrically

deci phered by the video sink device. 8 The nmethod of claim7, wherein said
ci phering process further conprise subsequent generation _of a plurality
of cifpher zkeys aus| g [t®d i'nf % 41 %c| pheér@kley. (28 " [1Tff P1pA11i1p11111112
1111 M S 2D%/ﬁ7252 PCTH WSPOQ 42834 11 9. 8 The qes hjoeP ¢ftécll & m!¥,| Wherein said
aut hépti-ecatet—key—ts—generated using rdentifTers of _tnhe video source and
si nk devices, and said authenticatjon process, include .exchanging the

i dentifiers wiA¢rordingypaets! Srtird a@iﬁpeé'gmf

o SPREINGAH BRI ai m 7, wherein
said peri O\ﬁé&) bREht(th prtdcOIfe GABPEINEMETTon: eithorizg pyingteiigones of a
plurality o venificq%iog vaL%ﬁs fromthe video sink device at

pr edet er mtms'amﬁa%t'%s &8N OPFRE U | ng the ci phering/deci phering process, and
conparing the received verification values to correspondi ng ones of a
plurality of verjfication reference values. 11 The nethod of claim 10,
wherein said cgﬂhggrng process conprises generating a pseudo random bit
sequence for cFromdhe fegegoing descietioncthpseskilied B theart Wit rgopgniza thdln | ef er ence

val ues ar e SyaiRd Uirfabbhs/of §f/ drotRft ifveRiBnidiepdiamied an partsiax while
the present invention has been described as being implemented in interfaces
408a and 108b, some of the logic may be distributed in other components of
video source and sink devices 102 and 104. Additionally, non-LFSR based
stream key section, more or less block key registers, larger or smaller block key
registers, more or less substitution units, including alternative substitution
patterns, as well as different linear transformation units may be employed. Thus,
the present invention is not limited by the details described, instead, the present

invention can be practiced with modifications and alterations within the spirit and

scope of the appended claims.
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bit sequence. 12. An apparatus conprising: a first control unit to provide

a basis value to a symetric ciphering/deciphering process to a video sink

device to woaehi§: a video content fromthe video source pgexkéassa Ci pher

unit coupled to the first control unit to cipher the video content for

transm ssi k@ the video sink device, wherein the ciphering unit generates
: !

a first key through functional transformation of the basis val ue;

and a secopd .co nit coupled to the cipher unit to periodically verify
WhatE i

t hat the Vi deo content S indeed being symmetrical ly

deci phereg by f . video sink. devic ej{h?ﬁl he appar at us of claim 12,
wherein sdrd c eaﬁpyrc(e igesa M B%er" ?t‘l (é ﬁ erformsaid

functi onal Idy Qﬂﬁﬁﬁ?‘ﬁl’{ tPﬁeSVHHE‘?@c\?EBhGE g/ge NG IOCesRA% i ¢ al

ci pher keyideg rﬁiﬂ‘t‘?ﬁ%‘?ﬁ:@é%?'% tard frgnpih Gr"éﬂq ‘{5?’9 dende®:i onal ci pher
keys using theClPhﬁ't'ﬁgathed‘I' fortransmigsiepiethgivifieostinkedeies, 13, wher ei n

sai d fir stncluding genaration g eﬁrst gipherckeay tba:tugb funcsionaktsnstorniation of the and
gener at es basisvaluegandcati on key as an integral part of the authentication
process, and t herifping pleriodipaliy thatithethiansmitted videaowftentrs intdeed besigs val ue
enpl oyi ng syimmetticaiig ecipheredrbykthy vided. sifkhdevigepar at us of clai m 12, wherein
said second control unit receives selected ones of a plurality of
verificatizon vaheafethddsr daim v, wirteisakd ipNer)y frocedty ctmprivesi ned points in
time duri eubﬁﬁnpget@atmémpmmwbﬂﬂpw ﬁsm?'ﬂ% infRIBiBh&skdyne recei ved

verification values to corresponding ones o urality of verification

r ef er ence gyal " ot miindd é&ﬁﬁi%ﬁéeﬂfsaﬂﬂ:h% %ﬁg iohPdfdnd bRGgr uni t

conpr i ses b perfofisd bihp tehtia Rkéf f a‘asS uence for
ci pheri ng; gral p&if of a8 Hﬂcat% s a%ﬁ%?lﬂ t Q/ eg’ytn deves said
verificati On re erence va ues pseu sequence 17. An

appar at us corrp 252 PC SQ0/ 22834 a
first cont ﬁ-h?f“"’tq%o%ﬂftﬂ%‘m%é%eé ‘ghg é e(%g g“%'ga vi deo
content ft ‘EF[? ‘Y; % H:‘Leﬁ g? i

aut hent i c g exchanging the ldentl with 'the vndeo smk evice.

5. The method of claim 1, wherein said periodic verification comprises
receiving selected ones of a plurality of verification values from the video sink
device at predetermined points in time during said ciphering/deciphering process,
and comparing the received verification values to corresponding ones of a
plurality of verification reference values.

6 The method of claim 5, wherein said ciphering process comprises
generating a pseudo random bit sequence for ciphering the video content, said
verification reference values are symmetrically derived from the pseudo random
bit sequence.

7. In a video source device, a method comprising:

authenticating a video sink device to receive a video content from the
video source device, including generation of an authentication key;

ciphering the video content for transmission to the video sink device,
including generation of an initial cipher key using at least the authentication key;
and

verifying periodically the transmitted video content is being symmetrically
deciphered by the video sink device.

8. The method of claim 7, wherein said ciphering process further comprises
subsequent generation of a plurality of cipher keys using the initial cipher key.
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key; a cipher unit coupled to the first control unit to cipher the video
content for transm ssion to the video sink device, including generation of
an initi aweepmhee key using at |east the authenticati orrcraispo/2ss a second
control unit coupled to the cipher unit to verify periodically the

transm “fd v Bli & Lialn? 7bﬁh&a.r§§ammhbﬁﬁédtaénqke9 n@&@fe@&eamsmae vi deo
(5:1)2{;“ g:\s‘ é’ele I(:»t i Q‘?:;{J?Eeuén mlfﬁé\htf@lend &év thri rﬁ:@é iy rESI nsgugf[ t | cast
sai d aut H@%P g%l 5h L ad eg't'ﬁ%%@%ctggggeve ri/kr gehéeér at e a plurality of

addi ti ona I ni g e apparatus of
claim17, QA,her Hg@;fﬁ?%& FB‘I s%%f?"%q'ggg;fg? ﬁ%’h&éﬁp"sc?g\u ce
i dent i f | dESENiNG§S NS Wgp TPALNE YIded BN 1t i cat i on
key usi nglaviee g orpdsternyp P?'PE%'E u"f’ﬁ eolﬁ FE\'E deqiphelingiRIPGEES. yher ei n
sai d secand ewmRaning tha recaivedayericatiog valiesdn caresPanding olesol@ ¢y of

veri f i catploalityf yesfigationrefpeenge yalvesi nk device at predeterm ned points in
time during the ciphering/deciphering process, and conpares the received
verifi catifon Vhewssthvd of claine 4P ombiraip saibeipbering Peess ¢amprises verifi cati on

r ef er enc egenarating.a deutiogangqra bittsequericedbrciphering thaaidsiorcoptent, s@iihher uni t
conpr i sesyefificdtionasferengenaiudsoargsymnatecally dedvetbiromrite psétido rasdomnce f or

ci pheri ngditkejuehes.i ng the video content, said verification reference

val ues are derived fromthe pseudo random bit sequence. 22 In a video sink
devi ce, garet Wﬂamﬁg%bﬁﬂnsm eiving a basis value to a symetric

ci pheri ng/ deciPher doMroPUMERTToviBe BbasisWallROtoSPsynemetievi ce to provide a

vi deo conganlinhRieh| Qﬁﬁfﬂr&o@éé‘ﬁd@vﬁ@& sifikdRAiceIb RéceilRVa Gileo ¢effeRhier i ng

recei ved vi deo source device, including generation

of a fi rsfd g%'ﬁ g@ﬁeﬁum{{oad?ﬁﬂé?'iﬁ?\tn&%‘c%tenfﬁﬁ basi s

|
device 1 rovﬁ"? %ﬁg‘&\fion "Y°evw"b c “?Séﬁeo A e
!sgldgegelgl W{F g ol fhf ?o ﬁ'ue ci eru f lvefifydhd 22, wherein

rans | d v: €0 co is indeed being symmetncally deciphered by the
video sink device.

13. The apparatus of claim 12, wherein said cipher unit comprises a block
cipher to perform said functionally transformation of the basis value to generate
the initial cipher key, and to successively generate a plurality of additional cipher
keys using the initial cipher key.

14. The apparatus of claim 13, wherein said first control unit also
authenticates the video sink device and generates an authentication key as an
integral part of the authentication process, and the block cipher functionally
transforms the basis value employing the authentication key.

156.  The apparatus of claim 12, wherein said second control unit receives
selected ones of a plurality of verification values from the video sink device at
predetermined points in time during said ciphering/deciphering process, and
compares the received verification values to corresponding ones of a plurality of
verification reference values.

16  The apparatus of claim 15, wherein said cipher unit comprises a stream
cipher to generate a pseudo random bit sequence for ciphering the video
content, and said second control unit derives said verification reference values
from the pseudo random bit sequence.
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17. An apparatus comprising:




subsequent generation of a plurality of deci pher keys using the initial
deci pher key. 24. The nethod of claim 22, wherein said functional
transf or newwpemrimsz t he basis value is being perforned enpcoysig2e3
aut henti cati on key generated as an integral part of an authentication

brocess aut hery figfbdribl hhi?td’énﬂﬁ@nt&%lgﬁ EZidéé\‘siuﬂ@dev?c"e bYoddiddalvddd | 11111

24, wher éddtérgkﬁgﬁeh\gﬁ%/%%%é gé?/ 'iﬁ%— g@ erate 6”8@??18@%%“@&5 of the

video soulch ap énh}%mg&%% tﬁlgﬁrs%% m%%n%‘a.s% $8 e & %ﬁ;? foc! ude
SiPngT ¢

gx;lhﬁqngl nlg th nn % | HL S it net godsce)L .
r!andomzﬁl 'ﬂs'g%aggﬁﬁte% % h t{E ggggg %§ g%‘i baé % pseud

?? deo .contept, saj.d eriodic
provi si on of seferAndFogiakunitc ?Fl?he(/'éﬂ' loverify:p icgt ricall y
deri vi ng ¥arsnyided f’l@&@ﬂﬁ"&&lm symmetricalydeieiered RY die Weo sittkuence.

In a vide@e¥¢hk device, a nethod conprising: authenticating a video source
device to provide a video content in ciphered formto the video sink

devi ce, it udTheyappanatuaof olainefl 7 awhergimesid cipher wiit coragrisescablobler i ng t he

ci pher ed cipbertogeneeate saiddisst\cipher keyrusing at iedebsaid authenticationdey, and | udi ng
gener at i oto safccessively gerdratien pluradity &fbgdditionacipber keys tusingethe dnitidlent i cat i on
key; and ¢ipherkbyng periodically verification values to the video source
device to facilitate confirmation that the ci phered video content is

i ndeed bejgg TFheaEsdratuslof Haihe a7phBeRth saié first bentf@ URR IS exthahges? 7, Wherein
sai d deci ghtd RBnHNRSs WA the!VidBE sinkCVite! ﬁﬁ&ﬁéﬁ&ﬁ%@iﬁ@huﬂ\@ﬁﬁé&tdnon of a
plurality ugﬁgtm\"d@qagnmwg the initial deci pher key. 29. The nethod
of claim 27, wherein said authentication key is generated using

i denti i epg of ﬁé@p raﬁeo%evé,ﬁ%ameém&.&'s& ni’rBP'u we% geghenti cati on

process | L@ga oﬂé iy TPk e device. 30

The meg.or nﬁ &'alingh o §ﬁ¢ .hg% %sgosﬁ) [ses

gﬁgera 'n res recewe Vertfication aurtles ocorrespond ng onesif a plura |€/eo? content,
venf cation reference values.

21 The apparatus of claim 20, wherein said cipher unit comprises a stream
cipher to generate a pseudo random bit sequence for ciphering/deciphering the
video content, said verification reference values are derived from the pseudo
random bit sequence.

22 In a video sink device, a method comprising:

receiving a basis value to a symmetric ciphering/deciphering process from
a video source device to provide a video content in ciphered form to the video
sink device;

deciphering received video content from the video source device,
including generation of a first decipher key through functional transformation of
the basis value; and

providing periodically verification values to the video source device to
facilitate confirmation that the ciphered video content is indeed being
symmetrically deciphered.

23. The method of claim 22, wherein said deciphering process comprises
subsequent generation of a plurality of decipher keys using the initial decipher
key.

24. The method of claim 22, wherein said functional transformation of the

basis value is being performed employing an authentication key generated as an
integral part of an authentication process authenticating the video source device.

22
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said verification values are symmetrically derived fromthe pseudo random
bit sequence. 31. An apparatus conprising: a first control unit to receive
a basis vawosiamsa symmetric ci phering/ deci phering proceefusdoasssg Vi deo
source device to provide a video content in ciphered formto the
apparatus; a deci pher unit coupled to the first control unit to deci pher

the ciphe Qd héjﬁm‘étmfedﬁﬁlmﬁWh%}éinE ﬁa‘aﬂﬁnﬁpﬁfo a S a_fi rst
deci pher oftt . eee Blrcb =Rl wrd& g sé, u 2 {u?atlIYJﬂl ue; and a
second COpHe%Lsp,% e.nsm it liido y provi de
verificatlon val ues to eo source eV|ce aC| ‘e confirmation
that i nde her ont ent. mTet r| cal | v deci phered.
32. The afpar ag;LFSmS o cllﬁ'@l Feén gal zi‘%&iaﬁ o ﬁ PPs spa bl ock
ci pher to G Fﬁd (g‘ % FSP’ " thgevi Eﬁ’ec sSq%| ue to
generate P q.E'EPY'Pm ffiﬁﬁ qnes g Veritigalionva eE Ingyde symmeticallyr) Usoo/ 22834

the initi F"\H&H o 'ﬁiﬂp“ vahes; B”EUWW@TW%HBF%'@T&%I urality of

addi tional deci pher s using the initial decipher key. 33. The apparatus
of claim&?, wnhaddeo glax(qlemcesa methadreaIMpIising: al so  aut henti cates the video
sour ce devi ce afbenficatingayidesrsoninedavidedaprovidecayideo contentint egral part of

t he aut hecdipherediform tor theasddeo sinkideviee, inchuding-gerreratidnuofcan authénticatiom ansf or ns

t he basi skesal ue enpl oyi ng the authentication key. 34 The apparatus of claim
32, wherein sadetipheting tite ciphéedoddeordontent eeceiveddfrom theplideo $surgener ate a
pseudo r agelice, mdiudinggensratiboof atemitah@sdiptr kbg using et leagbtheent , and said
second cogaiithehtidafibh kégrandes sai d verification values fromthe pseudo
random bi t seqyeyiging periodiballyPREIREAoASyaRRERD tid Bideo Boliice HevieaRbr 0l unit to

aut hent i C%mtaee &bmﬁ.aﬁemrfa& tiieUbfstol 9idbRbhiths s HbelEPpeirgnt Nt i n ci pher ed
formto t Ig}&%lpﬂé?é u I Nng generation of an authentication key; a
t cou

deci pher to the first control unit to decipher the C|phered
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least t hecompnses subsequent generation of a plurality of decipher keys using the initial

decipher key.

29. The method of claim 27, wherein said authentication key is generated
using identifiers of the video source and sink devices, and said authentication
process include exchanging the identifiers with the video source device.

30 The method of claim 27, wherein said deciphering process comprises
generating a pseudo random bit sequence for deciphering the video content, and
said verification values are symmetrically derived from the pseudo random bit
sequence.

31. An apparatus comprising:

a first control unit to receive a basis value to a symmetric
ciphering/deciphering process from a video source device to provide a video
content in ciphered form to the apparatus;

a decipher unit coupled to the first control unit to decipher the ciphered
video content, wherein the decipher unit generates a first decipher key through
functional transformation of the basis value; and

a second control unit coupled to the decipher unit to periodically provide
verification values to the video source device to facilitate confirmation that indeed
the ciphered video content is being symmetrically deciphered.

32. The apparatus of claim 31, wherein said decipher unit comprises a block
cipher to perform said functionally transformation of the basis value to generate
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aut hentication key; and a second control unit coupled to the deci pher unit
to provide periodically verification values to the video source device to
facilitat ewpapfir2sgati on that the ciphered video content pcgnshgeess bei ng
symetrical |y deciphered. 36. The apparatus of claim35, wherein said

deci pher Ltﬂéﬁmﬂé?rae bﬁs.sk h@%su&e@&@élytg@ngl"a?@é?ﬁtﬁaﬁz'oﬁa&?lﬁéﬁaldeci pher key
using at | ?pth |hﬁlﬁfﬂl&'{§3 and to successively generate a
plurality oge% cefdl ona ecl pher Keys ugl ng the . initial decipher key. 37.

Sovi cors ookt hparpeiis f%%%r‘%@&?ﬂ Jaade@'%&‘gwfl tRR. oo
aut hent i cft ‘1’6‘?‘[‘“" gV Wgh Sﬁ?m e 9 sa”ngg an ag ya‘l‘i:%" of claim

t also exchanges

35, V\herel'ﬂtegéﬁlcﬂ’aﬁé’é eﬁ enerate a
pseudo r arfERSHAMS tBed G%‘ﬁd’é Ef@)ﬁ’ 9 e putgentcation 8%  content, said

verification values are derived from t he pseudo random bit sequence.
LITIT111i134 0 Xhereppaiatys otelaim 34, wherein said decipher unit comprises a stream
cipher to generate a pseudo random bit sequence for deciphering the video

content, and said second control unit derives said verification values from the
pseudo random bit sequence.

35. An apparatus comprising:

a first control unit to authenticate a video source device to provide a video
content in ciphered form to the apparatus, including generation of an
authentication key;

a decipher unit coupled to the first control unit to decipher the ciphered
video content, including generation of an initial decipher key using at least the
authentication key; and

a second control unit coupled to the decipher unit to provide periodically
verification values to the video source device to facilitate confirmation that the
ciphered video content is indeed being symmetrically deciphered.

36. The apparatus of claim 35, wherein said decipher unit comprises a block
cipher to generate said first decipher key using at least said authentication key,
and to successively generate a plurality of additional decipher keys using the
initial decipher key.

37. The apparatus of claim 35, wherein said first control unit also exchanges
device identifiers with the video source device, and generates the authentication
key using the device identifiers.

38  The apparatus of claim 35, wherein said decipher unit comprises a stream
cipher to generate a pseudo random bit sequence for deciphering the video

content, said verification values are derived from the pseudo random bit
sequence.
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