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BACKGROUND
Field
[0002] This invention generally relates to wireless communications. More particularly,
the invention relates to handoff between a relatively fixed wireless system and a cellular

communication system.

Background
[0003] Table 1 summarizes acronyms and abbreviations.

Table 1: Acronyms and abbreviations

AP Access Point

BS Base Station

CDMA  Code Division Multiple Access
ESN Electronic Serial Number

EVRC | Enhanced Variable Rate Codec
FA Foreign Agent

FFS For Further Study

GPS Global Positioning System

HLR Home Location Register

HW Hardware

IETF Internet Engineering Task Force
IMSI International Mobile Subscriber Identity
108 Inter Operability Specifications
P Internet Protocol

LAN Local Area Network
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MGW Medi aw@ntm@seyicM B Managenent
Number M P Mobile Internet Protocol
MSC Mobil e Switching Center

Management MAGr ovi Mestiimdicoess CGasl
Pr ot ocol @é?/ Qual
Pr ot ocol Si gn

| P
MIN

MIP
MO
MS
MSC
MT
NGLAN
OAM
OAM&P
0OCS
PPP
QoS
'RFC
RLP
SGW
SNMP
S5
887
SW
TBD
TCP
UDP
VolP
VOPS
WAN
WSS

Mobile Identification Number

Mobile Internet Protocol

Mobile Originated

Mobile Station

Mobile Switching Center

Mobile Terminated

Next Generation LAN

Operation Administration Management

'‘Operation Administration Management & Provisioning

Obiwan Cellular Server
Point to Point Protocol
Quality of Service

Request For Comments
Radio Link Protocol
Signaling Gateway

Simple Network Management Protocol
Supplementary Service
Signaling System #7
Software

To Be Done

Transport Control Protocol
User Datagram Protocol
Voice Over [P

Voice Optimized Power Save
Wide Area Network

Wireless Soft Switch

MAD Mobi | e Addressed nessage
M N Medi/s20b4e33td0f i cati on
MO, Mobile Originated MS Mobile Station
MI Mbbil e Ferminated NGLAN Next Generation LAN
OAM Operation Adm ni stration I\/ana?ement QAMBP Qperation Adm nistration
; _ Whn Cel lul ar Server PPP Poi nt t o Poi nt
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TBD To Be Done
Vol P Voi ce Over
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[ 0004] F™® 20bsisiét2 general system architecture in accorparnes2004/b3z4san

enbodi nment; [0005]. FIG 2 shows a Si gnal ing Path and a Protocol Stack in
accordance wth an enbodinent; [0006] °FIG 3 shows a Voice Path and a

Protocol Stack in acc FIG 4 shows a

fl omchart of the opera ggﬁg |%§m9ﬁ%&w%§&&g accordance with
an emngpodj rrent ; FI®O0Bh dehé&al @sﬁ@%&&ﬁ@@i&co%ﬁ%@@n@maﬁhﬁm in

accor dance W|th an_enbodi nent; [0009] FIG 6 shows a sequence of events for

the 1098bf f pr Elaq2rsBoW (o Bignaling:Path P dretachle Stack tip casicorleagskWith athe

W rel ess .before the handoff in accordance with an enbodi nent; and
[ 0011] FI epl’cts the protocol stack at the wireless termnal after the
handgégos) n acFuGdangiewe hhVaiteePdib dinde at ProtdeSCRidkl N ac¢di@antE Wwith adh

enbodi nent, handoff between a wireless LAN and a cellular conmunication
system i SG@PB@"%H [0013] In an enbodi ment, a systemis designed to provide

nomagi e | Ul S1GSEIREES, MbREhHcFa BhaR B SFaybi B 0, Ml 02, 11

net S use as l'ong as the voice y Is accep

Voi ce qualatdoydanse withsmreatboditdentpi nt al ned to be at an acceptable level. In
an enbodinment, if the voice quall degr ades _bel ow an actﬁept able level the
desi ¢M08] | ows §Har Ewsvsahand ol raceition g ﬁmar&omcqw 46 eEbogiorenty RTT
net for ew elS€er experience such
t hat @ ]user IS nDS ol"‘[foaunévv%n}g%fé?&ﬁsﬁf& ﬁgj %‘lrﬂgnsport used to support

cel | goo0] ser vi F8S. 7 Qagictsithe peotved] machddtheswﬂﬂessetnﬁnnmal bdfaic thbatdosf in
interface ( Ulgl t hat the yser uses remai ns unchanged when the user
accordance with an embodiment; an
[0011] FIG. 8 depicts the protocol stack at the wireless terminal after the handoff in

accordance with an embodiment.
DESCRIPTION

[0012] In an embodiment, handoff between a wireless LAN and a cellular
communication system is provided.

[0013] In an embodiment, a system is designed to provide nomadic cellular services
including voice over LE.E.E. 802.11. An 802.11 network is used as long as the voice
quality is likely to be acceptable. Voice quality is measured and maintained to be at an
acceptable level. In an embodiment, if the voice quality degrades below an acceptable
level the design allows seamless call hand-off between the 802.11 and a CDMA 1xRTT

" network, for example.

[0014] The system integrates the user experience such that the user is mostly unaware

of the underlying transport used to support cellular services. One of the value-add is to

ensure that the user interface (UI) that the user uses remains unchanged when the user

moves from a WAN to the LAN,
[0015] Key cellular features supported include, but are not limited to:
[0016] Voice services using Enhanced Variable Rate Codec (EVRC) (MO and MT)
[0017] SMS (MO and MT)
[0018] - Cellular (CDMA like) Supplementary Services

[0019] Idle hand-off between the two air intexfaces



noves froma WAN to the LAN. [0015] Key cellular features supported include,
but are not limted to: [0016] Voice services using Enhanced Vari able Rate
Codec ( EVRORo¢sMdiapd MI) [0017] SMS (MO and MI) [0018] peghisgbafesddsPVA | i ke)
Suppl enmentary Services [0019] Idle hand-off between the two air interfaces
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provi si onitelgplismepabBessiony IniliationeBrotasel \(gﬁ’é rhone,t 4evigeiras losgkleam €WBEAri bers.
These enabling functional.ties jncl the reus gDIVA subscri.ption,

syst em sel &t ”%bﬁa, PSSRy e%ﬁeﬁﬁsgﬂw@pﬁﬁ&%@?ﬁ%p et &?E’F’lggwé%’ *Rervi ce
access, asonRédtion SaRibliti SR lotlidt pidtieiing ddVece dohREEN 6l NGirblegihb@mal i ties are
achieved w thout setting any specific requirenments for the W.AN access
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rotocol s.
P architecture, which enables provisioning of public WLAN access service for the CDMA

-

system subscribers. These enabling functionalities include the reuse of CDMA
subscription, system selection, single authentication mechanism, call routing and service
access, as well as end user charging, The interworking fonctionalities are achieved
without setting any specific requirements for the WLAN access systems, but relying on
the existing functionality available in a typical WLAN access network based on the
IEEE 802.11 standard, and introducing the OCS, which acts as a gateway between the
standard WLAN system and the CDMA network.

[0024] The OCS is responsible of translating between SIP and IOS protocols. It
functions as a SIP Server for the wireless unit and as a CDMA BSC for the MSC. A

- SIP Registrar is used to register users in the SIP/WLAN domain. The SIP Registrar
maintains the translation between IMSI/ESN and the IP address for each user in the
SIP/WLAN domain.

[0025] The media gateway (MGW) and the signaling gateway (SGW) are controlled by
the OCS and are used to communicate with the MSC using A1/SS7/T1/E1 for signaling
and over A2/T1/El1 for voice transfer. The Signaling Gateway translaies between
SIGTRAN (IP) and SS7, and the Media Gateway includes vocoders, and it translates
between EVRC/RTP and PCM/T1/EL, )

[0026] The network includes an MSC (Soft-Switch) to provide services to the wireless
terminals in SIP/WLAN mode. This MSC supports standard IOS Al and A2 interfaces



functions as a SIP Server for the wireless unit and as a COVMA BSC for the
MSC. A SIP Registrar is used to register users in the SIP/W.AN donai n. The
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and SS7, @neOravidadiia feat@way 1 ncl udes vocoders, and it translates between
EVRC/ RTP and PCM T1/El. [0026] The network i ncl udes an M5C (Soft-Switch) to
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230, 1CS 23@1e@mmzz$4nda@|mcme prot ocol stacks shovvn i ncl ude
wireless termnal 236, WLAN AP 238, OCS 240, SGW 242, NMSC 244, and CDVA

net wii28k| enenlhe signalingpg) shows P30 HQS232, andCRMAZB6t ocol stack 236
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i ncl udes 346, SI@WZ@PB[SEZM bﬂd@@MA&ﬁ&v&k%&ﬁhent% 268, SIGIRAN 270, IP 272,
and 802.3 274. The SGW protocol stack 242 includes
[0030] The wireless terminal protocol stack 236 mcludes SIP 248, UDP 250, IP 252,
and 802.11 254. The WLAN AP protocol stack 238 includes 802.11 256 and 802.3 258.
The OCS protocol stack 240 includes SIP 260, UDP 262, IP 264, 802.3 266, IOS 268,
SIGTRAN 270, IP 272, and 802.3 274. The SGW protocol stack 242 includes
SIGTRAN 276, IP 278, 802.3 280, SS7 282, and T1/El 284. The MSC protocol stack
244 includes IOS 286, SS7 288, T1/E1 290, CDMA 292, SS7 294, T1/E1 296. The

CDMA network element protocol stack 246 includes CDMA. 297, SS7 298, and T1/El

299,

[0031] Figure 3 shows a Voice Path 300 and Protocol Stack 301 in accordance with an
embodiment.

[0032] Figure 3 shows the way the MGW 304 is used to translate between EVRC and

PCM protocols. The wireless terminal exchanges voice packets with the MGW 304
using the EVRS/RTP/UDP/IP protocol, while the MGW 304 exchanges voice frames
with the MSC 306 (or PSTN 308) using the PCM/E1/T1 protocol.

[0033] The signaling path 300 shows wireless terminal 310 coupled to WLAN AP 312
using 802.11 314. WLAN AP 312 is coupled to IP network 316, IP network 316 is
coupled to S/MGW 304 using VoIP 318. S/MGW 304 is coupled to MSC (SS) 306
using PCM/T1(AZ2) 320.

100343 The signaling path 300 shows VoIP 322 and PCM/T1 324.
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296. The WOBM/H&t1Aor k el enent protocol stack 246 incl udexishddd3ge 557
298, and TI/E 299. [0031] Figure 3 shows a Voice Path 300 and Protocol
Stack 301 in accordance with an enbodrnent. [0032] Figure 3 shows the way
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EVRS/ RTP/MUWBES ,and/\PSm3BDe MGW 304 exchanges voice franes with the
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802. 11 34P1/Ear3d6802. 3 346. The MGW protocol stack 328 includes EVERC 348,
RTP 350, UDP 360, IP 362, 802.3 364, PCM 366, and TI/E 368. The MSC
2ubseuptoaManagement

protocol s PCM 370 and TI/El 372. The PSTN protocol stack
78R P SR G B 8 AR SO a1
that the thetthe balﬂulﬁfﬂ!\SNaﬂd INgSI alahQWh\MKEYMﬁE%ewsbd be used. [0038] An _
P EIcal | phBAUSYRAGHRal HPHE: VR pReretgndte ORCARE PROaReGUIelr i piion |
using Sl PugeSs@ngl bR phdibsist £1Eﬁ£lfﬁ%?lt will tunnel the cellular subscription using SIP
signaling infrastructure.
[0039] The OCS will store the mapping between the internet address (TCP/IP address
and port or UDP/IP address and port) and the cellular subscription in persistent
redundant storage.
[0040] Handoff Management _
[0041) Handoff is defined for both active and idle modes. The challenge is to design
for all of the various ways that the 802.11 AP’s are deployed and maintain performance
as the client is used in these 802.11 networks. _
[0042] Four types of handoff include:
[0043) Tnter-AP handoff within a WLAN network (talk or idle mode) |
[0044] WLAN to CDMA handoff (talk or idle mode) |
[0045] CDMA to WLAN handoff (idle mode only) |
[0046] Tnter-BS handoff within a CDMA network (talk or idle mode) ‘
[0047] All four types of handoff are supported in idle mode, and all types of handoff
except CDMA to WLAN handoff are supported in talk mode.
[0048) Inter-AP Handoff
[0049) Inter-AP handoff occurs when the wireless terminal moves from the coverage |
area of one AP to the coverage area of another AP. The three stages involved in inter- i
AP handoff are i
{0050) Handoff trigger: This will occur when the quality of the link between the

wireless terminal and the OCS is unsuitable. Note that a trigger does not always result



[0039] The OCS will store the mappi ng between the internet address (TCP/IP
address and port or UDP/IP address and port) and the cellular subscription
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CDVA to WLAN handoff (idle node only) [0046¥qu nter - BS handoff wi thin a CDVA

net wiIORLI( t al k Searcly) Bhenwireless: tromipl Will seaseh Iaryness ABs, shwill selegidbesdfport ed

inidle : |l & f » are
suppor t e PEREo st po gt - RaRto R AL EERN AR AR A FReREAR el
occurs whemrd ANDY SlofsSihah @ hiystadhis bevek $THis dotpheveddy plinggngaffeel).0ONone AP to
the coverage area of another AP. The.three stages involved in inter- AP

handof f aftét [EOo50f thpsearch stageygay: oqmr dejpre| thechandofh diggenethsongh the of t he

i ggor apabuaron L GuiRid £ Bt bRty a0, i
handgfos2] t he ha@oadpidtiony The MErettep entiinabsets ip asvanetiontwigetheAle8OAP! i ri gger
may result in handoff to a CDVA network, 1nstead of inter-AP handoff.

[0051] Seinctudes 36 1 hanthentingtion S92 1A asspoiation and Bigheaysrdinotioss. and wi | |
| AP i 1 Sj ; . f Wi Wi tiat ed
U NS 10 AibHeRf of e RbeTbye it e 54 LRBIAR B h acllincB St | 1 ©

(This is &R embodietnt & shoRa-ifMigrelf &Citkp 40BDtjoin ndwaAPpaX camfiditbAPslémisch st age
may occur before the handoff tri g_({:]er, t hrough the construction of a

candi dat e opinefdiom the QpSpadAP ol fFp 104 thatdrslese taminalds eciik mpdes sy |
Corpl et OB S ARGt B AINE, ST CDILA I U™ T
functi ons monitored. In step 406 with a CMDDA handoff irigger, a test is made to determine

whether a CDMA signal is above a first threshold and CDMA handoffis allowed. If the

test fails, then flow of conirol proceeds to step 408. If the test succeeds, then the flow

of control proceeds to step 410.

[0054] In step 408, a test is performed to determine whether a best tier 1 AP is better
than a second threshold, inter-AP handoff is allowed, and the number of inter-AP
attempts is less than a third threshold. If the test succeeds, the flow of control proceeds
to step 412, otherwise the flow of control proceeds to step 414.

[0055] In step 412, a handoff to the best tier 1 AP is attempted. If the handoff succeeds,
then the flow of control proceeds to step 402. If the handoff fails, ﬂlen the AP is
femoved from the list in step 416 and the flow of control proceeds to step 408.

{0056] In step 414, a test is performed to determine whether a CDMA signal is above a
fourth threshold and CDMA handoff is allowed. If the test succeeds, then the flow of
control proceeds to step 410. If the test fails, then the flow of control proceeds to step
418. |

[0057] In step 410 a handoff fo CDMA is aitempted. If the handoff succeeds, then the
wireless terminal operates in CDMA mode in step 420. If the handoff fails, CDMA
handoff is set to not allowed in a local database in step 422 and the flow of control
proceeds to step 408.

[0058] In step 418, a test is performed to determine whether the best tier 2 AP is better
than a fifth threshold, inter-AP handoff is allowed, and the number of inter-AP attempts



[0053] A flowchart of the operations involved in inter-AP handoff in
accordance with an enbodinent is shown in Figure 4. In step 402, join new
AP. A can®0dq0¥04M$12l i st is obtained fromthe OCS and ARcnkgBs4p4, the
wireless termnal is in talk node. A scan is performed to update the
candidate AP list. 802.11 and CDMA |inR quality are nonitored. In step 406
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proceeds Of&n%pgmége%ﬂ@g@ﬁamse the flow of control proceeds to step 414.

[0055] In step 412, a handoff to the best tier 1 AP is attenpted. If the
hand §060]s uc c eelisstep #24ra handoffliptientptedie 2 best plﬁba dsIitthe b&@ﬁmceﬂd& t he
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and CDMA handoff is allowed. If t test succeeds, then the flow of control

proceeds Df)ccsltlebpmwadsmsibpé%est fal |'s, then the flow of control proceeds
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dat abase in step 422 and the flow of " control roceeds to step 408. [0058]
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step 424, otherwi se the flow of control proceeds to step 426. In step
426, a f ubh adishef esmdidBARTsthals npintainedat ths“pmiqsatamnnalcmwp\ﬁnhbﬂtqbw i s set
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the termination of the old voice path. -

[0063] Handoff Trigger

[0064] The generation of a handoff trigger is governed by different mechanisms
depending on whether the wireless terminal is in idle or talk mode.

[0065] Handoff Trigger in Talk Mode

{0066] Two types of handoff triggers may be generated in WLAN talk mode, inter-AP
handoff trigger, and WLAN to CDMA handoff trigger.

[0067] An inter-AP handoff trigger is generated when the link quality of the current AP

tlegrades, and there is reason to believe that moving to a different AP improves
performance. The comunication link comprises the wireless terminal-AP link, and the
AP-OCS link. In case the wireless terminal-AP link is degraded, moving to a different
AP may result in a better link. The AP-OCS link, however, is likely to be shared among
all APs on a network, and degradaion of the AP-OCS link can only be remedied by
handoff 1o a CDMA network. A WLAN to CDMA handoff trigger is generated when
the AP-OCS link is degraded, while an inter-AP handoff trigger is generated when the
AP-wireless terminal link degrades.
[0068] Inter-AP handoff trigger




of control proceeds to step 408. [0060] In step 424, a handoff is attenpted
to a best tier 2 AP. If the handoff succeeds, then the flow of control
proceeds WO Me¥p@1ai32. |f the handoff fails, then the fl @g19fs206aR35450!
proceeds to step 426. In step 426, the AP is renoved fromthe [ist and the
flow of control proceeds to step 408.% [ 0061] Inter-AP handoff I's nmobile
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full upstream buffer indicates that packets are not being received successfully by the

other party.
[0075] The objéctive here (in case 3) is to distinguish between traffic quality

degradation due to queueing at the AP and that due to the internet backbone. If voice
packets are received erratically (cases a), or sent erratically (case c) while the traffic is
occupied by other packets, the likely cause is heavy traffic at the current AP. This

situation can be corrected by moving to a different AP.

[0076] WLAN to CDMA handoff trigger

(00771 A WLAN to CDMA handoff trigger is generated in the following cases.

[0078] When 3a or 3b are met, while the downstream traffic is below a threshold (the
case where erratic downstream traffic is caused by delay in the internet backbone)

[0079] When the RTT between the wireless terminal and the OCS exceeds a certain

value for three consecutive measurements. The RTT is measured by special
RIT Request and RTT_Ack packets that are exchanged between the wireless terminal
and the OCS periodically. _

[0080] As shown in Figure 4, WLAN to CDMA handoff can also take place if inter-AP
handoff fails {(even when no WLAN to CDMA handoff trigger is generated).

[0081] Handoff Trigger in Idle Mode

[0082] A handoff pre-trigger is generated in idie mode when any of the following three

conditions is met.



[00691 In particular, an inter-AP handoff trigger is generated when either
of these <conditions are net [00701 Max retry count is reached for upstream
transm sswan200$/0Q8k1l The data rate reaches the m ni num apdPedoysus (1
Mops). The datarate shifts are according to the foll ow ng nmechanism A
downward rate shift occurs when a fra Is retransmtted three tinmes and a

a0
t / cl d_(RTS/[.CTS).. | dta . he | ast t
et 200 o5 onaanRERy ERuSIPEKER Alie Ydheh e Sanudei B phratte st w ||
| nor ease iAok At BHaln il b thirdsHiRlonk 2616 Biord UBROY bertdif®

interval if" transm ssions are successful. [0072] The traffic on the
downst r earanfami gf fime.i ng at the current AP) is higher than a threshold and

either of the follow.ng.conditions are net 073]...The downstream vocoder
but £ DO oot yCoeB AliHE DS Ve ha Geibomio i, b sy BHVARAEEhAT 0T BORIFS The
upstream %%ﬁ@c%ﬂhggﬁ?pgm@ggaygmmﬂdoff Buf fer Threshol d packets. A full
upstream buffer indicates that packets are not being received successfully

by t He085bt her [figna} Stre0giisTheTdignal sjirength wErdeeived beaconneckep alive respdises i ngui sh
bet ween traff} ual i.t.y . degradati on due to.queueing at the AP and that due
to the i nt@%@éimg&é’ﬁﬁ@ﬁémeg%@oi ce packets are received erratically (cases
a), OposEENt er r@hdeGRt hindoPBs8-thggadis g&é;&i&,&ﬁ@%ﬁbﬁ@ t%rmﬁﬁPéAhgtsec_lﬁ% i@gz.@l her

packets, "the likely cause iI's heavy traffic at the current
si t uat i on paver beveapodes andatidmptsrtossend keep aiveipatiateimnon®al pEoatdis bdiN Ifo CDVA

handof f trjgger [.0077] A WAN t handoff trigger, i enerated.in the
Fol | owi ng BA36% AINPRORHRRS 4elbyrd SEhevedomnmeh Azt B AAtHRSt Emt af 1 c
is bel ow asdBr.gsAdafadiffygepase where erratic downstreamtraffic is caused

by delay i'n the intenet back'_bone) [0079] When the RTT between the wireless
t er mi[@087] and t hdaiDEshing ¢ &addidatecA® Listn  val ue for three consecutive
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take place If inter-AP handoff fails (even when no W.AN to CDVA handof f

trigger i saspanes perfatined after the handoff trigger is generated, and the scan results are used

to construct a list of candidate APs. For Obiwan in talk mode, however, scanning after
a handoff trigger may result in delay and a degradation in voice quality. This section
describes some techniques to optimize the scanning function for a wireless terminal in
talk mode by gathering information about handoff candidate APs before a handoff
trigger is generated.

[0089] Note that irrespective of informaiton gathered before the handoff trigger, the
wireless terminal always sends a probe to the target AP before it actually associates with
it. The objective of optimizing scanming is to maintain a candidate list at the wireless

terminal, such that the probe response to the very first AP on the list is successful with ;

high probability. |
Candidate AP list ' |
[0090] A wireless terminal in WLAN talk or WLAN idle mode maintains a candidate
AP list in order to support handoff. In an embodiment, this list comprises the following
enfries for each candidate AP Y.
[0091] MAC address of APY
[0092] SSID (network identification) of AP Y
[0093] Last reported signal strength from APY
[0094] Inter-AP handoff related metrics

[0095) Inter-AP handoff reliability (tier 1 to 4)



[ 0081] Handoff Trigger in Idle Mode [0082] A handoff pre-trigger is
generated in idle node when any of the following three conditions is net.
WO 2005/ OW0e005/@0N21JS2004/ 035480 10 [0083] Max Retry Gaunds2bcwoskaep
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not I%’%@I ved W@#t‘é&%ﬁ%ﬁﬁwgﬁlhﬁﬁggg%x 300 ns). [0085] Signal
Streymdf]: The Nugibat obidsea@bstulohiknedd edotiencAPY or keep alive responses

falls below a certain threshold. [0086] Once the handoff pre-trigger is
genel®®®8ld, t he Niihsr ebsiceassii (hat slowy) ddle mode dandofts to AdEr save node, and
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Li st ({0088] Once a handoff trigger is generated, the handoff execution

f uncif03flli s caCabgualityhistory(srela B Pequires as argument a list of candidate
APs. urren 11 solutions, a scan is perforned after the handoff
tri gédeorqoilis genggglé%l,}l and the scan results are used to construct a list of
candijgbaoy APs. Seaurit@étiag(dan tikeleithemsidhe followmnes valsssanni ng after a handof f
trigger may result in delay and a degradation in voice quality. This section
descl§03e4 some GpeB iR ¥GEEY} 0 optini ze the scanning function for a wirel ess
term in t nng i nformation about handoff candi date AN
befor"tfaﬁgslhandof P%&Q%ﬁ?%@rat ed. [0089] Note that irrespective of
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al ways sends a_probe to the target AP before it actually associates with
it. 0Bbj ect BN 1aAEHk (kRY 3 B§Skcanning is to maintain a candidate list at
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{00109] Handoff Reliability and Security

[60110] The reliability metrics is interpreted as follows (subject to security settings).

[00111] Level 1: unreliable, Obiwan service not available, never attempt association with
AP.

{00112] Level 2: marginal. No talk mode inter-AP mode handoff. Idle mode inter-AP
handoff only when CDMA not available.

[00113] Level 3: moderately reliable. Talk mode inter-AP handoff only when CDMA
not available. Idle mode inter-AP handoff irrespective of CDMA signal level.

[00114] Level 4: highly reliable. Talk and idle mode inter-AP handoffs even if CDMA
signal available.

[00115] The ordering of the candidate list is based on the handoff tier and the reported

signal strength. First sort the level 4 candidates according to signal strength, and then
the level 3 handoff candidates according to signal strength, and so on.

[00116} For some deployments, the OCS database may not have the security key that
enables the wireless terminal to handoff to the candidate AP. If the AP requires a
security key that is not available at either the OCS or at the wireless terminal, the
wireless terminal moves the handoff reliability of the AP to level 2. |

[00117] OCS database maintenance

[00118] The OCS database initializes the candidate AP list. The OCS database contains
an entry of the following form for each AP, The entries include a list of known neighbor



[0090] Awireless termnal in W.AN talk or W.AN idl e node maintains a
candidate AP list in order to support handoff. In an enbodinent, this |ist
conpr i seswonwof/@héiawi ng entries for each candi date AP Ycrin@Q8dozMae address
of AP Y [0092] SSID (network identification) of AP Y [0093] Last reported
signal strength from AP Y [0094] Intel: AP handoff related netrics [0095]

| nter-AP doff reliagbilit tier 1 .to 4 2005/ 041612 .PCT/ US2004/ 035450
11 C0006) AtiHiavests e gorae of thets BiopeiistsidhaiRulary SPOReRBERa! T505% Mihbor o
unsuccess gty lsforyDAR LaARAPEdting FoRaXi§098] Number of successful (but

sl ow) idl e node handoffs to” AP [ 0099] Nunber of successful (and fast)

i dl e node handoffs to AP Y [00100] Nunmber of unsuccessful inter node
handoffs to AP Y [00101] Call quality history (scale 0 to 7) [00102] IP
dormai n [ 00103] Security setting (can take either of the follow ng val ues)

[ 00104] Open (no security) [00105] WEP required (key at OCS) [00106] WEP
required (key at wireless termnal, but not available to OCS) [00107] EAP
required (key at OCS) [00108] EAP required (key at wireless term nal, but
not at OCS) [00109] Handoff Reliability and Security [00110] The
reliability metrics is interpreted as follows (subject to security
settings). [00111) Level 1: unreliable, Obiwan service not avail able, never
attenpt association with AP. [00112] Level 2: nmarginal. No tal k node

i nter-AP node handoff. Idle node inter-AP handoff only when CDVA not

avail abl e. [00113] Level 3: noderately reliable. Talk node inter-AP handoff
only when CDMA not available. Idle node inter-AP handoff irrespective of
CDMA signal |evel.



[00114] Level 4: highly reliable. Talk and idle node inter-AP handoffs even
If CDMA signal available. [00115] The ordering of the candidate list is
based on waeotsamtatf tier and the reported signal strergrhuS26itisi4ssort the
| evel 4 candi dates according to signal strength, and then the level 3
handof f candi dates according to signal strength, and so on. [00116] For sone
depl oynents, the OCS dat abase nay not Have the security key that enables
the wireless termnal to handoff to the candidate AP. If the AP requires a
security key that is not available at either the OCS or at the wrel ess

termnal, the wrel ess ternj-méznwpg,magamd}drel iability of the AP to
| evel -2 rnn11?1 hasg pl-Rt.g 001 g The . OCS..database

ini tijal IAPNAO@D%@@UQ@D@U?%IMN Th%@?ﬁll%?ﬂé@@@aﬁ@m@(drﬁa 036 7a5ehley of |
t he flollow ng formfor each AP. The entries include a'list of known néi ghpor
WO 2305/ 041612 PCT/ US2004/ 035480 2 AP addresses and sone of their
propdriies such as last] reported signal, StrLengt CaII dality nrstory,
B SekcomcplRaramaters: o, Sigal iandtivey 4085/ 68361 2| pSpNiEs Hammsgsdservics
Tabl € 2: OCS Dat abase Record AP MAC I D = 00: 02: 2D 07PE1Vldﬁf Bres afationdyi ¢
Qual Ty = 5"(0on _a 0 to [/ 5Scale) CDVA gell paranafers o gnal trengtn =71 (O

U

to 7 [sc@PMA sei Reliability, #tallepaccesstd i cq #allplailgd, | Hdlesusezd i pn Hdig b
Rel i dbihandef: t al Eksuccess=8 #tal k faill=1 #idle stcc=4 #idle fail=0 handpff i
=1 Ngrgtoor—ChCatt—Ttrer=2AP veCQratty D VWEP—key
(0- 7 |NeighbomRe| Chbi | i ty} # TGalk # | dl elrdendP Haedoifi t y SS$I05 JPF
AP MAC Quality
ID WEP key
(0-7 scale) iahili
Reliability | # Talk | # Idle Other
security
S|F|[S|Q|F
Self ID 1 X 1 713(6(6[3| QC |[10.30.6/open
00:02:2D:9 8 5 1 5(112i5(1]| QC |10.30.6/open
3:B4:3F
00:02:2D:1 8 7 2 2214|112 QC |10.30.6\WEP
C:.C0:27
[00119] The entries in the Inter-AP handoff cotumn are described below
[00120] Inter-AP handoff reliability (tier 1 to 4)
[00121] Number of successful talk mode handoffs to AP Y
[00122] Number of unsuccessful talk mode handoffs to AP Y -
[00123] Number of successful (but slow) idle mode handoffs to APY
[00124) Number of successfiil (and quick) idle mode handoffs to APY
[00125] Number of unsuccessful inter mode handoffs to AP Y
[0012,6] Inter-AP handoff reliability in the OCS database may be different from the
reliability in the wireless terminals candidate list (becanse of security settings).
[00127] The entry for the row corresponding to the self ID is constructed as follows. The

number of handoffs of different types is simply the sum of the lower rows, while the tier
is the minimum of the tiers of all AP’s in the record.

{00128] The neighbor AP list entries for AP X are updated based on measurement made
when the wireless terminal is in WLAN talk or WLAN idle mode, and is associated



Self IDI X17 366 3 Q10.30.6/open 00:02:2D:9 85151251
10. 30. 6/open 3:B4:3F 00:02:2D:1 8 72 22 4 12 OC 10.30.6MEP C: C0: 27
[00119] THEO2HSO#WE2in the | nter-AP handoff colum are deetgfiishadoPRiew
[00120] Inter-AP handoff reliability (tier 1 to 4) [00121] Nunber of
successful talk node handoffs to AP Y 1 00122] Nunber of unsuccessful talk
node handqf f,s 0) 3] nber of ,successful. (but sl.o I dl e.npde
handof f s t%‘fthAF’&'e ﬁ‘[:) 0@1%4@&&#5%35& lssdlc?ggcgéfﬁ‘fer{’a qﬁ?et:l?’ym? Set%é?gl?
handof f s temi¥RmicatdsQid ST khdNOMBRingddverta 36 €SS UNo Hhaf in'Me BaRdTdRipheat 0 AP Y
[00126] Inter-AP handoff reliability in the OCS database may be di'fferent
fromthe <coEngcalpns,ithis commpsicaliors msysoqour miinuies of e dizaues lafter thchevmtise of
security s%ﬁ%&s). [00127] The entry for the row corresponding to the self
ucte

IDis constr d as follows. The nunber of handoffs of different types is

si npl Wo1dop SUMTHe fbewingUBCS daWbase\Wibdi§ takB Eldcé e supgérttlﬁﬁd&?f.n THS e9bntk he
tiers of all AP's in the record. [00128] The nei ghbor AP list entries for AP

X are updaretn adiion to svenisdefinedmirewhengdn thimdecumest.wi rel ess terminal is in
WLAN or N idle de nd. i s associ ated . 2005/ 0416 .
e BB 035 280k SaBh” Raf i o°BERIEE G FROTAR S e AP e ¢ he

W rel ess t®@nifnRatatesGeiHaIGE@ses one of the follow ng events to the OCS. Note
that in the case of dropped connections, this comunication may occur

m nuti8813} - everf taae 45 apteviryt ¢nsrespanding iocAbrXethe POS1dgabage erciatsls|ongwg OCS
dat abase event s.take place . fo.support handoff. These events are in addition
to events @ Iﬁ@&e@%&ﬂ@?a&mﬂa?hi s docunent. [00130] Record creation: Each

time puygzgel esCHRIANHdoSSREdb#iRS W th an AP, it comunicates with the
OCS 1001311 If there is no entry corresponding to AP X, the OCS dat abase
creat88133] new Ieter-AP_Hendeffdieliapility=3 ni ti al i zed as:

[00134] Overall Service Quality=4

[00135] If there is a record in the OCS database, tﬁe OCS sends the entry to the wireless
terminal, where it is used to form the candidate AP list.

[00136] Adding new neigﬁbor AP to record: Each time a wireless terminal detects
(during a scan) an AP that is not on the list supplied by the OCS, it requests the OCS to
add a new row in the entry for AP X. The call quality and IP domain rows of the entry
are filled by looking up the record for AP Y in the OCS database, and if AP Y is not on
the OCS database, these are set to detault values Call Quality Init and 0.0.0
respectively. The SSID and channe] entries are filled using the probe response sent by
AP Y. The security settings of the new AP are set accorinding to its SSID.

The handoff reliability entries are initialized depending on the SSID of the new AP.

[00137] If the new AP has the same SSID as AP X, its handoff reliability is set to 4.
[00138] If this new AP has a different SSID, its handoff reliability is set to 3.
[00139] Successful talk mode handoff to AP Y: Revise the handoff history entries for the

row corresponding to AP Y. Increase handoff reliability by 1.

[00140] Successful idle mode handoff to AP Y: Revise the handoff history entries for the
row corresponding to AP Y. There can be two types of successful idle mode handoffs,
quick and slow.

[00141] Quick: If the number of quick idle mode handoffs crosses a number divisible by
two, increase the handoff reliability by one.



1001321 CDVA Handoff Reliabiliy=3 [00133] Inter-AP_Handoff Reliability=3
[00134] Overall Service Quality=4 [00135] If there is a record in the OCS
dat abase, WMh80BI6ends the entry to the wirel ess termp@EhysohgiSsot 1S
used to formthe candidate AP list. [00136] Addi ng new nei ghbor AP to
record: Each time a wireless terninal Hetects (during a scan) an AP that is

t | t ocS, it th dd. a
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filled bygbookiade dR HRRof ARt 85 0B bt HonbiBorSss %?Bﬁ(!pgse and if AP Y is

not on the OCS database, these are set to detault values Call _Quality_hut
and (00043 r esHamCDwfql tali meodsSiapdefiito ARSYirRevismithe |helsdoﬂ' istary lepities $dmg t he
probe response sent AP Y. en W AP e set

accori ndi H§ ¥ F(frg tGI'h?g{a] 8 tqy(%) fahs g%‘? lt@ mode handqlly ; ;o g

dependi ngc&&%ﬁﬁuﬁﬁbﬁlﬁsﬁ@ﬁ?w d@?mﬁ&ﬁé%dofﬂreﬁﬂﬁh%%cﬁfé has the same SSID
as AP X, its handoff reliability is set to 4 0013 If this new AP has a

di f f §0@4d] SSI DUnsucsedsfi ddie imodel hanfoff ite AP 8: B@ﬂsqtheslan@ﬁﬁhﬁgqrysmefwf ul talk
de handqgff to AP Y; doff.h t f t
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i dl e modechandafinhmiber diFisible B?Yélﬁedéc{’e%sé‘ﬁa@(ﬂﬁﬁdofﬂeﬁhﬁwy Eﬁbﬁé es for the row

corresponding to AP Y. There can be two types of successful idle node
hand{i43] qui Successfuldiandnff 100 CIDNIA @aivedck: Réviseibe GIMAr hasfloffiistdry; atide node

handof f s crosse I ncrease t he handoff
reliabili{8 H’&%@@%Pﬁffggﬁﬁi’%ﬂﬂﬁszoom 035480 15 [00142] Slow |If
the yyorlpgr of %ﬁn@d&cbﬁhﬁ HIRASET BRR TPNA ﬁé‘:@&ﬁeRe@lsé‘ﬁi@éDMA\ﬁaﬁﬂ&lfﬁs% five,

i ncrease ‘'the handoff reliability by one, but do not increase beyond 3.
[00143] Unsdidesesasé the GRMA handofirekiabolity byonéP Y: Revi se the handof f h| story

entr W corr onding to AP Y. If the nunber of unsuccessful
tal k (ﬁr@ﬂl‘& handg&fi 3%?8 nunber divisible by two, decrease the handoff

rel i pionkgrty bym@%ozjlqoétﬂﬂ&ar@”éé%Q%SEéﬂn hfdbeaniesl qo haap olut taoséh?cthoﬂ?eV' se
t he ndoff history entries for the row correspondingto AP Y.

nunber of candsdate &gE$ dor handeffroder reackl ehftmel that is to be scanned, the wueless

terminal performs the following operations

[00149] Move transceiver to desired frequency (assume 1 ms delay)

[00156] Set backoff window to ProbeDelay duration (typical 100 pus), and NAV vector to
zero. Begin normal DCF operation.

[00151] If channel not free during ProbeDelay, set NAV according according to current
transmission. '

[00152] Transmit probe packet (packet duration about 250ps)

[00153] Wait for response to probe packet (observed delay about 1 ms)

[00154] Probe packets can be of two types: broadcast or unicast. A broadcast probe has

destination address ff:ff:ff:ff:ff:ff, and any AP may respond to it. A umicast probe has a
specific destination address, and only the AP with the destination address of the probe
packet responds to a unicast probe.

[00155] Continuously updated candidate AP list

[00156] In order to provide fast handoff, continuous active scanning is supported while
in talk mode in accordance with an embodiment. When continuous updates are used,
every ScanInterval seconds (say 1 sec), a wireless terminal in talk mode scans one
channel. If possible, the scanning operation commences immediately after a packet has
been received on the downstream (to prevent a downstream packet from being missed

while the wireless terminal is scanning another charme]). The scan results are used to



crosses a nunber divisible by four, decrease the handoff reliability by one.

[ 00145] Successful handoff to a CDVA network: Revise the CDMA-handof f

hi story, Waa@oosidarienent the CDVA handoff reliability by peiars2didd3igd

Unsuccessful handoff to a CDVA network: Revise the CDVA handoff history,

and decrease the CDVA handoff reliabi ity by one. [00147] 802.11 scanning

basics | The,802. 11 standard defines g scan ne anlsmto carry out a

sear ch f%ﬂ‘]ﬁ mqagﬁ@ﬂmdﬂ@ ﬁ%r‘”}l’%ﬁlﬁaﬁ tbe wwi 1 gape tiralinlefo dheypurrant AF pe

scanned, d‘e%% guireless termnal perforns the follow ng operations [00149]

Move transceiver to desired frequency (assune 1 ns delay) [001501 Set

bac I{ﬂﬁlﬁ'ﬂm ndO\Intan ehold et aghadnelachmmng aydhamloffl Ghdideie Bstdiphaly folewsr to

zero. rrral DCF operation. [00151] If channel not free during

Pr obeDeI S'NAV according according to current transmssion. [00152]

r agm\ss } pr oqu%a&ff(&ﬁeﬁg% AUrigthRRd Bhaut o@%ér&@?%ﬂ?‘éacﬂaéahdﬁﬁfe. response
robe packet (observed delay about 1 ns) [00154] Probe packets can be of
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100163] If anew AP is detected during a scan, the OCS database is notified.

[00164] In experimental results it has been found that a channel scan (probe and response
operation) requires about 2 ms. Assuming that the time taken to switch channels is 1
ms, a wireless terminal in talk mode can scan a channel and return to the origmal
channel in about 4 ms. This time does not include the time taken by the MAC hardware
to switch into scan mode. One of the recommendations for an 802.11 chipset is that it
allow for quick scanning.

[00165] The scan procedure in idle mode is different. Every Idle Mode_Scan_Interval
seconds, the wireless terminal conducts a full channel scan. This scan is used to update
the OCS database, buf the candidate AP list shall not be used in idle mode. Instead, a
full channel scan is conducted before handoff.

[00166) Handoff Execution

[00167] Talk Mode Handoff Execution: Based on entries for each candidate, the
candidate AP list is soried. If the signal strength of the AP on top of the list is
sufficient, handoff is attempted to the AP on top of the list. If handoff fails, the wireless
terminal tries to link with the next AP on the candidate list, and continues this process
until a timer expires, or a maximum number of handoff attempts have been made. See
Figure 4 for details.

[00168] Idie Mode Handoff Execution: The wireless terminal exits the 802.11 power

save mode, and scans all channels valid for the operating regulatory domain to construct




[ 00157] I n an enbodi nent, channel scanning and handoff candidate |ist update
follows these rules: [001581 The handoff candidate list is sorted based on
the entries for each candidate. Thus, the handoff candidate |ist may be
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handoff candidate list. [00160] Oher probes cycle through all channels
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[ 00167] Tal k Mode Handoff Execution: Based on entries for each candi date,
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t he candi ¢ list, and continues this process wuntil a tlner expires, or a
maxi mum nunber _of handoff attenpts have been made. See . g;re 4 for
det ail#6d71][ 00168pnd athentisation-savrst.reetsubentication reprongp. Ehis dssthe sfage fdiereex t s

the 802. 1%&% key, if assigned, is used. A wireless terminal gets the WEP key from the OCS

database or a local database at the wireless terminal.

[00172] Send association request, get association response.

[00173] Use inter-AP protoc;ol to inform old AP to remove wireless terminal from its list

[00174] Use SNAP to inform the switch at the AP subnet to send packets for wireless
terminal to the new AP

[00175] Handoff with security

[00176] Security is implemented using the 802.1x standard that specifies the operation of
EAP (extended authentication protocol) over 802 networks.

[00177] 802.11 to 1x Handoff in Voice Mode

[00178} An active state handoff features a handoff from 802.11 operation mode to native
1xRTT mode. )

[00179] Deciding between inter-AP and CDMA handoffs

[00180] When the current AP has low signal strength, we need to decide whether to

handoff to a CDMA network or WLAN. For example, in 2 home WLAN (with only
one AP), attempting to handoff to an alternate AP will result in additional delay, and
handoff to a CDMA network is aitempted as soon as the WLAN link degrades in
accordance with an embodiment. On the other hand, in an enterprise deployment, there
are likely to be many AP’s and handoff to an alternate AP should be attempted before
handoff to 2 CDMA network is attempted.
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net wor ks'géosgl% 7] 802.11 to I x Handoff in Voice Mdde [00178] An active state
handof f f E8F a handoff from 802.11 operation node to native 1xRTT node.

[001;@]1?@ci di m@@%&@@%@ﬁﬁoﬁ%ﬁﬁg CDVA handof fs [00180] When the current

AP h ow signal strength, we need to decide whether to
[00186] Prior to the handoff, the user terminal employs a SIP over IP over 802.11

protocol stack in the signaling plain, as well as a VolP stack in the traffic plain. After
the handoff procedure is completed, the user terminal employs a native IS-2000 1xRTT
signaling protocol stack in the signaling plain, as well as a native IS-2000 1xRTT voice
processing at the traffic plain.

[00187] The target CDMA BTS, target CDMA BSC and target IS-41 MSC are standard
components. The OCS interaction with the 1S-41 MSC throughout the handoff
procedure complies with the 1S-41 and IOS specifications. Development is only allowed
and required at the QCS and at the user terminal.

[00188] During a voice call in 802.11 operation mode, the wireless terminal should
monitor both networks (802.11, CDMA). If the reception power of the 802.11 falls
below a certain threshold, the wireless terminal should report the reception power of
both networks to the OCS. The OCS may then invoke intersystem handoff procedure to
CDMA. Hence, this handoff procedure is mobile assisted. As part of this procedure, the
OCS should forward the Handover Command that is received from the 1S-41 MSC to
the user terminal. The user terminal should then terminate its operation in 802.11
operation mode, tune to 1xRTT mode, kick start its CDMA. protocol stack into Active
mode and perform the standard CDMA handoff sequence together with the target base
station.

[00189] Handoff Trigger
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CDMA system. Subsequently, the wireless terminal should remain in a reduced flavor
of the CDMA Idle state with Slot Cycle Index zero and perform idle mode handoffs to
the neighbor cells when needed. The wireless terminal should maintain a list of the 4
strongest Pilot chanmels received and their associated PN offset, receive power and
BASE: ID.

[00195] The OCS may reside in a distant location than the target CDMA cell for the
handoff. As a result and unlike native CDMA, the OCS is unable to determine the
unique identification of the target CDMA cell, based on PN offset alone. The wireless
terminal should therefore acquire the Paging channel of the target cell and obtain the
BASE_ID from the System Parameters message. To reuse standard CDMA design and
implementation, the wireless terminal should remain in the flavor of the idle state
mentioned above. This may cause a small waste of battery consumption, but simplifies
the implementation significanily.

00196} The user terminal should also monitor the reception power and raie of the 802.11
mode. In case the reception power of the 802.11 network falls below a predefined
threshold, the user terminal should send a PSMM-like signaling message to the OCS, to
report the receive power of both networks. The PSMM -like signaling message should
contain the SID and NID of the CDMA system, the BASE_ID for the reported cells and
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target IOS BSS, requesting the BSS to prepare resources for the forthcoming handoff,

[00202] In step 504, the target BSS determines that appropriate resources are available
and starts transmitting forward NULL traffic data.

[00203] In step 505, the target BSS sends a Handoff Request Acknowledge message to
the MSC.

[00204] In step 506, the MSC prepares to switch from the OCS to the target BSS and
sends a Handoff Command to the OCS to convey information from the target BSS.

[00205] In step 507, the OCS sends the Universal Handoff Direction Message to the
wireless terminal and may request an acknowledgment. These messages are tunneled
over the 802.11 network.

[00206] In step 508, the wireless terminal returns an acknowledgment to the OCS to
confirm receipt of the Universal Handoff Direction Message.

[00207] In step 509, the OCS sends a Handoff Commenced message to the MSC to
notify it that the MS has been ordered to move to the target BSS.

[00208] In step 510, the wireless terminal tunes to CDMA. mode and kick start its
protocol stack to Active call state. The wireless terminal then tunes to its allocated
traffic channel and starts transmitting reverse NULL ftraffic data. Protocol stack

initialization at the wireless tetminal is further described below.
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00201] In_ ste 03, the target 1S-41 C S a dover R est nessage
'Eo the] call state. %n nat%ve CE) operation, the Cﬁm protoco sta\c/: perfo us state g

transitions from NULL state to Idle state and then to Active call state. These staie

transitions are accompanied by considerable interaction with the network, like the
exchange of signaling messagés as well as equivalent state iransitions at the peer entities
at the network. Conversely, in the 802.11 to CDMA handoff scenario, the CDMA
protocol stack is initialized locally at user terminal, directly into Active call state. This
can be done, for example, by the introduction of a handoff agent in the wireless terminal
software, which will play a set of primitives to the CDMA protocol stack to locally
drive the required state transitions. After the CDMA protocol stack enters the Active
call state, the handoff agent can deliver the Handover Command signaling message
received from the OCS to the CDMA protocol stack. The CDMA protocol stack can
then perform the standard CDMA handover sequence with the target BSS.

[00217] All the above processing should be hidden from the user (within reason) and has
to meet sirict time constraints.

[00218] The design approach for the wireless terminal software should use existing
AMSS features and API wherever possible and to introduce code changes where
needed.

{00219] Figure 7 depicts the protocol stack at the wireless terminal before the handoff. |

[00220] Figure 8 depicts the protocol stack at the wireless terminal after the handoff.

[00221] 1x to 802.11 Handoff in Idle Mode Only
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the wireless termnal sends a Handoff Conpletion Message to the target BSS.
[ 002100225]n st ed’hés Zyventien provides ®Slas apige ank dagsenciRe QvaeWEANsheThé r el ess

termnal .over. the air .Lnt.erface. [00211].1n .5t he. t t BSS sends
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term nal liadributione SBis hiNgAaNhk AifFduk b@véi@%djm‘ma&]é@j)ﬁnen& @é&aés?ﬂasy providigp 514,
the MSC sends a Clear Conmand to the OCS. 100213] In step 515, the sends

a C ear Cappiogtiateraess aglavork intagra@c Adscmdhe system is backwart caripablearitibeen
acconpl i S%%g'l [ 00214] The overall sequence of events for the handoff
procedure 1§ AEpi cted in Figure 6. [00215] CDWVA Protocol Initialization at

the e@nejler m riihgle number/Two networks. Cellular number works on either the 1x network
or NGLAN. The core network recognizes whether to deliver service tolx or NGLAN.

Handoffs in the icile mode moves between networks and the core network delivers it to
the mobile. 1x handoffs handle the active support of NGLAN.
Service Integration

[00227] Cellular service is delivered using a 1x system. NGLAN service is delivered
using NGLAN. Both can be monitored simultaneously. The outgoing service can be
configured to use the preferred access. AKEY, ESN and IMSI are used for
authentication. RADIUS is used for data authentication. The billing records are
consistent with cellular systems. This system preserves the look and feel with SMSS
integration, supplementary service support, seamless service availability and
simultancously monitoring 1x and NGLAN networks.

[00228] The system provides the ability to simultaneously monitor the 1x and the
NGLAN networks. The handoff trigger and target selection support help to determine if
a handoff is needed. In a preferred embodiment, this occurs in about 80 seconds.
Additionally, the system determines the target within about 20 milliseconds. The sleep
modes between 802.11 and 1x are coordinated and the core BSC development support is
integrated.

NGLAN ->1x Handoff



[00216] In order to carry out the handoff, the wireless termnal needs to
replace its operational protocol stack from802.11 prior to the handoff, to
CDVA af t YO eMs/omwaziof f. Furthernore, the CDVA protocol PETaSkOWEIdS0 t 0 be

ki ck-started directly into its Active fall state. In native CDVA operation,
t he CDVA protocol stack perforns state?3transitions from NULL state to ldle
st at then 4o I all. stat.e. .These st at transit.ions.are .

acc oi@ggﬂed by T@S MB ffeé-m'uf?ﬁ é‘?léﬁtfefl'o &Emeﬁsatgﬁ gbﬁv@t% Flﬁr,'ﬂalr it glet%?s by chan ge
of si gnal OMMABIRAY € The nekSides BetviidHi M IPIBSC ad ehd CHARY atdNmaled ther Peer
entities _at the network. Conversely, in the 802.11 to CDVA handof f

scenari o, ntpr@eigmmmcobr ot ocol stack is initialized locally at user termnal,
directly into Active call state. This can be done, for exanple, by the

i ntroduction of a handoff agent in the wireless terminal software, which
wll play a set of primtives to the CDVA protocol stack to locally drive
t he re%uired state transitions. After the CDVA protocol stack enters the
Act i M@023%al | sWHAT IS{eLABMEDIS: agent can del i ver the Handover Command
signaling nmessage received fromthe OCS to the CDVA protocol stack. The
CDMA protocol stack can then performthe standard CDVA handover sequence
with the target BSS. [00217] Al the above processing should be hidden from
the user (within reason) and has to neet strict time constraints. [00218]
The design approach for the wireless term nal software shoul d use existing
AMSS features and APl wherever possible and to introduce code changes where
needed. [00219] Figure 7 depicts the protocol stack at the wreless term nal
before the handoff. [00220] Figure 8 depicts the protocol stack at the
wireless termnal after the handoff. [00221] |Ix to 802.11 Handoff in Idle
Mode Only WO 2005/ 041612 PCT/ US2004/ 035480 22 [00222] In an enbodi nent,
handoff fromlx to 802.11 is supported in idle node only. Wiile inIx idle
node, the wireless termnal periodically scans for energy on all 802.11
channels. If the energy froman AP is high, the wireless termnal attenpts
to authenticate itself with that AP. It can use the data channel of Ix to
comuni cate with the OCS to get the appropriate keys to access the 802.11
network. Once the wireless termnal is associated with the AP, it wll
register with the network (MSC).




[ 00223] Inter-BS Handoff in CDVA Mode [00224] Inter-BS handoff in CDVA node
is conpletely independent of LAN operation. [00225] This invention provides
cellular voice and data service over ANs. The invention also provides

integrated cellular service with NGLAN stens frombilling and distribution.
This mtigates the difficult coverage and depl oynent issues by providing
appropriate core network integrati BL, o, the systemis backward

conpatible with 802.11. [00226] Single nunber/ Two networks. Cellul ar nunber
works on either the I x network or NG.AN. The core network recognizes

whet her tlo delA method ef hamdoff b adocdlgieANetwdiR (AN $o & CDNIA nedvérk TOde noves
bet ween networks and the core network delivers it to the nobile. Ix
handoffsvﬂﬁ’x%ﬁ@wlsé@F}P&’él%ﬂpport of NGLAN. Service Integration [00227]
Cellul ar service is delivered using a Ix system NG.AN service is delivered

usi ng NGLAN. Bt e it i sly. J[The..outggjng service can
be configure c%cu"ﬁ@{e}% @haecg%ir}&o t?&ﬁf&%@eﬁﬁiﬁgﬁa E@i@%ﬂﬁa% ! are used for
aut hentication. RADIUS is used for data authentication. The billing records
are consi st egbrtilihe ARIchadiddte H¥SHaREEIn phitich syl SROPICSOLY PRurkllg of 00k and
feel with SMSS integration, supplenentary service support, seanl ess service
avai | abi IAR'y and sinultaneously nonitoring I x and NGLAN networks. [00228]
The system provides the ability to sinultaneously nonitor the Ix and the

NGLAN networ ks., The hapdaff trigger d target .sel ectipon support help to
deterni ne i f Séeﬂa}m&gg@%@é&@ﬂ%&f lbﬁté S@Flﬁ%aa%%é@“ﬁle%‘t%gg H’ifgleoccurs in
about 80 ApAdditionally, the systemdeterm nes the target within
about 20 ﬁ&?llﬁpg)zggngg\s The sl eep nodes between 802.11 and | x are

coordi nated and the core BSC devel opment support is integrated. NGLAN ->Ix
Handof f WO 20@{cBdifiPn REHoESARO4 HAS BB riggsted B&%@%p&h@nw&& terni nal
initiated. The nmessage flows are simlar to the ones in- 2000. The

messages voeless éamined [ink; BSC and the clients are tunnel ed over™ internet
pr ot ocol .

)i

determining if a number of handoffs attempts is below a threshold;

connecting to the selected AP if a handoff trigger occurs, the signal strength of
the selected AP is greater than the signal strength of a current AP by a hysteresis level
and the number of handoff attempts is below said threshold; and

connecting to a CDMA network if the number of handoff attempts is at or above
said threshold.

2. | The method of handoff from a local area network (LAN) to a CDMA network

for a wireless terminal as claimed in claim 1 including:
determining if the AP-OCS link has degraded; and
connecting to a CDMA network if the AP-OCS link has degraded.

3. The method of handoff from a local area network (LAN) to a CDMA network
for a wireless terminal as claimed in claim 2 wherein the AP-OCS link has degraded if
the delay in the internet backbone has caused the downstream traffic to drop below a
threshold. |

4, The method of handoff from a local area network (LAN) to a CDMA network

for a wireless terminal as claimed in claim 2 or claim 3 wherein the AP-OCS link has



[00230] WHAT IS CLAIMED I'S: 24 CLAIMS 1. A nethod of handoff froma | ocal
area network (LAN) to a CDVA network for a wreless termnal, conprising:
determ ning an access point (AP) cand?tdate list froma plurality of AP s;
sorting the AP candidate |ist based in part on signal strength of the
plurality of Ag' S; ecting an AP fromthe AP candi date |ist based in part
on si gnaﬁegﬂqfegd Yhﬁ@e{?ﬁé’eelbﬁ’&r"ﬁml‘ﬁ teymingbaad ﬂ'@é?€$ REEREAS2 SN UMES tri gger

has beengtr. i on quality of a wreless termnal |ink;
O EARLLlas iRt

determining It "a nu offs attenpts is below a threshol d;
connecting to the selected AP if a handoff trigger occurs, the signal
strengt h5of  AheirdedsaeinsidalAbbhgrighigat er than the signal strength of a
current AP by a hysteresis level and the nunber of handoff attenpts is
bel ow said threshol d; and connecting to a CDVA network if the nupber of
handof f at t enrBtegny ¥r detegninineapeaaccess paing (A Rxtsidatedist fma #ploradidy of handof f
froma | | area network (LAN) to a CDVA network for a wireless term nal
as clai %n claiml1 includi ng: determning if the AP-OCS |Iink has
degraded; and connecting to a CDVA network if the AP-COCS |ink has degraded.
3. The met NodnfbndIRRdaihy (EORP daddifAl IMARAE DRI Sdlirdrppo( G networ k
for a wireless termnal as clainmed in claim?2 erelnh the AP-OCS |ink has
degr aded plukality bEA®SBL ay in the internet backbone has caused the downstream
traffic to drop below a threshold. 4. The nethod of handoff froma | ocal
area network (LAN) .to a CDVA network for g wireless termnal, as clained in
claim2 or cl eansiopsepeing anal Kpmdhe AL qardiate listbased ip payeen signalhe RTT
bet ween i S i .and the OCS exceeds a certain value for three
S By AP

consecut |

means for determining a handoff trigger has been triggered based in part on

quality of a wireless terminal link;
means for determining if a number of handoff attempts is below a threshold;

means for connecting o the selected AP if a handoff trigger occurs, the signal
strength of the selected AP is greater than the signal strength of a current AP by a

hysteresis level and the number of handoff attempts is below said threshold; and

means for connecting to a CDMA network if the number of handoff attempts is
at or above said threshold.

6. The wireless terminal as claimed in claim 5 including:
means for determining if the AP-OCS link has degraded; and
means for connecting to a CDMA network if the AP-OCS link has degraded.

7. The wireless terminal as claimed in claim 6 wherein the AP-OCS link has
degraded if the delay in the internet backbone has caused the downstream traffic to drop
below a threshold.

8. The wireless terminal as claimed in claim 6 or ¢claim 7 wherein the AP-OCS link
has degraded if the RTT between the wireless terminal and the OCS exceeds a certain

value for three consecutive measurements.



5. Awreless termnal, conprising: neans for determ ning an access point
(AP) candidate list froma plurality of AP's; neans for sorting the AP
candidate |list based in part . on si gna?6 strength of the plurality of AP s;
means for selecting an AP fromthe AP candidate |list based in part on signal

strength of tg?’% rallt of P s, ans for det.erm nin ahag %Hf trigger
has been’tri gyQF@yes e&ﬁﬂr YIng fPEg At instiycigngexecuiabit l'i nk;
means fo ow a t hreshol d;
means fo?oggﬁﬁﬁ%?ﬁr?g&tdf er%e sequ2 %%?cg{)jfﬁk%a?@ﬁfonﬂ%%%g?%é% ?@8’3@% occurs, the
signal  &iANhgtHCOMA netvark EmtaewlirdiBssitsrngnsa¢ampridhen t he si gnal strength of a
current AP by a hysteresis |evel and the nunber of handoff attenpts is

bel ow said threshol d; and means for connecting to a CDMA network if the

number of hanéeﬁm&wgewomam%}caa@@@‘@ lish amtwle@ﬂa@r ol AB'S; The wirel ess

termnal as clainmed in claim5 including: nmeans for determining if the

AP-QOCS link h nsfor onnect ct twork if the
AP- OCS | i nk hgimgg 546 andtiile IS 1 el s P P01l 6
wher ei n Afps; AP-OCS i nk has degraded if the delay in the internet backbone
has caused the downstreamtraffic to drop below a threshold. 8. The
wreless termnal as clainmed in claim6 or claim7 wherein the AP-COCS |i nk
has degraded géledting aRTAP fretibe AR daadidatedistbased & parhan signal straegtiDebthexceeds a-
certain Iue ,three consecutive neasurenents. 26 9. Conputer readable
medi a enﬁﬁ%lltﬁ @rogram of instructions executable by a conputer program
to performa nethod of handoff froma | ocal area network (LAN) to a CDVA

(AP) " cand dat S FTER SR MBI bacr BRCRE YRR ) PR B BERS, Bt 1

based i nvyaRidss Bfmiadtiak; strength of the plurality of AP's;

determining if a number of handoffs attempts is below a threshold;

connecting to the selected AP if a handoff trigger occurs, the signal strength of
the selected AP is greater than the signal strength of a current AP by a hysteresis level
and the number of handoff attempis is below said threshold; and

connecting to a COMA network if the number of handoff attempts is at or above
said threshold,

10.  The computer readable media embodying a program of instructions executable
by a computer program to perform a method of handoff from a local area network

(LAN) to a CDMA network for a wireless terminal as claimed in claim 9 including:
determining if the AP-OCS link has degraded; and
connecting to a CDMA network if the AP-OCS link has degraded.

11, The computer readable media embodying a program of instructions executable
by a computer program to perform a method of handoff from a local area network
(LAN) to 2 CDMA network for a wireless terminal as claimed in claim 10 wherein the
AP-OCS link has degraded if the delay in the internet backbone has caused the
downstream traffic to drop below a threshold.



selecting an AP fromthe AP candidate |ist based in part on signal strength
of- the plurality of AP s; deternining a handoff trigger has been triggered
based in part on quality of a wreleds termnal link; determning if a
nunber of handoffs attenpts is below a threshold; connecting to the sel ected
AP if a handoff trigger o rs, the signal strength of  ,the selected AP is
greater tfan %C%IPB‘%SII reégq%i?@@ﬁla@mbadﬂag A Prgrap of ynsiruglensexeaiiable evel  and

t he nunb f e i.S i ; necting to a
covn et Gt o paEE Bropr LPBiot e 4 PRGBS REO B 02

t hr eshol @ ANDto JOPMAMBLHEK foreadiélk e tBRlhal 28 ehaeyd fOclainP 1 O 8F &BinPl 1
instructions executable by a conputer progranlto perform a nethod of

handof f fwhereimathe PO Clx lik hrstdagraded if Ny TT betweeDithe wivelner tierohionl aadwi r el ess
term nal .as aimed in cLaiq19 including: determning if the AP-OCS |Iink has
degradedﬂmﬁwg EBHY %@Fﬁﬁﬂ?BaHeéﬁm&eﬁé? FHLVEAGIREERSIBCS | nk has degr aded.
11. The conputer readable nedia enbodying a program of instructions
executable by a conputer programto performa nethod of handoff from a

| ocal area network (LAN) to a CDVA network for a wireless termnal as
claimed in claim210 wherein the AP-OCS |ink has degraded if the delay in
the i nternet backbone has caused the downstreamtraffic to drop bel ow a
threshold. 27 12. The conputer readabl e nedia enbodying a program of

i nstructions executable by a conputer programto performa nethod of
handof f froma | ocal area network (LAN) to a CDVA network for a wireless
termnal as clainmed in claim10 or claim 11l wherein the AP-CCS |ink has
degraded if the RTT between the wireless termnal and the OCS exceeds a
certain value for three consecutive neasurenents.



