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25 particular precautions are taken, anYthing sent via the
Internet is subject to interception and misuse. These joint
concerns for data reliability and data protection can be
combined into a multifaceted concept of a trusted information
utility. Data reliability or trustworthiness is present if .
30 the data is accurate and can be authenticated and/or
-corroborated. Trusted utilization is when data is available
for access or processing only by those approved by the owner
of the data, and assurance of continued command and control
according to rules esﬁablished by the owner is present.
35 Trusted utilization or trusted processing is especially
critical when dealing with personal data. Personal
information, such as an individual's credit worthiness,
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of each nenber is encapsul ated with pl E- Metro munity as eltectronlc
per sonal PEPSERELPG rules governing the presentatlon and processing o

personal information, while 2) empowering the individual or

entity, at will, command and control of their personal
25 information within network computing environments.
SUMMARY OF THE INVENTION ,

The present invention is a software system for operating
on network servers, with supporting applications operating on
an individual user's personal computer system, inclusive of

' 30 wire-line and wireless tele-computing devices. This invention

.~ is directed to a system for allowing an individual or entity

to protect, command, control, and process persocnal information
on a computer network, including the Internet. Specifically,

' this invention facilitates the formation and use of networked

'35 Trusted Electronic Communities, hereafter referred to as E-
Metro Communities, where each E-Metro Community comprises'
several members meeting common admission requirements.
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agents, hereafter referred to as E-PIAs, with each E-PIA representing a
menber' s i nf@oRRid29n and behavior, with some of the informetirosymemel i ed by
each nenber and sonme of the information comng fromtrusted sources
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member can assign access rules to each piece of personal

information. These access rules set the requirements that
25 must be met before an individual piece of information can be
processed. Additionally, the E-Metro Community may get
minimum standards for all transactions which must be met.
When a regquest for a particular piece of information is
received, E-Metro Community standards and the rule attached to
.'30 that piece of information is checked by a processes specific
to the E-Metro Community, hereafter referred to as the E-Metro
Community's E-Broker. The E-Broker is the actual process that
checks to see if the requester and the situation meet the
' requirement of the rule. If so, the E-Broker allows the
35 rgquested information to be processed; if not, the E-Broker
" does not allow the information to be processed. Additionally,
the information may be transport packaged with transitive
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Community. This agent contains a subset of the personal 10 information on
the menber, wejdgpa@ntains an itinerary that directs the acecymsymajost he
agent. Thus, the agent is able to interact with the personal information of
other members as directed inits iti nerary. BRI EF DESCRI PTI ON OF THE
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i nfor mati SR gYAs ﬁ?‘cﬁn%r sPn Eaﬁé? rd éfoe‘i‘ Persgsgghows sever al
net worL& sénﬁer.mataomlsm thepoegbryl pbuucentiomaen e&mﬂrethethhternet

plus a W eLeees 3tne CAFEMAILALE thEl Sgest showmsse\t@;reab En&/ensOamnwl ty
systens al,ong wth pther resour ces LnEerconnect Lernet . WO
98/ 03927 intéract with the persona %’ﬁoﬁe PG. -9 shows t he
ar chi t ect dizegted hin B titdrErazyed Server. Fig. 10 details the DORMS

Subsystewskmgivhﬁsﬁm-rmﬁrrctsm paawetes which is shown in Fig. 9. 5

P9, a0 delahl e ol apds TRenan! S LA, s Uialohl Shk s oBt AL O

preferted errbo SUbSyst em use
DORNG sub9§stbﬁ] lmmqrs veﬂdwhepﬁmﬁ 'gorqoreq:d:gly fype§ea BaBeR™ di agr am of
the E-Met pefepenteity tie fAljlektingFigtai¥ed desdidpeiod agranpﬁésél’ﬂf&y

E-Broker Sgéfgéred embodiment, when taken in conjunction with the
accompanying drawings in which:
20 " Fig. 1 shows users connected to network servers accessing

the Internet.

Fig. 2 shows how a user of the preferred embodiment views

other E-Communities on the Internet.
~ Fig. 3 shows the components of a digital certificate,
‘25 e.g., VeriSign's Digital ID.

Fig. 4 shows how RSA Public-key cryptography works and
how a digital signature is created and attached to a document
to assure authorship. |

Fig. 5 shows an E-AutoPIA operating outside the E-Metro

30 Community. - :

Fig. 6 shows an E-AutoPIA that has collected several
informational B-PIAs from-several E-Metro Communities.

Fig. 7 shows several network servers, a user's personal

‘ computer connected into the Internet plus a wireless
' 35 communicator. | '

Fig. 8 shows several E-Metro Community systems along w1th

other resources 1nterconnected by the Internet.
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Fig. 15a is a Booch diagramof the E-PIA object. Fig. 15b is a Booch
di agram of sslomsiesd20r mati onal E- Pl A object. 15 Fi 9. 1@crnssmasimoch
di agram of the E-AutoPl A object. Fig. 17 is a Booch diagram of the
itinerary object. Fig. 18 is a Booch diagramof the Interact Instruction
obj ect. Fig. 1%id.s9asBowshthe apchitsictire pbht thecE-Mewre®tust®dbj ect .
F}g.hzo iéﬁf%ggqoqg_diagran1of t he rulebobjeﬁt. F{g. 21 is a BOﬁCh di agr am
of the paraneter, object. Fig. 22 | bes _t r el at j.onshi t he vari ous
cl asses of obj &8s égeéeﬁﬂﬂ? nt%ﬁgﬁﬁ'g‘r 5@3&52%033?%%?%1@“%’ Fig. 23
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ext erna an E- ro nuni are a one -type security an
encrypti orP%jﬁts usedF?‘ﬁ.C&l%1p’fes£/et1ﬁ%e%t§&lpolgﬁf"8flyace to the preferred
enbodi ment showWigg fRedenails | the measaging. subsystemiwseddm jtiheePORME t o
t he prefewgﬁygy%ﬁgﬁgiqgm&hsbgvgﬁghﬁlyh lFagr.i Boscreen. Fig. 103 is the user
interface to tgg r 5etred gS eqPodinent'sQﬁwﬁgthQe qgnnunh%& | i stings
screen. WO gﬁEBS 7is a ooch diagram of e EZMetro Communi
PCT/ U397/ k88@®thi g. 104 is the user interface to the preferred enbodi ment
Zhovwi ng. how E- il .01@F§uai%aom%aggﬁf?t EHst E?ﬁgol@?(ﬁ%ﬁjféc&te.ﬁr(?hesf g

i spl ayi ng sear results. : | S e _user in ce to the preferre
5 enbodi nent sﬁp&%'ngg?h%s i-%i‘%‘g?aﬁh page=s 85 E—Eﬁ/eh%f%o?aﬁﬂﬁﬁtt’y regi stration
obj ect bei ng adiSor é8b Fega2 Boch diggragsef thecinfewmaionsd F-&8rred
enbodi nentelsjied.Nng the sel ected E-Being performng . a trusted presentation
of their personal, igforpat]j | t ai C t heir
ttri DGt o i ndlagti g somuk apost |dasEahebl, e AR bilkee 1Tl N
vi ener does noFifeel’t hdsr2Brednetiagram ofy thiciHnex3y GhI®sFi-ty and

E- Metro Communiriy.meebeis &iBpodd) Biayriahe ofiS€hei Mhtdfaae Irmtrimetpbafl erred
15 enbodkﬁﬁg&ﬁpresenting addi ti onal personal information indicating-

& _

attri.butes “di scl osed and undi scl osed access- _
Fig. 19 is a Booch diagram of the Interact Protocol

20 object. . o
Fig. 20 is a Booch _diagram of the rule object.
Fig. 21 is a Booéh.diagram.of the parameter object.
Fig. 22 describes the relationship of the various classes
of objects used within the preferred embodiment.
25 Fig. 23 shows the basic'Booch'symbols employed in the
object model descriptions within the preferred embodiment.

Fig. 24 shows that the communication external to an E-
Metro Community are all done with RSA-type security and
. encryption. _ ' '
30 Fig. 101 is the user interface to the preferred
embodiment showing the initial screen.
| Fig. 102 is the user interface to the preferred
embodiment showing the log-in screen. '
Fig. 103 is the user interface to the preferxed
35 embodiment'showing_the commuﬁity listings screen.



processing rules. Fig. 109 is the user interface to the preferred |

enbodi nent w@mgﬂng rul e authoring and assi gnnment of rul agrnid@igesoot h
particul ar personal information attributes and particul ar groups or
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Processor Qfy,d 4 ﬂEﬂféhQO:;HgShoﬂB@lMé&&m&na&ycﬁéﬁbém IonstafRit and
i nformati on. g 201 det al s he E- Bazaar E-Br gFer subsystem DETAI LED
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may be | I'S seturity sys emvm dr'scusse nalater
section. A@Otmlgtltré’s@@"@&rl-i er, trusted processing of information has two
conponents: relgighl luoley ief theneat mtcbma:‘d @bl eHeppoebartet), and each is

addressed L ddihdl® bRkl SHROMIR ok QlerkBRal NYRFLIRIL 1dd 1S easi est

and m)st Cuss e pre u&ﬁg?a net ropol i s
anal ogy. Jindiqating atEributescvith difalosedy pResuBRismkRSA RACSES0] ace to
nmeet ot herprocdsing nfudesat i on, seek enterta| nment, do work, -and shop.

Li kew se, everypng)dllwgdligl tﬁ? ﬁgﬁreliﬁteéﬁ%tcehﬂé Eﬂeléré‘gék:ﬁe;tféavmere
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embpdlment presenting rule authoring governing what criteria a
processor of information must meet to access-process the
25 user's information. ' '
Fig. 201 details the E-Bazaar E-Broker subsystem.

. DETAILED DESCRIPTION OF THE INVENTION
" The preferred embodiment of the invention primarily
30 operates on a network servér, with supporting applications
operating on the individual's personal computer system. To a
.user, the preferred embodiment appears as a Web site, so it
may be accessed simply by knowing its Web site address, but it
' is a Web site with comprehensive security safeguards:
35 firewalls, proxy servers, SSL enabled Web servers and clients,
digital certificates, hardware tokens, security policies and
pProcedures. Not only will the Web site typically require
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These sane concerns appear with new encounters and transactions on the
Internet. | gyddapasdsty, people use an unfam liar person's aseansa#iegms to

| ower the risk of these new encounters and 25 transactions. For exanple, if
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Each -of these E-
transactions on the Internet

In the city, people use an unfamiliar person's
associations to lower the risk of these new encounters and
25 transactions. For example, if someone is wearing a police
uniform, we will typically be more likely to give them our
drivers license number, home address, and other personal
information. If someone is seated in an attorney's office and
hands us a business card with the title of "Attorney," we are
30 more likely to expose confidential information. Also, if
someone lives in our same community, maybe even our neighbor,
we too will be more likely to share information and feel safe
~conducting a transaction. On the Internet, if a person has an
address that ends in .gov, we may feel safer doing business
35 with them, as some government agency has allowed them access
| to the Internet from a govefnment network server, thus giving
- that user an air of trustworthiness. If that user conducts a
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which it goygtro Communities. Each of these E-Metro Communltles is

independently operated by an- administrator that sets admission

25 requirements, authenticates membership, issues digital
certificates, and sets the services available to members. The
E-Metro Communities are actually implemented as Web sites on
the Internet, but are special Web sites as they have a great
deal of intelligence and utility. Fig. 2 diagrams a user's

30 - view of the Internet using the preferred embodiment. The user
will be a member of one or more E-Metro Communities 11 and be
aware there are several other E-Metro Communities 11 on ‘the
Internet. Theé user will use a Web Browser such as Netscape

_ Navigator 15 running on their personal computer to access the

35 1Internet and attempt to become a member of one or more E-Metro
Communities. When desiring to become a member of an E-Metro
Community, it is possible to retrieve an unregistered or empty
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25 access to specific E-Metro Community services to which it does
not have rights. The E-Metro Community may require further
information to be filled out in forms that must be submitted
for approval. These forms are stored in an E-Being repository
13, and can be set up as an independent Web site, an FTP site,

30 or any other storage mechanism allowed on the Internet.

Remembering that trusted processing comprises reliability
and controlled processing, in the preferred embodiment,
trusted processing of personal data is improved by two means.

_ First, the personai information that is processed is authored

35 and monitored by the individual. The information can alsoc be
verified by third parties who issue digital certificates which

- corroborate the facts claimed by the individual. The
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establlshed by the user. This security feature allows the

user to set rules. that govern the processing and utilization
25 of personal information. For example, one rule may state that
it is acceptable to release legal history information to a
user that is from the American Bar Association E-Metro
Community. Another rule may state it is acceptable to utilize
"a home phone number by a user that is single, from a
30 partiéular geographic area, and also agrees to have their home
number utilized in a controlled manor. By setting sufficient
rules, an individual can control the utilization of personal
information by only trusted users. Additionally, the user may
_ set transitive rules that attach to information that control
35 electronic distributed processing of the information. .Thus,
. when a user authorizes trusted remote procéésing of personal
information, the information is utilized in a manner that
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in the pre&m::eectthésbsdmm Community Web site is located. Once
accessed the E-Metro Community Web site sends this
25 introductory screen 511 to the user, which contains a
graphical logo 505 and title 503 specific to this E-Metro
Community. The user can select one of three option buttons
507: get more information on this E-Metro Community, go to the
services available in this E-Metro Community (will require a '
30 security check-in), or, if a new user, register for admission
to this E-Metro Community. If the user .selects to register,
the registration objects will be supplied by the E-Metro
Community or retrieved from a E-Being repository and the user
will author their E-Being, similar to filling out a
35 standardized form. _
' If the user selects the services option, the user will be
asked for security information and/or hardware tokens. 1In
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two step process. In the first step, an applicant, using the 35 Netscape
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responsibilities. First, the E-Metro Community sets admission
25 requirements that produces a high probability that the

applicant for admission is who they say they are. Second, the

<-.

E-Metro Community has security measures in place to reascnably
assure that a member's identity can't be appropriated by
someone else. Third, the E-Metro Community sets standards
30 tha; place a high probability that the member is transacting
- business and disclosing accurately and in good faith.
The first responsibility for assuring the applicant is
who they say they are is met .in the preferred embodiment in a
_ two step process. In'the first step, an applicant, using the
35 Netscape Navigator 15 accesses the Web site for the E-Metro
Community 11 they wish to join. This user selects the
registration object from an E-Being repository 13, fills it
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assure that only the original- appllcant can use that member's -
identity. The digital certificate and security code or

25 challenge response described above will assist in assuring the
security of an individual‘'s identity, but new technology
allows for even greater security. For this advanced security,
‘the E-Metro Community may issue the user a hardware token or
secure-card, such as those sold commercially by Gemplus,

30 Schlumberger,'and Spyrus corporation. Although the LYNKS
secure card from Spyrus has several options as to what
information it can hold, three particularly useful items are
1) the basic information about the user, 2) a digital

_ certificate, and 3) E-Metro Community digital certificate

35 digitally signed by the certifying E-Metro Community. The

" first item may contain several pieces of information,
including passwords, security codes, aind particular challenges
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t echni ques, wodkksd7 publ i c- key cryptography, that can assurBCIUS97/13309

comuni cation fromthe nenber to the E-Metro Conmunity is secure from
outside interception and interpretation. The preferred enbodi ment uses the
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to securelagvaasddasétheity nechdnish that £Moweitheheehibe tsiageddie Bs

publ i ¢ ke&éﬁ:&%ﬁk&gﬂl& P WekARdaa, > YUY Bo' GoBRKONC Wil (S 1L |

After encr I-on can using Bs private
key 2390 mpeﬁlﬁécm@wrﬁm Waso agtughiy origimated fw tBPBp%‘F’P SecH& t he
privat e kaﬁgleanysﬁgmixhré)&ﬂm bet diseassed ianchoret depasl imea euyespt ed

file. gemﬁ] BhOfE Sl Lk Enk Sedente i GeRRHIBECYEREL LT aner sl on

nmet hod suc erneft, no one that
i nt er cept & FﬁEnﬂ’éé‘ééﬁet%a?fFﬁqﬂeePﬁrePlﬁw sefHEly Pﬁe? HE$E' 95t deniidiow
appropri atsathaspbima:im/ Z%eAthﬂr@nﬂteeqwsslblyehbmm i tlse tdeard

previegslgtwggoﬂ L Yo $hANLLS,1 AP LIARS Weshs bhgar apd ver that the
sent

nessage was y the st sen rle | scussed above,

a menber Béﬁtaglé %rd‘F?ﬂ‘l?%ﬁ sitgrat BPE ?51 B LS Peefhe 9% r‘?‘Be vé&% hi gh
degr ee of Ea¥etiranCemimnzity tadmeinisheratoncrr chutdegiategnatua ecdnhraam;aii t he

ressage.  Bugindoki || TS Sk lubceyRabl NGatI ekt ol LRRatbGiYalu gnat ure.
ure o a file, the assggytheflle 27 through

To add a di |ta*: SI,}%P

a mat hemattsie DriTT B AR ﬁ’tmﬁﬁf}ﬂﬁ‘c’:%saﬁe cﬁ CRRELEYHRY FR9MCY nessage
di ges2033thehbigher theassuranicet that ethe ‘ﬁlﬁl@axes_sagésm eestw@Xtihy .t hen
encrypted usi nghéhenmws@cwslmﬂftyeﬂoﬁ&@ ElivaereSesmaboms, L @Rfing the

di gi tal S|gnatgr€hg thé]member properly transacts business and .
discloses personal information accurately and in good faith.
-This is mostly a policing process for the E-Metro Community,
25 where those who violate the interaction policies for ethical
interaction are removed from the E-Metro Community. Stricter
enforcement of the rules will lead to a better E-Metro
Community reputation for trustworthiness and accuracy.
Once there is assurance of the member's identity, the
30 next level of security is to assure that the member can
communicate with the E-Metro Community without messages and
information being intercepted and interpreted by unauthorized
individuals. This security level has two main components.
First, the preferred embodiment uses security protocols
35 approved by Netscape for commerce transactions, including
purchases made on the Internet with a credit card. Second,
the Netscape Navigator web browser has built in cryptography
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PCT/ US97/ 1 mandi Ssh SeeKi
Ieglslatloh £ the file 1; sent v1a an unsecured transmission method such

as the mail, Internet, or phone lines, since no one that
' intercepts the message can interpret it, unless they have
25 somehow appropriated Bs. private key 23.

' A second security mechanism is the prev;ously introduced
digital signature, and assures the receiver that the message
was actually sent by the stated sender. As briefly discussed
above, a member can use a digital signature to "sign" files so

30 to give a high degree of assurance that it was the owner of
the signature that sent the message. Fig. 4 will assist in
explaining the use of the digital signature. To add a digital
signature to a file, the member passes the file 27 through a
mathematical formula 31 that produces a digital pattern, or

35 message digest 33, that is unique to that file. This message

- digest 33 is then encrypted using the members private key 23
as discussed above, creating the digital signature 29. This
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figure. SpBEFSREAY -y IntREAGTECR 0B fihe fIREETRRE| ﬁﬂe%nal‘?ﬁﬁﬁf%é cont_rol

buttons 27then random experience. - A common critique of using the

Internet is that interacting on-line doesn't allow us to

25 locate, understand and know with assurance the person behind
the e-mail ID or message -- to hear the voice, to see the
face, to know a little about the senders personality,
characteristics, and trustworthiness. Without these, the
interaction is not only personally unsatisfying, but

30 frustfating and useless.

Virtual communities are forming but people have little
assertive control over their digital persona or interactions
and much of the rationale behind these virtual communities is

' data gathering. This data gathering is performed by commercial
35 entities seeking to track consumers, performing continuous and
subtle surveillance of community members. Overwhelmingly |

consumers want control_bf their personal information and are
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simply w sh I'S reques L ng user to prov) I n exc el r Home Phone
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activated with a _nessage sent ﬁ'%‘lato Dieter' s Hone E-PIA reﬂuestlng hi s

Home Phone 3F8Y5R5Fr d28 %‘? 3FRGY, ThRt G2f; Bake d’rrétﬁéiaa’fé&gﬁpl ®Be sent
aut hor R2i ngngesngpt inone sefif elitapilapndf enfieyavomps dimttbe puafePhede data. An

aut omat ed iRERRSAE, I L8O SEfGHmaRe cR X 868008 R Idompihiankndi fgagi ven rule

lnteractlonsag& bRgetgeg{£§¥L£%é%or gng to :the desires of the individual

E-Metro member. All the personal information, taken as a
whole, makes up the electronic presence or digital persona of
25 an individual. For purposes of clarity and ease of
explanation, it is useful to think of this electronic presence
in a Web site E-Metro Community as an electronic personal
information agent or E-PIA, as introduced earlier.
, Some of the informational assets of an E-PIA are created
30 and held by others, but can be dispatched or processed in
accordance with the rules embedded in the E-PIA, such as
medical records and school transcripts. Other assets are
those that can be authored by E-Metro Community members. The
_ preferred embodiment allows a member to self-assure or
35 collaboratively assure the information encapsulated w1th1n the
 E-PIA is accurate and reliable.
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in retlﬁrnqaqmtﬁé rel easing his data over E- 30 Metro's virtual private
network or haveheheegasbrame ¢atl emvdigapat chedtivert Riatal bubjéeP| dxréday

processi ngg{fo%@sﬁ%nyfe E1h&ds 1, awea@cawl FLERAP YIRS n@'g%geskb di spl ay

D-.

rul es and e _requestin er'son i T rule may
speci fy 351 £hej h&hE| BPSt & a3 f”&nGEUurIf “rff‘? t“r‘ﬁ E558°HR "
aut hori zesp:aaf@slsubnaﬁ.odatdneareaE A6t thewabertwill gdee talm)pnbfeesnmn@]d by the

rule. é?@&%3%%& begin data entry or Edate the 1nformatlaET/U897/13309
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I g e
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are open and will; ;0. dh SRl V&M HPURRLLEESSL 0% sNadL e bhie SERESR A et er
~ is governing access-processing. When Dieter completed this
personal profile, he authored rules Fig. 109 that determine
25 who. gets access to each item of information. The user
accessing this personal profile does not satisfy these rules,
so Home Address and other information is not available. 1In
the preferred embodiment, if access to information is denied,
there may be opportunity to see what the rule is and respond
30 as indicated by the open key icon to the right of Home Phone,
Fig. 108. '
In this example Dieter has several options for rule
processing depending upon Dieter's anticipation of rule
" interactions and the level of hands-on control he‘*d like to
'35 maintain or entrust to the E-PIA. Dieter may simply wish this
' requesting user to provide, in exchange, their Home Phone
number and so a simple rule interaction will begin. Either
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can create a "Need To Know' Pronpting where in the requesting user is

pronpt ed fon g,g@ggy to know. Dieter wll have to process t hbcrnsoassse
hi nsel f vi avE Metro' s messagi ng system 15 Sone rressage interactions wll

be automated by pre-built rule responses such as "I'Il Show You Mne If You
Show Me Yopfscessisy "ofSthbserete swildhbe--dena eanthear,equistrmge aldediges

autom&tlcag&?( éﬁfﬁﬂrﬁ&@ %&é'Q&Eféfa&dmrh%\fetﬁénﬁe&ggaﬂgw&%m Ritthat 20
the EEPIA W ?on aAC W.so nuch tine to foB vi ew n G&Ssi ng
the E. Pl A BeCRFRIVALEd UED A POTFROT oo PABREE: PIFTEE GhIHPH S50 34 hour s
t 0 pass andetrhest ing HisPHOmEoBkene threlpdravidednoryat signal draldiist o prevent

further pr&%&é{@éé&d%&p&ﬂow banfi g HbhQ Aibg aubrgoTenidng |diiddialy egntacts
25 555 nust

et t 8_}/ rulﬁi| 565 nd50|n order to process Dieter!s
E-PIA So H‘%t%?c?%g‘gﬁé?@ §P %“ecrqatérla ot her persons must meet prior
to processing him @MteSOrubm‘metdj negpiosce wah| bgeexceapuikad en thet he
E-Metro fop; pLocestid gi 91 %i@%@a&q@iﬁé HBY Bﬁyedéﬁw&laﬂaafc@hes the 30
decision to dis atcr]?ftC I’ﬁﬁ)&pets Re*% eh%r |renents may not
be sent du%°’f‘5l tusFﬁea?E’EﬁJ &% 85h2 § te e person's
rul e remui seppottsed by the pessaging sibitemewidlFeehinimes thespatlehed as the
Eersog r?ﬂﬂﬁ%&ﬁ&i’&rﬁs ED?.letéeimé Hdlfe PR %% sii-éad§fkhavei : r‘é%p%h@ﬂ ![n.
ig e osito e anywhere on the Inter at is,
[t iy be SACTRA SR B0R, ERLE BRI e, e VOSECHIA TS, HeRHds Mor e
E-Metro shgv 3PP IWTE and so the message response is sem1 automatlc .
PCT/ US97/ 13309 ﬁorﬁnwcta\éerrﬁneyé q:fefe:BQia@g allQBQ%/gt@éﬁ’u{ﬁ il eS gBRWNET €

el se t he_ | nt ernet rrber | Qne of t he
Fir ot ThorBroft o nis ibnd, PRI (adict % $le siqhed R Rikent, £08
personal pteeiirteragtdeon E)Fof-‘ﬂ-’%%ed p?Ud?s aydaﬁylgsqﬁm rte oertt-gidsut SI de
sources, CASPsage 1 DiktBrAsr BpPESENtSd)d wathli AdtNé dbeduet iilie usetesnet . A

The usar nEcBRed LORAECBLAE BT LI Bkt B8, End%ﬁ?ﬁf R e
home E- Met FRCEhYafif ts);snﬂetqodwm &g scHoper Bheppnrumisr f@¥ses an E- Pl A
desi gnzd edcont sl itk dcdes® . E- Bhé\'rulle dntiecapsibnhaBioledr alitHime theher E-

Co it | |
. mnl;a'ne%e use‘ﬁ‘to ugﬁg?ié?%fﬂn or“rra‘*?’.etgﬁgftwa oo HE G oR BEETT
i f necessahys ReRM Rroperh¥, PRE§ided

In the above case the E-Metro Community E-Broker has
: dispatched an already loaded E-PIA with encrypted data
25 encapsulated which will save the messaging sending, rule-
processing, and hands-on response some overhead by processing
the rule right at the client-side. Dieter will decide how
trusting he wishes to be in that he can rely upon the system
_ to fetch data in return prior to releasing his data over E-
30 Metro's virtual private network or have the data and rules
dispatched within this E-PIA for processing right at the
cliént station.
Rule response dialog boxes display rules and give the"
requesting person the option to respond. The rule may specify
35 a financial transaction to occur. In this case the user
‘authorizes a debit from their E-Metro wallet for the amount
required by the rule.
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15 joined an E-Metro Conmmunity and designated the E-Metro Community as its

hone, the n@igxgiozan join another E-Metro Community by si npdmyuswessssng t he

adm ssion requirenments for the next E-Metro Cormmunity and then copying the

" E-PIA to the new E-Metro Community. As will be discussed in a |ater

section, 20 wh@ulz, spebéfidations are enthored Bpdtical 109p| ATheafigdran E-

Aut oPl tA, dtc%@i{.it% %ﬁﬁ&ﬁh%g%%ﬁﬁ rwxetreliﬁt igfétér W\Gi@fa@%@"r?ﬁi theslecndploir form

request ed tasks. , - Aut O can y _be spawned.from.the ho - :

The B Aut i, 1o g daka SEEEIANGR" o8, ! o8 Fc AR O B p PR PGS [

par ent hormil25 dowierrny, thatsatigsihutey oxngoaLP Pk ARRRIHUSgst hACEeRgt oPI A t hat

thf i n]tsor dus latreCar hé&ﬁsi&rﬁofﬁpteéunesabﬁ%&t:&dﬂlf&r Aonmuhetigefdmes .

rul es for e access;proc i ng._qf_.thejr_personal .infornmati sure the

i nf or mat i '§°|5‘Y“t’)’8é‘§§85 g‘ﬁ@r o%’ﬂ'&t@?yb%\ﬁ%ﬁts’é & gtrﬂugsbbggg%g%%é t he

per sonal 3Hpeciifdedareon sebzcommndty fhewhich hiedasmpBsiributechetks to see

! fft he ??eis rf$ﬁt aifsagoéeagaﬁ&rmi(}tss aE?&ib?u@éﬁd m{c,q%@ssisogiEogl. tAﬂft o

i nformati qn. e preferred. e | on i spatches an E- o the

request i ngrq]'seeﬂaeggﬁflalaﬁi ﬁﬁl‘f’i;blgrcc’ 55, *RATeH T he user is authorized and =

qual i li%ed to pidcessherhateribytes:3Cikys i Prte Irf |Bixthaerensabh PPE®r mati on

&r) ocessi Ugarﬂil_(livr:]ileI Bet BespBaysd ffon Birobassing. helteenik- Bgféeﬁ_mié't&_-ﬁ- Metro
muni ti es, iS w t .an, k- )

58/ 03927 Can cr%tate a WREDa Ard ARG pLERLESEY vﬁ}%%%§§7 | %é%ss%l‘é%%

anot her metARY 'i$ prpmptedhfox i Heed) A9 knew detRimhate wiAdt have &y,

i nformati (prmslaehenﬁbaég@dgwﬁﬂmaggacnmf@m me8pEgihgORysten.

r epr esgnt u _ i - : : s rio ina .

ot er tncrony MiRact " Ent 0Bl AR Qi bE il GuatiRh Sy BBl EREEIRE | D D

been descrigfRPreessenshyas L1 orlafboregeyi Ming FoHY gy ShgHaMei ¥P¥¥Pmti on with

t he abi |l i tyulies.del-cot Dietyrr=|rare B-PIAr 6®&h i ¥endc cer dulg messages, and

acting onl IlaRisR 986 E- Metro Community. In the preferred enbodi nent,
however, ﬁ\slet\Mlgla i%a P?A may al so take_the formof a nore active entity,

cal l ed an E- AuSoPPadatapabbeiites pidddnhave The Rearizenente; iRt5hak th
ot her 2B- I\/_Bﬂreo HEPIauwill esnbycklg-dvl A innck_:ttl‘ane EdVigtase Commuibewims an t he
It ormat | oy el thars POk a0tk R8s Hak peTE, b L Bl e i rect s
[ - [ u u - :
its activitik s.°“§‘Néai}?We$£re'§P’freﬁ 9 PR&s ?%t%rﬂ%afg'giﬁbi¥g‘%ommni ties
to visit, weelfi mposaciryptal igoldrder, tanpreventc dnjrtheti proegssing.

- As shown in Fig. 110 thg sub-community Initial Contacts

25 555 must meet the above rules 565 and 560 in order to process

acts

Dieter's E-PIA. So Dieter is specifying the criteria other
persons must meet prior to processing his E-PIA.
So. community members will send queries to the E-Metro for
. processing and although a query may have several matches the
"30° decision to dispatch the E-PIA which meets the query
requirements may not be sent due to the fact the requesting
person may not meet the person's rule requirements. In the
- prior case Dieter's E-PIA was dispatched as the person
regquesting his E-PIA met the above criteria.
35 As shown in Fig. 2, the E-Being repository 13 may be
: anywhere on the Internet, that is, it may be on the same
server where the E-Metro Community resides, or the E-Metro
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the rules, what information nmay be processed. Using an itinerary, then, an
E- Aut oPl A wigyd ogfea®29e” about the Internet, 20 visiting ot hepctruknsme
Conmunities where it can interact with the E-PIAs in each E-Metro
Community. In the preferred enbodi nent, the E-AutoPl A does not directly

i nteract  \omnuoiber néy I .a ErBednd, repesi tore mesidinguarngwirke flg%ast
one procesgs, +RAt 1RELSnSS. 8 WHeRKEr hBEbes e heEwmeBrancamAuid} A and the
E-PI A nenbers of the_E- Net-:[ r%Conﬁthy. Thit °t¥ okegci ng\igﬁe@‘g 11' t he

E- Broker PP@s8ft BRe bt TF%e M8 M L ho .. B RUG1%%an 2EPFA AAd " an &= Aut oPI A
desire to useter discréoidn pridee pershaak- Brokikesy t Fhegei pre&ilret iRAAF Ul es,
and thg E‘ﬁ%&okﬁko%&ﬂ& NBonRateilb S86ufdys, idthriaki 6he nBYPI?e exchanged.
Addi ti onal e{) t he E-Metro, ni éy adgi'_‘nifﬁgeat Qf. may set m ni num rul es
that appl FePGeEPRELRZ @ﬁr’@é’f" wedi 8Fed T ransactions to occur in that E-
Metro Communi t f, uaesueamdpalnng §al geverab RiMeire Commupbtiesiin it E- Metro
Communi ty 5t3adabdSetbbdimHtil . THe user miSt AlNdu@e@r! OselHEE come ff Wo nodes

of E-PIA I'nteractjon. .A user.._ electropicall I sen TR er
E-Pl A wi t fff§ gﬁﬁng)BtF%%st §‘° y%%\%?%e g‘e 'E{eﬁﬁﬁeyﬁgﬁpg%égi on'for an
22. 100 =23e8847E-Metro Community houses an E-PIA designaped/tesd® 13309

5— Met rot Ccaﬂ@uTh, mhbme\étapm-s vNﬁIc&ﬁl ( &aeIPB[ eﬁm&_@mchltlg%apatn@fi Bte Hrl\/LI A
ocunent . is_i.s.known as | [ n . an_ E;

i nvokes | rﬁ°§\“‘é{‘8?‘|§'6re1§ Where Frg, MEmpEE %e%%fr%ni {\%’ %Pﬁlg\g‘glgg' cal T %:t ch

| nteracti dm lwbgehome E-PIA man be ugadep? iePdte idins infopBatienr 0 Mt o
Cﬁmmni ty t3 ofRb2i RiOGMERVIATids, EiPl Ascés®abes S)onté a membényhadt er acti on,
t he er.s . t f Vi:6es - O _ - Aut oPI A 41
can oper atpiaeiornsF ey CRMHIER"lh Albliatend e lotes A TP S e
E- Aut OPl ACommugAtrage HFe iRqmeer ¢ MEmbeF Fan)ijcist #nprhes FrifefZRt with the
E- Br oker s ctmiuniggvhy asimpliemeédting the Eadioleaitn regulbemdives EEQr alder  has
three mai net | WEATH oI P %{g o B_b%h. - ker has
been defi nr}leefc’#bé P§g§%\/\t trotég%%ﬁ%aad | ﬁ%‘teo?' ?g‘acﬁégﬁn%ﬁg&w
credent i alfsMeETEnGommUNELYy A A ¥ildahEsdizewined i aplpkeF Bt ty. In
thi s pol i ewheth aomembéheddsiiradk o clreaks aespedi=damE-PaA, vealledszan dentity,

and i nqui es JoRRO RS PHS ROl 32YmBRPRQACD dthel EEMAL4f ter applying the
rul es setAgﬁtPEe'E-l\/Etrg Co ni t arorllm' n'gtr tor, .the E—Eroker_will ei t her
deny acceommynifieg and perform requested tasks, the E-AutoPIA can

only be spawned from the home E~PIA. The E-AutoPIA, then, has
a subset of the information contained in the parent home

25 being, thus assuring anyone encountering the E-AutoPIA that
the information it carries is related to a home E-PIA.

A member defines rules for the access-processing of their
personal information to assure the information is processed
appropriately. When a user tries to access the perscnal

30 information of a member, the pfeferred embodiment checks to
see if the user meets the reguirements for trusted processing
of the information. The preferred embodiment only dispatches
an E-PIA to the requesting user containing information, which

. the user is authorized and qualified to process. These rules

35 define the limitations on information processing and form the
 basis for interaction between E-PIAs in the E-Metro '

Communities. That is, when a member, represented by an E-PIA,
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20 PIAor allowit into the E-Metro Coormunity. Second, the E- Broker acts
to search fwoIw@Iers that neet the criteria designated byGSSVEPR® during
its request for interaction ‘For exanple, if an E-PIA enters an E-Metro

Comunity to find ne rs are inferested in pu asin car.. the
request | §°25""°§Fv%‘h°nb}$ E, 8k§r£’F H%‘EE %Po%é%?ﬂﬁs??fg %ee e
subsyst enwhatai Lebamy i mnﬁmrnprtebarc@d hertaxtihanged whthogkaamrshes all the

menber s t%ohbﬂilr&H@SEnﬁJ@tf:%venexgéﬁﬁééaéht@a m&ﬁhgst TlE'e nspedimicay a car
and creates i st f nenber s .neeti.ng, t.he nﬁ.%g% crlterl a. Third,

t he E- Broldr Q&Fsr‘é & eﬁ‘lr’lgnllsrﬁ%ﬁ?ré’r SRt FH A and t he
E- Met r 8 ComuntroytiEi®Ipsint thehB-Bbbvin cshenfl-detaocfommrity hass@esker has

created theskishe@f adeditgng hhaeoﬁsgéeasespmadﬁ,eﬁey bPsdnrhasi ng a new
PI A presents its

car, the E r oker Stl| nedi at o
rul es for IPEPFEREING ’rﬁkb&‘h’ﬁt a%ﬁili'é% t%rﬁfltff}ﬁvﬁg%’é? BT A presents its
rules for Msmatsmza acoardimg EoBrukes, dwidmaetiog ehly withimeme®- | f any,

\éVIB} |03be eXfeR2BIBSMmMEAi GPUr 39 th¥ePréfetay Témaoaskneaﬁ Ugg:%ﬁ%%r.o 3:31ec F?é\r/n\oe
ot o RAL i SR PRY RLIRASOSRRLAPTD 26RO A5V ROTRA G Lehar

stringent B-dboPFai eapablsoriapubatantisl Bspervigedi mtsimttme wntélnsact i on.
One of th%tﬁ@§SEhlh§ti@5db$:mﬁﬂ§ﬁ:1§B EnB'PieagTEBY BeHeti pietrd S the

controll eq, processin er sqnal |nf OV|ded both the
E-Metro Cg' "ifﬁ?%@l%\%%’hu%’te ﬁ&?rﬁﬁg N ITEER ?{"ggﬁp 1?,%%159 per sonal

i nf or mat | ¢entekes @ ppuhast efntbe pessonak édlfp(?mémpéc%n@rmé‘;ﬁﬁ fmthe
visitipg EuRlAstbEA, WIS aﬁﬁri&Qﬂéi-ai:ﬁfﬂ{a{Hifdl&l&ctbnlfb&ad@nﬁl’ﬁféy red

nbod al.l-ec o) he
erbod! meninne! Ue ARNE SALLEC LAY EE B0 I bkl CORIBILL dhhe
nmenber shi Fifaf- f‘r’liﬁ%tt?ﬂ%"r&ﬁtép!‘r et Foklemyy PH%i h&n@%nlﬂrllﬁé?lq’} WHitho
Communi t y ther yules, wist Hn¥ebrmat Conmmay the prvcesseiide BeMes aln Services to

its 15 ”E'Iﬁﬁhérm?frvét?e‘?ﬁ BY g8 HP A GRPINNL Y, UWAE] 1 9R% Sldeh as

.col | aborati,on gro , consensus UI ng or voting systems,” capital
di sbu?genﬁﬁﬁlgﬁfﬁ 8% Erdietge FRewniiad thereyd u%%ng’e‘?'ﬁﬁ’%ﬁcédwf’- £8m
servi ces, the- E+ PFAs Ui craeth EaMestacCommurdiatyabases t o protect consuners

pronoting. accogstahd 'ﬁﬁéﬁeﬁ*}‘lemeH&I ér?éoh:lﬁ@ %UAQEoﬁtﬁt&HE’é TPl ai nt's, or

connunlt ubsi di zed provi Si.0 vance rel ess co nicators to
y S rectly fat ract w1tg other E-PIAs. Instead, each E-Metro

Communlty has at least one process that acts as a brokering
25 ageﬂt between an E-AutoPIA and the E-PIA members of the E-
Metro Community. This brokering agent is the E-Broker
presented earlier. When two E-PIAs or an E-PIA and an E-
AutoPIA desire to interact, both present the E-Broker with
their respective rules, and the E-Broker determines what, if
'30 any, information ma? be exchanged. Additionally, the E-Metro
Community administrator may set minimum rules that apply to

all the E-Broker mediated-transactioﬂs to occur in that E-
Metro Community, assuring that only transactions that meet
- minimum E-Metro Community standards will occur.
35 As alluded to, there are two modes of E-PIA Interaction.
A user, electronically represented by his member E-PIA within
an E-Metro Community, may invoke a single Interaction for an
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pronote 'equal access' policy objectives. The E-Metro Community may al so
provi de extrwoosussemity services, such as access to cross- ®ETRISHI/I3H09

nobi | i zation efforts for 25 philanthropic or political purposes, joint

el ectroni c commerce services, sharing of communication infrastructure costs
to facilitBtMetoroSomrwmityi Via s Net@capenBrpysentantl thed apPrepeiate -

networ ks agfi, efdtialedty f @hidlls qeibwniaby oRBERET IntdrdotiionaMopbysi cal
arrangenent for the preferred 30 enbodinent is shown in Fi %67 where a user

43 accesse€heman R-dutePI2 Byvekssdnresarssaae CHHpR &2 BsMe§TConnect to a

net wor k  segMfihuniioy ,atthikhes Nei 1k wdhetrntéraak.emtﬂwe:onnectlon to the
Internet 1. Both wire-line and W reless connections wl| suagorted with

where fore t harFighe SECPBERBRYL Yon A= ¢ Wsh ?%%?o%'l‘ﬁﬁ?ré?ng° % ¥2rver
11, and E-dbitidisgneeverat BoyIAn cimeinbersh BYer afahiagt intkzacvbehj p. That

i E- t
'gg j 03327 MBLL QTR 30y iBY G 8 g&%leegyofesaipeg 35#%3309 Coﬁ\g )

ot her sub-BEoMhrRTH &4 gan,eperats gfx‘:?"?ﬁ&va°n%]P9\D$we§é'r‘\/§P§‘mTE Wth one,
two, or thamed &= Miown CanFigi téethen BeAchoBEAV4EL . caiddiavieonal iyin&&ey ng

obj ectg, f Eh&“&‘s%féd& ggnvsriﬁ%ﬂa{awl% Eﬁé Eberdadtd a4l 3f EMBLip

Communities nma uested fromthe E-Metro Community E-Broker or, if

nmade avai I%‘E}I‘%’:m isdte BroPRIniEiss 3§ -r epositories 13. The preferred
enbodi ment al | ciise @+PBrpkbri basttinzge muibs fehetidns vE-tBdnnghebEedetro Two

possi bl e Séz?lﬂrﬁ%tiﬂbsﬁ%@ Eh€ BUblelRrShhsg Beed &@fmeaeby,emwch s
sinply a file stora conmmuni cation,_s sor ed file
types and Y&t %R/é?Q“Hg\“étXf? e R o rt8m°RE¥ 'g‘bee §eﬂ oY These
E- Bei i r epoRIA diliads wamysbeo oentayy ageBvrMetid CommhByityr. tEa EhBei ng obj ects

nmay even ib?éfhgplkdl%ertﬁé ﬁrﬂdk&ercmeﬁg EPPLE flathon)l variEL &S ess
Conmuni cat:i.)‘%1 device urn to t%e S emhcﬁgoft

i mpl enent at$URFBr Fﬁ'é ﬁf‘@f‘é’r’?%d"%&g\en@m:p“me APRE 8 is a
modul ari zeRTAappl|Afler epplyhag the miesappti bt thm B-detirei Qewnum-bYsever al

parts, w tm@ﬁﬁfhd&%rtbr,OEheDﬂLé&ke&ssugmeélﬁneﬁlciérs‘y faa&bboaa tione- of

t hese u]%ﬁgmareagem {: rate gn_one or g) e g ié\g kEservers
whi | e ‘ot he dul é% %n &P FEMIRILEY g o S5 P8¢a conput er
system THRrekay amv@ $er eearﬁho‘@s secthat ymeet ttthe griteriad enbodi nent
are shown d¢sfdrated, byndnaEepms Midtidiedesi FEqhder Hussiinakrdeviess shown in
Fig. 7. F@éé%réﬁ&%ﬂf%,bgkhaglﬁggfﬂn%nters an E-Metro Community to find

members who are interested in'purchasing a car, the request is

25 given to the E-Broker. The E-Broker, using several subsystems
available in the preferred embodiment, then searches all the
members to find those that have expressed an interest in

- purchasing a car and creates a list of all members meeting the
necessary criteria. Third, the E-Broker acts as an

30 intermediary between the E-AutoPIA and the E-Metro Community
E-PIAs. In the above example, even after the E-Broker has
created the list of members that express an interest in
purchasing a new car, the E-Broker still acts as a mediator.
The E-AutoPIA presents its rules for collectlng information,

'35 and each member E-PIA presents its rules for dlsclosure, and
the E-Broker determines what information, if any, will be
exchanged. Of course, even if the two belngl agree to
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25 the user 43, fromtheir personal conputer 45, runs the Netscape
Navi gat or \Wwpo @we3seser 49, a commercially avail abl e appl i caPCTDHSI7TIIBREY .
Net scape Navigator 49 allows the user to conveni ently access any E-Metro

Community Web site, Also, the Netscape Navjgator, |des compatibility
with ot hereXPeRgspinEermafifhc oo fia EB’F? r{bdq‘g'ﬂ’é’é ?‘b’b’r%t’f @?ﬁlé“ﬁa"r eferred
enbodi menthavidgesietiea thbze NetsiogeatNaulgatat, wild mer alb@altlye rBms sever al
utilities gy ggppglgisgftfé Melahea bl {raynl ty activities. These specific

appl i cations Ls nami ¢ Li | brari ava_ a e

appl ets and scr‘%‘ﬁt ef gp ’ éip%/ BFﬁg? 'bbébre %a}BEP%FFa?a)E 'iﬁ‘%’"ta% |
suppor s sigecihei cofitrdbled Gmuessing afta wienbey's peraemal oned earlier,

however, iR e23mati ¥R, 98#55¥¥§éd both the E-Metro Community
PCT/ U897/1 309 aI m)st al | addi ti onal subsystens a DLLs shoul d not

ses
be necess@3PINEFETAESF(aRy "'tall’r?e“ﬁf’ﬁf EPPE S BRRASTENPSFE ® e Web site E-
Met r o. Commimficirynatyenent e  E-lrickieropenabesirmt micsedetaochl et maney 11. A

top level f\yoﬁNaotrlgheﬁ(&bafpfp@cﬁawéﬁa&%%aﬂ $yhebemadilon! Chid eglelre is
shown _in Fi ﬁ$ fem CO\%‘ﬁFI ses stributed Ooj ect R ource
AP TS T CROREY SRAIF It BrE gores the, 10, a
Net scape Efqtmopr:pmmu&twerﬂ&ememherNeoscﬂaie-mmgltweenl tlen 0 Fkrog':‘-amn ng

Interface xvfélmoacbmeﬁw Y BeBEt&A¢ thl r@m%h@ﬁ BAPCOSROe il adn FTP
server ?

FTP._c stem conponents will be
L vi duaA ) TACEAVEHEY (S GvioRia PRORE (RAISCr0, PEPRERE &, SRSl but
first the inpofbanE-¥Metxe d‘ammeﬁmmax@quqe \ﬁ\eIVPer serekhedoedtsst ri ct
secur igby inﬁzme&assasarﬂbéﬁdﬂy hacmﬁaarﬁuﬂm@aﬁhmtptmﬁaﬁm&hcat ions -

and inf or gl 'c%‘hgiaéé& & x%up%CCH er?&fsur BELEV bg ‘“r?'ed era"y
AL e

into two categor an sns 0O assure roppers or
20 acci derﬁaﬂltﬁécﬂﬁﬂéﬁ?#m@ﬁm&é@és@ i MRAGea then Cormen Y mmuw

nNeasur es igen2¥auved fhem serhalcwEsli eA-1fnéndustorlegasatdisfacfdristed entity.

The first S | ' S

t echni uega%é%%targéﬁs #%edtﬁ&%\%%ﬁﬁ@%%ﬁ% n% ?gg?ﬁl\% ﬂg‘lﬁpgn% sever al
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Connun'typﬁ%ﬁbegk4gqﬁ§1cggﬂégé'ngogﬂcﬁ'objgctives. The E-Metro

. Community may also provide extra-community services, such as

access to cross-community mobilization efforts for ‘
25 philanthropic or political purposes, joint electronic commerce
- services, sharing of communication infrastructure costs to . '
facilitate cross-community advanced or newly introduced
- wireless networks and technology for all community members.
) A typical thsical arrangement for the preferred
30 . embodiment is shown in Fig. 7 where a user 43 accesses the
'~ Internet 1 by using a personal computer 45 to connect to a
.network server 11, and the network server 11 makes the '
.connection to the Internet 1. Both wire-line and wireless
connections will be supported with where more than one E-Metro
'35 Community can reside on one network server 11, and E-Metro
Communities may even form a hierarchical relationship. That
is, an E-Metro Community may contain not only members, but may
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d t h I .l
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perform an ntera Ll
embodiment are shown 1n Fig. 8, and are associated with the

physical devices shown in Fig. 7. Referr:ng to both diagrams,
25 the user 43, from their personal computer 45, runs the
Netscape Navigator Web Browser 49, a commercially available
application. The Netscape Navigator 49 allows the user to
conveniently access any E-Metro Community Web site. Also, the:
Netséape Navigator provides compatibility with other Netscape
30 products that bring specific tools to the preferred
embodiment. Besides the Netscape Navigator, the user locally
runs several utilities 55 in support of E-Metro Community
activities. These specific applications may be DLLs (Dynamic
. Link Libraries), Java applications, applets and scripts, or
35 some other code of a similar nature that supports specific E-
Metro Community activities. As mentioned earlier, however, in

25



30 E-Broker at E-PIA or E-AutoPl A authoring time. Each Interaction that
needs to be woeosw®wer W 11 require that a TrustedToken be | s®PCTWSITBAIN3re an
E-Broker will act on a requested Interaction, it will check to see that the
requesting E-PI A has the necessary to assure that the E- Broker 35 had
granted prh¥npegakl qseeror addHeldnale PROEYERepr RS YR SPRUATRAS R Token
w il be asgggeg@aeyvmth a specific Interaction and wll be encrypted by the
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ot her s10 ThR*PEFIWHNG JNLETEagE ﬂrf@rﬁ&tvﬁgﬁyi“gmé Yt 25¢ having both t he
‘Wb site Etﬁbﬂsaactﬁmn"rmptpsadmﬁ,stanam aadvehess ndind énaFT8etlientes whi ch

adni i st oy ?EE%%Q* e e i 1 vEnlily) C‘e’”‘é‘ﬁQ'ntZ

is ul es X ges
'n the Webdlpeiseed helove, nﬁr‘ﬁ S S PRE AP GBS

mai nt ai n céiatsolthen mdp@rtyp'escchsm;mabl oft semecity widl Bkso, the

i ndi vi fhlal ;§@ReLbg.assign a rule to each piece of personal information in -
their E-PIA By.setting these rules  the E:Pl A only share infarmation
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rel ates tointended. mmnsgbsmrﬂndni@;emmmrﬂxﬁsammtmm oFcur . fact
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o gi nal | ohheT ST Ho PSEPERRARS b BARRFEo R ah R RRE P Sho! | co access
to the29 nf éﬁzmﬂdﬁl FecidPigntR RAmOts agaepeyinkomeatipn, TarAs2t i ve Privil ege’
Rul es decl se@drity mdasaiegi 68l adsurd) thBtAinfdhRat iciSis on@ypielvédsge rul es

cr tegL e 2 LEBNDI Ll df UakaBYON Al AyPLUSE Sabltlitly 4T ormation X, and
accomplished by using cryptographic techniques to transfer -

data between entities. . Referring to Fig. 24, several Web site

25 E-Metro Community systems 47 and a user accessing the
preferred embodiment with the Netscape Browser are shown.
Each Web site E-Metro Community system 47 is operating on a
. network server as a secure process. It is expected that
anybne skilled in the art of process security can create a
30 1local secure process for each Web site E-Metro Community
. system 47. For inter-community communications, each Web site
. E-Metro Community system 47 maintains its own private key and
public key for encryption use.
When a -source E-Metro Community wants to communicate with
'35 another target E-Metro Community, such as when an E-PIA is
transferred, a double encryption technique is employed. The
source E-Metro Community encrypts the message using the public
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with information X, then Atrusts Cwith information X. This inportant
concept assuwo980327A that its information is never passed PCTUBIHRI®Ntity
which it does not trust according to 35 the Transitive Privilege Rules it
has declared for the data it has submtted. .Infornation is always passed
as a versi $8YoPft Bae LRIt - MREZALTOPINH B-s THEoPTREFDE M Dxanpl e, 28
WO 98/ 0392¢ommunity then encrypts the now encrypted REH#ARO HdB309 l:su‘-ppose an
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i nt er act i ofirbwt arch-NetRio) Comguadty bl ise BsPkAs and E- Aut oPlI As. Each of
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subsyst emseyb| bepgadsl w5240y J05-RNRA, S 1 ECEREBUM & Ry LB chbOr age of
certlflcate.matches the. published public key, and the personal
information correctly déciphers; then there is certainty that
25 the E-PIA or E-AutoPIA originated from the stated source. The
Certificate, then, is to assure that a being represents who
they say they represent and the information was originally
encrypted by that representative. The TrustedToken represents
a necessary privilege to perform an Interaction, given by an
'~ 30 E-Broker at E-PIA or E-AutoPIA authoring time. Each
Interaction that needs to be secured will requiré that a
TrustedToken be issued. Before an E-Broker will act on a
requested Interaction, it will check to see that the
requesting E-PIA has the necessary to assure that the E-Broker
35 had granted privilege to perform the Interaction previously.
Each TrustedToken will be associated with a specific
Interaction and will be encrypted by the requesting E-PIA's
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Communi ties, E-Brokers,. and E-PlAs. Al though each of these 35 itens is
quite differvwobgomwirey are all stored in a common struct ur ePGURY#13308e

Obj ect Repository 75. The Object Repository 75 errpl oys a sinple object
oriented interface over WD 98/ 03927
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obj ect repﬁRHQ(ﬂﬁf figulg issue relates to control over subsequent

dissemination of information. .In fact, if the receiver of the

25 information, in turn, passes the information on to a third E-
PIA, the preferred embodiment still retains knowiedge of the
original owner of the personal information and continues to

- police access to the information. This subsequent security is
' set by Transitive Privilege Rules declared by the original E-

30 PIA. The transitive privilege rules create a transitive trust
such that: If A trusts B with information X, and B trusts C
with information X, then A trusts C with information X. This
important concept assures to A that its information is never

' passed on to an entity which it does not trust according to

'35 the Transitive Privilege Rules it has declared for the data it

" has submitted. Information is always passed as a version of
' the E-PIA which submitted its information. For example,
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qui ckly sel ect appropriate objects, then extract and view the 30 WO
98/ 03927 WO 98/03927 PCT/ US97/ 13e¥8isati}3aes s
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Directory BeOKescdsed Baaok.rectory Broker 77 tracks all E-Conmmunities on

the Internet anghér§%€i$¥@qggsgf the DORMS 57 are implemented with a

series of interrelated subsystems, as diagrammed in Fig. 10.

_ The interaction processor 73 is the key subsystem for the
25 DORMS 57, and is responsible for all external communication
and most internal decisions. Once the interaction processor
73 decides on a particular course of action, the action is
implemented by the use of an E-Broker process. There are
several E-Brokers available to do specific, reoccurring tasks.
30 The operation of the interaction processor is discussed in
detail in a later section, but first the other DORMS functions
and individual subsystems will be addressed.
The DORME is responsible for the storage of the E-Metro
' Communities, E-Brokers, and E-PIAs. Although each of these
35 items is quite different, they are all stored in a common
structure within the Object Repository 75. The Object
Repository 75 employs a simple object oriented interface over
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E- Aut oPI A ﬂﬂ‘g‘: Ag 'g%‘ﬁg‘redﬁzﬁ?&ﬁ@nél%%r}&%ﬂmﬁu tgﬁ RSt S het i on

processor $13bq&dlmntr'§t !ﬂﬁéheé fore tregkdng ehetlmezrwleat Metro Community

using the girfeicishibsBbekeeerd 7E-oitniniteesrtamd yheoaR8R6d 3rt hen bundl es

Lhe £ AN OFL& it o RS L £I0Lea A0S, AU RLIGEA3, 15 BUDEL S g the sender

di spat cher di'spatc nessage in
messaged quwérq@wiﬁm i fFe%lquthechbh@cmm& 93 AEe s%@éeq%

aut o- bei ngkdy Nl eAdisniosh that Ecdftdih Gelewted yimtlkeEsbni abbeadyhd 0 be VO

98/ 03927 object... These fields are "keys" that maf gg H§83/ %gﬁogearch
and“selectlon criteria by the database program. In the

-preferred embodiment, six key fields 95 are allowed for each
25 row in the database table. Of course, more or fewer keys
could be used, or alternate search technigues are clear to
those skilled in the art. The specific identity of the keys
is left to the E-Metro Community administrator to assign, thus
‘allowing E-Metro Community needs to direct the most effective
'~ 30 fields for efficient searching. The last item in the row is
the object itself, which is stored in BLOb (Binary Large
. Object) format. BLOb format is a standard database storage
structure that allows a single field in a database to hold
multiple pieces of discrete information and is unaffected by
'35 the content of each piece of information. Thus, the DORMS can
search the key fields 95 in the object repository 75 to
quickly select appropriate objects, then extract and view the
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sent. At a convenient tine, the FTP client 65 sends the nessage (the auto
bei ng bundl ggh ¥didsbe7t he address) to the FTP server of the receoseviigoMetro
Communi ty and subsequently erases the outgoing nessage-for the nmessage
gueue 109. For an 5 in-com ng E-AutoPl A, FTP server 63 accepts the nessage
and pl acesHjeetsetbayeelves HaomesbagBLobefermaty. aTmecheg8dPYeF¥ di spat cher
107 noni t e daheofessage queue 109, and when a new nessage is seen, it

unbundl es the nessage, ,reveal i - oPl.A._ Th Lver di it cher 107

then notifies Pﬁesggt?%t A %‘%M%Eggeg? *"gglﬁ%sdt %é%%égvégfb\u%%l has

arrived, &@TAst hsei hhis e Foyc 855BFLTBe detBAGH NOOWRMEE NBKEStD do with

the E-Aut il htIgediﬁﬁé&"éﬁtg HHE 530 eohPeh BEoES MEE cPrOErt 168 usedddy del et ed
£

until the E-Aut A ipn.that a S, et it Seadthin the
E-Metro C&Eﬁu i'&? ﬁﬂdeﬁ"é;@'fie%fi%gﬁ?ﬂg ﬁ%’%b q)mmﬁfi:?ég?g%l ng t he
i nconmi ng rAs3degE3onENr Y KefArenResE2 ARRHRI B-Matyiog FemmuBi kY Ry [thee
conpl et ed,pewpiorbd dhe DORMY.semnethssoniktheh uihel pate fepredr ebodimdmse t he

E- Aut oPl A currentl | Ve 0 R« I e net wor k server
is restar t“?&fltﬁﬁgsEg]A%tc%gﬁ%%gﬁtc g?gﬁgﬁlﬁ%%ﬂ Rl \(;\%'{aﬁ{épgri gi nal message
and i 19 t SAcmupdbpea: edThe TRl Yhaddagionat &l ifsrancecip Fhab &R rfdaist FTP
file systaqmywrieldmay LoOgydigned 86 hoTantly nges age thel B-Me&tkan out goi ng

nessage file. oW L ar S [ ]| I n_t - t er
transfer r#e%“ﬁ'b‘ag:}?éy Jégés‘\%?sﬂ%l.td Sggagggrg?iié{%ﬂ%g%e’géé dt_télg%rlmgﬁed above.
The Virtu&f itheeEptetre Gormunirys §pr\aparehing:s idmishaPPpeeviafes thad
ability tamxaameebth® dadidatedaRgyragor asalll rEHME ¥oa Cotmari oy dbiequsef erred

enbodiygent . Thany! Lol e UG $he! ol lePh 2N JPlRoWRALh bily LI use Of the

rul es "processor . tinerary, processor, th whi are di scussed
in a fol | otMSky ageWi B ntherer MetROsCormeaktwi idie mes§skBYo§b§%%r9579-,s whi ch
IS an i npaf manie, sihsykienndsw iender the hiwad offeorapecifiici B-Baskerl v

di stribut edyeved, ”Eﬁé%oﬁeéél%ngxﬂebﬁ Of@f@hgér%igﬁm‘tﬁéséfﬁtgf che Yses

rules to set the limtatiqQns and controls_o Istribution of personal

i nf or mat i SIFEFOTREMPRRELY et cowasl'y th1e FTRICKST s EPPRGRSSIF AL HE i the

progr 29n marticgllageE3Broke\Witd/ 38pFcific E-Metro Community using a

PCT/ US97/ 133a8ns b968D 161 . t MtiRr abebeed PORARILIRA 21180k sefdfecildhp

requir eml‘%e%h%gdgg l\é\ﬁclavg hwl'lxirghorErI%:Io Qrg\n !axl'e.'- bae-.l.lro%vle%a%gd'ople}:atl:es in an E-
Metro Community. Additionally, this same association method
is carried through with the row structure for the E-PIA, which

25 is shown in Fig. 11d. In the E-PIA, the CollectionOID field
~contains the Metro CommunityOID 101, thus associating a
particular E-PIA with a specific E-Metro Community. As can be
seen in Fig. 11d, all six keys are undefined in the E-PIA row
structure, allowing the.E-Metro Community administrator the
30 flexibility to define each field to meet specific E-Metro

Community needs. - '

(@

Referring again to Fig. 10, the DORMS 57 also maintains a

current directory of all E-Communities on the Internet. This

' directory is maintained by a special E-Broker in the E-Metro

35 Community called the Directory Broker 77, with every E-Metro
- Community having a Directory Broker 77. The Directory Broker
77 tracks all E-Communities on the Internet and their address.
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possible to nake the rules as sinple or as conplex as needed. The E-Metro
Comuni ty ‘asvo ssioszrat or may provide minimumrules 5 that VRCT/USapd3ge t o al |
transactions, and allow the nmenber to adjust rules for their particul ar
needs. Al though the preferred enbodi ment uses an application to set_ rul es,
those ski |Additiioneddyar they PirectesynPreken it iolde; dpRarTobioR M Fe Y or
user or addiHESE-Bkoketd imll othes. Idfernet E-Sowmthuadtsssd earlier,

requests f r e | r g‘_rr,%y ei r of two
sour ces: ﬁ?ﬁ?@{ﬁggg B\élg rgémgiresaﬁh %B%J'ch% gg&l [ nef%li eérrgkgt i on node
or Batch |othemdnfenmabien the FeMetye) GommyniLy AAMipdprARERY HeBIHRPSE- Metro
Comunigt Y 12 Gede|aBBLE Ath@rRItesnen§ BrRPdkers. t ITe kBepi therditdatory

processor %o%aklshaﬁ&r@&@ Oﬁ%e g&;@@c}kﬁﬂa@db&w@&fw r The

processto & Tequest | at er section after all

subsyst ens? hatid lpperigdiert be m&hirgeﬁﬁr%ﬁ? v ditd B-MpbkerCommiithe rul es
that defintad htidediutiePeted, reruhahgedi dmy iBrBlesends Eheomtninigs,20 the
virtual r‘ir?t{ &rfetrs‘ér @ﬁ?aﬁ'ﬁéé@% ang%?ﬂaé'ﬁ Pf QR85S95uhdh dhCelAldspy ocessor

79 converts dues dat abase query request, such as a

st anddd KhisE-BRFORIANEHHL D Feplinkot abt Rider EgCOMMERItEEPIYY From t he
obj ect repnsﬁetmrcy: vith heif HrecebryhBrokearespdatdagheseh egiMstrdo Pl A’ s
rul es, %ogﬁﬁgﬁ&&hﬁgtﬁmﬂé’% gVirg 'ffér#;ﬁa?%ér%ﬁ this GddlE o fi'les

processor e rules pro eSS or requirenents set by
the memberVdE¥p| RUFoWPRE w%]éi:taersFE‘FFE%e iad t‘ﬂ’é’eEPﬁEt‘gPY Arpdating “FH&

requi r enerdes sarf€ingentt be suprayite Rcsvnalse tErMeataguEstmonity or mati on fromt he
E- Pl A4t50 tir}g:elgacggonAutoPl A. |If another nmenber of the same E-Metro
Community requ s_iLnformatioon on anot her nenber,, the rocess |s simlar,

al t hough ‘much ??‘ﬁ‘pPQFMS Th 34 contaiph Mﬁs@ag&f‘ﬁoﬁyﬁ 383 again
starts an &l8wskshepEcetyy ComhunhibyEt&rasrat as:eﬁ:ds.uBEPmcltp Ii':tli%lt/ksa'r rul es

thlrough t - MdthdoU ebminh P! Sy caadbéls@éﬂ Yedom tRes Bissrd) QRS TWRMES. The
rules pro

bCT! Ushys B SMGRGESFES AT, GBRELF e S CTTRAE LR B Tysh, fhe
i nf or 28t | ATRnpligatdf3samd rkheFTPAsepyewiived &dthpugh the EBETRItOPI A s

i nstant i atpidaa‘ers@abaa%eéh@w& RBnfiedbddi dOtatas, adtht tﬁérﬁéysag;&h@ itinerary
is ab Setﬂ%ﬁ Cratgnr Etlgff tq:[%t di rectl_nt_‘p‘_=1 1%(%} lﬁél E:Xngroifed %YAL&;OP' A. Thus,

t he E-AUtO S aS" an agen OI’ e user.
interaction processor A more-detailed diagram of the

Messaging Subsystem is shown in Fig. 12. As discussed

25 earlier, the Messaging subsystem 71 uses the FTP protocol to
' conveniently send and receive messages from or to the Web
~ site-based E-Communities. This Messaging subsystem is
employed exclusively for transporting E-AutoPIAs from one E-
Metro Community to another. When an E-AutoPIA is sent to
30 another remote E-Metro Community, the interaction processor 73
first retrieves the address of the remote E-Metro Community
using the directory E-Brokeér 77. The interaction processor 73
then bundles the E-AutoPIA with the remote address and
- forwards the bundle to the sender dispatcher 105. The sender
35 dispatcher 105 places the message in the message queue 109 and
- notifies the FTP client. 65 that a message (an auto-being
bundled with an E-Metro Community address) is ready to be |
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itinerary, |like the rules, can be a programwitten in Java, or other
conveni ent |\wooswewer chosen for the preferred enbodi nent. Ascardsbr/isses rul es,
those skilled in the art will -10 recogni ze several alternative nmethods to
creating an itinerary to direct an E-AutoPl A The Virtual Image 85 is used
to i nprovesehe. pektf Gr ramyendent Heime efthe FTPerbbembresh Sepas &gﬁng sel ect ed

i nformati Omeéaaéécwhﬂwtﬁ%aﬂﬁglmm Maer yhe f @ad#d=0k tacemesFT8i nce t he

15 system can _ac i nf or mat i ch t t retrieve

i nf or mat i ofi® W%’Fn%fsz:é}e rﬁggévfgggt@e on & g I‘ig{l/dé u?t%ceﬁg‘e%@ Ke nj ect
Reposi t or ye7&ses ithes putgeingnuesgarge oy @b@nﬂ??samc@l% RO%et r BOToRRuUNi ty,
E- Brokes 0§pnFedthihd %JA%Q@@dAbyF'mes&ﬁfa‘:eraaedceaﬁegl&nmtmes@ags Braker

selectsthe 20 needed entity.fr mthe ep tory. 7 aces a
copy of thBIERES (519 ﬁ“etsﬁggsl ttu %S%u é?orﬁ?%her?ﬁoen; %I%gvg%fstem uses
the copy i@isprtchen J47 meagkoss 1?%& H@Sﬂaﬁﬁn%ﬁéeow%ﬂ mad whepha BBy ect

r eposi t or ymdSsads {kees, umdeﬁﬁb@mhég @Hean@éﬁagé)ysré’#e%lli%‘@ an, BE- 25

Br okers ar SS t hat execu serv are used

w i an ERRRHES i HRbCSHEE BLollddS: GYPhe MR ANRE! © |

funct i bhi n_gnwramommpeeseﬁmmhat a B&@hEEAuWHo I:Q@rmermwydhaén@t

| east one EnSrDidradbionByobasSo0rE detemines| what-Rxek@os aeXwsthi n the

R

mandat ory ectory sse ar € Second one

must be. prégmthﬁlﬁﬁéénﬁﬂﬁﬂl'é%etﬁraﬁuw&& im §1é%"t|r‘i1,e5rﬁ§ﬂef P@gti on access to
the E-Pl AScaﬂ_slletﬁad:&Jﬂseda‘Bhe wibttei - the)lEeMeai‘o ﬁ'dmmbm &nBr Bksrlest

I [t access
oo hroRy onEng ey Chablihy O 30941 MAPLaSGn Ol Whchabled d88uFLL ) O
security aE’é%%sth%M“%E?P%vFn?%*@%rﬁ?@?‘sug’élh %%c‘iﬂ“'@l@&Fé gueRwbf ds,
and 35 YO DO Berver should shut down in error and lose the E-

PCT/US97/ 1&&9&@%&&%}%3&@{% Ofn Bhe DBchBhi Redldd! WRBknSERUT ! LY, such

as just havin roper I dentification narre Each
E- Br oker %e%l"g?:ﬂ%t&lﬁﬁ"l%' i EEgE%’fEEff'e tth‘?a? N:H‘n%q’h epn e Festarted Each
E- Br okz0 efzonttdid originadl seessse ambdtisl tasketcatplietiedA | Ther acti on :

choi ces prﬁaééﬂféie Ryrehiae 169 MebéPr GUMR ichahial P 483 ¢ BysVBRwRIcE PI A

requests a speC| ic i.nteraction,,. the Int era%tion P ocessor :7LB I.nvokes the
Yy comprising an 1ncom1ng message e and an outgoin

message file. It will be clear to those skilled in the art
that other transfer methods .may be substituted for the FTP
25 process described above.

The Virtual interpreter 81 is a software subsystem that
provides the ability to execute the script language and rules
language of the preferred'embodiment. The Virtual Interpreter
81 plays a major part in the use of the rules processor 79 and

30 the Itinerary processor, both which are discussed in a
- following section.
The DORMS 57 contains a Rules processor 79, which is an
important subsystem for ensuring that information is securely
_ distributed. = A member or the E-Metro Community administrator
35 |uses rules to set the limitations and controls on the
distribution of personal information. The rules are actually
a series of strings, writ;én in the programming language



E-Metro Cormunity's E-Broker and tells it to attenpt the 10 requested

I nteracti on.wossmdzier for the Interaction Processor 73. toPCUESAINBMAte Wi th
each E-Broker executable with a unified comunication protocol, E-Broker
Adaptors 74 are enployed. Thus, _the Int eraction Processor 73 act ual l'y
conmuni catepsgn FoBntEe Mrsiarradaprbedimentye Shat) fefine? ¥R (he E- Broker
15 execut akiditemnents i indey whichmimformedteioniwillt be EeBeaksi. eXdcdsabl e 76.
Thus, the %s%rlgligr Oé‘dﬂi]ﬁé)r & rﬁ%&é né‘é é”:.mﬁaré d3easl Bbm ?PM Gridgaa . bet ween

the Interdction cessor oker executa Thi s adipt or

mechani smThe ﬁe@é%ﬁr?WYEaé%ﬂﬁgr‘ﬁﬂﬁWCPEBVF 8@%‘1% &Fa, 20
Vi-sual sBagiiat Raner &pplyldrg all oramsacieimisprmd addowr bineemembery toequi r e

different Jipant bRies WOCAAR Sl SUDLIHIRE |1 ATERSEgh A&t Teans to

assi st the constryction_o necessaré1 activities tha n E-Br oker

execut abl PHehF rﬁ&@dewm hﬁse§5a’Ph%P igahdan & Rt MRS D98 provi ded
as part ofsnﬂlﬂeBCRVBtlseransr wilBsystegnizeé stvekals akbetrnael v weihodsf

calling AR ?ePLérthﬁIHllﬂaEQfsgo hedgiftulnagkvi ces. Some services that
have been | entl l.ed are: |1%gut a set Of[_{UI es_and output a |ist of

E-PIA2O n the &Fr AeRTEENR A TesttEoTad DRPPeD' 3 RETAIE:
i nteract virtfiorraeidnansycidren £8emveither pef ftsomsonedes: cmqtlmm@bﬁhng 3)

bill a cr n’;beeaw aﬁ)Eyﬂédﬁhevi‘aS@ﬁﬂﬂé m{é%rﬁcfthah hSa&WL k-1 i ne. It
shoul d be cl ear t hos t . ot hS%API S nmay b% added as

needed. 35Intera°tR8’Pe¥?$ ﬁeﬁpﬁf’ﬁﬁvﬁiﬁ a(aj"‘a‘;t ﬁ‘n 5 PREPE I S GHE 28 E-FTP
client 63 Men Eﬁﬁmge:twrar@é Tegrestasa glenbes: " B nEprmatiamt rheComuni ty

?é—sr} 635171/7 iggc\é&a%egan W 79 ﬁhlEi [&A&we&am&&éﬁ;:@%&&&{&ww .
ve pe_ent er rver an scape

67 yet to]}t?é‘%g g# eﬁeq‘ﬁse Li ﬁ‘sa?/’ﬁ%?ﬁ %e Z\a'@i c%m%qr‘%:e

avai | abl e cmml@ét Lona flammeestipn atkar wd#dlse@sprayﬁmthm @er;n :

transact I Qiéd%ﬁ%%sbﬁiﬂ gM1wgehegs Bftkeictakedtthe rilus lohagPayment

Server 1 fidiacDeng Ul A SR (O handle ENRLIQ BAXTEORaE AL LAISAEL OnS.

Anytinme a I Vol Ves ransfer of non
val ue 2% hethm B%Kﬁﬁlsmqﬁ@nﬁér%ﬁlwq Ghﬁé'up-ﬁﬁelaﬁ%‘fﬁﬁ?mﬂ@cessor 73,
and t he 10rhé &h&bacprmﬂacassabnvsrémrw deduestdaheo t® ddamdandt on zed

database. query request, such as a standard SQL SELECT command,
and runs the query to select E-PIAs from the object repository
75.. The E-Broker then accesses each selected E-PIA's rules,

25 sends then through the virtual interpreter 81, to the rules
processor 79, and the rules processor 79 compares the
requirements set by the member E-PIA to the characteristics of
the E-AutoPIA, and if the requirements are met, the E-Broker
sends the requested information from the E-PIA to the E- -

30 AutoPIA.

If another member of thé same E-Metro Community requests
information on another member, the process is similar,
although much simpler. 1In this case the interaction processor

o 73 again starts an E-Broker process, and the E-Broker sends

'35 each E-PIAs' rules through the wvirtual interpretef and .finally

: to the rules processor 79. The rules processor compares the



Li vePaynent Server 61. Additionally, when the custom zed LivePaynent Server
61 needs t o yp@bghsvs ormation to an E- Broker, as for credi ecrasssp@ oval

notification, the custom zed LivePaynent Server 61 sends the data to the 15
I nteraction Processor 73, and the custom zed LivePaynent Server 61 forwards
the infornetules: fartéae:lpmapbarEaBicrk@erMMSVWUGal £ BmokerinformatippAs can .

define the{“é oM @iégémagghl cies, allow ng a nmenber or the E- Metro
Community a n| strator I ect fee L %Eg el ease in o;nl Qn.

As an exanpl e, ?lé"Ee‘f\?& \iRs frh%*r;‘?ﬁ Ot it dF ’c’b&iﬁ & Y &E Fargé of
$1. 00 per naee'argE-RIA qm?onecaaud@eran ditdaerdryut Tre | Huinsndry! igodl d add a

requir egrentet hge H@&J&%ﬁéetﬁ& 2@ird0 thzhaétiai@,escﬁ hhe ESut@pBA. 25 if
an E- Aut oPl A wants t

at_user' hone nuiher. Since the
25 cust onr 288 LFRR W éef"s ¥ ﬁr%a ?mESF g’i‘? 195 ﬁanc{% transactions
in the E-MtiveGurpnuriilke the ruhesastan ber aaprogramrrittsn |ionJaxyad
I'hna\r)é'bal téynHEaEN%fScon%lu%smaﬂgut Qi}fi%fs'e%ﬁf@?rﬂﬁé &%ﬂe%z@dso at part Sf

e site E: r.o nmmuni S IS e st andar

comner ci al SBPPRITHRF rcgﬁ Metae %% "g':?cf \Aﬁg‘ﬁs?uﬁﬁbﬁfﬁé a§§r Vé?'dlal | ows
t hat nk0workcsamize severalaalibpraative methodscheccrsatinchan dtdngsaryand
efficientl ¥°I&i§é@§tary\ﬁﬁ.]1uﬁ;691mt scape Navi gator. The Netscape Navi gator,

as di scussed e tes a, user, ersonal a 35
client to the t"oéﬁ‘t ?se SEY VET d5§g iR g{?g’e%éft %g‘gf}gg

Ent er pri seOSSeth%rP -exped G"'SP@W‘%FW\QPYE Wéasaggcs@bwfaed dnigrmeking an
net wor k sejyeal tavpe(Randék Q&éesaai’emory) for quick access. Since the

PCT/ US97/ 13309 a V&b site an cess I e enhanced
to provide SYRESE TV &8/ g g‘%‘eg%aﬁ%}ﬁt %‘Q?ﬁ %%&{er]} tt’hagui%o%m.lm ties
of the preretxwv%mnmﬁtmnm@m s’@é;ﬁebéﬁﬁeiewé%dsm@ehasg 8xdvBe

nodi fi ed ughey ié]&:lﬂetcﬁ‘jw REpoSitdryt ARl that Epsatdih agimyMikiore | nterface).
oo oBEelEley S, Prad! ol s AL Contlilhe 001y MR SRR BEATLE

program to pertorm erver ons
preferred BRB3eY fBhithe pregerved ppnbosiiment; sapsEBxIewn FelpctRe t8@andar d

securizy nneeded Seratick ynefirivmd ther ol jegio rdpogitory 075 ramlediacesf ar copgnpl e.
Now that abl ¢ éyc;{fméxaeﬂesvmﬁf% vgsbeep fdesafdped, gnapecific

exanpl e w e use enonstrate systéminteraction. For E‘hl S exarrpl e,
assume t haPYSEeRMAes the copy in the virtual image 85 rather than th

original in the object repository 75.
As can be understood from a previous discussion, E-

25 Brokers are processes'that execute on the network server and
‘are used within an E-Metro Community to assist in the orxrderly
and efficient functioning of that E-Metro Community. Each E-
Metro Community has at least one E-Broker, but wmay have more.
Two special E-Brokers exist in the preferred embodiment, but

30 . there may be more. The first one is the mandatory directory
E-Broker 77 and was discussed earlier. The second one must be
present. in E-Communities that require secure modification
access to the E-PIAs and is called the Home E-Broker 87. The

. home E-Broker is responsible for assuring that only the owner

35 of an E-PIA has edit access to his home E-PIA. The home E-

) Broker may be set to require very strict securlty access, such
~as having the member use a secure card, passwords, and
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user has created an E-AutoPl A to enter the exanple E-Metro 15 Community to
retrieve i nfywoedésen on sel ected nenbers of the E-Metro CopommusemidzeRefer to
Figures 7, 8, 9, 10, and 12 for the follow ng procedure sequence. For
conveni ence, the steps are organized into prelimnary steps that will only
be done onekalbeig® tsystieme ORem& Nte raetCopnwaEhywealnEeyissr FHABI #fg 20

steps that ;aLe n&P&RY Q@aeeﬂﬁfi\béff@;ﬁél AgireBed hefbestidntilfktaeiéamunity
i nformat i OFI Prel i mnary steps: n E—Metro Communi ty adm ni strat or

| oads the PPBFerred embodi ment on a network server 11. This adninistrator
enpl oys 25 an EadibtB-Brokswuhst§ cwstion fuidti snecwvkable thast Funst @ E-

r'\]/Et o C@”Ifuﬁiﬁtweb -l;{]lQ:eade&bﬁ'[Eaﬁﬁ:Bké’i kel albig sevafFllenentBr akers for |
andl i ng tasks S T from ut g Qr anci a
busi ness. ?ﬁﬁc oﬁ?}r fengygié TRy arcu%c 4 gm'ﬁle)ﬁl?}‘lg‘ﬁig%se?ﬁ%gglgg% B

E- Br oker oMebyovﬁftmmlwg-ta? 30 rﬁewezs afrb-kerWhpPoées’é' PIA aiaaussssr anm ng

envi ronnengpb Ak € ahtrac daﬁ; eelhevm&bﬁamlEanﬁlssésé&amor:,nkreﬁeantls@ The

adm nistra o addl i_onal.l what @ raction to nmake
avai l abl e t'0 ‘FrE’ﬁ‘?) be r B {E e & dsz:ﬁ\sﬁ i J'e eﬂtﬁ“ﬁé ﬁ%or mation to
t he mewber seqfrh%tdbchtmelsstlpg do'-Fie %46‘-1-‘ e §banﬁa¢%rml§@aﬁe02ﬁ§%¢§rl se
Server 59 @&, eayc&mﬁﬁdaeel wi bRt edcH) EEYRkerV\eRebht£&bT9ATh aTlRified

adm i st r aLoLuEhiN6T o $3LE3C01, BULLAT R43ELDS AL ARLgAD and

the forns Thua, f@%ﬁf&ﬁrééf-l%p%%%ﬁ%ml33 FREURLIVECOERBCRERP WBERan be
on.the sarranngtmﬁezserda@toi:lns@éadileiﬁthﬁméye: Baokemry be pl aced

on any, aval v, I t Com‘rumty 5
i 387 apsEOpERnEl U e Y by Clnith cBL R, ke i EbRble TN

t he presenééeé‘ﬂt%Pltﬁa\ﬁsE NERRE - CE‘H?ILﬁ’ﬂQSPk‘—’FhédEPt%t?% a&ﬁ‘h’r&ﬁl By is now
ready for mpgbége" for commlfloetior etweenTehbelst@factionr PEe&‘esml ties

becorme a""""‘7 Vé{x)dti}?é“ ﬁe%&&&c@@e{m' U3 d?m&‘éé t&é&aﬁlyﬁlt

Conmuni ty ress to nore 1 nfQ | on. the Netscape
Navi gat or &9@5?%%%@%% FeProke %o‘?ﬁi?s%?ﬁﬁfiefrﬂ% ?'hé'y* o AV38n E-Metro
Comuneoy. Vikeyl cBasiaxc Poweabiniidenn dwo ratheandesebmpmertmgnweqqamee'd '

i nformat i oy, Ai‘ec%xtﬂr% F&i‘f%rehhemé‘é?ﬂg N HALBEaERYn R alpbrmBegknt he
adm ssion forns conpl et eness and m ni mum E- Metro Community

requi rement Ean%‘f'e’fmre likely, the administrator will have an E-Broker
As a means to assist the construction of all necessary

activities that an E-Broker executable may need to perform,

25 the E-Broker Service API DLL is provided as part of the DORMS
server subsystem. E-Brokers must be capable of calling APIs
in a DLL to employ these helpful services. Some gervices that
have been identified are: 1) input a set of rules and output
a list of E-PIAs in the current E-Metro Community that satisfy

30 the rules; 2) interact with the Transaction Server to perform
credit card processing; 3) bill a credit card; 4) validate a

. Security Card that is entered on-line. It should be clear to
those skilled in the art that other APIs may be added as
_ needed.

35 Referring to Figure 9 agaln, so far the DORMS 57, FTP
client 63, and FTP server .65 portions of the Web site E-Metrxro
Community System 47 have been discussed, with the LivePayment
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automatically check the formfor the mnimumrequirenents and set an

I n-person apposvseernt with the user if the forns are accep®&BUSIZdPendi ng
on other requirenents set by the E- 20 Metro Conmunity Adm nistrator, the
user may then be notified to cone down to the E-Metro Comuni

adni ni st r Bexvey 6ff i Netseare ANtEIREiser 88T EeF A hAd ?e&ﬁ&aﬁf"eégﬁts"
suffi ci entydedayy bl aa{-_agnedmd records to convince the adm ni strator that
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the E-Met r&mﬁmnwbyves tind thrmsferbef' moheyreor-vdiie €henBRBtykeovnly a

subset of ’élrfagrﬁ%g;%?é& tgtkl mgléﬁéfgc@{% %‘Me@nge%regﬁé Yeler i ved

fromthe new rre rever It may r Sever a ot her
user s 1Py HtEFAcELORPREFORFQT 78 £RFYARIRLERD dafdmbd the custenidzaedagoy

PCT/ US97/ 1di3Pajment ABetties g0l nmdﬁheﬁ.ena]slp, gﬂieigmncasnoﬁlwar 0

Comuni ty V&Jé}agﬁgh&eswr& JRpRet éﬂdtﬁﬁoﬁ&\{ﬁ%a% 9h £=Metro

Conmuni ty ser Vi conmuni cate wt h ot , Qr create an E-AutoPl A
that can FORRT aA8 BPEREedh&aTh. epRFAYR iRREIEICAtdoRenBR? may al so
defi ne t hecustosd zedr LieéPaymerns [Serverabl asehds afles dataakoi ther mat i on,

i ncl udigng I%thbhypi cEAR50% 3 Obndlche b RS e 12Y8RalRENL T © that the

ot'her side rel ease % orl\%&tlon There i.s such flexibi]lity because

the menberS&&VERt &4 ﬂ‘é""f‘ PEPAGIER oD Jris L ePE™ BR E%]Q%r 10
conpati bl elnditiidukd E-BrokexrComdl Bi-PYAs Foamsdefineardielizbbeni bithing or ns

rSIOOS' t?r oh%ctl%sasaliéwiﬁg td) GrembRat antlQé ﬁlbh% @%Qm&zhl hgf # Metro CO”TJU{“ ty.
adm ni stra OVI rul es at _si nee (0}
be mdlfleqii)ml,ﬁ"?%r# ﬂcf"%o%?ﬁ % rﬁ?tetagteo i $ofP r? M create
a set 2p5 d¥s mmemmplel. e'shQ HextMeixiol Cappugat:o mmznnsanrgaon cpsld osefs Fur e
that an E-/Mir@R! A£MBE! 60 Geds FahmeTaRHNEEL ShEdER riitbaRd ral babé@ N SBiet | 0S

s r b BT 0 3 S EROBLED 1 PR Aese
rul es. Zotﬁgqueghlpbﬁgj$ﬁ@ -the cost to $1.25 if an E-AutoPIA wants to.
utilize that user's name and phone number. Since the
25 customized LivePayment Server 61 is aware of all financial
transactions in the E-Metro Community, it can easily create
accurate billing and financial summaries.
The Netscape Enterprise Server 59 is also a part of the -
Web site E-Metro Community system 47. This server is a
30 standard commercial offering from Netscape, and when run on a
network server allows that network server to be a Web site,
communicate over the Internet, and efficiently interact with
the Netscape Navigator. The Netscape Navigator, as discusaed
_ earlier, operates on a user‘'s personal computer and is a
35 client to the Netscape Enterprise Server 59.
’ The standard Netscape Enterprise Server 59, while
providing the basic tools'for allowing ‘a network server to be
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4. Suppose that at this point an E-AutoPl A arrives at the FTP server 65
from anot herwa@ss#920 Community. The server places the nmess&FEUSH/IS308
Message Queue 109 and subsequently the Receiver dispatcher 107 recognizes
that a message was 25 received. The receiver dispatcher 107 n |f| s the
i nt eract i o Bebcekterand aain: agRess AR SheAIREeTEge: SkikS & ﬁ
nmessage qu%epiQQl@éld:HéétdelrWCesthﬁrmxﬂ.agaeceasarwtrtg sﬂp@oEtAuhePEA, but

does not eLastuhliesdl IdH Wl £ea¥el @gn.... S dlhenage e The
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server andPBFEQERJQBAEies ERRETPTLSE §§r fepctiqns ¢ hdBEERRt 0Pl A was

i nt ended f pirefbtsed-diidiodimeanubhe ybjeuscayel RPEr epeis yuskek itphepdifpch

E- Aut oPI A 3}s0, | hb&dlfes aniOn3BhO39RT i

PCT/ US97/ 1%&%9 ?%E%%sddr%g%uge& {qe ownesr aélf the E- Aut%FﬁeEpggt é?‘rﬁ y initiated
t he sehfli ngegrestRy E‘-%teé‘lgF‘R ®whi ch was di scussed in an earlier section.
Wil e the E-AutBé¥ Ahar pldsehe systéms Brdesubsgetenmilaye Deehe E- Broker

places it wEskPEodd [ (dap éame Exatle AN BeCEaSa td QadriodsekgEet hen
coll ects the rulesfromt he E- Aut%élA and_using the virtual interpreter

81 and t heSYEFER HUastdP7g ERECKRLS RXaTRLEs & %\‘I“F%tt e 2EFREPTD
Conmuni ty meeeshas gmmtied ahi B-BEuteRTPIte ehterdthe exdmpled E-Metnteract 10

i Spat Sher e O o e oack

ISP W _

to its Hon& %ekfﬁ? ‘g |ty %glqufelshg EAALRS'O A 8B %é Tthe

E- Met r o Cothanfellowinss prplcredgrﬁusmema | | Foe a@mmm@rtc@ i ﬁherab,@pw th

{nﬁnt)er 15 tE:.-li_’l éﬁgaﬂ&aa ioftal bifelithﬁ:frj\lﬂt% BACHBY eI Hrd} BfEché\ data-
at is in e ni or. s |

privil ege ?gFg Elo &Qgﬁﬁé%‘%ngﬁl sﬁca:r% e&mﬁ‘ugggY'rn?% %?gﬁilﬁg}: flgn %J%I%g t hat

the E-PPA @&tEPS o‘#lla}ﬂ: e rgpeated ?#@1 thdames pni BeAproRAA é@@“ﬁEFésEt aken from

t he ori gi nRktio Ridmithiane ifEbrmdtion) f the transacti on has progressed to

this pointg t has a high probability of originating fromwhere
gffmﬁa,g;J sﬁ%@

It says it does Aut oPl A neets the general rules for
An. E-Metro Community administrator loads the preferred

embodlment on a network.server 11. . This administrator employs
25 an E-Metro Community administration tool to install the E-
Metro Community. The administrator also creates several E-
Brokers for handling tasks such as requests from E-AutoPIAs or
transacting financial business. The'B-Brokers may be
constructed by modifying an existing E-Broker or by writing a
30 new E-Broker process in any programming environment that can
be "adapted" with the E-Broker Adaptor mechanism. The
administrator additionally defines what services
(interactions) to make available to members and creates the
screens to present the information to the members. The latter
35 is done with the standard Netscape Enterprise Server 59 or any
other tool that can create Web site pages. The administrator
‘either creates or modifies'existing admission forms and places
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further er{gagerrent. Now, the preferred enbodi rreht begins to 25 analyze
each requestweoosiabzr action. The E-Aut oPl A sends its first PCE@HIeRBIEANd a
Trust edToken to the E-Broker, where the E- Broker verifies that the

E- Aut oRI A hol ds the TrustedToken for the specific reguested interaction. If
t he Trust edHekisrmmdses farsstekiect meppsdtiesy 13- r &he #8F"8nd noves on to
step 30 sixepodititithy 1Bheancheesi tie Gameahdedork.serfiar RaBaskehet Bkes the
request ang_agai seg. .t I f e F; I | rul es
processor n’%t u?onﬁl?lg%?i’ rrért 0, r%a?’éaggguégyaﬁﬁ%%%ﬁgg%% E%{nbggposi tory 75
to find E-metworksenvest 1ihe BiRald¥.a thet EpYfete GMMWMSYA Once the 35

rul es pf ocgamidisttaterebepfgs hilte BMetho colfinitieran-lime BndBbektnsprocess
runs the query.on.t bj jtory 75 I e se tgd E-Pl As
- the vi PRl S8 bEEbehEO AT, shinbu’ B-REERS| ARy S¢St £

PCT/ US97/ 1Metere Compaitypiskpevw kfadyo |foEcmembeEs r ul es from each E- Pl A,
sends the $ul espdder@ieghubies vor trieadbersl @EPOEEREF ﬁélcmm:ﬁazibbebéubﬁis .
processor 79. The rules _prac Qb2 8+,C - PLACS rules an
charact eri3Y Ié%,? ﬁ%%iﬁﬁtggﬁiégg rcyuq es ggﬁ 3@%‘%?%%@%% i léé?%nd. t he

E- Met r ¥ CoRermminireys sr febsshke 3AFRass teoIeheMpr B drmafdon - i f Uahyg

i nf or mat i otheé avedi-apec Nanggat e tase @rdwaerEoAut héliA ptonad Eofbdtefnce
notified, -, Braoker the L als co t e AV

"ot or mat | o Ty 5&7}{‘5;?3@??@%%% TRy, PPLEP) Gorl 1BCARET AL a1on

i nf or mat i ofPTME AR SBMELPERe Zaapestest defarmatien nafitokhi e BBi‘ﬁgz Each

E- Pl A cont ehesadnimiceratbr cmaye dammlillye chécki the ddmizgiohh€osmkefdrd .
per so i) QR : S indl YA i nfor mat i onal
bei nggfé ar eg{”ﬁéeir?%g%s%gdggg ’{“ﬂ’g”%‘f)“ﬁb;ge:t\% Eéilﬁr%ﬁﬁ%f lfal q%ieﬂ-le-lhga' [ Ecr’n?or mat i on

is 15 col |'BRY¥edikGiver Ehet admint shraton ¥iti oRAYS FedudFOkeRe E- Broker
I nt eract s antdmaticalilyePhgoknthéSdiormr £6¢ the sminiium tHeged remedss dld above

process i sg&engRtied pgeboR2eBpSfltaditd with! fne Olses fif ReeFrbihaPhfe has a

rule that onl set.hu i nteracti ons, untik thgt nunber is -
gPF

met. 20 8.aﬁ¥%‘%lb|&?ﬁwlse@ﬂ’ﬁﬂdg‘?9n?%q Sr FEETORETE RS ESky esEtasks at
t hi s EOvetMetiCy@ammuny tyr Adubmistaaddr, s bhe hes€x Brgk dhenchevaetifited el ect ed
tEh Pl ésAf r oge tAck&lé/igrow%oi @%&%u@%&nﬁi@f%&{.ﬁﬁ%ﬁtogh?h&ffﬂ@ét ary from
i nte er pr gt g?r 8ﬁ°“%2 °&:§SF|§ P%’Viﬁgg‘? Ir@‘{t%gyg‘% O%%@?&r \ﬁ‘l‘%ﬁggfﬁﬁtgx& og?A |
shoul d nexideptifdeationTard | rreonds iton cPnvines dthe @dmdpistrator that
the user is who they say they are. If E-Metro Community
25 requirements dictate that security measures be maintained,
then the user may be issued passwords, a secure-card, or other
security mechanism. If all is in order, the user will become
a member of the E-Metro Community. If the member has chosen
the E-Metro Community to be his/her Home E-Metro Community,
30 they must input a complete personal and professional profile,
including compiling records held by others, such as medical
and legal records. When the E-Metro Community is not the
member's Home E-Metro Community, only a subgset of information
needs to be submitted and should be directly derived from the
35 new member's Home E-PIA wherever it may reside. Several other
users may also become members of this E-Metro Community.
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directory E-Broker 77 to find the address associated with the next E-Metro
Comruni ty, wswolesebe7directory E-Broker 77 retrieves the addRGRESIHAIN t he
E-Metro Community directory in 30 the object repository 75, and answers the
address to the Interaction Processor. The Int eractlon Processor_ t.hen
bundl es tRe E- At B BRI HPeX8d8s3 JHNY -SOREEER B - MaHHRP qs‘?t“w"é‘&ttp’on
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under st ood, ﬁll rrp:'(a)1 %?_ descrl be a.specifrc and i éagé exarrpl e of
an' | miPenRRFSRLE (VLR e IR t JORPRVIF S & A d PR R Ban,
The 10 f cdwes fofms heeposirtyuiny 18 theaisiiﬂﬂuﬂ'thﬁpbéﬁ%#iQﬁlQﬁ1Ibé@&use it is
a][l E- BrE ok@hng! Bak ﬁ%%&%o%{un@fc tasmmfévE g&%E&f ARy @%wtﬁ&a&ha behavi ?r
of an E- muni azaar., E-Br qye properties
O " VL o L B ReaKer AL A 4 Quepr oper ] o5
i nvent i on the5E-BeBroomuundfy admimhstatRys dar lme}f-tsamat!es aaseype of
E{ Ng_t he CoFTmAhivuh ail < ftﬂfa% Wiwea BlﬂokﬁQﬂ!WEfﬁhé’écﬁfcﬁ{baﬁ:bO%sQEréase
st udi es e_seLV, r.oker aar roker is
al so very\églgkﬁpﬁre’?(é #ﬁn&% % ﬁﬁtﬂ é@'népgmggg%?%za%rl vgcy 0 enabled
commer ce, t¥appartipns |Wié'-1‘§{!'btt|hén3 Mekiro fogaugd byt axy eepducted Angpl three
gases t he prabeenihafigLCt Srhdse nikidem aﬁ;tJJePgAtaatseil:tw Eto Ev%&&@E Anacgllatgg as
uyers, a e may al so be an E-Auto in
this cont e@%t gg#gE‘aj&eo‘i angg@u%}:;cﬁs} publ I c services and Interactions
25 dPRPecReguBAt LEMAYING: t he E-Bazaar, as well as nmediate the Interactions
bet ween E4RI AsSupposeuiidtait }nhlipopmmf drh @-But BPIK edratisrels0 a¢akhdat e t hat

comer ci algpp b@i—@é@cés G RR tnF‘E. hr ¢Bfmd b ¢S PleYid ﬁrul es for
I nteracti nq he cont ext .0 ocunent, t ermtra e shall be used
ces the message in the Message Queue 109 and subsequently

to
the Receiver dispatcher 107 recognizes that a message was

25 received. The receiver dispatcher 107 notifies the
_interaction processor 73 that an E-AutoPIA message is waiting
in the message queue 109 and retrieves the message containing
the E-AutoPIA, but does not erase the original copy from the
mesgsage queue 109. The Interaction Processor will retrieve

30 the message from the receiver dispatcher and unbundle the E-
AutoPIA from the message. The interaction processoi 73 then
starts an E-Broker process to handle the interaction requested
by the E-AutoPIA. Since the E-AutoPIA is encrypted, the E-
AutoPIA must be decrypted using the public key of the source

35 DORMS- server and private key for the local DORMS server. If

- the E-AutoPIA was intended for this E-Metro Community, it will
properly decipher.. Each E-AutoPIA also contains a Certificate
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30 refer to a generic notion of either "buy" or "sell." Additionally, the
term advert ivgeos/@bal | be used to refer to soneone who publ pcrassdsmdesire
to trade. The term shopper shall be used to refer to someone who browses:
advertisenment-s and who nay eventually place an order to trade. 35 The
privacy en’eﬂal@Eme@etbas@""}?ﬁ%\ﬁﬁjé%‘ea%&ﬁ§9%ra%%ﬂlbfu?é%léﬁﬂdseI lers
to: advertige ekiByld @£t ehkr BdRutoPIM) IHi@B9WEs discussed in an

PCT/ US97/ 13309, actlv% pI ace an order for a trade fulfill an order for a
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activity is what ngbgréksmk&? coiBetg ik oRlidd BpughEoR case s the

sane as th&® ?ﬁ/ac nmerce case except sell'ér “or buyer has
10 deci de@uEQP%Mvémﬁ veing Ehecridmal ABSEFBRCter 1 [And &Ehgerulme goods or
Servi ces apfodedlicialisy chderst thednflled GigaihBtt bRe CEMNITo IKofimafigiher

potenti al g"r ertsorhkse% W-‘ré’hg i5 g Pﬁ.fécm:io‘%}éﬁi B‘gcéifélﬁiﬂ% Eﬁt@%@f?;g‘ad

w th secret® i‘ng guan es case 1s
15 pri@acyi@hameresso ﬁcBOEas@‘%ke?ﬁPkﬁﬁanbl s@endther EpfpEpPRAsteci ded
that it wophéd ddraitr dilspaschér CE0B,! Taade theCgehdeh diEptichyrofogowdlsl or

servi ces. Jgﬁiﬁ] eEi ﬁ%tglpgaegag‘gﬁ,’eg ll?ydgg‘g g?}fdé&é %Jﬁrgnl ggedl ately. It

wi Il be shown zaar orm each of these three
case studiBeveyady tife thgeBriBEPPIA aﬁ?é\MfRantPﬁeET'FﬁFﬁﬂ CORMUpLEY subj ect of
a |ater disgles) cuhe E-RusbPiIA bheikhden allawetiheo pintexactdwdthngemsér ng

f eat beg d '
sl 11151 5 f 5P PP A5 0AR By Suld 3??&%}@@‘5% bRl PR A 0"
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E- Bazaar wieams=inpivey pdivilege! Yulad iafe eaecheEaRIA ois nadekedAineauner at i on of

the Onl i neg{RHes A Gtanketd, essgﬁ'ri d fteem;l ﬁ BER M,ﬁ %1gebgwsn§ eaRféer to
Fig. 201. E- PI A tere u¥| ng or

. An Internet
selling a %?%diﬁﬁnqlﬁt‘éfFaBF%"i‘/\iﬁFt eE E&fﬁﬂr ‘Br Préginﬁ E-P

20_ are met.

5. If the transactionfhaéwpfogressed to this point, the E-
AutoPIA has a high probability of originating from where it
says it does, and the E-AutoPIA meets the general rules for
further engagement. - Now, the preferred embodiment begins to
25 analyze each requested interaction. The E-AutoPIA sends its -
first request and a TrustedToken to the E-Broker, where the E-
Broker verifies that the E-AutoPIA holds the TrustedToken for
the specific requested interaction. If the TrustedToken
passes this test, the request is retained and moves on to step
30 six; if not, the request is discarded. '
6. The E-Broker takes the request and again processes the
rules for the E-AutoPIA with the rules processor 79, but this
time to create a query into the object repository 75 to find
B-PIAs that meet the criteria set by the E-AutoPIA. Once the
35 rules processor 79 develops'this search, a SQL query, the E-
; Broker process runs the query on the object repository 75 and
pPlaces the selected E-PIAs in the virtual image 85.
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submtting all of the information about the product so that the E-Bazaar
can nake t hewowe$mazmti on public to other buyers 35 and sePCBUSIZIIZNG.  An
Internet Cient 303 (as E-PIA) browses the product and service offerings at
t he E-Bazaar. 44 WO 98/ 03927
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the client E'EE}’ 9 n?& not tl}ahb%wg pnﬁqelg%d}ég?gér or 51:);%% ?l\?\n se wgen t he

client1f- PF‘EPF’@ﬁEPe%‘Ps Fag{’a]? lfsnf'ataé’ld CEPatet R SRELTHREOPRYar di ng
status. 20being. FEacli-EARIAPEAnBains thet ecextifbravedixom heaoriginadks are

i dentical ex¢agt Eﬁ@tsélr&tSﬁQHéﬂé‘&ianlﬂf@&ﬁEEQéh0r\aﬁ’&tﬁﬁé hr@nsWei-d be
per f or med accogg E- Aut 0

t hef: Aut o rar n
adverti ser PTEK "gllﬂ i 4 ??B?ﬁstti"ﬁ\agdﬁ ¥?\f%¥%ﬁq‘e&npﬁgsﬁe€\% Bazaar
E- Br oker a@hpacollﬁcmtrsg beingi nemra,nmﬂniltlypgcanfgr%@@eéﬁ o anot her

E- Met r 95 Cor Db b¥ed HAME \@iedi £ OkaRd maﬂahelshoweﬁeeaém kRkegacti on
sequence i

azaar. Woul i.cal l u f n
Ao ac t BREREE Ik Gaaes LD, P ERerhyRepllbi Ry el ol %ﬁe?@fhat L
al ready hasheseopseds. offher abgverprqoenseds. repeated (£Qr r‘P@é’G}SSF egtedi
filled in g-den, fef,Eif HheSE-ABEoETA AdORBl Auleuthativeild Rildewsng setl a

request fo grglgr '{}:%&E gggn% ”iBJ;é’:.lpl %%@ gﬁg&g? Jfé:qlgetasynchr onous

fulflllnen ers eck on us Inits Itlnerary

| ater, 20r 13he pEven FldmcEdent ?ﬁgtli?]eirm‘f°ﬂﬁ‘?5PP¥« cEhe EIAULPEIA] ft BafkS  o-

at this E-Metro Community are completed, so the E-Broker
removes the selected E-PIAs from the virtual image 85. The E-
. Broker looks at the itinerary from the E-AutoPIA, and using-
the.ditinerary interpretér 83 and the virtual interpreter 81
25 determines the E-Metro Community-where the E-AutoPIA should
next be sent. The Interaction Processor contacts the
directory E-Broker 77 to find the address associated with the
next E-Metro Commuﬁity, and the directory E-Broker 77
retrieves the address from the E-Metro Community directory iﬁ
30 the object repository 75, and answers the address to the
Interaction Processor. The Interaction Processor then bundles
.the E-AutoPIA and the address into a message. The Interaction
Processor passes this message to the sender dispatcher 105,
and the sender dispatcher 105 places the message in the
35 message queue 109 and notifies the FTP client 65 that there is
a message waiting to be sent.  The FTP client 65 retrieves the
message form the message queue 109 and sends the message.
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PCT/ US97/ 133‘93 [p@2£- Bazaar Admi nistration Tool primarily portissesséhe
following "birt feat ures: 1. The E-Bazaar Adninistration Tool is used
to deploy an enpty E-Metro Community representing the E-Bazaar in a 5
WebSer ver sm&altneng:-mmeopmf bas cekagnizegicent . of . the BrdlefxBazaar

Admi ni st ra{; &%} eUgeHake &ﬂﬂ-ﬁdtfwe% 468 ﬁaa?t:yen%v%%z%ﬂe othgikaBazaar

Adm ni strafTon aSSI st dm nistrator in F‘FB zaar ready
|

for conmer éBCOMRG NGSFFEE ?’ég‘ﬂ YR messAge gRrye Wh utes are the
nost i npor AassPInrswddesgdodldy anandied,i ¢tbe ﬂhaerwtiorbé’rtqc@@@@fl'ﬁ t he

E-Bazaal . SQUEPAL tdddauld segag known as the E-Bazaar's public attri but es
For exanpl e, sone attri

tes %9 gd & dvertiser E- I?il A n$§§%
price are al waye%hithat & tmtﬁ%c ‘ﬁfzg PIOFRITSE ARY Sk W I I
suggest al why sprefdmmtichgmbhdinent tateh wnderstradr it t¥9 Hopertanf &Rl y be
h”tfres“ l”&eéé’r A Eéﬂ‘e'éllﬁﬁ.ckhﬂd ﬂﬁpcﬁ:t%%%aékamfpé S D3¢ 1@ane5t3ezaﬁr t hat
eal s exclusively w u pic J e yqar ., .
public attPFpte q—kﬂé\;’e\,\w‘éf‘? {:?f j\é\fﬁ’kﬁ‘?’% 2”2% éﬁ%%y d ?er ent
products wheces ytdarthes exempdp pt o hen tBr-Brokey| immemmqﬁﬁ@dubﬁ§au§ﬁehta W ne

productd' ny %h&%@i@ro&c&aéﬁa& Bont £h vl at Qfeﬁﬁé%cﬁuﬂ{éz\ﬁﬂ'fa@xdat”l but e
aSS|gne on

to. the w ne, product atiribu
associ at ed™M LR, THA g’ 85 F‘8§s?%narb§€gggmg PUBE Rt | llsg%ngzaafher 25
general reBtBrekenmaintedngsunidue DRORRSE ieFhehat Rpaarigipadl §o BBSi st in
confi guri ngxt &e: MU Ghey SkebShON@IdP THELEE VARSNGB thd Afvehsishe

organi zed py_cate and- ty category represents a group of products
t hat h§ gﬁ%ﬁ@%—@é&%&%—rﬁ "M1k" category one 30 might

find product typhs BRezaay dearteypgyffl ErMesronfommunidyt that effesf il k,
gal | ons of tRke&, uSSEUIe IdomrerPOST | $den=idBNoel cayE etERTAS. Whalkhi s

ey, Pl o o) Uxalfile CEEBAGRAT €rR" BOMEL LY DML, o' BEs gr oduct

category. Fi att rroduct ~has d own AUNbEr assi gned by
the E- 35 vsaza%emmaﬁ ni Fheatheee rAe stAHlFﬁtemcs%Wlérﬁms on the
E- Bazagd EeRabked comnidiwle,pkeflicisalryiniae aadtdion Atandiaree. anBazagr

E- Br oker SHQfé{Qt eng A\ (iri' ttﬁgegrgase-, :the salient objects-are E-PIAs
acting as sellers, E-PIAs-acting as buyers, and an E-Broker.
Note that an E-PIA may also be an E-AutoPIA in this context.
The E-Broker handles various public services and Interactions
25 directly on behalf of the E-Bazaar, as well as mediate the
Interactions between E-PIAs. An important purpose of the E-
Broker is to validate that commercially interacting parties

satisfy each others privilege rules for interacting. 1In the
context of this document, the term trade shall be used to
30 refer to a generic notion of either "buy" or "sell."
Additionally, the term advertiser shall be used to refer to
someone who publicizes a desire to trade. The term shopper
shall be used to refer to someone who browses advertisements
_ and who may eventually place an order to trade.
35 The privacy enabled commexce case provides a means for
' both buyers and sellers to: -
advertise a desire to trade
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menti oned eawbbswsgzTan E- Broker 301 executabl e may be any seORys?748308hi ch
can execute in the preferred enbodinent. In the E-Bazaar E-Broker case, the
executabl e is very conplex consisting of databases, files, and dynam cally
changi ng 5 subsyetiralti®iessi A erdendor A E¥Bdeng interacted with. In the
actual inpl errenfgif_p_n, drhergepsgst eirevadle .be an EXE which i nvokes several

DLLs, a Java Appl |c tleonﬁ,rfae&flgnyn@élthe& @nt% gﬁ%vei%mscw&%gbgstghe

suggested subsy FeSent
primarily bepperﬁom‘%i sgevrel¥nd o#m:eewepa! sptyeen @%éﬁdeﬁe%aeam e. It
al so shews aacsdPhd fﬁceelw eWeOprivil dgy afilels GbnEﬁgﬁ:EecBa@aaabthxecut abl e

|nteract|on The Int,ﬁ{ gah.e%a@gti@é TQ“QH& t%l es pr he DORIVS

Server vi aP e T R 2 er| es o cessing 15
and i nterpee_ﬁlhle‘ém, as well as security verlflcatlon. After such
pr ocessi ngThkhgerl Brekisit iasecatitabbe daue iimakhy bamekssl .thes pgioasyi n Fig.

oL e s e A Basaet S B3l el 1€ 150
Di spat &Rer dSGSde% 123) adMﬂ%t‘-é&TBRe?ﬂ‘F‘F%oPuSBWna “Pihie F’Péﬂuc?he

Dat abase" 3dddsattl sdrdicesRapaabypidallyoridvereised dlwng\ddeht ther Directory

313) for egg? é@g%%%%n\gg%?e gg&ﬂi\é%td\%ﬁeg ﬁﬁgwl‘gﬁa‘.p% Peder Processors

319, Produ It maintajns to trade its

products. HPHEY®Y: augRions may, ke (pexhormed WﬁEBds?%r‘?Fal inits own
"Private-ActiviThesldxenbmaatitp lof Telds Basaals CGabswirtitey semoasi the 309

cont ai pg | E}:%&@&'%ﬁl‘é%@ﬂﬂ@r&éré% SRet! ehat 4 NeeliBageaby Y&”i ng
actual dev ace 30 to

store addi Pgﬁ‘ggg’i‘?ﬁ%r% &ﬁe e dﬁﬂ%]g’%&%oﬁgﬁvﬁcﬂlon%%ggzﬁ FE338 is the
mai n subsygtientify tdfe dodBaz aar servidemdl Thezkforac cwipigced: orderi way
From and’ t ok e e 0 it abses s necessary. Nore
SLQE". freal Ty 11 proedel shaR, ehae (the HiRaz8rE 08 RS o0s BREEAFTh ( he
E- Bazaaf EeBrhkef Qossertdzes, caﬂel studiesgwighq¥he identical framework
: in thesinvention, the subject of a later discussion. It will
be showyn. that the primary distinguishing feature between each
scenario is the manner in which an order for buylng or selling
ig fulfilled. '
25 E_Bazaar Activity Model - -

An overview of E-Bazaar activities is best described by
presenting the activities lifecycle of an E-Bazaar when
employed in E-PIA Online Interaction mode. An enumeration. of
the Online mode acﬁivities in the lifecycle are listed below.

30. Refer to Fig. 201. :

1. An Internet Client 303 (as E-PIA) interested in buying or
selling a product interacts with the E-Bazaar E-Broker 301 by
submitting all of the information about the product so that
the .E-Bazaar can make the information public to other buyers

'35  and sellers. - . '
2. . An Internet Client 303 (as- E-PIA) browses the product and
service offerings at the E-Bazaar.

Ny
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responsi bl e ¢@bgdsg#0ki ng the necessary E-Broker Service APpgriigo#3s0s
specific E-PIA Interaction determ nation. The TrustedToken Processor 307
remenbers public keys of E-PIA visitors, issues TrustedTokens, and

val i dates 3. Tr uBtalifsiafe Pieston e &naqmlﬁr?»SeEEPmﬁad‘éﬁlttér?ﬁm §g PredHEt

busi ness. lIhg ggtgg&lgegduﬁbn% 311 primarily consists of one Table

with one Record whi ¢ n ed. The
col ums of 4t he %“gﬁrﬁp &gr’u'egﬂjbﬁlatto (as g: Piﬁmﬂé q?% %r%es&a%%% ave been
confi gur ed3by fome ErRedust Aunmmtmqers@ﬁdréar from e Enfdducts in the

B—B?zaag f Va8 d hg ttg@r frb8uét BLO c;)![unn I n theTt abl et?:lcont ai EI ng at
ctionary_of eac r odu V. | S e S is
meant to b&-br 2‘8& %ugif‘gﬁé %}oze Qs & ‘?’EA? Jr']éle sou-e;% a r?nz%gﬁg@ are

stored in alfoand fsuyhmidisr sbeofilled |k fRsmABQctRe SBTPIH raé’é’l%r’;y-smﬁe
Adverti ser o Bbre6d dl{d{: 313 t hen has one subdi rectory for each Advertlser

When one of th t the
Commer ci al GActleT}? f a98§e§°§b51ﬁ<ﬁ§%\é% |ch éségooqalgL fﬁ&?"%}‘o in
t he neblledbRubiedvertisirgBEoRE: lowwn P§theh9§d¢¥%rQﬁm$59§bélll9ect8h? as
well. The Prbyéd® miGh iof hragsnaatm%tathereyadesmﬁwmy f ornan

Adverti ser ib?lhréoé-eeP gﬁ%gggﬁégqrﬁ% atfg.greﬁgélil dscgf)r c ful :r.'lﬁ'%ﬁnt ori es,

or what evef n i"h “or 0 carry out
comer ce | arder o metddded) ofsaprniar whdshi beein cP?ﬁH’fﬁsﬁ -n SYER PRivate
activity daiaeasas seiey @vebet PelAXIMR asthcHeshowsly BY sgnestlaresans t hat

t he OrflberPaﬁgﬁgsqL t%é%va Il need to access information'external to the

WebSer Ver azaar i s runnin Such 30 external infornmation
shoul d be Zbl e FoF AEYMFRIPRCOUA 54w FLIAALREREe Hhe hiehit Ey8fAais
mai nf r ane. nboifiddasf @afalfilledmidbberposhebkisé ovhdrhahexicddeak Bat abase

to reside I CETelY erEaBagaar 4l ¢ B4 a%i ded
with a var Fgg%é égtg %%2 %)F%&%r oceg-sor-lo_g %9: as V\%II as Srggcﬁuct nfo 317
and O der F8FAF#d 5 terrpl ates so that an Advertiser may quickly and easily

beconmezan adverkosiBrhutaPTAcBptaclt IntexacEiBazmade, Wheéh adtdvitiv® 8803927
PCT/ US97/ 13383k fediP|xddpicthaeCose YtmeRct! B! Enfetahakm HeXivheeehe
would be performed according to the - E-AutoPIA's: Itinerary.
For an E-AutoPIA advertiser, the E-AutoPIA would submit
-product information to the E-Bazaar E-Broker as part of its
25 Itinerary and typically proceed to another E-Metro Community.
However, for an E-AutoPIA shopper, the Interaction sequence in
the E-Bazaar would typically'be quite different. Since E-
AutoPIAs tend to automate Interactions, it would be most
likely that it already has a copy of order forms it needs. It
30 * just needs to submit filled in orxrder forms. Thus, the E-
AutoPIA would avoid browsing and a request for an order form
and simply place orders. For asynchronous fulfillment orders,
the E-AutoPIA can check on status in its Itinerary later, or
‘ the person representing the E-AutoPIA can wait for Internet e-
35 mail. ' . ) . '
" E-Bazaar E-Broker Adminigtration Tool

us



configured to reside in the WebServer or even tables within the sane

dat abase as wbesbdsti i c Product Database 311 (as | ong as thectassinsse

provi des per table security). 5 E-Bazaar E-Broker InteractProtocols Wen
the E-PIA Internet Client conmunicates with the DORMS Server via HITP, the
requests get coMreE-BazRAr ARRiRIfaatden: EaebRrimamidn PEaVEESantle Mot r o
Communi ty folDswisry vblitthhi Sestwtdean, the available Interactions that can

10 be requested argynrgsgnled: 'ihnﬂ%;%‘tk:atagx@"fo&or‘{@ g:ts%d' Fé ?Qﬂijoy

description of 'E-Bazaar |nteract)ons I nten rovil
understand?%ge‘EHtYalEl MekEopERT W Ya FEPrRESRE LR t&ﬁ ErBpeaart hat2can take
pl ace i awébsdrwericontanning Fin preferrbét embddimanmt.ty. 15 As is

obvi ous fromt rp di Eﬁ%bﬁl LR éyﬁnﬁms‘fﬁﬁt%ﬁaﬁ@ﬂ = ﬁr‘sgﬁe{._ is the heart of

a runni ng E-BaZaar tro m*rum teract rotocol nanmes that the

E- Bazaar EEEMHI@BIESEHe & @Et&r%'qqzﬁaé'd in the table bel ow. These
| nt er act Pr ot oc (it &-Bazuar| AdhiniztnatdbnnFooll hesd'iStd an”' Adainiant xkettot es who

the 20 Seligr {t@ln% LA BLALESa M AdY %erl &mﬁ&@t esfhtehgrhaaﬁyaeéézpn whil e

t he "Buyer'” enot es o the er E-PI A I nteract
I nt er & Prif o"c‘bl oid e PPeYViichy attributes a%"elt’r}éﬁ' wost impaTEANHetRE i ption
get summar y@31 goods andGeervimembirmtbwdyfl ¢ EfadddinvtBeBEeRazaaf. code t hat

SUMBI i Zesgsn Bataabuc 6Bt afé'ﬂ&?éurﬁ a*&odﬁe M@Wﬂr' piheet! §£tPIb1Eé¥Le that

summari zes_adverti S of feri ngs gDet Publ | cPr oduct Attr.i
Di cti onar yFOf SXAB:- Broﬁ@ &F FUFR as brand (advertls%’abﬁh%mattn but e
Tenpl at e( )name) andnam‘éseasxsmcala{aaw wift intéeest r ulThe. EpBaBaaruct ToTr adel nf o

Put a jnew ﬂrﬁ?ﬂﬁcsttra‘ﬁ’/lgn%ngrwﬂlEsﬁgeﬁﬁﬁ ddways 1nc1ud1 ng the.Te in the
E- Bazaar tQ ad. tise g oductTo % t of the
w E- Br oker ‘W% SRar gﬁ %’q%%u&sgupay only be 1ntereSt1n9 to a
. particular kind of E-Bazaar. For example, an E-Bazaar that
deals exclusively with wine bottles would typically include
year as a public attribute. However, if the E-Bazaar deals
20 with many different products where year is not appropriate for
all of the products, then a wine product in the same E-Bazaar
would have to employ a private attribute assigned only to the
w1ne product Note that all attributes may be associated with
_any rule expression governing type restrictions or other
25 general restrictions such as value ranges.

- The E-Bazaar may also assist in configuring the product
list before commerce commences. Products are organized by
category and type. A category'represents a group of products
that have similarities. For example, in a "Milk" category one

30 "might find product types such as qguarter gallons of milk, half
. gallons of milk, gallons of milk, as well as possibly cream or
even cheeses. In this example, the milk, cream, and cheeses
are product types within the-product category. Finally, each
product has its own productld, a number agsigned by the E-
35 Bazaar Administration Tool. 2An InteractProtocol exists on the
- E-Bazaar E-Broker so that products may be added at runtime.

E-Bazaar E-Broker Subsystem Architecture
o
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exi sting pr%@@#g t he E- Bazaar. getProducts() RUPAvo3seoE-
W Se

w/ Buyer er Bazaar's |ist of E-PIA advertisers for products
mat chi ng the query conditions. getPrivateProductAttr G ven a
w Buyer w Sgd |n€nﬂ1bﬂbd$éarher, an E-BroRepdsol | exeqetadlie mayndey of

pri vate at g bubSATGS WASSRCEA] Sthalhis hethe g&gférraf@mgemade%rm

G ven a produ get a runnabl.e body of
code repre‘é@nthm@-@??@ia&eﬁ BEPRRT IRRSSratDSe SKEFIERP jr?l is very comple

put Product Jé@@lﬂéxfﬁ@ (odeueabasésJ | dsn) awadeaamcauy wiaidiag )
o1 " TSIV bbehitp s cne i wRLy ik piend g m cator
cancel Pr odtiee TRefiad d"@?@ﬁnﬁﬁt’@n' the & ubsypREYE may beyasy HXE which
O der Nunbejnodkeés "deverall DLiks| | @ fave dgpplicandeh, tde andertkex that it will
not be fu';iéééﬁktive which maintains the suggested subsystem
architecture presented below.
10 Fig. 201 primarily depicts the subsystem architecture of
the E-~Bazaar executable. It also shows a simplified view of
the Internet Client/E-Bazaar executable interaction. The _
Internet Client actually communicates with the DORMS Server
via HTTP which, in turn, invokes a series of Rules processing
15 and interpretation, as well as security verification. After
such processing, the E-Broker executable is finally invoked.
As shown in Fig. 201, the architecture of the E-Bazaar
executable is such that there is an E-Bazaar Community Info
Encrypted File 309, a Commercial Activity Dispatcher 305, a
20. TrustedToken Processor 307, a "Public Product Database®" 311,
" and other "Rumnables" (contained in the Advertiser Directory
'313) for each Advertiser where each Advertiser has its own
OrderProcessors 319, ProductInfos 317, and OrderForms 315
- which it maintains to trade its products. Finally, each
25 Advertiser will need to maintain its own "Private Activities
Database" 321. |
The E-Bazaar Community Info file 309 contains information

to manage various aspects .of the E-Bazaar. During actual -
~ development, this file may be found to be a convenient place
30 to store additional information.

The Commercial Activity Dispatcher 305 is the main
subsystem of the E-Bazaar. It handles all incoming
Interaction requests, which involves processing and
controlling the flow of information from and to all

35 subsystems, files, and databases as necessar?. More
' specifically, it processes many of the requested Interactlons
with the E-Bazaar E-Broker 301 proper, and it is also

47



get Product TradeOrder S'G ven an w/ Buyer w Sel l er tatus()

O der Nunber wodsiesgzr current status information about the arekgusoni3zoo

get Order Hi story() Get a list of w E- Br oker w E- Br oker
OrderRecords of all orders submitted to the E-PIA satisfying a Query given
The next tmispendébltei bos irekingctbe metssssrymEaBrokeri8srvirg ARI® be

per for med 3y ¢23ChLb0i £{ ACEB10! AaPbraltion \HRtREMI3dL on.

PCT/U897/13309 nplenent i.on. ere st andi ng
the rel ati onshl o?r‘fﬁ'ée@m%tpgﬁge?%?r faﬁ&&é“efr%’fagfa@fdzgn r ed}g eg’t%'rs
| nt er act Privtfd@ovisitorfesigpuegeTeuanedlglens, and vaphdates " Product | nf o"

Runnablze f‘l‘x‘?f@t%ﬁ@oﬁeﬁé%ﬁse’iit@@' BPCtRGYe L HIRES Rt ey ﬁtﬁ?)’t@fddf Bazaar to
| nt er net i ent. The get Summary() request is submtted ong with Rules.

that speci4PiRe8Pngle E-PIA Advertiser. Wien the Advertiser is deternined,
its subdirect offhei Bubkie Aradlucsr Dahabase Glic PrimeriRineersist qfr &ent t he

sumary targie ’wm:ﬁr&@é ﬁd&r& pegegaPa&héts:Rnﬁ@uphAbt beer heubmiazega i oE- Met r'o
Com‘rumtylnfo ead_t o obt |nt21e public

e
attribute Pg 8 The c°1umPﬁf%ﬁrEﬂe qéilﬁufﬁFEaﬁ%? Ti%hdefo A new
Recor &% n mﬂvélpubttclwftﬁmdtha(t) have been configured bt thefr-BRafax s

mSERTED @rdnug@éi%ﬂﬁterdamm &i%aﬁﬁéﬂi.}c?isf(im/\ﬁtha Ehgafipper d are ﬁt ored in
e corre on n vertil ser or p .eW an as a hew.
QeSU%%?r &ctof aD!BE'SB %u I elé’t fzﬁgg ca’%aseml}gn%

Adverti se must ©
Advert|seﬂh§tlonary of each product's prlvate attrlbutes .The Table of

.Products is meant to be browsed and ‘queried.

15 -~ The three special Runnables are stored in a root file
directory called the Advertiser Directory. The Advertiser
Directory 313 then has one subdirectory for each Advertiser.
When one of the three is needed, the Advertiser is known so
that the Commercial Activity Dispatcher 305 knows which

20 subdirectory to obtain the needed Runnable. The E-Broker 301
itself .has .its own subdirectory as well. o

The Private Activities Database 321 provides the means
for gn Advertiser to store pending orders if it needs to,
: storg its inventories, or whatever other information it needs

25 to maintain in order to'carfy out commerce in the E-Bazaar.
It should be possible to maintain such private activity
databases wherever the Advertiser desires. This just means
that the OrderProcessor 319 will need to access information
external to the WebServer where the E-Bazaar is running. Such

30 external information should be able to reside in an external
Database Server or even a mainframe. In either case, it
.should be possible for the external database to reside locally
or remotely as needed. -

_ ‘The E-Bazaar should be provided with a varlety of simple
35 OrderProcessors 319,_as well as ProductInfo 317 and OrderForm
315 templates so that an Advertiser may quickly and easily

become an advertising participant in an E-Bazaar. With the
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Di ctionary. get Sd&éf‘r%ag&e%&rnrﬁ%mﬁéct Eg'ﬁe?ﬁe er%ar%%ﬁ%?biéggso that it
can be prcReRN®Eeryerh¥ipniEfhetthe FeAneshit PR ITRIVEHALOIMEL( Subnit a

Di cti onar y1pfetdtd iohdeeb0ests submitted to an E-Metio edalsmmmitly Eheir

associated_ "f.illed.in’ I 1ot : S R e t t he

O der cand%’édbefro‘ceslg‘e&h%j% %l%%tto%' Q%\?\gaggﬁ' g§8§§ fr.%e Sl t§:19.t éah

PCT/ USOW/ 1880aessed; 35f' Bresentdce 15 deEapl oc cBRIfFIRISFS ddsEn28Ry way
he choozesgir%gmayﬂB li@a;noanda:ﬁéiétlm ITregaadtigns Mirtemde oy gaiovddat asfsut .I
ret ur ned. Q - oL. RO : i ate

ful 111 ed, SHerRsaeang of ot S ﬁz’%%ﬁgisoé?én%@%%ﬁ%rtﬁ'ﬁéﬁ%‘%t o the

I nternet CFhathican: &akel Plageciandadly fHEc%ﬁW%i%TB%rvﬁ'VeBFQpat cher
nmust er() Community. S Qeterm' ne which Advertiser E-PIA to submt the
cancel jation t g Dby Rubes SUPEAE theMaliBchBE: EAIESL - sAMeR e -Adyghti ser s

determmed, the ) . .
E-Broker is the heart of a running E-Bazaar E-Metro Community.

The InteractProtocol names that the E-Bazaar E-Broker provides
are listed in the table below. These InteractProtocols are
available at runtime. The "Seller" column denotes who the

20 Seller E-PIA interacts with when it initiates the Interaction
‘while the "Buyer" column denotes who the Buyer E-PIA interacts
with. B ' '

InteractProtocol Overview Seller Buyer
-Degcription

getSummary () Get runnable body |w/E-Broker | w/E-Broker
of code that '
summarizes E-
Bazaar.

Get runnable body |w/Buyer w/Seller
of code that
summarizes
advertiser's
product

_ offerings.
getPublicProductAttri | Get Dictionary of |w/E-Broker | w/E-Broker
bute public attribute _

- names associated
Template () __|with their rules.
putProductToTradeInfo | Put a new product |w/E-Broker |w/E-Broker

QO in the E-Bazaar
: to advertise

publicly. _ _ '
getProductToTradeInfo | Get all of the - w/E-Broker | w/E-Broker
information about
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Or der Nunber

Is submtted to the Advertiser's private O derProcessor.

A

String concavabgagezyancel | ation status is returned whi ch carchesyrmaiented to

the Internet Cient.

get Product TradeOrder S The Commer ci al

Activity

Di spat cher nust tatus() deternm ne which Advertiser E-PIA toO
submt thd @tatus request to by dulexdissabgitted Wth the reqgest. Wen tle
Advertiser| is detern1ned t he Rﬂﬂﬂuﬁﬁbén Fbeéﬁbn‘tted to th¢ Advertiser|s
private OlderP : t+ned
whi ch can l?@tﬁlréééﬁ?%@ to the I . gel BYRRYSY st of YAPELIST THe
Commerci alf Activity D spatcher geisdlester is the Advertiser

I n questign. The Query is subm d gr@ dvert]ser's private

Order Procdssor so that the C}dqﬁﬁgﬁgﬁg@ e€net ai ning Orders whilch satisfy |t he
Query may [be returned. These ndHymnidigncbadptismni ed to the Internet Cient.
The | nt er dFtPaivabeProthar Given mOw be descr|wiBuydef or ¢ wigetilebi ng
the interflagatesn)detail, it i pnqﬂﬂqméﬁb get present the fundanental objject
framewor k |enpl oyed by the | nt er|dRkghx &Y| The;e obj ects @re presentgd
bel ow. Aflter 5 the fundanent al ét’}te BEEEH’% ops, the Int¢ractProtocdl s
are discugsed in detail denoti ngﬁ FRE are i nput, jwhich are

out put, and their types based cnygl Stypes descrlbed I n the ‘undanental

obj ect frar BaudtTadaPotml)1IC a P By & | ai l
with regaqd to the flow of 10 daroduetadange®ud o aar , how data
is enploygd to interact wth aduamnaddesbady shoppers in the|E-Bazaar, gs
wel | -as when specific objects chQﬁﬂ Zepregertid ed to an Int¢rnet Cient
52. WD|98/ 03927 an order form PET/ US97/ 13309
Runnable { A Dictionary of nare‘é?l thg?ed wi t hf execut abl efbodi es of dode
whi ch can | ) ~ : g - = _Tﬁ@g?fg§eefal
of the exgqutable

torder form to

submit to the
advertising E-
PIA, obtain
either an
indicator of
ordexr acceptance
or an OrdexrNumber
for a "to be
fulfilled" order.

cancel?roductTradéOrd
er()

Given an
OrdexrNumber of a
"to be fulfilled"®
order, cancel the
order so that it
will not be
fulfilled.

w/Buyer w/Seller

getProductTradeOrders
tatus ()

Given an
OxrdexrNumber,
cbtain current
status
information about
the order.

w/Buyer w/Seller

getOxrderHistory ()

Get a list of
OrderRecords of
all orders
submitted to the
E-PIA satlsfying

a Query given

|w/E-Broker

w/E-Broker

The next table describes the precise subsystem activities
that .must be performed by each InteractProtocol

A



"pi eces" necessary to run a particul ar subsystem Sonme useful 5 subclasses
are ExeApp ﬁm#;{vaAppel et, and Htnl. The commercial Actpeivbye7issspat ch
knows how t 0 downl oad all of the executable bodies contained in a Runnable
down to the Internet Client so it can execute them appropriately. A
Runnabl e W dgn eane&iuawienHt nth®owiEntassisthehei rpbdetr asmderBtanding
Pr oduct I nf 0, t YQ@H¢Glon
i nformat i ﬂ"?or og%e!rl %e‘?@e- trler'l% Féﬁrgi‘g%‘?‘?ﬁgﬁnfgsq_ SELECT.
Publ i cAttrrm@éiﬂ' A Dictionary of nanmes associated with val ues
repr esent i nghtdatacedkbdeéesl the ppésignattributes of a 15 product. An
exanpl e i3 T Nane Obtain "Product@uEe" Runnable from the
exanple aqtivity t NEsBrakémn dibdSrechgyy&8o present shimmary
(this=="bdy" this=="sell") adveef|Bdazaar to Interhet CHI@MHCf (String)
"Dad’ 8s groduct CategoryNanme thTBe|gdSurmacg(di Aegu guest is Subml"’sﬁﬁfas"
th, at

pr oduct TygeNane this.iskKi 1@1%!5 les t spegj

product 1 ndt anceNane  this. i sKi hH eciiseits gﬁgg c e6(-]‘.."11'1sel§eer
product I d | this.iski q% , ts subds able
pricePer Unit this.isKih summary to /thd Nirteiddd t S| ze
this.isKindO (Integer) && d8idme s>0. productlnfo

this.isKi n%mﬂ.—%ikeﬂuctattri Thel EIBEZHa E-Pledcoroommunity Info File

t hi s. i sKi ngddeRunnabl e) i ntedib aormittadnd eher palebborattribute
this.isKi ndidugRaraeabl e) - Informytplareat i on PrivateAttributes - A

Di ct1 onar ymwm&mw
private atjt {)ltht es..0l “a.product | pAEid O rMaL] A iBUNNBEREED Mot ypmesEM.s af
order forrm For "a 20 person to f|fThefRetnkblEs Rssakiased Frltle el Refecama

Di ctionary of OrderFormfields hanesstasgsliixt @dhev\nbhres@mrcg the fields
that are flilled in. WD 98/ 03pagvertiser Directory.

PCT/ US97/ 3309 O der Proceasor - iﬁ nnabl £ that proces OrderForms
% ex b8

Typical |y Jthis Runnabl e nust pe} e r‘ggw mﬁ:‘tv be

created. In this case, the aAdvertiser's
name and its subdirectory name
association must be stored in the E-
: Bazaar E-Metro Community Info File.
getProductToTradeInfo | The Record of the product specified is
O read -- its public attributes and
: - private attributes BLOb is read, and its

Runnables are retrieved from its
Advertiser's subdirectory. The public
attributes and Runnables are assembled
into a single Dictionary. The
Dictionaries may be presented to the
Internet Client and the Runnables
: executed on an as needed basis.
getProducts () A submitted Query is performed on the -

C Public Product Database Table. The same
two Dictionaries described above are
returned FOR EACH product satisfying the.

| Query.
getPrivateProductlAttr | For the specified product, return the
ibutes () - BLObbed private attribute Dictionary.

getProductTradeForm() | Return the OrderForm Runnable so that it
o | can be presented to the Intexnet Client.
putProductTradeOrder (| Submit a Dictionary of the OrderForm
) _ : fields with their associated "filled in"
' © |values to the OrderProcessor Runnable so
that the Order can be processed by the

Y



dat abase.
Or der Nunber wo esiadelyr i Ng t hat un
pl aced. OrderRecord - a structu
that it nmay be desirable to all

Productld - a String that uniquely identifies a product.

5
iquely identifies an O der pdEUSIIANODEEN
re is with the fornat shown bel ow.

Not e

aut hor abl € on a per adverti ser

product | d String nunb
Time pric Money f LP%Y
String The I nteractProtocol intg
the InteractProtocols and what

get Sunmar yj( out Runnabl e aSumrar
executed tjo present.- a Summary o

fyfiteln in any| way es. A
i iate

ow the structure of OrderRecords to be

and Strz.ng q_gqgﬁg

phEey %1 ai&%&ﬁaeﬁ Qﬁér‘ﬁ%@wex Uead TG
diat@ipeeh E e ITHBod1@anut put .

vatue Gdaiskrany naaﬁt/eﬂrfs mslyl B2 can be
rpféhe:EeBazaather Ihterdatmainensf. t he

er:m;erbgspglvaggfprder processing typk

Adverti serfcditielPdoigctIradeasi
get Publ i cHr@sluct At t ri but eTenpl af @¢
aLi st O Publl i cAttri but eRul es)
Dictionary|l of attribute nanes 2p2
put ProductToTradel nfo(in String
aLi stOPubl i cAttributes, in D c
new product into the Public Pro
25 attenpting to enter a new p
it is its existin roductld. a
alLi st Of Pri vgatghtoduckTiradeoxsiars
be new y: enteeuad )or
PCT/ US97/ 113309 get Product ToTr ade?

‘alistOfFPubjlicAttributes, out DE
String aCeneral Status) - Obtain
product inf the Public Pr‘o_duct D

modi fi ed. SFdeteW

FTins acdommercial Activity Dispatcher must
@¢trnmibiec whaahr dvertlserlgﬂFIA to

r%atn e saprpLbation (49 P8s, a

I TR 26 n the

%@g EE % 3& the

Ln@&@ms%e sl CEEiLva  Ghidiadddcesbe BNt

(g1 rop lciineeenOhg "B den 18t iOH SthBUsOons.

F péltined b chPear Usé | preaesit elde t6, theher
| InteQffathb|Gldentei but es and

s@halcomferphelaauim:eﬁmattnbeg rodatt
M@3997Advertlser E-PIA

pr%%mq &o

nﬁa 59 emﬂ&h aéaowthean 5- exi st
aﬁ@%’aﬁﬁs‘iﬁf‘@dpﬁ'ﬂrﬂté SOrderProcessor. A
String concerning cancellation status is
returned which can be presented to the
_Internet Client.

B0° e ond

getOrderHistory ()

P
-

“The Commercial Actrvzty Dlspatcher knows -
that the requester is the Advertiser in
gquestion. The Query is submitted to the
Advertiser's private OrderProcesscr so
that the OrderRecords containing Orders
which satisfy the Query may be returned.
These may then be presented to the

Internet Client.

~The InteractbProtocol interfaces will now be described.
Before describing the interfaces in detail, it is important to
‘present the fundamental object framework employed by the

These objects are presented below.

_After
descriptions, the InteractProtocols are

" discussed in detail denoting which parameters are input, which
are output, and their types based on the types described in

InteractProtocols.
5 the fundamental object
the ‘fundamental object

framework. This should provide the

'reader ‘a maxlmum amount of detail with regard to the flow of

10

data into and out of the E-Bazaar, how data is employed to

interact with advertisers and shoppers in the E-Bazaar; as
well as when specific objects or data is presented to an

Intergetfciient,_'

s2

us

er

|

t O

ng

e

a

W se



a String representing the productld of the existing product.

aLi st O PubIng'bput es and aListOf PrivateAttributes conprpspusyrhsned t he
attributes of the product. aGeneral Status is a String with some hunan
readabl e status information. 10 - getProducts(in String aQuery, out

Or der edCol | ect Refinathiet-Of B @ictibdary oof r@mes ed€ociated owith

aLi stOListO PublicAttrj butes, .qut OrderedCqll ecti .

aLi st Of Li WPFF?%{?eW‘i’rqsm??iﬁg-e ¥Btd nc%C%hoe?“ %tea'ggﬁn 8 HFTACSh R more
than one @anahbbg. 15The dicitiondy peoprises tad lolwfathei AXSFREAPYH on are the
ones sati SiyLAgdgk hﬁe&@é&%&a%ﬂn Ihpeer (hdene dobiseebinonssane ussfuned in

the out paraneters: aList O Prod I d | St.Of Li I C | butes, and
ali st OBLi SMEFPRPISE YT (i IfiERs. B%' Eavg&pgpeﬁlﬁﬁ’v%%gg%ét A éi but es(in
String aPoatmertiial ot Bridhi Bispatehi keawphamitondornpotdsill ehithe all. of
the privatgeahtbbPet Bodfdd@onthihba PhosURinible dowducsd| thaPImteitdd. The

private atfributes are returned ip,the D Ct] Li gt | | but es.
25 §etBR5qERt ’I'{ a‘é@#oﬁ’ﬁﬁcﬂi‘%gt EPﬁa aa%%écﬁjﬁr%@’(f& Ygut iRﬁlﬁéﬁ‘g& g‘ﬁ%%er For m
- Obtai n a Bingdtl Btuh@emesntmisepheseiRIRFR F@SE-der For m of the product
with ppoduct | dpaBaedutits — Pyt RuadHBl &1 dskdd drrddoaeDiet isnesypresent

aFill edOderForm out String anOderNunber, out Boolean fulfilled, 30 out
String aStwedyrt- ipfermatirnitdel #PAPERe Dictionary aFilledOrderForm A
String anOr der bueker—i sa reixrime depepsesting g SPLISEREETor der nunmber for the
order placed. The_Boolean fulfilled_is ret urnedffi ndi cat i n% v\hgt%%‘r,.% not
the order was PHPLLiFREEFINRERR ;t oPYPRFRUEIAGY 9% TRMeRi PPSBEI 2“8} 03927

PCT/ US97/ 1330Q of Wbhi-bb&sk 1 @ihe( FALSEE. oAl i nRiKIMREdtEgiBugeBesla st at us
string_indicating any other f51|fi In'en% | nf or mati on. _
cancelPro Eded%e?’ﬁ'ﬁ’ﬁ iEn§ oM 88t Nnber, out String aStatus) - The

order anOr Wemblunber which has cBelently 5 not been fulfilled ¢$%a%RRel ed so

that it wiacthexey De Tul 1111 epthist FaKindoE (Serdnged&&ndi cat teeld®y ot hey
cancel i nj ormation. getProduct |iKE&ﬁ§N’Yt“at Usthasse? sedl By der Nuoher  but
Bool ean f jileBverbéisedut Stri ng hEhds visKindP{dSsraag) 10  anO del T is
submi t t ed [perodbteCategoryNamest hthis | I$KimaQ (Strabght t he or detsodas”
ful fill ed|[prodtBEETybértamd he this.isKindOZf (String) _"root beer"
productinstanceName |this.isKindOf (String) ;Dad".s Root
: : . eexy
productId this.isKindOf (S8tring) "D-RB10014"
pricePerUnit this.isKindOf (Money) && .79
this>0 L
unitSize this.isKindOf (Integer) && 48
this>0 '
productInfo — | this.isKindOf (Runnable) .| Html
_ - | bocument
orderForm ] this.isKindOf (Runnable) Html
' : : Document
orderProcessor this.isKindOf (Runnable) - | Java
Application
PrivateAttributes — A Dictionary of names associated

with values representing the values of the private attributes
of a product. .
OrderForm — A Runnable that presents an order form for a

20 person to £ill fields with wvalues.
' FilledOrdexForm — a Dictionary of OrderForm fields names

associated with values of the fields that are filled in.
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order has been fulfilled already, else it has not been fulfilled yet.
aStatus is aySbidsegr containing further status information. p&puseriasoe
getOrderHi story(in Query aQuery, out OderedColl ection aListO O derRecords)
- btain all of the OrderRecords for Orders for products froman E-PIA

whi ch satisfy tdwidafEiriocessor aQuek \Rurifiabl €r tihaReprockssse=e OxderFarusi n t he

OrderedCol Lection aList X OrderRecords. A_useful exanpl e usin he Query
s b0 enpl Byl ik Fries RORSEDTS s to e RE AR ProSeiiThe, ot A PreRaLe
Or der Recor dstaassh. correspond to actual trades perforned. Conmerci al

Scenarios Usi ngpidiuder@azaas & ¥y \atatAGnREeERp! fdbntiifi e Bl proadict .

participate as an advertiser 25 in an_E-Bazaar by providing its own
i mpl enedt at i onsOxtexNugbePr vced SHEiny Sdatt vhiguekn ddanrdfiesnPRUATSST es.
This frane 5'&( ﬂé naﬁlgggg_rt ising E-PIA to maintain a very general
capability Tof perform ﬁg I'ts necessary comrerce. Additionally, the

f ramewor k provi' nReso aﬁsﬁo?t%ﬁqu(ﬁeeﬁ? Sétht?%iﬁmﬁgm’ﬁs not

possi bl e W,LIGK! aRleethhME RRMBY GRs3¥EbEE 89 h MU R HeS sBRhcp@SSi DI €
wi t hout special _attention to %I‘IV cy, .security, and privilege which the
i nvention PF oYFIRFRESHTRS FO by d?‘lqiiﬁv?étbi?, OF. | PR AWV EASESPEAEMay al so
parti cipat basss shoppers using this unified franework and 35 receive the

sanme benef igg,df efficiency, acy, security, and privilege. Efficiency
in this copted ' 1%?%9-8-/—9—2927

PCT/ US97/ =0 crfof £ 's i ng partners as well as the
ef fici encypdh- o8sER o dgl J tioned at the start of the
E-Bazaar di"SRsians_ the pr. S_di stinctiond between the three case

studies‘ileEfEhQLL_LHnLﬂnﬂnJ&EEE&.QL_Lhe_LILerProcessor- Thi s single
di stincti onfuddilledent i onal EBO®IRAR a si ngl e |E- Bazaar Franework coul d

successf ul | sommegitenrent _al |t hPeeingises. The tjhree cases that the E-Bazaar
can handl e ar e T IitecastProtmdalv.inteérface dddwerigtriionsc pefoabéxpl{ommer ce"”
scenari o ahbPVe, e AL HRELESLHQABRAIE L (Rl RIALE 15CEUpELYeAED
privately. The m)dgl for _ordering and fulfilling or ers:,L is*‘{')rnean‘ta to be
general . TR8s™BYfe®d SUFBYFty nothing to expound on since the framework
itself is able gg&%mmwl(bsh Rirmbd@s @Suweaty) — Obtain aSummary

15 which égn be executed to présent a Summary of the E-Bazaar or.

"the Suﬁméry of the Advertiser, depending on rules chosen.
* getPublicProductAttributeTemplate (out Dictionary

‘aListofpublicAttributeRules) — Obtain

aListOfPublicAttributeRules, a Dictionary of attribute names
20 associated with their rules.
putPrcductToTradeInfo(in String aProductld, in Dictionary
| aListOfPublicAttributes, in Dictionmary
aLiétOfPrivateAttributes) - Enter a new product into the

Public Product Database or modify an existing one. If

25 attempting to enter a new product, then aProductId must be 0,
otherwise it is its existing productId.
aListOfPublicAttributes and alistOfPrivateAttributes comprise
all of the attributes of the product to be newly entered or
modified. - '
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15 its intended generality. The Sem Real-tinme Auction and Large Quantity
Sal es cases are, therefore, nenbers of the "Privacy Enable " case
due to thi sRHE%R7ity. Note that Internet E nail may be agﬁsei&u: 3?%ol f or
notifying shoppers of asynchronously fulfilled orders. 20 The " Semi
Real -time Auction'p Case chEarhd&aslindist rihgcassbagetmd), functionality in
the Productlnfd as we as the OrderProcessor Runnables. The Productlnfo
Runnabl e shmulmmowahuﬁ‘é‘ﬁ?@ﬂ%&ﬁéquﬁForrrat ion as is done normally,
but shoul d, Sl itlady bhescofpeitatenttantuasy, oolerstekig tine 25
par amet ers_ o auctl n t e o L LoPrasfut 0 a
shopper. TH e’b? ? Cﬁé%a?%?l%ﬁi ﬁrtglgt ?ﬁgéﬁ%ause nost will be
cancel e eaﬁmﬂﬂd brddaweveﬁ thetRlBlicdiroductdbatdbase |aRgduagtiddssi bl e
|f the Order b o6es Olodleten0dag {ite Hhdtdctal be ERe exasmlry diomad d al | ow
m

t he aucti ofie O d t de at
e B O rafr Eune e g or o Ao Fer i par BREHE PSRy clhadeet de @
non- hi ghesélbldf(ﬂ{edert)t.nbutéslbfmhet igrtosiuicitds aGenepalStagus aked al | bi ds
(orders). 198'%?:[:{19&:% hﬂﬁaﬁuféé&é[blé S3tUaVene8gnbidhle O der Processor.

| nt er net E Very use in Sem Real-tine Auctions. For

exanpl &9 ordersgﬁWQ@%%éédSW%W M Fast to WD 98/ 03927

PCTI US97/ 133090bge Aaidd1edeabn! gmemramtqaeat es in the future nay be
request ed. | t os(g#) q:[otg%g @r d§ eal -time auction
syst em whi eﬁtapré%e%‘ﬂ%?&t& Bl %L PEEHAS HEOETREr T oa ¢ updat es from
the E- Bazaautperdathdmdlllpctaon aLisﬁQﬂ-iﬂ_mfg’Gl@ﬁﬁi&FFylhﬁt% €3" case

nost |y requ C a ocessin t QEE:@ S Al l
orders for© Bd%ﬁ ‘ﬂé]q%ety pi-cal yiérhalﬂf algn pgﬁ ermun¥ i &'fe

st at us15At prodacpcn rFhe rpnqdvstsmmmt Hé‘fé@ﬂ'\aé'éafl@ rﬂ’fetsy for a

certain pr Qﬁﬁﬁkfﬁ(ﬁ@% |du‘ér9'r adaeey m rtl'.td:ébﬂ Ortdlemeabolﬂieébzommm ng order

fulfillment. ver,..a rea Lerge, Quantity Sal es
case nust §FF8W'§ eh TH% ngg‘%%g e%t?gr?grglag ere it is taki ng
too | ong f@mateémawwwyrebwawer%nqo cone in. Premature

cancel | ati gp,igtosliseofma@tentdersbabenl d al so be possible. 15 't may
al so bg_desirable hERbSoguéfId Nigucase, an
Advert?ger may Fet%i&?“% F@%?&%%girﬁgeﬁ ?ral 8.tuan auction al ong
wth a Dictionary aLlstOfPrlvateAttrlbutes) - Obtaln all of the

private attrzbute values of the product with productld
aProductId. The private attributes are returned in the
Dictionary aListOfPrivateAttributes.

25 getProductTradeForm(in String aProductld, out Runnable

anOrderForm) — Obtain a Runnable anOrderForm representing the

OrderForm of the product with productId aProductlId.
. putProductTradeOrder (in Dictionary aFilledOrderForm, out

.String anOrderNumber, out Boolean fulfilled,
30 out String aStatus) - Place an order with the Dictionary

aFilledOrderForm. A String anOrderNumber is returned

representing a unique order number for the order placed. The

Boolean fulfilled is returned indicating whether or not the
. oxder was fulfilled immediately (TRUE) or if it will be

Y



| arge quantity of sales scenario. The Advertiser who finds that he can

trade produgo bdysed;€Ss because there are enough 20 O derspapghssiizide ke

sufficient profit, should be able to go ahead and i nvoke orggr ful fdlgl | ment

rather than wait and possiby be left with a | arge unwant ed expensive

i nvent or y. #8001 1Adv @t eseKBALSE) .dedilse retdirmngd als racglenkeirad shatwsmtion in

the Pr OdUC%é{Lr%dRa&a@g&%a%yaoscﬂeeefamg%e@é irfitaak ipnor dered and the
mal

total quan esire can use notificatjon of sudden

changes in or dé’rﬁnﬁ‘-&?ﬁg duptlyadeOrder(in SERERS ARHRICEINIPEE enQPF os.
Speci fic Chyef a§lcaeass he pid rRd aRBedEFREibd:S WIAThIREE tQrbenSly

I npl emented w t'h an obj ect-oriented progranm ng Iziﬁaluage we now turn to
t he desi grmatf ‘heden ifmdfiilded] ingansed edpepotat ot inge¥prhPeach of the

obj ects i ngiue 1R, e BeBagEP Ol MNturnkle i haIc B alnyobkhet eknsers t hat
make up thﬁfre%rred enbodi ment objects that will be presented are 35

|l i sted bel Bof these object classes are commonpl ace i n fundanent al
obj ect orient e&@&némtksamm%émaﬁﬁfw anOrgergmbsyp rout

T/ US97/ 193000 s 1 8K1 | S80 debitaeaBthogly obl ol Qrhgptation. See Fig

22. Typ . abstract ass for which is the
super dcassandrdd:iNu@bassés sulothi tdted e obtaihi cimrkericlsgatu€l ass a
a ass \Ahosmaﬁ&aa:%esasseéeéﬁ@tom@ Ofr £t bslﬂﬂséﬁsd@iweedthgntmesystem

I nt eger - tri ters Number
bool ean °rdel5<g'?‘€s§f58ﬁ gg}f”e’clﬁdol’? re&ﬁyabgﬁ%tc’tt Hag 8OKnPEATi s ¢ he
supercl assfwffidilledCyetsesaftatus dsr @sShringl ¢entidigingofucbhert stayuier ed

a Col | ecti pRrsyMaGlians that represent s alist of Collection Obj ect s t hat

are ordered iR a nce cla t hat
represehts aI | iRt 6#‘%%?5@ iip g’d‘eﬁr RRBET%r Wﬁ&%’??%ﬁg f/tfgrb\ list of
keyed obj egifstdf0rd@iRecordsCal TbdagnObLEChS tied rw:d&meabﬁascﬁfy arranged

keys. SQ Provide fast | ookup for informatio
‘Orders for products from an E-PIA which satlsfy the SELECT in

aQuery. The OrderRecords are returned in the
OrderedCollection aListOfOrderRecords. A useful example using
20 the Queiy is to employ the expressioh “fulfilled==TRUE" to
obtain ohly those OrderRecords which correspond to actual
3 ‘trades performed. : .
Commercial Scenarios Using the E Bazaar Framework

As presented, any E-PIA can participate as an advertiser
25 in an E-Bazaar by providing its own implementatiéns of
~ OrderProcessor, ProductInfo, and OrderForm Runnables. This
framework allows an advertlslng E-PIA to maintain a very
general capability for performing its necessary commerce.
_ 7Add1t10nally, the framework provides the means for efficient
30 trading scenarios not possible without an electronic commerce
' system and which is not possible without special attention to
. privacy, security, and privilege which the invention provides
so well. Additionally, E-PIAs and E-AutoPIAs may also
participate as shoppers using this unified framework and
35 receive the same benefits of'efficiency, privacy, security,
and privilege. Efficiency in this context appiies to the
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St at enent Execut abI e A piece of code that can be passed around as an
String I nterpreted when it needs to be, and egegisb3300
Conpi | er a ass whose instances each represent an executabl e body of
code that translates a String into an OrderedCol | ecti on of Codes that are
i nt er pret abf gty id EohhesEihgtveintr eradingxpertivdrs as Grélsk as ddwes wil |

‘need to be i.ne S | E-Metro Community needs,
such as fof 6{ %stg%n é é@éc 'ﬁ? o %ﬁ%\\iggggc wn_i-n le%. 15A.
s

The E-PIA encaﬁﬁﬂ“‘@!‘é§°¥ﬁ§ "i‘)"er%étad’&t Qfak ed%t‘ éaﬁ?%’ée‘g AL or 5
behavi or ofnha phﬁﬁt{arlyndn.ﬁtﬂnaﬂlml‘ becween thebyhreer cage i studing iigh assets

and releasi ig, L NGl UAdRLatlion 'df She BhAlebBdsbirt horRpasinghd he E PIA

Fig. 1 owWs an I s created to pas tional assets. The
asset fol d@*swr}qtleé‘nf"é?ni’t‘ﬁ%m%ﬁﬂﬂaav@& §E}B§eg ?‘ngﬂ?oﬂg 3F¥Hal 10 assets,
and the rufesmeviddk conldi suttessfividiyi timpdemehtsallr threeccasasy adihe
protocol) ol dieQebRat Enflibpd st Ra0Y hdhAleakl Thiw Widditssusbsequent

di ssem nation of ?%e |n?ornat|ona assets in the folder. The certificate
hel ps assuP@l@bsequent users of the information that the informational
assets1gl5 ori gimeatvedifraom Ehabled flomxlerEeP| Acehavie ahlowe ﬂinPIamY No. Type

Descri pti Mmd B33 'take place Recu 1 and rivately
PCT/ US97/ 1‘35%’8“ ire pac 55° O der ed

et auditTrai eredCoI | ection
0o\ | oot magek T GFAET18Y Shd, EYLEI11ing’ PRAsrE T Prafl %?3% of an
E- Pl A assgéseral. Thus, thess ifgteddidy nathingetpnespeownd cnralsiap@ts known

about the &%Pﬁ%na%z&t QE8E1E m@ramrbsttrweb%a@l&ghdemslé&ﬁ r@id ap My be
DU 0y 0 Sl UahR0a 16,  ORIE dofly yBKSOe LheThAEs e S T
Quantity Sales cases are, therefore, members of the "Privacy
Enabled Commerce" case due to this generality. Note that
Internet E mail may be a useful tool for notifying shoppers of
asynchronously fulfilled orders.
20 The "Semi Real-time Auction" case requires certain
.processihg and functionality in the ProductInfo as -well as the
OrderProcessor Runnables. . The ProductInfo Runnable- should not.
only advertise product information as is done mormally, but
should also display the current bid and any other real-time
25 'parameters of the auction that are deemed necessary to present
to a shopper.
The processing of Orders is interesting because wost will
be canceled eventually. However, totally adhoc oxrder
- fulfillment is possible if the OrderProcessor is coded to
30 allow it. For example, it could allow the auctioneer to
examine the Order history. The auctioneer could decide at'any
time to extend the time of the auction, cut it short, fulfill
the non-highest bid (order),.fulfill multiple bids (order), or
cancel all bids (orders). The behavior of the auction is
- 35 governed by the OrderProcessor.
) -~ Internet E mail will be very useful in Semi Real-time
Auctions. For example, orders may be placed with a request to
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several interact protocols stored in a set. trustedTokens 157 Set
The E-Pl A wydesgdzbect trusted-tokens to give to E-Broker spédfueatasses the
integrity of any Atransactions. privilegeRul es Set The
E-PlI A has a set of rules that nust, al ways be net for_a i nt eract protocol
to be perfdred@tified;ef dmportant bid upgdates, ip; FheTﬁ%t%’é? " Cfte contains
cate t heequeeeednd Fawdver kdy shovhi enppogibhe toPbuikdpm &&mits. The

| nteract Pr qfaGok ; (b 2Gke Jehl syaedPiniad alrio@sg oni¥ne Tﬁﬁpimtarl@ker eocol

defines the nane, I nput_paraneter.s, out 1b_gar aneters, 3 e conditions
that nust Reakee Heﬁ-?%?c ppdatgre frem the EshazaascReFio ’ﬁ? YBr oker
actual | ¥ 5. i pplrheenLargd@uantdcycof ofrldatt eaaet ostlycrequisesause

| nt eract Pr Oée%% ' ?ﬁ&&@ééﬁ{& inl ehsr@ﬁéfﬁ;d&sgbenﬁuﬁﬁ&f@t aiz1qd ordeds! at er

section. | te SCri on | nt Gt . Pr.ot ocol
o) eos 141 Fam ALPERRNCY 1Y CYPRFRHE TR iRERIn & whehalngh HEHF 11887 OF
Each prot ocadatmest Atvsome mpamist. ifr tine edomeives, the agd@egBet order

él r eady de%fdaéxlegé yl Fof al)rc_%i‘t%li% i»a&h@c velast &Htst 9%@eterng.n§%3 | nt eger
ee correspqndi escri i nstryction above
transi ti%e SgbgRgi’éS v gﬁmg Ee’ée‘ﬁ“%iﬁ@?ﬁ&ndl ﬂa"’%‘f%%« real
descripti omnderu?hecessmﬁ&' Gre2karge Quantity Sales case must allow
PCT/ US97/ 1?%&!:{1&@ﬁ&ifil&%ﬁdtcﬁhoﬁh@bé%@éiﬁtﬁluh&%plt is taking 86

i

Di cti ona n%eftogealgéreéaai%t qu)éntzty of orsdte ucg on nusi be "fill ed | n

o come in. Prematu
canicellation of all or some orders should also be possible.
15 " It may also be desirable to allow real-time price

adjﬁstments. In this case, an Advertiser may find it

bef ore )

" desirable to maintain a hybrid of an auction along with a
large quantity of sales scenario. The Advertiser who finds
that he can trade product for less because there are enough

20 Orders and still make sufficient profit, should be able to go
'ﬁid invoke order fulfillment rather than wait and
poss;bwy“be left with a large unwanted expensive inventory.

i Some Advertisers may desire to display real-time

' infbrmatlon in the ProductInfo Runnable such as the current
25 .quantity ordered and the total quantity desired.

_ .. E mail can be used for notification of sudden changes in
order status, just as in the other commercial scenarios.
Specific Obiects -

- ., Since the preferred embodiment is designed to be
36"implemented with an object-oriented programming languége, we

. now turn to the design of the individual objects.

4 Before continuing with each of the objects in the
preferred embodiment, the fundamental object classes that make
up the preferred embodiment'objects that will be presented are

- 35 listed below. Most of these object classes are commonplace in
fundamental object oriented frameworks and should be familiar

58




execut | on, the default nmap can provide defaults to assist in conpleting the
interact in Ghd,9N- I nputs 197 Set out pUtppruse7/13309
198 Set %Mﬂ% informational assets will be stored in the information
E-PIA if the subsequent interact instruction is successfully executed.
Enabl ed  to those skilll imoaheaar¥hef Rubieathjasientatips.sh8@h in Fig. 20.

I[tens in t Ru£ No. Type Description Cohject a Rule Obj ect is

201 Execdtab_~an EXPCITahIegé%k?n actually just an

representi hByReuser ExeLBe8e¥ g ____String def i ned R{,u_%_

obj ect compPbgect }%ft Heé"rd\ﬁl’flscﬁ

al ways "RBule" The Parhk gugh _aggihe ones lr —iz e
Cpgss n apresent’ ‘ea

Paraneter |CkBS8 Type ’ E ol pis Cégngﬁf‘ ﬁgﬁgystem 211

Strin naneﬁg. 3 % etoH B7Rute &

Execut abl e$ BrE frose t,"l-éii:é&efs? 'r\w e—Tte mroﬁ—A—rSfubj BCL 15 SNnpwn

in Fig. 16 1 Autop Sz anl |nLe||igenL agent that enptroys an

Itinerary SB 1R OT T FERBressi0moRS_assl gned by The owner . Ttineraries
are detail ¢giTeation el | SACAbITraddGld8sF which DA] Che FBuUberOl dssUbENadl

E- Aut oPI A |but the orig|cabske®|tham\rdraesentsecotlatt fonmitafPiohjeghd have|
t hem acti vgoxdepad ti nej al Cemise¢ndrhesu'ﬁCAassPthaN0rEPfr§wts IBesle-lsitpPPfon

Obj ect iti heodipgtion
i tinerariegSeferar chi cal ByCehleehion I%q%aﬁﬁxtbﬁgegﬂriﬁ“sl'ﬁe lI""Fl nBFary

Obj ect 163|is-shauwn in E ] .
‘keyed objects. 7P

Descri pti o%ﬁ&ﬂﬁﬁ-ﬂ 2 -
itinerary deX e a n store objects using hier

hlkys.
SQL Provide fast lookup for information.
Statement
 Executable A piece of code that can be passed around as an
String object, interpreted when it needs to be, and
executed.
Compilexr a2 Class whose instances each represent an

executable body of code that translates a String
into an OrderedCollection of Codes that are
interpretable by a runtime interpreter.

Extended Other classes will need to be defined for
Classes individual E-Metro Community needs, such as for
_ video, sound, etc. _

The E-PIA object 135, shown in Fig. 15A. The E-PIA

encapsulates the personal data and ‘data processing rules or

5 behavior of a real individual or an entity by storing
information assets and releasing them under the rules
established by the owner of the E-PIA. Fig. 15B shows an E-
PIA that is created to pass informational assets. The asset

'_'folder will contain the approved subset of informational

10 assets, and the rules will contain the transitive rules (Erom
the interact protocol) of the original E-PIA, thus providing
“a-limit on the subsequent dissemination of the informational
 assets in the folder. The certificate helps assure subsequent
_users of the information that the informational assets
- 15 - originated from the original BE-PIA. _
| Items in the E-PIA '|No. | Type | Description

sa
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The InteractProtocol defines the name, input parameters,

output parameters,

‘ordér for the interaction to occurs.

implements the interaction.
~ InteractProtocol invocations.

detailed in a later section.

and the conditions that must be met in

An E-Broker aetually

InteractInstructions cause
InteractInstructions are

Ttems in the No. | Type Description
Interact Protocol
Object
141 | Interact | Inherits
- Protocol
name 191 | String Each protocol must have a
) name.
PrivilegeRules 185 | Set Already described.in a
o . - previous table,
-} MaxInstructions 193 | Integer See corresponding
' description in the
(v interact instruction above
tran31t1vePr1v1legeR 1857 | Set See corresponding
ules i description in the

Lo
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01 is shown in Fig. 20.

Items in the Rule No. Type Description

Object ' .

a Rule object is 01 | Executab |an ExecutableString

actually just an le representing a user

ExecutableString String defined Rule

object : :

compilexr 187 String name of compiler which is
always "Rule"

The Parameter object 195 is shown in Fig. 21.

Items in the Parameter No. | Type Description
Object _ .
name 211 | strin | name of parameter
: - S ' :
validationRule 187 | Rule an ExecutableStrlng whose
compiler is "Rule"

The E-AutoPIA 151 object is shown in Fig. 16.

The E-

AutoPIA is an 1ntelllgent,agent that employs an Itinerary to

5

perform specific tasks assigned by the owner.
detailed in a later section.

Itineraries are

Only the original E-PIA may

launch an E-AutoPIA, but the original E-PIA may launch several
E-AutoPIAs and have them active at one time.

Items in the E-AutoPIA | No. . | Type Description
Object :
itineraries - 161 An E-AutoPlA may have

Set

| several itineraries

hierarchically callable
Itinerary objects 163.

The itinerary Object 163 i 8

hown in Fig. 17.

Items in the No. | Type Description
Itinerary Object : .
[ name 170 | String An itinerary must have a
S name.
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parameters for the interaction as well as the rules under

which it can occur. The end result of a -succesgful

InteractInstructions is the creation of an informational E-PIA.

as shown in Fig. 15B.

10

......

Each item of information held by the
informational E-PIA is encrypted using the private key of the

.of the_lnformatlon when using the E-PIA's public key.

relationship to an InteractInstruction.

'An InteractProtocol maintains essentially a template

aAn InteractProtocol

is.represented by a signature of parameters to be filled in,

15

while. the InteractInstruction counterpart is the same except
with parameters f£illed in.
Instructions are both authoring time entities.

. InteractProtocols and Interact

The

InteractProtocols represent the services provided by an E-

20

. Broker and are authored alohg with the E-Broker.
InteractInstructions are authored during the construction of

anuItinerary for an E-AutoPIA. Each InteractInstruction

- represents the call of a requested interaction or

InteractProtocol.

The inputs, outputs, and the default map

are removed from the InteractOrotocol when constructing the

25

. corresponding InteractInstruction.

| No. | Type

| Description

. [Items in the

bl
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items that an. E-PIA
contains, but additionally
includes:

name

131 | String

Each E-Metro Community
must have a name.

Communities

132 | set

An E-Metro Community 137
may contain other E-
Communities in a
hierarchical relationship.

Brokers

133

Bach E-Metro Community
will need at least one,
and likely several E-
Brokers 136 to perform
specific tasks. The E-
Brokers are organlzed into
a set.

Beings

134 | Set

All the E-PIAs 135 in an
E-Metro Community are kept
in a set.

The E- Broker object 136 is shown in Fig. 14.
is required for all E-PIA and E-AutoPIA interactions.

An E-Broker
It is

the E-Broker that assﬁres_tbat information is released only to

b3



consi st of many processes which will be discussed in the next 30 section.
E- Metro Secwioogpssd¥ chitecture E-Metro enphasi zes security pdtTAissasiont i on
assets and trusted interactions. E-Metro guarantees that all information
put into the EEMetro World Systemw ||l be secure and that only 35 those
who are trusustedoehtiicier t035 meet ke (eauiTesenaei 8RC WY IBRSThe reader is
referred tggigyaga4 for a depiction of when and where encrypted
transm ssi ; ' AR—~D-2{-03D2F —

PCT/ US97/ 1‘3§5§”§s§%$li::aig'y t he MPsubrYR® | 0| 2PFFERREET® the E-Metro Worl d
System Al | B5PkeRO : ' REVEN

Net scape' s|SSL conmuni catsia{)\é ;%Lgﬁ-%lggﬁ'al glenzg ;kf%/ﬂ §§§%§§6§§g'
a8k subblas8C8f

-

descri bed, t_he foll owi ng systéem5 attribut z B ]
E-Metro Trysted Server Subsysgem af a Wb EE@:goeghgﬁﬂq{g s2qupe Qf;gces#es
that nobody can get access to}jwhil ¢ they aletewBNntRg: dd E-PIaseoaedihbat |an
ordinary pgrson skilled in the artiof proce¢ebastsedditignaiilva isicigbdesemchi e

can 10 achpeveotdlBiractanye I[A¥dglfiSey. 2) | TheaBhBEok4est mayT cgsitadnSer ver
Subsystem frai ntains its own pfivat¢ key andlssuprat keterapi@ngtprpréskiglof a
specific -Metro Trusted Server suhdy ids e :

Trusted Server Subsystens via the DiJre'c‘toryServi ce E-Broker. 15 3)
Al E- Pl As parthiEedutind| shxd Designer ypted when transmitted between E-Metro
TrustedgServer $yskeglehicien qEBEFIINL Whd SR tOEERFe idd dalint he

g
public key -of the E- Metro Trysted Server Subsystemthat is. the déstination
of the trarffhPsBPERoERY @9 BXIVERE b‘?{%’t‘aeﬁﬁ!y EPtFﬁ’él%lﬁ‘t%t’FPkﬁ?égfo
transm ssi aystefheslbed i B-Mataoypt i on acconpl i shes a doubl e guarantee: a)

Only the E-MRtbaudeish el Spdaian BUlsysd afsidie destination) with the
t i"vat . he t 1 Ssion. 25
by i & San. EORUETHEURY ATAoSkPy5he RLIAGUR PRoAbh AT || e

guar anti®ed stdf_&wap:hethahr@ﬁm'msn evpheyéd dio tdtoreoEr-tet o Mpecifdey ver stated
in the tranyyestsoin@/ck BerRorh BUNLELDta SOWiGR esSECThE Q& 2Aewibs Al l

et o PR URER L s S Al TEeaGed o Wikl V2t o1

Browser, and from that application, the view is that of many
CERe

E-Comggnities all connected to each other via the Internet as
15 shpwﬁﬁzh Figure 2. Ultimately, the user does not care where
" the E-Communities are physically located, only that.they serve
. ag a logical place for interaction with other E-PIA's with
similar interests.
- As a facility for building up one's information asset
20 structures, E-Metro Forms Repositories are also available.
- Forms can be retrieved using the E-Metro Client authoring
facility and incbrporated into existing or new E-PIA's to add
- information according to a useful reusable structure. A user

‘may- then store his E-PIA into one or more E-Communities.
25 System Architecture Overview

E-Metro World Machine Configuration
In reality, each E-Community resides on an E-Metro Web

site Server. As depicted in Figure 7, more than one E-
Community wmay reside on one such Sexver. Furthermore, E-

kY



5) When a client requests information contained in its Hone E-,PIA the
E- Metro Trusgcskedrver Subsystem mai ntaini ng the Hone E- Pl Acangseypsses t he
information for the transmssion with 35 the Home E-PIA client's public
key so that only the receiving client will be able to decrypt the

i nf or mat i orcommBAthes t Feridindoimari shngbe t PRYYRENAY MeAcopRegPRedrhRtion is
encrypted paiWPa98/ 8392drarchical relationship to one another.

PCT/ US97/ 13309 wi ghﬁ:g?ei dest i%%sogegggle%%%gé uss ¢ EES%r ‘fﬁ(::t§lib§¥5t em s

public key so only If%ef correc Ton W berabl & to decrypt the
i nf or mat i oFigueet Tng Anfindiaates BYsbheneeytekn Eigne Bl ACRRJIEABSIRY at ed

i tineragy airer RBfosSesryiidilitpdémehted) by Ve FEP diite)t whilebhnbthey

aut horing i,nfQrmation fram an,E-.Br t hor. ' ' '
encrypted Wit ﬁ“‘?nﬁgmsﬁ%%%ysaapagﬁcgég%,erag ?ﬁéﬂ;st’o t t{'Jltq' éo%n’%agﬁébg?lbie%t knows
how t o decrthst nheFprmarRanasditoryhesisher§ndi Bhat ShanForrgnarfosim™ Y or the
transn ssi garRbedr 45t e6dakegideduri ng authoring 10 which nust imediately

be encrypted vig e, ¢l hEia SltehibEokENs UL (@1 Metro Trusted
Server System FT%—M%%%%Y of an_E-Metro
Server 10The cor &bsuBiientmncth Seryesy Paesesses pin AR \E-detyrc¥erig axg
E-Metro is sHwemDiat Figuted ObjThet cReentr eerkbtatgiore donBisteanoSeter or
DORMS. The fi h Y. 5. a r a T .l ept ocess
and three rﬁiﬁ"’\sé?&g% %%égél]’[se e%ggigﬁbg ggie)ﬁ:ggt a s:' {bg‘éﬁét Eg%bggff‘%m t he
functi onal iSomeneBeEafiieny cPdePf SiBiRARpRR TR MAANt 50 facilibREfs
Server As nmitticuseHrMéteo RXRntSactevitieshe FERrlemferishark- whkblrinewst em
architegtur essem. L al, e h r kegi ng of
21 E ARt g eateer SADhl PlidedETARI LN ERE HELRCeoN AR ByalEl] ?gr

grai ned objdEcyssrdnin Nt seRPe S SERVET cdoGHREREHrier s THEREPRE Phternal Iy
manages. Mudssdecumentl 1y, tHeheshadeiSESHMeveo TreudtadrSedriverf Sybvemsgd7 D1.

T e A L N e T o A e
Keeps the FIMEERIFPLEOWItR BR E-MeFrostonetes Sofuafics” AE. BREEOBARS Nai nt ai ns
a Messagi ngi%ehs Istenatobrd:oudlePlandt fahepact It mexricbsCoayuanly gse
' obtained from the correct E-Brokers (Actually; the Fortis for
InteractProtocols and InteractInstructions may be obtained
from Form Repositories if set up to do so, but the required
TrustedTokens for these activities may only be obtained from
25 the E-Brokers). At runtime, E-Metro Clients query a user's
Home E-PIA at the E-Community, and therefore E-Metro Server,
where it resides to see the latest results or status of
associated E-AutoPIA's. E-Metro Server Systems actually
consist of many processes which will be discussed in the next
30 section. .
E-Metro Security Architecture
E-Metro emphasizes security of information assets and
trusted interactions. E-Metro guarantees that all information
put into the E-Metro World System will be secure and thét only
35 those who are trusted to have access to specific information
~ will., The reader is referred to Figure 24 for a depiction of
when and where encrypted transmissions occur in what is

s



35 D6. Maintains visiting E-AutoPl As D7. Drives E-Broker nediation of

E- Aut oPl A wwh of3B27A | nt eracti on 67 WO 98/ 03927 PCT/US97/13309

PCT/ US97/ 13309 D8. Maintains the Privilege RuI es Processor that assists the

DORMS' guar ant ee of_ _secure and {rust ed int i ons. tsca nmer ce

Server The RésseabRllbnFhs CoUBLIGE ul'%e‘TJH'Q Eﬁﬁﬁwﬁ%%ﬁggl i ng an

E- Metro Serggetémn. berld D thiet pecesisaryt en:apltomtephihesecmrdrtr}mls Since it

uses the opgn, §§8&r%gL gl‘gy@ﬁl‘ (c%%k&un%ﬁi;%ﬁ'layérpr% &RSntdhih
provi

I nt ernet securl ncr serv ayt hentication, and
message i nt &4 %?"%%l‘?fg sleé’élﬁﬁﬁyo‘g ’\r/’ﬁ?ﬁd%slih Bfg%‘&f?% St®fen the 10
client nekeataribouestare maihwaysedommuni cates with the Net scape Commerce

Server initiallysyln gde p-Maerbet SeaRl GRIRLCSuSey¥edm ¥t la weBpPeLeee With
t he DORMS Server VI a the Netscage Serv r API g\,nth an

Ql Segonmuni catl s%n
E-Metro Ser FORSYPLS 9k SRTEELBECD &%eWBP SSTRAT TGt fE 15
client subsydtidm they@rs sunpingari Iy i agsurERPLRANIAR CISingay PBFEERW de

Wb Browser si&ﬁhe&SiMh%te&Q davpestdss sErardelabhsa 0fiddlies maepRARALAAN are
descri bed in ﬁ_‘ge ne secti qn. t scape Transacti on Server 20 As

not ed i AOFi eye ¢ I@’tng:é‘ BSetHre9acti on Server handles credit card
processing, t ranghct iBach &gdfietye Trusted |Sexyemnfubsyeam mEHOtRIRFSiLEr ver

Lnteracts V\nom b@v&i@tkéy e&adpabpseagéﬂgt &%aec uanwheéyd oM $peciEsbes to
egi n using ser N |
capabilitie ﬁ%sewgi'ﬁeé‘gﬁs Steezn orm’?l Wﬁ a? glfﬁo\e&vtv‘?ecagage}:r?l
are pr ocessmueénﬁ%m |Spbisy st ams cvwlqhec&ﬁaef:aﬁmwme tﬁT@rPF&ﬁsact i on
fServer 1ghe DORIVE) SeryEr Brgpsi gherRcwtorind bite enengstdd amenogygi ng )
unction to trac n L t yt e
billing 30 tﬁ?ﬁﬁ@%ﬁggé }?ea:r‘f%t%#lo% ggtz\%lmﬁleg%egva %é%ar{f%an Ol’gl nary
person ski | IERgryRtior I8 tpegitormafuvith hakdy &hei RYPLER %8¥i9f) thel Eow t he
necessary . NMetgaperustethlserverc subsgst¢n tdhatC aspehat dest fraitioen ofheh®ORVS

Server and Err% gggg@sgeg R iﬁ\% i;HQ%S}:ﬁ%tteE ggt{:?t{.] @té&ﬁrdeg Fhﬁhe

I ndi vi dual ers an conf err | L ng
policie29 E rBPSI@é?%’-%n g Aeuble %‘HW‘:&PHCPEE?E‘P}:’&?QFQ b G‘PHH?-Fon in
guarantee:
ey a) Only the E-Metro Trusted Server Subsystem (the

. y-..n-

_destination) with the correct private key will be able to
decrypt the transmiseiqﬂ.' '
25 T b) This same E-Metro Trusted Server Subsystem (the
' destination) will be guaranteed that the transmission
came from the source E-Metro Server stated in the
transm;sszon and not a fraudulent source. See Figure 24.
- 4) .All interactions between E-PIAs and E-AutoPIAs are
30 performed in private on a single machine within an E-Metro
Trusted Server System. _
.5) When a client requests information contained in its Home
'~ E-PIA, the E-Metro Trusted Server Subsystem maintaining the
Home E-PIA encrypts the information for the transmission with
'35 the Home E-PIA client's public key so that only the receiving
~ client will be able to decrypt the information.  When writing
information to the Home E-PIA, the information is encrypted

6



order that

It submt a required TrustedToken for an

PCT/ US97/ 1339 ed/i3bar act Prot ocol or Interactlnstruction.
realize that E-PIA' s can only do so via an E-Broker

sane, but

i mpl enent at i on.

with the Nefsca |
site to ha ccré%% over fﬁ mﬁ'{)ce?gﬁ'w
request 10 AumRid iandt ésﬁ‘h%lﬁﬁﬁre‘rté@eséFVePumPﬁ“Eﬁ deteq §igyre
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ticurlar,

SEVaRR
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System Server or DORMS. The five other subsystems are an FTP
Server and FTP Client Process and three Netscape Web site
Server subsystems that, together, perform the functionality
necessary for a complete E-Metro Server. '

DORMS Serwver

As mentioned, the DORMS Server is the heartfdf*the~E-

Metro system architecture.

It essentially governs the trusted

storage and brokering of all E=Metro objécts and resources

with the assistance of the smaller grained objects, namely E-

Communities and E-Brokers, that it internally manages. More

specifically, the DORMS Server perfofms the following:

D1. Stores E-Communities
D2. Stores E-Brokers

- D3. Maintains an entire E-Metro World Directory of where all
Communities and E-Brokers are located and keeps the directory

up to date.
D4. Stores or "banks" E-PIAs

D5. Maintains a Messaging Subsystem for E-AutoPIA transport:

between E-Communities
D6. Maintains wvisiting E-Aut

oPIAS

D7. Drives E-Broker medlatlon of E-AutoPIA with E-PIA

interaction

el



WO 98/ 03927 PCT/ US97/ 13309 For NS3,
t he E- Br okewomssoBo2€ommunity is checked to see if it existsPCHUSITNSG®? t he

requested DORMS service is perforned. There are several types of requests
which are: 1) Cient requests to browse the DO?MDrector

G ot 1 oqiEbt HaknEstns ik FRAVEHPSR rthesh BERGRPRR LM GRARLS5H) B bnt
request s r gjorMeY aguatarntute dfEsPbére il atisiredadseesactjor i ent requests to
store E-PIA infg 100 Egelger@éf.er assets were updated on Cient. 5)

Client requests Not.e that E- Aut‘ggl A S do not
utilize this enFP?p%??ﬁc%gﬁg'@eEc?\LﬁW% a4t TPeL FBESFEPROTR O i ent
driven proGeeadlihdPabE\MatrandefFér Go de alWeb sitAsand|intrraah oygced

later in ”L%t an ﬁ@%%&&%w%mﬁe'\@&f;@ Gt { Sheh rs%bh%lal §oéﬁé§§mmx8ubsyst em
ortin ro

for transp Aut oPl A m*rum t)é rgfﬁr Si nce
| nt ernet E (@844 P§°E%"E°:ﬂf'el‘1taBF8"l F‘?ﬁ%ﬁ' ts Afe used to
i mpl enent  tgreviidassenetyptichut sPkes a:teham:r:s:hallbed and onessEge BLOb and

transported E%g&ﬁgyt &sfﬁé %cﬁhﬁlgg% ffom REE Daltha® skeubiep. Unhradegevi a

initiation of Server Client to another -Metro Server's

FTP SerPer .CIHFET| 9?%?5 saec”ﬁqb’l‘?sﬁesﬁlﬁle“éalf%&%lf’gtﬁ YHER RB€ of FTP for
t he MessagiNexsBSapeyCommermc Senwvey. i2btid)lgtr i o surGhj tlee Netsaarse

Menagenment Gyal-etk (BLRMY vﬁQ'iV%E:oEé:Bé'E@ w15 haies DbRBsCoEBy&X dld amgement  of
subsystems within the %ﬁ, The rest af thi, secté devot es
portions t&’%?@ﬁ?s?ﬁﬁ“’e’é %ﬁé?e %'8%&?&&“&6’%3& qE?e | ze,

however, t Iﬁsa.rvahreVintbhadhmaPﬁoeem%rce Seaxverf dsawhap abb‘l"frﬁ thecause i t
:\ét t he yar 'O\édﬂ&nizubﬁuﬁmzﬁ heat cﬁﬁ%&s@aﬁiéﬁ%xfmpl TXQ anChirepfuriguest via the

scape Commer,ce_Se an ut o arriy sagi ng
Subsyst em SRTRLAERT | %ﬁq%&d g’%th%wsn%ﬁ Y &se&%%nggﬂ%l%‘pl%ﬁat al |
servi ce recﬂl‘@td@taﬂ-éssm |C99Peﬁéﬁ¥%rél are sescrmibedcinorhsingxtan E- 35
Broker. | ntgdatGlonon Processor WO 98/ 03927

PCT/ US97/ 13309 ni i n i on Processor is the focal poi nt
of t'he DORMS Se ﬁZtgga %s c'{l_ hokE requests via an E-Broker. Wen the
-I\/bssaglzfﬁ’g Subsy 28cRPEeBrint FIGHTE- Aut Bib¢ Aletscape Transaction Server

handles credit card processing, transaction logging, and

=8

billing management. The DORMS Server interacts with the
credit card processing function when a person wishes to begin
using E-Metro services for the first time, or add new
25 capabilities to their E-PIA. The charges for initial or new
" capabilities are'processed automatically by the credit card
function of the Transaction Server. The DORMS Server also
.interacts with the transaction logging function to track what
. is going on at an E-Metro site and may employ the billing
30 - management function as well. It is assumed that an ordinary
person skilled in the art of computer programming can easily
follow the necessary Netscape manuals to configure the
cooperation between the DORMS Server and Transaction Server.
' An important E-Metro feature is that individual E-Brokers
35 and E-PIA's can confiqure their own billing policies. E-
' Brokers can require the entry of credit card information in
order that it submit a required TrustedToken for an

@



to the DORMS, it is actually submtting it to the Interaction 5 Processor
whi ch is thavolssnspzyy body of code for the whol e DORVS Ser vercT/tsamssohe
Messagi ng Subsystem does this, it assumed that it also has unmarshall ed the
E- Aut oPI A BLOb so that the E-AutoPIAis in a suitable formfor the_rest of

i ts processinterattBNetesrlt e¥ Intemantdastrugionpel BRIA M2y &o160emuch
processing fimde aneEQﬁza'ehwm FIOEe ehnasni@l do aso fila anv ESBirbRgr

E- Aut oPI A. Th ¢8 ohLed t n a r handl es are
all the d |’e'PRel% 5st"§nl [ sﬁgéiﬁ %v?it %gr\lz.e%fiﬁ Bi%ﬁﬂ-ﬁ er ac(‘):lr nstructions
of incom ngawaidnbim Ans thehi- %%)’-H'gﬁ!ét%mll§€ BPIrvhie tB-Brakarced by the 15

| nt eractg ong m:ié‘iﬁ@haﬁd RAfy O¥£TV ) e\rnﬁb Rad1t beyd pseudwtlllatelrs enuner at ed
bel ow. | P1. fe Qe Lo X8 DCRIVB Directory- The request is
redirected to a he "DirectoryService" E-Broker.
20 1P2. dient TheydiSaP3 aafh%rqw%withf 5hAaliebRCIRG (ROImeECepEKERT - -
The requestinh Sordedi ecpedvidettise: E&dimd(&brdeswghaéfﬂatﬁb dahie eoaceblits

speci al aut | ti D%&E'IP"

"interactPro %]'Lco ect osgxh%%éﬂ r%qlq{ er act%r o‘;g(}ggsrequfgt | P3.
dient ¥equeeres [ |t|°e\'i§P SP““B%’F&I %IP""A i nFBr REEEHEA LRt LSThi s request
i s redirectRetscape mcuaén&ﬁtakmharmnoasnghst ipion] theBnokenl The
speci al ser]\_(é ? Qvedgls called "retrieveAssets.” This special E-Broker
nmust be pres very Oom*rumty that Home E-PIA' s are to be 30

al l owed to ¥&k; d\é‘th?nlzP&mEI FERSYEd®sts to store E-PIA information
assets aft ewsasdme wraasliptadéed on Cient -- This request enploys the
"Honme" f5 Brgker g dnlebRe its "storeAssets” service. |IP5. E-AutoPl A
request’s interaction via current 35 lInteractlnstruction inits Itinerary-
The requestN$4%- PPIect)\BYB8/ 03927

PCT/ US97/ 1388%. Respomsigé&oi sequsst ng upon filing. -WD 98/ 03927
PCT/ US97/ 133889, @oditgreolﬁggngg@p{&{ Cal | execute() 7 E-Broker
executable The NSAEQ 8§8vf é%“@ﬁﬁ”é%ii?g§ Eg override the processing '

20 that is performed in any or all of these steps. It is assumed
that an ordinary person skilled in the- axt-of computer -
programming can easily follow the necessary NSAPI manials to
enable the regquired overriding of these steps. In particular,
steps 1, 2, 3, and 5 will need specific E-Metro replacements.

25 An overview of the replacement implementations are enumerated
below: -

For NS1,
The E-Community privilegeRules necessary for the reguest
can be checked; and :

30 The TrustedToken necessary for the request can be
checked. -

" For NS2, _
Paths may refer to hierarchically located E-Brokers or E-
Communities. The path submitted. is munged by leaving only the

35 relative path corresponding to the E-Broker or E-Community"

assuming the site portion of the path is correct.

@



perform service 8 E-Broker Service API . May need to call service
APl procedumeo o3zt scape Conmerce Server Ret urn i nf CRASIHI3WGack.
Encrypt the information sent back with requesting client's public key.
Table 1 A request fromthe Cient application -- the Interactiaq

Processor' &oxt ¥p3, a?RF&@rB?‘an?FaEI‘KP?WE“%HSﬁt E%’E‘.’k%%b%‘ﬁlﬁe@ml%sé&

Action 1 eMQSGagI NEpISHSSY S then requested DREMSI sesvicdui® Riexfonedecr ypts it
using the terkaye iy 3t1h%yg9§a$f Fré@fersQST(«rH§Eﬁda§€r ver System 2

I nteraction rocessor uest, 1S su t DORVS Virtual | nmage

with E-AutoPl A 3) C]\Fr?"ttu&'FqPﬁﬁbg B tIFanse ﬁglﬁ Egg%oﬁ FEhmuni ty naned
in Int espreter 2) Client requests ﬁamqmm%tsmbnnafamMn a4 E- Rul es
Processor Val i dat e pri vil eaceRul es of E- Virtual Interpreter

Co t ?’ Rif es. P | Rul f
Vi mgi Ynt erprat gé 1‘;“%C%%%8resgmﬁyr??ﬁ’rﬁvﬁl1 Q& 9“’8?% § %&i %é 5 gPSi g?\so

that are geissgt&o be passed as an i nput or output Paraneter. E- Br oker

Val idate that Ejfuspflf fi@auasess\sarytairé@-@dxokﬁao%@ﬁm )&Eée‘% it with
E- Aut oPl A" s ubI | c ke% obt ai n d fromi %rt ificate. 7 E- Br oker Adapt or

Cal | e%@cu Frv\ﬁ?\et‘ éffeﬁeué’? 858%™ %xi¥%e and name of Interact Protocol
(which will be pekr€biensd reluests) taslamceneE-AgtoPIARr oker execut abl e

| nvoke execut abjjgré ot E-AQBBP2AA €3 Udd Gt &u&&eéTehﬁg i rygigstact Pr ot ocol
narred 9 Ibg%lalelge Pé Ofu%%%eﬁg%%\uﬁles are %& Sgl‘ ﬁ.e % S Q\éiesgual

Interprete reparalon ction and
col l ection (seek ETP Cllen

15 .- As will be introduced later in the architecture, E-Metro
requires a reliable Messaging Subsystem for transporting the
E-AutoPIA's from E-Community to E-Community. Since Internet E
Mail is not reliable, FTP Servers and FTP Clients are used to
implement the transporﬁ E-AutoPIA's are marshalled into a

20 BLODb and transported to remote sites via a file. The file is
then uploaded via initiation of an E-Metro Server's FTP Client
to anéEher E-Metro Server's FTP Server. The later section
descrlbes the details of the use of FTP for the Messaglng

- Subsystem machinery. :
25 Distributed Object Resource Management System (DORMS) Server
Figure 10 shows the complex arrangement of subsystems
within the DORMS Server. The rest of this section devotes
portions to discussing each of these cemponent subsystems.
~ Realize, however, that the Interaction Processor is the focal

30 point because it is the driving subsystem that gets called due
to a Client request via the Netscape Commerce Server or due to
an E-AutoPIA arrival via the Messaging Subsystem. Another
important point to make before continuing is that all service

- requests are somehow implemented as an interaction with an E-

35 Broker.

. - Interaction Processor

70



10 E-Broker : Call E-Broker 11 E-Broker Adaptor

Cal | execut g egmidve7al | ow only those inputs that satisfied trcnsstiises
privileges to be passed. 12 E-Broker executable | nvoke execut abl e
code to WD 98/ 01927

PCT/ US97/ 13309 phe msmkisaedi cehe Jintamgchiion Bzpgpegonpis the focad,) |

col I ectTr USbSﬂEP'dﬁ(t)her EORME- Bé¥ver fammiGhjsect sRtpssal Dryedukstis Bieken

execut abl e E-Ryoker. B fgoegatﬁgs 44 rmgofs,u@é%ugabgsbﬁw@ dr]) FAReRieah S

service inp rtu te E- Aut oPI A
wi th out put sof Blire RARME .t A&ndFt RS} ]iX/ﬁ"’é’ﬁ\%§t&f‘8 i5t F%ftfl'&i Intfé'acltllPﬁ‘er ary
| nt er pr e er processor WHiehpist therdeintigs bodly afidcddéefor nehenadtiole

pnteract | nShOEgE &E\}e‘} pe gﬁne?&&es%a{g%fgorsmﬁ@&gtéﬁ foddl Atf's, atl-00k up

FTP address and tua next

0
| nt eract | nsBﬂé‘é‘t‘?‘brF_hfﬂi WE§§§§|’H§S S%M%%Fs?hé%led the ”‘Aﬁﬁﬁﬁﬁ% ORLEGPI A back
t 0 Messagi nghStbstys (B mutoPliR 15 ahs pordwid-abd en@otrmEfoforhminidst dibgsagi ng

Subsyst em mialo SHCIYP! bae chhEIRIA Uh b8l HARAHT 5 th ipi heir® sQUDI T €

key of the H&2ETnation. uest from an E-AutoPl A --
| nt er act® onmpebRERRRSadIng EBsPEPRR LW & ﬁ@l’-&nﬁxﬁﬁl@%%ﬁ%t% aﬁulfé?E
Pr ocessor Tbev&de&ngWSDIALS The bgersacer regueatsr tieaterthed  subsystem

|t Checks Pkl FrocdBlof tHlidRldre ShhCeRY! €1 FiRCSRRlestlesO hand] es
conversions'to staterrents o al A sel ecti op. dati on of

Drivi | eceRuR&8EEIRAYWG 281 YPL ya%o'%ﬁﬁ &W%&&BFE“FE‘?% sEeguLn
E- Aut oPl A' sg-aAtiecPIA NS | ebBukespletre list of requests serviced by the

15 Interaction Processor and an overview of how they are handled
is enumerated below.
IPl. Client requests to browse the DORMS Directory- The

request is redirected to a special E—Broker-known as the
'DirectoryService" E-Broker.

20 IP2. Client requasts authoring time information fram an E-
Broker -- The request is redirected to the E- Broker ffi

designated to call one of its spec;al authoring tlme services
(InteractProtocols) such as “1nteractProtocolD;rectory" or
"getRightsToInteractProtocol."

25 IP3. Client requests retrieval of owned E-PIA information

assets— This regquest is redirected to a special E-Broker known

as the "Home" E-Broker. The special service employed is
called "retrieveAssets." This special E-Broker must be
present in every E-Community that Home E-PIA's are to be

30 allowed to reside in.
IP4. Client requests to store E-PIA information assets after
assets were updated on Client -- This reéuest employs the
"Home" E-Broker by calling its "storeAssets" service.
IP5. E-AutoPIA requests intgraction via current

35 InteractInstruction in its Itinerary— The request is

m



10 refer to "nyself" and "yourself." Each privilegeRules is a Set of Rule
obj ects. EJ¢dodiidd® obj ect nmust initially be broken into spbgwsyasmpons

- which-include "nmyself" references only. These "nyself only" subexpressions
may be immediately be reduced to TRUE's or FALSE' s by executing the Virtual
15 Interpreter on the E-AutoPl A which is the current context. The remaining
"yoursel f" subexpressions are conbined with the results to forma reduced
expression. This remaining reduced expression is then parsed and
transfornmed into a SOL SELECT statenent which may have an ORDER BY cl ause
if the 20 Rul es | anguage provides this. This SELECT statenent is used 74
WD 98/ 03927 PCT/ US97/ 13309 later to
collect the E-PIA's that satisfy all the rules so far evaluated up to this
point. Since each E-PIA has its own privilegeRules for the interaction with
the E-AutoPl A which is the current context, 5 the collected E-PIA's from

t he above SELECT nust be further filtered. This is acconplished by t aki ng
each E-PIA one at a tinme fromthe collected set and executing their
privilegeRules with the E-AutoPl A as "yourself" and the current E-PlIA as
"nyself." This execution requires the Virtual Interpreter. 10 Note that
this portion of the privilege check may have poor perfornmance since the

dat abase SELECT is not enployed. It is therefore inportant to construct
specific privilegeRules for E-AutoPIA's so that the collected E-PIA sets
are as small as possible. 15 Virtual Interpreter The Virtual
Interpreter s sinply the machinery that gives dynam cs to theprogramm ng

| anguage of E-Metr.o. The progranm ng | anguage nay be any | anguage even a
new one, but it is suggested that it have sinilar features to that of 20
Smal I tal k. This programm ng | anguage is the one that nust be used in the
privilegeRules and the scripts of the Itineraries. Virtual |mage The
Virtual Image is the place where all E-Metro specific classes and obj ects
whi ch are being processed are kept in RAM 25 The Virtual Interpreter is

what gives dynam cs to thgsis pijects mismgsmymfilman gure 10, all
E- Communities and E- Brokers are kept in the Virtual |Inmage as a perfornmance

t echni que,. althgygh each is persistently stored in the Object

»q-- J
..u-a
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‘i;h Eégﬁtégh § ihe E nt eract [ gE rocesso—r- W H R

aut omat i cal hytmcﬂimumc?r&eéssof S| geeppyend usel0f dakrarP@RMracti ons for
DR ATERl e

| ect’s are accessed lisi ng..a uni fi ed

t he out put
E- Broker o

E- Broker Adaptor and E-Broker

Execut abl e Al |
nLot QCQ' m4 I h L he \irtual

| nterpreter]

Ry be

0 BBe of ea E- Br

Aekion ecyut abl e i s possible

di fferent. jAn H¥rsdegings Subaysbema C or CHREXEves @-@futgHADmd a_ Vi sua
Basi ¢ progrlam lan OLE 2 object, a SOM or .of $RFXYP b‘éé ErEh‘F ‘faéift )
i nvoke the fi nplfenentation of an InteractPro {P"dbl°% € '- case s
possi bl y dif-ta heretere e Aoy PEs b B30 “-=-‘-'. |
E- Broker Addbpt o Wﬁ f}'ﬁa 8F 3 'fo u 1@ _Q{ e S |nvoca|onsS|n1‘o
t he nechani jsfm T oG T E I TELESS Al -:l‘u--:- TR T U TOLE R ]g]
to and fromthe ﬁ-nfgﬁwte&xecut abl e The Adppi Rkt oI dgnay s a DLL which is
dynam cal Iy} | oaded and whi ch al ways suppor t sIhterd o InstrogtABhS (vm t h ‘
signatures b U &5 (HmeepEsost With) - - cal | éaljdmte gixiadladeRubes B E-oags
stop() -- ¢ ixpualpdnpexprgberor DI S| Gemmeniey execute() -- _this |q
the mai n enf¥ yppRptes ProcesseE Whthnt eract | n‘éﬂ’d&f{*%rfheTE iNa g%‘f‘u
| nt er act Pr ot oco V-H’EE%a]b&‘BtGrPES§§5d in al onp® t 3PS % kag‘" é
parameters.{ The inplenentation of execut e( ém En IS st
' output Parameter
6 | E-Broker Validate that E-AutoPIA has
necessary TrustedToken by
decrypting it with E-AutoPIA's
public key obtained from its
certificate.
7 E-Broker Adaptor Call execute() with
: "getTrustedToken" service and
name of InteractProtocol
(which will be performed
shortly) as parameter.
8 E-Broker executable Invoke executable code to
generate unique TrustedToken
- for InteractProtocol named.
9 Rules Processor with Construct reduced SQL
Virtual Interpreter Statement in preparation for
: E-PIA selection and collection
o i (see next sectionm)
10 | E-Broker Call E-Broker
11 | E-Broker Adaptor Call execute() but allow only
o ' those inputs that satisfied
transitive privileges to be
: passed.
12 | E-Broker executable | Invoke executable code to

13




contain the code that binds the InteractProtocol nane sonehow to the
execut abl e cwdesdsogly representing the InteractProtocol's i rmdraseniaeg on.
Execute then invokes the 35 executable code body. E-Broker Service APl 76

WO 98/ 03927 PCT/ US97/ 13309 As

menti oned tlhe H Br ok e n. he _anpPexforn -sexy r
nment i oned b el ETRFQ%%FEFB“F% e t h¢ SRttt FAYIBFETTIRE TORREQHET, rmthl
service/lnt eract"ﬁ’t dEGIAY ﬁaf H oker devel oper is tryr ng to achr eve
APl s are 5 [sHBH :3:".- YT Seapab] e P ETETES
froma C D per orm t ese procedures Q.gaeo ntEer 2 dgrs@}vtis:gful
procedur es si gnat ures undet er m ned) ﬁa\pleﬁéhegﬁl'dsmstedEPl As() --
This APl | §I8Te[virotadnamagael 10U nNusl De ¢apdadeDp-ZatdbPia ke outputs
execut abl e. is the only way for the ex¢forawhéchotgmiskrive d of the
"privilege pl i ant” collection of E-PIA ¢priNidteass azgkatisiied,:.
addi ti onal {Rf esltinararypppresPrelien he col [|EBEPHRYeF FuIreRts SCRiPtRaNEs
Processor ifs enpl oyed to conbi ne the input 5&Fé§m&5‘e th t he i% st at enght
formed pridr to entry into the E- Broker e 51.5%
SELECT st atjeres B 7Y et - > 19 e AR Ha L Fagl
obtain the 5?- qﬂﬁ §Et at satr é\lc fay= SH f "n_ & CO I(Ialctron S
not returng ey, however untr | the indivi da&ErRthsﬁ/ﬂ@ﬂQﬂ” es of the
E-PIA's in = 10008 ggggﬂ?gﬁnsabgy st Ked DYy efSabhfitgELRetIPTZX DaAdKOESSSOr .

Once the erftire]y "privilege conpliant” collMessaging sSulsgysten tc be .
E- Broker . eecutfbl e may do whatever it want$ranshorkedn teinaxt Est ur ni ng

fromthe infterakction. Note that in 25 the S& ugrrtgnmhpessagmg

maxi mum nt gr actf ons val ues for an Inter actlr; g}gg"s"br P@ es npy
be very indortant. procezsCreditCard() -- i sgﬁ ron
Server aftgr obgaining credit card mformardggt ﬁgt urc ase of sonet hi ng.
30 bi TIETL T &Y rEquest 1 Efom Grs EOR sapi TR oo an
E- Aut oPlI A based on an activity. nane. vali dat eWthSecureCard() -- requires a

speci fi c EI' BEPPRAAQE 'ScShERS @RY use 9E AREER RPRMA subsyste@mBeader in order
to return TRUE. Rulles Ppeeesssr Secure Card is identified

#The Rules Processor is a key security enforcement
5 subsystem. It checks privilegeRules, and additionally, the
Rule Processor also handles conversions to SQL statements to
aid in E-PIA selection.
Validation of privilegeRules requires a falrly complex
. procedure. In the case of E-AutoPIA's, the privilegeRules can
10 refer to "myself" and "yourself." Each privilegeRules is a
Set of Rule objects. Each Rule object must initiaily be
" broken into subexpressions which include "myself" references
only. These "myself only" subexpfess;ons may be immediately
be reduced to TRUE's or FALSE's by executing the Virtual
15 Interpreter on the E-AutoPIA which is the current context.
: - The remaining “yourseif" subexpressions are combined with
~ the results'to form a reduced expression. This remaining
reduced expression is then parsed and transformed into a SQL
SELECT statement which may have an ORDER BY clause if the
20 . Rules language provides this. This SELECT statement is used

T



35 by information and Rul es supplied as paranmeters to this API. Meta

E- Brokers 7%o 980862798/ 03927 ' PCT/US97/13309
PCT/ US97/ 13309 Since sone of the E-Metro System proper is inplenmented by

E- Brokers, these special E-Brokers are known as "Meta" E- Brokers. " so far,
only two haveldman ticdenlilécedthe Nb+RIAvay thatneatddédfy5all the rulesHsee far

E- Broker Thi s & B’ LBBELL Y wﬁg_s to validate that the user editing or
br owsi ng infoer‘%l}t%l’a%% aggets o!? a specl fic Home E- fIA i S inr#act t he person
e or qg

who owns it. Wil &iPFese8fBcFaPld-Nas diks WoegrivilgaeRules er haps

many E- Communinteasctibs Withi tipée ciremitadRIoN witlyhbésotbe rewidemmt demtextanpl e,

a one TogE d;%éf&h%cwa' BUBPA 8 | ST Bhed RBNVAC shEEES I mBAC Wd Bhrtueh that

a Secure rd_1.s absol utel,g req%| red.. . h%[ "Hor’rﬁ'( E- B%cg_lfers may onlf%‘

require a passwdeFeda vEPYS| 48s C‘E‘?’@}rﬁ%’rﬁ YYri§RRES SHP sErt fe BF 2

Di rect orySer viigee ExBrokbe Folledtdi clalr aad espretiognehennipriyi s

know edge of (8, e Eeabrdbii CadOiydhrdllps QB8 PhbeShArReRIMR s Broker

i s needed per E- Ce:agm.nl %r%vvhl ch is , the top | evehﬁparent at_a site.

Speci fical | y,"™58¢Feps TRAEKSHPCHHALTH FRTL LIRS CF Yor Tk HRGRTRTE NG 1 o

Trust ed Sérve¥otSulkdpatt 6hiisopontionk-ofCkheupriivideganchedic nay dravet pader esses

they are | ocgleitcdinands Wehte agheuAata-R @kekeT! €81 ASt | dndiiyBANd 1khes

names of the InteractProt ocgl steach E- g{ﬁﬁr owns.. The Directory

f or mat f on TAFGIeES] SEPRECREE (%5 BRI FRECER}EhEbEleRakika, for 1,

keep the Dir e-tAmtpPIAf 8r sat that uphe caddiegtedy B PID sets @nS@syisv@1E- Beoker

periodi cal |y gduakiet,0 see if there were any B-Community or E-Broker

assi gnmaﬁzt5 change%i]:_k:{1 hfrl’l was tet he DirectoryService E-Broker |aunches an

E- Aut oPI A"wi th 30 AL isit each and every ot her

Di rect oryServi ce EheVékEnal olperrmneterehsosimpdy chmgeachinkiny thaguency of

thebpglri o]g Neyivies sigfainbbsotsdi Kee Gy mﬁniagxélﬁ/ggﬁsg%y&fl nﬂm&%t 3 afrfle

probably fair e a_new.E-Metro Site must obtai: copy

bt “he et | r FrogrAT A Thagtlef ddifnd 51 EalRa0E af iy Sl Bf U7V

| nt er pr et er it is suggested that it have similar features to that of .
20 Smalltalk. This programming language is the one that must be

used in the privilegeRules and-the scripts of the'Itineraries.
Virtual Image ' S : Ce

. The Virtual Image is the place where all E-Metro specific
classes and objects which are being processed are kept in RAM.

25 The Virtual Interpreter is what gives dynamics to these
objects. As shown in Figure 10, all E-Communities and E-
Brokers are kept in the Virtual Image as a performance
technique, although each is persistently stored in the Object
Repository. :

30 - when an E-AutoPIA or E-PIA is processed, they and all of
the objects they own are brought into the Virtual Image. The
privilegeRules then employ the Virtual Interpreter to process
expressions. A special method on Class EPIA is able to check
for the existence of a specific TrustedToken.

35 . E-Broker Objects '

Each E-Broker object may represent an executable which is
essentially external to the delivered E-Metro software which

s



WD 98/ 03927 : PCT/ US97/ 13309 The
Itinerary | Ri@sguaedzer understands that an Itinerary cones paT®8€r83ost Wo
forms. Either the Itinerary has scripts or has no scripts. In either case,
the Itinerary nmust have at | east one Interactlnstruction in the

i nstructi ons Smpledettes Gleiec IntaractFrdtoercdasdnoh warsery pof, wayss

Instructions 95@80&900& %fitl' eﬂatslélmﬁe%%ua%%oﬁge@aals;azym bethRenase

of scripts present teractlnstru t ave to actually have

paraneters fi@Pel- 4“1’1‘:%&?‘9 EReEsRIR rerBFngEan%ﬁ? iiog
paraneters. | extérsal asescuthblex deInsK&ﬁd,ediheorIn@branteoacErmssm iwidd

Terel y repeeseaby ey i ARl bRSnAALE dOMRNAL §8NbeuEaLE othd rom the
SCri pts. ere IS eason ave up icate |Interact]l nstruct# ons fQ_I' the

scripts presepiiyileceRules e EBFYEfe {8 SLANPEIRASIntFEASTY
| nt er pret er nehelydiberathoredaasi tsduglc tardiyPonet E-PLA wvhbl BeAuiryRilAredo

keep track of ;yhigd iﬁeeezra%tlbasweﬁtﬁw aa&mzhﬂ n@héryntéra&ei&wrent
one. \Wen scrlgts are pr, he l%#] rar Int %reter must tlt

conpi | e and eX&ELHERAT Y a“FPmEB \Fé’§£ g 7Ad b?/feWeoﬁ

Virtual |meer papimeniadactdongt £6% ¢hd<e>\a:p@r¢aplatramhte:eshod in which the
programming | anguaﬁﬁsf@ééxb@.dﬁﬂgbw@ﬁdt@-ﬁ%ﬁe@f ExaB¥egener al processing. The
vari abl es referenc I!.-f ?‘\ff *) Ind to the Ha mfor%i% wi thin
the E-AutoPl A At ’gﬁ; THRERRFt R e%lt%a%ecﬁ‘-‘ﬁte,ssg PREBY Y tion or
even an entir preteoeel ardchmheb¥irtnakdiberprieseri.ngHovever, dhecitapey @fi abl e
"I nstructions eachhg-Bndke3iX ekebutablé Nk nﬁbdéﬂﬂbaaﬁ.kﬁéi-éid@l | h WRighdkae
"Instructjons at: aPrq%ocoI perf oL tcl)H_ ctio %%C{Fﬁrame ers. om
this exan% e, CBPrBE R &1 S s D't?‘le e ¢ Pntef &Freggam-
perform whil @raPhEt3 sRieEts Par 88%t 9% qt‘éleér D| Theopupgedene cregviyeda ket er
nare and val ugdvexe ttiee \iziplemefit atien ¥ @iETaterabbpestodED Gyt Isdyriteein

Cbj ect Reposi LgLy 4o lddBel BBl ed kit | NinBLaEE- 35 MIGY 5, BlAGS o9 @
i S T8 B

mai nt ai ned persrs itires an r's are st ored
t here as me||execu§q§¥ﬁynggggyes an E-Broker ‘Adaptor which transforms the

PCT/ US97/ msoanIhseﬂpmﬁocBepmﬁvbeawa@Imm ghei MBtRalye feiiized ed
: communicate the necessary signals and information to and from
the. E-Broker executable.
30 ~ The Adaptor is always a2 DLL which is dynamlcally loaded
and which always supports the following APIs (with signatures
25 undetermined):

start() -- called just after Adaptor DLL loads

stop() -- called just before Adaptor DLL is unloaded
execute() -- this is the main entrypoint to execute an

InteractInstruction. The name of the InteractProtocoi must be
30 péssed in along with a linked list of all the.parameters. The
_implementation of execute() is important because it must
contain the code that binds the InteractProtocol name somehow
to the executable code body representing the
'InteractProtocol 's implementation. Execute then invokes the
35 executable code body
" E-Broker Service API

.



interface over a relational database i npl ementation (e.g. Oracle). The

features of wdgsez¥0! € object to relational table row desi Gitradss7isBoo
follows: 5 ORLl. Each object is stored in a row of a database table with -

the row schema depicted in Figure 11. OR2..- The Object ldentifier or ODis
an I nternet-w de us qnemtiomedi che EdBrdkdr exeocnitableamapebeisanly taf the

dereference { e ahla0te cyfekeRlRLSRd hﬁlﬁwar 23R! 828BNES' PiLSPIMMWE ch

f f d t
oo e b g At Soies LROPer Eotn (e BeROUCAAYPF ERes B TR ol [T tet a

groupi ng of rehes E{Brokeacdevelepehels dmyidd teceicbnér®, EF¥s afme keys are
actual Iy "seexpoged's ddf orit bQBcetanie GRifChe tapaiignogncibigey ¢s stored
in arow, the Jf t data that _h been | ntlf‘__h_‘dto be%qposedls copi ed
into the apprRRTeiEFeSEFmsaof "r%ﬁeri’ea’fr'y fi8SKBYECE T Tenti fi ed can
be used for fast [BdaieAcfektiet idantifieblusefuloprbeedusest eltiatsilgrsd wreg ne
can be enpl oy@,gde,._?&mggaq a'{.ge actual objects thensel ves are stored in the

BLOb colum of aro sitory .is_i nstal | ed each I evel
E- Comunity residf ﬁcﬁTé'HsLE’ %?%‘E er verls‘l 1srRB1IyABablg %&e‘?ﬁf Ydes
only threg taphsfis bepil‘%lfl% EYCQHBHrE-tBLQﬂaezO%QeEQEagie25 ItBr%Qﬂfa oM1§, one
for the E-PI A S; £ hPerS|estg gynl t Ke Coé‘ﬁ’g%n#n é(F: ;,amasvf

E- Conmuni ti es® 3. °§r §r§x SRG2RTPI Y gu?léls 1139 11¢, and
11d, respect |W‘I}llﬂf¥$"e&93rléﬁt%ﬁé @flr%‘ePIth@I es ThimeARH| takes GROIDDWTers t o
30 a differesddii@HNlNRule8Ceplbe applirl EokOtRENtbYléabiny dha-Pamort O D

Is a Collectigno p. - | (ol |.e onofits
children E- Co%?efu 1:R}l:@eys(ﬂ} n ?%}ﬁEf Bgﬁtﬁ%'%& gg’%{&kﬁag&g 1 (Eu

ECommuni t30 D811 thee SQ8 BERERPBATE [Formek PRAPT kevenbEEnintn dhe dmal | y

uni denti fi ed. BRdkerThi This beoduses!tlns & ikrys sphoBEIECe siedsenEnted b bet he

needs of the g G Uipandeshon! & e O 1QUEABEEHLR 40\ iita OB LY

Admi ni stration
PCT/ US97/ 1330%P}keqtdam s BaRIA( § Fhate sedwefycths SELECTH: erthe iaddiection
Conmuni ti es i|fs adt eetthirnSdppese Bowsiayy, maedl thealhdiwidyalE-Pl A that is a

menber of;an @@%@roenmf Elif @'llnd'i;ﬁa Eoﬁgay{uﬁ'aﬁset&e%%ewbg-
result. FIrStexecutlng the Rules Processor. -

- Once the entirely “pr1v11ege compliant" collection is
returned, the E-Broker executable may do whatever it wants
with them before returning from the interaction. Note that in

25 the case of small maximumInteractions values for an -
InteractInstruction, "order by" rules may be very important.
processCreditCard() -- interacts with the Transaction

Server after obtaining credit card information for a purchase
of something. T
30 billActivity() -- interacts with the Transaction Server
Ltoibili an E-AutoPIA based on an activity name.
R . validatdWithSecureCaid() -- requires a specific
Elé#tronic Secure Card to be entered into a card reader.in
order, to return TRUE. The specific Secure.Card is identified
35 by information and Rules supplied as parameters to this API.

Meta E-Brokers
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5 refering to all of the hierarchically reachable E-Communities nust be

di scovered bgbossssshe query-and col |l ected. The SELECT quer ypdfgsbrassas be
constructed with a bunch of ORed "CollectionO D--X"' expressions. Remember

that nmost of the E-Community-and E-Broker only 10 processing is intended
- to be done directly S8imcdeAbbme ohecthe rEtNdtranfyste@npyope®| ¢ simpilemepded by

| ?ﬁcelsSfd 'ntthezg&ae‘érﬁemsbteoweéfwl@-réﬁbkétes%eeal naoﬁub%ystms;aﬁ«s g-ar as
“the Interaction_Processor conce $ emj.s
solely a sour cePENFE nk 8f Au?’& At"s°\ﬂﬁvcen%ﬁ = ?sghtgte ¥ Ok &Y Y be
servi ces. Wen péedefbrvice for an E-AutoPl A is conplete, the Interaction
Processor subpmits the E- fohaPklptokéne It| nerary Interpreter. The Iti nerary
| nterpreter interpr e_current scr as_cap.unti 0 ets
to the very next Int E ﬁé?i‘ﬁ?ft?’éh zﬁee t%ﬂﬁg igRre tt}'ea% r‘ﬁl?gdl %teg i f
there are no-sceditinged droysingi irEprmat insy me@ﬁ phit 2repeqifEia Fomeoks.
When the Itinergfy 4ti9F Faeketht Spét&bis Wath cme haterﬁﬁilé)ru&@cs@mmggts

the E- AutoPl A k. The Dire eE— st 2 to
see which site ?ﬁ‘gkelf AGTS Si needé§$%é%1% ps Tﬁgyrﬁt er@@{ei %% '5“:5
Processor t¥en Sm}ﬁm@ttaﬁéf’& REYOWAPY%?@?@-%W heressang{be,S@o% dHeTg"i t
can be transporgegirdifer tisplementgsion ahdw pbrotiidedgt 2t éJécﬁﬂ&:W%%&hgtﬁﬁt
Subsystem are py egg éﬁreedd tht bg Qﬁé&}&@&\;}% % '\’Esééﬂé G g2} %{-‘Eg‘ %Q%s
Messagi ng Subsystem ed exc el or ranspor’fl ng P
from one renpt eME csm%mﬁreeylre ArPRFIOXD &\bWrYTB\EOHEs%a@WWWry
pictured in Ei ghave kb isecugtieyy sinple. The Messaging Subsystem primarily
relies 35 | E- Aut oPI A L) B t out of the Message Queue
with the asi;‘{l]stance of t AZbrerie @%T??é%‘nd FTP Server. The
E- Aut oPI A Di spat cherfhig® E-BRekBF| atSURLE & Aednsain yp) /RN knowledge
PCT/ US97/ 13309 ¢D the entRYE BeMgero Nmﬂei homyebnet hatedtidtySexvdcer BqUI I ed
as the Messagi ng-Shs¥s! AEGLER! BURNE Adiiflni®Y MRLcn?0Y DAL IAN 4 RANSaLON:
of these su ste are descri bed

sendi ng i nformati on can %{
in detail bel oWt st site. ESRE %@éﬁdért esps: Erark\ Pk i RbAdcobeX PE
bei ng sent 2 aeatdnmrélﬁecaﬁﬁanrbyTruatsed:‘EérlvareSnbsyadetn,esﬁ willl ERave
al ready been |0@&ﬁﬁhﬂﬂ%1@% and the Internet addresses they are located at, as
?gggl as which E-Brokers reside in them and the names of the
4 InteractProtocols each E-Broker owns. The Directory
.. information must persist so it is stored in the Object

25 Repository.

o

To keep the Directory Information up to date, every’
DirectoryService E-Broker periodically checks to see if there
were any E-Community or E-Broker assignment changes. 1If there

, was, the DirectoryService E-Broker launches an E-AutoPIA with
30._en Itinerary to visit each and every other DirectoryService E-
. Broker to notify them of the changes. The frequency of the
.. period may be something like once per day since such changes

. are probably'fa;rly infrequent. Note that a new E-Metro Site
must obtaip a copy of the entire current E-Metro directory
35, upon installation. '

Itinerary Interpreter
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the Interaction Processor. Note that there is one FTP Internet address per

top level Ex{g giAy. The Interaction 10 Processor calls thernsoininagd A
Sender Dispatcher by handing off the E-AutoPIA to be sent along with this

address. The E-AutoPl A Sender Dispatcher puts the E-AutoPl A into an

out goi ng MessageQueme ghdnebery i Tmaterrdtiee ERiReEstandstthaterah tHulreyamoPl A
toits destination. .f r.an easqrs t e TEhE [E0he FRRP Had Hrari)

E- Aut oPI A ri gh?m%t v yJ',n toﬁ?g ?#P&éi ent Wil %1%255 tﬁg ent r?es I n a{ hett uti%iarég
Message Queue ¢nthss ned SECiBRpt 1 Ktdhearh&ag6r gbPRgr B eR R AWS .
Message Queue TdesdVRsfagatepeceInstmedilon jinsthaniffPrictiomystem 20 There
is a single outgoi e a:r}g‘ Sel REORLNE s@ge@eue which can .
be two di st nc#%%égggggg;oms. ?&utéquA,Regg%%r i spat cher \Wen
the E-AutoPl A ieetugtionss PREBRMHCULEGEIOD 35 SAFPYEISESRLTPIA in the -

i ncom ng Messageqidtedialliyt. ubnetisdatase’off lserEpbst pPedefhtothae s file fornat

handl o1t Thotat Sieihis bulBi Snd Wi 1t B! ke aeeaméqlga@@rﬂﬁad&%s to

handle it. The i hcom n Messagg e not del et ed
a

until the E-AufbFied iih LeEAPEEcHRE SIHP L REFSPRTEME Y This is
requi red fxor rpsfamsters) cdsethhe SORME SedesrdCridéesiomiofte only so

many such serv ool Y S0y ' e |y, a backlog of E-
Aut oPI A can buﬁ’%é%p I N t%gg?%gggﬁ‘ﬁ%ﬁwey;%aeﬁéf@éﬁg 91E"lléf t@g I ncom.n

Message Queue BRESFAREIRGGEYCTinES EhRh MM D CALIER EFENt % IHRF S0 t o
sl eep and wakeThereeis ani cabbynt to dieaok BPpliicagey fhtagatbinstructdens ffor

there is a way.f9rsdfietal BregeMel caddcess to signal the E-AutoPl A Receiver
Di spat cher,_then t%e D sV\%r98/ 03 Y.

927 - .
PCT/ US97/ 7300 sl et BCeESTHRIE RASRyy TG ShdNSF o X WERESRF e T Mere LY
needed basis. Eierdhénhw afhgnETPuctionBointerrdn thal EyAweeREA t&o ddsorm a

few nore 5 taskgadibade Widcha 1heiaderdadtiidnt idoehe ItinesdrylalLithd he
E-AutoPl A file in an outgoi Message Queue once it Eﬁs uccgrssf 1y
transf er ed thec‘El-'ﬁﬂtolﬂrﬁ'flﬂgef‘os?’fg"??eﬁred@ﬁsﬁﬁ#l’o he bt ﬁg is
enpl oyed for tInvexpretesi musti bejableltaimcmpile andoexecete rsenintdy It
transnmissigy, L88i&/dE @HiBNbniY b dplciAN R VikthHAT atisCetpretsal .SSiBaLh S
di rect 'y poi nt 1o, RO 15 {1CaFAR LS nilchod 10" hitth bhe BidaGeRAd'e
: . language may be employed to perform any general processing.
The variables referenced in the scripts bind to the named
information within the E-AutoPIA. At any time within a
25 script, an InteractInstruction or even an entire Itinerary may
be called by referring to the special variable "Instructions.”
-The syntax for calling an InteractInstruction would be
"Instructions at: aProtocolName performWith:
aDictionaryOfParameters." In this example, aProtocolName is
30 - the name of the InteractProtocol to perform, while
aDictionaryOfParameters is a Dictionary keyed on parameter
.name and valued on the values of the parameters.
Object Repository .
- The Object Repository is primarily meant to be the place
35 where E-PIA's are maintained persistently. However, E-
- Communities and E-Brokers are stored there as well.

"



E- AutoPl A in the outgoing Message Queue -and try the transm ssion again
later. FTP 9Ry94R89245 The FTP Server does not need topé&fusinitiabng
special. It just stores incomng E-AutoPl A file transfers to the requested
FTP directory. As nentioned the FTP directory designated represents the

i ncom ng Message QueeleOBjEctoRepobitbeytemplayela BidGpdrucblees erianted ocal
E-Metro Site. %Qer@éé%vé@ lr @485 ¥hEW Jéua%a%ectmeneaeﬁeatp&s téﬂ% .obj ect

nodel of a cytl)'e comruni t ased personal vat nf orpatid .
protection an&’rBFBﬁer ag'@’%yfﬁaé‘l’hl%él PEqth jfﬁg {6%1 ’é%fq: Y focuses
on the user'stubkte pdw cde=igrs are Eslvﬁolbows?hi s Obj ect 25 nodel provi des a
detai | ed dﬁSCb’th' ch?f sz\ca'&tomseekareahfﬂeam Ewat Ba¥abgbat eaile eAth

ot her at the user eve ses %he objhlgcts and cl asses at the user

level will nof ﬁaﬁ°‘t’os"3i‘F‘??oJ c6'le ct3sst ‘target programi ng
| anguage. HoweRer, ThéicObjemtsiTdeatifiem @OOHhjiscan foteomebiyide giiguesQ

for the nost -aafnariasi yi&émﬁtﬂler Imcﬁbdzﬁctbé)ruseat e Besébemcaé itHe i S
comu I cate

enployed in th I agr nmeans .

rel ati onshi ps °§?e851 edts ‘?ﬁhsrﬁﬁul F %Y%raz‘%ecf |e&t§zPﬁes%aS| not at i onal
synbol s used ammdqueness mfartihe OIDhGanubesfmmd iimpltieeprier odrt synbol is
llargely used 3gs; fﬁéchr@i;?é’&e 1\éabbﬁEL6§ré& e ecal anq\ass needs the

object inits |

PCT/ US7/ 13308 <AE ?P?"bih‘e’ls]?elﬂe%ﬁ ?Qg%% *f’p"h 38 af%)%h %é‘%gm@ & ect
nodel , there a‘pySEt@t repch havemthei shoe Colleqtipn@®EBrs. An E-Being is the
cyber - bfl NG CORASPThaTRSYHNEEL RIceuRLF! yexpmds' linflorihat BoNi 6f Ul Qrefetan
since | S Qse ' he". pers r

cyberspacég S HRRRSEH S01e e 1 MRoaaPPho0Mkdd, [ER BRGULE. DL %t has

i nf or mati on ab?éﬂslg@ém%’-ed Nia ffh BREOSER Bk LaaRs esk énf-'-ﬁetla%tmr‘?ﬁé%haé:teor s
of all E-Bei n@ollﬁfnﬁéaéf | thd Yrowl ODERY the MTedyl aio) ideatietedi éé/n p:ra)\usiaen by

the E-Communi iy ag,yel b £ A RILANGRE LT SN iagca&Ee )

security measdres ATLNG t |s secure and
trusted. An ESBIARENFRY %aﬁ“&’rﬁ%’@é‘ -security in that onIy E- Beings with the
proper E- CommoRSt yThe | actegle objeetenthemsslveas ixte ishered Hecthe tBLOLs al so

mei nt ai ned wi fclauﬂmﬁ of a row.

< zz:An Object Repository is 1nstalled for each top level E-

;ECommunlty re51d1ng in an E-Metro Server. The database schema
+includes only three tables, one for E-Communities, one for E-
25 Brokers, and one for the E-PIA's. The
. PersistentMultKeyedCollection schemas for E-Communities, E-.
- Brokers, and E-PIA's are shown in Figures 11b, 1lc, and 11d,
respectively. :
' In each of the three tables, the CollectionOID refers to
30 a different grouping concept. In the E-Community .table, the
: ﬁmPafentOID is a CollectionOID which treats a parent E-Community
.as a Collection of its children E-Communities. In the E-
-Broker and E-PIA tables, the ECommunityOIDs is the _
-,CollectionOID. The keys have been intentionally unidentified.
35 - This is because these keys should be determined by the needs
u¢°f the E-Community and should be configurable via the E-
Community Administration Tool.
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15 Cormuriity in that the information assets of the E-Beings residing in it

are only shyy&esnsbssh those that have the proper personal procgRgesoes An
E—Com‘rumty Is trusted in that it guarantees that its contali ned E-Beings

and visiting E-Beings will interact according to the rules that each
E- Bei ng has 20 esmbié Snlm::ttahuswahataim&mgacderwmatmn&;'fatahecartmvi ty.

There exists g%me? Qeiéialék?gggdper iy %y(fg]%%gdgup_g%fli}& %ﬁyt o]

actual Iy medi TV e ed or mat i_on nteraction
both E-Bei ng EnP n%h#‘bri’-ssﬁaﬂeﬁ'ﬁeﬁnﬂ | AR FHRATBHRI R BnPPYoPEUFERi a an
E- Broker. 25 cE:.B@réthE-ecmnﬂamamals taflbe i iorekydd.s Fiese, atbetOIDPri mary

subcl assesg of .. %@i%%w - Met e Hi‘&i‘afér?lé:aﬁ%; %}@é”ﬁ&ﬁaﬁhﬁaﬂgs

(E—PIA) andE sona I nf ormat i on Agents E e term
"Personal | nf GPﬁﬁt’?%rﬁ%ﬁj‘émereéx?ﬁﬁPFﬁ Ehe t%ﬁeﬁﬁraﬁ@sé’q}fle‘? gdE- BEPRIgSEREF RO
t hat they rranqgerfrhauéﬂe:mtrrm conatpuoedd onitds settauedth @fr eRedper son. An E

Cor por ate Ian &g@( enting a real corporation is also
a possible subé ssé)&f ei n %é}eég% useful. It is the E-PlIA that
shares its owned i#f F‘P@tBB ?%%l%’%‘?%%? engofrBrpksr only

- However, Bmchprpasss'::mg' :sdqa.ntngdaaytonlbg doirdidedtly dar RAMathiviee E- Pl A

known as an E I |y E P, { rsQr I WO
98/ 03927 vi Sl addl! Y oy T AHERT Arts b %%T"%rﬁ%%% s A Sh s

by the per use&ePﬁW%fQWé‘F&gt with the E-PIA and enjoy the information
sharing. An E- Br okéessifhimcs iSybetstemt he E- Cormunity 35, where the E-PIA 37

resi des, nediates gherfy igd |tﬁﬂe§nt8i-969ﬂ5ﬂ Broddid i@S céhe&.@né@ Rijggire S.
Note 5 that onl gaan E- Aut oPl A 41 ma%ﬂi% tiate an activit \é-}‘ 8 an. E- Aut oPl A
e

desires tt° i nMEFERE NG BREYEEMs 18y Y h@RRaRs s 8 i AT TRE SO IF
sharing with whieh VIR Aeguessqbrskened seomriseser Whees theoseovhes forPlal s,

R e e I
i nteracti oﬁs %ﬁ‘% thﬁ’ut-[ fiﬁeﬁ?lgﬁ iﬁﬁﬁ Rh&r - k%&ﬂ? gg":f‘%aﬂl nerary.
SEE et s e L
alvays occur JEAL IR araiadsiles B LRSRR Fee ulE a SR D e PREE g RS "
shown .vi si ti ngtieemaml qf gnSezastipepructions. When the Itlnerary

Interpreter is finished, the Interaction Procegsor gets the E-
AutoPIA back. The DirectoryService E-Broker is then conferred
25. to see which gite the E-AutoPIA needs to go to next. The
Interaction Processor then submits the E-AutoPIA back to the
Messaging Subsystem so it can be transported to its next
destination. The details of the Messaging Subsystem are
presented in the next section. '
30 Messaging Subsystem
The Messaging Subsystem is employed exclusively for
transporting E-AutoPIA's from one remote E-Community to
another reliably. The messaging machinery pictured in Figure
-12: is fairly simple. The Messaging Subsystem primarily relies
35 - on E-AutoPIA's arriving and being sent out of the Message
- Queue with the assistance of the external FTP Client and. FTP
. 8erver. The E-AutoPIA Dispatchers are the primary interfacers

4



| ocated at a distinct E-Community, it is possible that nultiple E-Brokers
are present wo%0dENgl e E-Community and 20 that they are oegfussiséecd by a
si ngl e E- Aut oPl A depending on its desired activities. Security and
Transitivity of Trust The reader should note the continual use of the
qualifier "sedift &4e DORUBIFEXVe%: k¥PtEn Boweven ddath&TEhief nakaredyireds
mai nt ai ni ng t hes lt&hbegéséagnig | Subaydeem DSISRdntdtIidet WVREBHEE] SIS

represent ed by BBlAcone St Al SR6MIELY. hAARRENSRI, BeOLASCb0; ofs%{%t e

i nt ended E-PI nterre I onsni ps an tO nal t tro
users that onlSf these Wﬁ‘?mﬁe&ﬁ? @83§§bb%$é'é’¥ fdetaipf bekavi on, can.
When an E- Bl A gi veg-2086PIK Séxﬂiﬁb&ﬁﬁa{:ché’hforr’r&tlon to another E-PIA, the

personal informati | e wned_h o) n

B A i tace i Ml ke 1 S2RLLAT SO SO0 rRiel e oy, ¢

i nf or mati on or?-ttso FZP tﬁPF%FIEiqDIa;@drEEHEY’%bi 3V adreadyt heenrlopked umwlet of
the personal %hei Thoerattion antbceasbiriuasote IRt ¢ReR6CESSohd H1E

f t P. I t h
1 o Saydha Aaeckel s P AL S S

PCT/ US97/ }§3oé’rP§eEﬁ8M%?319r% F‘riﬂvg??/ RiSendext Dlvpaﬁsh@:rvbr yha;fdrngjgff
means t hat: I._fthA ErbgtcePIh Wid Ibei sEnt nalomn with zhdsBaddvess. C with

nformation A, 5 he p-ARSRTA SEHSES S1dbddbnd)f QLEB!LAD £ a Jls'@oi-gn%”a“t

COﬂCEpt guarantees to or nat

A
entity which:PP GBEZCIRT MeSfegeQuEBe 7 "'tl't?r’t H‘@V‘PF‘SESFE? V%TIF’rqzkﬂtqfléTg§°Rul es
it has decl ar @énfiothe He-AlttoPIAt thastsudestirnatiohQ0 If for tany waen @he

E- Me h
tro tostelprpwll chnt- &rﬁ.&waana @hé g Ol FRpzan lgﬁeg%kssfs Ir&; B on is

al ways passe s.a ver];i &‘ P| A whi ch su or mat i on.
For exanpl e, -SUPEBE At SnFﬁF’ﬁﬁe% m Hpe, QPtEPlP%f%?ﬁl%ﬁﬂeorQ"\ﬁ"ﬁech

i ncl udes bi rt.Haaa%ean@xmt ‘bhosend Ll outgod ngFBFAEsPIA S thempose |t
wi shes to subnit Qlﬂégsdéém e nunber to another E-PIA during an
interaction. The rgcei |1 will actuall,y receive an E-PlA object
whi ch cont ai ns onlvgﬁ? h&é gﬁeBHﬁHﬁe?'s ’ﬁﬁlg‘ysﬂééf:f PRAFTY, P’t:'t‘ﬁa FS5eR - obj ect
recei ved #¢ aThersi bm afsimgdeopipuning MeRisagrhDukue cand sem sintominge 20
subm tting E-Medssgetiesid @niehpeascbey aid MileRenEeCATY i fill & directories.

Tﬁy‘E—AutoPIA Receiver Dispatcher

- . When the E-AutoPIA Receiver Dispatcher cbserves an
arrlved E-AutoPIA in the incoming Message Queue, it unmarshals
25' the E-AutoPIA from its file format and then immediately calls
' up a new Interaction Processor server process to handle it.
_The E-AutoPIA file in the incoming Message Queue is not
deleted until the E-AutoPIA is submitted to the outgoing
' Message Queue. This is required for recovery in case the
. 30 DORMS Server crashes. Since only so many such server
';processes may be running simultaneously, a backlog of E-
tAutoPIA can build up in the incoming Message Queue. If the
~incoming Message  Queue becomes empty, the E-AutoPIA Receiver
. Dispatcher may go to sleep and wake up periodically to check
35 if anything has arrived. If there is a way for the FTP Server
. Process to signal the E-AutoPIA Receiver Dispatcher, then the

9]



PIA. Figure 6 depicts the "collection" of versions of E-PlAs 40 by a

travel ing E; The versions of E-PIA objects is the o gyggf)

whi ch mforﬁ&mn I's maintained by E-PIAs in E-Metro. Fi gu?lc)i‘ SO dep| cts
a version of the traveling 25 E-AutoPlA that has been given to a
non-travel i nggla %ﬁ?%f&é&e cah bheaEyRoRPoblsBS avaikened! em bhdas Before
presenting the d f object behavior and relationships, it is

i mportant to Bﬁﬁg?gt%?ﬁfﬁhe subsystens 30 that various users are aware of
whi | e using E-Met rBIR_Qhientsecti on describes the activities of the major

client and server ‘f’h@sﬁ'ﬁﬁ . enO @escebs Usealy hisddy t0 peribrm a few more
E-PIA E-PI A" s _hav t u e nf n S d
Thei 1 i nt e acEPRBE LT vk, 3 VAl 2a0rrh SFhlede ded ' FRhiaE aBRSEL S
PCT/ US97/ 1330&—5@@?% #oveleautm@meeusgoeﬁ@ ¥seREL RHEWS ARCE 1Ri BRSr chi cal
QU . This GU sauéésghhpw fwarmﬂerdat 8he OELRUBSPEX eflilen to fiksl eatd t he

field given a_.na t

hi er ar chi cal %Fge?"ﬁgr-{;%n zﬁ%ﬁlﬁ Ta sug EM#EI&F@% concertat%sﬁ 33 guﬁ:e J'thl S
hi erarchi cal peéiehiati |€sfr|5=t?§sPSFBr\Aﬁ3Fﬁl§%n%r%&i5@ﬁ510F‘tﬁ eHF iR ¢%+?ﬁ*
protocol . 1pnt gLatt Brek st dite beicauetl yransmi €l o di s reek ) ybpoditt atsed:

[rom one of { Bgsfe O Ol SehPRdh LE31 EnaR b SO ke chbr il

bei ng aut hor e§°* person ‘nay In an nmruni t
obtain its PrE&-BubPPIRcin dilie iontapingr YeRaege TReY (3R &FYHERE text
I ncl udes an HtkknEaiszieprapdn lagekhe nmeans to request obtaining one or

nore of the Interagf Ergéggis | i sted. Actually obtaini ng a specific

protocol may requi al i datj on and/ or ga <|6n a fe 15 When t he

| nt er act P8t ocol i TPAKTRIF8FVER SossdnoFt npeds I gEsPFﬁ\la HovEver
the Interact Pljutsacstohas maomﬂrgammhestdfﬁldedmﬂsm i thenagqbesttedd

as is or nodi prgdaylac-tdM- FQ&H&mnE;éHEQPLﬁEZﬁTP dlreéid@#taggégﬁabéde only
to author their itineraries. his 1's because an E: g és 1
i nstanti at ed FPBKEERPES Pihe Wogamoﬂeaﬁas?.%?%? %%Pr'?g hf BOR HRYT

for E-Communities at the local E-Metro Site.

20 Object Model Overview

' This section describes the object model of a cyber-
community based personal and private information protection
and brokerage system called "E-Metro." The object model
focuses on the user's view of objects in E-Metro. This object

25 model provides a detailed description of how objects behave
and how they relate to each other at the user level. In some
cases the objects and classes at the user level will not map.
to an object or class in the target programming language.
However, the transition from OOA objects to OOD objects is,

30 for the most part, very_smooth. The object oriented Booch
notation is employed in the diagrams of this document as a
means to communicate relationships of objects visually.

Figure 23 depicts the basic notational symbols used and their

meaning. The "uses for implementation" symbol is largely used
.35 for instance variables to denote that a Class needs the object
- in its implementation. o

FPoundation Obijects
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InteractProtocols is perfornmed in the sane manner as with E- PIA' s
However ,; i nsy¢ombaey retrieving an InteractProtocol, an 25 peruserizzes
Interactlnstruction with paranmeters to fill in is obtained. Forns
Repository Since the structure of E-PIA information is likely to be reused
agai n and agai n, tAte tHéeVhighests lwedsofr deboription ngf dilte tEhdeitaooplriecbn
of vari ous E-ﬁéé’e%ew‘e&w §pe CEIBMGH, OB dopfhuhPr 808] 6shd Qfaidoxassknown as

Fornms or E- Be|_2$qfg pasitories. These repositories canep%e si npl e .FTP ?_, tes
or possibly cTRrES dEa5Be EYRRY- FERCEPL| Bentip &eﬁ’l@“ﬁ}yﬁo *Phe
HTM. For ns assecliltecd witrhuahtprrmsirPsdncecls, is nsepposdddia Udei"otbe and

Itinerarigg. sgelf&?m 38 %één@éﬂ %tdeﬁcayﬁegsﬁaé@r FHdifgs eeBliak Bd

these ob] ect s dyring LnET e Mgt Navg SRCERELE dLbshedlpliTa Aggoci ated

PCT/ US97/ 13308ewird hedeaowhile s E1Brpkess aveatheaadyuplemegiiationsi rfi alénded

gCt ' ;" ty. Runﬁ]ﬁ@:. 1&1%E§che€1vfc3pqrr§%&d\é’90tt8V%§u?Ehﬁi Rife %rec.%r&léyog" ﬁ\ does
not Ssee any 1N, cau In actl ons e processe

2 VBt T 0 Ser vePESY oPhe g CHR Y, ael WhTL (fa A (et cabers Bapaohal

I nt eractilns, (Wmﬁpmyf;ek reeourifflys mepsureat i on assets and audit trail

contained in his EXIP'EAQL'@)NU%J.@%@D }-cbm@:ﬂwtwmd@erﬁorseﬁwehaﬁa

mul tiple E-Pi A's 10, byt t one, .i.s nor e
W1 besar d GRRRERnoARoReComBRs oy auaFafREe s s culfo 1% YRR Bat el
enpl oys HTM.  Bedags mithohhe cpreper iEr€onmundtyf privileges may enderaes t hat
EOpeonet IS Waiédiue ft@IerEU”b@éuﬁﬁy A alsbhRa oMELIn&d RAlthilo ahake plTace H
erore n ¢con I e e
E- Oom*runlhjf‘!5 Wa{éém nlrgt%ryatlgr Hﬁ%éejg‘;sh n%mglggngygét n#jrgh% }fj?%& %rgokers in
an E- Cormunl t yesithiagEieoAfuATe W@dﬁn%ﬁﬁa!’b?haﬂ%s?le@tﬁ th@vige tBB| BYPBeFave
privilege to paesotdl perivileges an An Gorshibhyts DounEdeS i thatcast ai ned

20 E‘-Comm“'%ﬁ%e’éso‘;ﬁg‘é h‘ésa C’%&%ta%r&ﬁ E"ﬁéﬂ@é ghd %Js‘i@lw%ggsﬂﬁ Q%g of

find out wher are. covery funct
perfornmed. E- %d%ﬁﬁswmx%ﬁgn%thﬁ Fuhes righat ganhs E-BedrgeRBPoyed by
E- Metro vim Sesgablizhed)ashas apsintadningr ythusgedosslylotimaracriviiagh

E-Community mai#Faifiseaad; 300V SidaACink! §- 81085 S5d:S AESMRRAIRYS ¥hose

purpose it is to actually mediate privileged information

' ‘sharing and interaction. In fact, both E- Being information
_ 'sharlng and interaction may only occur via an E-Broker.
25 - E-Beings as Personal Information Agent

There arxe two primary subclasses of E-Beings in E-Metro.
They are E Personal Information Agents (E-PIA) and E Auto
Personal Information Agents (E-AutoPIA). The term "Personal
_ - Information Agent" exemplifies the purpose of the E-Beings in
30 that they manage the electronic information assets of a real
person. An E Corporate Information Agent (E CIA) representing
“a real corporation is also a poss1ble subclass of E-Being that
may be useful.
, _ It is the E-PIA that shares its owned information while
35 . residing in an E-Community. However, such "passive" sharing
‘may only occur with a more "active" E-PIA known as an E- .
AutoPIA. Only an E-AutoPIA with the proper privileges
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according to the rules set up by the E-Community. This is a key ownership
concept in E; Client and Server Subsystens 30 ctive
The user's \%dr\?gt’ods%gnsi sts only of E-Conmmunities and the E- msr%{s? at

bel ong to them Forns Repositories, and the Netscape Wrld Wede Wb
Browser. The WsRlpthssA¥AISytid fldusla BheIE- GRyMUMiddéReE aithathackedTho .
each other via the 35 lﬁt erqrcét aag_%thaget heg caﬁ?b%a%o réecggda%g.éhgdafgo
"http: // ww " 30EEd0Y ERA IPEPIRARABLE EERPPON 4 it i"on&d “mow al [ of
the data in E-tie EsCommunityfiF nothene the EVPIAgIDIoavides, mediates the
PCT/ US97/ 1330%:%%@%& OhPBimAef S &HagiiRg RECSEOINEdid Fidureussr . NObes

transformati onn_occur§ on the server so that o l%/ t he Nets.ca%e Client and an
exi sting HPMW Tt ep XnFnCFT%‘hrto%ﬁ)g‘éaWn&négi Bt EGFLVEEY sand NCAPI, or
JAVA) are needed ondft he BthetoPHA Wimsdigest toninfbiate Hinteraskigne such as

E- Communi ti es JiuglhgMey BoéuRéd Udlfotma® 1bACAREEIAY with SHRRISELEIANS,
reality, but that "this ph¥5| c%i | ocatiaon cons@gat#% IS 1 rorel evant to t he
user. Users miyREEGIRANECFETTR S B8 EFSR R Mt riorsdiuPE B5FE°T 8 EFor e
E- Pl A i nf or matsegmrads bransgettonmwitd osbgrdPIB’ sf drheFAurgbildamigh whil e
E'SI ng 50[‘&05?{@&'5‘3}%5thQ;JErBEé{:rl:aéféitch&za%&hééch?cﬂ.fié(EbﬁMh!&?S t@htétorte

i s assets. . e.the_on ce.a person.wan 0 | ssets a
certain tine -l-lr;i%%l‘)?sl? tart %IPsttc é’leoﬁaEFI?ﬁeoﬁ%rs%%nano%?&#&o?ﬁg E PIA
wher e, when, mpvmonst hbsr Itareramt. oAsayithsEaPEAt® esifdngsasr Bd and/ or
shared. Communy L DL St i - | ) Ql.§t or
enpl oys the ETB &R&mﬁgﬁggAﬁﬁﬁ?ﬁ;%%ﬁoégc@gena%é%w gﬂn?égrﬁ% ?Drgga {,,g.&

E- Communi t i es W Ya IBERGREL EWIER (FRRET Bt PRRdE QELE SRiRRRIA \Whiviie 8BcH-

E- Communi 1 2@rohemi.ni ALl ainformataimdl eahat-ihgsaid Gotemidgenearadndotiei of

cor r espondi ng dt'?ft%“x%@&éncég\g%fg ek & SE_@E%‘Q&E#P&& | ;ég.' X%E% thang. one

E- Community Adm nistrator gnated the nuni ty nistrator"
is al so awar e ApftaP1d EnMEigurand detsowpe vieiving psexcasde E-Brokersaganbed

to be monitor adhRteq2Be/ AT aSH AN RbomAIEY, SIE | £ RRGIHILY tRRASUT es

i rect 1og i n BEIEe, B BEPREFE S (R 2EPRRt A PR o CERRAGY| PRI ot
prot ocol s20 Ndthatt theyt are each rvigited dHyes abnglxcE-thraPdRndepedding omn
E- Comuni ty Adghigeki 2bar adBYvH 55 . e
' Security and Transitivity of Trust
' The reader should note the continual use of the gqualifier -
"secured." Security is key in E-Metro as the chief means for

25 maintaining the integrity of intended interactions between
persons represented by E-PIA's. S8Strict security is necessary
in order to ensure the intended E-PIA Interrelationships and
to maintain the confidence of E-Metro users that only those
who are meant to see specific information, can.

30 '~ When an E-PIA gives some of its personal information to
another E-PIA, the personal information given is still secured

"and owned by the original E-PIA. In fact, if the receiving E-
PIA, in turn, passes another E-PIA's information on to a third
E-PIA, E-Metro still knows the original owner of the personal

35 information and continues to police access to the information

agcording to Transitive Pfivilege Rules declared by the

original E-PIA. This security paradigm pioneered'by E-Metro

69



30 install a Forms Repository on the server if this is desired. Detailed
Qbj ect I\/bdebv(ﬁgsngr feature of the E-Metro Cbject Mdel i sctkigdribive
first-class objects, nanely E-PIA's, are not instances of Cl asses (at the
user level), but rather just instances. 35 Instead, they are dynamcally
assi gned behay ®howh aByT+anmeindivetyr efoTelsassi Tramsitsivitlyi fpToustes a
facility which add%\bgghavi or increnentally or subtracts behavi or
decrenent al | y* 8/ 03927
PCT/ US97/ 13309 |t IfsApbreste® midh dpfermacienid’'y s necessary for the
everyday changing ahaeQStﬁwhdecsmfm dhferpetsom Alesiring to do or explore
different _acti vi t| ﬁﬂé}_@sb% wit :.ﬁ%ormgt‘{&?%' of E-Being-- An E-Being
| n't P

representssa Ilfe er wor Metro. This life, or E-Being,
nust have at - Ieasfrhéﬁel'ﬂ%%’r"?%‘toF%PQOSPaFEnF‘FI?%r%R:tA ek dffer E- Beings
in order to e»ﬁmuibnnslme&m@asaed%n Yo &n Babtigyrsspichpitsdaestmet | ife

of anythi ng--uﬂu%t'\'g%eo&& g "td feh w&ameweaffl&mg@ RH148" 1£0nebj ect s
that normal |l y_ woul d naot be consi dere FHB‘E“; : For exanple, dead
Br "g%‘g

persons can HEEFEEsEAT cehe Wabse ithba of E- Metro is to have
E- Bei ngs woepr esentrtr éal easyi fuy Eedeitep tbeyelhrwiiicio B-HlAespns thel
ani mal s, realugfyzmaea honﬁec&f‘éﬂ i %Qé%ﬁaié omafse@eaigs@anagaaev@péf&;s

or even real ects t ectronic f

at ar lve
outsi de of E-¥ ttth EpRLA whi flaH:g %?qudt?é‘ “(n6R*r ﬁﬁf“)‘pg fal ogi es
of all of thesurpoee aRyEaPER mmmsesenn.elj s&3. ofinirifBmatgonswhickntial | y

an abstract rﬂ‘%.tlu‘aleﬁsﬁzr@lg A& © R eBY, dphERE AMC et Of Eugehaﬁs
Fundanent aI I'nf or mat i.on of Fundament al nfor |on

Chj eots A3 | URRRE of the LEEUSE b EUERPSC,Of Bundatental, Laf or e
Cl asses. |t iB-BIfpduring an intenastipondafhet éceiing iBr®dA29ilhe user

interacts w t&t@&&?“?eééﬂ@@@ﬂtﬂPﬂabﬁjé&@eﬁhiélecﬁtﬁ{ﬂél‘ﬁs bAly TERe be¥sshe
e

C asses are: (o] grspec1f1cally, thesirﬁfg gﬂ‘ggt %%%nggd is a

version of the original E-PIA which represents how the
20 sugﬂittlng E-PIA wishes to be perceived by the receiving E-
PIA... Figure 6 depicts the "collection" of versions of E-PIAs
40 by a traveling E-PIA 41. The versions of E-PIA objects is
fhe only manner in which information is maintained by E-PIAs
;n'B—Metro. Figure 6 also depicts a version of the traveling
25 E-AutoPIA that has been given to a non-traveling E-PIA 39 in
one of the E~-Communities.
”Subszstem Model
Before presenting the details of object behavior and
relationships, it is_important to understand the subsystems
30 that wvarious users are aware of while using E-Metro. This
| gsection describes the activities of the major client and
server subsystems.
Modes of Use
) Authoring Time
35 ' E-PIA
L E-PIA's have only two authorable items: their
1nformat10n assets and their 1nteractProtocols The assets
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Or deredCol | ection Set 35 - Dictionary SQ.Statenent Folder =~ WO

98/ 03927 PCT/ US97/ 13

7/13309
Execut abl eStY] ng %onpl ler 13. The base Cl asses have def aul %@%Pg?oc -- the
default protocol corresponds to the met hods of the Cl asses. 5 For exanpl e,
met hods that gbLAi o e Sitherel BY ﬁ%"ddﬁé isert S€thiefdréhiddnary
are needed as_weltl gs. s I c 1 ndexes, o |l ect cific
keys of Dicti8Harie 15} ﬂ‘ﬁeﬁgfﬁ‘ﬁl %{ %’ragzpr se% é"Re‘gr%?:cej:"r(?nl‘%cod

that 10 can bfipldsant ahsufdedd gnvgm@c,qamq nt &hsr &UédmuﬁEnaH° eIl 4 e,
and prOCGSSEdnéianEX&‘E})lLEﬂQt%Shﬁ.éﬂﬁﬁchm ref thititilired WIE&HSngZ&rsmlamS deand
two argumept Executa tr s r tabl eString
i dentifi es® t hECRGTRR® of gégﬁfﬁi' I gf#éj l? elsalip q'ct Flgggﬁcgémgg#h?nanes 15
referenced i npoaellEl@mtébIS@Bﬂ agpeet lﬂ%dﬂﬁ) Wloﬁ‘l?&!“l BROFACH f f er ent
cont _e>0<|t S ConLrol ! e%ﬂiéﬁ:éd%@r?@ﬁgblﬁra?é SstHQtiatlithited ana way e BeD
provide a vehigle for fast | qok_u i e

bpES1ACd 1A5] 20K B0 e AU QLIRS 1AL Wb ROHND S &

ref erence E- n -- Sl nce er ence I 'hfor I'TB.tIOI’] i's

20 hi erar chi Eammapity t%&h%ErPSQ_bemla%qregQ_sﬁa%%ﬂ@ TRY RAAVIR bt
support S{3 egasibyer Hif darefEerennesigettd id:-.eﬁﬁp Jltyé 2ropeeoHbi FeriHerin

provi ded by r AFal t
hi er ar chi cal F?%rg?gea 758 gg&“ﬁe&bﬁ@”‘ %,En ex egghgg ?Uﬁ*ﬁ% asses will
have to be pr BQPQ%PIFO"-%FS%@' mepRg CRryeAresk Ahtaiaisg ere PF ek |f -the

some exanpl esi1ateridfihjtewiol sOpested Objmaiualdyd cbbiihiagta dpecific needed

since sone in ag I i1e uch
formats by. %g%ﬁ%ééggnﬂfi%tquﬁge %é&%%q%‘%le%no ggﬁg égs\?l%iave to
be provid tUhgﬁp'ERﬁ tIRFEEAGH ST ALPEPhetl Actuaddye obkadprds it slanffigred
Video, Pi-cturgn 8Re B-FEA.veHpwewpp| i DitkidawtPrptobpkchaappears as sinply

a l'ist of keygfl; 0 &Glrfila GHA Gl & gf‘éu%M?i %%’ho M3V be dged Ngs KEY &S
objects are f erred
modified via HTML o
E-AutoPIa _
- 20 . E-AutoPIA's have only to author their itineraries. This
is because an E-AutoPIA is alﬁays instantiated from an E-PIA.

To author an Itinerary, browsing an E-Broker for
InteractProtocols is performed in the same manner as with E-
PIA's. However, instead of retrieving an InteractProtocol, an
25 InteractInstruction with parameters to £ill in is obtained.
Forms Reposgitory
Since the structure of E-PIA information is likely to be
reused again and again, the HTML Forms necessary for £illing
out the information of various E-PIA structures can be stored
30 in shared locations known as Forms or E-Being Repositories.
These repositories can be simple FTP sites or possibly even
Netscape Server Systems. It is also possible to store the
HTML Forms associated with InteractProtocols,
InteractInstructions, and Itineraries. However, as will be
35 described later, E-PIA's employing these objects during
runtime must have specific TrustedTokens associated with each
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of the Dictionary. A key.is used to | ook up a value or object in the

Dictionary. Jaysedse typically Strings or Synbols (as (%%Q%%g&
PCT/ US97/ 13309 in Smalltal k) and are used as nanes for the: ects so

keyed. But_ keys can be any object the progranmer sees as useful as a key.

The val ues carothehese objjectsadn wtder A ax:atrauy Detfaniiohdis sheenadéal ow.
keys . é@i' HES. "Fi r st Nane" a String object "Height" . a Fl oat
obj ect "St reet a String object 5 E Personal Infornmation Agent

(E-PILA) PlIAL:. Pur p&3ALIMer p| A -- An E-Being which represents a real person
and mai nt a| ns t he meakupeimen' s perfswnTahoobwASs S&h ELFE caf €-AatepirRdabes be

shared in f I | an

El ectronic E— %geg ?tﬂg?é@a lﬁe'&g- H%Mﬁ gégl gigoir?ét{%f%gf ne 2l :
unst ruct ur ed Iﬂﬁ"d’&ssﬁﬁaPYl E-NMettR &piedsedi %Ieue‘é%ra&mcﬁei%grpsﬁess OF highe
editing is to leeatcoephlssedf wirteddByiche| nan Waintdr inkyl aeithlicaberidy t he

E- 15 - Metro Qﬂf%%aéaégﬁyﬁ@é%s Rl au'é&%htfaf%%wazt%%daiﬁ' #ig AEaP%g

I nt er act Pr ot ocol #‘ PI A"s owner at authoring :

i nf ormation at®% En TTBP% ) vi NOHE [CRRS, 8cPEFBOR WY é}‘r’d’eom-l}téﬁéep‘ﬁn?b‘b'(ﬁ

at a tinmel020but thaEI Bbe :@s\ d'esﬁ]ghmﬂt 28bnbe ativetHMe B-PIRl e@er&WEEL Wi ch

must be checked . a fi eract Pr ot ocol executions. PlIA6. An
3po8t' e drom afene WA

E- Pl A cont ai n& é‘ FeR) i t 2bth%aysk r SheEPRRSRRiatiqn
authoring ti rr@mPlos’érrET%ﬁa Baxt of IX6 somgecasemy the uadeanft aneE+ PEA End3t A

interacts. PLAadidatE- Bhdk Cé&iie’tiﬂ‘és ianwaidihgt £ | frdferal! ab@&ﬁﬁa&ﬁ'&i@ t hat
the .informati on about an _

occur with it, ach ven sto

i nteraction thé?le?sgl %e’gres Ting ace f’ﬁgo’é? atrkfeed"a’ttleﬁecfi‘BnﬁP’éY%‘H‘eany
access vi dPati ons, Eofemmurgity Administyatiom Timeverytime an

| nt er act Pr ot ocol | SheeEf Cyniichity lAHmlalEeﬁﬁ@le\&féHdso%eﬁﬁlh’éafﬂdeﬂﬁ 0 drfef

audit Trail. a er.yt tora | ngtruction 1s performed‘
inits Iti nera 24 ERﬁg%r ven?’t\ﬁo e‘(h:"PE?s k- grtq SBWP%?%YI The

contents of t F@&ﬁ?fﬁiﬂﬁﬂa §sn§@d§etqble to have privilege to
~everything w1thin an E-Community's boundaries (i.e. contained
20 E-Communities) in order to make sure everything is running
smdothly or £ind out where problems are. Backup and recovery
_functions must also be performed.

™

-2 .. E-Metro Adwministration Time
% . An E-Metro Administrator employed by E-Metro who simply
25 has access to everything does not exist. Each E-Community
maintains and administrates its own aséets autonomously
‘ according to the rules set up by the E-Commuﬂity. This is a
key ownership concept in E-Metro.
- ~Client and Server Subsystems
130 o User Perspective -

' » ~ The user's world consists only of E-Communities and the
E-Brokers that belong to them, Forms Repositories, and the
‘Netscape World Wide Web Browser. The user is aware that all
of the E-Communities are attached to each other wia the '

35 Internet and that they can be connected to via an
<"http://www.® address. In the previous section it was
mentioned how a11 of the data in E-Metro is transformed into

o




92 WO §8/ 039.27 - PCT/US97/ 13309 be
det er m ned audit trail needs dur| ng E-Metro devel g¥aRb1s

Addi ti onal | Wﬁhs?gri ng of certain RecordEvents may not wish to .{)e recor ded
for performance or di sk space reasons. Finally, the point of the audit
trail is to ald oMb Ebemasvisefcaie beénh- Présentéd At ofHeA used.ookhliack on

h b |
o1 mul t aneous i RBEagmaiy Sequing ﬁ“”@‘?eﬁéé‘%%*s S iy, CRETNALELERe |
t han one E- Plcié(:@nf:ofm 4 P K- SERGHTME FREVEEFRAE-Ft iento RXAoKamIA B
E- Conmuni ty Bstemshee og | m-notalmlr NEAPI[A' or alARVA D Gt cheddedl @n Ehkycl bentione

E-PI A Vs Vvﬁ%%%f:hégoﬁt ?tﬁééprt'hgg {aegﬁmé’éﬁélcom&e% fa &g%&—ahﬁﬁhﬁ?t

Certlflca erson |t represen an

person' s publ"’ﬁc&uﬁé}y be j jogated; atthey ﬁé‘?‘ea?’-%ﬁ’]y“h%]&tﬁr'oé’é@st@aﬁ this
val i dat e t he phyatreal plixtatcideeongdiderayionetyi gréYerampreptthat asex.
certificate aut ho&g ¥ ,EA}AJa%sdAwgﬁ[._stgnugg a0 g dd rg.cc%ﬁreﬁ:!%t ggce.%l o

runtime 20 whe ormation froman E-PIA 1S supp I n an_i nforna
i nteraction CGAT ntE BrOrs & SN L10SRTIRRLOR 8Bty t |'1f1'}1@at“\§ya§’§ef1§e ed
privilegeBul gor R6er validdtdiquoshibel htyngfsome|amiiges) dudi mdyaklsshssl d

be. cono der ctnolibe e (S AN BheE Pb AR NP |0t 030! nay SpbSe!of

|nformat|onatual$; contained In a source E-

copy of only plage & Rersonr FgRRal t%s‘%%ﬁ% I'F‘(ﬁ (fesrset?hétcﬁﬁﬁﬂ%at e
assists in vat:llndat-rngt3ts tdtxllyhe Gatbsihos ioh tied wEdspnobwgingt ehe fEom t he

E- PI A whose @Qﬂewhérét é\h‘f‘éﬁ ' '&nﬁhﬁoﬁe’éﬁéif Cﬁfforug}.'ﬁ:ﬂ %ss@ﬁgr LAt 8Spd he
information c tran5|t|v y trusted” party

i nf or mat | g 5%8?"?&9 ‘i(g tq%(?ﬁ Y, each i ndi vi dual pi ece of i nf or rrat ion in
t he original E-Pl2ommamn rs ‘ g th the E-PIA' s private

v BBl TNz g b
key when assenbl efin ag- é&hﬁn@z@%pﬁ%ﬁi&i@ﬂ&?% é;l%k%t EQEt wﬁ&nk‘éﬁ”% ane
ggbllc key 'Edhﬁﬁlgéiééféé“¥8%1'@oamgﬁééécghé’or more E- CQ%g8n1g£es on a y

single E-Metro World Wide Web Server. While each E-Community
20 Administrator is aware of his E-Communities and their

corresponding E-Brokers created by: the E-Communities!'-: .
development team, one E-Community Administrator designated the
"E-Community Site Administrator" is also aware of the E-Metro
and Netscape server processes which may need to be monitored
. 25 and/or configured. Due to strict security measures required in
- E-Metro, the Administration Tool client application requires a
direct log in directly to the E-Metro server rather than via
any Internet protocols. Note that this restriction does not
exclude remote login. An E-Community Administrator may also
30 install a Forms Repository on the server if this is desired.
Detailed Obiject Model _

" A major feature of the E-Metro Object Mocdel is that the
first-class objects, namely E-PIA's, are not instances of
Classes (at the user level), but rather just instances.

35 Instead, they are dynamically assigned behavior at'any time
via protocol assignments This provides a facility which adds
behavior incrementally or subtracts behavior decrementally.
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An | nt er act Pr etncal souséprementarealeaniniils Atreblt ebepbtiised| reansi sts of

a 5-tupl e;9f 3&%&29@1&:@”&e§§r i‘ﬁgﬁﬁﬁétg)ob§%tctg; éyt ?9&% hlaét’a%.n%rq% %g'sshar ed

defining WhIC Information f tore 1n version
35 pEkah |?r%a?%9¥adePrnEﬁaFn§1me S& edechreRic ckprmy autside of
i mredi at e shaEl-Mgtr@ oMead as WELDBa®ABtAlly fictitious (non-real)

PCT/ US97/ 13303n§io§f43 e TANSE! EKE EBdvd 9P aTUbCBe F Ap il drady Of
_ B3. An E-Being is essentially an abstract root class,
20 there are no direct instances of E—Belngs
:dﬁg_undamgntal Informatijon Objects
“MﬁnIl. Purpose of Fundamental Information Objects --
Fnformation Objects hold data in E-Metro and are instances of
;Classes It is important to mention fundamental data since
25 the user interacts with various fundamental data types
frequently
I2. The base Classes are:
Class
. Integer
30 ' ~ String
Float
Boolean
OrderedCollection
.. Set '
38 - Dictionary .
' -_SQLStatement_
-Folder

qc



ver si on of' E-PIA to occur by third parties (transitive sharing). At

runti e, %Aﬁ%ﬁs are copied and placed in the privil egefgiig®pdsed he

ver si on of at will be 5 shared. 6) Enable boolean -- an Interact

may be di sabl ed SP4. Execution of an InteractProtocol creates a version of

the E-Pl A based on the gxtgduuadlestptingar aneter val ues. This version of the

E-PIA is what is gi ven&n‘g) gred with the 10 E-AutoPlA that is interacted
ou

with-- however, if ALL put paraneter_ val ues_are previ ouil y obt al ned
E-Pl A versions, thEh- arThe hage, £1apsas haypdefathte PTotRSPLAT 1 FR
i nformation i aeaaﬁﬁeob:adamn eolrre sponds ned | yhebtetiets BEPEAef Ol asseNOTE:

Consi derat [ on d tgﬂéms ations, rat her
t han al vvay% gog v’g%@ég% g‘?ettglr?éé E?‘%t 8%%%:}'% e mi%st#l %Peg Per
passi ng data @sderedcellectdani.ofesy ARG DAFHi AT ATE G%SFIE' aary

| nt er act Pr ot oggkc@filc | irdua lofs birderedtobliedint omey. arﬂb&peaﬁémekeysmbf
E-PIA that is shﬁig%a{_#%s each of its 20 pieces of fundanmental information
encrypted w t R*F S private key-- this encryption-occurs aéb';’_g?
E-PIA's personal cF4entAmdPtestePdRShELIRg t FRPTeAENTRE HieFsr Of heo ¥ p A
i s assenbied. chat be, pasedderrdanll Asoanpobiests, c:attedgn:regtpti wheni 0t oneeds on

by using the E%bbéc &sd oééﬂ%éﬁers'Qﬁeegtéﬁﬁéé%rfﬁﬁ e&rﬁ?!ngnbﬂt'ts

certificate. f hat nce private are never g in servers, the
i nput or out pBFIPELBHBt erZeNye P€o ﬁ&és WAt Ar e @’?ﬂcﬂt@ LEFERIRES need
to be severel yhbalsﬂrbetmbpdrh@dpreEachnExemhnds.'seSts:umge idengéfigeal t;hmn
expressi on regy. {n%) ﬂ?t&ﬁ%ow/&ﬁt@fpfaeapt'mgfwaﬂometn@ Hadhes key.

SP6. An InteractProtoc net er .S g ctionary.

showi ng the nZRESHENGE rEé‘es F%ﬂ“%nﬁg%’ﬁ%ert&r &H?Sﬁf“aﬁé% hat
each |isted pdiéfietent i corigmdes goagraillied BP the CongHAerAn |nteract Protocol
may inherit an exigki n%éﬂﬁﬁ%’tgt geel intedded St P28 deJa vehicle for
;EéerRﬁlctespr ot O%Ol gghégl S t{'%.n%orm thEIOWhlig%eI{ngna%laéd%Ongre exl?gﬁge er S
PCT/ US97/ 133021BPSnfaymat fim\ mapiveer ar refepence |ty dRAIds infoamgtbon als  of
the Interagt Ph%?&?l:&é&ﬁ'él{!?d theis!,t not £0E eémmaz{tg, @dEStEtEﬁténtf acility-

gngsfgﬁrlsg gls éétﬁbtsgﬂ%Paggesgﬁfggéét P I d B erences ggé flleea

up by a special compller provided by E-Metro.
I6. A Folder is able to store Objects using
hierarchically arranged keys. :

25 I7. An extended set of Classes will have to be provided
to support the various standard object protocols -- some
examples are OLEObject, OpenDocObject, and SOMObject. This is
needed since some information asset data will be desired to be
stored in such formats by persons. '

30 I8. An extended set of Classes will have to be provided
to support various multimedia -- some examples are Audio,

. Video, Picture.
I9. -The very important .Dictionary object appears as
- simply a list of keyed objects to the client of a Dictionary--

35 The keyed objects are frequently referred to as the "values"
of the Dictionary. A key is used to look up a value or object

~ in the Dictionary. Keys are typically Strings or Symbols (as

a1



5 the construction of a corresponding Interactlnstruction-- ,Since

I nt eract | nstwoogmaeps nust "fill in" the paraneters of an | rpﬁf{%; ocol
Wi th ExpressionStrings, it mght be nice to fill in some or ;fﬁﬁ
paranmeters with the commonly expected defaults. The tabl e bel ow shows an
- exanpl e def aulil Sﬁallmﬁﬁﬂ Eaﬁamnbensednis namesd€oallchevabiécts so keyed.

" "FirstNanme"Fir I r i_ght
"Street" 1.ﬁ'ﬁt‘:’\lﬁg?ad ess st eg%):lﬁ.ﬁfé %%egp%f&ér%nﬁ%% Egggp&% ﬁ%&ﬁa@ag
function prot&&Ype: TR cralues, Sarf Pei arY MRl e.S’c g weril s st Nanexamplt *

Hei ght , trlngficSﬁonery ﬂéSstmatbabui:d be automatlcally f|IIed with the
defaul t cal | : prpgessSupe iy MNerrre—pF6 — e €
. hei ght, addre S-eei—Reg o—taa—io—defat paf-ahBi-ers—ef-ersnce
vari abl es t haj-riorri ;:“:; oy t-hre—E—AtH-oR-A NIPIPY 0
Par amet er Pl. wEprapse of —Ppnag tHA3 ohJacear aretef FS—a—Reret——passageway
for an I nfgrnatTOMCOOTETt t0 €T terpe 1 nput—to—an—Tnteractor—or—be—output
fromanlnter ' 2-tuple of (nane, validation

25 Rule)-- t ' By y erify type at runtine. For
exanpl e, the expreE?éAbn Pur:msnd@ﬁ EelE'.tPas-s- A«:heEeBanngswh\zhﬁt h&rpﬁéi&ntmhj rre

paranmeter val &ealsp&bdmmn&alaéaﬁ%m YeaQ" eQLohh? %J.&b&&%%g

conpl ex exanp%g r e conbénatlon of, a ége val i dat1 on and a general
30  expressi o 8bcH ‘?as1 E(%%Sl Rt 1nFRogesuRed n’g:/%%lF‘fmb 203500. 00) .
Rul e Rl. PRrpoese oPIARH &n EAPRA| way sexissti gmednt Blectromixt i BiMet man$ecure
descri bes thecggaditions under which the act ivity WO 98/ 03927

PCT/ US97/ 13309 wi I% &c%bh%hgi se t.h | Vi tx_Bdoes not occur.
i nportant to #ote THEL [ ?r%?ﬁ’%s s3PoUBRt Rf Y ERE Fﬁ&rdﬁ'y’ E@ﬁFrl c.
R2. Rul es ar elEx@etptsl @odr pAgsed oty eudiomiggekpmesst artee ediltngetal vate to
TRUE or FALSEbe Riccohipal iBlle@ ®%EhOPMNI Fodt@WRLchUSE F£COo0ARd Wy tRECE-
contexts g 'ﬂeﬂﬂ? m%tntl Q]&sg;gééng case, two E-PI A's can rreet _
. PIA4. Bach E-PIA may be assigned a Set of

InteractProtocols by the E-PIA's owner at authoring time -- E-

PIA's share information at runtime only wvia an

InteractProtocol and only one protocol at a time.

20 3 PIAS. An E-PIA contains a Set of Privilege Rules which
must be checked and satisfied on all InteractProtocol
.executions.

PIA6. An E-PIA contains a Set of TrustedTokens which it
obtains from E-Brokers at authoring time -- some or all of
25 these may be used anytime the E-PIA irnteracts.

PIA7. An E- -PIA contains an audit trail of all
alnteractlons that occur with it -- each RecordedEvent stores
_the 1nformatlon about an interaction that is interesting (e.g.
time started, time completed, any access violations, etc.)

For an E-PIA, everytime an InteractProtocol is performed
on it, a RecordEvent object is added to its auditTrail. For
an E-AutoPIA, everytime an InteractInstruction is performed in

.,1ts Itinerary, a RecordEvent object is added to its
”u?udltTrall The contents of the RecordEvent objects needs to

QL
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SO Wwe are interested in two contexts. The two contexts are the sharer and
t he sharee. R4. To facilitate reference to two OQE?@S t neet ,
t he keyword§v W?é’?f" and "yoursel f" will be established i e ¢grammr --
nyself refers to the sharer (sharing E-PIA) while yourself refers to the

sharee (E-PlAJRake ?Léd%&%@é% q&dlt]‘%rall ne§§s AU e G IMeledot

reference to m)ret none ect yword % rseld es" shal |

be est abl i sheieviedopmengr aphdditio Ygelf\}§§eFéFﬂrggt%e’ﬁ?é' §PEEs
(E-PIA s t hatmagee;totv\mﬁbhsharlee)redomﬂecbiorapebéomenice o alimk tstpaspem fic

sharees. Yourseld ongs b?ﬁ%{fl§hetl§é‘%ﬁ§t Yeueag! xeale%rﬁl Ilrad% 91186

Ref erences are us er'to hi er ar.chi cal I | ti.on é@l dat a
in an obj &t the &WePEnEEen%yP%é’ﬁM Qgﬁér lga‘;jcc Ee 8fe
hi er archi cal wmeergeoneEXAMPLE: To restrict an act|V|ty to only those over 6
25 feet tall a shangr' gn'BlBrATfY 8 404nSRLAcPEPE | B o RRNRI®3LAl tTibutes

height > 6 R7. Rules are_neant to be interpreted at runtine -- therefore,
only sone er rfmalkaBePRERded to be found at aut hor i ng tine. 30 E Auto
Per sonal | nf or mat PGASAgBNHOKE- B RIFPIMistARRABesPgnabed f thehet eReAmore

S AULOPI AgS Altfarl Bl ELBAI 2 38001 dilAin BeriBhk-ONrie e ¥-r2alRBRCELRLA
An E-AutoPl A is an _E-Pl A, whi ch i nitlate tasgg elgﬂnsg to i nteragt Wi th

ot her E- Pl A' &1 B-GORMuB LY JDgjpes I':W
E- Aut oPl A i s an EPERAOWhOBLY hitlse dione EsPIdnmait bqemedyf% |ag:nedltt19rwg
WD 90/ 03927 time. , PCT/ US97/ 13309 API A3.

An E- Aut oPI A may be .execute | t.i ner.ar qe fr a Hone
E-PIA APIA4. A H%%XE PF%%%&%%M“F Elé SEEREA RN E T AR ??Fx 5
| 1. Pur p&se ngfmel oifnshar persomnit tfepremepteoanilsthabiperdamrsis public key-

I nteract | nst ructiitong Iabaﬁmédetﬁ& bs@c Rty ehimeda b@ecé’éb |ddrhefzaliabuSthBave a

nane. 13. An ¢t| nera}r}& n%e t OfueF.Pr' VI I gﬁ rs r-l-attehese Rul es
must be satlsqgltffg %\ ™ er sytr% T AP addition to
the Set of Preexntiddearal eetleleﬂmd for the E- AutoPIA

PIAl12. A Version of an E-PIA is constructed at runtime

20 when information from an E-PIA is supplied in an information
1nteractlon -- an E-PIA version contains only:
cerg;f;gg e )
aggets

privilegeRules.
25 The possibility of including an guditTrail should be

considered. ©Note that versions of E-PIAs typically represent
a subset of information actually contained in a source E-PIA,
so that assets may be a copy of only a small part of the

original agsets folder. The certificate assists in validating
30 that the information actually originated from the E-PIA whose
name is stated in the gertificate. This is important as the
information can be passed on in "transitively trusted" third
party information sharing. Additionally, each individual
- piece of information in the original E-PIA assets Folder is
35 encrypted with the E-PIA's private key when assembled at the
. E-PIA owners personal workstation. By using the public key in
the certificate in a version of an E-PIA, another E-PIA may

o0



4. An Itinerary contains a Set of Transitive Privilege Rules -- these
Rul es gover nybb@assi | ve sharing of any E-PIA versions (or B
versions in this case) that are shared 15 by Interactlnstructions wthin
the Itinerary. The Transitive Privilege Rules are in addition to any
Transitive Prhaveeties dtes ddetiypedd fand dhdwndiod @gugk théereled [vVetgieet iodn

itself. At rughinp.pidese Ryl g?'r'?&ﬁec'%ﬁar eég,n@gpltﬁgegﬁgrt he privilegeRules

of the version of E- Pl A t'hat An Itinerary
contains a Sef£ErBet nore Scripts --a Script is just an
Execut abl eSt ri ng WITX 1 durpessonf TrusfexiToken |-anguZgest&ATo¥srs ixan control

when and how Igt e acd 'aH:Stah'd&Bi: s @ ﬁ]t&d&? aPeEaLBRE: Mg% witH Rlche?r €

at ever processin progranmer

just general gro%é\égn %
wants to do. °HB Je SBr PEEeE P c%ﬁqurfnulsﬁt et athenehiert Walltlﬁr nane
and pass it aay imsterdyitgdonasrpaermwibtes THatatthar E-RBrbken Israksrs .OniThet he

I nteract!| nstr LT Oghlﬁ I t r
.called from t‘ﬁgﬁés ?é;?sen? g%ﬁgggflgét %&5‘% i g%ﬁ‘%? llil:?Ir'?élc'ynesrr%?igpobj ect.

The net affecP* R PﬂFe?%‘é??sr?srt ctslugl“'r%céﬁﬁtgﬁl‘é’a)r? t® any
order .. Inlféraperfmmm ithes secered| inttdatdonn sequence when no Scri pts are

present in the Itiper a'm‘lenlﬁ TAst ddFENR] Y CBATEAL fo Eeﬁén GPH MBI it

| nteractInstructions. - 0 _SC Ls,

| nt er act | nst rh%t?rbcfﬂ’paﬁeg gi}égu{%%laé}qﬁ}e g‘PE pr"‘ﬁﬁ'?)g?%?f? his local
PCT/ US97/ 1330ma¢lrinenT -| thacEaByokey uhﬁmmemembesm the ng-BIA ety 's- t he
subcl assi ng | phbEiARey.nherits the Rules, Scri pts and l[ti nerary of the

parent |tjnerary. e SLLAGH ose |

| nt er act Iinggt riuct i o'llnlt}E - %?'g%’ega%% ‘fd&%e&'ﬁgtéf’@ f‘ﬁer§ d(p)fmtﬁ’te FA the
whol e  syst em BFelfe JWeE Pat E%ﬁ%lh'@?% Ey@TRd ennEme| #ng . tl(%tcﬁmmedE- Aut oPI A.
and E-PlLA) tcrrh&itﬁedujo&eﬁ Epedmn | tH iy Qfatl&osthaci-reatmabe.&ﬂ R

i nteraction t S it ,Can Ooccur. |t.
is also i rrpor?gé t0 no‘EALEH %ﬁél%‘lﬁt%h lﬂe e(?g?g%ﬁe JE51‘?1'“Iahtpgre"'@‘Fl“ﬁst ruction
that is the oﬂl‘";)‘qw §e8RiPRANye Hhe &-ﬁapkeﬁ hsew sthat) thecE-RIA

| nt er act 1205t reeduemting dnbetagt Bormfisl krisCeanunly i faghe frustedToRen can

I nt er act Prot %Qldé&%ted successfully.
InteractProtocol
= . SPl. Purpose of InteractProtocol-- An InteractProtocol
- object designates-specific named information and the
25 .conditions which must be true in order for the specific
information to be shared. The shared information is packaged
-in the form of a version of an E-PIA. The version of the E-
PIA is specifically defined by the outputs of the
_ - InteractProtocol.
30 .. . 8pP2. An InteractProtocol must have a name.
. SP3. an InteractProtocol consists of a 5- tuple of
1) Set of input Parameters
. 2) Set of output Parameters deflnlng which 1nformatlon to
store in version of E-PIA that will be shared
35 3) Default parameter mapping
v 4) Set of Privilege Rules for immediate sharing to occur

W



3) Parameter assignnents 4) Set of Privilege Rules for inmmediate sharing to
occur 5) Set of Transitive Privilege Rules for sharing of |

E- Aut oPl A t WOSEER7 by third parties (transitive 20 shari ng?&@%ﬁﬁlgglgnum
nunber of interactions I113. Execution of an Interactlnstruction creates a
version of the E ﬁl)'t Qg P Yt 14RE Pyl ) BBe | RPN s PEYAENERE nyabies. Thi s
version of the E-AltoPIA 1s what isS given an&E‘SS shar&d vm't.ré.‘E’éPlA that is
i nteract ed wierSioRoREVEFPIR {EQCTHpEY HRIBFPRICYAT UEF3RPE“3¥8vi ous! y

obt ai ned E- Plghatdns) onsAt t et iwe E-thesePralesrarercomiathang pdeegd Lhst ead

the infor matiqn. 3;033860RA QDDA il Geobighnat | H-pi aitied wE1Bl Bef or s, 30
I14. The version - 0 that is shared, has each of its pieces of
f undament & isha&eRat i on encrypted with the E- AutoPIA's private key-- this

encrypti on occurs 63t Enablé&-boeiterl A'-s apednbaract|nantbevstileabdeton when t he
i nf or mat iggn for g @%4H0ﬁe.§a€io‘}%i&f %s;sqa‘elegaetpfaé@%el @M@bl_ skE- PEﬁsQﬁn
process can ecry t.the | or t1on usi n t he U I C ’ t he
version of tRF EhS E’g aﬁnga?‘ﬁgi‘fré% Fiuﬁ%QFe‘?u “\Rﬁ’%é?%Zygqu%'
PCT/ US97/ 1330thidotversthan ef nthe B-Ridk dskwhstate aiven ansk shegerdnwithyEhs,
the inpgtloorbﬂ&%tpm?waetfésimd dtedP@gendat anéwevdy E-4AURORI Surpusi on
my need to e severe estricte LN _exXpPres on r M| S n In
general , an é?&ﬁ"é‘?gﬂeﬁny’?‘igﬁﬂa%e VRAVd P& aYi ?él:?:éz-l ‘%%];/%@l _arnegv?nl?’ ﬁ'?t’ hte:}_len
private key. ar E-PIRevpreitneipRtesneatedbe tastedd dhe gnfopgation is -
:quera?t | 'ntsarﬁéfété_éana‘l@n@eiﬂeﬂ}itlé)rdﬁd_g{inal%bf&b?éﬁnéla@ mf A | fYtmisQ thte_ Set of
es or e | r.y as aS e el 0 esS or, . e
WO} ¥ cBRnltarin Koo BrPothaintn i o BeRic i kBle o

E- AutoPIA. 10 i erules are copl e
in the priSvi | sifaRFAionsef rakbey than R1FRYE- ppARt VRSt Afe 85 FaPdl  due to
the | nteract | du1eC beOintes¥tEatddN. Pelrhap&bys8vid Naadant=ar atl EoBEAOf

val ue mmy 15 VIR PR Fov 1EF SRR o anBheSr bbb MiedialdipkploL TN S
generate an HEML InserrcEpretepetinp avntherdnget I nstruction with Parameters
ready to be fill edpsn. TheSvedditde ofs BxPIpechat idpsidredjoms each of its
lnteraCthﬂFtrﬁgéééﬁqof'fundamental information encrypted with the E-PIA's
| private key-- this encryption-occurs at the E-PIA's-personal
client workstation'when the information for the Home E-PIA is
assembled. Later, another E-PIA or process can decrypt the
information by using the public key of the version of the E-
25 PIA found in its cextificate.

Note that since private keys are never located in
servers, the input or output parameters used to pass data in
an E-PIA version may need to be severely restricted in
‘expression richness, since in general, an expression result

30 would require re-encryption with the private key.

8P6. An InteractProtocol's Default parameter mapping is a
Dictionary showing the name of zero or more Parameters and a
hierarchical name that each listed parameter is associated
with.

35 . -SP7. An InteractProtocol may inherit 'an existing .
- InteractProtocol -- the subclassing InteractProtocol inherits
the 4-tuple to which it may add more Parameters and Rules.
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20 which updates the latest information in the E-AutoPlIA into its Hone
E-PIA -- angdmlipht “"Update Home" Interactinstruction is pepesdAssedt
Itinerary termnation. Note that this special Interactlnstruction requires
the E-AutoPl A to physically visit its Home E-PIA 25 Clarifying the
Rel ati onshi p bet weeg, Inhegamfrﬁpwe&-w&&delgi-wmg gRtllegc tinorsyApr all

| nt eract Prot’ o%‘_cc)tt_1 A nSia&'?%‘ferac% oco hggp{:gt&rel ag:uhbyggltgog:ggn Nt ime

| nteract!nstr I's"r epresent e a signature of
paraneters t E{RIR fflaIcP-ééltYnmuS%(PrQM%qeetPHE Rt LIEEt | nstruction counterpart
i's the sane excepigpsl.t thpadéf@ily mar iisl mdanb to | adteraac talfy asesdskantntc

I nteractlnstryctions ?:*{181:9?}1 éué pTeT AN To! rov?ni#% £t 1H® ruction--

| nt er act Prot octt S8 tr eseéen Servi ce an E-Broker and_are
aut hored al or@finde ﬁnssragﬁlasmqna Mugta ﬁ-%%t%%ctq%QaéF@eﬁﬁfﬁo?gaan
during the COﬂﬁ'Iéﬂ#EtiPQBtef:oBmitth EegaessionsanifgduttPinvighEabe nicé\xo
98/03927 in some or %f t:h lparrameterg) Qﬂéﬁsﬁfel%%%onl

| nt eract | nstruc]t I Ofi represen reguested inte act|

| nt er act Pr ot o%?@ﬂec%dséeféﬁb\?\ﬁ i rim'ﬁ d:@bgelgeépg PRPYF |3y SEGRL S A tga‘éjr% part
of Interaat Prtﬁapcol s Each pr| Vi l egeRuI es is a Set of Rule 5 Obj ects As
descri bed pr &« f ns

Rul e Conpi | el

T e e

of the Rul es -
t he Rul es calrt E‘e"""" ot ”y°"h%di‘é |§ ﬂfé@tucl o tihe L0
| nt er act Pr ot deot—nteractom—ant—yoursert |e‘E‘AULUP|A requesrlng

interaction). It S aI s shoymaé}(;cﬁt Par iﬁ% have VR dat ion Rul e
obj-ects. These Rul®®$ &ra-98¥| tRd/OonlYy o8 fja “’b‘é 15?9?519 assed
in. Figure 18 al. swmsupeefa@tammmns*aglmww,ls*lopm vHFég Rul es.
Such Sets of Ml *rr@erggtgdded by an E- AutoPl A aut hor as he is

constructing: and has id t ¢ &S d be

mai nt ai neP r e %éﬁ tﬁgt? afe’r"aa@tﬁﬁ %&éSg g‘?. Nini A;egﬂu‘ﬂiesgg# t he

| nt er act | nst rMQmWﬁscaallm(ﬂmm“ y Cl. Purpose of E-Conmunity
- - An E- Comipidss 1. vydesaBACE SLRINYE 4A6ER, Aedrésf)drestnd ot her

E Communiti-es. Jekal]z2 EREE" fhe Uela 1y PHRbhYc8LS - M QYRS vaRTUBILY fOf
: that.reference (and hence, bind to) the E-AutoPIA's Folder.

20  Parameter
; Pl. Purpose of Parameter-- A Parameter is a named
Mpassageway® for an InformationObject to either be input to an
interaction or be output from an interaction.

P2. Each Parameter is a 2-tuple of (name, validation

25 Rule)—— the validation Rule may be used to verify type at
runtime. For example, the expression "isKindOf: aClass"
determines whether the runtime parameter value is an instance
of aClass or one of its subclasses. A more complex example
:hould be the combination of a type validation and a general

30 'expreSSLOn such as:
fmyself 1sMemberOf Float) & (myself > 203500.00).
Rule _ : ) .

; Rl. Purpose of Rule-- A Rule is assigned to some

;ctivity and describes the conditions under which the activity

%



It groups 25 . An E-Community is an E-Being -- an E—Comruni'ty

mai ntai ns agks %/;3 f notlon of life concept in that it has geglyse#@aghare
i nformati on"and 1’ nteract with general E-Beings. C3. An E-Conmunity must

have a name. C4. E-Conmmunities contain zero or nore E-PIA's -- the E- _30
PIA's reside J;aqethehrbecousantiny t&iéa&etibftﬁaaaegqeée Gsoudmr s dkaring

I nformati on. Thus, E-AutoPl ng Cl whi ch
E- Cormuni t i estMRONFREF tocgoé\eESttPoa%nE A R‘elg ?g‘(%‘%{ gef% her Bg @oullﬂ ;“i.’;[al es
such that thepamayncestaieanged hierarchically -- The contained E- 35

Communi ties may, igB,tHales C@ed Wamesewﬁgmepﬁ@swaﬂng Haprieisetianehy

nust be strict, howeyer, in t nity s contai ned by nore than
one parenf E-HfmTYRLY2ES0TC {% F@%?m
PCT/ US97/ 13309 C6R3. EaEhe ERGARMAnessions Presmar musk Greqagnizs msiple

Communi ty hasdiftexgad-toiRekee anid alﬂtereEEngasQe E @wmupw sC @ahameetno
I nt eract Prot ocol s becausg‘?mrsee/edm.){_L ot QE\?E %hgﬁﬁ l%e{ i ac Bygpose

of E-Broker--S° Xf & G rag inter- i ons.
E- Br oker s gum@ﬁ@emﬁa@n@h@%ﬂﬁhw A's | nvoI ved in an interaction have

the righty based @@.l nterpséfY¥e0lrefe@enfbet8Ctwd Nobjctmnikat meat,t he 10

[ eraction | P el BRIR e FE R B EL PN PG T i s ened s

| nt er act Pr ot oker al ns he Subsystens, 1 nplenen
al | | nteract hst gremsart - ovmése]Eﬁ?lFefMSEtAuFbPl 2haxsT of ARATIREEa&IAN th an

E-PIA in an khile GotuRbelf yreteah ttathen shaBeek ¢e-prA htHate redter adthr ot ocol
I dentified by ﬁ[atl%r? Aut oPI A's current Interactlnstruction. BR5. An E-Broker
nmust generate a uni que TrustedToken for each of its InteractProtocols, BR6.

I nteract M8structi 8fs ndy ERFILPAtauesPEENEs DD MO¥R L Prsmebiect that
cor respondi ngndet, erchet Eéywml nyoursedves'BshiEl . bB8RIst Al ilsHadoer thedi at es

the interact {ﬁyﬁ vveen es t‘%gd\é@%o 2Ntk gﬁéogé@ ae Jﬂéé%@g (El)PIXale' dat (23)

that the E-A satl nmmunity s privi |
Val i dat e t hatthatagesk Klﬁ]éss%a’ifé@r'yptlélsﬁee?r 3R e ghesfl to refer to

specific sharees. Yourself is always the same as yourselves

20 at index 0. '

' R6. References are used to refer to a hierarchically
positioned piece of data in an object -- a Reference may use
‘names separated by spaces to denote hierarchical access.

EXAMPLE: To restrict an activity to only those over 6

25 feet tall a sharer's rule might be yourself profile
physicalAttributes height > 6
_ R7. Rules are meant to be interpreted at runtime --
therefore, only some errors are intended to be found at
authoring time. -

30 E Auto Personal Information Adent (E-AutoPIA)

APIAl. Purpose of E-AutoPIA -- E-AutoPIA's are
.intelligent agents that do work on behalf of a Home E-PIA. An
E-AutoPIA is an E-PIA which initiates tasks intending to
interact with other E-PIA's in local or remote E-Communities.

. 35 . APIA2. An E-AutoPIA is an E-PIA which has at least one
'Itlnerary ass;gned to it.

0



corresponding to the InteractProtocol being executed. 3) Validate

E- Aut oPI A" syieydsigsde@cr eRul es. 4) Validate the E-AutoPl A's |pd1eseaniysoo
privilegeRules. 5) Validate the E-AutoPlI A's current Interactlnstruction 30
privilegeRules. 6) Validate the privilegeRules of any transitively
exchanged E-PlI A vashensm IBMAwic®Igoinay bnlpcredssncthed, an . enpekecyte APt
Parameter. 7) t e.Lca fP&fyaocﬁd?Je ef pthe E Broker whi ch corresponds 35 to

t he I nteratt enent at | on --_onl Parangt er s passed
validation in (6) ABFA#heAE‘I‘?-\'Eﬁ FPIPARS MAK &RUR %/IF e Rieteo §P5°%J‘§§s%d in.
WO 98/ 03927 Itinerxary PCT/ US97/ 13309 8)

Det er m necthe speg Hf | cpﬁﬂ,égé:td O q}, g 2Bl A S AviliHed airy L_.gﬁsigggr@f:ta on --

t
this is based on three i1tens: Va atlon Tasks 3 throug gbove b) An
addi ti onal setiEt PSnIPE?’éa%'thﬂ FLPRshhat are to be\pErfoRBedral | within
the E-Broker.execaRabl an TjirEmany mustebgeRka gmmsf. the E-PIA's that are

sel ected based onyg) agd Peu?ara ThenEaBhekerse: Idﬁolp%m&age%iés execut ed

-- if anyfalluresocur nteratl ructj.on i.s no |l eted 10

successful | y.F 'H‘égtPg?ear?@tté‘F %mf)a%ls]e %ria&gg t’t‘Ffés g@nd

PI A's | ntier actder anoad&:.axm s e Set. OerlﬁdcﬂngJBrlsBedebiﬂedsf@n the
“i'nteractPr otﬁl@qltgp&gctory service -- this service answers a generated

HTML docunent 15 sC n of the.lnteractPr coI S rov ded t he E-
b oker  Bro " Each 18: chBiLfhikand cghlBant o Aat ot TeR R pPRE bE i el 10
the servi ce ®whesr s-t hhesatRulas Boyeybotransitive Shaersngdqrékeny EtPXA

It rr:porE t gnt to \FH&tsQohBar(oi'rE-%@&fMACQeQQﬁoﬁg m hsLie] Qﬁ%@)eéhhﬁ aﬁa gRnney by
e - bl exa

.S servi erethe ndelrlng
onts 3o A B AR SR Wi B o T B PSR £y
obtain privi |IRgjedlegpeREley Gke ignndditice te amsimangirivet Bofokkssd or any
reason. 25 - RulesBB&@inéd BfsKairs i vii@udl I BddadtInetaatedon 1tsel i hout

020, o RETHE) ] Sy 8T cLBeo SRS LSS 000 L -
of any parentE%-@&EﬁQB&L%&sqf the version of E-PIA that ‘will be shared.

20 _ I5. An Itinerary contains a Set of zero or more Scripts
—:,gMScript is just an ExecutableString written in some
pr;giammlng language. Scripts can control when and how
InteractInstructlons are to be performed. Thus, Scripts are
Just general programming code to do whatever processing a

25 programmer wants to do. However, a Script can call an
InteractInstruction by its name and pass it any variables as
parameters that are within scope. Only the
InteractInstructions of an Itinerary or superclassed Itinerary

. may be called from the Scripts that are attached to the same

30 Itinerary object. The net affect is that the
InteractInstructions can get called in any order.
_;nteractInstructions are only called in sequence when no
écripts are present in the Itinerary.
 ' I6. An Itinerary consists of one or more

35 InteractInstructlons -- if there are no Scripts, then the

o InteractInstructlons are executed sequentially.
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Havi ng descri bed ahd illustrated the principles of our 30 invention with

reference tg erred enbodinment, it will be apparent tpafgkasiggvention
can be nodi‘f'?gﬂgﬁrgﬁ-; arrangenment and detail w thout departi ngé?rom such

principles. As such, it should be recognized that the detail ed enbodi nent

Is illustrative ojky apdrehRelsrPiiayanhdker an bkibting Itfinaarycope the
our invention. Rather, we [

; ¢l ai mas, qur . nventign.all [qrents as
may fall witH¥PHRSsdagpdtiRGEenYy r’irﬁ’qﬁltﬁhiﬁ%ﬁf‘%ﬁf hgééjf%%:o?r%l
equi val ent s theimiraryl 68 the\paxént fitinerarX.conputer-i npl enented system
for securely ﬁggFgEtJE&gsggchgggrci ng the informational privacy and
i nf ormati onal - erm na |oP{i htstgnd responsibilities of an entity
by provididng securdlangUpPPHst @t s rb‘?%@é: PSk&EPFTA8 secure and private
i nformati on muhmeydnstractionstane gheocdosde papntcinpthyrehtiie system
rrechan: smsE he c%qggtjgﬁgéggptfmgiltﬁgﬁwe%yﬁ@mmEpr(h&i:ﬂﬂllwam\iwpm
securely store an enti S rsopal i nfor | | :
sel f-determ rﬂ'ﬁ’g Eiﬂpé[%‘t) a¥°p8$§8n‘é AqEn t aé"t%a?lfl (%Igg agggggg%%%@%ﬂ%ﬁcg lt}':ﬁes
entity or trustedniesaction, that dwbkk Ramir aatothat Fohed Ardex HER it an
enet ypt eq granig ;oécrdis.lt ledt 2504256 i:ﬁml&sm_tf a0 na::euenau l!'[.@-nfhe iiecaitdlon
exchanging so r.a e erso i,nf e mat i e es in
a manner so a%g?ad‘ &”&?@ﬁftgﬁggg‘ég‘bﬁ%{%&t o o%é’?sgrsl ?ow%aeg%eér%%gté
i nf or mati on bsifwyrmatdleangegets.-wel|l as to the personal information not
bei ng exchanged; wher.epacharfltérast Rtsrtash Teaassbeapbe avf exchange of

personal informatiqn. o Qﬁ[ﬁg I jvilege rules of each entity so as to
permt an increner‘?tqalEpgfc anSQQO?%éersonal information stored in the

entity's 15el f- dRlednteragtlrgreePl jAa®ona as each individual or set of
~personal privil egs) Haeameteri assbgmnérdd y sati sfied; wherein said trusted

process means furtfjera gSaur 85, L hPLaeilde To hkadakl anPLEN i ociur
partially -104-. perforinmed exc é%ge are unaware_of each other's
i dentities unless5) iSetopkalraRsitbyR Huividege Rules faE thaTHRg of s
' - version of E-AutoPIA to occur by third parties (transitive
20 sharing). _
6) Maximum number.of interactions
II3. Execution of an IntéractInstruction creates a
- version of the E-AutoPIA based on the runtime input parameter
values. This version of the E-AutoPIA is what is given and
25 shared with E-PIA that is interacted with-- however, if ALL-
input parameter values are previously obtained E-PIA versions,
then an E-AutoPIA version is not created. Instead the
information is passed along in the originally obtained E-PIA
forms. B '
30 IT4. The version of E-AutoPIA that is shared, has each of
its pieces of fundamental information encrypted with the E-
AutoPIA's private key-- ' this encryption occurs at the E-
AutoPIA's personal client workstation when the information for
_ the Home E-PIA is assembled. Later, another E-PIA or process
35 can decrypt the information by using the public key of the
version of the E-PIA found in its certificate. '

N



i ntentionally exchanged, and are unaware of why specific personal privilege
rul es have |gdozy! T a@ny; and neans to assure that anypgyxeRaness
personal data 1s delivered to the receiving entity privately in such a
manner that the receiving entity can process only that data which the
personal piivil egayded enatl koHee tpridrate KegsCcappuhever Muaxtesd dab syst em of
claim1, wherein the tity S, pers ' | i a ikey
that is securBFy Stor gzg’e 1}54'8?“(:3 %%npu eur'J %fﬁgéggn%%?gdugeﬁggmﬁaﬁgmgxéhsi ve
access to sandE-ARpPIanyersier agpmeed é?cPGsF%’éeE%%‘éHﬁEfcﬁ}ctt&%dé‘& ypt

sai d per sona} ekpEQidin eichness, t4idedrmgenesall| capr exmesssidn rephdt
conput er-inpl e ed systemo ' r i LOcr ntal exchange of
personal i foyﬁé cﬁ?%%%&r gévm&tl%l-ﬁéag%q r‘{}g{Eg ggﬁt #ﬁ%ﬁ%e}%}‘ﬁan sessi on
between the entiti¥h. Fhe i MSteREnERELSS DA T%im 1,
wher ei n t he i pg¢ermiimistexnebaonetefbe aadoaimednf or théy creciourgidin ionl topl e
exchange SessLanss SPRY AhedaD¥op! hd IAlheHIDYNLS §l11! 4P LiRAERObSAles
exchange sess fis |n(§>epen ent i ATTiated y“one of the exchangi ng
entities, andf@ﬁcW%WﬁénSeészﬁ‘b‘?Pmﬁrol ving the satisfaction of a

di fferentiget of ares.orrhedEeaneisivsbriprilecleRgdesudes.cdpied el placed
Co”p“ter"“p'jfﬂﬁmﬁe X35 SHRR 1&éa+ the WeeLebl 58! #-pid UHAT bddichedss
means for ~ S$ecure ely exchan |ng some_or all personal

i nfor mati on bERHERG Wt O E8ef E‘P'E?Pé"i‘cﬂﬂ‘?&ﬁ“g’éé ReSnSXFIHEI Vi di ng trusted
exchange of an initiat ioadyepakiyislpensmdonsnbtr FePIdhe Will gestieipate
trusting entigy yhd Wu@.qpht oéaénegs@éﬁa&&ﬁgtrhetﬁoﬂrew% I /al1@ieA falyON,

trust to exchange || nation at a different location or a future tine.
6. The tonpheet2fifitdirent ed system of claim5, wherein said means for
provi di ng trusted Bxchamg@nseractbretacdli mustubehable orprdenarateamn HIMLt he

trusting enti by o didede jAgt AHST Ak LMt RAb: 8RO E8 tPdimdtrrish@eady
initiating edtity for futyre interaction and exchange of information. 7.
The conput er *_;F?rp}}/%ré‘rﬁ% HPstem of claim6, wherein said trusted token is .
doubl e encrypted, ¥i9.stTheyeaipriavapeciady "Yodahe Home! alntrraghlnafrugkdorhen
1L Fop ) et s diseet sttonasicn 16 meuaubmieti e
use the i niti AVBRGEEA [ SPohBP e Rey (RSATS) FHEEL PhfefqutistotBeidatanen
executed at Itinerary termination. Note that this special
. . JAnteractInstruction requires the E-AutoPIA to physically visit
its Home E-PIA. o :
25 Clarifving the Relaﬁionshi between InteractProtocols and -
 InteractInstruction _
. An InteractProtocol maintains essentially a template
-relationship to an InteractInstruction. An InteractProtocol
- . is represented by a signature of parameters to be "filled in,"
30 while the InteractInstruction counterpart is the same except
with parameters vgilled in."
) InteractProtocols and InteractInstructions are both

géuthoring time entities. The InteractProtocols represent the
:gervices provided by an E-Broker and are authored along with
35 an E-Broker.. InteractInstructions are authored during the
_:?onstruction of an Itinerary for an E-AutoPIA. Each

-
-
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trusted token was in fact supplred to |t earlier. 8. The

conput er - i d systemof claim1, further conprisinggpRaQs,

asserting gﬁ’ gﬁ? ?cr ng transitive trust to govern the gnvvar% transfer
of exchanged personal information, said nmeans for asserting and enforcing

transitive {rysle om0l 3iR0: IEANSebfed ild Ko cbte 8814~ dRiqUEBRIAG di o tal

persona in on Mor e VEersions i.cat ed version encapsul ating
personal i nf otpegyastiond Pri 5PF%§%°‘F]UF%"§§ ver ni ng access to the personal

i nformati on duri ngugxghahgent LanBigure sy areapdividegiRulesgihatataxg part
version — capgpl f ;o Qfctpbebasisng é‘é&éw&%@ﬂle\gemnasoweé Sax idf @ulebut on

behal f of the orrgrnatrn entit

ﬁ w th églagri |nteract|ons or
negoti ati dhs ®RieHon |Atss dggrcihed %’F?’O’r‘?‘%&é"r &R ge S5
conput er - i npl Emﬁﬂiags&mmgofvhn:bhr emglowhdisi Rudei Goppiler cie RUAGRSESar e

capabl e of pe?ﬂoéfﬁ%g 8L nPEPEEEBT LI Gld @Recltel £TLI 6£ Nthd IFalles
arbitrary criteria be

| f t th
ability to exéﬁa‘ﬁ&‘e é‘%‘&ﬁ’;%i}gF e'q'?%? rt%e{aetslsrn tﬂ‘gp1 %‘I(D:Ig?nvrl?"f:egl L’%(H%lg’ ©

have a pri vthemxle:a‘ cam refezenge boith amsfedifr ddéhepprovider | heat i on.

- 106- ,—}'d) M&Bcbﬁp hﬁ%ﬂéé@iéﬂ)ﬁtaﬁm @’fonﬁlséﬂ.ﬁ'\ lthé\hsrmﬁbm d neans
to secure store an, ent,i ty E 8 i nfor |on %1} :ae[

sel f - determ nFﬂ%u‘éﬁ”b‘r”c%llnﬁgFgfi 3°B rrprrge"é e secure V. au rhorr g

and encapsul ebjects paveoval idatdoneRube okseahs. onﬂ‘blaISFyRuh%S axe ARRE
personal 'pf eﬁi?twrtrreerarc%ant pagambé&F B i as%%aeﬁ.ﬁ OL the entity, the
personal i nforma |on CONQLi SLN e or._nore one or
more personal priVvk nBl?I @é’ goﬁg?ﬂ?naj%%%%cﬁ A6 rma'kzrggn8 Jec%vﬁquusted
br oker i nglmndpriml&gﬂiheltiasonwémhu&tiiztaf iRless iay ber 3édad BY a7 1%yge rul es
\mrﬂ] i Sing COppEseia ][éiﬁedrti\ﬁ‘ espheg&a%sed&mngolaneqtmefamm man;g

ether or no erm ni.ng

V\??ﬁ cgr.?' et agt g}x#hg gﬂongleé %% ?nalntalned"\ﬂr

i nteraction bge ersona an ot G
not specific pbesmrampéhswriv aki thet he ot her

sel f - det er m nrAgefadl Iridt RRSORArEEERS £O! encapsul ating one or nore

digital c%trgeg&géng}?ng with said personal information . to

est.abl i sh ng entity as a non-reputiatable source of tgre'
personal i nformat i ©h- orPUHRAEEH OEAECCONRURERY i1 1A% ?‘GP‘“W%’-B&%%?E es a
I nf or mati on oBr6Ghing concept for E-PIA's and other E-Communities. In this

regard, an E-Community also provides security for the objects

) it groups. , '

25 . C2. An E-Community is an E-Being -- an E-Community
maintains a E-Metro notion of life concept in that it has
goals to share information and interact with general E-Beings.

C3. An E-Community must have a name.
C4. E-Communities cbn;ain zero or more E-PIA's -- the E-

30 PIA's reside together because they share the same goals as far
as sharing information. Thus, E-AutoPIA's looking for
specific B-PIA's will know which E-Communities to visit.

C5. E-Communities may contain other E-Communities such
that they can be arranged hierarchically -- The contained E-

35 Communities may, in turn, each contain one or more as well.

' The hierarchy must be strict, however, in that no E-Community
is contained by more than one parent E-Community.

1



11. The conmputer-inpl enented systemof claim10, further conprising neans
for asserti ggsgpdegnforcing transitive trust to govern t perroaswaigd
transfer, of exchanged personal information, said neans for asserting and
.enforcing transi-tive trust conprising neans to replicate the

sel f - det er mi ni ng dl&gi t Brchek sermmind tyhcobsigbseol B Brakere &3t EpRi Bat ed

version encapéam;m sakdaeetadd ﬁ@ﬁr@.k@l givhalappel i ficates, personal

i nformati on 0bj ec YeLDi Ng Access r sonal

i nformati on obj ect g?% % é&%‘%ﬂmel gnggcfmgns erc?CttPgrébc%%ongpl i cat ed
ver si on capah!ﬂ@useoﬁ-hﬁmeancmmg-mrgﬁ!&musl y with ot her entities, but on
behal f of & 105;Broketrhe originating entity, vm th ongoi ng dynam c

i nteracti ons“or ne tions its SO rivigd e The
conput er - i npt enen ﬂ“ sy STRRFHC at(s:%‘ngrﬁo r'f'ur £r‘]a%%rrprl S n%%régkgaf £of

mai nt ai ni ng ansleGmt@d‘ R34 Interdqticnsor dEnBrokers conawantiast éiélaénﬁhac?llhl
secured int erﬁqimp% a&donGEdl m qﬂr&tﬂt@&actﬁoanuav@mtarﬁ@dmsn baaeh on

nteraction. 3. The 6o dRIERLR0 Ry SLeM ol el Al Ly f urther

conpri si ng mea%e 56 segg fé draccoant agly conmmandi Nng~ an Sontrol I ng
t he repl ilfat cinrtrpastdnn &f E?Péf%’@!efd -deternmining digital persona wherever
they are currentl )Bﬁzocaheﬂ E-lwecoleaie oWRBP Bher of NRbEEN thd-atFretoeblsal ai m

11, ‘wherein said gglf- M AT Qﬁésgﬁgse%stfems 1tn§>r1ten1§5tgﬁgg#é €s

a plurality of interac oco governing S I'C secured per
behavi ors or, WRWS%C ?hlfot%‘@rs sel f-determ ning digital personas. 15.
The conputer Zi npl @rant agd BymuEsPIN melyaionl §4intkescet witt G E-@TACihoan

prot ocol 5 g éﬁ‘-é“c?eﬂgﬁaﬁ%gl wh R U] afne%dﬁ%ﬁe.@rﬁﬂéﬁnér?é) ée%rc‘%%{slu\;ﬁ

speci fi c persona ors; one or nore secure rivi e ru
deternine if tdgntifded Byt &hen BnAnfaRis' faFupEeRp nnteract nStrH&§1°f‘he
rights necessary BRShednnE+Bfckermimust geoeesteng;umitheMrustedfoken for

transitive priadd ege ikl gﬁtgpé/@gﬁl&q,cgﬂyar d transfer of any securely and
trustfully exchanged personal data, whereby said self-determ ning digital

per sona. def i pes -c SREPTR PGt APER ?YO?P%J%taé‘tWeﬂaPXed ont o
anot her &t tqbt:arlmhe tbe ncafrempainiiingy Entevactfrdttecalr ifgiomaan E-Broker.

sel f-determi ni ﬁg? @RIt ah PoESORG- med;ates”k'ﬁé M&%ﬂo&%‘&%&h“&aﬁd
enforcing the, SFdl N0 AL MeA S2OFER0d,E0

- 1) Validate that the E-AutoPIA satisfies the E~

Communlty s privilegeRules. .
25 2) Vvalidate that E-AutoPIA has a decryptable TrustedToken.

:borrespondlng to the InteractProtocol being executed.

3) Validate E-AutoPIA's privilegeRules.
4) Validate the E-AutoPIA's Itinerary privilegeRules.
.. 5) Validate the E-AutoPIA's current InteractInstruction
30 é;lvilegekules.
. 6) Validate the privilegeRules of any transitively
exchanged E-PIA vers1ons_that are going to be passed as an
ténput or output Parameter.
o 7) Call the entrypoint of the E-Broker which corresponds
35 to the InteractProtocol’'s implementation -- only the
Parameters that passed validatlon in (6) of the E-AutoPIA's
InteractInstruction are passed in.

LN



control . 16. The conput er-i npl enented systemof claim11, wherein the

sel f-det ernjpi lgital persona conprises an autononous - 2’"
el ectronic E‘B’e% Jél informati on agent (Auto EPIA), S%Ig Bl Sﬁogrmus

el ectroni c personal infornation agent conprising one or nore itineraries,
e?ch l_t:jnera:y CO%’@rbS?:EQ?iﬂé %l?&tsdéﬁtflrié%?méctt:_ié@rof Ch-{ﬂ@ll';smﬁ;&%ﬂeans
of sai aut ononous el ec ni ¢ personal nformation agent. 17. e
conput er - i npl’é}rél]i‘Fe&ngr?EFE{‘rf Tl %%slé',‘?" BFgi ﬂnsoll"?%rﬁrteﬁngdt i nstructions
conprise: a target or d¢sVahiddawion Tasksd3nthuonghcdHmeRavey nane for
ij_nt eraction; f a predefi gqedmhlné&amtqrmlots@q_gbt&@?cﬁy%rg;;;%le#é:a\t‘%baahi @R, a

ictionary of paraneter ng.Jd.nvocati gn_of. sai r i ned interact
protocol ; 2pri vi | ef&%FEI %Eihmﬂ% “%EF%%ﬁshgég’égiﬁﬁde’é%lf :gg on all
i nteract instructions; can@he rpxivilegeRuliegi pEgthe EeBIA 'S &t aFet he
encapsul at ed i nf oA kLERBA0BAEEN Son DI @nldr apsi tive privil ege rul es defining
necessary conditiqns f the processi.ng.aof said.informatig jects b
parties subsequeng)to &ﬁ% %ﬁ?{ﬁ 5 & }ﬁpﬁﬁgaﬁ%??y?sjifecﬁkggp it a¥y
conput er - i nplfxidnres opsusm e dntienaptinpgruabionohpraati mpmpleteds or
est abl i shighg gddedsicadiget work community that represents a secure and
trusted environne far.a plurality of e roni.¢c_personal, . nfar IO
agent nenbers eff@@?i@gﬁy ﬁ%?n %ﬁ?ﬁ%ﬁfxghggég Pﬁ%%?néYéi#é%tﬁﬁﬁ 3§g§h§h§'

i nf or mat i onalPIIsf InserpatPueterrl iage Pagradrevponsi bilities. individually
and corporately asra.JEQUR EfBfSKiY dffedssah! » e fid Ot ddtiDiRketBRY M ONal
privacy and selfrdetermpali ggr&%c%htat sgferghg §§HE’P§£&¥ .’}Fﬁ&', Slduahed

y COo g. a nare,

networ k commini'ty ‘conpr i Sing: rusted network conmuni| e, secured
persi st eA® stdassFdbing 3idrehgthe| INtEIRSERFALAGOHF PrAVidRs yn&denkich are
menbers of tIExrdkedsted network -109- community and their respective

‘ra'eglclt Eg["eg ng'sr g%@t' BASH SAFLIRLS U rRYsCaTELLR PR AR h I I BB oLBE v
service-- the service answers the InteractProtocol with the
TrustedTocken. It is important to note that this service can

20 be implemented in any wmanner by the E-Broker. For example,
this service may'be where the Eérson desiring rights to an
InteractProtocol has to validate who he is and/or pay to
obtain privileges. The E-Broker can refuse to answer a
TrustedToken for any reason.

25 - BR10. E-Brokers may be directly interacted with without
regard to the E-Community privileges of the E-Community they
belong to -- however, interaction with an E-Broker does
require privileges to be obeyed of any parent E-Communities.

Having described and illustrated the principles of our

30 invention with reference to a preferred embodiment, it will be
apparent that the invention can be modified in arrangement and
.detail without departing from such principles. As such, it
should be recognized that the detailed embodiment is
illustrative only and should not be taken as limiting the

35 scope of our invention. Rather, we claim as our invention all
‘such embodiments as may fall within the scope and spirit of
the following claims and'equivalents thereto: ' '
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associ ated with each sel f-determ nglegll_lgg]gegllmagg&ona each replicated
version furedosmsdng an el e | nf or MBiplc@RysFHREde ON
behal f of its associ at ed sel f-dete ’ﬂmlmgmﬂw persona; active

el ectroni c personal information. ag determ ning digital
personas desjWe sbxime, private, and trusted interaction with one or nore

menbers of the {rup! ed r3e! YREKROTANI A for Bl Y8akE Shhl NABLAS Hibork

personal information a%ents hat do rk %‘d o the trusted network
comuni ty but SFRTTH RSP BUSEEIRREYYY ?Patséfsts fPFuE%‘éYT-‘Hﬂ%@S&‘F&FP with

one or nore nextiarngefoft ke entstyts rnatfmmtatd.ommnerya admeier netsottk,

trusted —§rOgeSs confRtRs- neeaaﬁéée@st&m c%H“EEESH%CeE{ ?Eﬁ.rc [Sjgirgonal

el ectroni c broker consti tutl n '8%‘? alaﬂ’%t ust e
i nformation agent \frBerﬁBﬂh{lﬁlﬁf‘%% Heastsons a
third party onewmumwunemer%aclbm& nfeaworkcuounumuy/aieangalfdxtedumed

processing ofc&ﬁwdéze&%aaab@é Addli d Nixprodet B’ 85 9§0LSm a{téil el RR4C personal
i nformati on a%ent I’T'E ers agal nst active or visiti ng e ectroni c personal ’

i nfor mati on agent s requestl ng interaction, said electronic broker further
conpri si kP privi |asgpuseresohienenyed asaher forseecurelyt estaapaiud apéngoanl
i nf or mat i on a&m’ttys sebbglabhhlti/nfﬁmdt‘lfo%r aaal 2/ ¥4 tdowahf dy w3ligd network

. communi ty; dabl e r.a | ement 1 ng7I'ntferact

prot ocol s, ﬂ&b atlﬁg ‘b' o&g %ﬁ"g % 8°W'd§¥€ Y pSFwarsy MsmRRgScHP| BRE on
active el ect r%ﬁ'ﬁ“t oéelasshuralmorqﬁtqqmmagsm membex) mxifilesp| eashi sgidubset
of el ectroni Ccpensdrg! meRber f’@fd»ﬁfleagﬁ&hgn?ﬂﬂgdslﬁ CEMiRG HRagaple Said

trusted q_%tf t%il%oqwghgy %I‘OI’]I con{ﬁetegna?a;“f'?ﬁ]f) ﬁﬁ‘J{_)‘{ersonal privilege rules -

from each o active el ¥iagents; and c) the
privilege rules fFG’WPPﬁSreP&Je?'EﬁW@dpé\egﬁﬁafor réxehanding sgédt eneitets;
110 - an perﬁsemaat mfemmo:dlarda&aﬁngcemt SléHbtA drieSkef opUDI i C

i nt eract protﬂJ_ gg By, nity; and means for maintaining a
secured audit rgﬁ'ﬁ recordr nc'%41nt eﬁi%cr;rt?ons that take place between

active elecgronié- per?Bﬂa‘l""?‘?ﬁ‘iﬁ‘??ﬂeltyﬁrhgén?ESt%metﬂw@rlanmnber!ghgtertrhe
trusted @26t wordédc ombwark yeammmus iyt iiag fﬁfﬂﬁéﬁ%ﬂﬁ;éédl%ffed net wor k

.8 community network name;
"7 a plurality of community network member profiles;
a set of community network member admissions rules; and
B a set of community_network information exchange rules.
25 ':; 3. The computer-networked system of claim 2 wherein
“?aid network community is further comprised of:
_' an electronic broker which. securely processes said rules
governlng said personal information and to ensure that said
’;ules governing said personal information are satisfied before
30 - said personal information is processed. .
. 4. The computer networked system of claim 1 wherein
sald computer-implemented means for establishing at least one
Qgetwork community further comprises means for authoring and

édministratin’g said personal information and rules governing
35- said information.

B

| 5. The computer networked -system of cla:.m 4 wherein
_sa:Ld means for authoring and administrating said personal

SG 1 1oy
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rther conpr i BCTIgSS/18309puUt er
network server, said conputer net connected to other trusted
conput er netvvork servers so as to forma corrputer-netvvorked system

conpri si ng t hénfewmatian apdysudes gevertine daddc Aafgematiercts rdnic

personal i nf oaﬂatrﬂsuteagemabect résblrcd MmitizR@menet wékemsemms) each

conmmuni ty 19. The conput er - i npligdshedt kraf claim 18, further
conprising nmeans for |ndependent |d secured audit trail. 20.
The conput erwomspbmeent ed syst em

A

conpri sing: computer- | Bl MBALG 0B dHod] 3RRLANLBIc AL PACKAR A n
securely el ectronic’ persona ormat i on en S con alnlng
certificates Fappeaid | Ré C¥r RYFwREK mpEPELLRetfo ‘Rr"sl’ﬁﬁ/er to allow

confirmatisn tbmpridwd edfactroni c personal information -agent originated from

its conputer netwoykss rt\éer cedPls £OLP éjtcgnea%glgegégidaggﬁgngffﬂge utilizing

said el ectronic broke on verrficatio el ectronic
personal i nf offEAMRHY Tisatisfies destination commnity. network
interaction rul es.a® leabteonenpetssnalet wiideadtivat 6By &t £l &mdn 20, wherein

sai d comput er net Wy g duge SEhEChEbE YR P ARSI A O e

Internet, wreline el econmputi ng
devi ces. 10 ]1corresponding Eenﬁﬁ?hrsa} if rarsanad ABSATTRELIRR H£Bd e wherei n
said trusted network cameusoinpucentmatvorked wiakeinyonf chalithte omérexi@nt a| ned

trusted netwogk;g '1e§n%%é§ﬁfbnsd%%cttr Yat legg{:g\@r&&??ﬂ%ﬂ%’ % | es

parent comunity to the contal Mties: Sad contalne
are each a chF?’EF’cﬁﬁﬁﬂ%Ptfy ata; dP’t‘FﬁW%oﬁﬂﬂﬁPFy fayRed 0Pt EPs antbidicdkel

plurality of ebjéectsommunities, formng a hierarchical trusted network

comuni tyygtructurg; sand eBinb ﬁ’t r;{g_,{%; g‘gg;:gllal Be' EPUN I &8 ‘{)Hﬁéliéqrnshl pin
t he par e_nt commy .I tél #@% ure an trust I nteraction et ween

el ectronic pe?%’o%aﬁ‘ 5 BW“%W Lhiect dfj PalesHRLNFIM (ifuISEeP,) |

rul es of the pemsistingmefininformationeibhje2®s definedphby esaidipievented
system of cl abgmhéhitgherein

9. The computer networked system of claim 6 wherein

20 said personal information object is selected from the group
consisting of personal data, financial data, medical data, and
professional data. . ' : |

- 10. The computer networked system of claim 6 wherein
said digital certificate assures that said personal

25 ' information originates from said entity.

11. The computer networked system of claim 6 wherein
said digital certificate is issued by a third party which
verifies and corroborates Sald prersonal information asserted
by said entity.

30 . . -12. The computer- networked system of claim 3, wherein
said means for exchanging personal information is further
comprised of:

" computer-implemented means for creating a home electronic
personal information agent (home EPIA) which contains all of

35 said entity's personal information; and

: cémputer—implemented.means'for creating an electronic
personal information agent (EPIA) which contains ali or some
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said trusted conputer network f i d trusted network utility,
said trusted network utility co er-inplenmented neans for
all owi ng enVP&E27 { o securel ymj psul ate per SEFTHSVEBPH mat i on
obj ects and processing rul es governing the exchange and processing of
personal i-nformation; co ter-inplerent ed ans for adm nistrating
personal inf ef’g:??‘bﬁ Hhe &|se§e§%§8?g$h’é’€% {Egu’lo%’f'or mat i on; .

conput er - i npl enent &3 mEEhRs GOEPUERPORRFYOIech BYatem Lt elatm k| Whesedn
account abl y ¢aERBNHome (b Xettircph capbrobnShi ihftmatiof AGERO NEdmmatider @aid on

agents wherever_they_are. : {-ers i e ns for
securely br O\A/gf’ﬂ%r?#e éa%lcé % G“I%trcglgfmg?d%%g%lallpf% gglﬁgﬁ e?ﬁ%?ta‘ s electronic
personal idfernmati bk addift CREPYESHSDORERERAS HwEpmapE Fb%ﬁt‘édg./v wperpin
conput er - i npl. gaRat Beasy HaMedichahginy J8ersdiaileiinfoamat i 6t Sie Eureihaar k
utility furt hg’mljgfrpé&s&, conput er - i npl enented neans for indicating to
the author whether a particul ar search inplied by privilege rules will be
fast or slow, depecPefPREHTiMPIEREPtedmeang dor dispphehindisaid ng mapped to
a dat abase quelgctzZdnid ersemaldt enformateimniae@nty sbesadd dégtinaklionwher ein

sai d sel f;det 1 Ni | o] persona further conprises of one or nore
trusted t%) e‘hgg&ﬁ{l}%%&be elivered to another entity as_a synbol of

pre-established tr&PYRT-AvPIEREREEA (B3RS ifox, capsingigaid first

conput er - i npl asetigak s temmuhicl ahetdor wd recetoapr verify A &l Prrocess

repository fog,$50Li fbrﬁlcy?@kbEﬁan 'ﬁfgﬂdﬁl%hog 891:?“ tenpl ates and

privilege rulres tenplates, eac pr|V|1'ege rul es tgrrp ates conprising a

default = set tof ruFEPRERF dIPLERpBRed fiFans £95r vidliries R idectypaicoy.

The .conput®r ; brpkenauged versiféraoion| that kaiduelbet roniprpeststnain

el ectroni c bazagh i GOMYL Ber 8LEELS WUt iSARTBHCEohuS) it wkidi I ect

of fer while asserting and enforcing participating entities’ digital

rights  and:rBERERSFHRT iTM'ES: said digital rights and responsibilities

includi ng i nf or mecémprter-gmplewgnted dnedns doraravaihg saigl felederondicnat i on

rights and regpgrerid idd8%h the SbRmidAY GehWbRR! mEMIPF IHid¥d 1N

el ect ronl-:r; ‘pérsonal.informtion ggen{_ st,ru%t- ure whi chl rov%gies menber

ent it y- mef LhaRBESSP ht4T  BFFEFR T St FXOoMn FaL gt q RECEORRY

bargai n col | edpEgEmalibn @dentdual ‘
computer-implemented means for causing said electronic

Lﬁb:oker to extract a set of membér_information exchange rules
ﬁfrom each said community network member profile matching said
25 _search criteria from said electronic personal information
_agent ; | ' |
computer-implemented means to exchange value possessed by
-each electronic personal information agent according to:
< a) said set of community network éxchange ‘rules;
30 .. . D) said set of member information exchange rules from
&said electronic personal information agent; and
. - e) said set of member information exchange rules from
. .;each said community network member profile matching said
.search criteria from said electronic personal information
35 agent; o -
-Q - computer-implemented means for dispatching said
ﬁglectronic personal information agent to said originating
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personal i'nformation processing Tjsi €Iy €hange for val ue; an
el ectroni c bazaar el ectronic brok ely processes transactions
to ensure thWO%B¥EAnge rules are ore a transaBET/HRI713309

processed, while maintaining the privacy of personal information
encapsul ated in_the el ectron%&eﬁersonal i nformation a%en S dijri.ng a
processi ng t r af MY BetEE Lat T a v §FSparehie? - 1 67 Maindl i ng

i ncomi ng transacti crempapesrsigphenented dnesansc fogndd spazahing| 2% oni ¢
broker; -113- ojedtf8tild peRsadut! isEdARaSONMAGERtPEESESLE b g Sl ey
product information roce%\%ﬁd bx sai-d E‘elce‘i:ctsr (r;cnéceg)ca aar ec';PCtarlePéC br oker;
a trusted tokeROPF 5 FERURYD HBUGCeSEFRL, §X502138 9% YRS f 1 om sai d
el ectroni ¢ Per sonal15nf §heacovnuteernetwaikeds syssemndvalatmtes wharaiay -

t gkents_ pr esg_nt SQ;%@yc&t\%xﬁeﬁLQﬁ\bl@ﬁéﬁtéErm fioaf eagaihgns@g@raﬁéq@fmhwt _
aavertl ser I rect.or 1 C (0} QCe [S r u ILnfrormatl on
and order fornE*&&Y % isglaé%hb%E% gg@%‘%{lﬁ%n%%%%ogc Gembed gpe%r\/og & :

. ran requests; and a p )
activities dat pepsenalhiiafosmgEdgn RRents farthexdcagprsi@es®s, | nventori es,
and infornation neesaghuter-EapLihagt sl indandN Foet £aRE. e2dctdditic broker to
comput er - i {1pl el e Syplel ol £LAL M Al WALLELALRS 6] Sl Lot S iz aar
operates on a real=time basrs. .29.7 The Conmputer-1npl eHENL € syst em of
cl ai m 28, wherpe¥sanad dndermahien Rgenly; AR her conpri ses '
conput er - i npl enent askdiRaEDx! ebnagot B iddid rehuebul kritétSa i tulia/ istadidard
orders of sane ggﬁﬁg, k unit buyers and sellers can transact
w t hout havi ngd%) I nd qél%%gﬁ ?géﬁgﬁ%i ng single bulk unit seller or buyer.
30. A trusted el ect¥oni é"hexeﬁan'g'éewv%éwlwﬁeﬁarﬁr:ﬁg 8f alaingrhthesedn
conput er syst esaid hompureesimpdepentsed greiadns Soepeanding es£id i thixansaictiieg
conputer syste YR I gn LOL ' r |
conmuni cati on %%?r%:ri SI ng g)%é% i‘a%g# %ﬂ%%ﬁ?ékﬁgﬁgﬁg&,&%ﬁeﬁﬁgf to
the origi nati nBPEORT COMPFisesinformation in the form of information
obj ects rel ati ng t onezaisd fori genatrating Glleetronic personal information

agents which satisfy said request criteria; and

- 20 - means for comparing the information processing
requirements of each of said electronic perscnal information
agents. o ' ' :

17. The-computer&netWorked system of claim 1, wherein

" said computer network is selected from the group consisting of

25 the Internet, wireline telecomputing devices and wireless
telecomputing devices.

_ 18. A computer usable medium having computer readable
program code means embodied therein for causing at least one
computer to implement a system for providing secured agent-

30 rule based exchange of personal information over a computer
network, said computer'readable program code means in said
article of manufacture comprising:

- computer readable program code means for causing a
computer to establish at least one network community;

35 computer readable program code means for causing a

' computer to encapsulate personal information of a plurality of

' community network members in the form of a plurality of
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is Sheet Has Been Replaced | . . -
c) privilege rules associated with sa obj ects; said privilege
rul es definin 114- I f and under m m s said i nformat I on
obj ects may ‘589%?33{7essed by a recei vi ‘I‘f entity; PERESHHI3309 one

or nore interaction instructions. collectively defining a set of search
criteria; verj f%nur}gty “‘g‘t“P ex %Fofll pyt.er  system t hat said
communi cat i on"Was origi nate sai rlglnatlng source; securely

i dentifying, at tIROTPYELTL Eﬁaé%z’f%rﬁr%&“\/\FPﬁ%ﬂeméﬁ CQUSARg Bri gi nati ng
source, hone @d)rﬁ;ﬁiﬂd?d’lltﬁ pRERQGE pe‘ﬁsamaat inforgeticn tdttiordangsty aei d

search cri teri@asé% % ogl £CEL QNI g. e V?ﬂglllg%é nlt‘_ﬁrggat i on agents

encapsul at i hg secure i on an es ‘governing access to
said i nfoBmati on; @ecu%ﬂ?thﬁc{ﬂ# r?@‘%aWFFQg%nrQﬂféstYeﬁc&FéfeFﬁﬁéww PR R
the hone elmﬁmmaxc nepeoskasaid merhiodt betng apmilieinered bhcatnieasati on

oDl et bnom LR DAL Ao A0 direr® Anf Sl ARSI ENR Ekeblok DT 0T TRl OF

obj ects encap wihin sald sona I'hf or mati on
agents nmeet th@UEHRYLELIRG S m%éflabr%e%@rm@t Aegstcapengetverkone
el ectroni ¢ pescumnali tiynf wnemumcngmmmat:mﬁmm Firdhet tembeises Havi ng

at | east ,gne éW&J ngf_; gglgt vggg:s?’fpgamé% :Lﬂfﬁ éas been sati sfied,

t her eby gener at g% aut ononous ctroni c personal
i nf or mat i on-agent q&ﬁalggc%ﬁ’éi f’tﬁ%ﬁéﬁ?n@%‘éﬁ’d‘ G dRBQEMAFERR 1 oni C
personal i nf cromgiriisesagenlsastn drwe objegtnati ng source. 31. A distributed

obj ect resource rr%@w@ﬂsnéaﬁsmsﬁﬁr 1 eiﬁragna&&fe%o%&ﬁﬁg%aw and

exchange t ool xed i.n a conputer Ium_ conpris nmessagi ng
subsyst em whi ’&#%&F‘?Es %%“P"cﬁ Yo | gﬁeésﬁ%‘?ﬁ# dh deagtt 8ﬁ6nﬁﬂ§3' PRI
i nf or mat i16n.., sgdhirsile states dilex meorissazyt corediitionee foanatheps ot deddosss

agent s corrprnaaaw@roeéés sa1d OfifcathalcALA gBJ ok AN rul es governing access

to said irnformati on 1¥ her el ectronic. ~ aut.ononous personal
N reating an agent, said agent comprising sa:I.d

jzlnformatlon, and
asgigning an itinerary to said égent, said itinerary
20, dlrectlng the activity of said agent,

SZEESL

e 20.. A computer usable medium having computer readable
- program code embodied therein for exchanging an entity's
..zinformation on a computer network, said computer readable
. ;program code in the article of manufacture comprising:
25 . computer. readable program code for establishing at least
.one network community;
computer readable program code for establishing a
plurality of individuals as members of said network community;
. fomputer readable program code for establishing an agent for
30 each said individual; and
. ‘computer readable program code for establishing an
Atinerary for said agent. ' |
- 21. The computer usable medium as in claim 20, wherein

Lare

said network community further comprises a community name and
35 a set of admission rules.

s ..-22. The computer usable medium as in claim 20 further
gompr1s1ng computer readable program code for acqulrlng

108

*+ € L ®m 8§ % I

THIS SHEET HAS BEEN
REPLACED




i nfornmati on agents; an el ect r B3Rk n Replaced secur el y internedi ates
between two or nore el ectroni cl) i8r sonal information agents; an
i nteracti on Wo8¥88%or which pr s from sai d elRGHYSIFLIS09

aut ononous personal information agents through said el ectronic broker; a
rul es processor _which processes rules fromelectrgnic aytpnonous personal
i nf or mati on ab’éﬁ?@“%ﬁ&ﬁ@f‘e?ﬁl:ﬁeﬁaf IR o NPT SAFeSBAL | BRIV to
permtting anfuekwhampnpsfisesi penacnah infisamesdont hbjestecandcles and
autonomous  RRESOIRIsdidl @UIBLI QEE RIS NEe Ite@RiaeY! cbRRPEI LR o WiRIR dehe

el ectronic broke%s and the.electronic (géap.rs nal agents are nmintained
per si st ent | y; SRy BETEORH e 1PERDTREHER HIW SShPdcat i on syst em and nessagi ng

system fd¥ perm t23.ng Theneonpuater opgableaeddmml asi Ahochamin 20 adentesint o
comuni cat e Wshiy rRintC Fuedhekeebmdri sed s aRalsti Bf 81BBLEO LA
counterparts._32. e el ectronic bazaar for the purpose of asserting and
enforcing d?%ﬁ?oéf W é’ﬁ{“E And - responsibilities of participating
entities based el &&-rofhe computer wIake MediuangsdinectainfIerfurthes d
~digital rightésmpaiing eopplEebi téddfsd MloddandcoakNESF "Bl fRdly sAkidvacy

and inf t] | f- rmnation .rights, and r onsi biljities, the
el ect ron?i(’:dﬁrﬁa% éa}?u cté:'rrﬁle %?’nggig %?Ié%?l}aglnilgfggpggﬁgfl' i ﬁﬁ%%ﬁf i BH S gents
struct ure whi @¥e pthadkeds apdnpeeeantlinitas thasaddoinformnatiduiyjects
search, interegdt adteokhtat hu€bysday FEnAieabhacti ve and i ndi vi dual”
personal i nformati pLoc | | wlleages in exchange.for value; a
plurality of el ectér?sgr]i é%g?%éﬁg?‘?{,%;%eriﬁ& ?:8nc8'5‘5‘ﬁf1§, 9%%&?’5?&}7 ely

encapsul at i ngipeERtdrn aPiraES | bmlenging §of n anspeyi feaxi®mleacrrapivel | as
exchange rsul eisejyay inedg inr N6€s& | 11y ddidutelsS eBallablé Of &M i 4HH QHeBehs; inll6-

an electronic ?é—ﬁ&r e [ ' securel v. processes
transactions t ens&%e%tﬁ%g{’ggxg%%%% uﬁ%ggg'fegéﬁ?%éﬁ " before a
transaction is pr&cédgéalt perielkedateti ¢ bazaar el ectronic broker

mai nt ai ni ng the prinfacyatioh hebpsttennmdl dtibgr g8t said Ofg s ANearsYlat ed
within said pgtgonal information agents during a processing transaction; a

commerci al activi t1¥1 di sgaﬁcher -for handling i ncom ng
20 les related to said information objects whereby said

rules govern the accessing and-processing of said information
objects; ' _ :

26. An electronic-being as in claim 25 wherein said
electronic being is further comprised of:

25 - . means for creating an audit trail of all information
processing and electronic personal agent information
interactions;

- trusted tokens; and
a set of interact protocols.

30 wherein said trusted tokens grants said electronic being
a primary and necessary privilege to perform a secured
.interaction and wherein said interact protocols govern the
interaction with other electronic beings.

' 27. An electronic-being as in claim 26 wherein said
35 interact protocols are further comprised of: '
"privilege rules which_detérmine if said eleCtronic'being
- has the necessary rights to begin information processing; and
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. . . Thi d ,
transaction requests wi tHj een el:mc bazaar el ectronic broker;
public prod base mum tly stores product
processed b&&é%ﬁ@ | ectr ctronic broker; andkgﬁggwt i ser

directory which stores and processes orders, product information and

order forms as i ”'ttr‘a%fs‘i@:.{?é! ﬁfﬁfﬁ%@e‘ %lé@q\!v'l‘?.?él% a1 3aRA ¥§L‘E@t§5ﬁic\! ities
dat abase whi ch stores advertl ser J'F ﬂg H‘ers I nvent ori es
‘iﬂFﬁ)’fi a

i nf or mat i on rREHREH H% IStEEFrW?Tg ?d&f°@§tl?ﬁe°BP@EF?on+E bazaar
of claim 32 wasded patat esotinern esittyr éal the nBodmaafs andtherTakecktenic oni c

bazaar as i;sergéﬂlmmﬁaméwam%r e?@”pﬁzhét e SAEY %rbeahwﬁgteﬂe means

for aggregatin I nto bul k units i'ndi vidual orders of “sane product, so that
bul k uni t buydP entifies Lommand apd Ganbyol. it hout having to  find
a correspondi.ng si28gl eAbubkteminouse electvonbaeing3%o althentityestronic

bazaar  of fﬂfas:matfi%n, shid tahﬁronemgl éw&foﬁlwﬁe%gt ekRBAPERCRSSL
whi ch stores andqp % esses sai d [ ectronic

personal i nf oFhdt1®) gﬁeﬁ?gdaéﬁtf f?ﬂegngrﬁr?/%ﬁrftdét"e? BPUSTRy PORR7RS
present ed by eruimhteresystenc qumpydsahngi nf or mati on agents. -117- 36. A
conput er qignpl errentaeqllglgggt@égtlfflggte asserting informational privacy
and self-determ natfl on %qg Sjﬁ’} res%)p%m bilities of 6 network rganbers
conprising a pl ur AFFPFMBFLYF KGPSAPE Eﬂt? 1R PELAGM, OF| EBFF BRI WRSKS

conpri si ng seaakdednfernanivn diet fuzxtbierxcompriesed icfs ajoleaat ngnaccess to
sai d i nf or matiffbrmakdofic8pié& ;- | Npl enent ed means for  providing

trusted processi ng_ﬁggv\ggfa%v&) t:lontsgr gc teicotnr 0 agﬁ nt Ifé‘?ﬁ% flr:léahlé hat

only a trusted process 15 able to Secure y RCCESS
el ectronil€ eff4kep FOPEFBOPRE araegsing eand PHAqRARING! ofceaid| ntommariany

each entity' sohjfectisl;egadrul es and determi ni ng V\/net her an exchange of sone

or -all personal data. tem for
asserting and enf %’%m n ﬁ%ré’xﬁg:bgllr\?gz%nés %f’?onggie‘&;c?é g€’ bet ween
entities by way of°h e qnomousy ﬁiﬁ?ﬁ@owcguhe&mgpénssha’sm 2hewherein
conput er - i nplszientiedneyatye niocadieti soipgrises:

20 . .«an itinerary name;

“gerransitive privilege rules related to said information
objects whereby said transitive rules define a necessary
condition for the processing of said information objects to
parties subsequent to processing by said entity;

25 ~ interact. instructions which direct the actions of said
autonomous electronic being; and
privilege rules which must be checked and satisfied on
all interact instructions. '
30. An autonomous electronic being as in claim 29
30 wherein said interactinstructions further comprises:
privilege rules which must be checked and sgatisfied on
all interact instructions; and
transitive privilege rules related to said information
objects whereby said transitive rules define a necessary
35 condition for the processing of said information objects to
parties subsequent to processing by said entity.
: 31.. An.glectronic community for use in a personal
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a plurality of self-deternining digital ThlsSheeuﬁ m aced| f - det er i ni ng
digital ecurely encapsulatlng per mat i on
and pr|V|Ie3§99@P%§ governing access to s nfo?%gﬁkggﬂ$ﬁ£ans
for securely determ ning whether some or all of an entity's persona

i nfor mati on Wigkbu@r{ ' 58 f@tdiRthge0 taBlt Being NHixied Qh aNtbibesePasaiabin

t he pr|V|Iegeﬁﬁéles gqgernln .access to the personal information; and neans
for trusted o ra™t FATRY €7 6F t he personal information to be transferred
sai.d neans for trusteameiter EaicafdPEEreRiPredTERi®yans for transform ng
the personal inforgesingld @beluranityr6edeldtitroicape@sBhal al hfomianidsd
new vers ona g% t he sel f-det erm ni ng digital persona

encapsul at B6PR°{ he personal information and privilege rul es governing

t he personal |nforﬂaﬁ}%ﬁﬂeeﬂﬁjHlﬁraaF§$a?€rﬁ¥ﬁftr°mﬁﬁebﬁ@gPV%fsion of the

sel f-determ ning dageimglédans@laraditPeof eakiiiktradnelibytrohesein a’
separate new yers Fﬂ?tfgsthe sel f-determ ning digital per sona Is created for
each receiving en wher ei n each new version of the self-determ ning
digital persona is %apd%lquﬁteécFﬂﬁstﬁﬁﬁkﬁuﬁﬁﬂhﬂqﬂebEF°6ﬂsﬁe¢Eﬁ¥a?ﬁn§rR? a
origi nati ng splr“og;flae:rnmamsrlsn|crtgyu;:ﬁln:gtréI aysﬁehsmd/\nﬁﬂaaceagocagpﬁlym CGhe g
i nteractions goti t e I yi r an
wherein. t he pgﬁs %al ﬂ%%ﬁ%ﬁi#ﬁ geﬁggs£ oéﬁqﬁﬂggﬁﬁgh ?ﬁg&n%w#Végﬁﬂ%§#¥%ﬁ 't he
sel f - det er mi nMAghdsRid Fixss SommupaRabion nfithieyr compsiairgd only when its
encapsul ated privilege 4 Wertifiieasat hatimg. at38 eahtC GhRUASKe | G| NRN IR st
system for represegs ﬁfg%an entity with its securely authored

sel f - deternrnlng digital” persona which allows assertion and enforcenent of
the entit¥®s |nfornat| ormatiQny rehtLRg L) SAdAnTAREE oPORT M MBEREDY
responsi bilities wsaid nirefdmastied deonfurther memprike dReinformation
conputer-inplenentgﬁhéaggfwnconpr|5|ng means for securely authoring and
encapsul ating personal information el ectropic as secured ersonal data
in the formof a self-dgt riﬁ%ﬂ ﬁﬁﬁg eg; ?t%ﬁiél FepreRig whereby
‘informational assesaidfrules defing, athecmamyn@londmtdaonafanrtmrrpri si ng one

or more i g6 0f mat | opr i sty 3200838 OhedRidt RS 2RJRLLRY 1 Vil ege rules

overni ng each |nfor i.on 0
9 ning £H¥y1ng sélg %1rst communication was originated by said

first source; S
- verifying said- rules ‘were originated by said first

source;

25 executing said rules on said information objects to
determine if said information objects meet said necessary
condition;

collecting electronic personal information agents that
satisfy said criteria;

30 . dispatching said electronic personal information agents'
to request another electronic personal agent or autonomous
.electronic personal agent. .

*-33. A method for an entity to command and control
proce551ng of their individual 1nformatlon on a computer
35 network, said method being 1mplemented on at least one
computer network -server and comprising the steps of:
becoming a member of at least one network community,

m
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. . This Sheet Has Been Replaced . . .
trusted brokering and its trust n zation, -said personal
privilege ruyeeseeEpri sing conpﬁﬁm“ml@HEH‘wrogram code Figanoiisseti vely
governi ng whether or not a el ect L i nformati on agent will allow
i nteraction with another el ectronic personal information agent and whet her
- 119 - or whete sgreicl fietwprkscomhunitfyofvathen wohpriee e mrgedinyt h t he
other el ectrofifie PSS U et BEOLERL s brRA3RNAs; Means for providing both
secure and private storage as.\well .as, seqgure_and ptivate informngtion
exchange for ‘the e?l‘?“i‘lﬁ?"'g‘g s@ﬁ%ﬁb’%‘i’]’r‘é’tcﬁﬁi fRFeEmarion whenshy sde  said
means conpri sindivicdual tinfoymatidy 8 diurthey enmprised paff adndleaistsf oneat i on
such that ©nl yniHei 81 tivhFekmhE36h eshfdddcesses have access to it, the
i nformati on being encrypted_using a ke ch is_securely. stqred and
accessi bl.e only td &g Bgoiﬁgi%solﬁlﬁ‘ﬁ il ﬂesﬁb‘ﬁp:tﬁ‘glr‘z/’i%qerrent ed
syst em neansinfoxeatics pbdrchangehersmsadd xhleostares tthe ylecesgarypsul at ed
personal i nfeshditidhs WoiNoBhetHefo iddedsi Badd "BRFGFmARA S dbJeREYI 8ng he

encapsul at ed personal_inf.ormati.o et her _or.not_exchanged, isS.
hacoessible Lo ool Ba 2ha Bxdliialanter RSO, ERia agent
encapsul at®d perRBiRing sadAl épdividusl dnfexmatéoni tsaidinyes.t andt ag
process whi chitessiihy, @eEESSEENEANN, idirecdthiNehéNdddivity PE sanal
i nformation L% ghe purpose of conputing each entity's privilege rules,
wher eby the en TiTes may increnmentaliy exchange an increasing anmount of
personal informatidh &snefnorked cennwyeruRrverenfior sgquagagr thesfipe of
sati sfi ed; . nmepessdrale infoemhbibn eddngdi®Gingavol ved in an attenpted or
partially,g perforned e . . of e . other's
i dentities Aunless 1 ??%ﬁ?gﬁlﬂr&%gﬁﬁ%mﬁtﬁ%’f .reancﬂl':l:f%n? Pt PEgurely
i nt ent i onal | y285R9tafHcd enFaRAYl 1% RrKmoRadhapfermitien dhjestéeantin an
attenpted orpr¢eedding yulperdovemtinee ttibasgehandge ark? processing of
.personal information; and
means for empowering the entity to command and control

20 -its personal information within a networked computing

_enggsqnment.
-4»35. A distributed object resource management system for

use in a personal security and exchange tool being figxed in a
_ computer readable medium comprising:
25 a messaging subsystem which receives and dispatches
electronic autonomous personal information agents; _
an interaction proéessor which processes requests from
said electronic autonomous personal information agents through
an electronic broker; ' |
30 . :.a rules précessor which validates and processes rules
from electronic autonomous personal information agénts and
handles conversions to SQL statements; .
an electronic broke:'Which securely intermediates between
electronic autonomous personal information agents and
35 electronic personal information agents; and an object
- repository which is where electronic brokers, electronic -
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unaware of why $Specific privilege rules, if any, were not net; and neans to
assure that anged personal information is delivere I cat ed
el ectronic p‘gaé%’%?ﬂ nformati on agent version to the recei %@%H%P{/
privately i'n such a manner that only the receiving entity can process
that informtinn ahbhougenty 4f AldehoRNE! Edmmual S AlrePkhYhtagReg Ul s;
means for providi ng trﬁit ed information exchange such that an initiating
entity may exd®EHTGEYEBREYor all of its personal information with another
trusting entity thaé.itAhasleshriiics hadaarnfor ey ippurpoiset efaferbhitating
to exchange .i iy ebh9R abmmertd iy QlbthBpatomprMimyf: @ future tine; neans
for asserting and enfo mgg transitive irugt to g)vgrn t he gnward transfer
of exchangéd persoﬁ&l S{AfoT TS S1F 22841 6 HESHTD r § aRgBhFoY ci ng
transitive trstocesspei i vpnRaRAIsiono tpeghivre cthate milgist alrepsptdadied one

or nore versi Foreaahtrapsdiaf i@ girbaksd&d sona encapsul ating personal
I nformati on and privi Isﬁge rules overnhngngccess. to the pe
S,

sopal

i nf ormation duri ng®@x ﬁ@’émfl_rcq AECP8 R e 3eemt &t"gg SAFYTeRY
persona capalsingapshlates eenicitieg 'apeyaonalisinfaindt isnhebjeatst ard, rigles on
behal f of 1phe RKNedhRAGi PBo@Eding; W th ongoi ng dynanic interactions or
negoti ati ons based gn ils.personal. pri.vile rul es,; ans.for capsul ating
one, or nore digit&P Ce ﬂ'#)"fecaaciq“elsv J’ltg' gaEps %b?zl' 8&%&‘”@?&@?8? ﬁgf sHAGCRS
that any furtFaangrehippcsediestse withi 8gid ekectoraniid bRseant pbectyorie of
its replicat edbrdkeictal personas is assured to have originated fromthe
entity; and neans __. o) tin the _rel.iability of the -
encapsul at ed persoﬁg%ff'%f%%n%{%%a%ﬁ%g?svhli%ﬁersm%en ELY stores proc?uct

15 informa;ion processed by said electronic bazaar electronic

broker;
trusted token processor which stores and processes public
keys from said electronic personal information agents and
issues and validates trusted tokens presented by said
20 electronic personal information agents; '
advertiser directory which stores and processes orders,
product information and order forms as initiated by
- transaction requests; and -
private activities database which stores advertiser
25 pending orders, inventories, and information necessary to
carry out transactions.
37. BAn electronic bazaar as in claim 36 which operates
on a semi real-time basis. _
38. An electronic bazaar as in claim 36 which processes
30 aggregate orders utilizing electronic personal information

agents. I —
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