-1- PROTECTING LIVE CONTENT IN A NETWORK FIELD OF THE INVENTION  The
present invention relates generally to digital media systems, and in 5particular to content protection in
digital home networks. BACKGROUND OF THE INVENTION This section is intended to introduce the
reader to variotl26pEEI8BF art, which may be related to various aspects of #heiprezsamisvention that
are described and/or claimed below. This discussion.ig believed to be helpful in 10 providing the
reader with background information to facilitate a better understanding of the various aspects of the
present invention. Accordingly, it should be understood that these statements are to be read in this
light, and not as:admissions of ms jtis.sometimes useful to be able to
distinguish 15 between live cor?‘fg EQ{??gg%}ehg%r%ﬂlﬁ%%ﬁéﬁ%% Egx‘éé‘:lrg'sw for this is that, for
example in the requirements defined by the Digital Video Broadcast Copy Protection (DVB) Group,
proximity control dgeSLibCapphEione/ eontent forever but will be relaxed when a certain predetermined
condition is met. A first possible condition is that proximity control is relaxed as soon as the 20 content
is no more live. A S&fa@erImmmlt&@mtééf@érﬂb@r@@(Qﬂgﬂﬁﬁ%ﬂ?&?%@%ﬁ#ﬁ“a@rﬁd'ﬁ?ﬁ following
the live broadc st. A th ir SSIb| ndlfton IS th%,t it is relaxed at a fixed date. It can be seen,
however, that the fPa{ oap ditiot Onn{] %&%%%W S8R5 fons on the theme of the second
condition: the fixed amount of tlme IS zero for the flrst condition, and to 25 whatever time it needs to
arrive at the date fGAHE S SR Nl ary conditions are conditional; proximity control
may for example be relaxed |f a user has paid extra to access the content, if the user has a certain
user profile, or as So¥h S&CHEeaiflRUHE O hieliisatte reader (o various aspects of ar,

which may be related 10 various aspects of the present invention that are

described and/or claimed below. This discussion is believed to be helpful in

16 providing the reader with background information to faciliiate a beiter
understanding of the various aspects of the present invention. Accordingly, it
should be understood that these statements are to be read in this light, and
not as admissions of prior art. '

In digital media systems it is sometimes useful to be able to distinguish
15 between live content and recorded content. An exemplary reason for this is
that, for example in the requirements defined by the Digital Video Broadcast
Copy Protection (DVB) Group, proximity control does not apply to a content
forever but will be relaxed when a certain predetermined condition is met. A
first possible condition is thal proximity control is relaxed as soon as the
20 content is no more live. A second possible condition is that it is relaxed after
a fixed amount of time following the live broadcast. A third possible condition
is that it is relaxed at a fixed date. It can be seen, however, that the first and
the third conditions may be seen as variations on the theme of the second
condition: the fixed amount of time is zero for the first condition, and to
25 whatever time it needs to arrive at the date for the third condition. Other
exemplary conditions are conditional; proximity control may for example be
reiaxed if a user has paid exira to access the content, if the user has a

certain user profile, or as soon as a certain content is broadcast.



WO 2008/138804PCT/EP2008/055527 - 2 - Another example is the limitation of the number of
concurrent consumptions of a content. In the DVB group, this limitation is only required for live content
and can be relaxed once the content is no longer live. One method of distinguishing between live and
recorded conteWPwiHiAEHd&mMe network is to have the rendering device detdifiifi@idtiezthe content
it is receiving comes from a storage device - recordedscontent - or from an Acquisition Point, which is
the device through which the content enters the home network - live content. However, a problem may
occur when the storage device is capable of so 10 called trick modes, e.g. replaying live content after

a short delay. In thigeane, INSIRACRING JRHIERIS L0 hskigwe (habibe cantephis sagpiied while itin

fact should be regarded as live content at least for as long as the Acquisition Point sing the
content. In this casé’ &ieRHREHAS Hie RUSOERGuHTE HTBIRHBDIS fo e RS eeritRteatuser would

just have to watch ibhthezaontentnithencelay ofngay ifive secemndsdo bypass the control. WO
2006/082130 discloses a solution to the "trick-mode" problem, in which the consumption device

broadcasts a message i@ahsgkovhriher ibriceMentds iveonAat dttheAcaisitionRaintanswers,

content will be gon idered live, else i;}t/%/ill be considereg as recorded. A‘gossible circumvention to that
20 solution wotld B Y8SEMYEHb K Balt st s ESRE AP E S S0ARHTES HhaREM &N Febrding on a
second recording deddeceigoormmscesHeofirst rdoaadinig deviee edrddbe corisuming dewicanfrom the

network and play thedralRatrefithe.aapientftes A miRvies wRscad.diReanaeg: thesecond

recording device and reconnect the first recording device and continue the recording on 25 it. The
second recording dERTER BIRE thd b0 EE to display the content recorded thereon. As the
consuming device is never connected to the Acquisition Point, even using the solution of WO
2006/082130, conteRt{R¥RIldDHE AB'PRbERLASTYE MHERAS IFesiaFiReadRteR diGadevieeds &l recording it.
It can thereforebe apletetiatatidbes theradplayneeil oransolting thaballows30a fgededpg device to

distinguish betuweep v con1ent A0 £389H BRLED WA 2O0RHARBQAR GTIERRA0R1055527
fact should be regarded as live content at ieast for as long as the Acquisition
Point is diffusing the content. in this case, frick modes are easy
circumvention tools for the proximity control; a user would just have to watch

15 the content with a delay of, say, five seconds to bypass the control.

WO 2006/082130 discloses a solution to the “rick-mode™ problem, in which
the consumption device broadcasts a message to check whether the content
is Hve or not. if the Acquisition Point answers, content will be considered live,
eise it will be considered as recorded. A possible circumvention to that
20 solution would be to first record part of the content {(e.g. 30 minutes) and then
start recording on a second recording device, disconnect the first recording
device and the consuming device from the network and play the first part of
the content. After 30 minutes, one could disconnect the second recording
device and reconnect the first recording device and continue the recording on
25 it. The second recording device would then be used to display the content
recorded thereon. As the consuming device is never connected to the
Acquisition Point, even using the solution of WO 2006/082130, content would

be no more considered as live while a recording device is still recording it.

It can therefore be appreciated that there is a need for a solution that allows

a rendering device to distinguish between live content ahd recorded content,

[
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- 3 - including when trick mode is used or when content is recorded using multiple recording devices.
This invention provides such a solution. SUMMARY OF THE INVENTION In a first aspect, the
invention is dire cquisition Point in a digital 5 network adapted to further comprise a
consuming devié%é%glégsggg%?age device. The Acquisition Point comprises a prdcEEESIEdaHTd to:
broadcast protected content in the network; send to thedstorage device at least one content license
comprising an identifier of the Acquisition Point, a key necessary to access the protected content, and
an identifier indicating that 10 the content is subject to particular restrictions for its rendering; receive
from the consumingisigvitegaresuesikonageass:ibg @Dw;méﬁﬁm&fﬁ%@%ﬁawﬂﬁéﬁgnsumingd
device, the respons j first kind if the Acquisition Point is no more receiving the content an
of a second kind if tﬁ%%?@ﬁé?éﬁ%@%%@ i nr{:mcne \;ﬁwvég%&“’esgéht% .?ﬁ%(fﬁ“a preferred embodiment, the
response of the first kind is a.new cor nse. In a further preferred embodiment, the response of
" the second kind is ofe IEEL Hisdidr Y geeessiihe content and a denial that does not permit access
to the content."20It is advantageous that the Acquisition Point further comprises a memory adapted to
store identities of coRSIiM GFERRRESEINWRINIFE BetifiegriacadtesdaiienBivishtrhagigien sent, and
that the processor isdurther atapied ito ﬁm}r@;ifcmﬁpﬁgg@siME@m@i%giiééegﬁg/iggsqg%&gntent, a

permission to accesg,the, content : er of devices to which a permissjon to access 75 the
content has been sent i Iess%r&gfggl%ﬁfgﬁjgégﬁiﬁ%@%% By PIP R B AR Bl 7868 %s o, if the

number of consumiREPHEFESISHRiEh Biperissiortras Bedmsentan devapradetesnined number,
is further adapted techreadaasis: MesspESHEaIING:AePnsUMIBOAavicRR thalagcessilie content to
respond; receive reEﬁég%‘%%? from coensséuméngrgtee\éitc%s& aqd i]lf the OgWO_ o
2008/138804P]%T/ 6/5%05%070 ed content, and an identifier indicating that

the content is subject to particular restrictions for its rendering; receive from
the consuming device a request to access the content: and send a response
fo the consuming device, the response being of a first kind if the Acquisition
Point is no more receiving the content and of a second kind if the Acquisition
Point is still receiving the content.

1_5 In a preferred embodiment, the response of the first kind is a new content

license.

In a further preferred embodiment, the response of the second kind is one of
a permission o access the content and a denial that does not permit access
to the content.

20 It is advantageous that the Acquisition Point further comprises a memory
' adapted to store identities of consuming devices to which a permission to
access the conient has been sent, and that the processor is further adapted

to send, if the Acduisition Point is still receiving the content, a permission to
access the content if the number of devices to which a permission to access

25 the content has been sent is less than a predetermined number. It is
beneficial that the processor, if the number of consuming devices to which g
permission has been sent equals a predetermined number, is further adapted

to: broadcast a message requiring all consuming devices that access the
content to respond; receive responses from consuming devices; and if the



- 4 - number of received responses that indicate that orig'inator of the response accesses the content is
less that the predetermined number, send a permission to access the content to the requesting

consuming devi%g0 2&;%%?8.%8 advantageous that the Acquisition Point, if it is still receiving the
Scontent, performs a proximity test with the requesting consuming device andP$SHERRGHEHAEsion if

the rendering device is local. In a second aspect, the ingention is directed to a consuming device in a
digital network. The consuming device comprises a unit for rendering content or exporting content; and
a processor adapted to: send a request for a 10 content to a storage device in the digital network;

receive from the storagede Weesthe canieonadArarPeRAsing COMRiaRLHCeNIALUBRSIRAY an

identifier of an Acquigéti Qspé)"tkt gnggg{]ei%@}djca]tion t attthe cont%nt iS subject t%gartlcular restrictions
for its consuming; sénd 0 the AcqUieition Point 2 redtedt fo AECER THELoNEMHEEnFEBRsAme the

content in case the PSIESpHPRETRSIFEESSHRApIISItbIP Foineindisite sthaticonsdering is allowed. In a
third aspect, the invention is directed to a method of providing access to content in a digital network
comprising an Acquisitioal oty ancmsuiitigdidcaecansimstomge devigesilhe Asarsivien Point
broadcasts protected cpntentin the netwarke.sends tothe vice at least one content 20
license comprising an iden’tir#gr %f the / chﬁ'i'ﬁgn ‘Pé}%t,qa fé%@%%g% aCr?/ﬂth g&%gg%ﬁg SF‘ ected
content, and an iderffigr iA@RARIE Rt Hie"eBresRei S itsdela6abarticular restrictions for its

cbnsuming; receives from the consuming device a request to access the content; and sends a
response to the conSumipé Eedieeptsd réspbwseatlssirig oiractizst tkirnd it Acguisitioe 25Roint is no
more receiving the engiteniang R asesanshiing sbeAcHisition Pointis stldsseivngthe content.
or exporling content; and a processor adapted to: send a requesi for a
10 content to a storage device in the digital network; receive from the storage
device the content and a corresponding content license comprising an
identifier of an Acquisition Point and an indication that the content is subject
to particular restrictions for its consuming; send to the Acquisition Point a
request to access the conteni; and consume the content in Tcase the
15 response from the Acguisition Point indicates ":[hat consuming is allowed.

In & third aspect, the invention is direcied to é method of providing access to
content in a digital network comprising an Acquisition Point, a consuming
device, and a storage device. The Acquisitidn Point broadcasts protected
content in the network; sends 1o the storage device at least oné content

20 license comprising an identifier of the Acquisition Point, a key necessary to
access the protected content, and an identifier indicating that the content is
subject to particular restrictions for its consuming; receives -from the
consuming device a request to access the content; and sends a response {0
the consuming device, the response being of a first kind if the Acguisition

25 Point is no more receiving the content and of a second kind if the Acquisition
Point is still receiving the content.

In a preferred embodiment, the response of :the first kind is a new content

license.



In a preferred embodiment, the response of he first kind is a new content license. WO
2008/138804PCT/EP2008/055527 - 5 - In a further preferred embodiment, the response of the t
second kind is o f a permission to access the content and a denial that does not permit access to
the content. It |S%§aﬁ%§geous that the Acquisition Point further stores |dent|t|é3§%ff*3§2€?)‘iﬁ%1§?ﬁ?ng _
devices to which a permission has been sent, the meth&d further comprising the step of sending, if the
Acquisition Point is still receiving the content, a permission to access the content if the number of
consuming devices to which a permission to access the content has been sent is less than a

predetermined numbers mrﬁwbﬁﬁ@f@@bﬁ@hbﬁ)ﬁ?@zé}ﬂmﬁﬁéﬁ%&%?%'QQC@ﬁM'ﬁﬁﬁi tQ which a

perm|SS|on to accesgge conten has bee%sent e uals &gre determined number, the ACQUISItIOﬂ Point

broadcasts a messag Gy ESRSMIR G UL t@@é@@%g%@ﬁ%%%&ﬁaﬁ” receives

requiring RS
responses from con&lififngPaidiies; and if the number of received responses that indicate that
originator of the response accesses the content 15is less that the predetermined numbgr, sen(_js a
perniission to acces$ thie @brtenttmtize mu-emimg:@tawmm Ipairfurtihendefered gavaadimant, if the

Acquisiton Point s SlaeRITRB I CRNERL T PEITISA R (shiin heeghestng.

consuming device and sends a permission to access the content i ec nsuml
comprising the step of sending, If the Acqguisition Point is still receiving the

content, a permission io access the content if the number of Consuming
devices to which a permission 1o access the content has been sent is less
than a predetermined number. It is beneficial that, if the number of

10 consuming devices to which a permission to access the content has been
sent equals a predetermined number, the Acquisition Point broadcasts a
message requiring all consuming devices that access the content to respond;
receives responses from- consuming devices; and if the number of received
responses that indicate that originator of the response accesses the content

15 is less that the predetermined number, sends a permission 0 access the
content to the requesting device.

In a further preferred embodiment, if the Acquisition Point is still receiving the
content, it performs a proximity test with the reguesting consuming device
and sends a permission o access the content if the consuming device is

20 local.

In & fourth aspect, the invention is directed to a method of consuming content
in a digital network. A consuming device sends a request for a content to a
storage device in the digital network; receives from the storage device the
content and a corresponding content license comprising an identifier of an

25 Acquisition Point and an indication that the content is subject o particular
restrictions. for its consuming; sends to the Acquisition Point a request 1o
access the content; and consumes the content in case the response from the
Acquisition Point indicates that consuming is allowed.



In a fourth aspect, the invention is directed to a method of consuming content in a digital network. A
consuming device sends a request for a content to a storage device in the digital network; receives
from the storage device the content and a corresponding content license comprising an identifier of an
25 Acquisition Point and an indication that the content is subject to particular restrictions for its
consuming; sends to the Acquisition Point a request to access the content; and consumes the content
in case the response from the Acquisition Point i ficates that consuming is allowed. 53 In a fifth
aspect, therinyemtionispdirecties tovamifen igsitivadRaintdnan digitalinigtovoRaimdt icomligisl a
consuming device and a storage device, the Acquisition. Point ¢ risi r r for:
broadcast?ﬁ%hﬁ'ﬁf i}gﬁtcgﬁ{gﬂ%?ﬁe thenetwor T;nsﬂé%d%%go{gethreg%@%%g (?é%@ée at Qe,?aas%oﬂecontent
license compeisisigan fdénttiiemefidiegAequisites®ofnt, &keyeesingdrolededesstianbidtected
content, and.an geptfier Jadigaiing [ngrIhe GpINENt 3 subIeqt tRartigHar tpfuaionedasdls rendering;
g from thé consuming device a request 1o access the content received from the storage
device; and@apdiigeaaedperisetoohtheohetifiipadvaiating ki aafader Ktass83s the content is

allowed, t se haing of adirst kindrifithe ArguiniignRaintie nelnageriseceiviag: the content and
of a secorﬁrégﬁghgﬁ%’siéﬁ Point is sitill re(i:eiving _t%e content. In a sixth,aspegt, there is provided

a consumipgitievies TeSiTERRS fetui KePREESRSURRRE HEVitR oD RN S It #5MERring content

or eXpor“”%&E&%% apd-adrpsessakiarisending orpauestior-yeaenktomstetagendexice in the
rk;

digital network; receiving from the storage device the content and a corresponding content license
comprising &FPRiifier! P&?ﬂ%&ﬁﬁ%ﬂ&%t‘%ﬂ&a&f?%m%%ﬁtﬁﬁf’?ﬁg zgntlﬁ%t‘% o

"8G ject to particular
restrictionssieyitSccansuraingnsensingdtathe Arequisition Peintaytesitiest Fvatcessdherggettent received

from the storage device; and consumijng the cantent in case the respanse from.the Acquisition Point
indicates tﬁ%?%?fﬁ%mﬁﬁqgtﬁ%%%;%ﬁé%?ﬁqgg(%ébﬂtﬁge |g%jélsﬁ%oggoﬁgt%ﬁgﬂ%ﬁéé%%uisition
Point is nodengenteseiving the content and of a second kind if the Acquisition Point is still receiving
the content. In a seventh aspect, there is provided a method of providing access to content in a digital

network comprising an Acquisition Point, a consuming device, and a storage device, the method
comprisingirirethedthcasisitionheoinis roadssinggieiede darieentiretiioiatoeivaEniifg to the

storage device at least a)e contenHicense GAMRSISIAGAHAPARE A icASMsEIRREHL, a key

necessary ] %%ces@?he protecte% content, and an identifier'indicating that the content is 5b subject to

particular resdictioneckssies fonSaniiod R JeRARS M aORHIELIRIAIRIGER JF4i58E: tB®iccess the

content reC&gﬁS\ fromiaastorags sryicgoandsendiie agesprirstothe conveming:AgVvige indicating
whether acc€ss to the content is allowed, the response being of a first kind if the ?ccgjéisiti n Point is

no longer reeERRGINNEIRBIANANBRSISE SERBNIEHIEPT IHETAESLRIRh BEHISULRINZBERNG the

content. In 30 RighilaspestiBas6riRIYisassmetbadialaenssimingmofdeits camguising; in a
consuming device in a digital network; sending a regﬁgst for a content to a ?tora d(?\ﬁi_%gnin the digital
[

network: reS@ARY fiBriNhASEHEHEURANY (B SHRERT A AT SEES eI ggﬁ%%rll? cense

comprisingtAg igkertifier ahaseAsadisitanunaing ane aoritditatiarateatiiberespteseisroubjdet to particular
restrictions for its consuming, sending to the Acquisition Paint a re Qﬁs%" ent received
from the st&%\%‘@%@%&%ﬂd' 1ﬁ§qtﬁﬁgir%at %Oggra[@ﬁqgni%a@é) %%aﬁpe%}é%i%}ﬁfﬁgﬁfr%%ﬂ Acquirlsgltion Point
indicates thegingnsuiingt isiradl dvibe; Acheisiiot & odspierse ligngeinteo i fig tienednteet ABguisition

e content) e BRI L SR o ION OF TR SRR o i efReftr Fomt s stlfrecetine

in a seventh aspect, there is provided a method of providing access to content in
a digital network comprising an Acquisition Point, a consuming device, and a
storage device, the method comprising, in the Acquisition Point: broadcasting
protected content in the network; sending to the storage device at least one
content license comprising an identifier of the Acquisition Point, a key necessary

to access the protected content, and an identifier indicating that the content is



Preferred features of the present invention will now be described, by way of example, with reference to
the accompanying drawings, in which: Figure 1 illuStrates an exemplary digital network in which the
invention is 5used; Figure 2 illustrates a signal flow diagram of a preferred embodiment of the method
according to the invention; and Figure 3 illustrates a signal flow diagram of a further preferred
embodiment of the method according to the invention. 10 PREFERRED EMBODIMENT OF THE
INVENTION Figure 1 illustrates an exemplary digifdl network 100 (also called system),
advantageQugly oy m@m@tﬂe{m@%Wg(%%@dwgﬂ9@5@-@5%&%36%9{ UHAREOmPrises a

renderirig device (RD) 110, an Acquisition Point (AP) 120 (also called”access device ,%oga storage

device (SDY9962 1% AR BHeRR 18R caiesargeriMpddtion 1, siichgss devinample an
Ethernet conngstig: ?@gp{m%q@w@sﬁ%@%ﬁ@é’iﬁ%@%ﬁ@”%%%&”ﬁé@&ét%agﬁedeme 130
e

each comprise a processor 111, 121, 131 for receiving and sending messages. The rendering device
110 further CBH§EHidE S AN Erbr Rt iRG Reré A stdi s ifdPetrapisitiosidimi, i2oand the

storage deviegyd3tinthiag comprsesna strageneding kizifarstonmngsenisntrthe netwprk 100
further comprises an export %ﬁint 150, having a processor 151, the export point being adapted to

export con eeﬁtefgggﬂé%?e?% brk (not shown) over a second connection 155. In the description and in
the claims, the term "consuming device" may be employed 25as a generic expression for a rendering

iivicg _qnd@n r)ip%% R&‘intaSSérgplli iggeso%gneiva{ya%}dt e %etﬁ%ﬁo ?O%c?ﬁ%lé gyqlxgorks as follows: the
quisition Point 120 receives digital content overat nect "BRotERIERAL content by
scramblingdeuigirigiagsdrambling key ¢ éates drcarmigiahdisigrocntent Heensereamgising dhe
S D nadHAY 10°L ARG HRIRE PR RO YELANGRE HRO LR fhg et orace
device the content and a corresponding content license comprising an identifier
of an Acquisition Peint and an indication that the content is subject to particular
resfrictions for its consuming; sending to the Acquisition Point a request to
access the content received from the storage device; and consuming the content
in case the response from the Acquisition Point indicates that consuming is
allowed; wherein the response is being of a first kind if the Acquisition Point is no
longer receiving the content and of a second kind if the Acquisition Point is still

receiving the content.



the export point 150, and the rendering device 110 where it may be made available to the user. It
should be noted that the network 100 could comprise further rendering devices, recording devices and
export points, but these are not shown in Figure 1 for the sake of clarity. 5When it is desired that the
content CNT is"tRPEE B8 fewed "live," i.e. while the content is still being reE&VET I8P EF a content
provider by the Acquisition Point 120 and delivered ovgr the network 140, and that it should not be
possible to overcome this limitation by using "trick play", it is preferred that the content license that
accompanies the content is marked accordingly, 10 so that the Acquisition Point 120 may recognize

such content, and gisghaidt-comprisas aconie ddenfifliesthat may be received by the Acquisition
Point 120 or, alternafrvely, may be generated by the Acquisition Point 120. The Acquisition Point 120

also marks the con?;;n Eee@%e th |t§ N |d n%}xﬁ\;lé@ﬂ%cw,sr%gvnbp%gg %r st|II de iver the
content CNT to any number o ren err evices an recor evICes, co}ﬁﬁant is

protected and a coﬁé%’ﬁ@ﬁdiﬁ@d@?ﬁ@ﬁtfﬁc@ﬁﬁé REpre BRI foo ﬁfé@/@‘@‘érﬁﬁé@t@i’?access the content
properly, e.g. to plagigurSuchigsaarsenidicensesiingienting Hhalthe coNBRRGNT s divepratected,” |
subject to partrg,ular re(?trrctrons for its rendering, is delivered to each storage device. The Acqursrtlon
Point 120 20 prefera% y keeps a list of devices to which the content access is delivered in a memory
122, the list preferdbi§pigisd ihisicatasgGigsat i ereviegiam péranpssiorned aotexdmesicohtbat CNT has

been delivered to ih@%@g&gﬁgi@i@%@wgqs%mkes the form of a, if necessary new, content
license. As will be seen r:]gr mafter a rend ﬁ]gewce orfan export d vice 25%%}3 q}uest a
permission. In a pref rre é"h? Q\Nﬁ ‘ERE @ eﬁIR/S SR r h%he network
100 by the Acqursrﬁ@rmhﬂolmqwgéqmgrtmiﬂ@mt 120 may limit the number of permissions
delivered to consuming devices. In other words, the number of simultaneous viewings is limited. The
permissions so;30ddtive fetiRiBfErd Blyind iEs Te@irar itiel dotitimtdsN'live protected”. The limitation as to
the permissions may either be received by the Acquisition Point 120 WO
2008/132804PCPHQ&R@%A@@&E&%S?&N@@PH@hwitﬁi]glf@wk from gg&@amat,sp%mg Acguisition
Point 120 may alsg re-stored limitations, e,g, for certarn S of content, con roadcast
during specific timé' (?n er%vaD §o&gereridTimitati %n gorr]%mced ?hr% &VSPé%ré%H/Sﬁﬁ? Déht%e number of
simultaneous Vmwm@ye&rj{tﬁ@@ompma renderrn_g device (RD) 110, an Acquisition Point

(AP) 120 (also called access device), and a storage device (SD) 130,

15 connecied through an exemplary connection 140, such as for example an
Ethernet connection. The rendering device 110, the Acqguisition Point 120,
and the storage device 130 each comprise a processor 111, 121, 131 for
receiving and sending messages. The rendering device 110 further
comprises a unit 112 for rendering content, such as for example a display,

20 and the storage device 130 further comprises a storage medium 132 for
storing content. The network 100 further comprises an expori point 150,
having a processor 151, the export point being adapted to export content to
another network (not shown) over a second connection 155. In the
description and in the claims, the term “consuming device” may be empioyed

25  as ageneric expression for a rendering device and an export poini.

Simplifying somewhat, the network 100 normally works as follows: the
Acquisition Point 120 receives digital content CNT aver a third connection
105, protecis the content by scrambling it using a scrambling key, creates a
corresponding content license comprising the scrambling key for the content,
30  and broadcasts the content over thé network 100 io the storage device 130,



5least two values. When the content CNT is over, i.e. when content bearing the corresponding content
identifier (or indicated in any other suitable manner) no longer is received by the Acquisition Point 120,
it delivers content licenses that do not enforce "live protection” to each storage device to which it
according to th& AW has delivered the content CNT. Each storage deRfé&ERTAYBIER2Ise the
content or deliver it to rendering devices that will be alfle to access it without requesting any further
permission. As a user may instruct .a rendering device 110 or an export point 150 to render or export
the content CNT at any time, e.qg. if the user changes 15location to access the content via another

rendering device, syehdslgvigs shouid in desRORSRSARY SRl A PETRISHRRIPM e, Acquisition Point

120. Upon reception of such a request, the Acquisition Point 120 may react in a' number of different
ways. If the contenf1&GRT ShHIBrHSREUICRBIHL TR Sst ibe ek d QR RRIAT SOBIIIRE 120 delivers
a content license tHattdges mytrenfarmeactive protdotiant ioctherneaupesting deyvicet bis:nay for example

occur if the rendering,device 119 Jeceived the (p(@tglné]ghT and the corresponding license from the
recording device 130 not usiﬁg "t%ck play”. I?%the contel}f'CNT is still broadeast by the Acquisition

retumed. I the content CKIT (BN ALk ot 0] e AL T PR ESE el e rastHiom nimber of
permissions (not cot@itipRy e te orehilggéndc e e nbo e endd etiverstt thencthideAdyuitition Point 120

delivers the permisgi@fuisition Point 120 and delivered over the network 140, and that it should

not be possible 1o overcome this limitation by using “rick play”, it is preferred

that the content license that accompanies the content is marked accordingly,

10 so that the Acquisition Point 120 may recognize such content, and also thai it

comprises a content identifier that may be received by the Acquisition Point

120 or, alternatively, may be generated by the Acquisition Point 120. The

Acquisition Point 120 also marks the content license with its own identity. The

Acquisition Point 120 may still deliver the content CNT to any number of

15 rendering devices and recording devices, but the content is protected and a

corresponding content license is needed for these devices to access the

content properly, e.g. o play it. Such a content license, indicating that the

content CNT is “live protected,” i.e. subject to particular restrictions for iis

rendering, is delivered to each storage device. The Acquisition Point 120

20 preferably keeps a list of devices to which the content access is delivered in

a memory 122, the list preferably also indicating for each device if a

permission to access the content CNT has been delivered to it. The

permission advantageously takes the form of a, if necessary new, content

license. As will be seen hereinafter, a rendering device or an export device

25 may request a permission.

in a preferred embodiment, when the content CNT is “live”, i.e. broadcast in
the network 100 by the Acquisition Point 120, the Acquisition Point 120 may
limit the number of permissions deliverad to consuming devices. In other
words, the number of simuitaneous viewings is limited. The permissions so
30 delivered preferably indicate that the content is “live protected”. The limitation
as to the permissions may either be received by the Acguisition Point 120



WO 2008/138804PCT/EP2008/055527 - 9 - enforcing "live protection” to the requesting device and
adds the identity of the requesting device to the list in the memory 122 together with a mention that a
permission has been delivered to it. It should be noted that it is also possible that the content CNT has
been delivered X8 &tétdésiee (in which 5case it is on the list), but that no permissiondogsbeen
delivered to it; in this case, the list is updated accordingly. However, if the content CNT is still
broadcast by the Acquisition Point 120 and the maximum number of permissions (not counting to
recording devices) has been delivered, then the Acquisition Point 120 preferably sends a 10 message

to each consuming i | ermls s del vered mqumng whether or not the
device is still accesg% F,t:ir%e{Réollr}:][%engt%%%rn\g{t fé eec%nessggw at A g&? that'8itAc? féR¥ers or
exports the contentd$HAIE ey ?e@@tﬁ%'lﬁ%ﬁé@@&ﬁ@ fWhﬂ?@Htalﬁ prisfésrret! thatend swcieobligation

exists in the oppositeccasesiteash geigr E@ﬁ@r@ﬁe@/ﬁ%s'&'?%n%ﬁd%ﬁ%ﬁ Hendiedigugst is refused.

On the other hand,tl,g %t leas i idet\/'(%ﬁ does not res or returns a negative response, then
permission may be granted. Ef??)yagﬁfesve TS HRE" RESl) ﬁy %‘Pﬁ%%‘f’?ﬁ'ﬁ“%\;%mﬁd%\%% )pr?éks a new

scrambling keys pré?é*ﬁ‘élé‘hjpaflaﬂaﬁ@om, which it uses to protect the content CNT. The scrambling key is
included in a new content license 20that is sent as a permission to all the devices that returned a

positive response afftido the ceqeestitgidevicer, The Wstis cpdaiedaoeardirghsRAepoarding to a
preferred embodim@éﬁ;éﬁ%h&eﬁ&ﬁ’é&isdHPﬂwé’;emé&%Q En?tglther suitable manner) no longer is
received by the Acquisition Point 120, it delivers content licenses that do not
enforce “live protection” to each storage device to which it according to the
16 list 122 has delivered the content CNT. Each storage device may then use
fthe content or deliver it to rendering devices that will be able to access it
without requesting any further permission.

As a user may instruct a rendering device 110 or an export point 150 to

render or export the content CNT at any time, e.g. if the user changes
15 location to access the ébntem via another rendering device, such a device

should in response request a permission from the Acquisition Point 120.

Upon reception of such a request, the Acquisition Point 120 may react in a
number of different ways.

It the content is over and/or should not be “live protected”, the Acquisition

20 Point 120 delivers a content license that does not enforce “live protection” to
the requesting device. This may for example occur if the rendering device
110 received the content CNT and the corresponding license from the
recording device 130 not using “trick play”.

It the content CNT is still broadcast by the Acquisition Point 120 and the
25 request comes from a recording device, then the request is denied and an
error is returned.

If the content CNT is siill broadcast by the Acquisition Peint 120 and the
maximum number of permissions (not counting to recording devices) has not
been delivered, then the Acquisition Point 120 delivers the permission



receiving the content, it performs a proximity test with the requesting consuming device and grants the
permission only if the rendering device, is 25 local, i.e. considered to be close. The test may bg
performed using any suitable method in the art, such as for example measuring the return trip time of a
message. FigurER2lfigidtes a signal flow diagram of a preferred embodimertofitrmwanettad _
according to the invention. In step 202, an Acquisition £oint (AP) 120 30delivers to a storage device
(SD) 130 content CNT and the corresponding content license CL that comprises an.ldentlfler of the
Acquisition Point WO 2008/138804PCT/EP2008/055527 10 - (APID). The content license CL

indicates that the ¢ is "hiv ted... The storage device.130 stores the received content CNT
and the content Iicegrﬁgg%@ ,&E\Fgr%gg%%gdgevﬁ%etﬁﬁﬁﬁﬁﬁlg nCl S !E%f%ér@ﬁ’&és??qﬁ%’B’oﬂftent CN'_I' to
the 5 recording deViée’ 4B HHAErEaYI¢R POBEHS TN MENT AN hegetisisité licensmi©h (comprising

the Acquisition Poimtdd%n;bkﬁi@ﬁ)s@dﬁ&uﬁ@%&%ﬁiB@Ii()@ﬂ&ﬁﬁﬁ&ﬁ?ﬁ%@@e HC@%_EI{_ fﬁﬁfl%mtkgfh%ktf;ed‘ff)(”tﬁ?gh
CNT and the license CL, the rendering deyi 0 checks if the conten is "live protected” (w
it is) and therefore ngél?ﬁe?f&%%(;}ﬁgit%%t c%?r%‘lj.elﬂﬁﬁe e&ﬁlée?f\/ P o tBRIRicenSe YCtb send 208 a
request to the Acquigitfolh Peintthedst). but that no permission has been delivered 1o it; in this

case, the list is updated accordingly.

Fowever, if the content CNT is still broadcast by the Acquisition Point 120
and the maximum number of permissions (not counting to recording devices)
has been delivered, then the Acquisition Point 120 preferably sends a
10 message to each consuming device in the list to which a permission was
delivered, inquiring whether or not the device is still accessing the content
identified in the message. Each device that either renders or exporis the
content is bound to respond in the positive, while it is preferred that no such
obligation exisis in the opposite case. If each device returns a positive
15 response, then the request is refused. On the other hand, if at least one
device does not respond or returns a negative response, then permission
may be granied. Te achieve this, the Acquisition Point 120 advantageously
picks a new scrambling key, preferably at random, which it uses to protect
the content CNT. The scrambling key is included in a new content license
20 that is sent as a permission to all the devices that returned a posilive
response and to the requesting device. The list is updated accordingly.

According to a preferred embodiment, if the Acquisition Point 120 is still
receiving the content, it performs a proximity test with the requesting
consuming device and granis the permission only if the rendering device;is
25 local, i.e. considered to be close. The test may be performed using any
suitable method in the art, such as for example measuring the return trip time

of a message.

Figure 2 illustrates a signal flow diagram of a preferred embodiment of the
method according to the invention. In step 202, an Acquisition Point (AP) 120
30 delivers to a storage device (SD) 13C content CNT and the corresponding
content license GL. that comprises an identifier of the Acquisition Point



How the Acquisition Point 120 responds 210 depends on the situation, as detailed hereinbefore. For
example, if the content is live and the maximum number of viewings is not reached, the Acquisition
Point 120 permits viewing by the rendering device 110. 15Figure 3 illustrates a signal flow diagram of
a further preferféd ¥figétitdent of the method according to the invention. In SEPBUIKEREquUisition
Point 120 delivers the content CNT and the correspending license CL comprising the Acquisition Point
ID (ARID) to a first rendering device 110. The user then switches off 304 the first rendering device and
switches on 306 20 a second rendering device 160 that requests 308 a content license CL from the

broadcasting deviceu (e Acaisiion SRB20heAsusiion Aot 126 epaerlies 310 i the

maximum number of simultaneous views is reache it in this example will'be assumed is the
case (let's say that I{1& 8QVEITCEY SR 178 &Eﬁ%%l%rﬁiﬁﬁﬁfﬁﬁ%’h&éﬂﬁﬁﬁg|t”|*%§f§@ﬁ% 25content
license for the contérurteettié first rendering device 110. The Acquisition Point 120 then broadcasts 312
a message that requires all devices that are using the content (identified by a content identifier) to

respond. As the first repderingaderiseridpihassbaen switeheg off ibdersaatdespandaiall: It should
be noted that in case thg flrst renderl % ice. 110 % 008/138804 T/LEﬁ!:> 008/055527 -11 - had
been switched to aceaes Shdt Q@ ai\f rﬁé"i/f?és%% &R fRsEL &t {8 RS 50sible for it

not to respond at alIC%Eth@%e(@@ﬁdmérﬁ@eihﬂg Hevidstgoes viot (get)tidiecess the centestjitresponds

314 in the negatnvaeaa@mgm@!),céﬁ»ft@r W&d@@a@bmr@&ﬁq@w @;‘Mﬁ“%CIﬁe‘!'ﬁ@e%E@éﬁo respond,
the Acquisition P0|&h120§ é%s the rﬁgsponses In the%gresent example, it has received no positive

response and may thuS ¢re A%\ COREERE IS &M (eBrhridi ‘%{Q{g%egcr%ﬁ%g key that is
used to scramble tHexiatiterit)erieénrit senelsid16¢quihiise i idaddiing dvice T8Odhatthen may

tOaccess the gonteRbhd GLUHISAMALIEIPRARIE! E2H AR HRARICEHS listef

How the Acquisition Point 120 responds 210 depends on the situation, as
detailed hereinbefore. For example, if the content is live and the maximum
number of viewings is not reached, the Acquisition Point 120 permits viewing
by the rendering device 110.

15 Figure 3 illustrates a signal flow diagram of a further preferred embodiment of
the method aécording to the invention. In step 302, the Acquisition Point 120
delivers the content CNT and the corresponding license CL comprising the
Acquisition Point 1D (APID) to a first rendering device 110.

The user then switches off 304 the first rendering device and switches on 306
20 a second rendering device 160 that requests 308 a content license Cl. from
the broadcasii',ng device, i.e. the Acquisition Point 120. The Acquisition Point
120 then verifies 310 if the maximum number of simultaneous views is
reached, which it in this exampie will be assumed is the case (let’'s say that it
is equal 0 1), as the Acquisition Point 120 has listed that it has sent a

25 content license for the content to the first rendering device 110.

The Acguisition Point 120 then broadcasis 312 a message that requires all
devices that are using the conient (identified by a content identifier) to
respond. As the first rendering device 110 has been switched off, it does not
respond at all: It shouid be noted that in case the first rendering device 110



devices to which a present content license has been delivered. It can thus be appreciated that the_
present invention provides a way to protect live content that should only be accessed live from bemg
accessed through the use of e.qg. trick play. 15It will be understood that it is possible for one physical
device to accortiddatitefi#d4unctions of more than one device described herinbefores Besexample,
an Acquisition Point and a storage device may be ca-lpcated in a device. In such a case, "Acquisition
Point" refers to the part handling Acquisition Point functions in the multifunction device and so on. In
some 20 cases, simplifications may be possible: e.g. a device that combines functionalities of an

Acquisition Point a i il if Dl nswer twice but only provide one relevant
angwer. Each featt?r%%%c%c@%%t?ﬁ ét%éeﬁ)d\%%%:ér?g%r? %r%%(%vﬁ%@ gﬁnpar%fﬁis 2T tgf%/irr%gaéﬁla ‘drawings
may be provided intigp&ridieHzRy %‘P?ﬁ‘@ﬁ)ﬁfﬁpﬁbﬂ@fﬁri@tée%w%rﬁbﬁibtm.“F%aﬁwﬁd’@@m‘be@ as being
implemented in hardwiére tay atsq g implemenied imesefivaipoand viceiversananredtions may,
where applicable, b}%'rg mented as wireless connections or wired, not necessarily direct or _
dedicated, connections. WO 2008/138804PCT/EP2008/055527 - 12 - Reference numerals appearing

i [ fillustration only and shall have no limiting effect on the scope of the claims.
I_qg_]e claims ar:g)a byAWeaay g short %tervrﬂ ’Xtended o give the devicegs time to respond, the

Acquisition Point 120 analyses the responses. In the present example, it has
received no positive response and may thus create 314 a new conient
ficense CL' (comprising a new scrambling key that is used to scramble the
content) that it sends 316 to the second rendering device 160 that then may

10 access the content CNT. The Acquisition Point 120 aiso updates its list of
devices t0 which & present content license has been delivered.

It can thus be appreciated that the present invention provides a way 1o
protect live content that should only be accessed live from being accessed
through the use of e.g. trick play. '

15 It will be understood that it is possible for one physical device to
accommodate the functions of more than one device described hereinbefore.
For example, an Acquisition Point and a storage device may be co-located in
a device. In such a case, “Acquisition Point® refers to the part handling
Acquisition Point functions in the multifunction device and so on. In some
20 cases, simplifications may be possible: e.g. a device that combines
functionalities of an Acquisition Point and a storage device will if possible

never answer twice but only provide one relevant answer.

Each feature disclosed in the description and (where appropriate) the claims
and drawings may be provided independently or in any appropriate
25 combination. Features described as being impiemented in hardware may
also be implemented in software, and vice versa. Connections may, where
appliceble, be implemented as wireless connections or wired, no:t necessarily

direct or dedicaied, connections.



CLAIMS: 1. An Acquisition Point in a digital network that comprises a consuming device and a storage
device, the Acquisition Point comprising a processor for: broadcasting protected content in the
network; sending to the storage device at ieast one content license comprising an identifier of the
Acquisition Poitt? 3'R&yf#tessary to access the protected content, and an idéRYFEIBdIEERRNg that the
content is subject to particular restrictions for its rendaeing: receiving from the consuming device a
request to access the content received from the storage device; and sending a response to the
consuming device indicating whether access to the content is allowed, the response being of a first

kind if the ACqUisiti%f@@ﬁ‘é@&%‘%@}%ﬁﬁ%ﬁ%ﬁqr’}*}ﬁ&%{gﬂ}% %ng &1; %\%ﬁc&qﬂé&%i j}fntlb%rr?cquisition

Point is still receiving the content. 2. The Acquisition Point of claim’1, wherein the resporise of the first

kind is a new contetticBAsE2v8, FHETAKLEIER PP Ot SSPBIRiRh e \GiiERsin the response of the second
kind is one of a permission to access the content and a denial that does not permit access to the
content. 4. The Acquisition Point of claim 3, further comprising a memory for storing identities of
consuming devices to which a permission to access the content has been sent, and wherein the
processor is further for sending, if the Acquisition Point is still receiving the content, a permission to
access the content if the number of devices to which a permission to access the content has been sent
is less than a predetermined number. 5. The Acquisition Point of claim 4, wherein the processor, if the
number of consuming devices to which a permission has been sent equals a predetermined number,
is further for: broadcasting a message requiring all consuming devices that access the content to
respond; receiving responses from consuming devices and -14..



if the number of received responses that indicate that originator of the response accesses the content
is less that the predetermined number, sending_%ggrmission to access the content to the requesting
consuming device. 6. The Acquisition Point of claim 3, further comprising: it the Acquisition Point
is still receiving the content, the processor is further for performing a proximity test with the requesting
consuming:devige:and sending a permission if the rendering device is local. 7. A consuming device in
a digital network; the consuming device comprising: a unit for rendering content or exporting content;
and a processor for: sending a request for a content to a storage device in the digital network;
receiving ffom thérstbeageitigviceithéncaniaiiehnetaasriespondirgeditant oanse dowirising an
identifier of an_Agguisition,Roint.and andndicatign thatthe contenlis:supiget to particular restrictions

for its consuming; sending to the [Acquisi}i_o"nf Point a request to access the content received from
the storage devic&aRe SN GBREHAN GINE EOREI ¥ ¥4LE the response from the Acquisition Point
indicates that consumiingits allowedzge dwierei thestesponseisibeingretacfirstkiiifdhe Acquisition

POt s NaJonagl rﬁgﬁg&ﬂgﬁt&&&&ﬁ@%@@ o, raeaand-pin JLihe Asuiisition Eeio sl recelving

the content. ‘method of providing access to content in a digital network comprising an Acquisition
Point, a camsufingeablecd sratiasiom dBedevitaniie HBREdTERIBASRY SHTRBCAR Bisifon Point:
broadcastiagdueigeted content in the network:

receiving from the consuming device a request fo access the conient received
from the storage device, and

sending & response 1o the consuming device indicating whether aceess ic the
content is allowed, the response being of a first kind if the Acguisition FPoint is no
longer receiving the content and of a second kind if the Acquisition Point is still

receiving the content.

2. The Acguisition Foint of claim 1, wherein the response of the first Kind is a

new content license.

3. The Acquisition Point of claim 1, wherein the response of the second kind is
one of & permission to access the content and a denial that does not permit access

o the content.

4. The Acquisition Point of claim 3, further comprising a memory for storing
identities of consuming devices to which a permission to access the conient has
been sent, and wherein the processor is further for sending, if the Acquisition Point is
still receiving the content, a permission to access the content if the number of
devices to which a permission to access the conient has been seni is less than a

predetermined number.

5. The Acquisition Point of claim 4, wherein the processor, if the number of
consuming devices to which a permission has been sent equals a predetermined
number, is further for:

broadcasting a message requiring all consuming devices that access the
content to respond;

receiving responses from consuming devices; and



sending to the storage device at least one content license comprising an identifier of the Acquisition
Point, a key necessary to access the protected content, and an identifier indicating that the content is
subject to particular restrictions for its consumingfM = receiving from the consuming device a request
to access the content received from the storage device; and sending a response to the consuming

device indicating LAGGES .content | wed, tk onse being of a first kind if the
Acquisition Point }{g%@?{ﬁ - Ion%f;?{érggg%\g?%@ﬁ%%eh%tgén%%{fégse%g?\doﬁ%%aﬂ%é) {Aé%%isition Point

is still recelHHE GFEIFESINTHEONRIhG G IdRinbecaissriermitee fkstRitd ssBog content

license. 1@<cThessiethodwtetaing 8ombereinibedespanse-ofiesrraaddkind is one of a permission to
access the content and a denial that does not permit access to the content. 11The method of cairn 10,

wherein the Acquisition Point further stores identities of consuming devices to which a permission has
been sent,the methidd-farkdCadTApising BendifigtikteApyeisition Point is still receiving the content,
a permission to agapssthecaRienLikthe mw@&m&&%e@m&t@%@%é@s‘g@ﬁ@fﬂr@tr%ﬂ‘gb%@'on o

etho

access the content has been stentmis less than a predetermined number. 12.The method of claim 11,
further comprising. it the’ RUBer 5FEHELMIRG HHAEEL S WL B SIrHiSSicn $058668%s the content
has been s&rteepielsiahsredsterniniedinambecal.

7. A consuming device in a digital network, the consuming device comprising:

& unit for rendering content or exporting content; and

a processor for

sending a request for a content to a storage device in the digital network:

receiving from the storage device the content and a corresponding content
license comprising an identifier of an Acquisition Point and an indication that the
corttent is subject to particular restrictions for its consuming;

sending to the Acquisition Point a request fo access the content received from
the storage device; and

consuming the content in case the response from the Acquisition Point
indicates that consuming is allowed;

wherein the response is being of a first kind ¥ the Acquisition Point is no
longer receiving the conient and of a second kind if the Acquisition Point is still

receiving the content.

8. A method of providing access to conient in a digital network comprising an
Acquisition Point, a consuming device, and a storage device, the method comprising,
in the Acquisition Point:

broadcasting protected content in the network:

sending to the storage device at least one content license comprising an
identifier of the Acquisition Point, a key nacessary to access the protecied content,
and an identifier indicating that the content is subject to particular restrictions for its
CONsUMIng,

receiving from the consuming device a request 1o access the content receivad
from the storage device; and

sending a response to the consuming device indicating whether access to the

content is allowed, the response being of a first kind if the Acquisition Point is no



broadcasting a message requiring all consuming devices that access the content to respond; receiving
responses from consuming devices and if the number of received responses that indicate that
originator of the response accesses the content is1éss that the predetermined number, sending a
permission to access the content to the requesting device. 13. The method of claim 10, further
comprising: it iSit] oint.is still receiving the content, performing a proximity test with the
requesting congsﬁ{rﬁi%]gggﬁg\%)c@g%r%dgggﬁdi%lréga%e%g%%% 1 dedietHerauisinp iftpiatconstiiming device
is local. 14 A°HERFHOFUR8UMING content comprising, in a consuming device in a digital network:

sending a request for a content to a storage device in the digital network; receiving from the

storage devjce theﬁ%nﬁg&];?adn% corres nding content license comprising an identifier of an
Acquisition Point and an indication that the CoRtéHt i&Gbjeetio raftieuldndésmictionsdonits
consuming;#<#6% sending to the Acquisition Point a request to access the content received from
the storage device; and consuming the content in case the response from the Acquisition Point

owed; wherein the response is being of a first kind if the Acquisition

indicates th% consH]ming is all
. . . =1 ] C{ Y . ,
Point is no ’[ho% of ciaim 8, wherein the response of the second kind is one of g
permission to access the content and & denial that does not permit access to the

content,

11, The method of claim 10, wharein the Acguisition Point further stores identities
of consuming devices fo which & permission has been sent, the method further
comprising sending, if the Acquisition Point is stil receiving the content, a2 permission
to access the content if the number of consuming devices to which a permission to

access the content has been sent is less than & predetermined number.

12. The method of claim 11, further comprising, if the number of consuming
devices to which a permission to access the content has been sent equais a
predetermined number:

broadcasting a message requiring all consuming devices that access the
content to respond:

receiving responses from consuming devices; and

if the number of received responses that indicate that originator of the
response accesses the content is less that the predetermined number, sending a

permission to access the content to the reguesting device,

13, The method of claim 10, further comprising:
if the Acquisition Point is still receiving the content, performing a proximity test
' . f PP Yy ool
with the requesting consuming device and sending & permission fo access the

content if the consuming device is iocal.

14. A method of consuming content comprising, in a consuming device in a digital
network:
sending a request for a content to a storage device in the digital network:
receiving from the storage device the content and a corresponding content
license comprising an identifier of an Acquisition Point and an indication that the

content is subject to particular restrictions for its consuming;



longer receiving the content and of a second kind if the Acquisition Point is still receiving the content.

-4 -

sending to the Acquisition Point a request fo access the content received from
the storage device; and

consuming the content in case the response from the Acguisition Point
indicates that consuming is allowad,

wherein the response is being of & first kingd if the Acquisition Paint is no
longer receiving the content and of a second kind if the Acguisition Point is stil

receiving the content.



