SYSTEM AND METHOD FOR VERIFYING INTEGRITY OF AN ELECTRONIC DEVICE
Field of the Invention

This invention relates to a system and method for verifying system integrity of an
electronic device. The electronic device includes a verifier module provided within a secure
environment of the electronic device and a scanner module provided within a normal
environment of the electronic device whereby the secure environment comprises hardware
that is isolated from the hardware in the normal environment, i.e. these two environments
are hardware isolated. During the integrity verification of the electronic device, the verifier
module verifies the integrity of both the scanner module and the operating system installed

in the normal environment.
Summary of the Prior Art

Unauthorized modifications made to an electronic device with the objective of gaining
super-user and/or administrator access or the removal of all user limitations from the
electronic device, e.g. rooting for Android operating systems or jail breaking for iphone
operating systems, renders the electronic device vulnerable to security breaches and
compromises the overall security of the device. Critical or privileged modules in electronic
devices include system critical processes or system management daemons that are

executed within a device’s Operating System (OS) kernel or within the device’s system.

Most unauthorized modifications to an electronic device will leave some trace in the
operating system of the device. For example, in Linux devices, when such a device is rooted,
the rooting process will create a SU command module (i.e. a module that enables
unauthorised applications to obtain higher privileges) or will escalate privileges accorded to
certain processes. Hence, a method of verifying whether a device has been rooted involves
scanning the device for SU command modules or for the escalation of privileges of certain
processes. Other ways of verifying the integrity of the device involves checking the device's
file system, checking fixed memory locations for certain kernel codes or checking a dynamic
portion of the device’s memory for unknown processes that have root/system privileges.
Unsurprisingly, malicious attackers will adapt to these scanning techniques and will

constantly come up with new ways to cover their tracks thereby avoiding detection.

A common problem faced by such anti-malware solutions is that the
detection/protection programs are usually installed in the operating system that is to be
protected. Therefore, if the attacker is aware of the existence of such anti-malware solutions

running in the system, the attackers may implement an attack that causes the anti-malware
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solution to be modified thereby effectively disabling the usefulness of the solution. In short,
anti-malware solutions installed within the normal operating space are always vulnerable to

well-designed attacks.

A proposed method for determining integrity of a device involves periodically
checking the device kernel's data against data contained within an original kernel. The
module that performs this method is provided within a secure state of the device.
Verification modules are typically installed within such secure areas because in theory, only
super-users or system administrators may access or make modifications to modules
provided in this area. This ensures that modules installed within such secure areas will be

isolated from attacks and unauthorized modifications.

A solution known in the art that does this is the Trust Zone-based Integrity
Measurement Architecture (TIMA) solution. The TIMA solution runs in a trusted environment
entirely as a result, no attacks may modify the TIMA mechanism. However, as applications
installed within the normal operating system are not utilized in the TIMA solution, this means
that the TIMA solution can only check for simple attack traces. For example, it is only able to
check whether the kernel code has been modified (i.e. by computing a digital hash of a
known memory region and comparing the result to a predetermined value), and is only able
to verify the signature of modules with a secret key stored in the trusted environment. As a
result, it is not able to detect complex changes to the device or operating system of the
device such as data that has been modified, process privilege that have been changed and
etc. In fact, there are some known attack tools, for example, “towelroot”, “pingpong root” and
“kingroot” that can be used to attack TIMA implemented devices without being detected. In
addition, it is much more difficult to implement updates to applications or modules that are
installed within the trusted environment. As result, these modules in the trusted environment
won’t be able to handles the latest attacks due to the inefficiencies and difficulties in the

updating of these modules.

Other proposed methods for verifying integrity of a device or preventing a device
from attacks involve utilizing information that is constantly updated by a remote server. By
analysing attack samples, the remote server is able to improve the accuracy and efficiency
of the verification/protection processes and this updated information is periodically updated
into the device. Secure boot/trusted boot/dm-verity are other solutions that rely on the idea
that, if only verified components are allowed to be loaded and run in the system, most, if not
all, attacks may be detected and addressed. To achieve this, these solutions require the to-
be-loaded modules to be verified by a preinstalled module; whereby the preinstalled module

is initially verified by hardware verification modules. In addition, the secure boot solution also
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ensures that critical components will be executed upon system start up, using a technique
known as “boot-chain”. For example, in Linux operating systems, a proposed secure boot-
chain solution implements the following booting sequence when the device initially powers

on:

1) The device’s processor will load a boot-loader program from a predetermined

location that is not editable after the device has been manufactured;

2) The boot-loader program will verify and load a “u-boot”, or a universal boot-loader,
that handles the basic input and output processes of the device, similar to what a BIOS does

for personal computers; and
3) The u-boot will then load a kernel, which loads the Android system.

The secure boot solution proposed above allows verifications to be carried out using
hardware components. However, these verifications are only carried out when the modules
are initially loaded, and no further verification steps are carried out beyond that. As a result,
this solution does not protect an operating system against run-time attacks such as the

abovementioned attack tools.

For the above reasons, those skilled in the art are constantly striving to come up with
a system and method to verify system integrity of an electronic device in an efficient and

reliable manner.
Summary of the Invention

The above and other problems are solved and an advance in the art is made by

systems and methods provided by embodiments in accordance with the invention.

A first advantage of embodiments of systems and methods in accordance with the
invention is that prior to verifying the integrity of the electronic device’s system, the integrity
of the scanner module provided within the device’s normal operating system will be verified
by a verification module installed within the device’s trusted environment. This additional

verification layer ensures the reliability of the system is not jeopardized.

A second advantage of embodiments of systems and methods in accordance with
the invention is that the verification of the scanner module’s integrity (whereby this module is
provided within the normal operating system) may be combined with the step of verifying the
device's system integrity thereby negating the need for additional time consuming

verification steps.



4

A third advantage of embodiments of systems and methods in accordance with the
invention is that the response generated by the scanner module may not be falsified, hacked
or altered as the response is encrypted using an encryption method that may only be

decrypted by the verification module.

A fourth advantage of embodiments of systems and methods in accordance with the
invention is that the verification of the device’s system integrity may be periodically carried

out and not limited to only when the device powers-up or boots-up.

A fifth advantage of embodiments of systems and methods in accordance with the
invention is that unlike the verification module, as the scanner module is installed in the
normal environment, the scanner module may be easily and constantly updated with the

latest anti-malware, anti-rooting or anti-jailbreak programs.

The above advantages are provided by embodiments of a method in accordance with

the invention operating in the following manner.

According to a first aspect of the invention, a method for verifying system integrity of
an electronic device comprises the steps of generating, by a verifier module provided within
a secure environment in the electronic device, a challenge; transmitting the challenge from
the verifier module to a scanner module provided within a normal environment in the
electronic device, wherein the challenge instructs the scanner module to execute an integrity
verification function in the normal environment to generate a response; encrypting, by the
scanner module, the response and transmitting the encrypted response to the verifier
module; and verifying, by the verifier module, integrity of the scanner module whereby in
response to a determination that the integrity of the scanner module is verified, determining,
by the verifier module, whether the response is valid, whereby in response to a

determination that the response is invalid, performing a mitigation action.

With reference to the first aspect, in a first possible implementation manner of the
first aspect, the step of verifying the integrity of the scanner module comprises decrypting, by
the verifier module, the encrypted response, whereby in response to a successful decryption

of the encrypted response, verifying the integrity of the scanner module.

With reference to the first aspect or the first possible implementation manner of the
first aspect, in a second possible implementation manner of the first aspect, the secure
environment in the electronic device comprises a secure world virtual processor for the

electronic device.
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With reference to the first aspect, the first or second possible implementation
manners of the first aspect, in a third possible implementation manner of the first aspect, the
normal environment in the electronic device comprises a normal world virtual processor for

the electronic device.

With reference to the first aspect, the first, second or third possible implementation
manners of the first aspect, in a fourth possible implementation manner of the first aspect,
the verification function comprises scanning a kernel code; scanning a process list; scanning

a memory page table; or checking a status and parameter of kernel protection mechanism.

With reference to the first aspect, the first, second, third or fourth possible
implementation manners of the first aspect, in a fifth possible implementation manner of the
first aspect, the encrypting the response comprises encrypting the response with a private or
a public key, wherein the private or public key is provided in the scanner and verifier

modules.

With reference to the first aspect, or the first, second, third, fourth or fifth possible
implementation manners of the first aspect, in a sixth possible implementation manner of the
first aspect, the determining if the response is valid comprises matching the response with
data contained in a secure database provided in the secure environment, wherein when a

match is not found, the response is determined as invalid.

With reference to the first aspect, or the first, second, third, fourth, fifth or sixth
possible implementation manners of the first aspect, in a seventh possible implementation
manner of the first aspect, wherein before the step of generating the challenge using the
verifier module, the method comprises verifying, by the verifier module, integrity of the

scanner module provided within the normal environment.

With reference to the seventh possible implementation manner of the first aspect, in
an eighth possible implementation manner of the first aspect, the verifying the integrity of the
scanner module provided within the normal environment comprises generating, by the
verifier module, a verification response request and transmitting the verification response
request from the verifier module to a scanner module, wherein the verification response
request instructs the scanner module to generate an encrypted verification response, and
transmit the encrypted verification response to the verifier module; and determining, by the
verifier module, whether the encrypted verification response is valid, whereby in response to

a determination that the response is invalid, performing the mitigation action.
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With reference to the eighth possible implementation manner of the first aspect, in a
ninth possible implementation manner of the first aspect, the determining whether the
encrypted verification response is valid comprises decrypting, by the verifier module, the
encrypted verification response, whereby in response to a determination that the verification
response is decrypted, matching the decrypted verification response with verification data
contained in a secure database provided in the secure environment, wherein when a match

is not found, the verification response is determined as invalid.

With reference to the first aspect, or the first, second, third, fourth, fifth, sixth or
seventh possible implementation manners of the first aspect, in a tenth possible
implementation manner of the first aspect, the mitigation action comprises preventing

execution of software modules provided in the normal environment.

With reference to the first aspect of the invention, in an eleventh possible
implementation manner of the first aspect, the secure environment is hardware isolated from

the normal environment.

With reference to the first aspect, or the first, second, third or fourth possible
implementation manners of the first aspect, in a twelfth possible implementation manner of

the first aspect, the verification function in the scanner module is obfuscated.

With reference to the first aspect of the invention, in an thirteenth possible
implementation manner of the first aspect, wherein before the step of generating the
challenge using the verifier module, the method comprises detecting, by the electronic
device, a power-on of the electronic device; and loading the verified module in the secure

environment in the electronic device.

With reference to the first aspect of the invention, or the thirteenth possible
implementation manner of the first aspect, in a fourteenth possible implementation manner
of the first aspect, the method further comprises determining whether a preset time interval
has lapsed; and repeating the method for verifying the system integrity of the electronic

device when the preset time interval has lapsed.

According to a second aspect of the invention, A system for verifying system integrity
of an electronic device, the system comprising: a processing unit having a secure
environment and a normal environment; and a non-transitory media readable by the
processing unit, the media storing instructions that when executed by the processing unit

cause the processing unit to:

generate a challenge using a verifier module provided within the secure environment;
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transmit the challenge from the verifier module to a scanner module provided within
the normal environment, wherein the challenge instructs the scanner module to execute an

integrity verification function in the normal environment to generate a response;

encrypt the response using the scanner module, and transmit the encrypted

response to the verifier module; and

verify an integrity of the scanner module using the verifier module, whereby in
response to a determination that the integrity of the scanner module is verified, to determine
using the verifier module whether the response is valid, whereby in response to a

determination that the response is invalid, to perform a mitigation action.

With reference to the second aspect, in a first possible implementation manner of the
second aspect, t wherein the instructions to verify the integrity of the scanner module

comprises:
instructions for directing the processing unit to:

decrypt the encrypted response using the verifier module, whereby in response to a
successful decryption of the encrypted response, to verify the integrity of the scanner

module.

With reference to the second aspect or the first possible implementation manner of
the second aspect, in a second possible implementation manner of the second aspect,
wherein the secure environment in the processing unit comprises a secure world virtual

processor.

With reference to the second aspect, the first or second possible implementation
manners of the second aspect, in a third possible implementation manner of the second
aspect, wherein the normal environment in the processing unit comprises a normal world

virtual processor.

With reference to the second aspect, the first, second or third possible
implementation manners of the second aspect, in a fourth possible implementation manner

of the second aspect, wherein the verification function comprises:
instructions for directing the processing unit to:

scan a kernel code; scan a process list; scan a memory page table; or check a status

and parameter of a kernel protection mechanism.
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With reference to the second aspect, the first, second, third or fourth possible
implementation manners of the second aspect, in a fifth possible implementation manner of

the second aspect, wherein the instructions to encrypt the response comprises:
instructions for directing the processing unit to:

encrypt the response with a private or a public key, wherein the private or public key

is provided in the scanner and verifier modules.

With reference to the second aspect, or the first, second, third, fourth or fifth possible
implementation manners of the second aspect, in a sixth possible implementation manner of

the second aspect, wherein the instructions to determine if the response is valid comprises:
instructions for directing the processing unit to:

match the response with data contained in a secure database provided in the secure

environment, wherein when a match is not found, the response is determined as invalid.

With reference to the second aspect, or the first, second, third, fourth, fifth or sixth
possible implementation manners of the second aspect, in a seventh possible
implementation manner of the second aspect, wherein before the instructions to generate

the challenge using the verifier module, the instructions comprises:
instructions for directing the processing unit to:

verify integrity of the scanner module provided within the normal environment using

the verifier module provided within the secure environment.

With reference to the seventh possible implementation manner of the second aspect,
in an eighth possible implementation manner of the second aspect, wherein the instructions
to verify the integrity of the scanner module provided within the normal environment

comprises:
instructions for directing the processing unit to:

generate a verification response request using the verifier module and to transmit the
verification response request from the verifier module to the scanner module, wherein the
verification response request instructs the scanner module to generate an encrypted
verification response, and transmit the encrypted verification response to the verifier module;

and
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determine whether the encrypted verification response is valid using the verifier
module, whereby in response to a determination that the response is invalid, to perform the

mitigation action.

With reference to the eighth possible implementation manner of the second aspect,
in a ninth possible implementation manner of the second aspect, wherein the instructions to

determine if the encrypted verification response is valid comprises:
instructions for directing the processing unit to:

decrypt the encrypted verification response using the verifier module, whereby in
response to a determination that the verification response is decrypted, to match the
decrypted verification response with verification data contained in a secure database
provided in the secure environment, wherein when a match is not found, the verification

response is determined as invalid.

With reference to the second aspect, or the first, second, third, fourth, fifth, sixth or
seventh possible implementation manners of the second aspect, in a tenth possible

implementation manner of the second aspect, wherein the mitigation action comprises:

instructions for directing the processing unit to prevent execution of software modules

provided in the normal environment.

With reference to the second aspect of the invention, in an eleventh possible
implementation manner of the second aspect, wherein the secure environment is hardware

isolated from the normal environment.

With reference to the second aspect, or the first, second, third or fourth possible
implementation manners of the second aspect, in a twelfth possible implementation manner

of the second aspect, wherein the verification function in the scanner module is obfuscated.

With reference to the second aspect of the invention, in an thirteenth possible
implementation manner of the second aspect, wherein before the instructing to generate the

challenge using the verifier module, the system comprises:
instructions for directing the processing unit to:
detect a power-on of the electronic device; and

load the verified module in the secure environment in the electronic device.
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With reference to the second aspect of the invention, or the thirteenth possible
implementation manner of the second aspect, in a fourteenth possible implementation

manner of the second aspect, the scanner module is obfuscated.

Brief Description of the Drawings

The above advantages and features in accordance with this invention are described

in the following detailed description and are shown in the following drawings:

Figure 1 illustrating a block diagram representative of components in an electronic

device for implementing embodiments in accordance with embodiments of the invention;

Figure 2 illustrating an exemplary block diagram of a secure environment and a

normal environment of a processor in accordance with embodiments of the invention;

Figure 3 illustrating a timing diagram for the verification of integrity of the electronic

device in accordance with embodiments of the invention;

Figure 4 illustrating a flow diagram of a process carried out at a verification module
for the integrity verification of the electronic device in accordance with embodiments of the

invention;

Figure 5 illustrating a flow diagram of a process for verifying integrity of the scanner
module provided within the normal environment in accordance with embodiments of the

invention; and

Figure 6 illustrating a flow diagram of a process carried out at a scanner module for
generating an encrypted response for the verification of the scanner module and the integrity

of the electronic device in accordance with embodiments of the invention.
Detailed Description

This invention relates to a system and method for verifying system integrity of an
electronic device. The electronic device is provided with a verifier module installed within a
secure environment of the electronic device and a scanner module installed within a normal
environment of the electronic device whereby the secure environment comprises hardware
that is isolated from the hardware in the normal environment, i.e. these two environments

are hardware isolated.
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Figure 1 illustrates a block diagram showing a processing system and components of
the processing system that may be included in electronic device 100 for implementing
embodiments in accordance with embodiments of the invention. Electronic device 100 may
include, but is not limited to, any device that is able to carry out communicative functions
such as a smart phone, a tablet computer, a mobile computer, a netbook, a wearable
electronic device such as smart watch, and etc. One skilled in the art will recognize that the
exact configuration of each electronic device may be different and the exact configuration

each electronic device may vary and Figure 1 is given by way of example only.

In embodiments of the invention, electronic device 100 comprises controller 101 and
user interface 102. User interface 102 is arranged to enable manual interactions between a
user and electronic device 100 and for this purpose includes the input/output components
required for the user to enter instructions to control electronic device 100. A person skilled in
the art will recognize that components of user interface 102 may vary from embodiment to
embodiment but will typically include one or more of display 140, keyboard 135 and track-
pad 136.

Controller 101 is in data communication with user interface 102 via bus 115 and
includes memory 120, Central Processing Unit (CPU) 105 mounted on a circuit board that
processes instructions and data for performing the method of this embodiment, an operating
system 106, an input/output (1/O) interface 130 for communicating with user interface 102
and a communications interface, in this embodiment in the form of a network card 150.
Network card 150 may, for example, be utilized to send data from electronic device 100 via a
wired or wireless network to other processing devices or to receive data via the wired or
wireless network. Wireless networks that may be utilized by network card 150 include, but
are not limited to, Wireless-Fidelity (Wi-Fi), Bluetooth, Near Field Communication (NFC),
cellular networks, satellite networks, telecommunication networks, Wide Area Networks
(WAN) and etc.

Memory 120 and operating system 106 are in data communication with CPU 105 via
bus 110. The memory components include both volatile and non-volatile memory and more
than one of each type of memory, including Random Access Memory (RAM) 120, Read Only
Memory (ROM) 125 and a mass storage device 145, the last comprising one or more solid-
state drives (SSDs). One skilled in the art will recognize that the memory components
comprise non-transitory computer-readable media and shall be taken to comprise all
computer-readable media except for a transitory, propagating signal. Typically, the

instructions are stored as program code in the memory components but can also be
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hardwired. Memory 120 may include a kernel and/or programming modules such as a

software application that may be stored in either volatile or non-volatile memory.

Herein the term “CPU” is used to refer generically to any device or component that
can process such instructions and may include: a microprocessor, microcontroller,
programmable logic device or other computational device. That is, CPU 105 may be
provided by any suitable logic circuitry for receiving inputs, processing them in accordance
with instructions stored in memory and generating outputs (for example to the memory
components or on display 140). In this embodiment, CPU 105 may be a single core or multi-
core processor with memory addressable space. In one example, CPU 105 may be multi-

core, comprising—for example—an 8 core CPU.

Figure 2 illustrates an exemplary block diagram of processor 105 that has been
configured to provide a secure environment virtual processor 210 (hereinafter known as
“secure environment) and a normal environment virtual processor 205 (hereinafter known as
“normal environment) in accordance with embodiments of the invention. Normal environment
205 may include operating system 206, kernel 222, application 224 and scanner 220 that
have been configured to operate in normal mode with minimal security settings. Conversely,
secure environment 210 may be provided with a secure operating system, a secure kernel, a

secure database 235 and secure verifier module 230.

Secure environment 210 may be hardware-separated from normal environment 205
thereby ensuring that applications, kernels, modules and operating systems located within
the normal environment may not access applications, kernels, modules and operating
systems provided within the secure environment. Such a hardware-based separation may
be provided by, but are not limited to, processor architectures provided by Advanced RISC
Machines (ARM). In ARM processors, such a hardware-based separation is implemented
as Trust Zone technology. The Trust Zone technology of ARM processors enables
hardware-based separation for dividing code execution on a single physical processor core
into two environments, a secure environment and a normal environment. One skilled in the
art will recognize that the software or modules illustrated in Figure 2, such as the modules
installed in secure 210 and normal 205 environments, may be written using development
codes for such operating systems or may be modified from existing classes or components
coded for such operating systems to perform the processes required by each module as
described below and that data or information may be transferred between these modules as

required.
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Components installed within the secure environment are subject to strict security
requirements and as result, may perform limited functions and may only be accessed or
modified by manufacturers of the device or super-users of the device. This makes updating
applications, modules or kernels within the secure environment a tedious and unpractical

option.

Operating system 206 that is provided within normal environment 205 may include
arbitrary operating systems such as Android, Linux, iPhone OS (iOS) or any other operating
system suitable for use in electronic device 100 or mobile devices. Kernel 222 and/or
application 224 may execute instructions to manage the resources of electronic device 100.
Scanner module 220 which is provided within normal environment 205 may be configured to
provide instructions or commands to operating system 206, kernel 222 or application 224
and may be also configured to receive responses from each of these components. However,
it should be noted that the components in normal environment 205 may not access or control
components that are provided within secure environment 210 such as database 235 or
verifier 230. Components installed in the normal environment may however transmit data to
or receive instructions from components installed in secure environment 210. The data
transmitted from components of normal environment 205 may not include commands or
instructions as data of such nature will not be processed by the components in secure

environment 210.

Figure 3 illustrates a timing diagram for the verification of the integrity of electronic
device 100 in accordance with embodiments of the invention. As illustrated previously in
Figure 2, verifier module 230 is provided within secure environment 210. Verifier module
210 may comprise an application or a secure program configured to generate instructions
(hereinafter known as “challenges”) or various types of requests, such as a verification
request, that are then transmitted to components in normal environment 205. The system
illustrated in Figure 2 operates in the following manner. Verifier 230 will first generate a
challenge which contains specific instructions that are to be carried out by scanner module
220. In embodiments of the invention, this challenge may be encrypted using a public key or
private key encryption whereby the corresponding public or private key has previously been
provided to scanner module 220. The generated challenge is then transmitted to scanner
module 220 at step 305. Upon receiving the challenge, scanner module 220 will carry out
the instructions contained within the challenge. If the challenge has been encrypted,
scanner module 220 will decrypt the challenge using the appropriate decryption key and will
then carry out the instructions contained within. This ensures that the challenge, the
instructions contained in the challenge and the scanning functions/targets specified in the

instructions remain confidential from all other modules and/or processes.
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The instructions may contain commands for scanner module 220 to execute steps to
verify the integrity of operating system 206 and this may be done using the default features
and functions provided by operating system 206. In embodiments of the invention, the
instructions may include, but are not limited to, commands for scanner module 220 to
execute algorithms to scan code in kernel 222 for known malicious code, to scan a process
list, to check memory 120 for rooting or jail-breaking traces, to scan the page table of
memory 120, to check the status and privilege parameters of kernel 222 or application 224.
All these integrity verification algorithms may be stored within scanner module 220. In
embodiments of the invention, the integrity verification algorithms contained within scanner
module 220 and/or scanner module 220 may be obfuscated thereby preventing scanner
module 220 and these codes from being retrieved and/or analysed by malicious attackers. It
should be noted that an obfuscated scanner module 220 may still execute instructions
received from verifier module 210. In other words, scanned module 220 does not need to be
un-obfuscated before scanner module 220 is able to execute the received instructions.
Hence, obfuscated scanner module 220 will always remain obfuscated all the time. By
having the verification instructions encrypted and by having scanner module 220 obfuscated,
this ensures that scanner module 220, which is provided within normal operating
environment 205, is doubly shielded from unauthorized access from other modules in normal
environment 205. One skilled in the art will recognize that new verification algorithms may
be provided to scanner module 220 as new updates are developed to address newly
discovered malicious code or attacks without departing from this invention. These updates
may be easily installed in scanner module 220 as scanner module is installed within normal
operating environment 205. The execution of the integrity verification algorithms by scanner

module 220 takes place at step 310.

After the verification functions have been carried out, the verification results and
responses from the respective kernels, applications and/or modules will then be returned to
scanner module 220. This takes place at step 315. The responses are all collated at
scanner module 220 which then proceeds to encrypt the collated responses using a public or
private key provided within scanner module 220. One skilled in the art will recognize that
other encryption or possibly even obfuscation techniques may be utilized to encrypt the
collated response without departing from this invention. The encrypted collated response is

then transmitted to verifier module 230 at step 320.

Verifier module 230 will then verify the integrity of scanner module 220 using the
encrypted response. In embodiments of the invention, if verifier module 230 is successful in
decrypting the encrypted response, this means that the integrity of scanner module 220 has

not been compromised as the same encryption key and/or algorithm was used to encrypt the
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response. In order to decrypt the encrypted response, verifier module 230 will have to
retrieve the secret public/private key from secure database 235. This takes place in step
325.

Database 235 will analyse the request by verifier module 230 to determine whether
the request is a valid request, i.e. whether the requested secret key is contained within its
records. If the requested secret key is not available, this may trigger a warning that the
integrity of the system has been compromised. Conversely, if the secret key may be

successfully retrieved, this secret key is then forwarded to verifier module 230 at step 330.

Verifier module 230 will then utilize the secret key to decrypt the encrypted response.
If the response may not be decrypted or if the decryption produces nonsensical results, this
would strongly imply that scanner module 220 has been compromised and mitigation actions
would then be carried out by verifier module 230. In embodiments of the invention, the
mitigation actions may include locking down the electronic device thereby preventing further
applications from running, powering down the electronic device, and/or sending an alert to a
remote server notifying the server that mitigation actions have been initiated on the
electronic device. One skilled in the art will recognize that other mitigation steps may be
taken without departing from this invention. Alternatively, if the response is successfully
decrypted, this means that the integrity of scanner module 220 is intact and the response is

then further analysed by verifier module 230.

Based on the commands contained within the earlier generated challenge, verifier
module 230 will then retrieve the expected set of results from secure database 235. The
results retrieved from database 235 are then compared with the results contained in the
decrypted response. If both sets of results match or satisfy an internal checklist, the
response is then determined as valid and verification module 230 then determines that the
integrity of electronic device 100 has not been compromised. Alternatively, if the results do
not match or if all the contents of the checklist are not met, this means that the integrity of
electronic device 100 has been jeopardized and mitigation action has then to be performed
by verifier module 230. As mentioned above, the mitigation actions that may be taken by
verifier module 230 include, but are not limited to, locking down the electronic device thereby
preventing further applications from running, powering down the electronic device, and/or
sending an alert to a remote server notifying the server that mitigation actions have been

initiated on the electronic device.

In an exemplary embodiment of the invention, the system of the invention may be

implemented as an anti-rooting detection system for devices in Bring-Your-Own-Device
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(BYOD) systems. In BYOD systems, employees are permitted to view their company’s
confidential data using their own electronic devices. To ensure that the confidentiality of
these data is not jeopardized, the company needs to ensure that the electronic device has
an operating system (OS) that is intact, that is an OS that has not been rooted or jail-broken.
In summary, the company needs to be sure that the security measures implemented by the
device's operating system remains intact whereby the user is only granted limited access

control privileges.

In this embodiment of the invention, two programs or modules are first installed in the
electronic device when the employee adds their device to the BYOD system. The first
program or module is the verifier module that is to be installed in the device’'s Trusted
Execution Environment (TEE) or its equivalent secure environment and the second program
is the scanner module that is to be installed in the device’s Rich Execution Environment

(REE) or its equivalent hormal environment.

The verifier module would contain a list of tasks that the verifier module may ask the
scanner module to perform, for example, scan the kernel code, scan the process list, check
for the SU module, scan the memory page table, check the status and parameters of an
kernel protection mechanism and many others. These tasks may be selected using a
request sender program provided within verifier module whereby this program sends the
verification request or challenges containing the set of objectives/commands to the scanner
module. In embodiments of the invention, the request sender program may be provided with
a timer and a function call-back handler, so that the request sender program may start

periodically and/or when critical BYOD functions are about to initiate.

The verifier module may also contain a private key (it can be a symmetric decryption
key as well) that can be used by a verification algorithm to decrypt and validate the response
sent back by the scanner module. In addition to the above, the verifier module also includes
a response handler that is configured to perform mitigation actions such as locking the
phone, shutting down the phone and/or notifying a response authority in response to

receiving an invalidated response or unsuccessful decryption of the response.

The scanner module that is installed in the REE environment includes a public key (it
can be a symmetric encryption key as well) that may be used to encrypt the response that is
to be sent to the verifier module and the public key may be protected by obfuscation and
white-box techniques. The scanner module also contains a set of scanning algorithms that
are used to carry out the instructions or commands received from the verifier module, and

these algorithms may also be obfuscated. The scanner module also includes a responding
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algorithm that utilizes the public key to encrypt the results of the scanning algorithms before
sending the encrypted results back to the verifier. In embodiments of the invention, the
scanner module is implemented as a system module of the operating system, for example if
the operating system is an Android operating system; the scanner module will be

implemented as an Android system module which may be loaded by the Android kernel.

In embodiments of the invention, the verifier module may be loaded automatically
each time the electronic device boots-up or powers-up (before or right after universal-boot is
loaded). This boot sequence is similar to the secure boot chain technique known in the art.
After the verifier module has been loaded, it stays in the TEE of the device and thus it is
shielded from applications installed in the REE by hardware isolation. This means that
malicious attackers cannot unload the module or modify its settings as the verifier module is
running. Similarly, the secure boot chain will load the scanner module in the REE or normal
environment after it loads the kernel in the REE. Right after the scanner module has been
loaded and before the operating system is loaded, the scanner module will scan the kernel
and send to the verifier a reference of the correct kernel. After that, the operating system in

the REE is loaded and executes as normal.

In other embodiments of the invention, the verifier module may be executed
periodically with a random time interval between 5 minutes to 1 hour. This means that the
verifier module will periodically request the scanner module to do a system integrity scan.
Steps 305-330 as shown in Figure 3 are carried out during this system integrity scan. The
random interval is adjusted to achieve a balance between the device’s performance and the
device’s security. To further improve efficiency, the verifier module may adjust the execution
time intervals based on the power status of the device, the charge status of the device, the
device's CPU workloads, the time of the day etc. It should be noted that all the necessary
information required by the verifier module may be obtained from the kernel and applications

contained within the TEE or the secure environment of the device.

In another exemplary embodiment of the invention, the system of the invention may
be implemented as a pre-online transaction system that validates the device’s integrity
before online transaction applications may be carried out between the electronic device and
a financial institute. In this embodiment, the system ensures that sensitive data such as
financial data contained in the device is protected during online transactions. Further, the
system will also ensure that the transaction is indeed authorized by the user. Still further, in
this embodiment, the system will also verify that a key-logger application is not running in the

device’s system trying to steal the user’s password or any other sensitive information.



18

Similarly, the verifier module is installed in the device’'s Trusted Execution
Environment (TEE) or its equivalent secure environment and the scanner module is installed

in the device’s Rich Execution Environment (REE) or its equivalent normal environment.

In this embodiment, before the verifier generates and transmits a challenge to the
scanner module, i.e. before step 305, the verifier module will first verify the integrity of the
scanner module. This can be done by verifying a digital signature of the scanner module, or
by checking the memory content of the scanner module. For example, the corresponding
financial institute will have a private key that is used to compute a digital signature of
approved scanner modules, and the verifier module will have a corresponding public key that
is used to verify that the scanner module is indeed the correct version that has been digitally
signed by the bank. The public key is typically stored in the secure database provided in the
TEE. Whenever the programs associated with the financial institute requires the scanner
module to be updated (for example, to support new functionality, or to edit the allowed
process list, etc.), the financial institute will release a new version of the scanner module
together with the corresponding digital signature (e.g. via online portals). The user will then
have to download and install the updates on their device. The verifier will periodically check
the integrity of the scanner module using the module’s digital signature so as to prevent the
user’s confidential data (e.g. passwords) from being logged or captured via new malicious
programs/attacks. As the verifier module is much more difficult to update, the new
verification objectives are added to the scanner module in such a way that the original
verifier module is still able validate the response of the updated scanning actions carried out
by the scanner module. One example on how this can be achieved is that, the responses
from the scanner module will contain the expected results that have been digitally signed

using the banks private key.

In the event the integrity of the scanner module has been compromised or if the
responses generated by the scanner module have not been validated, i.e. the system has
been jeopardized, the verifier module will carry out mitigation actions such as notifying the
financial institute that the integrity of the corresponding module or system has been
compromised. In some scenarios, even upon receiving such a notification from the device,
the transaction may still be allowed to proceed if the financial institute determines that the
risk is acceptable. Hence, in order for the financial institute to carry out a proper threat
assessment analysis, the verifier module will also have to provide details about the integrity
verification error, e.g. details about applications that are running, objectives that were not
met, results that were returned from the scanner module, etc., when transmitting the

notification to the financial institute.
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In accordance with an embodiment of the invention, a method for verifying system

integrity of an electronic device comprises the following four steps:

Step 1, generating, by a verifier module provided within a secure environment in the

electronic device, a challenge;

Step 2, transmitting the challenge from the verifier module to a scanner module
provided within a normal environment in the electronic device, wherein the challenge
instructs the scanner module to execute an integrity verification function in the normal

environment to generate a response;

Step 3, encrypting, by the scanner module, the response and transmitting the

encrypted response to the verifier module; and

Step 4, verifying, by the verifier module, integrity of the scanner module whereby in
response to a determination that the integrity of the scanner module is verified,
determining, by the verifier module, if the response is valid, whereby in response to a

determination that the response is invalid, performing a mitigation action.

In order to provide such a system or method, a process is needed for verifying
system integrity of an electronic device using a verifier module installed within a secure
environment of the device and a scanner module installed within a normal environment of
the device. The following description and Figures 4-6 describe embodiments of processes

that provide processes in accordance with this invention.

Figure 4 illustrates process 400 that is performed by a verifier module installed within
a secure environment of an electronic device to verify the device’s system integrity in
accordance with embodiments of this invention. Process 400 begins at step 405 by
generating a challenge that is to be transmitted to scanner module provided within a normal
environment of the electronic device. The challenge will contain specific instructions that are
to be carried out by the scanner module to validate the integrity of the system. Once the
challenge has been generated, the challenge is then transmitted and executed by the
scanner module. Process 400 then receives an encrypted response from the scanner
module at step 410. The response is then decrypted by process 400 at step 415. Process
400 may decrypt the encrypted response using a private and/or public key stored within
verifier module or process 400 may retrieve the necessary secret key from a secure
database provided within the secure environment. If the encrypted response is nhot
successfully decrypted, process 400 proceeds to step 420 whereby process 400 then

proceeds to carry out the necessary mitigation actions. Process 400 then ends.
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Alternatively, if the response has been successfully decrypted at step 415, process
400 will proceed to step 425. At step 425, process 400 will review to response to determine
the required data or checklist that is to be retrieved from the secure database. Process 400
will then compare the retrieved data with the data contained within the decrypted response
to determine the validity of the response. This takes place at step 430. If process 400
determines that the response is valid, this means that the integrity of the system is intact and
process 400 proceeds to step A. Conversely, if the response is determined to be invalid,
process 400 proceeds to step 420 instead whereby mitigation actions are performed by

process 400. Process 400 then ends.

In further embodiments of the invention, if the verifier module receives an indication
at step A that the electronic device has powered down and is powering up (i.e. booting up),
the verifier module will launch first, before any other processes are executed and will
perform process 400. Process 400 then will cause steps 405-430 to be repeated before the
kernel or operating system in the normal environment may be launched. In yet another
embodiment of the invention, at step A, after a pre-set time interval or period has lapsed,
process 400 will cause steps 405-430 to be repeated to verify the system integrity of the

electronic device.

In another embodiment of the invention, before process 400 generates the challenge
at step 405, process 400 will first verify the integrity of the scanner module that is installed in
the normal environment. This pre-challenge verification step takes place at step B in Figure
4. Figure 5 illustrates process 500 that is performed by the verifier module to verify the
scanner module’s integrity in accordance with embodiments of this invention. Process 500
begins at step 505 whereby a verification response request is generated. The verification
response request will cause the scanner module to generate an encrypted response using a
secret key (e.g. private or public key) known to both the verifier and scanner modules.
Once the request has been generated, the request is then transmitted to the scanner module.
The scanner module will then carry out the instructions contained within the received request.
Process 500 then receives the encrypted verification response from the scanner module at
step 510. Process 500 then proceeds to validate the received response at step 515. The
validation of the response may involve the decryption of the encrypted response whereby if
the response is successfully decrypted, this implies to process 500 that the response is valid.
Conversely, if the response cannot be successfully decrypted, this indicates that the
response is invalid. If the response is determined by process 500 to be valid at step 515,
process 500 then ends. However, if the response is determined to be invalid at step 515,
process 500 will proceed to step 520 whereby mitigation actions will be carried out. Process
500 then ends.
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Figure 6 illustrates process 600 that is performed by a scanner module installed
within a normal environment of the electronic device for generating an encrypted response
for the verification of the scanner module and the integrity of the electronic device in
accordance with embodiments of the invention. Process 600 begins at step 605 whereby
process 600 receives the challenge from the verifier module. To recap, the challenge will
contain all the verification steps that are to be executed by process 600. Process 600 then
proceeds to execute all the verification functions as indicated in the challenge at step 610.
After each function has been completed, process 600 will collect the response generated for
each particular function and collate all the responses into a single unified response. The
unified responses are then encrypted using a secret key (e.g. private key or public key) at
step 615. This encrypted response is then transmitted to verifier module at step 620 and

process 600 then ends.

The above is a description of embodiments of a system and process in accordance
with the present invention as set forth in the following claims. It is envisioned that others

may and will design alternatives that fall within the scope of the following claims.
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CLAIMS:

1. A method for verifying system integrity of an electronic device, the method comprising:

generating, by a verifier module provided within a secure environment in the
electronic device, a challenge;

transmitting the challenge from the verifier module to a scanner module provided
within a normal environment in the electronic device, wherein the challenge instructs the
scanner module to execute an integrity verification function in the normal environment to
generate a response;

encrypting, by the scanner module, the response and transmitting the encrypted
response to the verifier module; and

verifying, by the verifier module, integrity of the scanner module whereby in response
to a determination that the integrity of the scanner module is verified, determining, by the
verifier module, whether the response is valid, whereby in response to a determination

that the response is invalid, performing a mitigation action.

2. The method according to claim 1, wherein the verifying the integrity of the scanner
module comprises:

decrypting, by the verifier module, the encrypted response, whereby in response to a

successful decryption of the encrypted response, verifying the integrity of the scanner

module.

3. The method according to claim 1 or 2, wherein the verification function comprises:
scanning a kernel code;
scanning a process list;
scanning a memory page table; or

checking a status and parameter of a kernel protection mechanism.

4. The method according to any one of claims 1 to 3 wherein the determining whether the
response is valid comprises:

matching the response with data contained in a secure database provided in the

secure environment, wherein when a match is not found, the response is determined as

invalid.

5. The method according to any one of claims 1 to 4 wherein before the step of generating

the challenge using the verifier module, the method comprises:
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verifying, by the verifier module, integrity of the scanner module provided within the

normal environment.

The method according to claim 5 wherein the verifying the integrity of the scanner
module provided within the normal environment comprises:

generating, by the verifier module, a verification response request and transmitting
the verification response request from the verifier module to the scanner module,
wherein the verification response request instructs the scanner module to generate an
encrypted verification response, and transmit the encrypted verification response to the
verifier module; and

determining, by the verifier module, whether the encrypted verification response is
valid, whereby in response to a determination that the response is invalid, performing the

mitigation action.

The method according to claim 6, wherein the determining whether the encrypted
verification response is valid comprises:

decrypting, by the verifier module, the encrypted verification response, whereby in
response to a determination that the verification response is decrypted, matching the
decrypted verification response with verification data contained in a secure database
provided in the secure environment, wherein when a match is not found, the verification

response is determined as invalid.

The method according to any one of claims 1 to 7, wherein the mitigation action
comprises:

preventing execution of software modules provided in the normal environment.

The method according to any one of claims 1 to 8, wherein the secure environment in
the electronic device comprises a secure world virtual processor for the electronic device,
the normal environment in the electronic device comprises a normal world virtual
processor for the electronic device, and the secure environment is hardware isolated

from the normal environment.

The method according to any one of claims 1 to 9, further comprising:
determining whether a preset time interval has lapsed; and
repeating the method for verifying the system integrity of the electronic device when

the preset time interval has lapsed.
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11. A system for verifying system integrity of an electronic device, the system comprising:
a processing unit having a secure environment and a normal environment; and
a non-transitory media readable by the processing unit, the media storing instructions
that when executed by the processing unit cause the processing unit to:

generate a challenge using a verifier module provided within the secure
environment;

transmit the challenge from the verifier module to a scanner module provided
within the normal environment, wherein the challenge instructs the scanner module
to execute an integrity verification function in the normal environment to generate a
response;

encrypt the response using the scanner module, and transmit the encrypted
response to the verifier module; and

verify an integrity of the scanner module using the verifier module, whereby in
response to a determination that the integrity of the scanner module is verified, to
determine using the verifier module whether the response is valid, whereby in
response to a determination that the response is invalid, to perform a mitigation

action.

12. The system according to claim 11, wherein the instructions to verify the integrity of the
scanner module comprises:
instructions for directing the processing unit to:
decrypt the encrypted response using the verifier module, whereby in response to
a successful decryption of the encrypted response, to verify the integrity of the

scanner module.

13. The system according to claims 11 to 12, wherein the verification function comprises:
instructions for directing the processing unit to:
scan a kernel code;
scan a process list;
scan a memory page table; or

check a status and parameter of a kernel protection mechanism.

14. The system according to any one of claims 11 to 13, wherein the instructions to
determine if the response is valid comprises:

instructions for directing the processing unit to:
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match the response with data contained in a secure database provided in the
secure environment, wherein when a match is not found, the response is determined

as invalid.

15. The system according to any one of claims 11 to14 wherein before the instructions to
generate the challenge using the verifier module, the instructions comprises:
instructions for directing the processing unit to:
verify integrity of the scanner module provided within the normal environment

using the verifier module provided within the secure environment.

16. The system according to claim 15 wherein the instructions to verify the integrity of the
scanner module provided within the normal environment comprises:
instructions for directing the processing unit to:
generate a verification response request using the verifier module and to transmit
the verification response request from the verifier module to the scanner module,
wherein the verification response request instructs the scanner module to generate
an encrypted verification response, and transmit the encrypted verification response
to the verifier module; and
determine whether the encrypted verification response is valid using the verifier
module, whereby in response to a determination that the response is invalid, to

perform the mitigation action.

17. The system according to claim 16, wherein the instructions to determine if the encrypted
verification response is valid comprises:
instructions for directing the processing unit to:
decrypt the encrypted verification response using the verifier module, whereby in
response to a determination that the verification response is decrypted, to match the
decrypted verification response with verification data contained in a secure database
provided in the secure environment, wherein when a match is not found, the

verification response is determined as invalid.

18. The system according to any one of claims 11 to 17, wherein the mitigation action
comprises:
instructions for directing the processing unit to prevent execution of software modules

provided in the normal environment.
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19. The system according to any one of claims 11 to 18, wherein the secure environment in
the electronic device comprises a secure world virtual processor for the electronic device,
the normal environment in the electronic device comprises a normal world virtual
processor for the electronic device, and the secure environment is hardware isolated

from the normal environment.

20. The system according to any one of claims 11 to 19, wherein the system further
comprises:
instructions for directing the processing unit to:
determine whether a preset time interval has lapsed; and
repeat the system for verifying the system integrity of the electronic device when the

preset time interval has lapsed.



