WO 2013/112062 PCT/R0O2012/000023

. 16
10
Anu-spam
server
\
0
\ fChem
/—\ ‘ system |
12a ’
Content server
Nenwork
i
12b
Chent
system
Content server
. 14b
FIG. 1
28
20 N 22
j[ ) N
Buses
Processor Memorv
Storage Com. intertace
devices controller j\z
24 O
\
Anu-spam server

km

FIG. 2



WO 2013/112062 PCT/RO2012/000023

2/8

40

Target indicator 16

Anti-spam

server
. Target label

“Content Target indicator
server

%

12
\L Target label (

50

FIG. 3-B



WO 2013/112062 PCT/R0O2012/000023

3/8

| CA347H | /
41

Wonderful web page! I've a
inquery to all who were
born or perhaps expecting
/_\ August 1 leap yeats or
42 August 2 common years.
What exactly do you think
about this specific video:
www.tinyurl.com/4rze6rc

40

44~ ] RingRevenue

46~ 1178.238.232.158

/————4 2011-10-30 T 10:01 UTC

48
FI1G. 4
16
D [ Z
. Communication
Anti-spam - Spam detector manager
database
/—
30

Anti-spam server

FIG. 5



WO 2013/112062

Wonderful web
page! I've a inquery
to all ...

.

 m—

N("a") ____.______

PCT/R0O2012/000023

-

1.2 3 a b $ @ !
—— — ! ,
FIG. 6 K ’//
62
64 36
Reference histogram) //
[ J Histogram ( k o
w manager L Target indicator
[ Target histogram J - )
| L 40
( -~
L()O Target Reference
60 q histogram histogram o4
e 1 1
Clustering
engine Target label
38
.
Cluster assignment
indicator 72
4
32 Spam detector

FI1G. 7



WO 2013/112062

dl

PCT/R0O2012/000023

5/8

70c

d2
FI1G. 8



WO 2013/112062

102

104

6/8

Receive target string

-

Compute target histogram and
pre-filter parameters

!

Pre-filter
clusters

~ Select next
cluster

Compare target histogram
to reference histogram

Histograms
match?

Mark cluster as eligible

116

122

FIG. 9

PCT/R0O2012/000023

/120

Create new cluster

Any
eligible clusters?

Compute string-to-cluster
similarity indicator

Assign target string to
most similar cluster

124

Determine target label

126



WO 2013/112062 PCT/R0O2012/000023

7/8

FIG. 10-A

FIG. 10-B

FIG. 10-C

FI1G. 10-D




Length of string

WO 2013/112062 PCT/R0O2012/000023

8/8

« ;u,'l'v'n ne SV 5 g

o e A S S R

A

ST

Timestamp

FIG. 11 |

GO RO POD 0O LEIOIIP_ I P &GP Y
B

it ey
AR 0D AN A NN S 248 R ROV AADE G SN AAAMIARAAS WALY 8648
& 0 W i & B b 436 w00
R

ok «

Number of distinct characters

Tunestamyp

FIG. 12



