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METHOD AND DEVICE FOR REGISTERING BIOMETRIC 

IDENTITY AND AUTHENTICATING BIOMETRIC 

IDENTITY 

TECHNICAL FIELD 

[0001] The present application relates to the field of network communications 5 

technologies, and in particular, to a method and device for registering a biometric 

identity, and a method and device for authenticating a biometric identity. 

BACKGROUND 

[0002] With the development of biometric identification technologies, it is possible 

to authenticate personal identities by using a combination of computers and optics, 10 

acoustics, biosensors, and biostatistics, and by using physiological features of the 

human body such as fingerprint, face, iris, and voice. 

[0003] The rapid development of the mobile Internet provides new application 

platforms for the biometric identification technologies. For example, a fingerprint and 

face can be used to log in to an account for payments on user equipment, without a need 15 

to memorize and enter a password. Because biometric identification is more likely to 

be used for identity authentication on mobile payment applications, security becomes 

the most important factor that needs to be considered at first during registration and 

authentication. 

SUMMARY 20 

[0004] In view of this, the present application provides a method for registering a 

biometric identity, applied to user equipment, where a service client, biometric 

authentication middleware, a biometric authentication client, an identity authentication 

detector, and a token and key manager run on the user equipment, and the method 

includes the following: 25 

[0005] The service client sends a device information request to the biometric 
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authentication middleware, the biometric authentication middleware forwards the 

device information request to the biometric authentication client, the biometric 

authentication client forwards the device information request to the identity 

authentication detector, the identity authentication detector obtains device information 

of the user equipment that includes a device identity and returns a device information 5 

response that includes the device information to the biometric authentication client, the 

biometric authentication client returns the device information response to the biometric 

authentication middleware, and the biometric authentication middleware returns the 

device information response to the service client. 

[0006] The service client sends a registration information request packet including 10 

a service account identity to a service server, and receives a registration information 

response packet returned by the service server, where the registration information 

response packet is signed by an authentication server by using a server private key and 

then sent to the service server, and includes a server public key corresponding to the 

server private key and a virtual account identity corresponding to the service account 15 

identity and generated by the authentication server after receiving the registration 

information request packet forwarded by the service server. 

[0007] The service client determines a biometric authentication type of a user, 

obtains the user’s biometric data of the biometric authentication type, and sends a local 

biometric authentication request that includes the biometric data to the biometric 20 

authentication middleware; the biometric authentication middleware forwards the local 

biometric authentication request to the biometric authentication client; the biometric 

authentication client performs biometric feature verification on the user identity by 

using the biometric data and returns a local biometric authentication response that 

includes a verification result to the biometric authentication middleware; and the 25 

biometric authentication middleware returns the local biometric authentication 

response to the service client. 

[0008] When the local biometric feature verification result is a success, the service 

client sends the registration information response packet to the biometric authentication 

middleware, and the biometric authentication middleware forwards the registration 30 

information response packet to the biometric authentication client; the biometric 

authentication client forwards the registration information response packet to the 

identity authentication detector; and the identity authentication detector performs 

signature verification on the registration information response packet by using the 
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server public key, and obtains a biometric feature token corresponding to biometric data 

used by the user during the latest successful local biometric verification from the token 

and key manager after signature verification succeeds, to generate a corresponding 

service public key and service private key, and saves a correspondence among the 

virtual account identity, the biometric authentication type, a biometric authentication 5 

token, and the service private key; the identity authentication detector encapsulates the 

device identity, the virtual account identity, the biometric authentication type, the 

biometric feature token, and the service public key into a registration request packet, 

and returns the registration request packet to the biometric authentication client after 

the token and key manager signs the registration request packet by using a device 10 

private key of the user equipment; and the biometric authentication client returns the 

registration request packet to the biometric authentication middleware, and the 

biometric authentication middleware returns the registration request packet to the 

service client. 

[0009] The service client sends the registration request packet to the service server, 15 

and the service server forwards the registration request packet to the authentication 

server, so after a biometric authentication center server performs signature verification 

on the registration request packet by using a device public key of the user equipment, 

the authentication server saves a correspondence among the device identity, the virtual 

account identity, the biometric authentication type, the biometric feature token, and the 20 

service public key, to perform identity authentication on the account. 

[0010] The present application provides a method for registering a biometric 

identity, applied to an authentication server and including: 

[0011] Receiving a registration information request packet of user equipment from 

a service server, where the registration information request packet includes a service 25 

account identity; generating a virtual account identity corresponding to the service 

account identity, encapsulating the virtual account identity and a server public key into 

a registration information response packet, and sending the registration information 

response packet to the service server after signing the registration information response 

packet by using a server private key corresponding to the server public key, so the 30 

service server forwards the registration information response packet to the user 

equipment. 

[0012] Receiving a registration request packet of the user equipment from the 

service server, and signing the registration request packet by using a device encryption 
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key of the user equipment, where the registration request packet includes a device 

identity of the user equipment, the virtual account identity, a biometric authentication 

type, a biometric feature token, and a service public key; and sending the registration 

request packet to a biometric authentication center server, and receiving a signature 

verification result returned by the biometric authentication center server after 5 

performing signature verification on the registration request packet by using a device 

public key corresponding to the device identity. 

[0013] After signature verification on the registration request packet succeeds, 

saving a correspondence among the device identity, the virtual account identity, the 

biometric authentication type, the biometric feature token, and the service public key, 10 

to perform identity authentication on the account. 

[0014] The present application provides a method for authenticating a biometric 

identity, applied to user equipment, where a service client, biometric authentication 

middleware, a biometric authentication client, an identity authentication detector, and 

a token and key manager run on the user equipment, and the method includes the 15 

following: 

[0015] The service client sends a device information request to the biometric 

authentication middleware, the biometric authentication middleware forwards the 

device information request to the biometric authentication client, the biometric 

authentication client forwards the device information request to the identity 20 

authentication detector, the identity authentication detector obtains device information 

of the user equipment that includes a device identity and returns a device information 

response that includes the device information to the biometric authentication client, the 

biometric authentication client returns the device information response to the biometric 

authentication middleware, and the biometric authentication middleware returns the 25 

device information response to the service client. 

[0016] The service client sends an authentication information request packet 

including the device identity to a service server, and receives an authentication 

information response packet returned by the service server, where the authentication 

information response packet is signed by an authentication server by using a server 30 

private key and then sent to the service server, and includes a server public key 

corresponding to the server private key and a virtual account identity corresponding to 

the device identity and obtained by the authentication server after receiving the 

authentication information request packet forwarded by the service server. 
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[0017] The service client obtains biometric data of a biometric authentication type 

used by a user during registration, and sends a local biometric authentication request 

that includes the biometric data to the biometric authentication middleware; the 

biometric authentication middleware forwards the local biometric authentication 

request to the biometric authentication client; the biometric authentication client 5 

performs biometric feature verification on the user identity by using the biometric data, 

and returns a local biometric authentication response that includes a verification result 

to the biometric authentication middleware; and the biometric authentication 

middleware returns the local biometric authentication response to the service client. 

[0018] When the local biometric feature verification result is a success, the service 10 

client sends the authentication information response packet to the biometric 

authentication middleware, and the biometric authentication middleware forwards the 

authentication information response packet to the biometric authentication client; the 

biometric authentication client forwards the authentication information response packet 

to the identity authentication detector; the identity authentication detector performs 15 

signature verification on the authentication information response packet by using the 

server public key, obtains a biometric feature token corresponding to biometric data 

used by the user in the latest successful local biometric verification from the token and 

key manager after signature verification succeeds, obtains a service private key 

corresponding to the biometric authentication type, the virtual account identity in the 20 

authentication information response packet, and the biometric feature token from a 

stored correspondence among the virtual account identity, the biometric authentication 

type, the biometric feature token, and the service private key, encapsulates the device 

identity, the virtual account identity, the biometric authentication type, and the 

biometric feature token into an authentication request packet, and returns the 25 

authentication request packet to the biometric authentication client after signing the 

authentication request packet by using the service private key; the biometric 

authentication client returns the authentication request packet to the biometric 

authentication middleware, and the biometric authentication middleware returns the 

authentication request packet to the service client. 30 

[0019] The service client sends the authentication request packet to the service 

server, so the service server forwards the authentication request packet to the 

authentication server, and the authentication server performs identity authentication on 

the user based on a registered service public key and a registered biometric feature 
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token corresponding to the virtual account identity, the device identity, and the 

biometric authentication type. 

[0020] The present application provides a method for authenticating a biometric 

identity, applied to an authentication server and including the following: 

[0021] Receiving an authentication information request packet of user equipment 5 

from a service server, where the authentication information request packet includes a 

device identity of the user equipment; obtaining a virtual account identity 

corresponding to the device identity, encapsulating the virtual account identity and a 

server public key into an authentication information response packet, and sending the 

authentication information response packet to the service server after signing the 10 

authentication information response packet by using a server private key corresponding 

to the server public key, so the service server forwards the authentication information 

response packet to the user equipment. 

[0022] Receiving an authentication request packet of the user equipment from the 

service server, and signing the authentication request packet by using a service public 15 

key, where the authentication request packet includes the device identifier of the user 

equipment, the virtual account identity, a biometric authentication type, and a biometric 

feature token; and obtaining a registered service public key and a registered biometric 

feature token corresponding to the device identity, the virtual account identity, and the 

biometric authentication type that are in the authentication request packet. 20 

[0023] Performing signature verification on the authentication request packet by 

using the registered service public key, and performing identity authentication on the 

user based on the biometric feature token in the authentication request packet and the 

registered biometric feature token. 

[0024] The present application further provides a device for registering a biometric 25 

identity, applied to user equipment and including the following: 

[0025] A service client, configured to send a device information request to 

biometric authentication middleware, and receive a device information response 

including a device identity and returned by the biometric authentication middleware; 

send a registration information request packet that includes a service account identity 30 

to a service server, and receive a registration information response packet returned by 

the service server, where the registration information response packet is signed by an 

authentication server by using a server private key and then sent to the service server, 

and includes a virtual account identity corresponding to the service account identity and 



 

7 

generated by the authentication server after receiving the registration information 

request packet forwarded by the service server, and a server public key corresponding 

to the server private key; determine a biometric authentication type of the user, obtain 

the user’s biometric data of the biometric authentication type, and send a local biometric 

authentication request that includes the biometric data to the biometric authentication 5 

middleware, and receive a local biometric authentication response including a local 

biometric verification result and returned by the biometric authentication middleware; 

when the local biometric feature verification result is a success, send the registration 

information response packet to the biometric authentication middleware, receive a 

registration request packet returned by the biometric authentication middleware, and 10 

sign the registration request packet by using a device private key of the user equipment, 

where the registration request packet includes the device identity, the virtual account 

identity, the biometric authentication type, a biometric feature token, and a service 

public key; send the registration request packet to the service server, so the service 

server forwards the registration request packet to the authentication server, and after a 15 

biometric authentication center server performs signature verification on the 

registration request packet by using a device public key of the user equipment, the 

authentication server saves a correspondence among the device identity, the virtual 

account identity, the biometric feature type, the biometric feature token, and the service 

public key, to perform identity authentication on the account. 20 

[0026] The biometric authentication middleware, configured to receive a device 

information request from the service client, forward the device information request to 

a biometric authentication client, receive a device information response from the 

biometric authentication client, and forward the device information response to the 

service client; receive a local biometric authentication request from the service client, 25 

forward the local biometric authentication request to the biometric authentication client, 

receive a local biometric authentication response from the biometric authentication 

client, and forward the local biometric authentication response to the service client; and 

receive a registration information response packet from the service client, and forward 

the registration information response packet to the biometric authentication client, 30 

receive a registration request packet from the biometric authentication client, and 

forward the registration request packet to the service client. 

[0027] The biometric authentication client, configured to receive a device 

information request from the biometric authentication middleware, forward the device 
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information request to an identity authentication detector, receive a device information 

response from the identity authentication detector, and forward the device information 

response to the biometric authentication middleware; receive a local biometric 

authentication request form the biometric authentication middleware, perform 

biometric feature verification on the user identity by using biometric data in the local 5 

biometric authentication request, and return a local biometric authentication response 

that includes a verification result to the biometric authentication middleware; and 

receive a registration information response packet from the biometric authentication 

middleware, forward the registration information response packet to the identity 

authentication detector, receive a registration request packet from the identity 10 

authentication detector, and forward the registration request packet to the biometric 

authentication middleware. 

[0028] The identity authentication detector, configured to obtain device 

information of the user equipment that includes the device identity after receiving a 

device information request forwarded by the biometric authentication client, and return 15 

a device information response that includes the device information to the biometric 

authentication client; after receiving a registration information response packet 

forwarded by the biometric authentication client, perform signature verification on the 

registration information response packet by using a server public key in the registration 

information response packet, obtain a biometric feature token corresponding to 20 

biometric data used by the user in the latest successful local biometric verification from 

a token and key manager after signature verification succeeds, generate a corresponding 

service public key and service private key, save a correspondence among the virtual 

account identity, the biometric authentication type, a biometric authentication token, 

and the service private key, encapsulate the device identity, the virtual account identity, 25 

the biometric authentication type, the biometric feature token, and the service public 

key into a registration request packet, and returns the registration request packet to the 

biometric authentication client after the token and key manager signs the registration 

request packet by using the device private key of the user equipment. 

[0029] The token and key manager, configured to provide the identity 30 

authentication detector with the biometric feature token corresponding to the biometric 

data used by the user during the latest successful local biometric verification; and after 

receiving a registration request packet from the identity authentication detector, sign 

the registration request packet by using the stored device private key of the user 
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equipment and then return the registration request packet to the identity authentication 

detector. 

[0030] The present application provides a device for registering a biometric identity, 

applied to an authentication server and including: 

[0031] A registration information response unit, configured to receive a registration 5 

information request packet of user equipment from a service server, where the 

registration information request packet includes a service account identity, generate a 

virtual account identity corresponding to the service account identity, encapsulate the 

virtual account identity and a server public key into a registration information response 

packet, and send the registration information response packet to the service server after 10 

signing the registration information response packet by using a server private key 

corresponding to the server public key, so the service server forwards the registration 

information response packet to the user equipment. 

[0032] A registration request receiving unit, configured to receive a registration 

request packet of the user equipment from the service server, and sign the registration 15 

request packet by using a device encryption key of the user equipment, where the 

registration request packet includes a device identity of the user equipment, the virtual 

account identity, a biometric authentication type, a biometric feature token, and a 

service public key; and send the registration request packet to a biometric authentication 

center server, and receive a signature verification result returned by the biometric 20 

authentication center server after performing signature verification on the registration 

request packet by using a device public key corresponding to the device identity. 

[0033] A registration information storage unit, configured to save a correspondence 

among the device identity, the virtual account identity, the biometric authentication type, 

the biometric feature token, and the service public key after signature verification on 25 

the registration request packet succeeds, to perform identity authentication on the 

account. 

[0034] The present application provides a device for authenticating a biometric 

identity, applied to user equipment and including: 

[0035] A service client, configured to send a device information request to 30 

biometric authentication middleware, and receive a device information response 

including a device identity and returned by the biometric authentication middleware; 

send an authentication information request packet that includes the device identity to a 

service server, and receive an authentication information response packet returned by 
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the service server, where the authentication information response packet is signed by 

an authentication server by using a server private key and then sent to the service server, 

and includes a server public key corresponding to the server private key and a virtual 

account identity corresponding to the device identity and obtained by the authentication 

server after receiving the authentication information request packet forwarded by the 5 

service server; obtain biometric data of a biometric authentication type used by a user 

during registration, send a local biometric authentication request that includes the 

biometric data to the biometric authentication middleware, and receive a local biometric 

authentication response including a local biometric verification result and returned by 

the biometric authentication middleware; when the local biometric feature verification 10 

result is a success, send the authentication information response packet to the biometric 

authentication middleware, receive an authentication request packet returned by the 

biometric authentication middleware, and sign the authentication request packet by 

using a service private key, where the authentication request packet includes the device 

identity, the virtual account identity, the biometric authentication type, and a biometric 15 

feature token; send the authentication request packet to the service server, so the service 

server forwards the authentication request packet to the authentication server, and the 

authentication server performs identity authentication on the user based on a registered 

service public key and a registered biometric feature token corresponding to the virtual 

account identity, the device identity, and the biometric authentication type. 20 

[0036] The biometric authentication middleware, configured to receive a device 

information request from the service client, forward the device information request to 

a biometric authentication client, receive a device information response from the 

biometric authentication client, and forward the device information response to the 

service client; receive a local biometric authentication request from the service client, 25 

forward the local biometric authentication request to the biometric authentication client, 

receive a local biometric authentication response from the biometric authentication 

client, and forward the local biometric authentication response to the service client; and 

receive an authentication information response packet from the service client, forward 

the authentication information response packet to the biometric authentication client, 30 

receive an authentication request packet from the biometric authentication client, and 

forward the authentication request packet to the service client. 

[0037] The biometric authentication client, configured to receive a device 

information request from the biometric authentication middleware, forward the device 
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information request to an identity authentication detector, receive a device information 

response from the identity authentication detector, and forward the device information 

response to the biometric authentication middleware; receive a local biometric 

authentication request form the biometric authentication middleware, perform 

biometric feature verification on the user identity by using biometric data in the local 5 

biometric authentication request, and return a local biometric authentication response 

that includes a verification result to the biometric authentication middleware; and 

receive an authentication information response packet from the biometric 

authentication middleware, forward the authentication information response packet to 

the identity authentication detector, receive an authentication request packet from the 10 

identity authentication detector, and forward the authentication request packet to the 

biometric authentication middleware. 

[0038] The identity authentication detector, configured to obtain device 

information of the user equipment that includes the device identity after receiving a 

device information request forwarded by the biometric authentication client, and return 15 

a device information response that includes the device information to the biometric 

authentication client; after receiving an authentication information response packet 

forwarded by the biometric authentication client, perform signature verification on the 

authentication information response packet by using a server public key in the 

authentication information response packet, obtain a biometric feature token 20 

corresponding to biometric data used by the user during the latest successful local 

biometric verification from a token and key manager after signature verification 

succeeds, obtain a service private key corresponding to the biometric authentication 

type, the virtual account identity in the authentication information response packet, and 

the biometric feature token from a stored correspondence among the virtual account 25 

identity, the biometric authentication type, the biometric feature token, and the service 

private key, encapsulate the device identity, the virtual account identity, the biometric 

authentication type, and the biometric feature token into an authentication request 

packet, and return the authentication request packet to the biometric authentication 

client after signing the authentication request packet by using the service private key. 30 

[0039] The token and key manager, configured to provide the identity 

authentication detector with the biometric feature token corresponding to the biometric 

data used by the user during the latest successful local biometric verification. 

[0040] The present application provides a device for authenticating a biometric 
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identity, applied to an authentication server and including: 

[0041] An authentication information response unit, configured to receive an 

authentication information request packet of user equipment from a service server, 

where the authentication information request packet includes a device identity of the 

user equipment; obtain a virtual account identity corresponding to the device identity, 5 

encapsulate the virtual account identity and a server public key into an authentication 

information response packet, and send the authentication information response packet 

to the service server after signing the authentication information response packet by 

using a server private key corresponding to the server public key, so the service server 

forwards the authentication information response packet to the user equipment. 10 

[0042] An authentication request receiving unit, configured to receive an 

authentication request packet of the user equipment from the service server, and sign 

the authentication request packet by using a service public key, where the authentication 

request packet includes the device identifier of the user equipment, the virtual account 

identity, a biometric authentication type, and a biometric feature token; and obtaining a 15 

registered biometric feature token and a registered service public key corresponding to 

the device identity, the virtual account identity, and the biometric authentication type 

that are in the authentication request packet. 

[0043] A signature verification and authentication unit, configured to perform 

signature verification on the authentication request packet by using the registered 20 

service public key, and perform identity authentication on the user based on the 

biometric feature token in the authentication request packet and the registered biometric 

feature token. 

[0044] It can be seen from the previous technical solutions that in the 

implementations of the present application, during identity registration, the server 25 

public key and the server private key are used to verify the service server. The device 

private key pre-stored on the user equipment and the device public key pre-stored on 

the server are used to verify whether the user equipment is reliable, so the user 

equipment can securely register the correspondence among the device identity, the 

virtual account identity, the biometric authentication type, the biometric feature token, 30 

and the service public key into the authentication server, thereby improving identity 

registration security. During identity authentication, the server public key and the server 

private key are used to verify the service server, the service private key and the 

registered service public key are used to verify the user equipment, and the user 
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equipment needs to provide a device identity, a virtual account identity, a biometric 

authentication type, and a biometric feature token matching the registered information 

to pass authentication, greatly improving identity authentication security. 

BRIEF DESCRIPTION OF DRAWINGS 

[0045] FIG. 1 is a diagram illustrating a network structure of an application scenario, 5 

according to an implementation of the present application; 

[0046] FIG. 2 is a flowchart illustrating a method for registering a biometric identity 

that applies to user equipment, according to Implementation 1 of the present application; 

[0047] FIG. 3 is a flowchart illustrating a method for registering a biometric identity 

that applies to an authentication server, according to Implementation 1 of the present 10 

application; 

[0048] FIG. 4A to FIG. 4B are interaction flowcharts illustrating identity 

registration among user equipment, a service server, an authentication server, and a 

biometric authentication center server, according to Implementation 1 of the present 

application; 15 

[0049] FIG. 5 is a flowchart illustrating a method for authenticating a biometric 

identity that applies to user equipment, according to Implementation 2 of the present 

application; 

[0050] FIG. 6 is a flowchart illustrating a method for authenticating a biometric 

identity that applies to an authentication server, according to Implementation 2 of the 20 

present application; 

[0051] FIG. 7A to FIG. 7B are interaction flowcharts illustrating identity 

authentication among user equipment, a service server, and an authentication server, 

according to Implementation 2 of the present application; 

[0052] FIG. 8 is a diagram illustrating a hardware structure of user equipment or an 25 

authentication server; 

[0053] FIG. 9 is a diagram illustrating a logical structure of a device for registering 

a biometric identity that applies to user equipment or a device for authenticating a 

biometric identity that applies to user equipment, according to Implementation 1 of the 

present application; 30 

[0054] FIG. 10 is a diagram illustrating a logical structure of a device for registering 

a biometric identity that applies to an authentication server, according to 
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Implementation 1 of the present application; and 

[0055] FIG. 11 is a diagram illustrating a logical structure of a device for 

authenticating a biometric identity that applies to an authentication server, according to 

Implementation 1 of the present application. 

DESCRIPTION OF IMPLEMENTATIONS 5 

[0056] In a biometric identification application based on user equipment, biometric 

data of a user is collected by the user equipment, and biometric identification can be 

performed on the user equipment or a server. Because a large amount of traffic is usually 

consumed when image or video data is uploaded to the server, biometric identification 

is completed on the user equipment in implementations of the present application. 10 

[0057] A network structure of an application scenario of an implementation of the 

present application is shown in FIG. 1. User equipment and a service server, and the 

service server and an authentication server can access each other by using a 

communications network. The user equipment is a terminal device having a biometric 

feature identification function, and can be a device such as a mobile phone, a tablet 15 

computer, a personal computer (PC), or a notebook. The service server is used to receive 

a service request (including registration and authentication requests) initiated by a user 

using the user equipment, and send a corresponding response to the user equipment. 

The authentication server is used to authenticate a user account identity. The service 

server or the authentication server can be a physical or logical server, or two or more 20 

physical or logical servers that have different responsibilities cooperate to implement 

functions of the service server or the authentication server in the implementation of the 

present application. In the implementation of the present application, types of the user 

equipment, the service server, and the authentication server, and types or protocols of 

the communications networks between the user equipment and the service server, and 25 

between the service server and the authentication server are not limited. 

[0058] Implementation 1 of the present application describes a method for 

registering a biometric identity. A process of applying the method to user equipment is 

shown in FIG. 2, and a process of applying the method to an authentication server is 

shown in FIG. 3. 30 

[0059] In the implementation of the present application, the following modules run 

on the user equipment: a service client, biometric authentication middleware, a 
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biometric authentication client, an identity authentication detector, and a token and key 

manager. The function modules can be separate software, a component of separate 

software, or a combination of software and hardware. Detailed implementations are not 

limited in the implementation of the present application. 

[0060] In the implementation of the present application, the user equipment stores 5 

a device private key, which is stored and used by the token and key manager. A 

biometric authentication center server can obtain a correspondence between a device 

identity of the user equipment and a device public key of the user equipment locally or 

from another accessible network storage location. A device private key of user 

equipment is corresponding to its device public key. The authentication server can 10 

access the biometric authentication center server by using a network. The device private 

key can be pre-stored on the user equipment before factory delivery; or the user 

equipment, the biometric authentication center server, or another network node 

generates a device private key and a corresponding device public key, and separately 

sends them to the user equipment and the biometric authentication center server for 15 

storage. This is not limited in the implementation of the present application. 

[0061] On the user equipment, in step 210, the service client sends a device 

information request to the biometric authentication middleware, the biometric 

authentication middleware forwards the device information request to the biometric 

authentication client, the biometric authentication client forwards the device 20 

information request to the identity authentication detector, the identity authentication 

detector obtains device information of the user equipment that includes a device identity 

and returns a device information response that includes the device information to the 

biometric authentication client, the biometric authentication client returns the device 

information response to the biometric authentication middleware, and the biometric 25 

authentication middleware returns the device information response to the service client. 

[0062] When the user initiates a process of registering a biometric identity on the 

service client of the user equipment, the service client initiates a device information 

request to the biometric authentication middleware, the biometric authentication 

middleware forwards the device information request to the biometric authentication 30 

client, and the biometric authentication client forwards the device information request 

to the identity authentication detector. 

[0063] The device information of the user equipment obtained by the identity 

authentication detector includes the device identity, a device model, a manufacturer, etc. 
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A hardware identity of the user equipment can be used as the device identity, e.g. the 

Universally Unique Identifier (UUID), the Media Access Control (MAC) address, or 

the Bluetooth address of the user equipment. 

[0064] The identity authentication detector returns a device information response 

that includes the obtained device information to the biometric authentication client, the 5 

biometric authentication client returns the device information response to the biometric 

authentication middleware, and the biometric authentication middleware returns the 

device information response to the service client. 

[0065] On the user equipment, in step 220, the service client sends a registration 

information request packet including a service account identity to a service server, and 10 

receives a registration information response packet returned by the service server, 

where the registration information response packet is signed by an authentication server 

by using a server private key and then sent to the service server, and includes a server 

public key corresponding to the server private key, and a virtual account identity 

corresponding to the service account identity and generated by the authentication server 15 

after receiving the registration information request packet forwarded by the service 

server. 

[0066] On the authentication server, in step 310, receive the registration 

information request packet of the user equipment from the service server, where the 

registration information request packet includes the service account identity; generate 20 

the virtual account identity corresponding to the service account identity and 

encapsulate the virtual account identity and the server public key into the registration 

information response packet, and send the registration information response packet to 

the service server after signing the registration information response packet by using 

the server private key corresponding to the server public key, so the service server 25 

forwards the registration information response packet to the user equipment. 

[0067] The service client of the user equipment sends a registration information 

request packet to the service server, and the registration information request packet 

includes a service account identity. The service account identity is the unique 

information on the service server used for registering a user account identity. For 30 

example, the service account identity can be the name or the number of the user account 

in the service system. The registration information request packet can further include 

the device identity of the user equipment. The service server forwards the registration 

information request packet to the authentication server. 
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[0068] The authentication server can provide an authentication service for various 

different service systems that have their respective service accounts. To avoid that the 

authentication server has difficulty in differentiating between different user accounts 

when service account identities of the service systems are repeated, the authentication 

server generates a virtual account identity corresponding to the service account (namely, 5 

corresponding to the service account in the service system) after receiving the 

registration information request packet. The virtual account identity is uniquely 

corresponding to a service account of a service system in the authentication server. A 

method for generating the virtual account identity is not limited in the implementation 

of the present application. For example, a service system identity and a service account 10 

identity of the user in the service system can be used as the virtual account identity. For 

another example, an index of the user account of the service system registered in the 

database of the authentication server can be used as the virtual account identity. 

[0069] It is worthwhile to note that if the method for generating the virtual account 

identity cannot ensure that the same virtual account identity is generated for same 15 

service accounts of the same service system, the authentication server needs to store a 

correspondence between a generated virtual account identity and a service account of a 

service system (or store a correspondence between a virtual account identity and a 

device identity), to allocate the same virtual account identity in the registration process 

to the same user account of the same service system in the subsequent identity 20 

authentication process. 

[0070] The authentication server pre-stores a server private key and a 

corresponding server public key. After generating the virtual account identity, the 

authentication server encapsulates the virtual account identity and the server public key 

into a registration information response packet, and sends the registration information 25 

response packet to the service server after signing the registration information response 

packet by using the server private key. The service server forwards the registration 

information response packet to the service client of the user equipment. 

[0071] On the user equipment, in step 230, the service client determines a biometric 

authentication type of the user, obtains the user’s biometric data of the biometric 30 

authentication type, and sends a local biometric authentication request that includes the 

biometric data to the biometric authentication middleware; the biometric authentication 

middleware forwards the local biometric authentication request to the biometric 

authentication client; the biometric authentication client performs biometric feature 
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verification on the user identity by using the biometric data and returns a local biometric 

authentication response that includes a verification result to the biometric 

authentication middleware; and the biometric authentication middleware returns the 

local biometric authentication response to the service client. 

[0072] The service client determines a biometric authentication type used by the 5 

user during identity authentication in the service system, and requests the user to 

provide biometric data of this type. The service client can select one of biometric 

authentication types supported by the user equipment (that is, the user equipment has a 

biometric feature identification function) based on predetermined priority; or can 

present several biometric authentication types supported by the user equipment and 10 

accepted by the service system to the user for selection. This is not limited in the 

implementation of the present application. The biometric authentication type can be 

fingerprint, voice, iris, face, etc. 

[0073] The user’s biometric data can be any particular object that the user 

equipment can identify in the biometric authentication type determined by the service 15 

client. For example, the biometric data can be the fingerprint of any finger, can be the 

iris of any eye. 

[0074] After obtaining the biometric data of the determined biometric 

authentication type, the service client sends a local biometric authentication request 

including the biometric data to the biometric authentication middleware, and the 20 

biometric authentication middleware forwards the local biometric authentication 

request to the biometric authentication client. 

[0075] The biometric authentication client performs biometric feature verification 

on the user identity by using the biometric data. For a detailed method for biometric 

feature verification, reference can be made to the biometric feature identification 25 

method of the user equipment in the existing technologies. For example, the biometric 

data can be compared with locally pre-stored sample data of the user equipment; if the 

matching degree meets some predetermined conditions, biometric feature verification 

succeeds. After the verification is completed, the biometric authentication client returns 

a local biometric authentication response including a verification result indicating 30 

whether verification succeeds to the biometric authentication middleware, and the 

biometric authentication middleware returns the local biometric authentication 

response to the service client. 

[0076] On the user equipment, in step 240, when the local biometric feature 



 

19 

verification result is a success, the service client sends the registration information 

response packet to the biometric authentication middleware, and the biometric 

authentication middleware forwards the registration information response packet to the 

biometric authentication client. The biometric authentication client forwards the 

registration information response packet to the identity authentication detector. 5 

Moreover, the identity authentication detector performs signature verification on the 

registration information response packet by using the server public key, and obtains a 

biometric feature token corresponding to biometric data used by the user during the 

latest successful local biometric verification from the token and key manager after 

signature verification succeeds, to generate a corresponding service public key and 10 

service private key, and saves a correspondence among the virtual account identity, the 

biometric authentication type, a biometric authentication token, and the service private 

key. The identity authentication detector encapsulates the device identity, the virtual 

account identity, the biometric authentication type, the biometric feature token, and the 

service public key into a registration request packet, and returns the registration request 15 

packet to the biometric authentication client after the token and key manager signs the 

registration request packet by using a device private key of the user equipment. The 

biometric authentication client returns the registration request packet to the biometric 

authentication middleware, and the biometric authentication middleware returns the 

registration request packet to the service client. 20 

[0077] The service client extracts the local biometric feature verification result 

from the local biometric authentication response returned by the biometric 

authentication middleware. If the result indicates a failure, the identity registration 

process fails. When the local biometric feature verification result indicates a success, 

the service client sends the registration information response packet to the biometric 25 

authentication middleware, the biometric authentication middleware forwards the 

registration information response packet to the biometric authentication client, and the 

biometric authentication client forwards the registration information response packet to 

the identity authentication detector. 

[0078] The identity authentication detector extracts the server public key from the 30 

registration information response packet, and performs signature verification on the 

registration information response packet by using the server public key. If the signature 

verification fails, it indicates that the registration information response packet is 

possibly not from a reliable authentication server, and the registration process fails. 
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After the signature verification succeeds, the identity authentication detector requests a 

biometric feature token from the token and key manager. The token and key manager 

returns the biometric feature token corresponding to the biometric data used by the user 

during the latest local biometric feature verification (namely, the biometric data 

obtained by the service client when performing local biometric feature verification in 5 

step 230) to the identity authentication detector. 

[0079] The biometric feature token is a characteristic quantity or an index value of 

the user equipment that uniquely corresponds to sample data used for verifying the 

biometric data. That is, fingerprints of the user are corresponding to different biometric 

feature tokens, and the face is corresponding to another different biometric feature 10 

token. Each time the user uses the thumb to perform biometric feature verification, 

sample data of the thumb fingerprint is used to verify the thumb fingerprint data 

collected by the user equipment. Therefore, the thumb fingerprint data is corresponding 

to the same biometric feature token. The form of the biometric feature token and a 

detailed method for generating the biometric feature token are not limited in the present 15 

application. For example, the biometric feature token can be an information digest 

obtained by applying the digest algorithm to the sample data or a portion of the sample 

data, or can be a random number corresponding to the sample data. 

[0080] The identity authentication detector generates the service public key and the 

service private key that are corresponding to each other, and saves the correspondence 20 

among the virtual account identity in the registration information response packet, the 

biometric authentication type used by the user during the latest successful local 

biometric verification, the biometric feature token returned by the token and key 

manager, and the generated service private key. The identity authentication detector 

encapsulates the device identity, the virtual account identity, the biometric 25 

authentication type, the biometric feature token, and the service public key into the 

registration request packet, and sends the registration request packet to the token and 

key manager. The token and key manager reads the stored device private key of the user 

equipment, and returns the registration request packet to the biometric authentication 

client after signing the registration request packet by using the device private key. 30 

[0081] The biometric authentication client returns the registration request packet to 

the biometric authentication middleware, and the biometric authentication middleware 

returns the registration request packet to the service client. 

[0082] On the user equipment, in step 250, the service client sends the registration 
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request packet to the service server, and the service server forwards the registration 

request packet to the authentication server, so after a biometric authentication center 

server performs signature verification on the registration request packet by using a 

device public key of the user equipment, the authentication server saves a 

correspondence among the device identity, the virtual account identity, the biometric 5 

authentication type, the biometric feature token, and the service public key, to perform 

identity authentication on the user account. 

[0083] On the authentication server, in step 320, receive the registration request 

packet of the user equipment from the service server, and sign the registration request 

packet by using a device encryption key of the user equipment, where the registration 10 

request packet includes the device identity of the user equipment, the virtual account 

identity, the biometric authentication type, the biometric feature token, and the service 

public key; and send the registration request packet to a biometric authentication center 

server, and receive a signature verification result returned by the biometric 

authentication center server after performing signature verification on the registration 15 

request packet by using a device public key corresponding to the device identity. 

[0084] On the authentication server, in step 330, save a correspondence among the 

device identity, the virtual account identity, the biometric authentication type, the 

biometric feature token, and the service public key after signature verification on the 

registration request packet succeeds, to perform identity authentication on the user 20 

account. 

[0085] The service client sends the registration request packet returned by the 

biometric authentication middleware to the service server. The service server forwards 

the registration request packet to the authentication server. 

[0086] The authentication server sends the registration request packet to the 25 

biometric authentication center server. The biometric authentication center server 

extracts the device identity from the received registration request packet, searches an 

accessible network storage location for a device public key corresponding to the device 

identity, performs signature verification on the registration request packet by using the 

device public key, and sends a signature verification result to the authentication server. 30 

[0087] If the signature verification fails, the authentication server rejects the 

registration request and informs the service server, and the service server notifies the 

service client of the registration failure result. If the signature verification succeeds, the 

authentication server saves the correspondence among the device identity, the virtual 
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account identity, the biometric authentication type, the biometric feature token, and the 

service public key in the registration request packet. 

[0088] The authentication server can return a registration response packet 

indicating successful registration to the service server, and the service server notifies 

the service client of the user equipment of the successful registration message. The 5 

authentication server can add the virtual account identity and the biometric 

authentication type in the correspondence, and the service account identity 

corresponding to the virtual account identity to the registration response packet, and the 

service server saves the correspondence among the service account identity, the virtual 

account identity, and the biometric authentication type in the registration response 10 

packet. 

[0089] In an implementation, after receiving a registration information request 

packet, the authentication server can generate a virtual account identity and a 

registration verification code of the virtual account. A method for generating the 

registration verification code can be using various one-time password generation 15 

algorithms. This is not limited in the implementation. The authentication server 

encapsulates the virtual account identity, the server public key, and the generated 

registration verification code into a registration information response packet, sends the 

registration information response packet to the service server, and starts timing. When 

generating a registration request packet, the identity authentication detector of the user 20 

equipment also encapsulates the registration verification code in the registration 

information response packet into the registration request packet. The authentication 

server receives the registration request packet forwarded by the service server, 

compares the registration verification code in the registration request packet with the 

registration verification code generated for the virtual account in the registration request 25 

packet, and obtains the time difference between sending the registration information 

response packet and receiving the registration request packet. If the two registration 

verification codes are different or the time difference exceeds first predetermined 

duration, the authentication server rejects the registration request and informs the 

service server, and the service server notifies the service client of the registration failure 30 

result. If the two registration verification codes are the same and the time difference 

does not exceed the first predetermined duration, the authentication server saves the 

correspondence among the device identity, the virtual account identity, the biometric 

authentication type, the biometric feature token, and the service public key in the 
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registration request packet. 

[0090] In an implementation including a registration verification code, an 

interaction process among various function modules of user equipment, a service server, 

an authentication server, and a biometric authentication center server are shown in FIG. 

4A to FIG. 4B. 5 

[0091] In Implementation 1 of the present application, a device private key and a 

device public key pre-stored on the user equipment are used to ensure that the user 

equipment is a reliable device. A server public key and a server private key are used to 

verify reliability of the service server. As such, a correspondence among a device 

identity of the user equipment, a virtual account identity, a biometric authentication 10 

type, a biometric feature token, and a service public key can be securely registered in 

the authentication server for subsequent identity authentication, thereby improving 

identity registration security. 

[0092] Implementation 2 of the present application describes a method for 

authenticating a biometric identity. A process of applying the method to user equipment 15 

is shown in FIG. 5, and a process of applying the method to an authentication server is 

shown in FIG. 6. An identity authentication process in Implementation 2 uses the same 

technical means as the identity registration process in Implementation 1. The following 

describes only the difference between Implementation 2 and Implementation 1. For the 

same content, reference can be made to Implementation 1. Details are omitted here for 20 

simplicity. 

[0093] On the user equipment, in step 510, the service client sends a device 

information request to the biometric authentication middleware, the biometric 

authentication middleware forwards the device information request to the biometric 

authentication client, the biometric authentication client forwards the device 25 

information request to the identity authentication detector, the identity authentication 

detector obtains device information of the user equipment that includes a device identity 

and returns a device information response that includes the device information to the 

biometric authentication client, the biometric authentication client returns the device 

information response to the biometric authentication middleware, and the biometric 30 

authentication middleware returns the device information response to the service client. 

[0094] When the user initiates a process of authenticating a biometric identity on 

the service client of the user equipment, the service client initiates a device information 

request to the biometric authentication middleware, the biometric authentication 
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middleware forwards the device information request to the biometric authentication 

client, and the biometric authentication client forwards the device information request 

to the identity authentication detector. 

[0095] The device information of the user equipment obtained by the identity 

authentication detector includes the device identity, a device model, a manufacturer, etc. 5 

The identity authentication detector returns a device information response that includes 

the obtained device information to the biometric authentication client, the biometric 

authentication client returns the device information response to the biometric 

authentication middleware, and the biometric authentication middleware returns the 

device information response to the service client. 10 

[0096] On the user equipment, in step 520, the service client sends an authentication 

information request packet including the device identity to a service server, and receives 

an authentication information response packet returned by the service server, where the 

authentication information response packet is signed by an authentication server by 

using a server private key and then sent to the service server, and includes a server 15 

public key corresponding to the server private key and a virtual account identity 

corresponding to the device identity and obtained by the authentication server after 

receiving the authentication information request packet forwarded by the service server. 

[0097] On the authentication server, in step 610, receive the authentication 

information request packet of the user equipment from the service server, where the 20 

authentication information request packet includes the device identity of the user 

equipment; and obtain the virtual account identity corresponding to the device identity, 

encapsulate the virtual account identity and the server public key into an authentication 

information response packet, and send the authentication information response packet 

to the service server after signing the authentication information response packet by 25 

using the server private key corresponding to the server public key, so the service server 

forwards the authentication information response packet to the user equipment. 

[0098] The service client of the user equipment sends an authentication information 

request packet to the service server, and the authentication information request packet 

includes the device identity of the user equipment. The authentication information 30 

request packet can further include the service account identity of the user. The service 

server forwards the authentication information request packet to the authentication 

server. 

[0099] In the identity registration process of Implementation 1, the authentication 
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server stores the correspondence among the device identity, the virtual account identity, 

the biometric authentication type, the biometric feature token, and the service public 

key locally or in another accessible network storage location. The stored device identity, 

virtual account identity, biometric authentication type, biometric feature token, and 

service public key are the registered device identity, the registered virtual account 5 

identity, the registered biometric authentication type, the registered biometric feature 

token, and the registered service public key in Implementation 2. 

[0100] After receiving an authentication request packet forwarded by the service 

server, the authentication server extracts the device identity of the user equipment, 

searches for a registered virtual account identity corresponding to the device identity, 10 

encapsulates the found virtual account identity and the server public key into an 

authentication information response packet, and sends the authentication information 

response packet to the service server after signing the authentication information 

response packet by using the server private key corresponding to the server public key. 

The service server forwards the authentication information response packet to the user 15 

equipment. 

[0101] On the user equipment, in step 530, the service client obtains biometric data 

of a biometric authentication type used by the user during registration, and sends a local 

biometric authentication request that includes the biometric data to the biometric 

authentication middleware; the biometric authentication middleware forwards the local 20 

biometric authentication request to the biometric authentication client; the biometric 

authentication client performs biometric feature verification on the user identity by 

using the biometric data, and returns a local biometric authentication response that 

includes a verification result to the biometric authentication middleware; and the 

biometric authentication middleware returns the local biometric authentication 25 

response to the service client. 

[0102] Based on the biometric authentication type determined in the identity 

registration process, the service client requests and obtains the biometric data of the 

biometric authentication type provided by the user. The service client encapsulates the 

user’s biometric data into the local biometric authentication request, and sends the local 30 

biometric authentication request to the biometric authentication middleware; the 

biometric authentication middleware sends the local biometric authentication request 

to the biometric authentication client. 

[0103] The biometric authentication client performs biometric feature verification 
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on the user identity by using the biometric data in the biometric authentication request. 

After the verification is completed, the biometric authentication client returns a local 

biometric authentication response including a verification result indicating whether 

verification succeeds to the biometric authentication middleware, and the biometric 

authentication middleware returns the local biometric authentication response to the 5 

service client. 

[0104] On the user equipment, in step 540, when the local biometric feature 

verification result is a success, the service client sends the authentication information 

response packet to the biometric authentication middleware, and the biometric 

authentication middleware forwards the authentication information response packet to 10 

the biometric authentication client, The biometric authentication client forwards the 

authentication information response packet to the identity authentication detector. The 

identity authentication detector performs signature verification on the authentication 

information response packet by using the server public key, obtains a biometric feature 

token corresponding to biometric data used by the user in the latest successful local 15 

biometric verification from the token and key manager after signature verification 

succeeds, obtains a service private key corresponding to the biometric authentication 

type, the virtual account identity in the authentication information response packet, and 

the biometric feature token from a stored correspondence among the virtual account 

identity, the biometric authentication type, the biometric feature token, and the service 20 

private key, encapsulates the device identity, the virtual account identity, the biometric 

authentication type, and the biometric feature token into an authentication request 

packet, and returns the authentication request packet to the biometric authentication 

client after signing the authentication request packet by using the service private key. 

The biometric authentication client returns the authentication request packet to the 25 

biometric authentication middleware, and the biometric authentication middleware 

returns the authentication request packet to the service client. 

[0105] The service client extracts the local biometric feature verification result 

from the local biometric authentication response returned by the biometric 

authentication middleware. If the result indicates a failure, the identity authentication 30 

process fails. When the local biometric feature verification result indicates a success, 

the service client sends the authentication information response packet to the biometric 

authentication middleware, the biometric authentication middleware forwards the 

authentication information response packet to the biometric authentication client, and 
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the biometric authentication client forwards the authentication information response 

packet to the identity authentication detector. 

[0106] The identity authentication detector extracts the server public key from the 

authentication information response packet, and performs signature verification on the 

authentication information response packet by using the server public key. If the 5 

signature verification fails, it indicates that the authentication information response 

packet is possibly not from a reliable authentication server, and the authentication 

process fails. After the signature verification succeeds, the identity authentication 

detector requests a biometric feature token from the token and key manager. The token 

and key manager returns the biometric feature token corresponding to the biometric 10 

data used by the user during the latest local biometric feature verification (namely, the 

biometric data obtained by the service client when performing local biometric feature 

verification in step 530) to the identity authentication detector. 

[0107] The identity authentication detector encapsulates the device identity of the 

user equipment, the virtual account identity extracted from the authentication 15 

information response packet, the biometric authentication type used during the latest 

successful local biometric feature verification, and the biometric feature token returned 

by the token and key manager into the authentication request packet. The identity 

authentication detector finds the service private key corresponding to the biometric 

authentication type used during the latest successful local biometric feature verification, 20 

the virtual account identity in the authentication information response packet, and the 

biometric feature token returned by the token and key manager from the 

correspondence among the stored virtual account identity, biometric authentication type, 

biometric feature token, and service private key, and returns the authentication request 

packet to the biometric authentication client after signing the authentication request 25 

packet by using the service private key. 

[0108] The biometric authentication client returns the authentication request packet 

to the biometric authentication middleware, and the biometric authentication 

middleware returns the authentication request packet to the service client. 

[0109] On the user equipment, in step 550, the service client sends the 30 

authentication request packet to the service server, so the service server forwards the 

authentication request packet to the authentication server, and the authentication server 

performs identity authentication on the user based on a registered service public key 

and a registered biometric feature token corresponding to the virtual account identity, 
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the device identity, and the biometric authentication type. 

[0110] On the authentication server, in step 620, receive the authentication request 

packet of the user equipment from the service server, and sign the authentication request 

packet by using the service public key, where the authentication request packet includes 

the device identifier of the user equipment, the virtual account identity, the biometric 5 

authentication type, and the biometric feature token; and obtain the registered service 

public key and the registered biometric feature token corresponding to the device 

identity, the virtual account identity, and the biometric authentication type in the 

authentication request packet. 

[0111] On the authentication server, in step 630, perform signature verification on 10 

the authentication request packet by using the registered service public key, and perform 

identity authentication on the user based on the biometric feature token in the 

authentication request packet and the registered biometric feature token. 

[0112] The service client sends the authentication request packet returned by the 

biometric authentication middleware to the service server. The service server forwards 15 

the authentication request packet to the authentication server. The authentication server 

searches for a registered service public key and a registered biometric feature token 

corresponding to the virtual account identity, the device identity, and the biometric 

authentication type in the authentication request packet from the stored correspondence 

among the registered device identity, the registered virtual account identity, the 20 

registered biometric authentication type, the registered biometric feature token, and the 

registered service public key. 

[0113] The authentication server compares the biometric feature token in the 

authentication request packet with the registered biometric feature token, and performs 

signature verification on the authentication request packet by using the registered 25 

service public key. If the two biometric feature tokens are different or the signature 

verification fails, the authentication server rejects the authentication request and 

informs the service server, and the service server notifies the service client of the 

authentication failure result. If the two biometric feature tokens are the same and the 

signature verification succeeds, the user passes identity authentication, and the 30 

authentication server returns an authentication response packet including the identity 

authentication success result to the service server. The service server can perform 

corresponding service processing based on the identity authentication success result, 

and notify the service client of the identity authentication success result and/or the 
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service processing result. 

[0114] In an implementation, the authentication server can generate an 

authentication verification code of a virtual account corresponding to a device identity 

in an authentication information request packet after receiving the authentication 

information request packet. The authentication server encapsulates a virtual account 5 

identity, a server public key, and the generated authentication verification code into an 

authentication information response packet, sends the authentication information 

response packet to the service server, and starts timing. When generating an 

authentication request packet, the identity authentication detector of the user equipment 

also encapsulates the authentication verification code in the authentication information 10 

response packet into the authentication request packet. The authentication server 

receives the authentication request packet forwarded by the service server, compares 

the authentication verification code in the authentication request packet with the 

authentication verification code generated for the virtual account in the authentication 

request packet, and obtains the time difference between sending the authentication 15 

information response packet and receiving the authentication request packet. If the two 

authentication verification codes are different or the time difference exceeds second 

predetermined duration, the authentication server rejects the authentication request and 

informs the service server, and the service server notifies the service client of the 

authentication failure result. If the two authentication verification codes are different, 20 

and the time difference does not exceed the second predetermined duration, the 

authentication server performs signature verification on the authentication request 

packet by using the registered service public key, and performs identity authentication 

on the user based on the biometric feature token in the authentication request packet 

and the registered biometric feature token. 25 

[0115] In an implementation including an authentication verification code, an 

interaction process among various function modules of user equipment, a service server, 

an authentication server, and a biometric authentication center server are shown in FIG. 

7A to FIG. 7B. 

[0116] In Implementation 2 of the present application, a device private key and a 30 

device public key pre-stored on the user equipment are used to ensure that the user 

equipment is a reliable device. A server public key and a server private key are used to 

verify reliability of the service server. As such, a correspondence among a device 

identity of the user equipment, a virtual account identity, a biometric authentication 
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type, a biometric feature token, and a service public key can be securely registered in 

the authentication server for subsequent identity authentication, thereby improving 

identity registration security. 

[0117] In Implementation 2 of the present application, the server public key and the 

server private key are used to verify the service server, the service private key and the 5 

registered service public key are used to verify the user equipment, and the user 

equipment needs to provide a device identity, a virtual account identity, a biometric 

authentication type, and a biometric feature token matching the registered information 

to pass authentication, so the identity authentication process is highly secure. 

[0118] In the previous two implementations, the identity authentication detector 10 

and the token and key manager can run in a secure environment of the user equipment, 

to improve registration and authentication security. For example, the identity 

authentication detector, the token and key manager, and another software module (e.g. 

process or thread) can run in isolation, and the other software module is not allowed to 

access their cache space (the two modules also run in isolation and are not allowed to 15 

access each other's cache space). For another example, the code and stored files of the 

identity authentication detector and the token and key manager are stored in the storage 

area of the user equipment that has the highest security level and strictest access control. 

[0119] Corresponding to the previous process implementations, an implementation 

of the present application further provides a device for registering a biometric identity, 20 

which is applied to user equipment; a device for registering a biometric identity, which 

is applied to an authentication server; a device for authenticating a biometric identity, 

which is applied to user equipment; a device for authenticating a biometric identity, 

which is applied to an authentication server. The devices can be implemented using 

software, hardware, or a combination of software and hardware. Taking software 25 

implementation as an example, a logical device is formed by a central processing unit 

(CPU) of the user equipment or the authentication server reading corresponding 

computer program instructions into a memory for running. From the perspective of 

hardware, in addition to the CPU, memory, and non-volatile memory shown in FIG. 8, 

the user equipment usually includes other hardware such as a chip for receiving and 30 

sending wireless signals, and the authentication server usually includes other hardware 

such as a board for implementing a network communication function. 

[0120] FIG. 9 shows a device for registering a biometric identity according to an 

implementation of the present application. The device is applied to user equipment and 
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includes a service client, biometric authentication middleware, a biometric 

authentication client, an identity authentication detector, and a token and key manager. 

[0121] The service client is configured to send a device information request to 

biometric authentication middleware, and receive a device information response 

including a device identity and returned by the biometric authentication middleware; 5 

send a registration information request packet that includes a service account identity 

to a service server, and receive a registration information response packet returned by 

the service server, where the registration information response packet is signed by an 

authentication server by using a server private key and then sent to the service server, 

and includes a virtual account identity corresponding to the service account identity and 10 

generated by the authentication server after receiving the registration information 

request packet forwarded by the service server, and a server public key corresponding 

to the server private key; determine a biometric authentication type of the user, obtain 

the user’s biometric data of the biometric authentication type, and send a local biometric 

authentication request that includes the biometric data to the biometric authentication 15 

middleware, and receive a local biometric authentication response including a local 

biometric verification result and returned by the biometric authentication middleware; 

when the local biometric feature verification result is a success, send the registration 

information response packet to the biometric authentication middleware, receive a 

registration request packet returned by the biometric authentication middleware, and 20 

sign the registration request packet by using a device private key of the user equipment, 

where the registration request packet includes the device identity, the virtual account 

identity, the biometric authentication type, a biometric feature token, and a service 

public key; send the registration request packet to the service server, so the service 

server forwards the registration request packet to the authentication server, and after a 25 

biometric authentication center server performs signature verification on the 

registration request packet by using a device public key of the user equipment, the 

authentication server saves a correspondence among the device identity, the virtual 

account identity, the biometric feature type, the biometric feature token, and the service 

public key, to perform identity authentication on the account. 30 

[0122] The biometric authentication middleware is configured to receive a device 

information request from the service client, forward the device information request to 

a biometric authentication client, receive a device information response from the 

biometric authentication client, and forward the device information response to the 
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service client; receive a local biometric authentication request from the service client, 

forward the local biometric authentication request to the biometric authentication client, 

receive a local biometric authentication response from the biometric authentication 

client, and forward the local biometric authentication response to the service client; and 

receive a registration information response packet from the service client, and forward 5 

the registration information response packet to the biometric authentication client, 

receive a registration request packet from the biometric authentication client, and 

forward the registration request packet to the service client. 

[0123] The biometric authentication client is configured to receive a device 

information request from the biometric authentication middleware, forward the device 10 

information request to an identity authentication detector, receive a device information 

response from the identity authentication detector, and forward the device information 

response to the biometric authentication middleware; receive a local biometric 

authentication request form the biometric authentication middleware, perform 

biometric feature verification on the user identity by using biometric data in the local 15 

biometric authentication request, and return a local biometric authentication response 

that includes a verification result to the biometric authentication middleware; and 

receive a registration information response packet from the biometric authentication 

middleware, forward the registration information response packet to the identity 

authentication detector, receive a registration request packet from the identity 20 

authentication detector, and forward the registration request packet to the biometric 

authentication middleware. 

[0124] The identity authentication detector is configured to obtain device 

information of the user equipment that includes the device identity after receiving a 

device information request forwarded by the biometric authentication client, and return 25 

a device information response that includes the device information to the biometric 

authentication client. After receiving a registration information response packet 

forwarded by the biometric authentication client, perform signature verification on the 

registration information response packet by using a server public key in the registration 

information response packet, obtain a biometric feature token corresponding to 30 

biometric data used by the user in the latest successful local biometric verification from 

a token and key manager after signature verification succeeds, generate a corresponding 

service public key and service private key, save a correspondence among the virtual 

account identity, the biometric authentication type, a biometric authentication token, 
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and the service private key, encapsulate the device identity, the virtual account identity, 

the biometric authentication type, the biometric feature token, and the service public 

key into a registration request packet, and returns the registration request packet to the 

biometric authentication client after the token and key manager signs the registration 

request packet by using the device private key of the user equipment. 5 

[0125] The token and key manager is configured to provide the identity 

authentication detector with the biometric feature token corresponding to the biometric 

data used by the user during the latest successful local biometric verification; and after 

receiving a registration request packet from the identity authentication detector, sign 

the registration request packet by using the stored device private key of the user 10 

equipment and then return the registration request packet to the identity authentication 

detector. 

[0126] Optionally, the registration information response packet further includes a 

registration verification code of the virtual account generated by the authentication 

server. The registration request packet further includes the registration verification code, 15 

so after receiving the registration request packet, the authentication server verifies the 

registration request packet based on the registration verification code and a time interval 

between sending the registration information response packet and receiving the 

registration request packet. 

[0127] Optionally, the identity authentication detector and the token and key 20 

manager run in a secure environment of the user equipment. 

[0128] FIG. 10 shows a device for registering a biometric identity according to an 

implementation of the present application. The device is applied to an authentication 

server and includes a registration information response unit, a registration request 

receiving unit, and a registration information storage unit. 25 

[0129] The registration information response unit is configured to receive a 

registration information request packet of user equipment from a service server, where 

the registration information request packet includes a service account identity, generate 

a virtual account identity corresponding to the service account identity, encapsulate the 

virtual account identity and a server public key into a registration information response 30 

packet, and send the registration information response packet to the service server after 

signing the registration information response packet by using a server private key 

corresponding to the server public key, so the service server forwards the registration 

information response packet to the user equipment. 
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[0130] The registration request receiving unit is configured to receive a registration 

request packet of the user equipment from the service server, and sign the registration 

request packet by using a device encryption key of the user equipment, where the 

registration request packet includes a device identity of the user equipment, the virtual 

account identity, a biometric authentication type, a biometric feature token, and a 5 

service public key; and send the registration request packet to a biometric authentication 

center server, and receive a signature verification result returned by the biometric 

authentication center server after performing signature verification on the registration 

request packet by using a device public key corresponding to the device identity. 

[0131] The registration information storage unit is configured to save a 10 

correspondence among the device identity, the virtual account identity, the biometric 

authentication type, the biometric feature token, and the service public key after 

signature verification on the registration request packet succeeds, to perform identity 

authentication on the account. 

[0132] Optionally, the device further includes a registration verification code 15 

generating unit, configured to generate a registration verification code of the virtual 

account. The registration information response packet further includes the generated 

registration verification code. The registration request packet further includes a 

registration verification code. The registration information storage unit is configured to 

save the correspondence among the device identity, the virtual account identity, the 20 

biometric authentication type, the biometric feature token, and the service public key 

after signature verification on the registration request packet succeeds, when the 

registration verification code in the registration request packet is the same as the 

registration verification code generated for the virtual account in the registration request 

packet, and a time interval between sending the registration information response 25 

packet and receiving the registration request packet is within first predetermined 

duration. 

[0133] FIG. 9 shows a device for authenticating a biometric identity according to 

an implementation of the present application. The device is applied to user equipment 

and includes a service client, biometric authentication middleware, a biometric 30 

authentication client, an identity authentication detector, and a token and key manager. 

[0134] The service client is configured to send a device information request to 

biometric authentication middleware, and receive a device information response 

including a device identity and returned by the biometric authentication middleware; 
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send an authentication information request packet that includes the device identity to a 

service server, and receive an authentication information response packet returned by 

the service server, where the authentication information response packet is signed by 

an authentication server by using a server private key and then sent to the service server, 

and includes a server public key corresponding to the server private key and a virtual 5 

account identity corresponding to the device identity and obtained by the authentication 

server after receiving the authentication information request packet forwarded by the 

service server. Obtain biometric data of a biometric authentication type used by a user 

during registration, send a local biometric authentication request that includes the 

biometric data to the biometric authentication middleware, and receive a local biometric 10 

authentication response including a local biometric verification result and returned by 

the biometric authentication middleware. When the local biometric feature verification 

result is a success, send the authentication information response packet to the biometric 

authentication middleware, receive an authentication request packet returned by the 

biometric authentication middleware, and sign the authentication request packet by 15 

using a service private key, where the authentication request packet includes the device 

identity, the virtual account identity, the biometric authentication type, and a biometric 

feature token. Send the authentication request packet to the service server, so the service 

server forwards the authentication request packet to the authentication server, and the 

authentication server performs identity authentication on the user based on a registered 20 

service public key and a registered biometric feature token corresponding to the virtual 

account identity, the device identity, and the biometric authentication type. 

[0135] The biometric authentication middleware is configured to receive a device 

information request from the service client, forward the device information request to 

a biometric authentication client, receive a device information response from the 25 

biometric authentication client, and forward the device information response to the 

service client; receive a local biometric authentication request from the service client, 

forward the local biometric authentication request to the biometric authentication client, 

receive a local biometric authentication response from the biometric authentication 

client, and forward the local biometric authentication response to the service client; and 30 

receive an authentication information response packet from the service client, forward 

the authentication information response packet to the biometric authentication client, 

receive an authentication request packet from the biometric authentication client, and 

forward the authentication request packet to the service client. 



 

36 

[0136] The biometric authentication client is configured to receive a device 

information request from the biometric authentication middleware, forward the device 

information request to an identity authentication detector, receive a device information 

response from the identity authentication detector, and forward the device information 

response to the biometric authentication middleware; receive a local biometric 5 

authentication request form the biometric authentication middleware, perform 

biometric feature verification on the user identity by using biometric data in the local 

biometric authentication request, and return a local biometric authentication response 

that includes a verification result to the biometric authentication middleware; and 

receive an authentication information response packet from the biometric 10 

authentication middleware, forward the authentication information response packet to 

the identity authentication detector, receive an authentication request packet from the 

identity authentication detector, and forward the authentication request packet to the 

biometric authentication middleware. 

[0137] The identity authentication detector is configured to obtain device 15 

information of the user equipment that includes the device identity, and return a device 

information response that includes the device information to the biometric 

authentication client after receiving a device information request forwarded by the 

biometric authentication client; after receiving an authentication information response 

packet forwarded by the biometric authentication client, perform signature verification 20 

on the authentication information response packet by using a server public key in the 

authentication information response packet, obtain a biometric feature token 

corresponding to biometric data used by the user during the latest successful local 

biometric verification from a token and key manager after signature verification 

succeeds, obtain a service private key corresponding to the biometric authentication 25 

type, the virtual account identity in the authentication information response packet, and 

the biometric feature token from a stored correspondence among the virtual account 

identity, the biometric authentication type, the biometric feature token, and the service 

private key, encapsulate the device identity, the virtual account identity, the biometric 

authentication type, and the biometric feature token into an authentication request 30 

packet, and return the authentication request packet to the biometric authentication 

client after signing the authentication request packet by using the service private key. 

[0138] The token and key manager is configured to provide the identity 

authentication detector with the biometric feature token corresponding to the biometric 
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data used by the user during the latest successful local biometric verification. 

[0139] Optionally, the authentication information response packet further includes 

an authentication verification code of the virtual account generated by the 

authentication server. The authentication request packet further includes the 

authentication verification code encapsulated by the identity authentication detector, so 5 

after receiving the authentication request packet, the authentication server verifies the 

authentication request packet based on the authentication verification code and a time 

interval between sending the authentication information response packet and receiving 

the authentication request packet. 

[0140] Optionally, the identity authentication detector and the token and key 10 

manager run in a secure environment of the user equipment. 

[0141] FIG. 11 shows a device for authenticating a biometric identity according to 

an implementation of the present application. The device is applied to an authentication 

server and includes an authentication information response unit, an authentication 

request receiving unit, and a signature verification and authentication unit. 15 

[0142] The authentication information response unit is configured to receive an 

authentication information request packet of user equipment from a service server, 

where the authentication information request packet includes a device identity of the 

user equipment, obtain a virtual account identity corresponding to the device identity, 

encapsulate the virtual account identity and a server public key into an authentication 20 

information response packet, and send the authentication information response packet 

to the service server after signing the authentication information response packet by 

using a server private key corresponding to the server public key, so the service server 

forwards the authentication information response packet to the user equipment. 

[0143] The authentication request receiving unit is configured to receive an 25 

authentication request packet of the user equipment from the service server, and sign 

the authentication request packet by using a service public key, where the authentication 

request packet includes the device identifier of the user equipment, the virtual account 

identity, a biometric authentication type, and a biometric feature token; and obtaining a 

registered biometric feature token and a registered service public key corresponding to 30 

the device identity, the virtual account identity, and the biometric authentication type 

that are in the authentication request packet. 

[0144] The signature verification and authentication unit is configured to perform 

signature verification on the authentication request packet by using the registered 
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service public key, and perform identity authentication on the user based on the 

biometric feature token in the authentication request packet and the registered biometric 

feature token. 

[0145] Optionally, the device further includes an authentication verification code 

generating unit, configured to generate an authentication verification code of the virtual 5 

account. The authentication information response packet further includes the generated 

authentication verification code. The authentication request packet further includes an 

authentication verification code. The signature verification and authentication unit is 

configured to perform signature verification on the authentication request packet by 

using the registered service public key, and perform identity authentication on the user 10 

based on the biometric feature token in the authentication request packet and the 

registered biometric feature token, when the authentication verification code in the 

authentication request packet is the same as the authentication verification code 

generated for the virtual account in the authentication request packet, and a time interval 

between sending the authentication information response packet and receiving the 15 

authentication request packet is within second predetermined duration. 

[0146] The previous descriptions are merely exemplary implementations of the 

present application, and are not intended to limit the present application. Any 

modification, equivalent replacement, and improvement made in the spirit and principle 

of the present application shall fall within the protection scope of the present application. 20 

[0147] In a typical configuration, a computing device includes one or more 

processors (CPU), an input/output interface, a network interface, and a memory. 

[0148] The memory can include a nonpersistent storage, a random access memory 

(RAM), a nonvolatile memory, and/or another form that are in a computer readable 

medium, for example, a read-only memory (ROM) or a flash memory (flash RAM). 25 

The memory is an example of the computer readable medium. 

[0149] The computer readable medium includes persistent, nonpersistent, movable, 

and unmovable media that can implement information storage by using any method or 

technology. Information can be a computer readable instruction, a data structure, a 

program module, or other data. An example of a computer storage medium includes but 30 

is not limited to a parameter random access memory (PRAM), a static random access 

memory (SRAM), a dynamic random access memory (DRAM), another type of random 

access memory (RAM), a read-only memory (ROM), an electrically erasable 

programmable read only memory (EEPROM), a flash memory or another memory 
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technology, a compact disc read-only memory (CD-ROM), a digital versatile disc 

(DVD) or other optical storage, a cassette magnetic tape, tape and disk storage or 

another magnetic storage device or any other non-transmission media that can be 

configured to store information that can be accessed by the computing device. Based 

on the definition in the present specification, the computer readable medium does not 5 

include a transitory computer-readable media (transitory media), for example, a 

modulated data signal and carrier. 

[0150] It is worthwhile to further note that in the present specification, the terms 

"include", "comprise", or their any other variant is intended to cover a non-exclusive 

inclusion, so a process, a method, an article, or a device that includes a list of elements 10 

not only includes those elements but also includes other elements which are not 

expressly listed, or further includes elements inherent to such process, method, article, 

or device. An element preceded by "includes a …" does not, without more constraints, 

preclude the existence of additional identical elements in the process, method, article, 

or device that includes the element. 15 

[0151] A person skilled in the art should understand that the implementations of the 

present application can be provided as a method, a system, or a computer program 

product. Therefore, the present application can use a form of hardware only 

implementations, software only implementations, or implementations with a 

combination of software and hardware. Moreover, the present application can use a 20 

form of a computer program product that is implemented on one or more computer-

usable storage media (including but not limited to a magnetic disk storage, a CD-ROM, 

an optical memory, etc.) that include computer-usable program code. 



CLAIMS 

1. A method for registering a biometric identity, the method comprising: 

receiving a registration information request packet of user equipment from a service server, 

wherein the registration information request packet comprises a service account identity (310);  

generating a virtual account identity corresponding to the service account identity(310);  

generating a registration information response packet comprising the virtual account identity 

and a server public key into (310); 

signing the registration information response packet by using a server private key 

corresponding to the server public key (310); 

transmitting the registration information response packet to the service server to be forwarded 

to the user equipment (310); 

receiving a registration request packet of the user equipment from the service server (320); 

signing the registration request packet by using a device encryption key of the user equipment, 

wherein the registration request packet comprises a device identity of the user equipment, the 

virtual account identity, a biometric authentication type, a biometric feature token, and a service 

public key (320);  

transmitting the registration request packet to a biometric authentication center server (320);  

receiving a signature verification result returned by the biometric authentication center server 

after performing signature verification on the registration request packet by using a device public 

key corresponding to the device identity (320);  

determining whether the signature verification on the registration request packet succeeds 

(330); and 

in response to determining that the signature verification on the registration request packet 

succeeds, storing a correspondence among the device identity, the virtual account identity, the 

biometric authentication type, the biometric feature token, and the service public key after , to 

perform identity authentication on the account(330). 

 

2. The method according to claim 1, wherein the method further comprises: generating a 

registration verification code of the virtual account. 
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3. The method according to claim 2, wherein the registration information response packet 

further comprises the generated registration verification code. 

 

4. The method according to any one of claims 1 to 3, wherein the registration request packet 

further comprises a registration verification code. 

 

5. The method according to claim 4, wherein saving the correspondence among the device 

identity, the virtual account identity, the biometric authentication type, the biometric feature token, 

and the service public key comprises: saving the correspondence among the device identity, the 

virtual account identity, the biometric authentication type, the biometric feature token, and the 

service public key, when the registration verification code in the registration request packet is the 

same as the registration verification code generated for the virtual account in the registration 

request packet, and a time interval between sending the registration information response packet 

and receiving the registration request packet is within first predetermined duration. 

 

6. The method according to any one of claims 1 to 5, wherein the signature verification of the 

authentication information response packet is determined by using the server public key, obtaining 

a biometric feature token corresponding to biometric data used by the user in the latest successful 

local biometric verification from the token and key manager after signature verification succeeds, 

obtaining a service private key corresponding to the biometric authentication type, the virtual 

account identity in the authentication information response packet, and the biometric feature token 

from a stored correspondence among the virtual account identity, the biometric authentication type, 

the biometric feature token, and the service private key, encapsulating the device identity, the 

virtual account identity, the biometric authentication type, and the biometric feature token into an 

authentication request packet, and returning the authentication request packet to the biometric 

authentication client after signing the authentication request packet by using the service private 

key.  

 

7. The method according to claim 6, wherein the authentication request packet comprises the 

device identifier of the user equipment. 
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8. The method according to any one of claims 1 to 7, further comprising performing an 

identity authentication on the user based on a registered service public key and a registered 

biometric feature token corresponding to the virtual account identity, the device identity, and the 

biometric authentication type. 

 

9. The method according any one of claims 1 to 8, wherein the biometric feature token 

comprises a characteristic quantity or an index value of the user equipment that uniquely 

corresponds to sample data used for verifying the biometric data. 

 

10. A device for registering a biometric identity, the device comprising a plurality of modules 

configured to perform the method of any one of claims 1 to 9. 
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