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PHIRING ENROLLMENT, USING A PROCESEOR, THE
CUSTOMER'S USER D) THE UNIQUE DEVICE IDENTIFIER FOR THE CUSTOMER'S MOBILE
DEVICE, AND ANETWORK IDENTIFIER FOR THE CUSTOMER'S MOBILE PROVIDER MAY
BE RECENVED FROM THE CUSTOMER'S MOBILE DEVICE PROCESEOR

52 ﬁ

UPON RECEIVING SUCH INFORMATION, LIKEWISE USING THE
PROCESSOR, AN ENCRYPTED TOKEN MAY BE GENERATED BASED ON AN ALGORITHM,
WITH A CURRENT TIME STAMP AND RANDOM NUMBER AS INPUTS

S :

ALSO USING THE PROCESSOR, THE ENCRYPTED TOREN MAY
BE SENT BACK TO THE CUSTOMER'S MOBILE DEVICE FROCESSCR, WHICH MAY THEN
STORE THE RECEVED TOKEN, AND LIKEWISE USING THE FINANCIAL INSTITUTION
PROCESSOR, THE CUSTOMER'S MOBILE DEVICE ATTRIBUTES AND THE ENCRYPTED
TOKEN MAY BE STORED FOR VALIDATING AUTHENTICATION FOR THE GNEAK PEAK
APPLICATION FUNCTIONALITY EACH TIME THE CUSTOMER OPENS THE APPLICATION

34\% )

THEREAFTER, EACH TIME THE CUSTOMER OPENS THE SNEAK PEEK APPLICATION,
LSING THE PROCESEOR, DURING THE AUTHENTICATION
PROCESS, THE STORED INFORMATION, INCLUDING THE CUSTOMER'S USER D, UNIQUE
DEVICE IDENTIFIER, NETWORIKIDENTIFIER, AND ENCRYPTED TOKEN, MAY BE
RECEIVED FROM THE CUSTOMER'S MOBILE DEVICE PROCESSOR

557 ¥

UGING THE PROCESSOR, THE RECENVED ENCRYPTED TOKEN
AND THE DEVICE ATTRIBUTES MAY BE VALIDATED WITH THE STORED INFORMATION
TOENSURE THAT THE REQUEST COMES FROM THE SAME REVICE AND IF THE USER 1D
OR PASSWORD IS CHANGED, THE TOKEN VALIDATION PROCEES MAY FAIL

Fig. 8
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BINDHING, USING A PROCEESOR | ACOMPUTING DEVICE WITH
ACUSTOMER'S PROFILE VIAAT LEAST ONE ATTRIBUTE OF THE COMPUTING DEVICE
AND AN ENCRYPTED TOKEN STORED ON THE COMPUTING DEVICE

811
h |

RECEIVING, USING THE PROCESSOR | AN AUTHENTICATION
REQUEST CONSISTING AT LEAST IN PART OF THE AT LEAST ONE ATTRIBUTE OF THE
COMPUTING DEVICE AND THE ENCRYPTED TOKEN STORED ON THE COMPUTING
DEVICE

512
) ?

DETERMINING, LIKEWISE USING THE PROCESSOR |
WHETHER QR NOT ENTRY OF ACUSTOMER CREDENTIAL WAS RECEIVED WITHINA
PRE-DETERMINED PRECEDING INTERVAL OF TiME

543
2 !

DISPLAYING, ALSO USING ThE PROCESSOR | PREDEFINED
CUSTOMER ACCOUNT INFORMATION ON THE COMPUTING DEVICE WITHOUT
REQUIRING ENTRY QF THE CUSTOMER CREDENTIAL WHEN A DETERMINATION 15 MADE
THAT ENTRY OF THE CUSTOMER CREDENTIAL WAS RECEIVED WITHIN THE PRE-
DETERMINED PRECEDING INTERVAL OF TIME

Fig. 11




