WD 2004/ 001601 PCT/ EP2003/ 009519 1 METHOD AND SYSTEM FOR TRANSACTI ON
Pl PELI NE DECOVPCSI TI ON  BACKGROUND OF THE I NVENTION 1. Field of the

| nvent i onwlOmopemsEnt i nvention relates to an i nproved AITZEP2pO3002HSI NQ
systemand, in particular, to a nethod and apparatus for information
processing. Still nore particularly, the present invention rel ates

gener al %[TIH%D %%O%Qis%gﬁ%Ra@ |6 10N 1B alMesmider pes or mance of
e

comuni cation Sessions tween client applications and server applications
in a network environnent. 2. Description of Related Art As electronic

commer ce has mat ured, géfég{)hﬁﬁﬁp%ﬁE g%ﬁﬁgﬂ)ﬁom devel opi ng a presence

on the World Wde Wb ng - and T nproving their e-conmerce
operations. Mdst e-commerce enterprises need to provide a high quality of
.service along with.a grof essional appearance in order to conpete

ef f edti veFyelidk REother IBVEBLEAGR ¢ busi ness services, i.e. e-businesses. A

vari ety ofr,r UeLsABdBREULEES AR W GOMMBHIAIY el | abl e for,

nonitoring characteristics o sites via the testing of Wb site

f uncpironalsistiy:.cany st agat héri mgXofl Peefor gh e MREANT &féht data or
et 1 L Gha A R0 GBLhARLON IHhRLSIRITEr 90l hefact i on wi th an

e-busrness is the response tine that is experienced by the custoner while
engagiant licw larr 1o~ c duinee inge serdn Sastargrion fred atgfeonadal bhdt® a e- commer ce
transacti.on, 1306 SRl B O UGl 3 MR Shdee i SE T el ativel y
sl ow%%tcf?é: u?g%%y%%ﬁg%% dilssaC?ﬁl stied V\.il'lth t he V‘Z?b site and may nake

subs eguentn i qriricha ses stilorsu dte tarestther L Vi SRl i gpistons G nRSET want t o
ensure, LAl CUSLOMR S, 318 [ B98I ANG- Al app! OPr [ ale response  tine, and
perforpr?ance metrics for the operations of an e-business nust be gathered
in order testetigrtniore dhkealespohsacttine and other quality-of-service

ohar act oL LRl 1 Wion B, £RS0 GNORL DY tEL A0

util itaatieah, fedse developing a presence on the World Wide Web to
maintaining and improving'their e-commerce operations. Most
e-commerce enterprises need to provide a high quality of
.service along with.a professional appearance in order to
compete effectively with other electronic business sexrvices,
i.e. e-buginesses. A wvariety of products and services are now
commercially available for .monitoring characteristics of Web
gsites via the testing of Web site functionality and the
gathering of performance measurement data or metrics.

A significant factor in a customer’s satisfaction with an
e-business is the response time that is experienced by the
customer while engaging in an e-commerce transaction. If a
user feelg that a e-commerce transaction, such as purchasing a
product through a Web site, is relatively slow, the user may
become dissatisfied with the Web site and may make subsequent
purchases through another Web site. Most e-businesses want to
ensure that customers are receiving an appropriate response
time, and performance metrics for the operations of an
e-business must be gathered in order to determine the response
time and other gquality-of-service characteristics that might
be experienced by a user. Although resource-oriented metrics,

such as server load-factors and bandwidth utilization, are



WD 2004/ 001601 PCT/ EP2003/009519 2 inportant metrics for determning the
operational performance of an e-commerce installation, these netrics do
not necewXaond/goipriovi de i nformati on about the so-cal | edcanckr20es/@nd9
response tinmes that a user directly observes with the e-comerce
installation. Hence, various nethodg have been devel oped to neasure

end- t gpord 2 RS ReSE dd RS ResmilbiliEhd ransactians thed f ardapeeal user
m ght request through an e-commerce installatjon._ \Wile discovering
aver 8§e 3G CEERF Te SPBiTS W e f dheEe (e s (AR MRE e- commer ce

t r ansReEHs@R 1GaR, Ml 3 riH AR tHion thethes ddecdesaonsed it seengeds to
be inproved, such information is usually insufficient for determ ning the
manné&e SHoRSFhitdiiesh atommetts iHsien bl | e het &Y ok fied in order to

| pr @ue dohie ual itk D1 6T ce.plddiough-imny Mebhosd tiesvarsesppported by
relatively sinple server configurations, nmany e-commerce operations have
becofEVEEBAREC MSFHH W s T e ih @ IR BHRT LPuF EREEE BRda Wb

Si t e Py, ARRSAnd 016 & SAY & 1 nansaGli g FEARAN 1OPSIGH O4n S _
perspective, a user's interactive session with an e-commerce installation

| nvolevePmnagse ofngfemylapmati ons  through nmany different applications. In
other worgg,; % NG M8y 4 gaé?tér&i‘-ﬁ@yeﬂcﬁw:?éyﬁofsée{irﬁéstfé:PSQCt' ons,,

al so. called a transaction pipelTne. The operator  of an e-commerce
ent ertpitista Inaegir | fif orenorce dbouis ageien rems et ohdal anguide aeransaction

pi peld ' I Helolol gy f 1 00 r . knteractions.
Ther 5‘%?@%%%?%%%%5 v%'ﬁt ageou%e%)&(;é p?%\%%gmég%g\{%%ﬂ &én system f or
decorpusimg tien opereagiahlvf insuf Gshent obhor pileed imbnimy otle shanper

t anoactone vt a0 TR o T | T OV A
met howhdesy stemmpppee atlus , Tamtl tonplit e2rpiogr am pbriodugh mane Pekesent ed for
decorgaoagggalaetg@ﬁg@f{ég%iplpgié{@vgyy simple server

configurations, many e-commerce operations have become

complex. From a user’s perspective, a simple purchase on a

Web site may appear to be a single transaction. From an |

operator’s perspective, a user’'s interactivé session withian

e-commerce installation involves a set of ﬁany oéerations

throﬁgh‘many different applidations. In other words, a single

user interaction ma? in&olvela set of transactionéJ aiéo~

called a transaction pipeline. The operator of an e-commerce

enterprise needs informafion,about each transaction along the

transaction pipeline in ordef to improve poorly performing

user interactions.

Therefore, it would be advantageous to provide a method

and system for decomposing the operation of a transaction

pipeline into distinct transactions such that information can

be gathered about each of the many transactions within an

e-business installation.

SUMMARY OF THE INVENTION
A method, system, apparatus, and computer program product
are presented for decomposing a transaction pipeline by

capturing metric data about the completion of transactions



capturing netric data about the conpletion of transactions WO 2004/ 001601
PCT/ EP2003/ 009519 3 within the transaction pipeline, such as an el apsed
ti me thatwamos/egeiired to conplete a transaction at eaclrcarerpeo3afoiibe
transaction pipeline. A set of agents are anong a set of servers that
respond to transaction requests foryresources. Two or nore servers can be

substantially logically.grouped..into rapsact | Lpelti i ich an
upstwighﬁ%eﬁ%%rt %?%%%%% nan%ﬁ%% ?éaﬁ?%%r%grgﬁfE?%gghgs#?ggn#ES?Cer
i ni tiatesquirsdbsequenplétansactannatoivheatoeashr eaapseptethso as to

conplete a previous transaction_at _the upstreamserver. ch. agent is
assd%?%?%%cgi?% %lggiﬁﬁ?'ingtﬁgtt?gn%%%ngnaﬁﬁpSWSH e g%aagnt gat hers
nmet réerdata ehaut résposactbonsahbattaoce regukkatedolby rekeuagesnt, which are
directed to a downstream sgﬁger gf t%gﬁgﬁiye& wi.t h @hich eac? agent is
assot{at Y. "BRF EPCPESER P ORE U PRE EsPHECROVEl SFEEPTres bel i eved
charasterastignohcthen papentiheniar ehseh hear tpserthe apperded cl ai ms. The
invention_ itself, further ob'ectLgegBFand %dvanta%es t here be'
: |

foo.will
best PEROEREP 0B BMPEFEFENEEYE 1 . FBFI GRFNG Gt ATFEE" GBSErABEFon
whenar gadskgueABj URehsaRtWohhtbhehacaewpanyeds sérawirngs, awheoei n: Figure
1A depicts a typical distributed data prgpessin% systemin which the
pr esERTPLAYENEI BREVEP e CFRPFEBAEALEdAL ERGUIMESEESG8DFEEYE Tty piP@at™ conput er
ar chpegturng hhabchaychewisad aWskhivera jdatdepecessichd oy plig@iiimewhi ch t he
present invention may be inplenmented; Figure 2 .is block diagramthat

depi GBs2dehEt ABFkesr HEEE1CprBEes §PRY s FEPEPe S SPRF &FS nfrastructure
of  $AALiaHEANBOUSOL@UEONQABYS AGeNtS ralerd ad RamRAsldteRamdi pel i ne t hat
operate in cooperation with a central server; Figure 3 is a flowhart that
depi EEEVETpPECESS FyTiRrcWidh phichcgrel PesRdadt GFSRidtiete is configured
W th transaction pipeline deconposition (TPD) agents in order to be able

to collect TPD netric data for the transaction pipeline;
: , BRIEF DESCRIPTION OF THE DRAWINGS

The novel features believed characteristic of the
invention are ‘set forth in the appended claims. The invention
itself, further objectiveg, and advantages thereof, will be:

- best understood by reference to the following detailed
" description when read in conjunction with the accompanying
drawings, wherein: k }

Figure 1A depicts a typical distributed data processing
system in which the present invention may be implemented;

Figure 1B depicts a typical computer architecture that may
be used within a data processing system in which the present
invention may be implemented;

Figure 2 is block diagram that depicts a network of data
processing systems comprising an infrastructure of '
semi-autonomous or autonomous agents along a transaction
pipeline that operate in cooperation with a central server;

Figure 3 is a flowchart that depicts a process by which a
particular transaction pipeline is configured with transaction
pipeline decomposition (TPD) agents in order to be able to

collect TPD metric data for the transaction pipeline;



WO 2004/ 001601 PCT/ EP2003/009519 4 Figure 4 is a flowhart that depicts a
process by which TPD netric data is centrally collected for a particul ar
transact i wo popaliseie; Figure 5 is a flowhart that depi ®CI/EP2pI00eHS by
which TPD netric data is centrally analyzed for a particular transaction
pipeline; Figure 6 is a flowhart that depicts a process in which a TPD

agent for aigaeeifziQssaag@o%harea'&hiaﬁuaéfaikﬁénéaﬁ%%ssp&)gﬁwh'l% [eceives
and processes comands froma TPD central ™ server; Figure is a flowhart
t hat 9BBi ®esracpfatassshyenhirehla cobbeggedt foor aapspédiciilarst age of a

partigybas trapnsagt Lo pi.pel i ne gathers and stores TPD netric data; Figure
8is a floachartag%%t égpfcts further detail for the process by which a
TPD agent Bboairrs5TPD arfibwcHatra &batmdrpionedai prbicguise by, whighre 9 is a

bl ock-gihagram.t hat, depi cts data collectiqgn process . in_which TPD netric
dat a Eg%bﬁggrﬁc ?B%1E%PEF8§£ﬁ?th8n8 H?Fﬁa??rT?DpéﬁgﬁFuﬂPFbr to being

f orwardedstotiancphpeadinserver; Figure 10, is a block diagramthat depicts
an exanple_in which TPD_petrjc data-is _gathered using a set of TPD agents
along a tr5ﬁ§35ﬁi8nlﬁiﬁeF?ﬁ@CFHrECEgPBaQEBlﬁFFhaaﬁr@ﬁﬁéﬁi#éhﬂ*”éﬁlﬁhe
presempDi ayenti @8r andpEbgene iiabe arbhogkrdiaghiam that depichs a set of

nodes_.within a. particular network topology along with an ordered set of

t r ansBEPPonE®t hEE S EPF eBBAt PECFRERSECEPONaBPBefrRR @ THEDn cerftaadet wor K.
DETAI EERvBESCRI PTI ON OF THE | NVENTION I n general, the devices that may
conprise or_relate to the present invention include a wide variety of data
processi ngFt88RRol 0g§. 2ThEPEEBREL SbabadkpiotiAada Rrigpissaby eigam zati on of

har dwers agdnsofbyakessRRRLIENLS Wkt Bisn,a V0. 20041001601 PCT/EP2003/ 009519
pipeline gathers and stores TPD metric data;

Figure 8 is a flowchart that depicts further detail for
the process by which a TPD agent obtains TPD metric data as
mentioned in Figure 7;

Figure 9 is a block diagram that depicts a data
collection process in which TPD metric data bubbles up from
TPD agents to a primary TPD agent prior to being forwarded to
a central server; ‘

Figure 10 is a block diagram that depicts an exampie in
which TPD metric data .is gafhered using a set of TPD agents
along a transaction pipeline .in accordance with an embodiment
of the present invention; and \ |

Figure 11 is a block diagram that depicts a set of nodes
within a. particular network topology along with an ordered set

of transactions that represent a transaction pipeline within

the network.

DETAILED DESCRIPTION OF THE INVENTION
In general, the devices that may comprise or relate to
the present invention include a wide variety of data
processing technology. Therefore, as background, a typical

organization of hardware and software components within a



5 distributed data processing systemis described prior to describing the
present invention in nore detail. Wth reference nowto the figures, Figure
1A depi ct woeeood/¢qab@al net work of data processi ng syst en®CTaerho3nfoshi ch nmay
i npl enent a portion of the present invention. Distributed data processing
system 100 contains network 101, whi®h is a nedium that may be used to

pr ovi ¢S eoHnnme ¢ ald onsprdnkss begwepatevai ¢ odssdevbe@spandrcesput er s

conn i1 hi di I but ed, data prqocessing system 100. Network
101 %%%%?ﬁ%ﬁ%%%en tc%ﬁ%é%?%%ﬁs?nsnﬁ%ﬁga‘geﬁﬁ%'or fiber optic

cabl es, orWignporiEnerconnent itnshdd dureeygrigakephangeph ctwi sel ess

co L.cations., In.th icted exanple, server 102 and server 103 are
comldc?lg TR Oefro%eagzlaol?dfﬁeﬁ‘? oPYG§ESMENi £29040T | vihaghi ®avn, clients
105- 10% kdmmtare peartiest ef the poloserk 18%enchbant spiQh:i0dand seLvers
102- 103 may be r%g:lr esented by a variety of conputing devices, such as

mai nfanesS S P SEECTE diffutcsrta iner 6huPrli §PLal whsshsianasmedDas), etc.

Di st riluk ashyladea L{E&P%%ﬁgﬁgﬁz%){ﬁ M0 1 FBY 1 ohBCY MRS ag%'ttliegnal SEervers,
clients, routers, other_ devices, and peer-to-peer arc r{ectures that. are
not STRWPYS P HETeFfinGt cPxEepIse cosnstteBut edethen widkiéssi ng  syst em 100
may | dicd thetes ey |ater JMLN 1 representing: a worl dw de

col | ection' of networ ks%%tgnd Sgatn?emt/gysyt%{nhgt&oUseﬁ(\e/%'rv?gﬁsfg?’o‘fl%%ol s to
commidilide viemageatarsrivect iossc h sashLaghties ght Dilbeet OpyiAccess

Prot qeal1 {4 DAR) , t r.ol _Protocol /I nternet Protocol (TCP/IP),
Hypertext 'Tr anstp()aoFt %ﬁf t 6¢0 ?J By, W?eF%ggu%pT? SRS PPBt ocol  (WAP) |
et c. "Orelngs aomivsticaliites .datla phecdssiogeaystempld0 Say -2l 562 i ncl ude a

nunb f.different types of networks, such as, for exanple, an intranet,
a l og‘% CE)asreerav enretl\%%r I?I)(IELEIQ)HPe&teQ WPdBetyPEs Rt watRng VaNIL Forrageanyl e,

servemit021wl r eatd . BURAK! S c16LiheBt 13991 §Nd, D i
i ncorpaorates w reless conmunication |inks. {Tl\le%(\%\/t)\l\%)ié< %%}gl?ee%@%%gkn% 111

connéti 45" MdtwoR 1EpG =t AP5ugR Twiendl essvetaklda21.0 nohPhée 113 connects to
netWQkﬁn%%QﬂkﬁHQ%@haWW%?H%%? EE”EO%%ﬂtiggoggv%éés?qgmggygéls '

mainframes, personal computers, personal digital assistants -

(PDAs), etc. Distributed data processing system 100 may
include additional servers, clients, routers, other devices,
and peer-to-peer architectures that. are not shown.

In the depicted example,; distributed data processing
system 100 may include .the Internet with network 101
representing a worldwide collection of networks and gateways
that use various protocols to communicate with one another,‘
such as Lightweight Direétory Access Protocol (LDAP), Transport
Control Protocol/Internet Protocol (TCP/IP), Hypertext
Transport Protocol (HTTP), Wireless Application Protocol (Wap) ,
etc. Of course, distributed data processing system 100 may
also include a number of different types of networks, such as,
for example, an intranet, a local area network (LAN), or a wide
area network (WAN). For example, server 102 directly supports
client 109 and network 110, which incorporates wireless
communication links. Network-enabled phone 111 connects to
network 110 through wireless link 112, and PDA 113 connectg to
network 110 through wireless link 114. Phone 111 and PDA 113



WO 2004/ 001601 PCT/ EP2003/ 009519 6 can also directly transfer data between
thensel ves across wreless link 115 using an appropriate technol ogy, such
as Bl uet @t tvdMboasoiel ess technol ogy, to create so-cal | ecqrerroosaloosiar ea
networ ks (PAN) or personal ad-hoc networks. In a simlar manner, PDA 113
can transfer data to PDA 107 via w el ess comunication |link 116. The

preseoh LRXENEL LD COI A B P! QIBNUSL Qrd st RleDladidisdnar e platfor ms;
Figure 1ATS intendetl as an exanple of a heterogeneous computing
envi wamekats ahininollBsuamarzhi apprereiaty ivaakmdlag.orsudie 35 esent

invention. Wih reference now to Fi e [ & i typi cal
corrpgﬁéngaP%%i t‘%fﬁf%s%ft%fr;llaré?%o%sfbg%ésci‘xg]egats%ss?de%%hg?coﬂ%as tha%se shown in
Fi guageblAnetovhi chpakip presentonal end-lore megtwdags npllenentssichi 1Bat a
processi ng system 120 contai ns one_or ral_ pr.acessingnnits (CPUs)
122 B@Hﬁ@%t' eéD%‘ol?‘?‘lt ‘é?ﬂaFra%/g?’en‘?%‘h% Egg&&mq?d% hh ewrlcroeﬁlneeéc%]s random
accessemEYt( BAM int2416read-only nmenory. - 126, and i nput/ out put

adapter*128, which supports various_|/O devices,' such as prjnter 130,
di sk' uni t §hel presentotiieerde\ATE P HE Rshdiip L R o' R dudi o Butput

SysteJjp h%&giwa%éstcp%@t@&n{%%?» R0 LAANGGE! 9 1CRARMAI g8t hANek3fp1adapter 134
that provides access to communication Iink User interface adapter-148
connécttervarnepssusempdévigesnvsyohmens &g boat dasl 400 andciviaetugl  or

ot her. .devi ces ngt sggwn suc asvatguch screen, stylus, mcrophone, etc.
Di spllayt ¢ OF 4k o RREEFE s yRYEHT BUS" 123 to displ ay device 146. Those

of ordi nany 1$Kidelf eirvieridae nakt vw Ik gaper esi, abedt hgtamt Bephatdvare in Figure
1B may vary depending on_the system inplenentation, For exanple, the
syst diraeflh SPEPYRE ToRTRBAE SCEPEEe 88 07 T2 BRCAT ASeRF L IRt BY FF§™ PeTHS i - based

processan ad @ o8 gint 3l g3ir@nah PLACRESeh (RSP)re 8B ONQvOht 10K andypes of
vol atile and non-volatilé& nmenory. Qther peripheral devices nmay be used in
addi thening exentedpl afetef prvedraridgasy stdepila®eddtHirguranelRr | n ot he

mord%ﬁoégm%égtfgfhggggégg{éé’units (CPUg) 122 connected to internal

system bus 123, which interconnects random access memory (RAM)
124, read-only memory 126, and input/output adapter‘128/ which
supporﬁs various I/0 devices, such as printer 130, disk unitk
132, or other devices not shown, such asg a audio outputl
system, etc. System bus 123 also connecté communication
‘adapter 134 that pfoviaés’access to communication 1inkfi36ju
User interface adaﬁter'i48 connects various user devices[ guch
as keyboard 140 and mouse 142, or other devices not shbwn;
such as a touch screen, stylué, microphone, etc. Display -
adapter 144 connects s?stem bus 123 to display device 146.
Those of ordinary skill in the art will appreciate that
the hardware in Figure 1B may vary depending on the system
implementation. For example, the system may have one or more
processors, such as an Intel® Pentium®-based processor and a
digital signal processor (DSP), and one or more types of
volatile and non-volatile memory. Other peripheral devices
may be used in addition to or in place of the hardware
depicted in Figure 1B. In other words, one of ordinary skill

in the art would not expect to find similar components or



in the art would not expect to find simlar conponents or WD 2004/ 001601
PCT/ EP2003/ 009519 7 architectures within a Wb-enabl ed or network-enabl ed
phone andoeobubdiyoif eat ured desktop workstati on. The dematvertoosnosspl es are
not meant to inply architectural limtations with respect to the present
invention. In addition to being ablé to be inplenented on a variety of

har dyaciei ptatfivesswitheénpaewebt ehapeati on maywbek-enpbépdEnpbdnien a variety

Cont R Br 4 EBEREFANI=RiLRPr GEER ke Aot obbes NG Ey&Rem For oxampl e

one @eihEtesMyel HBtamank" toperaliyngreystestunhill e iatebheondewiicd cont ai ns
a sinple Java(r)._ runtinme environpent. A representative conputer platform
may FREPEEE BObFBRsBrESRRCCATVERELRBII known software application for

accessi ngrhypert exbndecurenhy hBla var bet ympflenbaredt sn suehrdtgr aphi c
files, word processing files Ext ensi bl e Nhrkug Lang;age (XM.), Hypertext
Mar kBp Pargiage PLAFAOFTSHaRdRePdSBERce WRPkIF L ERYUSGe (HDML). Wrel ess

Mar kgpp1Lagguade iV araRe wWaki eustobher chofirahmeand .t ypes vofi Jd1l es.
Hence, it should be noted that the distributed data processing system

showRPEHAELGEr EYEASs "éyn PENPEEfedCasSOPEiRG PEPEY 28bPESPS 3 hport a

vari gtynoh Reeh- HatrRegrolnaehs; agdreeer - ForPeRhmpse! VhaeSdetheepr esent
invention may be inplénented on a variety of hardware and software

pl at fieynEun asUdestroperhtaboy sysise  whidel Bhoshey, dewbddghconheippesent

invention is diregted tp a technique for deconposing.a transagtion
bl pePi AeoLEoIaVE” it g BT anl | GatFEBRGPE ALA /BT BUEP hoos
i nst ghbakbef, mbi 9hdBLJEO0aO0BlakHet Nfyie 100 4 Rallll knwme sogtasidaar than a
typical prior art solution,of obtaining an end-to-end response tine for a
user 3PRE-&FRELPBNLOFhBCCRERRRP JUEPDFE ¢ He FRBEEHES et VG &owE t he

st at ifghinedk, Bebavkar gehpRrachrsess | ool phEssMiddifiidd,ransaction
pi peline to be analyzed In an attenyt to isolate processing bottlenecks
and ﬁﬁFéﬁ?FQﬂefgﬁFﬁP@sPapﬁuéﬁﬁefx%b dsiyRgjgrext Markup Langduage 5

(HTML) , Handheld Device Markup Language (HDML), Wireless Markup
Language (WML), and various other formats and types of files.
Hence, it should be noted that the distributed data processing .
systém‘shown in Figure 1A is géntemplated as being fully able
to support a variety of peer-to-peer subnets and‘peér—to—péer o
services. | '

The present invention may be implemented on a vériety'of
hardware and. software platforms,‘as described above. More
"specifically, though, the present invention is directed to a
technique for decomposing a transaction pipeline, e.g., a |
chain of server applications within an e-business
installation, in order to obtain information that is more
granular than a typical prior art solution of obtaining an
end-to-end response time for a user interaction. The
technique of the present invention allows the statistical
behavior of each section or “hop” within a transaction
pipeline to be analyzed in an attempt to isolate processing
bottlenecks and potential failures. In other words, the
gathered information should act as a guide in the

determination and isolation of slowdowns or other problems



gathered i nformation should act as a guide in the determ nation and

i solation of slowdowns or -other problens WO 2004/ 001601 PCT/ EP2003/ 009519
8 al ong wwdrobhieieEt er m nati on of potential renedi es. TheT/ERofBNguUe of the
present invention is described in nore detail wth respect to the

remai ning figures. Wth reference &iow to Figure 2, a block diagram depicts
a netverk:ef datadprecesshigdosystepbteanpuilsicegednesi.nf Fast ruct ure of

sem - aut ononobus or aut ononobus agggts al‘on%\?%lcr}i%% sact Ol}epld%% |ir12nt hat

opefackniaueoopeitde eAererh A"VEBHLPR 1Se ccor dance W th

enbodi gepL gt the PregentnaliRYABL F@Burkisam a user perspective, a
transaction may conplete a single user-requeste%rioperat id%n.. If:ron; a

t echni caliitpersfestengs, new tonFASUEEn 2ray b PS4 GEd 28k GFRst-of

comuni cati g to I tween entdtises.g A ransaction pipeline
conpri-§88 aors%ugarsat%é—’lntcpﬁlﬁﬁ%%t%?l%rs set of E!onle of more transactions; each of
t heihfansacticongreaf Sairegdodethaars Ceprasananysa astedye FLAMe i pel i ne.
At each _stage wi.thin the.tra ' el d tONS, QFidWwrL transactions
ar e%ﬁf‘f‘@ﬁﬁt el%nar?&poerllcnoerrp hg teg%?egﬁ%t%qplg{r ??écugf)%ra user interaction or

r equesi- raforseaxanpl o) advenrdrnrsewithy equesmbodinvegl: pege e dMecRet ver, the

user,' s request -represents | Qi t a&s%gaicqﬂgrpafg y set in notion
a S&S %qéjﬁ]e'-ormf% &t ans g%}:ls%{léscqj’t%’ n%st & conpleted in _order to

f ul fhdndp Utdte: of i gimgl e nespieste qBstmE eopda by N oK et ViegChmicabt cont r ol
all of the resources that are. r ' 1fi1]1-2he g¢iginal request,

t he PSYSSRST 16y vr T TR Heet ntrrbae)gg%]% %?ég%%%hge%r Aserver whi ch represents

anotdtmur Iansash | Phetoand 4diel set drelawsgeseeveit ey- need to subnit a

search query to a-database engine, Wi [ anot her tragsaggion. In
addi ti on,® %r?%?flt?ﬂnp%jr%ﬁ’fle Wt gég%t%eggg%ransact%%ns, the first

ser it ey dieedot omeot | ecindeesidos; ¢hehsefvibe thapsigtbenagcprovi ded to
t he user, so

e et Bhae PRl e o RL A b B Al b ke
stage within the transaction pipeline, one or more “
transactions are ‘attempted and/or completed for a particular

. user interaction or reguest. For example, when a user
requests a Web page from a server, the user’'s reguest

. represents an original transaction that may set in motion a
get of one.or more transactions“that must be completed in
order to fulfill the original request.  Because the original-
server may not éontrpl all of the resources that are reqguired
to fulfill the original request, the original server may need
to contact. another server which represents another
transaction, and the secondary server may need to submit a
search guery to a database engine, which is yet another
transaction. In addition, possibly in parallel with the other
transactions, the first server may need to collect fees for
the service that is being provided to the user, soO the first
server may contact a financial institution’s server, thereby
initiating another transaction. One can understand that a
single user request can quickly fan out to require the
completion of multiple transactions.

While the term “transaction pipeline” may be used to

describe a set of transactions that is necessary for the



singl e user request can quickly fan out to require the conpletion of
multiple transactions. Wiile the term"transaction pipeline” my be used to
descri be wosmb4/afi6dir ansacti ons that i s necessary for thedHER20B400003601
PCT/ EP2003/ 009519 9 user's request, the set of transactions does not
necessary follow a linear series of transactions but may branch into one
or nu& 14 ansacdion phReLipess OfrshiL8FBohY GEHBI he€ AeckEaRggCtion web of
multiple transactions; at times, the transaction streans r_ra¥ operate in
par afPelowarrl Worearr perigs Ph SEAPEICTACTPaRBACTRYNCERPER ABTCaR e
regasdeg as @, o 3PLCERLnCRASE-Pindst bANSALELABR WBD cbRpWikehat he flow of
transactions Is substanttally I|inear, whereas a transaction web can be

r egaf B ast bomorebgefemal tense FRAWARERIPRE ﬁéwtlﬁlﬁstrréFi@acjti ons nay
branchy o o 1y t g@&gahgafm%;gga%r €AMBaraThe 1l 6h nbtarsagliar, pi peline”
is used as a general term ~hereinbelow "the term"transacti on web" is used
her eimbetoies onl i whensacdiisni pétprdhnAecds be pegmadehesween a transaction
Pi peLie; a0d-a.L 3psacti an uebs oheetr aRsanibans jkhay gomeri se a
transaction pipéeline or ransacti on web can be substantially ordered. As
not edrabszet iorachst cabsteniconlpiypelinrerst ajeneay subbseqeastiypyri niti ate
addi tjon trans i fro r ctl Lpehi. agesy,, Hence,

Ther 8-B:%an BRGERELr IR a3 Phoc prhRcadlEsRe TrhSHPR R the

ori gphatrénaasacbnenmathérbhotv ahteemuér ipleqiestsafodridrhesaeaddi £ i onal
tran tions f,romthe original-.user.re t to.t final .s e of the
trangggt#gﬁmpi {55 Pﬁgthlgﬁl épﬁééélféi b&d- ,%%%%n&ﬁ r?g%%éloevxw%gl rteea t hrough the,
t ranbactinhepbpel the stagestreesponses twelkt’hdse ussguéstrseigdeldye descri bed

as m%% ?gwthSt r%algtlj}n@t%uo%h#ég st rtan %Cl%nla ne .bDeI wejefelr{l ea sctra essaictlj]_corg he.
transacti on web conprises onl'y a .l near Series o ransactions, 1.e. a

t r anpaptildnepipél ane rartseen ieackvedt.age of the transacti on pi peline has at

nost one ., gj acent a% wnstream st age: N fe tah trans: cltol on ipie[ﬁlrileneoai ans out
to a web og mut- €11 e%trélﬁsa%tl o gﬂlpFélgms, tHEn A" 1eas P

transaction web can be substantially ordered. As noted above,
each transaction pipeline stage may subsequently initiate

. additional transactions from other transaction pipeline

- . stages. Hence, there is an order or flow to the transactions
that result from the original transaction. The flow of server
requests for those additional transactiong from the original
user request to the final stage of the transaction‘p;peline
can be described as moving “downstream” through the -
transaction pipeline stages; responses to those requests cén
be described as moving “upstream” through the transaction
pipeline stages. If the transaction web comprises only a
linear series of transactions; i.e. a transaction pipeline,
then each stage of the transaction pipeline has at most one
adjacent downstream stage; if the transaction pipeline fans
out to a web of multiple transaction streams, then at least
some of the stages of the transaction pipeline will have more
than one adjacent downstream stage.

As noted above, the present invention is directed to a

technique for decomposing a transaction pipeline. The term
“decomposing” refers to operations for obtaining availability

and/or performance metrice about stages within the transaction



sone of the stages of the transaction pipeline will have nore than one
adj acent downstream stage. As noted above, the present invention is

di rect ed W mo4/086d1ni que for deconposing a transacti on mEQIALR2068/00331@ t er m
"deconposi ng" refers to operations for obtaining availability and/or
performance netrics about stages within the transacti on WD 2004/ 001601

PCT/ EP2@934/Q0931% 110 RiPgliientandich ik Prieseitnddivgntion, information
is gathered about transactions throughout the transaction pipeline. In
cont Pashegedpeiberitartr anscinfiiqies HRaMSFaite rt sh| 5 BRI r esponse

met rbqgeltﬁ%.pr%e@oﬂt%%t QN ONIA RS-+ IEURAQD dihdiecfd el y granul ar
measur énents representing resource availability, resource consunption,

el apsed vt iemsl-usiare nhsipmyys comedttiars nethe e easfvei drentieh ekemsagt i on

st ag ut. Gt.J ' I e ' pare i e 2,

cli e%t§1f g:\rr/]nl%(L:&gL%cilt)OlrI rs?r?)r#% ?r?é%ol%) %ﬁag{r}?%!lllogrﬁelanﬁgegﬁér%{% sup%)%errfésﬂt&%}/pi cal

end- Fseourasplaveatliadnis, 1 tatc r e unrasvsam sapid oo i onla0ed Aptedid- user may
inte towt | i ent ; - such as

tr an;tggltel \(l)&r'larzéll:l pl i%ﬁ%‘%%%‘%%%%ﬁﬁ%@%@ﬁ% 2%%33‘? r%ﬁg \'transacti on

i nt esftage 206 rorgnsae tilen tpplddatdrop 202l iepr esent s a Wb page server,
search engine, ., diT6RlONYy Do QTS Other Ly Pe. of DSl ypr ks Ageposi ple
resource. ransact i'on i nt errace 8 provides any requi recfnsuppor for
condudtiigig tite tiansiaitons, Sidbas copilrhTadhdnugsotocols, e.g.,

TCP/ | P. qr. HTTP, database engi ne | anguage support, e.g., SQ., or any other.
i Nt ePPRIe FEGATBNEHG! THRAMITRE i 2Rl L frE e e diR 2B 0E225i ng syst ens

showq,dn FlQure. 2 e be) s 4 ogh 4di rasle SONMUN|,GALIPNLinks or through a

net wor K, suc as network 101 in Figure 1. In order to access the resource
pr ovimberbupycds ansach | on applsaction Adliciiem 200 sepdsriaedtbmnsaction

request to t S c]'_;i 0 lpl i caéi on 204 through ranfaé:ti on_interface 208,

and i Hogt %cgé;e@? %lﬁril%ﬁ{) 607 tsju%eldbte‘?ﬁ#?/cge%%é ves BT ANERTTi on response

fromdgpmsactien 2epphégadd e 204 s Qe t £3RSAE] | 98 t-Bheehdees208.
directory, or some other typé of network-accessible resource.
Transaction interface 208 provides any fequired support for

| conducting the'tfansactions, such as communication prtbédls,“
e.g., TCP/IP or HTTP;»database‘engine language suppért, e.gl,
SQL, -or ény othervinterfade»réquirements. vCommunicafiSﬁs. |
between ﬁhe data“proéeséiﬁé‘sYéfems‘shown in Figﬁre Z‘méy bé
through direct commﬁnicationwlinké or tﬂrough a hétwérk,vsuch ‘
as network 101 in Figure i.. In order to access the rééou#qéyv‘
‘provided bf transaction appliqatidn4204, client 200 sends:é;
transaction request to transaction application 2044through
transaction interface 208, and in most cases, client 200
subsequently receives a transaction response from transaction
application 204 through transaction interface 208.
In a manner similar to system 206, system 210 supports

transaction application 212 through transaction interface 214.
In contrast to system 206, system 210 also supports
transaction pipeline decomposition (TPD) agent 216 through TPD
interface 218. TPD interface 218 provides any required
support for conducting TPD operations, such as communication

protocols, e.g., TCP/IP or HTTP, database engine language



In a manner simlar to system 206, system 210 supports transaction
application 212 through transaction interface 214. |In contrast to system
206, systwo DdDoEb@EO supports transaction pipeline decaqosk0e3mz1dPD)
agent 216 through TPD interface 218. TPD interface 218 provi des any
requi red support for conducting TPEDloper ations, such as communi cation
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requirements. It should be nofed that 98 &Y cOhpri se much
or @l off tiiee resouncesss ttist compstses tirsnsecd t Don | hhesFag€e 2444 . For

exa ch of these interfaces may_conprise functionality within an
ope?ghernge%néqlgem teh‘—’}eﬁ%1 ecirgc%ee%e Wt%gﬁ%%pzﬁw ‘é‘PfEP’Eh%eopera%/i ng system may
pr ovifdeaoinmeil dat ivoith facinh i dpesst ﬁigﬁl-sy%@m ttlflga’@r%@@é@@és that are

execuyt | 0 ste 10. Moreover, in a distribute rocessin

envi %é’nS%ﬁ‘f rb]ifysarfb%]l tﬁ“%eowaetd“?%aﬁy%ti?ﬂbd‘i‘%y R @%%%P%@gmlambcghb@n
necessarilit s | aaad d bt heide PRSESSddhathds Usd rl%(ég’?t%ﬁfsgﬁrce’ e.g.,
renote procedure calls or simlar techniques nay be use 0 Obtain
resodsry%se“i‘ 1% prbearens Herm | birddr Bboved riecesesent | nvention obtai ns

i nf orgrBti fhmassociat ed, Wid td [ tages throughout the transaction
pi peline using agents. In gel%era , %n&g%%n ‘%%O%tl%%f WRTE Prdgram or

si mi PGt dtgespataky g herertiad oriet ipwrce perfloatrsi @ waskg orhdehal f of
anot R¥stdd V.o I t i tion,' TPD agents, such as TPD agent
216, are resp%nesigpbl'e%x‘%fé%%ce%ﬁxggr%ﬂhisc Ofatsaﬂ%\ Ut STRPEETIRE hin t he
t r an&%ot ish ugaddie mbtonlbatrddufearfappl imatdeans . The TPD agents are
locat ed and/ qre i i fd puligd, 4 hrgughout the fransact i oogb‘_e%lj%el ine. In a

preferred enbodi nent, there is on Tagent’ STHskYLi th, - each stage
or, trEiERtiom iasadnl atehsadt orrampispeliore diwie N MARKISWO TRAI tor; in
o et 80 1 et B Sl oot Pne TED ISI! Sppripted Wik
Fi gure v g nanplar ERDidgententdept oyed @Jalge®s information or
performs a task on behalf of another entity. In the presentA
invention,?TPD agents,; such as TPD agent 216, are reéponsi£1e 
for gathering metric data about stages Qithin the tfansaétionbvn
pipeline on behalf:of”an app}iégtion. The TPb aéents ére
1pcated-and/0r‘distributed phrqughout“the frénsactiOﬁ -
~ pipeline. 'In a\preferred‘embgdiment) theré‘is one TPE'aéeﬁgi‘
- dssociated With»each stage or transaction in the transactioﬁa
'pipéline that one wants to mdnitor{ in other embodiments, h
there may be at least one TPD agent associéted with‘eacﬁ
transaction in the transaction pipeline that one wants to
monitor. Figure 2 shows multiple TPD agents deployed along a
'transaction'pipeline; for example, system 220 supports
transaction application 222 through transaction interface 224,
and at the same time, system 220 also supports TPD agent 226
through TPD interface 228.

A TPD agent of the present invention gathers information
about the responses that are experienced by the server and/or
application with which it was associated when it was deployed.

Stated in another manner, a TPD agent of the present invention



transaction' pi peline; for exanple, system 220 supports transaction
application 222 through transaction interface 224, and at the sane tine,
syst em 22WoadosgoEepports TPD agent 226 through TPD i nt exdTACR0@A89514 TPD
agent of the present invention gathers information about the responses
that are experienced by the server &dd/or application with which it was
assocyat ker whert drnawsonepboyedthe Statpons®s anbahearanareerian¥Pd agent of

the present Liuier oD, 0, 2004 001001, PCTL ERZ005 009519,012 gaher <

i nformati on about t nsSes are experience ransacti on
pi pel The epegﬁtemnMMfchhetTPE dephby edf tﬁhepneeeat|mnvehtuba ¢Rb agents of

th t] d bed which i
hat B TRD ST G reromRarprE andth Y Eb AONHIR  EoRbRcag rom ot

Ieastgabheradpemrwm ddbmmssseaﬂasédQE1bﬁ tdepbnaasacibmnapi pehsge. A system
anal y want at her netr t each tr nsactLon i peline stage;
in th8% cas%aceanﬂégﬁgﬁFr?gm ﬁtg%ﬁ e%hﬁﬁ?ﬁaﬁiaﬁ fPﬁnEéEF#gﬁgpipeline
stage. |n B spsederaedl pebodayentnt acdRxelgent mebat ci aassaei ahed with a
transgctl eline t he same system or device on which

t age execut es og
t he- app?lﬁg??%ﬁ% %h%?g}ngeﬁ5%9§ 7 cOfpr iR ngPEhe 2t rans38Ersnifi pel i ne stage
execuaesoéiaheﬂghlthne&hﬁ tparbect ednepbpdl Peat stagst TPR agents are
co- Iocat ste n_application of interest within a
t r ansRtri %ﬁreé %@??i%me?g]sﬁoﬁPa ggeﬂBtgﬁaThéF pRECCERFEE WABN &8st stages
of attaansatiownpppeeihsestagpr esestitspeshatheassse %gse&ﬁmake of "a

| ast e case is sho 2 wth TPD agent 2 that initiates a
trans§ ?Sﬁt8n Y?%ﬁ%aE??oﬁpang?Eé??%na@ééoﬁnse§V§FénFQQErﬂﬁF66gﬁh?ts

transazaneactmler;ﬁﬁpeliﬁé sy8besystete 23201 €R885h, RAL tnhkncl ude
a, TPD. a t s ag |d also be noted thatthe term "server" may refer,to a
phy5|85 ﬁ5F8 FEOQRYTERE  t RRFEplBYi AeSEE cRES £6-ACFaE6Hr Wéthrato. a

SOftwayetema@$|aﬁaéppnléaaionpbﬁVhﬂt§§e§ﬁCﬁ§§h&ﬁ 8 tespukeeicwherein a

resource - M£de variety of hardware or software entities or
port|Bﬁ§ ?a%?EO%t s ould e noted that the first and last stages of

a transaction plpellne represent special cases. An example of
‘a last-stage case is shown 1n Figure 2 w1th TPD agent 228 that '
initiates a transactlon to transactlon appllcatlon 230 on
system-232 through its transaction 1nterface 234, yet system
'232 does; not: include a TPD agent. It should also be noted,
that. the term “server” mey refer to avphysical hafdware,device
‘that . provides access to a resource or to a software
-application that provides access to a resource, Wherein a
resource may include a:wide variety of hardware or software
entities or portions thereof. A

A variety of reasons may exist for the fact that system
232 does not include a TPD agent. One reason could be that
transaction application 230 is known to be the last
transaction stage in a particular transaction pipeline or
transaction stream; in other words, it isg known that
transaction application 230 does not initiate additional
downstream transactions, and therefore, a TPD agent has not
been deployed because it is known that transaction application

230 does not experience any responses from downstream



A variety of reasons may exist for the fact that system 232 does not
include a TPD agent. One reason could be that transaction application 230
i s known Wwo lweswtienll ast transaction stage in a parti culrIT/ER28083@me110 0N

pi peline or transaction streany in other words, it is known that
transaction application 230 does ndt3 initiate additional downstream
transaehkansionnd t hepehetrereastRDcagédt beashaot a lsowt adepheyadtbecause it

is known that transacti lLi cati 230 es no Xper.j e Y

" espBRECESFr BREHBRASEr 54 ABCIORAFE01651 PETPEPSG0S/ GUDSTG® 1s 22
tran%é@%h@@%h@\”@%@%&mr BASAR sEOUlE lalecmaa aheystemianaingt has not
requested the deploynent of a TPD agent to system 232 b cause t he system

anal f¥engastdes; éeégﬁﬁafioa’@@lttrledﬁ‘alf Topy §YEEET 07 20 dgsd rdam from
Syst %Tg%%% ONOLLSNANE Iddn JHBlR 120 BieBRl GRRSRGUAN! dladl, NOL | Mmportant,

hence metric omtransactions further downstreamfrom system 232
are netrdt idater éstm Ay aevezpliensf farftihest dovangd nsase o FaEE™ Fi gure 2
W th r%.l mary TPD agen 240 operatl ng through its TPD interface 242 on
syst ém2A4S FrE P lé%‘ 501 system 244 is termed a "prinmary” TPD agent

because i tarsyRiReSiczeF a fainsic tgtangacizisen id BHdwn timriapiteore pi peline. In
this manner, the primary TPD agent can be interpreted as repre enting a

vi rt waithigarimagsc Fikbe adre theddd OREFEE IR ttHROusst et P Dy o t shoul d
be subst apfialdoL.d @%48&”%@ 1818 £did Grend, J18sPoNse 14 nesmddial an act ual

user woul 53)per| ence, e.g., through client” device 200. It should be noted
t hat “@mpmiarary TEEDW hescaumst thecsesmer%ﬂersecﬂuﬁ@dswtlaa@m@@@nal yst

determ 1ings th ctsudnf.' Ci e&t éatlﬁ{l q{ﬁg]e %héﬁrﬂﬂrﬁrf@ﬂce of a
ta is

transacti on p| PEITNe Cart e generat ed Rer et ric
gat hermﬁawatrhéaa)t:he:refmﬂaagbme :tépmﬁgmnﬁtng e vimetwak usemnsacti on

P Do R0 SRS, i Bt bl sallnted Y

i's Iﬂkflgubéﬁﬁﬂtfﬂlly -the same as the end-to-end response times
that an actual user would experience, e.g., through‘olieﬁt B
device 200. It should be noted that a prlmary TPD agent is
not necessarlly requlred if a system analyst determlnes that a
suff1c1ent statistical plcture of the performance of a K ‘
'transactlon ‘pipeline can be generated from the metric data S
that is gathered by the other TPD agents throughout the *
transaction plpellne.J However, as noted abovef the’ metric‘J‘
data that is collected by the primary TPD agent%ehould"be
similar to actual user experiences, so it is Iikeiy'tﬁat"a”
primary TPD agent would be deployed in most'implementations‘Of
the present invention. It should also be noted that the |
primary TPD agent does not require a dedicated system as shown
in Figure 2. For example, the primary TPD agent could be
deployed on TPD central server 250 or client device 252.

TPD central server 250 supports metric data collection

and TPD agent configuration and control in cooperation with a
variety of backend services 254, if necessary. For example,
various distributed infrastructures could be used to support
the present invention, such as the Tivoli™ Management

Environment, which is available from International Businessg



primary TPD agent woul d be deployed in nost inplenentations'of the present
invention. It should also be noted that the primary TPD agent does not
-requi re wodmdi/eat@ad system as shown in Figure 2. For ecange)s/dobaopri mary
TPD agent could be deployed on TPD central server 250 or client device
252. TPD central server 250 supportis® netric data collection and TPD agent
configunahéon andigoatr of khecpopeeati dmveinthoa . vieitaty ofbsadiatd
services 4, i f necessary or ar. i3St ki :

of Gt PACCaFEEcOnPE BEoUIER FISEaRerY e el RIS such as

t he JhvabihseMaBagenesh £ iGutiatdone plaravdeitehrsi L 58vaiscatilpe <f 1269 1 nt er nat i onal
Busi ness WD 2004/ 001601 PCT/ EP2003/0Q9519 14 Machi nes,, assignee aof the

pr es8RPEPRVERt RER. NEt AtESFalR foraRtioD 5 && é&@%%ﬁﬁgﬁ%ﬁb ts may

be _SE%%% 8951{?8 "gfaft'a%as%atz%laaseA%Sého%ﬁfﬂrgwi@tdx@ araEders 258,
scripts 8 , schedul es 262, or other information may be stored in TPD
agentlatebategupad ofthdat sisasd c264 cots & vl daatRqiterornghidse  dat abases
and Qltelg%ror?{ervi ces could be located throughout a network. Cient device
252 supports TPD control application 270, which may be a stand-al one

appl i cat i ofientmeeviieea A0 -dvaged-t il catritorelt i uses piru@Ths, ActiveX
control.s, Web pages, ., or, other sim.l.ar_ .technal ogi t hr |

Wéb- W?‘&\fg‘e PPy B8 5 Ao RIS stk it et ‘%rné‘?““ ﬁ/}n‘fi ga 3’?’)@@%%%? t he

per f appaice tdforna tiartt veid sarp hvcpnisact 1201t iprgie | doves melys uSeed Rigeont r ol

application 27Q,i.n conjunction with.information i.n TPD agent configuration
dat alfs&' F64 E3 Bt QT AHT N (o1 AT et BT 15 St 91

dgent or a,
par t ipdulcdorint . angactigrenpigred iver thwer wanrerto movhitody,  he TPD.  agent

operates in a confiquration. . context is described in nore detail below.
T e Sgs TGt s S SR GRRE A YRTE SSpoT Tt on 272,
Whi clzaryr-dae aabSitiadict iadr0 ey ap | € et Don am t1aphh £ Sahd ©hoNin arPD

Web' -browser-type platform After the TPD agents have submtted metric.
dat a gtk IR R datakrertith P pethEeure oind B b Age®in TPD

et r'&td%fabf‘ﬁf a%@it's ¥For a particular transaction pipeline. 'Thﬁe 1

manner in which a TPD agent operates in a configuration.
context 'is described in more detail below. :

Client device 252 also supports TPD metric data analysis
application 272, whidh;ﬁay.be a stand-alone applicatién:br an
application on4asWeb§bréWSer—type‘platfofmu After the TPD

' agents have submitted metric. data about a particular ~
transaction pipeline.for ‘storage in TPD metric database 256, .a
system analyst can examine the metric data using TPD metric
data analysis application 272 to find processing bottlenecks
or other types of inefficiencies or problems within the
transaction pipeline. The manner in which the distributed
system collects TPD metric data is described in more detail
below.

With reference now to Figure 3, a flowchart depicts a
process by which a particular transaction pipeline is
configured with transaction pipeline decompogition (TPD)
agents in order to be able to collect TPD metric data for the
transaction pipeline. As noted above with respect to Figure

2, a system analyst or similar user that wants to monitor the



system anal yst can exam ne-the nmetric data using TPD netric data analysis
application 272 to find processing bottlenecks or other types of
i neffici ewa ®ms4/arieqar obl ens within the transaction pi pelRQREP206BR00EBNEr N
which the distributed systemcollects TPD netric data is described in nore
detail below. Wth reference now &8 Figure 3, a flowchart depicts a
pr ogesst Bymahit € o B papateidalat ransast¢oiopi pebehene sMa¥oRPPgiFEd with
transacti o i peline, dec osition P e . Ln..ord tgeb ble to
coII%%?tﬁ@£>§%§f?%aHé?ﬁ ?ﬂ? ?%eco??é%%g%t?%% %%%é#?ﬁe% %étngfengbove Wi th
respggint @ E&9U£e%a£tiau§a§tEﬁaﬁﬁaby$bnopi§éhihar user exhapleaptsat o
moni tor the WO 2004/ 001601, PCT/ EP2003/ 009519 éS Eerfor nge.of a
par t fef agur rRASRCPFBReEF palti heS nBYCGERT TPDVeB6AP ol SappPitat'on 270 to
conf%gﬁﬁgeagq monitor a set of TPD agents for a particular transaction

I he.

pi pe An exanple of a configuration process in the present invention
i s shown The Pirguees3bePhasprotbss BEGENSSWPLR1RIUSBE & B *ng one or nore

L1 ansachian. eLVeLsEhal ALe Lecheq0rauBeduBeatbiictthetuilegi cal |y

associ a one another into a tranSaction pipeline (step 302). A
trandagticeilpi pekbuéatgdnwiithepngl BRothey B&t&sSottraredhOR t he newl y

created transaction phpel | Re LLan 304) p:30d sLhe iueansagidon ipel i ne 1D
can BePised s of arious operations that "are associated with the given
t r anmagt ben apispelianed Mitéer naki velyly arsetedf tineassattiioon Pid&viéls nay be

obt ai ned fr.aom. ot her urces, such as_a_dat.aba .0r . an tem
soft%&F?paﬁﬁﬁﬁcaﬁth%%f.éFthﬁc }fghﬁﬁfggfgé)twé?§16%EE%§§¥tEat nanages
the seRMRS JRIr-LAChsSaNRl aire tReddiansartiiam pibeeldinen each server "is

processed individually in the follow ng manner by Qpin t.hr ough t he set
of t rFEFSEAGTHPs ANRGIS TSN néXtE eSS A S hi¥dert i ior# t "’mssget(:tl:wrl

the GFARIM: SRV &e idbtddiged tHransaniticaan gueldae éwm@sprwaksssts;;;seeq eq s
(step. 306).. A.resourceogeggiéEid%H%% £g%jféy Fh%ﬁ Lurrent, server (step
308)Fm]£ﬁf§§?r system s PP , g., ‘ ,
software package. that manages the servers. 4
For each server in the transaction pipeline, each server
‘is processed individually in the following manner by looping
through the set of'transaction servers. A next server
identity in the set is selected as the current server in the
transaction pipeline to ‘be érocessed (step 306). A resource
type is determined for the .current server (step 308), .and an
appropriate TPD agent.script is obtained for the resource type.
through a variety of possible. mechanisms (step\BlO), e.g., by
generating a script, by building a script through input from a
user, or by retrieving a script from a database, such as TPD
agent configuration database 264. Appropriate script
parameters are generated or obtained for the script (step 312)
along with an appropriate script execution schedule (step
314).
If not already deployed within the network, a TPD agent
that is to be associated with (and/or co-located with) a
transaction server is instantiated, distributed, or otherwise

deployed in a manner that is appropriate for the operational

framework of the TPD agents (step 316). TPD agents may be



appropriate. TPD agent,script is obtained for the resource type, .,through
a variety of pos:sible.nechanisns (step 310), e.g., by generating a
script, bwdnend/ditey a script through input froma user,P@VERYOF®PIIDEVI NG a
script froma database, such as TPD agent configuration database 264.
Approgri ate script paraneters are (én'erat ed or obtained for the script

(st epr8Y2FedqtdRPuah 1t las tsprich rdidtte idurtinm etdwaudh wehetkie (step
314) inkk aNQtnedld 68y dERIQYRE W AL the NRIWRIK, A TRha99 e that is to

be associated with (and/or "co-located with) a transaction server is
i nst fFEFeCed, Adicslisnead iy smimandl s tdept apedt ite dhmmmrwly hat i s

appr epphate  apd he Qper @ty fra f3 the [IRPD agent tep 316).
TPD ag%nt é/%may berﬁ) 2004/ e%?? f)PU;EEt\Ié\KZgg}(&)DS%&%l&OPl provt)iS e%et hr ough

el ecordsirc ofi std buthorndehradudhhargmegid na t iors teald fventd f slom sewamput er
progr ro ..ol sone ot her t hod. A confi.gyration mrand i s then
sent O’? glt '?ﬁe%lrﬁég}vﬁpytsr’despcirolfgcd plapﬁmgegteenﬁs ( sat%% Eﬁqf@)gp% Istcréef%gf%s H&*¥ot ed t hat

t he vergemwidfh aide subBtEnceopftddimgireparfatdnewand/ orFsht sdwamsnent  of the
scripts, . script paranet and script, schedul es vary with the
underlgfﬁyiorrllge {ec onoﬁ%egrg:eforega rﬁgeﬁ%}éoe“)@’r%?tel,on'i ﬁ%é’%@ﬁ%‘ﬂ}% of the

pr esbehainventdforchd ermpeyational cdahiaynidd adhAhgyiRD agent$1 i Sed
confi_gured throu centralized ,application that obtains and/or generates
t he r?g%é%sczé—"rtylonc%ﬁla?tolO%W%t%‘i}f&?n%ﬁqeeg iR IRFSFbodi ment t he
necessatycdontatel / chated tatraict witeisl arie ebiained dnbaddnwitnoeige System

anal yst r simlar user.to communicate with a TPD agent _directly such that
each ' TPD agent ciosm?]%@podr?sq | T R LAYy SRt i ahierkrg a |
conf isywtadn amalysty efr anotilern enhodit®e ommidie: kD waigents rBy 49840 to the

cent hei!resrecrlver acgg tﬁga?g;r%ﬁ?&g)r configuration information, and/or updates. A
det erm nation.24%E t aFi & Het BRI LI disactroir s ver .
rempiins wnegnrfd gurad ol tdud the-dtansaction et RiMRAHAE cmbdi@tnd.sbei ng
conf it & gﬂDrD( safgeéaﬁt3szorgéy Ifog}si%’ ttohetnhé[ hceentrgfraolc e)ssesgv;ébrr (g;'fcirl] eslie-rb acfk o:E 0'step 306
to confi e , 1d query
configuration information and/or updates. '
A determinationais then made as fo wheﬁhér anothe?
transaction Serve:"reﬁains ﬁnconfigured within‘the tranéaétiontV
pipeline that is being éonfigured (ste§,320), If so; thén the -
proggss‘branches_back to step 306 to cénfiéure anothér I
transacﬁién‘serve:; otherwise, thé.éonfiguratioﬁ proééss is j
complete. | | |
With,reference.now to Figure 4, a fléwchart'depicts a
process by which TPD metric data is centraliyvcollected for a
particular transaction pipeline. As part of the configuration
process for analyzing a particular transéction pipeline with
the transaction pipeline decomposition techniQues of fhe
present invention, a schedule or temporal mechanism for
centrally collecting the TPD metric data may be requested or
otherwise determined by a system analyst or similar user.
Whether or not the TPD metric data is collected in accordance

with a predetermined schedule or mechanism, the TPD metric

data needs to be collected so that analysis of the TPD metric



transaction server;, otherwi se, the configuration process is conplete.
Wth-reference.now to Figure 4, a flowhart depicts a process by which TPD
nmetric dawa ios4/eandiral |y. collected for a particul ar trraEerRiecTabpel i ne.
As part of the configuration process for analyzing a particul ar
transaction pipeline with the transdction pipeline deconposition

t echifafifednant Qdrenr prass enp I aiiesd | whih arsebhedul eo othe epporassnebhani sm f or
centqﬁlgag*?ée&ting the TPD netric data may be requested or otherw se
determ ned by a system analyst or simlar user. Wether or not the TPD
metric datthe sdxiod | et skt iomceoecdansebewith aiphedeTeDnnaedischedual e or

nmechani the TPD metri.c . data needs to be collected so that,an sis of
The TR RS Vasshiais donts Sehs pooan oueastet 15SHEes hay theedrD ae
expl @gwet widIoigespesivew thenpiocess shpubinén(Ftgpr£od) ; Thaedat a

col | ecti.on process e%i ns with a TPD netric data collection command bei ng

sent $TOMAE L YN vErt e heCHpRPOoYbehbe AFBREIEY gRUEN transacti on

pi pelddierdsdapi #02) ;ot he sentsal Toerygenbascbaf orgutian: abadtctheq dentity
and addressability of a set _of TPD agents for a given transaction
pi pelHIRE LYt Br i HEt RS g  5lR9nt i GORAL PR pt e eBEOFBFST RET th&nsaction

Pi peldithsase 63 ChibetiNe | hag €3086E1 £O3H,9Eh€rdspahOVEs FAgLEEPENSE Lo _the
TPD netric data collection conmmands, the central server réceives the TPD
netridPdR a {BtEpSHOAIe ThetTPOIRBt netrdat dataoppl hecvaphous TPD agents

Wit hidbrddinda) HLGU| And L2NSACLIOD PLBELLDE £AD PERCRLELLAIAd  uSing the

common transaction pipeline identifrer at was previously provided to
each (Frragkht) durThg THe wonfigudataohronf thhevaransacTPdnapepelsi ne (step

406) .., :The: I . tric_data can_then be stored for . subsequent
anal ysi s rg?{e%g ﬁ%]g %Jlgﬁ%r?ﬁga%%?%&c?ﬁll B%PFgﬁnﬁr Séﬁsgei SOEB%FEF LIt
shoulubinme ot edotvhent riéesaative dapaltiokl édénohfisequracewagny be. used

S Y SRR BYSPLAOR- +oCLEcR T §hche G826LLPEAL PELRY: LR LESPECt O
of the transaction pipeline (step 406). The correlated TPD |
metric data can then be stored for subsequent analysis (step
408), and the data collection process is complete. It should
be noted that alternative déta'collection sequences may be
‘used in the present invention, one of which is described below

- with respect to Figure 8 and Figure 9:

With reference now to Figure 5, a flowchart depicts a
‘process by-which TPD metric data is centrally analyzed for a
particular transaction pipeline. As noted above with respect
to Figure 2, a system analyst or similar user can employ a TPD
metric data analysi3~application after the TPD agents have
gathered metric data about a particular transaction pipeline
in order to find processing bottlenecks or other types of '
inefficiencies or problems within the transaction pipeline, as
explained with respect to the process shown in Figure 5.

The process begins with the receipt of user analysis
requests at a data analysis application (step 502). The TPD
metric data that has been gathered from the TPD agents, which
preferably has been pre-processed in order to correlate data

that is relevant to a particular transaction pipeline, is



Wth reference nowto Figure 5 a flowhart depicts a process
by-.which-TPD netric data is centrally' analyzed for a particular
transact i wo popaliseie. ' As noted above with respect to FETgER@030979SYySt em
anal yst or 'simlar user can enploy_a TPD netric data analysis application
after the TPD agents have gat her edlffetric data about a particul ar

t r ansEtT G 1 pettigie 594 or delre t BPD | mek o céssd nys bolheh emeekszed ot her

type i | Cl | &S p | W thin the nsacti on pipeline, as
expl Z%dr?;edva\l/mﬂﬁJéf eésiieo%gjf&?:b %%e{%?%%ge%}so% O\l/\?rw]t?% %ééﬁf e“’“%‘.El trﬂ% process begins

Wi t h ste receiqit ofaligets ahal yisés presuests 8b endatdeanakyshssapplication
(stepChSO%\E)gﬁ The TPD , netrjc data that has been gathered fromthe TPD
agent's S WHIC OB T BT 2P| YRhaRobeant ¢respit casetvimiofder to correl ate data

that is reiavantetOrandartdsWrris@Rsagt ion:phpehipe, 9is; Y0, 2004/ 001601
PCT/ EP2003/ 009519 18 retrieved (step 504). The TPD rrect%]lé%:gg%t% is then

anal YW&Fesoriv aih el atBEP stvent fonlizapeonst {stepadO6df and the
St at iihioaly Bhal yislssd e 1 e LA eLd 0 fOe User(S1ep.508).  ther eby

conpl eting the post-processing activities. erence now to Fi gure 6,
a fl SRMFHEF Ut 2 aTPHreressa] reawiveh. a APDagedtalbove awspleci fi ¢ st age of

a pardd @ared r%ﬂ:éié)ln i i ceives an rocesses commands from a
TPD centESr%égi‘ server. As notagdﬂg[%)o elé\t/l"etcﬁé%rme%lp%%% oarlt‘?gﬂ‘?%e?‘,’e% TPD agent
commifiiateisorsnd suedvesthopeylatd oreld [uppofdcd hrouoghxsl IBR-anyeeface, as

expl gined w t to tt}fe rocess. shown_in Figure 6. Al though not
shown, it ca%D b%?éagéﬁér%eds? ha OvFI'F'neml' Hyeht® 1 edet veRUGRNPF oele_ERs  dat a
and conmeTdsod hrsougied orieaf orie of PreveRing 0&fe fFhes pé:?&ego@@gé s Wi th a TPD
agent.receiving a co d froma TPD central server (step 602) and then
genty&celd mitl I £ : . N
determ ni ng what "ty ‘_%lb?ﬁm?ﬁ“eor Ut 2f iEeHasl e@en received. 1f the
recei ved cOmmgntbdesa isanfigurain on comEchd -sd &b $04) . o t ARyt e
confi.gurati co nd js parsed ('step 606) to extract”  and store one or
: é%om (HkD r ( éh%- d
nore ‘scripts,” s¢t9 rfmeter st Ji pind shutdore wehrtiug eshdst ep
.p - M 1 1 '
608) .cyhddidii QMmN DCES ANEIBW P as been received. TIf the -
received command is a configuration command (step 604), then
the qonfiguration command is parsed (step 606) to extract and
sto;e‘one or more scripts, script“parémeters, and écribt .
execution schedules (step 608).A Adaitiona1‘processihg‘may‘be‘
rerformed ‘when the~cqnfiguration command is recéived, suéﬂ as

setting software event timers in accordance with 'a received

script execution schedule (step 610) , thereby completing the"
processing of this particular command. R
If a configuration command has not been receivéd at step
604, then a determination is made as to whether the TPD ageﬁt
has received a data collection command (step 612). 1If so,
then the data collection command is parsed for any parameters
that may be necessary (step 614). For example, a TPD agent
may operate in support of the collection of TPD metric data
for more than one transaction pipeline. 1In that case, the TPD
agent attempts to gather information about the transaction
responses that are experienced by a server from different

downstream transactions. In other words, the server that is

associated with the TPD agent can be logically associated with



perfornmed when the configuration command is received, such as' setting
software event tiners in accordance with a received script. execution
schedul e VX ®p4/@l6)1, ' t hereby conpl eting the"' processi IRETHP2DIB/®9519
particular command. If a configuration comand has not been received at
step 604, 'then a determ nation isl%ade as to whether the TPD agent has
recelP&§ &haat &nolifeattiidh addmmi@nesacés el Diraking, Heawdet Hdigat a

col | eel QReceMeBNd d HPUSED f¥e AV RRALFBLENR,1 diffle eﬁeti%g&essafy

(step 614). For exanple, a TPD agent “may operate i'n support of the

col | é6Fi W 1sHPTPDtFenEes tdatra Pifnsl imsrse t dyerome dataensadtlicnt jpipel i ne. In
that tagend 18 BB 308Nt +a1d &} %gfe?ltg%te%gf Y Q{erpé[fn%_rl}ea%% }%he
transaction responses that are experience sby aserver tromditferent
downstrteah TPAnggttiicnslatan tdtaterl bwdveds canfpel 1sat \wdroulhitbd sretassond at ed
Wi t hithe e |_ogi cal | y. ;associ at ed- wi t h. WD ,2004/ 0Q1601

PCT/ I%ong-?%ﬁgggglgto %g%rm%%é:at %Jé%algr%ll ent |a§’bq’e atnrdar?sézc]ia}rb%‘?cp 1poé'fi ne.
Henc®ipeaneTPD asgeritd dmulm thel comaf ifgumed Heo dearf arahimdttiqel e operati ons

for ny I ti i pelines.. Wen a dat ol l ection ,command is
receive ali)lt éfto P%%g%erﬁ%r‘[l%e%s' toq%dé‘ﬁteeS MNe %nol (a:aneqcesré‘flnc)]fngrlslﬁl%t ric data

t hat tinansas tdompipligd Isineu|ID be lreetitnedjerith regtspienss:s ttthd hepmat a col | ecti on
co T-1g tr ti.0 i,pel.i.ne I.D _coul.d be retrijieved fromthe data
colrrrglc%t@irol?f (agg%ﬁn%%%oratte% sﬁﬁlr (65 FAR SRS £ s Wdte i niHER he

t r an$dét)i emdpiseeld néd P heetkRR agent detdievieD thathRD Jwtyd€ data
associ %t ed vritegh %Eje transaction pipeline ID (step 616) and send the TPD
met ri'C "Gat & 9 't FESFIDYe S e s, dhe pargsasiag athditshydatenpl eting t he
pr ocesgilrgtafort Rensakay. col |l ection command. If a data collection

command- has not_ been received at step 612, then a determnation is made as
to whet her 'sGnélatat k&l e 8 crem st digssctiessihasl Bden recei ved

(Stepeed Qha anberd S0 dIANLLNG APILRARS & PIALESAING. S QeI formed (step
622.). For exanpl e,' aTPD agent nay receli've a command to termnate itself
such ot éY@ﬁniOtforr—riPﬂRg Qg A adtdemtive has been received (step

620), and if 50, then the appropriate processing is performed

" (step 622). For example, ‘a’ TPD agent may receive a command to

. terminate itself such that'a ﬁonitoring of a transaction ‘

“vpipeline,can’be‘shutdown'from a.central location, e.g., the
. TPD configuration épplication.,' .

"' As noted above, ‘a TPD &dgent may operate in support‘of:thé
‘ colIection1Qf TPD‘metric.data for more than one transaqtioﬁ‘ |
~.pipeline. In other words, a TPD agent could be‘iogicaily‘“

- grouped into multiple different sets of TPD agents in which
each different set of TPD agents monitors a different
transaction pipeline. 1In that case, the TPD agent would
manage scripts with transaction pipeline identifiers, each of
which is associated with a different transaction pipeline.
Hence, it should be noted that, at any given time, multiple
TPD agents could be configured as primary TPD agents within
the network with multiple scripts and transaction pipeline
identifiers in support of operations to decompose multiple
transaction pipelines. In one embodiment, a TPED agent may be

configured as a non-primary TPD agent with respect to a first



pi peline, can be shutdown froma. central |ocation, e.g., the TPD
configuration application:. As noted above, :a TPD agent may operate in
support otwo 1ohgooieal | ecti on of TPD netric. data for-noredihEroanmesio
transaction, pipeline. 'In other words, a TPD agent could be logically
grouped into multiple different setd of TPD agents in which each

' di f tereaecsatnopiTRDiagentd lgpaileer soafdif@cems a myidwetyl diFhi peline. In
t hat , b P n ul n ript .t 1 qtor.ansactd i peline

| denf PR 4B, R e R e o R e B P it s anihet on

pi peckre., tHencenfiitgustauilah befoomed itatthadt ianyseptvare td MED nul tiple TPD
agen coul.d _be canfi.gured as _prinmary T s wi.t-hin_ 4. twork with
mul “Ea%[eggsgp |Ip spgrlr& lt%rue%r?sra%tria%ﬁ agi% f)%)ﬁ %eq paﬁ%gg{rﬁ |‘¥4&elrr&s n'Llnnéltslﬁap{pl:fe;rt of

oper ahiethert @ deConrpese midulpl ectt ransactyiom iy e nepsnt nwigne enbodi ment

a TPD_agent na ?%O conf.i gured.as _a _non-primary, .TPD agent with respect to a
firsto eE%jo)ff%& P C%éfﬁo%fﬁ&?@f lo%oq aé/nlsla% ion pipeline while also
confi guretiiah agiidr@ioe TRy tagediguse 17 ,r es pElcdwdltn et segoik 4 ransact i on
pipeline. In that A case, the configuration information that is sent to a

TPD PEGERESt &Y & i W a9 s 4 G SHYet e SWFY $hdicate whether a

TPD ageft cshew a @6tsas: doprdd nEPR=agents Wid stespectrs andtreiparti cul ar
transaction pipeline. Wth reference nowto Figure 7, a flowhart depicts a

procéésapy Wi GBIl AP At FRSPeSpd@ fF oWt age ¥ partieul ar

tr ansaetion pgld N& gl s, apd StorRs TR IR & -dala. cfis expl ained with
respect to Figure 2 above, a TPD agent attenpts to _gather netric data that
i ndi CERSESNSRS tr@%@f@%ﬁ@%ﬁl%deipmarerﬁﬁp%yawa%%‘c@at‘éﬁt%éﬁver

Wi Ehisn o2 ANSAG! 10,01 8l | nemel i RRAgeNayBYe Deosondiguged  through . a

vari ety of mechani sns, such as the use of scripts that are executed by a
TPD ddeifuddh aa ety | ofe Rededulens ASugbtad Hbevesei oh seshee® to Figure

Cont R IIEAL L8050 18 130 SRS U Llprenyl enssalsgl pun
© noted above with respect to Figure 6, a TPD agent can. receive .
a script with its execution schedule in a configuration
- command, and in response,. the TPD agent can,set_software,
:‘timers-that generate)timerlexpiration events so that the TPD -
agent can determin@,when‘certain operationspshould,be |
performed for gathering TPD metric data. The process shown in
Figure 7 describes some of those actions.‘rl '
" The process begins with a determination of whether or not
a timer has expired, i.e. a timer that the TPD agent has
‘previously set in accordance with an associated script
execution schedule. (step 702). If the timer has not expired,
an execution thread for the TPD agent may continue to‘loop and
check for its expiration. Alternatively, if supported by the
underlying system, an execution thread could sleep for a
particular period of time, and its awakening would signal that
a desired time period has expired.
In any case, after the desired waiting period has passed,
the TPD agent determines which transaction pipeline is

asgociated with the timer (step 704), e.g., via a transaction

pipeline identifier, because the TPD agent may support



timers that generate tinmer expiration events so that the TPD agent can
determ ne when certain operations should, be performed for gathering TPD
metric. deweoo4/dineoipr ocess shown, in Figure ,7 descri bexTscreeosnfithose
actions., The. process begins with ?1det erm nation of whether or not a
timer_has expired, i.e. a tinmer that the TPD agent has, -previously set in
accorBANEE Witth "artasEoR et ed S AP Pt P ek dciAt onc setrediire L yagep . 702). |f
the tigiklg hate nota@xdit 86h pAfeEXecUdan ifvead fio¢ the Jbby@gent may
continue to, |oop and checLE( for its expiration. Alternatively, if
suppdrEd- LT Hee U ey i S S9fst e Wde i opreditlea®l eloril gcsiekp for a
parti;gul | Ll i 53%? J |t a desired
tinme lggrﬁcd&%dsr%(g%}%%%%%iéi e, a %%g%n@%%ﬁ%)awal i'ng period has
passeéttrifchelatRD g epeneed vedi riesowdh dhhe ransact ion ¢f pehé nectspt associ at ed

wth e ti (step 704), e.q. [ transaction , pipeline identifier,
becau(ts%et%e IBD a%%clri])tt%%yg%rh%%%ﬂr?gv%@dﬁﬁy%ﬁG%ﬁt@dﬁpMO%SE € 21
oper aRORRyamtt N Segperiz) o thd tdp) ecduiphsolhid oMhei pebéses. Using the

transaction pipeline identifier, the TPD agent retrieves the proper script
(step 706)V i ESdeeiRee tHev sk iPraure &ccodrihaeehart emkcser i pt

par angies f H&8 iMP83 or T ' I e e 0 execution
of the script (slf ep c%]iosa% aél%&%éh%s gﬁ%g‘?’}ﬁ% #S%%ne%%%é data ‘fuls}gstored by

t he TEBD Bgjemic (datep Fa2menthenebylcdmgete nf, therpiockssly Wtdpr ef er ence

now t ig hart_depicts . further .detai] for the process by
whi chﬂad:TPBﬁgeggjnﬁg%%% %Y%%gl%%jﬁe?ckﬁ%lraﬂ% I 2T e i i B gLeBP 7,

par t it ariydstape s 74 Ocufhenpr Seessn beghasyhyuobl ai &b ngoandast prisg a

ti msstarrcp indicates a current systemtine value (step 802) at which

.t hat ! . d
a scri pt lb]éﬂ'aﬁ’?gl%n eXEC UEFIHE e scFiptS 5Pt &F preteerevgich causes'
var i ousicloperaid Onsat DoBe bt tdetats Rartd cuhafl Yred Ned A i@t hppy,0f sone
type qof transactjon that is sent to a downstream server within the

t r ansatd i Ot et TheCt n3eNe sEYRRI 9y BRI By Ehet TRD sgenttostep 804) .

I n t sviirednm "server within the transaction pipeline that is
being observed by the TPD agent (step 804) .. In this manner, -
'~ 'the TPD agent ‘acts as a client to the downstream server. A -
response is expected at some later point in time, so the TPD -

agent waitstiéiféﬁgransacbionVresponse (step 806)% " A vériety”:

i;ég;WQT?iﬁéﬁﬁgﬁiSms’ﬁayfhauﬁséd, including thefusexbf a timeout
‘timer or a sleeping'executibn thread. 4 ' : -

« - Assuming -no-érror- occurs, aﬂ.:‘ra‘s&fpbnse is Fﬂecélved, and. a
current ‘timestamp: is:obtained that iﬁhﬁcqﬁééﬁthefcurrent
system time value (step 808). A diffefénée between the
current system time value and the stored timestamp is computed
and stored (step 810).. A TPD metric data record is then
generated (step 812), and the computed time difference is
stored in the TPD metric data record to indicate the amount of
time that was required to receive a response to the
transaction by the TPD agent. If appropriate, other data
could be stored in the TPD metric data record, such as data
from the response message itself or data gathered from the

system on which the TPD agent is executing.



the TPD agen't'acts' as a client to the downstreamserver. 'A response is
expected at sone-,later point in" tinme, sothe' TPD" agent waits f-or
"ate-.tr ansembd/ancriesponse (st'ep’ 80'6) :. A variety CHEMERIIH®IMYP
used, including the use of a tineou% timer or a sleeping' execution thread.
, . Assum ng_ no;-error , occurs, a:.' ,response is ~ecived, and a current
timest arrpgﬁlsth- LSRR S MY iTRIF GRS thétodurdiadradgrifts ne val ue

St epLa8Q8 il nes Riie 1O el &Y S§8m Ui vl ug, and the
gtoréméi1 1% )r?gsl?aérjr%lo?{s corrpett}%te\c/iﬁgnd lstor ed (ste]]ﬁO 810). A TPDrret;{?% dat a

r ecortd s TR Roegdifertat ¢ Hisiey 8 AR ammint her konpie deednare difference is
stor %r‘-v&r%ﬁ[ g:%rjarr%éﬂi&aqatsaexrveé&o.r d £o ﬂcﬂ%&aél?ox;:{]e a?r(g%%tg;; Tcmea that

was requir ecei ve a response to the transaction _ agent. |If
appr &igtzateel ledtaomd dterhrdonias e sty eondoyed. TPDLmete i ¢ data record,

such r 500 5539? jt f_ar_dat athered fromthe
systgﬁ@ggﬂ |nc:rf1' %ﬂ?%ﬁ[ agen?oﬁlslr’%xecu |éng%%a4ﬁao%a1%)1to @ .

PCT/ ERZOUFH0GE51Er 22 Wadprrdsirare ncie- now g de rirmeii9sd a%d:ih@ca:«klb egi)iagr am
depi dat & ; tio0 cess in i ch TRD netric. dat u es up
from%%ll§Djl agent s lt%giéaaet;%(%nng)rasga%ﬁ%eagseht pr%iaor%mf%e%e?nﬁ%()djfnb?_ rded Yo a
cent ITAD sarardy waAs sndiedreatdyoires aa dedrd etgl lofct dat &@?gdﬁilmtlmdjml ?ugs
may £ 0 enhodi ment . - a TPD t_ co submi t metric
dat aqt%o a lgéﬁl(:idr a apcsaepc\eloelrl e|ngn£01aocnc oC!r1<3 e i3 ﬂﬂgpp‘—?%?fgi F R WY sthRdul e
and/ oeteurd idpiraatdsora parseter o |tharmtthiery enbioch resnit geaehdadPD agent

wai t ejve callection co nd, nd u recei ving a_data

col | %élﬁ%&ggd%ﬁno&&gg%;ﬂa%eon €% Suer’%[siaaﬁaet?&c%%%ﬁjaoﬁscﬂmgﬂﬁ%nse to

t he anty the whiahi wehtftdwe adatentcdl |eetvean. co:rmvawbltﬂmr Oftﬁs@,?smet hﬁ dat a

col | i.0 m’(r:q_n.ds nay be.received froma central. server. | n another
%:attt'haerl:o glte S & Mnands BUENA c%rjrwaggr

case, a collection co T fhdt LT hriTR3EFPD agent ,
as shkaewshawFijguridard PD agent 902" acts as "primary" TPD agent with
reSpeCt~t%PD agent 902 acts as “primary” TPD agent withjrespect.to
- other 'TPD agents 904-906 in 'a transaction pipeliﬁe. When it
isndetermined:tdbbe appropriate, the priﬁary TPD agent
originates'data'collection command 908 to TPD agent 904. ‘In |
response, TPD agent .904 forwardsuthe data collect;op qommagd‘
to iES‘downst;eam_TPD~agen;sw Assuming the;gia;e?mo errorévﬂ
TPD agent 906, which represents the last TPD agent in a set of
TPD agents for a particular transaction pipeline, eventually:
receives the data collection command. In résponse, TPD agent
906 sends its TPD metric data for the requested transaction.
pipeline to the upstream TPD agent that sent the data
rcollection command. To ensure that the failure of a ‘
particular TPD agent does not completely destroy the ability
to gather TPD metric data, a TPD agent could set a watchdog
timer so that it does not wait indefinitely for the return of
TPD metric data.
TPD agent 904 eventually receives TPD metric data from
its downstream TPD agents, appends its TPD metric data, and
send the TPD metric data as TPD metric data response 910 to

the TPD agent that originated the data collection command,



ot her, TPD agents 904,-.906 in a. transaction pipeline. Wen it
is.determned to be appropriate, the primary TPD agent ori gi nates

dat a' col | eex100s0ae0mmand 908 to TPD agent 904. In resporXdayEPERB/@mgant 9D4
forwards.. the data collection command to its downstream TPD agents

Assum ng there are:io errors., -~ ™D agent 90' 6, which represents the |ast
TPD dgént TFRY agsat &02TPDAdFem frfoendinsaritisc MBmeatymrs atttoan Prhel i ne,

even LY o s€CEI_Ves .t he dat al.l ect] comand,_.ln response TPD. a. gent
906 sgﬁélst i0é ‘I%Br?et ri_’ltl'lée ata. uorat}%cgtfr@;ﬁnees ot (3 AT i O i bel i ne to the
upst reamekPD 12genhitdiatstsds iR dalitd icddmdioncaumengsido ensure that

the failure of a particular TPD agent does not conpletely destroy the
abi | TSN gat her TPD netric data, a TPD agent could set a watchdog ti mer

so that itrrdeesmtielstwaid didaf iddiRlas fr Jdiaing) Wik ofpp TR pELri c data.
TPD agent 904 eventually receives TPD netric data from its downstream TPD

agent®etaasligirds vt $orPD Imsttinad deweranFigwsl & e sred rietideda as TPD
met ri;¢, datiay ecsfgog% Q .t IP]%?#QE% at | gi;nated the data

col | elcti oriL comand, V\%JQZOIIO%I O%Elj%bl / d%g/ Ofdgcsgﬁgéﬁ%:%f??%.s‘:l% agent
902. oAf ttdre dpperrdiarg an ©ITRD imst i W & 17ERD stepntoB0Zhsends t he

accumy ated TP ' ta.to,central server 912 ich_stores the data
in sup aort%&ldénﬁ%%lgr%quﬁgﬁ%lng&q n eco'_’lncfvraans 24T W He?® ndt WodsS oY sending
t he D nestsares - dateyr dizaagtley, too TPt ergardl slemveerthd-igraesOctepnct s a

met h I i | "bubhl es up" fr t he | stage of
t he %ggréslggl}t,%lo%ﬂ%}%gﬁ ;EE}% {Eg}]tr%ag%dﬁlﬁ% % eérg:e of I? eSlmn%%%]?iai pi pel i ne,
whi cRIeaE benaad varitizgedulsy frrr fowardetey tyafe refastatsa For exanple, a TPD

agen : I Ao i ine, .either the prinmary TPD agent or
possitcl:()Di::l[I ﬁ%cilwsﬁgé}gsﬁt% O%ay&o%tef; éoﬂqna eItyrlpcer‘#a'otrz’}“n 15 peS ot l\ﬁ%&a
cor r dlrem chyvwaredinesins THD tdysntEPRutkttie T andthatc it £cehyedis f rom

Somsiacam UFD e i o TP s, 0a1 2 etk o Siges, 20 the TP
can accomplish some distributed processing such that the
~entire burden of correlating/analyzing the TPD metric data
does not fall.on one entity, e.g., the central server.
'~ With reference 'now to Figure 10, 'a block diagram depicts
can.example 'in which TPD metric data is gathered using.a set.of
‘TPD ‘agents along a transaction pipeline ‘in accordance with .an- .
embodiment of the present. invention. Figure 10 shows a
scenario 4in which the present.invention is used in a
© commercial environment, specifically a bank that wants to-
‘decompose ‘one of its transaction pipelines in its information
infrastructure. V A
TPD ‘agent 1002 (in this case, a primary TPD agent) has
been deployed on computing device 1004, which is a device that
has been specifically selected for testing server 1006 because
computing device 1004 is physically located a long distance
from server 1006 (Texas versus California). Hence, computing
device 1004 can accurately represent a typical client machine
that is used by an average customer to access the bank’'s

systems across a long distance. Script 1008 has been

configured on TPD agent 1002 using a TPD pipeline identifier



can acconplish sone distributed processing such that-the entire burden 'of
correlating/analyzing the TPD netric data does 'not fall on one entity,
e.g., thewoenns/alicaerver. Wth'reference~now to Figure HGT/EP200300k51di agr am
depicts '"an, exanple '.in which TPD nmetric data is gathered using., a

. set . f TPBFagents. along a transaction pipeline in accordance with an
enbo&ihr?&ntcaﬁlf h&opredaticd it i‘centricgur e mntsholera Yeahadtd e "in whi ch
the presemised olREGMERN v i HISESHd 8o rf=UBEIGE §l{ Svifonment , ; specifical Iy
a bapk that wants to deconpose-one of its transaction pipelines inits
info DoPPSiERESst r Jét UTelS FPREYent SKOURY i 30 @& conisesen priemry. TPD
agentyy e : | i.ce 1004, .which is a device that
has begﬁﬁég%?{éé’% %?%s/e ecg%e %ﬁd;g‘tofb%ln rl\J/hquo 1%66 PR comput i ng
devi &¥stE08 iof phpsiteald it seatidibrmniloong Wisstfnce: $treamweul@r 1006 (Texas
vers [ o] Nal A|ne j i ce 1Q04. can curately represent
a tylp??ggl@tclati %qjmogq)ﬁgchi neeatﬁat iligség{%géjédg%leaﬁoaan\c}%rfa% %rglgjt%?rer to access the
bank 'S toystre fprnddingss thd craradid tdmge waddrd ftodiiD 8 hashdeatl iwonf i gured on

TPD leg%tonge(}og)a% ing, & TRR bipeline identifier V(%]) 2004/ 001601
PCT/ EP2003/ 00951 Y P cansejbeg CorP e ardf i h R FUenthTiers
t hat thawsl sheen wosdd dicspwierierom tifhien drild e ansacinhon pipelage that is
bei ng, %gzﬂrveé(ill. In.thi.s exanple, script 1008 conprises three tasks or
steps *for dccessing é’r}:c?cfuocg gt rﬁ%‘f‘ﬂ’é: SOt - syStEns b10% Heedank in
Cal i fogremi aoriFeyuiriedstt s thep mpdtedlidiRGly & iFQusemi@home page of the
bank for cinl i ne l@u%taomer b ntg;ﬁng; t he second step would login to the
online cust SHSFFams MPESAIHRUNNE £UWSHTiamfs BiRrE D e and t he
t hi r ¢cstfeigured dorogouteT raferite arld REHEHIONE hanking.sygtem thereby
proaucl an _accaount sumary.. Crip as een conrigure 0 De
dcongz% o J.'?#rlt Limarﬂﬁ/ S t 1008 h b fi dtob
repeat ed -every i t€&F m s |thadh Gificd Bee abidd raifir datonpl ex .
scri pted weeultthalre mieonf ikguned diofed PR ageNtagditt Axaml S a SgSipt could
COI’lt%I n_conditional actions that are based on specific data
Tevious scrilpt operations. Hence, the number of transactions
that are initiated by a TPD agent is not necessarily limited.
to a predetermined number.
TPD agent 1010 has been deployed on the computing device
that receives the bank’s Customers’ requests for .online
banking services, which in this example is Web application
. server 1006. .TPD agent. 1010 has been configured with script
1012 .that contains the same: transaction pipeline identifier as
script 11008; the :common. transaction pipeline identifiercalléws
the information from each agent to be correlated .as .-
originating from the. same transaction pipeline. Script 1012
comprises only one step for generating a database query for
the account information using the same username and password
as configured in script 1008. Script 1012 has been configured
to be repeated every three minutes.
Central server 1014 in the bank’s computing system has
been used to create deploy TPD agents 1002 and 1010 and to
configure the TPD agents with their corresponding scripts,

which are used in the following manner. Every three minutes,

TPD agent 1010 executes script 1012, which creates a databasge



val ues that m ght be received by a TPD agent in response to previous
scri pt operations, Hence, the nunber of transactions that are initiated by
a TPD agewo 1os4/0matoinecessarily limted. to a predeter mpcadERrRO0BI®Y519 TPD
agent 1010 has, been depl oyed on the gonputing device that receives the
bank:'s customers' requests for onl f banki ng services;, which in this
exanf @IS Ceppslatelasn 1OEE etinD06Ie Y hiRht 1SEDROMRadBeen

cont Latiatbs iy Gl 1 J002- 40l CANLALAS 4 81gg SaRBL! LaBsAGLLON . P pel [ ne

identifier as script conmon transaction pipeline |dent|f|er
aIIow&mdunt|sﬁmmauyixnﬂdrcwm£EMﬁwemﬁﬁnc¢mtiEncbheebamedaaeoumt|glnatlng

from the same, transaction eline, Script r|ses onLy one ste
for JeHEIHL! MG dat@bas® %g e ITH%Q%G% h?a$ﬁ ?ﬁﬁ??%ﬁ %éfng t he gane

user naingp 1aid HRSSWoFsh c8B 60N hgUusLelki iy SeiHpdmd PO8. THPr hgénd 0i@1bas been
configured to be repeated every three mnutes. Central server 1014 in the

bank' R ity sharerh na tbré%ntle@édlse oreeh¥ed depl 5y TP aflefit s 1002 and

1010 @ndhidse GG e :Hsus 5D, B0EM 6 Mbiiu theLs COhpesROBELDY $6HI PLS,
which are used in the follow ng manner. Every three mnutes, TPD agent

1010 sttt einfaearmigpt 1am 1vhawhi ehret ewes o dolbabaceiwor20046001601
PCT/ ER2003/ 2 Lied
User nane Tt T or o ehnty 18 R eSS LA BErEOFRIEERG I eves

accousitatsigmeral 1020] yvshs chnwobé dTEDntat nid¢ h@asanehaccagntomsubsdry dat a
that is formatted into a Wb _page_response di spl to a, typical online
banki ng cﬁ%?%ﬁ%r * Ag8h uig T%ﬁn TP {ﬁézlﬁﬁagﬁg%ﬁ FFﬁ%pghat i's

requi T@s t avfidH |4;énéh@tesata@a§6mé egagst reJPE: agentgd01Qrgoghd al so

conpile other TPD netric information that 1s relevant to the nonitoring of
datab%%¥99§nﬁﬁnh¢¥9a@%ﬁYl§@10a€@uF@e%p¥?%%a?m9 petRoFAFBORES, s@Ati stica

anal y$¢So@i: thend8R, itk i at asthat 1580 ] o nut es.
TPD agent 1002 exe%%tes s%??pt © 08? mﬁlcﬂngﬁgrgggg %ﬁzééﬁngaﬁgbe

r equeaid ¢%Eﬁﬂ¢rd%t§hetr©ﬁmlh@Zba@k$n@heemv1neFlgudetmén Img@ sgéntln
respofigez fhitors the length of time that is requlred to fulflll
the requests, e1ther_1nd1v1dua11y or together, and TPD agent
1002 may gather other.pertinent TPD metric data related-to the
requests. TPD agent 1002 may also optionally perform some -
“statlstlcal analy51s on . the TPD metric data that is complled‘
In the example shown in Flgure 10, the prlmary TPD agent
-is respon81b1e for 1n1t1at1ng the TPD metrlc data collectlon
: process, collectlng the data, and sendlng 1t to the central
‘server in a manner 81m11ar to that explalned above with
respect to Figure 9. ’In the example in Figure 10 the prlmary)
TPD agent initiates the TPD metrlc data collection process for
a particular transaction plpellne after each execution of the
script for the transaction pipeline. Primary TPD agent 1002
sends TPD metric data collection request 1026 to TPD agent
1010 through its control interface (not shown). TPD agent
1010 determines whether there are any downstream TPD agents to
which the TPD metric data collection request should be
forwarded. Since it determines that there are no such

downstream TPD agents, TPD agent 1010 returns TPD metric data



account summary Web page is received; input data stream 1022 and out put
data stream 1024 are shown in Figure 10. TPD agent 1002 nonitors the

| engt h of wiazme4/0cneil is required to' fulfll' the request LCTAR2E009519

i ndi vidually or together, and TPD 1002 may gat her ot her pertinent
TPD netric data rel ated to t he Z%%sts TPD agent 1002 may al so

opt | GITER e rooEmtso M 1t |Tsﬁq @éﬂen&naﬂ% s dH &% TP HEIRY cERRat a t hat

is campidede | Botibe SXxaE) & Wn.deb Fdaawglacg% HriqmrypJPD agent is

responsible fof initiating t TPD netric ection process,

col | @gttimg tdedadard,o drite smmhln@d tTRID' ntd’te::‘ccerdartad amsriiesn i semd manner
sim lar, | ai.ne abov wi-th res o Figure 9. he exanpl e
in Fi g'lur‘ieIciJ q‘aettﬁ c (%ta q: argaelntselrrﬁ Lpe"t e ‘fﬁ‘lsé. et rergaéjat a

col | eot |t®naorajm§ﬂe‘ orthea TED i iad datansasildneghpel ddes ad teg1€ach
executl on of the 'script for_the transactio i peli ne Primary TPD agent
1002 Seids THED TRt C Witd Tom €8 9y d‘élsff Re e EyeRt 1010

t hr ouGiT Heleh GAMULR dd¥ B5d aGey (Qke Selwm)of Lii5:%) ag@lf%m 1910, det gp mi nes
whet her there are an % downstream TPD agents to which the TPD netric data

col | €& GPsequestio @%@reﬁ@r%ﬁ deldf t Sirpaeinuteleparivdes that there are

no such dpwystream P t ugns TP fric data WO
éonglg{&@%ﬁ %13%5% cEES rP

2004/ 001601 PCT/ EP2003/ 009 esponse prl agent 1002.
Af t era resdeiodi mpdde w:rtelsp@rm@axpmcr@rayr Tm‘:agﬂﬂttd,xﬁlﬂzo@;araldm@npmﬂat eits

TPD to-t ived TRD rretrl c data 2 t hen send the TPD
et r iéc?é%t%rge? (;aseén?r %grrg/sgrcetl T dd e SRy 9950, 2 n'flﬁalﬁ?%tje%rrpl e, the
TPD rpetps Gl rekatval kol celoonpetiweria. sifighere skt mfod Rk aed rétmgieéa from TPD

agent_ 1002 .for the evipus fifteen mnute period and five sets of TPD
net rlr%:e]t ﬁé{ffiorm legﬁ 7 FFGeY He? pr %L@?I?E%éﬁeﬁﬁ%t%‘a%@rl od.

W t h trefterien e deimd D ﬁr@wrze St o btmrkgliags aradepl cisegacset of nodes
Wlthlcglt[ artlcul net wor k topol o alonq{vvlth an ordered set of

transactions 1t hat® %]pqle%‘?&e% T R Di 21 3 nler 3R HFRESRe net wor k.

_T_:D%ur;ap]enzpé@w desies ﬂﬂ@iﬂlmtﬂ@ﬂﬁeéé}{t & N Ngh 16 MBORES -k Ny whi ch the
tri.c data
lﬁ% transactions are completed in response to received

requestsm In the example shown in Figure 11, the transaction

pipeline may be more approprlately called a transactlon web
“bécause the: £low: of: transactions is not strlctly 11near It
may be assumed that a' TPD agent is conflgured at each node,"

although they are not shown in the flgure o

 The completion of orlglnal trahsaction request 1110
‘requlres the completlon of multiple transactlons over a’ perlod
of time. Transactions flow through the transaction web in’
this example as follows. NOde 1102 receives transaction 1110
and initiates transaction 1111 to node 1103, which then
initiates transaction 1112 to node 1104. Node 1104 initiates
transaction 1113, and after transaction 1113 has completed,
node 1104 initiates transaction 1114, the completion of which
would result in the completion of transaction 1111. Node 1102
then initiates transaction 1115, which causes node 1106 to
initiate transaction 1116, the completion of which would
result in the completion of transaction 1115. Node 1102 then

initiates transaction 1117, which causes node 1107 to initiate



that is obtained from'a set of TPD agents can be used to determ ne

inefficiencies-or bottlenecks in a transaction pipeline. Nodes

1101- 1108woepo4/eaent nodes within a network' at which trcansmoeesonm9ar e

conpleted in response to received %gquests In the exanple shown in Figure
b

11, the transaction pipeline may nor e appropri atel y called a

t r andACHGT WD Pedudda FOMIGEIBF A afsiadt ivnsld Feotlstin cihs | near .
It e dsitigd dhde A BeP 18gent is configured at each node, al though
they are not shown in the figure: The conpletion of 'original transaction
request 110 is expduress] tihe tc GHEN erteltuncofdamﬂ tlsplceo]tlreartsaﬂ:m\mns a

over t aGt | ' W, throu the transaction web
in %@%dxgﬁpltel%aes %\{)[ﬁ otv-gsainkgy SOG%O]? recel‘-’{/Veesr %Csra%ﬁ%%t]ﬂrio and

i ni t icatmesl ettrizors dcitmieon (kjllljsitrralnndme]tm&s Whiaoh Bderompiidd at esy transaction

1112 t« 04|n|t|ates nsacti.on 3, and after
transactlog(%f%g}%%rs corrp ]tcadl Cha&?eeslfﬁhf}f qi 'gf%s“é%‘irljo‘ﬁ 1114, the

conpldettizorf wfm whilohi p oW RD reggttts mfetme;nmmrpltatam\a@iicm ansaction 1111.
Node hen |n|t| ate trans ction 1115, which causes node 1106 to
mméﬂ%r&nsné:c o P SRS ]b 5h BCHHFLH whtiHH tResul't in the
COTTp|EBIGEH]1tOflIIV€B:ﬁSi&ﬂTI (Irnnlslelfiﬂpﬂ\m&tﬂﬂcOZiatﬂ’eerbaﬂ e | Al EBeddasAct i on 1117,
whi cfy s nod toinitiate 2004/ 001601 PCT/ EP2003/ 009519 27
transac | on tahe EOHB q'ﬁo(fh RIPSahitteh Aodi PHREH 107 eihe LRI et i on
of t rdmes aotdtone dlbh? . sddgd s ass e dduEingl RD giedpi & dad@ s col | ected over a
peri od of tf nme, such that a baseline of average transaction conpletion

ti mes (or ar netrics) can be conpiled. By nonitoring for statistical
changes lr[IhltSieardel'l?l%Hﬂi\trflﬁn Mafa-d riom nylddpl s TRR ts over tine,
transaction ineffjciencies or bottlenecks can be spotted. th the present

i nverﬁqﬁmﬂre%%etrﬁm et i f admas tdan s d 1dd 1 Wt e dvau1d é@@:rsm:a@é of a
{r ansagd | af:PhReld Ol dANSALL] 0N PRy d Nefhp 1A BAT el A Spoe that is
cau5| ng a problem can be "identi ‘
from their historical norms, a system analyst could be alerted
to the changes. The ability to gather metric data at each
trensactlon’plpeline stage allows dependencies among
transactions to be taken into consideration in‘determining: u
“which nodeslare éausing problems. A processing bettleneekiet
node 1108 would inpiease the completion times fot‘transaetieﬁs‘
1111-1114, 1117, and“1118 whlle a processing bottleneck at
" node 1105 would only 1ncrease the completion. tlmes for
. transactions 1111- 1113. .In an analysis appllcatlon, as
mentioned with respect to Figure 2, the statistical ehaﬁges
could be-displayed graphically using a variety of techniques,
such as icons or color-coded indicators.
The advantages of the present invention should be
apparent in view of the detailed description that is provided
above. Several solutions for gathering information about a
transaction pipeline have been proposed in the prior art. One
approach suggests using some form of trace header containing a
marker that accompanies the use of resources along the
transaction pipeline in order to track the processing that

occurs for an original request. This approach can be



In the exanple shown in Figure 11, a set of average conpletion tinmes for
transactions 1110-1118 woul d be stored and then used for conparison. As

t he conpl @t mnd/0a18s stray fromtheir historical' nor nePCTRERYSI®@oF1anal yst
could be alerted to the changes. The ability to gather netric data at each
tranﬁacft',on pi peline stage all ows d%_ﬁendencj es anong transactions to be

t akefm i Wdn iU erElisHie i RRGasHTR it thgr e awit ¢e rodexpml eczaising probl ens.
A praesssi kg hotitd 1at ﬂ"lqlqjaef') : youl do.i letion tines
for transactions 11 1-11140, 11 #llr%gd 111%?3}% Ie%?% I%%%}é%gg?ﬁ%mbottleneck
at GG 2PRIS GRSUIN GHIQEdaRl dos eendieieompt eldton. pddinesss f Bor the
transaglyiens Kebliekbl F) 4 A analysi I ' as._nentioned with
respect to"Figure 2, the statfg?icéf1§ﬁ§ﬁ§%ggﬂ%%&ﬁ§ﬁé?%ﬁ3pl Qﬁd

gr apRFEAMLE usi 1y sg amatieatde mfcardehim e st simht Bfyitgnsaskegol or - coded

i ndi eakals bel R ARGV A age t ent_invention should be apparent in
vi ew of the “detail ed descﬁlﬁ% ogr%ec?%a‘cfg’s’i sanbérl oé}/s'geek():l S%Ib%%.g%@?/eral sol uti ons
for g&CiFéMary Ghef diTRR itmuwEstutceuld ridnsactd argmi pel ilne bayeoheen proposed
in theapidor afd e Qe 4 uggests using sonme formof trace header
containing a marker 't hlgltop%%gg@rapkgm es Gfﬂemaa%eégo‘—’f TEEGwtesC at ong the

t r an®actieasl pigseliase i vhemderhe o derackethey pradessi Migod hale @ESEEE for an
ori ghkalgehe g thi c e WD 2004/ 001601. PCT/ EP2003/ 009519 28
difficult t%lﬁ%?r%] e%r?%“@egci{gﬁggp? téar%ea%ﬂsreesrea%%sptpl T i T TPEYRr that s
capaBfe téfe Prapspiemy dietedmeand tde umrk esorfd EBrnONEE appldeAtd 0N &t ocol to
anot her as cket.s, for the original request flow along the

transact i Qr(lﬂ%itsgef&?)nie%% or” = SSAEND es;hqgfﬂt%s‘—’fjoﬁﬁ FETCLRAH 9 Y alphe

i dentPeyitid vk erarkeoul d Foevaidtedy tithian dioEP dJequesikiand a Wb server

ey i e " Sery € s 0 Gt A i5a KEridh Gacaase, then the
i denpfctlywn@rmrsla@(tifomorpipr@dicmtmtjhﬁqﬁ@{t§,houl d acconpany the dat abase
;gggﬁféé, %%%%é:%%zf U i itshedibsacﬁl%es%% qatghase, then uses SI\?urInebef:t(‘) r mof

6,108,700, which has a common assignee as the. present patent

applicationrand is hereby incorporated by reference. This

reference teaches a method for defining events that can occur

at each stage of -a transaction pipeline or at the junctions

between stages of a transaction pipeline, énd‘informatién'

‘about’these even;s‘are traced and then‘céfrelated to other

events,; whereby the‘resources that havé been used fér an M

original ;equestvcan be determined. Alfhough the ability to

track the resource consumption for a sinéie'?equest:throughoﬁt

a transaction pipeline has some advantages in certain

contextsg, ﬁhe large instrumentation effort to do so needs to

be weighed against the significance of the generated

information and the need for highly detailed trace

information.

In contrast to the prior art, the present invention

foregoes invasive instrumentation throughout the transaction

pipeline. Rather than tracking the use of resources that are

actually consumed by an original request, the present

invention captures a statistical set of information at each

transaction stage in a transaction pipeline, wherein the



the request to this resource should al so be acconpanied by the identifying
marker. Providing this type of tracking capability requires significant

i nst r umenwat 100500a6d1hi N any ot her transaction pipeline POTVERDEBZ0DHI

Anot her solution is disclosed within U S. Patent Nunmber 6,108, 700, which
has a common assi gnee as the ﬁre en? patent application and is

her el 3nictr st at’ad Byatere Tipes thefperrel eeakneshavierned for

def i nj RgQvEAl St HAlrCath ACEWhe at r8RC-51 96 Dhe Pidd @aASACLT ON pi peline or
at the junctions “between stages of a.transaction pipeline, and information

aboutPaHesa ke mar ind aF doktr andP® heverory et hirdeadh ofhese efehbs, wher eby
the resguces; ahaﬁlgtavql@%e&a%agotet racié’{ﬂhg'é‘@%féﬁﬂé&‘%éé £80rbes

determ ned. Although the abil ource consunption for a
Si ngltéﬁaieqiﬂ@trﬁltﬁ\m}gthmr a Sﬂma%twm of peth¢ nerwasasohenadvant ages in

Certaﬂ&)efﬂ%exaﬁ e rhé"%@fc'mfé trﬂl@ﬁ'f’é‘ H%&ln?lﬂga B?@Q to be

wei ghed agai nst e significance o e gener ted Bn an "t he need
for HWYyht9l betminedieyace ddimofmmi@ﬂcshlﬂt@@@twatsltllmoatheapsaotlant t he

reseni,d wvent i es |l Y t hropghout the
Eranggétfgﬂﬁgplﬁg%?%ég t%%éf¥ % ??aﬂién%gfﬁégﬁégg%fgﬁeggurces that are
act uditansarisimedigebinerign nad pegliesnedt hangrelsenténdi nweahdon captures a
stati i nf ' h. ion sta .in transacti on
o1 pel’ e el (o W BoeaT ootBon Pt BT R bonedeeBang, Bhret ca

i nf orpeg Pwncee sl | PEs $¢Eg©p3mathenaraneaahi@m wipedipar thatl Aesporti on of
the t i | ar _period of An, agent within

éﬁ@f@fﬁ%gp%%&P éf%%r Ln e Bﬁé 8ger1?01cs ag %b?%tﬁg Bgrgg

each stage o ansaction t Fhe"aut ononond! Fmance
met r i gesang hat am&ﬂy&i@vant for a glven stage of the transactlon pi pel i ne,
and the nmetyi eri odi cal | eported. colle t|ng metric
dat a front%%cﬁ ?ﬁ% P@én to n Fanggcg ?l%ﬁesgp raHVFE *8Ral ysi s of

t he ﬁ@a$dbﬂenc@e©¢ribmd imaMBaceonhextpeflaefﬁhhybEunetieﬁmﬁé dand the

end'tﬁ?@@sting system, those of ordinary skill in the art will
appreciate that some of the processes associated with the
present invention are: capable of being distributed in the form
of dinstructions or similar means in a computer readable medium

- and a variety of other forms, regardless of the particular . -

type of 'signal bearing media actually used to carry out the’
distribution.  Examples of computer readable media inelude
media such. aS‘EPROM ROM, tape, paper, floppy disc, hard disk
drive, RAM, and CD ROMs and transmission-type medla, such as
digital and analog communlcatlons links.

The description of the present invention has been
presented for purposes of illustration but is not,intended to
be exhaustive or limited to the disclosed embodiments. Many
modifications and variations will be apparent to those of
ordinary skill in the art. The embodiments were chosen to
explain the principles of the invention and its practical
applications and to enable others of ordinary skill in the art
to understand the invention in order to implement various
embodiments with various modifications as might be suited to

other contemplated uses.



response tinme of the user can be inproved by augnmenting the resources at
any stage in the transaction pipeline that has exhibited poor performance
char act erwsx 10080601 ndi cated by the granul ar anal ysi s. HAQT/ER003mpesivant to

note that while the present inventi has been described in the context of
a fully functioning data processi n% system those of ordinary skill in the
art will appreciate that sone-of M>érocesses associated with the

present invention are~capabl eof being distributed in.the form of
“instructi ons or simlar nmeans in a conputer readable medium and a
vari ety of? JiHerod orom  mon Bgar hass @isfmﬂebtpmd@@rﬂ:arproypewﬂlgm gnal

bear ifgwEdl a-actuald yg u ry out the, di stribution. Exanples of
corrputer r eadabl e nedc'?/% C?%gﬁ)%gsef d| a such_asePROM ROM tape, paper,

floppy di seroviatihalizksedrofeagRadd EAnIORIRGM dined df ensibsse@naiyne nedi a,

such as, c&'é@iﬁgf‘ ﬁgenqnal og communi cations |inks. The description of the
present inventio been presented for purposes of illustration but is

not i nt endeRkqwiathisexdrmuist ayeniorititiid ettt ot hegehise! Psed gnbogdiaents.

Many nd variations wll| be apparent to those of ordinary
ski | Ilryggt%etcgﬁ %Igsnbodl?a’rl%nt@ 15T P UL 6ff 1D PRIGTSF HRE hey pEFRci pl es of

the iviareimreanid sdisver att i clad sappbi casianss anshpDeeaabke ot hers of

or di nary, he art to_understand the invention in order to inplement
vari ous éritlbodollEr%lls}’1 ST VA T OhsT FOMRTE M i DriURRSHHYHE be suited to

ot hert worRaETplat 6b Us esubARA0E/ OHEOL 19&&1@32%&3/&@9%39%13@ QAHMs 1. A
met hod for_gmni ;{}8_1 a distributed data OCGSSI ng system the nethod
conpri si ng:- providi r% 2 et OB agtht 9% Hidudho 9T THeS it +iblut e dat a

pr océ@m@@sﬂs&‘mrﬂr}émmmam @ﬁ@sﬂd@gﬁﬁ bllff%ﬂ‘hgatsﬁn Afpegentise Wi th a
serv Set of, servers in the distributed data processing system
V\herg{rna%sg% sglr veRs e Jtrhes%%t LIRSS 1 ]%‘?Cé%ecg to the

subsequent server to which the server with which the agent is
associated requests a subsequent transaction.
2..  The method of ‘claim 1 wherein the completion information
comprises-.data related to the elapsed time that is required to
‘complete the transaction.
3. The method ‘of “anyone of claim 1l or 2 wherein the
««completion’information‘comprises data related to the
transaction concerning résbufce‘availability,'rééource
" consumption, or time delay.
L4 The method of anyone of claim 1 to 3 further cbmpriSing:
" providing a primary agent in the distributed data
processing system, wherein the primary agent is an agent that
is not associated with a server in the set of servers;
including the primary agent in the set of agents; and
configuring the primary agent to initiate transactions
and to obtain completion information about transactions,
wherein the transactions are directed to a server in the set
of servers.
5. The method of anyone of claim 1 to 4 further comprising:

establishing a logical order for each server in the set

of servers; and



requested transaction after requesting a subsequent transaction to a
subsequent server in the set of servers; and configuring each agent in the
set of aget®oy/@is01itiate a transaction and to obtai n cEqI/ER20@M09519
i nformati on about the transaction,3Wnerei n the transaction is directed to
S
n

the subsequent server to which ttga rver wwth which the agent is
associ at ed T eqidstyy & AHEGUETS tFAnSATR DI LY : 399t nkPhdd of ' . ' claim |

wher €l gy itdg 160mMaledd e dwdor itdwnor&ordd | 8€5, oflagarvetated to the el apsed
time that is required'to conplete the transaction. 3. The nethod: of anyone
of cl%i mL Bre ®i9f tHorRdmf et1dH T nFortat oS EofpFPEEE1Rdf a rel at ed

to, the' {LANSACIHd 0. £ LONCEFN NI ESQUF £Emayak! AbL | éééént' [£ shaurce
consunption; or tine delay. 4. The nethod of anyone of Tlaim1l to 3 further
conprigt mE agRmiA ding of br$resgregientni Bhe heeli of r spuvedsdagad processi ng
system whgrein hOBL Y dgent £ d | age i B associated with
a server in ﬁle lsrg‘ie %% Ig%v%ars; incﬁ%ﬁgﬂt eo%i??\gn%?y%égg%t in the set of
agent srangarticanfatguriegt ihet prdemry agent to initiate transactions and to

obt ai co t] | bf ' b n 1.on wherein the transactions

are d'lpi’ ec{%{dﬁetr’é%hés&er(gfe;@%%g hg ]g%%tﬂ%]fa é%ﬁ%gi)%iﬂ%f The met hod of anyone of

claiml toarifisthey < ospeosdngranestabbhshongha fbgstakeotder fi-om each

server in the set . of servers; afld WO 2004/ 001601 PCT/ EP2003/ 009519 31

ini tiatThg LT arsacti dhs By The pridary ageft o a logically first server

in an or deskeich setn®f csep Vet Son 6infbemaei bndabbuanyneesetoaiaim 1l to 4
initiating a first transaction froma first agent in

furthtg_a]; r(l:ongrisin L o q . . nt.
the Sset™ot %Jg%rht%tttb A FTre8t“s@¥Ver-in the set of servers; and obtaining
conpl &t i onThefmsabd obf abeubnéherft1sim Lrassactihephat thephkikshgagent. 7.
The nethod of , claim6 further conprising: ,
assigning a common identifier to the set of agents; -and
‘distributing the common identifier in configuration
‘information to each agent in the set of agents:
9. The method of anyone of ¢laim 1 to 4 further comprising: - -
' executing'a~script at ‘an agent ‘to initiate one or more -
transactions to one or more servers.
'10. The method of anyone of claim 1 to:4 wherein:
‘configuration informatiom for an agent in the set of agents'
comprises temporal infofmation for indicating when an agent'
. should initiate a transaction to a server.
11.:. The method of anyone of ‘claim 1 to 4 further comprising: -
collecting completion information directly from each . ..
agent in the set of agents at a specified server.
12. The method of claim 11 further comprising:
initiating collection of completion information by the
primary agent.
13. The method of anyone of claim 1 to 12 further comprising:
correlating completion information from a plurality of
agents.
14. The method of anyone of claim 1 to 13 further comprising:
statistically analyzing completion information from a

plurality of agents.



initiating a second transaction to the first server from a second agent in
the set of agents; and obtaining conpletion information about the second

t ransact i wo mp4/0heoisecond agent. 8. The nmet hod of anyonefErRb@/mpsioto 4
further conprising: assigning a co nidentifier to the set of agents;
.and _distributing the common identifier in configuration information to

' eacH Sagerdt 93k a HereeesBinggerticem oconpiel FEid JHc RS apydRecdf feFaim 1 to 4
furt i Shno; | L Pt at enk- tnithatg gune' or nore
R R L s B A
to, , 46vherfeicrmponét goradian prddeent ¢onptifong aprageanningt hedset of

agent.s ', ¢ rises tenporal.information for indicating when_an_agent
ShoUl T Ta e S FPhraherion'd aertars 91 tARcRaehAdatarsarsdl o

"cl aitth laryworde fof t beaigsnprisi My-when - saieptbgganoipl ekeontedf onnat i on

di rect I“%/Pfrom each.. agent in the set of agents at a specified server. 12.
The net MO OF claim 11 further conprising: initiating collection of
conpletion information by the prinmary agent. 13. The net hod of anyone of
claiml to 12 further conprising: correlating conpletion information from
a plurality of agents. 14. The nethod of anyone of claiml to 13 further
conprising: statistically analyzing conpletion information froma
plurality of agents. WD 2004/001601 PCT/EP2003/009519 32 15. A data
processi ng system conpri sing neans adapted for carrying out the nethod
according to anyone of clains 1 to 14. 16. A conputer program product
conprising progranmm ng code instructions for executing the steps of the
met hod according to anyone of clains 1 to 14 when said programis executed
on a conputer.



