DATA PROCESSI NG APPARATUS AND METHOD AND PROGRAM THEREFCOR Technical Field
This invention relates to a data processing apparatus and nethod and a
programtherefor wherein data are witten into and read out froma
recordi ng medium Background Art In recent years, a radio frequency
identification (RFID) technique has exhibited a significant devel opnent,
and various techni ques have been proposed wherein an RFID tag (radio tag)
which can transnmit and receive data by radio and requires no power supply
is utilized for wvarious information providing neans. For exanple, a
system has been proposed wherein a radio tag is applied to a poster or
the like and file data recorded in the radio tag are read by radi o by
nmeans of a term nal apparatus such as a portable tel ephone set or a
personal digital assistant (PDA). In such a systemas just described, it
is necessary to take nmeasures for preventing a third party from
illegally witing file data into a radio tag applied to a 1 poster. A
system of t hePAKp&RAESEERILNEdAPRBARATEE] g8Ed METEOD aNANPR@GRAM THERITERE

Pat ent Lai d- Open No. 2003-85494.

Technical Field
This invention relates to a data processing
apparatus and method and a program therefor wherein data

are written into and read out from a recording medium.

Background Art

In recent years, a radio frequency identification
(RFID} techniqgue has exhibited a significant development,
and various techniques have been proposed wherein an RFID
tag (radio tag) which can transmit and receive data by
radio and requires no power supply is utilized for
various information providing means.

For example, a system has been proposed wherein a
radio tag is applied to a poster or the like and file
data recorded in the radio tag are read by radio by means
of a terminal apparatus such as a portable telephone set
or a personal digital assistant (PDA).

In such a system as just described, it is necessary
to take measures for preventing a third pafty from

illegally writing file data into a radio tag applied to a



Menories for use with a radio tag are divided into a type which has a
rewiting inhibiting function and another type which does not have the
rewiting inhibiting function- O whichever one of the types the nenory
used in aradiotag is, it is necessary to prevent file data witten
illegally in the radio tag by a third party from being read out and
utilized in error as valid file data. D sclosure of Invention Exanple
enbodi ments nay provide a data processing apparatus and nmethod and a
program t herefor which can prevent recording data witten illegally into
a recording n%g%gn1by athird party frombeing read out and utilized as
valid recordiﬁb ata in error irrespective of whether or not the

recordi ng medi umin whi e&hggr@ﬁgra}$% g?%é%fggg %@i&1§%%o§%%5 g rewiting

i nhibiting function. I n accordance I rst aspect thé present

invention, theLgnseproyisfigl dsdabs H0GRISL AP RARRAr 3bYS-gdQyy Witing
recording data into a recording nmedium characterized in that said data

processi ng appar at USvereQREl $68 use SiigRALUFEIRY aductir-onafBans fato =
producing 2 signature data for the recording data; and a witing neans

for discrim natypegwhhehheds of matrithagr ecorsinggmedhefmohasnda anbthéng
inhibiting function and perform ng, when it
type which deces mnot have the rewriting inhibiting
function-~ 0Of whichever one of the types the memory used
in a radio tag is, it is necessary to prevent file data

written illegally in the radio tag ky a third party from

being read out and utilized in error as valid file data.

Disclosure of Invention

Example embodiments may provide a data processing
apparatus and method and a program therefor which can
prevent recording data written illegally into a recording
medium by a third party from being read out and utilized as
valid recording data in errcor irrespective of whether or not
the recording medium in which the recording data are written
has a rewriting inhibiting function.

In accordance with a first aspect of the present
invention, there is provided a data processing apparatus
for writing recording data intce a recording medium,
characterized in that said data processing apparatus
comprises: a signature production means for producing
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is discrimnated that the recording nmediumhas the witing inhibiting
function, a first operation of witing the recording data into the
recordi ng medi um but performng, when it is discrimnated that the
recording nedium does not have the witing inhibiting function, a second
operation of witing the signature data produced by said signature
production nmeans and the recording data into the recording nmedium 2a In
exanpl e enbodi nents, the witing nmeans discrimnates whether or not a
recording mediumhas a witing inhibiting function. Wien the witing

means di scri m.nat t ord|n dium has_the wi.ti.n inhi biting
function, the mﬁl?lureréétsqﬁgfgo?ns ? CyE %FtaOp%?%tlgﬁ”iﬁ axF??%% t he
recordlng dat a | nt n % e i means
di sori i nat esaﬁOﬁat@léﬂfﬁm%ﬁégéﬁé S m%oﬁ%“%ﬁﬁ%a HEPralg hoal e

i nhi bi ting fuynction, :the %hﬂiﬁﬁﬁ%ﬂ%@@&é@%tg@ff%%%g opgLation of
writing the S|gnature data produced by the signature produaction neans and
the recording idat g; Lot n e JueCORgh NG nMedb it adhd NnaQseh danqa@svv' the a

second aspect of the present invention, there is provided a data

processi ng methading inhibiting function, a first operation of writing
the recording data into the recording medium but
performing, when it is discriminated that the recording
medium does not have the writing inhibiting function, a
second operation of writing the signature data produced by

said signature production means and the recording data

into the recording medium.
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characterized in that said data processing nethod, conprises: a first
step of discrimnating whether or not a recording nedium has a witing
inhibiting function; a second step of witing, when it is discrimnated
at the first step that the recording nmediumhas the witing inhibiting
function, recording data into the recording nedium a third step of
produci ng, when it is discrimnated at the first step that the recording
medi um does not have the witing inhibiting function, signature data for
the recording data; and a fourth step of witing the signature data
produced at the third step and the recording data, intg ﬁggrrecoggkgg

medi um In accordanceé with arthird aspect of "t he presenf ifventTOR, there
s provided a poguamial, behoghaxesbt gl by a.dala; R ofessing agpajat us,
characterized in that saird program causes said data rocessi ng appar at us
to execute:  a,filist progedu &, Pf diseibAl nafhng whet her.qrpot ja.
recording nediumhas a witing 1nhibiting function; a second”procedure of
witing, when disdr$ndhsicdd Mt ednat robBheafld Sherpeedis echbat, ihen,
recording medium has the witing inhibiting function, recording data into
the recordi ngidmReidMg arbddtibrdr aGedure  Ofg PROLUCT A FMASN thE £l st
discrimnated at the first procedure that t%e recordi ng nedi um does not

have‘the Wi tidigranhb®i b ngritnet it0R, recording data into the recording

medium. IHowever, when the writing means discriminates that
the recording medium does not have the writing inhibiting
function, the writing means performs the second operation of
writing the signature data produced by the signature
production means and the recording data into the recording

medium.



signature data for the recording data; and a fourth procedure of witing
the signature data produced at the third procedure and the recording data
into the recording nedium 4 In accordance with a fourth aspect of the
present invention, there is provided a data processing apparatus for
readi ng out recording data froma recording medium characterized in that
sai d data processing apparatus conprises: a signature verification neans
for verifying signature data for the recording data; and a readi ng out
means for discrimnating whether or not the recording mediumhas a

writing inhibiting fyncti-08,@06kPERHQ M NGeconthelk fpﬂetct' S idnated that
the recording nediumhas the witing inhibiting function, a first

operation of imgadihgnoutthele resomdpwgddataifd@h@th@bc%ﬁammlmpﬂhaﬂ um

and utilizing the recardin but rforn1 i.s _di.scrim nated
that the recorctt?laﬁ@ Chgdith %bq%a%ofahda \/\/%‘L’Jtng 86?}?9‘?‘ bF e g Finct i on,

a second oper atiiref ffep beALiNGiQULailiRg me@@lre@h 8¢ iat a fepding fatokdi ng
medi um causing said signature verification means to verif si gnature

data i ncl uded hieg eherrldadi hghHuittd"PeEnEUOnf r dnFeddis! FEEBr ef gt Feddum and
utilizing the pecording daga;. r&ad.quy fromthe pecgrding mediym it a

condi tion that
recording medium has the writing inhibiting function,

recording data into the recording medium;

a third step of producing, when it is discriminated at the
first step that the recording medium does not have the
writing inhibiting function, signature data for the
recording data;-and a fourth step of writing the signature
data produced at the third step and the recording data
into the recording medium.

In accordance with a third aspect of the present
invention, there is provided a pregram for being executed
by a data processing apparatus, characterized in that said
program causes sald data processing apparatus to execute:
a first procedure of discriminating whether or not a
recording medium has a writing inhibitirng function;

a second procedure of writing, when it is discriminated at
the first procedure that the recording medium has the
writing dinhibiting function, recording data into the
recording medium; a third procedure of producing, when it
is discriminated at the first procedure that the recording
medium does not have the writing inhibiting function,
signature data for the recording data; and

a fourth procedure of writing the signature data produced
at the third procedure and the recording data into the

recording medium.



said signature verification nmeans discrimnates that the signature data
is valid is satisfied. 5 In exanple enbodi nents, the readi ng out neans

di scrim nates whether or not the recording nediumhas a witing

i nhi biting function. Wen the reading out neans discrimnates that the
recordi ng nmedium has the witing inhibiting function, the reading out
nmeans reads out the recording data fromthe recordi ng nmediumand utilizes
the recording data. However, when the reading out means discrimnates
that the recording nmedi um does not have the witing inhibiting function,
the readi ng out nmeans reads out the recording data fromthe recording
medi um and causes the signature verification neans to verify signature

data included in the readind.dataggad oub,from Lhe regording mmdiym

Then, the reading out nmeans utilizes the recor g data read out
recording nedijynifioa copdid ignyihaladde %hgg%wcésgﬁtd fatp‘ﬁ%é@% fggans

di scrim nates that the' signature data is validis satisfied

accordance W tha@ifift Buaspesdo@fin hed9£§seﬁtom i nventd Qiqihder fedSim,
provi ded a data processi ng net hod readi ng out recording data froma

recordi ng medidifracedairzaat erlhzeihlaﬁ t&at_dsaugtﬁat@rwe@@eﬁgl ngppeired

conpri ses:
comprises: a signature wverification means for wverifying
signature data for the recording data; and a reading out
means for discriminating whether cor not the recording
medium has a writing inhibiting function and performing,
when it is discriminated that the recording medium  has
the writing inhibiting function, a £first operation of
reading out the recording data Ifrom the recording medium
and utilizing the recording data but performing, when it
is discriminated that the recording medium does not have
the writing inhibiting function, a second operation of
reading out the recording data from the recording medium,
causing said signature verification means to verify
signature data included in the reading data read out from
the recording medium and utilizing the recording data
read out from the recording medium if a condition that

said signature verification means discriminates that the

signature data is wvalid is satisfied.



a first step of discrimnating whether or not the recording 6 nedium has
a witing inhibiting function; a second step of reading out, when it is
discrimnated at the first step that the recording nediumhas the witing
inhibiting function, the recording data fromthe recordi ng nedi um and
utilizing the recording data; a third step of reading out, when it is
discrimnated at the first step that the recording nedium does not have
the witing inhibiting function, the recording data fromthe recording
medi um and verifying signature data included in the reading data read out
from the recording nedium and a fourth step of utilizing the recording
data read out fromthe recording nediumif a condition that it is

discrimnated at theyt hiddystep thale hessi onal uredatg | g, abid,le

satisfied. 6a In accordance wth a sixth aspect of the present 1 nvention,

there is provided anphogamifofndiei 9 Lxectied o B%-Ardat@PLACESSI B9
apparatus, characterized in that said program causes said data processing

apparatus to gxegHbeindibifsig Presedwre afhedi SGld Mdatingg ckethensor  not
the recording nmediumhas a witing inhibiting function; a second

procedure of raadirigidstes WORHAE | thé SredbBEirgrimatieeh alast hee Iwsitiprocedur e

that the recording
inhibiting functicon, the reading out means reads out the
recording data from the recording medium and utilizes the
recording data. However, when the reading out means
discriminates that the recording medium does not have the
writing inhibiting function, the reading out means reads
out the recording data from the recording medium, and
causes Tthe signature verification means to verify
signature data included in the reading data read out from
the recording medium, Then, the reading out means
utilizes the recording data read out from the recording
medium if a condition that the signature verification
means discriminates that the signature data is wvalid is
satisfied.

In accerdance with a f£ifth aspect o0f the present

invention, there is provided a data processing method for
reading out recording data from & recording medium,

characterized in that said data processing method comprises:

a first step of discriminating whether or not the recording



medi um has the witing inhibiting function, the recording data fromthe
recording nediumand utilizing the recording data; a third procedure of
reading out, when it is discrimnated at the first procedure that the
recording nedium does not have the witing inhibiting function, the
recording data fromthe recording nediumand verifying signature data
included in the reading data read out from the recording nedium and a
fourth procedure of utilizing the recording data read out fromthe
recording nediumif a condition that it is discrimnated at the third
procedure that the signature data is valid is satisfied. 7 In exanple
enbodi nents, recording data witten illegally into a recording nmedi um by
athird party gan.he nbreyeplednfr ombhalngyr aad-out, anddddd 28dpas val i d
recording data in error irrespective of whether or not the recording
nedi um has a reWayihENGueNhipidd o f BCtdi@RrinBrdtel RS CIHPt +010fsifdaw ngs
FIG 1 is a block diagram showi ng a general configuration of a data
distribution systemi® wWakehaidie npaesent hayentHonwistapp! iedibilidy 2 is
a bl ock diagram showi ng a configuration of a radio tag which has a
writing inhibifidnegidmnciHieorecsbaimy idethl Grod; the recording medium and

utilizing the recording data; a third step of reading out,
when it is discriminated at the first step that the recording
medium does not have the writing inhibiting function, the
recording data from the recording medium and verifving
signature data included in the reading data read oul from
the recording medium; and a fourth step of utilizing the
recording data read out from the recording medium if a
condition that it is discriminated at the third step that

the signature data is valid is satisfied.
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FIG 3 is a block diagram showi ng a configuration of a radio tag which
has no witing inhibiting function shown in FIG 1; 8 FIG 4 is a
diagrammatic view illustrating a menory map configuration of a menory of
the radio tags shown in FIGS. 2 and 3; FIG 5 is a diagrammtic view
illustrating a file data area shown in FIG 4 where file data which are
not in a conpressed formare recorded in the radio tag showmm in FIG 2;
FIG 6 is a diagrammatic view illustrating the file data area shown in
FIG 4 where file data which are not in a conpressed formare recorded in
the radio tag shown in FIG 3; FIG 7 is a diagrammtic view illustrating
the file data area shown in FIG 4 where conpressed file data are

recorded in the radio Lagshows i G 2ixFhGacBobs @i anragrRLig, vi ew

illustrating the file data area shown in 4" where conpresse |l e

data are recorgeddipnt h@hé@@'?stﬁ&ﬁ@@%a' 5r %l%m %oflb%ng EfeButed
di agrammatic view showng a file table area s in FIG "4, FIG 10 is a

di agranmati c VheWaSh@WaNgppodddBng apparatus, characterized in that
sald program causes said data processing apparatus to
execute: a first procedure of discriminating whether or
not the recording medium has a writing inhibiting
function; a second procedure of reading out, when it is
discriminated at the first procedure that the recording
medium has the writing inhibiting function, the recording
data from the recording medium and utilizing the recording
data; a third procedure of reading out, when it is
discriminated at the first procedure that the recording
medium does not have the writing inhibiting function, the
recording data from the recording medium and verifying
signature data included in the reading data read out from
the recording medium; and a fourth procedure of utilizing
the recording data read out from the recording medium if a
condition that it is discriminated at the third procedure

that the signature data is wvalid is satisfied.



attribute area shown in FIG 9; FIG 11 is a block diagram show ng a
hardware configuration of a witing apparatus shown in FIG 1; FIG 12
is aflowchart illustrating an 9 initialization operation of a radio tag
by the witing apparatus shown in FIGS. 1 and 11; FIG 13 is a flow chart
illustrating a general witing operation of file data and so forth into a
radio tag by the witing apparatus shown in FIGS. 1 and 11; FIGS. 14 and
15 are flow charts illustrating details of a witing operation of file
data and so forth into a radio tag at step ST13 or ST14 illustrated in
FIG 13; FIG 16 is a block diagram showi ng a hardware configuration of
a term nal apparatus shown in FIG 1, FIG 17 is a flow chart

illustrating a gener o] ison adj e

term nal apparatus g own |ﬁﬁ% Ggﬁb&ﬂﬁ&%% £é 8% ?%t g“?é %?e flow
charts illustratjngiidetail s, ofeagadi ARG tﬁrp%rﬁhiﬂﬁ‘ ;Sgrt,g lendgta, file
attribute data and so"forth at step ST43 or ST45 shown in 17. Best
Mode for CarrybRgritled herdiVEBEHEN read out and utilized as wvalid

recording data in error irrespective of whether or not

the recording medium has a rewriting inhibiting function.

Brief Description of Drawings

FIG. 1 is a block diagram showing a general
configuration of a data distribution system to which the
present invention is applied;

FIG. 2 is a block diagram showing a configuration
of a radio tag which has a writing inhibiting function
shown in FIG. 1;

FIG. 3 is a block diagram showing a configuraticn
of a radio tag which has no writing inhibiting function

shown in FIG. 1;



Referring first to FIG 1, there is shown a general configuration of a
data distribution systemto which the present invention is applied. In
the data distribution systemwhich is generally 10 denoted at 1, a
plurality of file data of a variable size such as HTM. (Hypertext Markup
Language) file data produced, for exanple, by a conputer 12 are witten
by radiointo a radio tag 10 through a witing apparatus 11. The radio
tag 10 is applied to a poster 18 or the Iike. A term nal apparatus 15 of
the portable type reads out the file data by radio fromthe radio tag 10
and displays an image according to the file data, for exanple, on a
display unit thereof. The term nal apparatus 15 may be, for exanple, a

portabl e tel ephone sgt op gsp§r§£55¥%ﬁﬂé¥ﬂtabi@§5%;iﬁ%%raéfq%»a mé&k%%h gnd

correspondi ng rel ati onshi p between eatures o e preseéent” i nventi

. . i ' ' . f th
conponent s of pt he.oPrigssak i pbad %!Eﬂéméﬁ{ Q%Cﬂﬂeb?gdlé @gggg%ll}%?n af,, the

radio tags 10 and | Oa shown in FIG 1 corresponds to a ng medi um
in the presentygs nventjponr. A recording area of the nmenmory 35 shown in FIG

FIG. 5 ;s a diagrammatic view iilustrating a file
data area shown in FIG. 4 where file data which are not
in a compressed form are recorded in the radio tag shown
in FIG. 2;

FIG. 6 is a diagrammatic view illustrating the file
data area shown in FIG. 4 where file data which are not
in a compressed form are recorded in the radio tag shown
in FIG. 3;

FIG. 7 is a diagrammatic view illustrating the file
data area shown in FIG. 4 where compressed file data are
recorded in the radio tag shown in FIG. 2;

FIG. 8 is a diagrammatic view illustrating the file
data area shown in FIG. 4 where compressed file data are
recorded in the radio tag shown in FIG. 3;

FIG. 9 is a diagrammatic view shoﬁing a file table
érea shown in FIG. 4;

FIG. 10 is a diagrammatic view showing a file
attribute area shown in FIG. 9;

FIG. 11 is a block diagram showing a hardware
configuration of a writing apparatus shown in FIG. 1;

FIG. 12 is a flow chart illustrating an

9



4 corresponds to a recording area of the present invention. The radio tag
10 shown in FIG 2 is a recording nediumwhich has the witing inhibiting
function, and the radio tag 10a shown in FIG 3 is a recordi ng nmedi um

whi ch 11 does not have the witing inhibiting function.

File data

recorded in a file area 142 in the recording area shown in FIG 5 in the
present enbodi ment correspond to recording data of the present invention.
Signature data recorded in a signature area 143 or 150 shown in FIG 6 or

8 corresponds to signature data in the present invention.

Further, file

attribute data recorded in file attribute areas 1201 to 120n (n is an
integer equal to or greater than 1) shown in FIG 9 correspond to

attribute datanifi d1neapreseBbe -AVERM ION .4 Ag %Qdf:ﬁgfiragggtgén

position designation area 121 shown in FIG 10 c

afile
o g_recordlng

address of thgpiesent shBwant hoprcEuri hely 13,first address A shown in FIG
9 corresponds to a first address of the present invention, and a second

address B correspongsct 012 s€cond AddLgss 9i1u§@£&&%ﬁf%ﬁ%eh@¥§ﬂt'On'

writing operation of file data and so forth into a radio

‘tag by the writing apparatus shown in FIGS.

1 and 11;

FIG5. 14 and 15 are flow charts illustrating

details of a writing operation of file data and so forth

inte a radio tag at step ST13 or ST14 illustrated in FIG.

13;

FIG. 16 is a block diagram showing a hardware

configuration of a terminal apparatus shown in FIG. i;

FIG. 17 is a flow chart illustrating a general

reading out operation from a radio tag by the terminal

apparatus shown in FIGS. 1 and 16; and

FIGS. 18 and 19 are flow charts illustrating

details of a reading out operation of file data, file

attribute data and so forth at step ST43 or ST45 shown in

FIG. 17.

Best Mode for Carrying out the Invention

Referring first to FIG. 1, there is shown a general

configuration of a data distribution system to which the

present invention is applied.

In the data distribution system which is generally

10



In the present enbodinent, the first address A indicates a top address of
a file data area 102 following a tag managenent area 101 designated from
the top address in, the recording area shown in FIG 9. The second
address B indicates an address on the tail end address side in a region
following a parity area 12 114, a reserved area 113, a free area
indication area 112, a file nunber area 111 and a classification type
area 115 defined in order fromthe tail address in the recording area
shown in FIG 9. Further, a processing section 25 shown in FIG 11
corresponds to a first witing nmeans of the present invention according
to the first aspect, and a signature production section 26 corresponds to

a signature praduehi on ﬁp@%ﬁﬁ%@ﬁ%%i%eagéfogl%%%%gwgs{%e the

first aspect. Further, a programP own in corresponds'to a
program of theyphesentrimVv [Welr B-Yo Male! t hi.r ct. A
4 (Y0 o RCHOLHLD nggp%%% )t ind age

processing section 45 shown in Fl corres 0 a readi ng out neans
of the presenbrouﬁgggyygﬂ:Qg&@ﬁq%nggoatggmﬁﬁ%%gIlza%ggc% ;8D nab§|gnature
0 a signa

verification section 46 corresponds ure verificafion neans of
the present inpvanbi ofRCCAULHiIRD LG 10 through a writing apparatus 11.

The radio tag 10 is applied to a poster 18 or the
like.

A terminal apparatus 15 of the po;table type reads
out the file data by radio from the radio tag 10 and
displays an imége according to the file data, for example,
on a display unit thereof. |

The terminal apparatus 15 may be, fér example, a
portable telephone set or a personal digital assistant
(PDA) .

First, a corresponding relationship between
features of the present invention and components of the
present embodiment is described.

A memory 35 of the radio tags 10 and 10a shown in
FIG. 1 corresponds to a recording medium in the present
invention. A recording area of the memory 35 shown in FIG.
4 corresponds to a recording area of the present
invention.

The radio tag 10 shown in FIG. 2 is a recording
medium which has the writing inhibiting function, and the

radio tag 10a shown in FIG. 3 is a recording medium which

i1



the fourth aspect. Further, a program PR& shown in FIG 16 corresponds
to a programof the present invention according to the sixth aspect. Now,
an outline of the data distribution system1l1 is described. Wen the
witing apparatus 11 of the data distribution system1l wites file data
and so forth into 13 a radio tag 10 which has a witing inhibiting
function, it sets the radio tag 10 to a wite inhibiting state after it
wites the file data and so forth into the radio tag 10. On the other
hand, when the writing apparatus 11 wites file data and so forth on a
radio tag 10a which does not have the writing inhibiting function, it
produces signature data for the file data and wites the signature data

into the radi g tag,J0g.1 ga&@eg £££€%Lﬂ%”§4#“1d%ta gnd so forth. In such

witing of file data as descri %pparatus 11 wites

a plurality of flleEg atag, Pt Jae(%@fdeacpl %F%l%g |n ordelr421 nto fll_e dat a

area 102 in a recording area shown In beglnnlng Wi % first

address A towgg 224066358 +16! e £AGQ b0:d0 ald e the
witing apparatus 1

correspond to recording data of the present invention.

Signature data recorded in a signature area 143 or
150 shown in FIG. 6 or 8 corresponds to signature data in
the present invention.

Further, file attribute data recorded in file
attribute areas 120_1 to 120 n (n is an integer equal to
oi greater than 1} shown in FIG. 2 correspond to
attribute data of the present invention.

An address recorded in a file position designation
area 121 shown in FIG. 10 corresponds to a recording
address of the present invention.

Further, a first address A shown in FIG. 0O
corresponds to a first address of the present invention,
and a second address B cbrr63ponds to a second address of
the present invention.

In the present embodiment, the first address A
indicates a top address of a file data area 102 following
a tag management area 101 designated from the top address
in the recording area shown in FIG. 9.

- The second address B indicates an address on the

tail end address side in a region following a parity area

12



plurality of file attribute data of a fixed size individually defined
corresponding to the plurality of file data and individually indicating
recordi ng addresses of corresponding file data in the file data area 102
into prescribed file attribute areas 120n beginning with the second
address B toward the first address A. The term nal apparatus 15 reads out
the filed data, file attribute data and so forth fromthe radio tag 10 14
but does not performverification of signature data. In particular, since
the radio tag 10 is set to the witing inhibiting state, a third party
cannot wite file data illegally into the radio tag 10. On the other

hand, the term nal apparatus 15 reads out the file data and file

ttribute dat | | i t datg fromthe.radio tag 10a. _Then,
Sfter the refhinat Eppsnvatetis yao( fe rfeﬁeaﬁf‘i?ﬁ‘?%/c%"rl‘%rﬁeareﬁ ur e

data, it ut|I|z s.the file data gil attrj bute ta _apd so forggg{ead
out as descrlﬁeg thp FVEREE €§FI 1datad 3 ?&:Sﬁﬁﬁ%c g&PB g%ﬁe 195 not
have the WWItIn |nh1b|t|n nct a.l (ﬁxfarté %ﬁn WW|tqu|Ie dat a
i11egally intd® ?ﬁ ¢ adi ¢ 8 tﬁ feldt %§ F& “t&r hf rat “dppar at us
15 perforns v§£|ef|Sacgdmonmofﬂ§;|.ggqture
Further, a processing section 25 shown in FIG. 11
corresponds to a first writing means of the present
invention according to the first aspect, and a signature
produétion section 26 corresponds to & signature
production means of the present invention according to
the first aspect. Further, a program PRG1l shown in FIG.
11 corresponds to a program of the present invention
according to the third aspect.
A processing section 45 shown in FIG. 16
corresponds to a reading out means of the present
invention according to the fourth aspect, and a signature
verification séction 46 corresponds to a signature
verification means of the present invention according to
the fourth aspect. Further, a program PRGZ shown in FIG.
16 corresponds to a program of the present invention
according to‘the sixth aspect.
Now, an outline of the data distrxibution system 1
is described.

When the writing apparatus 11 of the data

distribution system 1 writes file data and so forth into

13



data, such illegal witing as descri bed above can be detected _
appropriately, and the file data can be prevented frombeing utilized in
error. [Radio tags 10 and 10a] The radio tag 10 has the witing inhibiting
function while the radio tag 10a does not have the witing inhibiting
function. FIG 2 shows a configuration of the radio tag 10 shown in FIG
1. 15 Referring to FIG 2, the radio tag 10 includes an .antenna 31, a
radio frequency (RF) section 32, a power control section 33, a nenory
accessing section 34 and a nenory 35. The RF section 32 perfornms such
processing as denodul ation and so forth for a signal such as file data,
file attribute data and so forth received by the antenna 31 and outputs a

resul ting signaladi tdag MBMRAYCACSES S NE-1 1386t keﬂiﬁfti@eﬁﬁfcﬁ%g{,i on 32

perfornms such processing as nodulation and $o forth for a sign such as

file data, = atfrddus Q:h_@aﬁfﬁdﬁﬂdtéﬁ fordd 4 eadrauinfigmihe ey 35 and
supplies a resulting signal to the antenna 31. The power” control section
33 supplies pofSr it writes the file data and so forth into the radio

tag 10.

On the other hand, when the writing apparatus 11
writes file data and so forth on a radio tag 10a which
does not have the writing inhibiting function, it
produces signature data for the file data and writes the
signature data into the radio tag 10a together with the
file data and so forth.

In such writing of file data as described above,
the writing apparatus 11 writes a plurality of file data
of a variable size in order into a file data area 102 in
a recording area shown in FIG. 9 beginning with a first
address A toward a second address B in the radio tag 10.

Further, the writing apparatus 11 writes a
plurality of file attribute data of a fixed size
individually defined corresponding to the plurality of
file data and individually indicating recording addresses
of corresponding file data in the file data area 102 into
prescribed file attribute areas 120 n beginning with ﬁhe
second address B toward the first address A.-

The terminal apparatus 15 reads out the filed data,

file attribute data and so forth from the radio tag 10
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(energy) obtained by el ectromagnetic coupling froma signal received
through the antenna 31 to the nmenory accessing section 34 and so forth.
The nenory accessing section 34 is driven with the power received from
the power control section 33 and perfornms a witing operation and a
reading out operation of data into and fromthe nmenory 35. The nmenory
accessing section 34 has the witing inhibiting function and is
controlled, for exanple, by the witing apparatus 11 and the term nal
apparatus 15. 16 The nmenory 35 stores data such as file data and file
attribute data hereinafter described. The nmenory 35 is a recording medi um
such as, for exanple, a smart |abel or an EEPROM from whi ch recording

data are erasggh by, £OlloBChHiYE, £ AR £rf Q¢ 1 ® BNLLELacLALAUANO area
thereof. FIG 3 shows a configuration of the radio"tag a shown in FIG

1. Referring to Fl Grn3patheediadi 0 tiage1Qael pehydes,an o ant guga 31,8 radio

frequency (RF) section 32, a power control section 33, a nmenory accessing

secti on 34a aph @ ndBIPL Y1 89ng THE BN eNng, ;3L pggt§e8£1’n(?£'t 321 RovAr control
data illegally into the radio tag 10.

On the othér hand, the terminal apparatus 15 reads
out the file data and file attribute data as well as
signature data from the radio tag 10a. Then, after the
terminal apparatus 15 verifies the validity of the
signature data, it utilizes the file data, file attribute
data and so forth read out as described above as valid
data.

Since the radio tag 10a does not have the writing
inhibiting function, a third party can write file data
illegally into the radio tag 10a. However, since the
terminal apparatus 15 performs verification of signature
data, such illegal writing as described above can be
detected appropriately, and the file data can be
prevented from being utilized in error.

[ Radio tags 10 and 10a]

The radio tag 10 has the writing inhibiting
function while thé radio tag 10a does not have the
writing inhibiting function.

FIG. 2 shows a configufation of the radio tag 10

shown in FIG, 1.
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section 33 and nenory 35 are simlar to those described hereinabove with
reference to FIG 2. The radio tag I0a is different fromthe radio tag 10
in that the nmenory accessing section 34a thereof does not have the
witing inhibiting function. FIG 4 illustrates a configuration of a
menory map of the nmenory 35 of the radio tags 10 and 10a shown in FIGS.
2 and 3. The nenory 35 permts accessing thereto fromthe outside except
part of the recording area in which an OS (QOperating System and
information regarding the radio 17 tag 10 or 10a such as whether or not
it has the witing inhibiting function, a manufacture code, a version, a
size of the recording area of the nenory 35, a unit in accessing to the

recordi ng area and so.forth. .As Sgen in FlG the recarding, _area of the.
memory 35 includesﬁgf?ﬁﬁlW%ﬁgbeneﬁtégrggelﬁféig P??éﬁ§§f5ﬂ§%§§ Y02 and a

file lable argpdid, sfhe L agaBnAgeRi. A 63 1L A3 dety ned.  for, exarpl e

over a predetern ned address range from tarting (to

address space.gf, Lfie LecaLi 99 al e of, LG JRIRLY 33509V, | hd1 G 4. The

tag managenent area has fetor

memory 35.

‘The RF secﬁion 32 performs such processing as
demodulation and so forth for a signal such as file data,
file attribute data and so forth received by the anftenna

. 31 and outputs a resulting signal to the memory accessing
section 34,

The RF section 32 performs such processing as
modulation and so forth for a signal such as file data,
attribute data and so forth read out from the memory 35
and supplies a resulting signal to the antenna 31.

The power control section 33 supplies power
{energy) obtained by electromagnetic coupling froﬁ a
signal received through the antenna 31 to the memory
accessing section 34 and so forth.

The memory accessing section 34 is driven with the
power received from the power contreol section 33 and
performs a writing operation and a reading out operation
of data into and from the memory 35.

The memory accessing section 34 has the writing
inhibiting function and is controlled, for example, by

the writing apparatus 11 and the terminal apparatus 15.
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data unique to the radio tag 10 or 10a. The file data area 102 is defined
between the tag managenent area 101 and the file table area 103 in the
address space descri bed above. The file data area 102 is defined fromthe
first address A follow ng the tag managenent area 101 shown in FIG 9
descri bed herei nabove toward the second address B of the address space of
the nmenory 35. In the file data area 102 of the radio tag 10,. file nane
data of a plurality of HTM. file data and the entity of the file data are
witten in order as seen in FIG 5 at successive addresses fromthe first
address A toward 18 the second address B by the witing apparatus 11. In
particular, file nane data are recorded in the file nane area 141 in the

file data area 102 Tagdmgngs% 9018218, 1869 eyl 0, Uher {116 arga 142. The

|nd|V|duaI file nanme data an ata are varil a The

f the f th nber and the
care oo of T NP3 ME AL epu e i, ean, Lhe Duibe

data anmobunt of file data rec e other hand, in the file

data area 102 of th@herﬂg&9r§a95%Q?G @éd%r%§g% ﬂé&@mﬁhﬂﬁﬂpggna oEy of HTM

file
example, a smart label or an EEPROM from which recording

data are erased by collective erasure for the entire
recording area thereof.

FIG. 3 shows a configuration of the radio tag 10a
shown in FIG. 1.

Referring to FIG. 3, the radio tag 10a includes an
antenna 31, a radio frequency (RF) section 32, a power
control section 33, a memory accessing section 34a and a
memory 35.

The antenna 31, RF section 32, power control
section 33 and memory 35 are similar to those described
hereinabove with reference to FIG. 2.

The radio tag 10a is different from the radio tag
10 in that the memory accessing section 34a thereof does
not have the writing inhibiting function.

FIG. 4 illustrates a configuration of a memory map
of the memory 35 of the radio tags 10 and 10a shown in
FIGS. 2 and 3.

The memory 35 permits accessing thereto from the
outside except part of the recording area in which an 0S

(Operating System) and information regarding the radio
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data, signature data and the entity of the file data are witten in order
as seen in FIG 6 at successive addresses fromthe first address A toward
the second address B by the witing apparatus:11. In particular, file
name data are recorded in a file name area 141 in the file data area 102,
and signature data are recorded in the signature area 143. Further, file
data are recorded in the file area 142. Wen conpressed file data obtai ned
by conpressing file data are to be recorded into the file data area 102
of the radio tag 10. The conpressed file data are recorded into a
conpressed file area 153 as seen in FIG 7. 19 In this instance, a
recordi ng size area 151 and a conpression type area 152 are defined

bet ween t he f%é& 1@QHP%%%f%u%ﬁiaén?%éﬂﬁﬂgQﬁp%% Sgg L%%gt é%%jﬁ53- In the

recording size area 151, the size (data |ength) of conpresséd file

data recor dediliﬂgligihﬁngcqgggﬁgﬁd IS F 88,123 Ly re orded. In the

conpression type area 152, enfification ata or "t he conprés§ﬁon nmet hod

used for the Sroguclign obeckhens IPLESSELL hindalasks Logorday, As the

conpressi on nethod, for exanple, run
~accessing to the recording area and so forth.

As seen in FIG. 4, the recording area of the memory
35 includes a tag management area 101, a file data area
102 and a file table area 103.

The tag management area 101 is defined, for example,
over a predetermined address range from the starting
(top) address of an address space of the recording area
of-the memory 35 shown in FIG. 4.

The tag management area 101 has recorded therein
data unique to the radio tag 10 or 10a.

The file data area 102 is defined between the tag
management area 101 and the file table area 103 in the
address space described above.

The file data area 102 is defined from the first
address A following the tag management area 101 shown in
FIG. 8 described hereinabove toward the second adaress B
of the address space of the memory 35.

In the file data area 102 of the radio tag 10,. file
name data of a plurality of HTML file data and the entity
of the file data are written in order as seen in FIG. 5

at successive addresses from the first address A toward
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codi ng, Huffrman coding, LZ77 coding, LZ78 coding, block sorting, MIF
coding, arithnmetic conpression, a range coder nethod and so forth can be
used. Meanwhile, in the file data area 102 of the radio tag 10a,
signature data is recorded in a signature area 150 as seen in FIG 8.
Further, in the file data area 102 of the radio tag 10a, when conpressed
file data obtained by conpressing file data are to be recorded, the
conpressed file data are recorded in the conpressed file area 153 as seen
in FIG 8. The file table area 103 is defined fromthe second address B
of the address space toward the first address A A file table is recorded
inthe file table area 103. 20 FIG 9 illustrates a detailed

configurationcigd dend bhartabl g @&e@méQﬁu%HﬂﬁnabBafié%s‘ﬁj_Referr'ng to
FIG 9, the file table area 103 includes a file nunber area 111, a free

area indication area gddZsicurasersad amea 418 é&éﬁyéda%déﬁeﬁnléﬁe
classification type area 115, and a single or a plurality of

attribute areeslcl2dme GRehSian iRtegerrOQUAarhOarfs JHLAtEl tﬂ”ﬁ% 1) In
the file table area 103, the parity area 114,
data are recorded in the file area 142.

The individual file name data and file data are
data of a variable size.

The size of the file data area 102 wvaries depending
upon the number and the data amount of file data récorded
therein.

On the other hand, in the file data area 102 of the
radio tag 10a, file name data of a plurality of HTML file
data, signature data and the entity of the file data are
written in order as seen in FIG. 6 at successive
addresses from the first address A toward the second
address B by the writing apparatus 11.

In particular, file name data are recorded in a
file name area 141 in the file data area 162, and
signature data are recorded in the signature area 143.
Further, file data are recorded in the file area 142.

-When compressed file data obtained by compressing
file data are to be recorded into the file data area 102
of the radio tag 10. The compressed file data are
recorded into a compressed file area 153 as seen in FIG.

7.
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reserved area 113, free area indication area 112, file nunber area 111
and classification type area 115 are defined in order, for exanple, from
the tail address of the nmenory space of the nenory 35. Further, a
plurality of file attribute areas 120n are defined fromthe second
address B side toward the first address A It is to be noted that the
areas 111 to 115 and 120n in the file table area 103 individually have
fixed sizes. In particular, in the menory 35, a plurality of file data
and so forth are recorded in order fromthe first address A foll owing the
tag managenent area 101 toward the address B, and a plurality of file
attribute data individually corresponding. to the file data are 21

recorded in order inR.thg;pl g geﬁé/e’pfa flol aggﬁéi%%eerharae;aeal%llég fromthe

. =1
second address B side toward t first addres e Tilé nunper area

L1 1ndi cat escbhe-dunher 9be Lkbe 084 8 LPeidadyl Bethecd 16 dala area 102.

It is to be noted that, also where not the entity il e da ut

i nformation regas ding fisghe .4t ersUchngSesddd @108t fs4 s recorded into
the file data area 102,

In the recording size area 151, the size (data
length) of the compressed file data recorded in the
compressed file area 153 is recorded.

In the compression type area 152, identification
data of the compression method used for the production of
the compressed file data is recorded.

As the compression method, for example, run length
coding, Huffman coding, LZ77 coding, LZ78 coding, block
sorting, MTF coding, arithmetic compression, a range
coder method and so forth can be used.

Meanwhile, in the file data area 102 of the radio
tag 10a, signature data is reco;ded in a signatﬁre area
150 as seen in FIG. 8.

Further, in the file data area 102 of the radio taé
10a, when compressed file data obtained by compressing
file data are to be recorded, the compressed file data
are recorded in the cbmpressed file area 153 as seen in
FIG. 8,

The file table area 103 is defined from the second
address B of the address space toward the first address A.

A file table is recorded in the file table area 103.
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it is counted into the nunber of files. The free area indication area 112
indicates the top address in the file data area 102 i nto which next new
file data is to be witten. The reserved area 113 is a region reserved to
record sone data in the future. The parity area 114 is used to record
parity data for verifying the validity of the file nunber area 111, free
area indication area 112 and reserved area 113. The classification type
area 115 is used to record, where the individual radio tag 10 has an
application, a classification according to the application. The file
attribute areas 120n are used to record file attribute data correspondi ng
to individual file data recorded inthe file data area 102. It is to be

noted that, where a Ie ut area r Iate a sh cut, file
attribute data corregponr %% e ngﬁéaﬁ%? 1“°j$9&58'ﬁﬁntﬂg %??e dat a

area 102 is rgf Qﬁgqﬁﬁ>ePaEhS ibée $gé Qyt f;rga 120-n. FIG 10 shows a

configuration o |Ie attribu area On“shown in FIG 9. Referring

to FIG 10, the f"%e%%£##%%“§)%ﬁ%§ %%Oghelgfig J% %Eea EB%Itlon

designation area 12

includes a file number area 111, a free area indication
area 112, a reserved area 113, a parity area 114, a
classification type area 115, and a single or a plurality
of file attribute areas 120 n (n is an integer equal to
or greater than 1).

In the file table area 103, the parity area 114,
reserved area 113, free area indication area 112, file
number area 111 and classification type area 115 are
defined in order, for example, from the tail address of
the memory space of the memory 35.

Further, a plurality of file attribute areas 120 n
are defined from the second address B side toward the
first address A.

It is to be noted that the areas 111 to 115 and
120 _n in the file table area 103 individually have fixed
sizes. |

In particular, in the memory 35, a plurality of
file data and so forth are recorded in order from the
fifst address‘A.following the tag management area 101
toward the address B, and a plurality of file attribute

data individually corresponding to the file data are

21



type area 122, a file production time area 123, a file nane size area
124, a file size reference area 125, a reserved area 126 and a parity
area 127. The file position designation area 121 is used to record file
data corresponding to the file attribute area 120_n or an address
(recording address, according to the present invention) in the file data
area 102 at which file nane data is recorded. The file type area 122 is
used to record type data representative of types such as: whether or not
corresponding file data recorded in the file data area 102 is in a
conpressed form or whether or not signature data is present. The file
production tine area 123 is- used to record tinme data representative of

time at which fipheqdatf, gl QﬁQE%FQ%Q}éQ% q?&%ﬂ%‘%%&%ob% e file

attribute area 120n is recorde int ta area ° The file

name size aregrlad s Usaddp hECOLOoIRC. agas; (Ml englhd O file name

data recorded in the file data area €Sl ze reference area 125
is used to reeopdy pere file data corresponding to the file data area
102 is recorded, the size of the file data.

The file number area 111 indicates the number of
‘file data recorded in the file data area 102.

It is to be noted that, also where not the entity
of file data but information regarding file data such as
file name data is recorded into the file data area 102,
it is counted into the number of files.

The free area indication area 112 indicates the top
address in the file data area 102 into which next new
file data is to be written.

The reserved area 113 is a region reserved to
record some data in the future.

The parity area 114 is used to record parity data
for verifying the validity of the file number area 111,
free area indication area 112 and reserved area 113.

The classification type area 115 is used to record,
whére the individual radio tag 10 has an application, a
classification according to the application.

The file attribute areas 120 n are used to record
file attribute data corresponding to individual file data
recorded in the file data area 102.

It is to be noted that, where a file attribute area
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However, where conpressed file data is recorded in the conpressed file
area 153 as seen in FIGS. 6 and 8, the file size reference area 125 is
used to record the size of the file data prior to the conpression. The
parity area 127 is used to record parity data for verifying the validity
of the data of the file position designation area 121, file type area
122, file production tine area 123, file nane size area 124, file size
reference area 125 and reserved area 126. [Witing apparatus 11] The
witing apparatus 11 wites data in the format described herei nabove with
reference to FIGS. 4 to 10 into the menory 35 of the radio tag 10 or 10a.
In particular, when the witing apparatus 11 wites file data and so

forth into thf@éqghgﬁ_qgslgvggbggc iﬁ%ublé%%ltéPg?lgh biting function, it

sets the radio tag 1 to a witing ion st'a fer it wites the

file data andsQdphid]intg Eiecrathe JAg $co24.0nshhe,other hand, when

t
the witing apparatus 11~ wites f ta and Ato" %-4di o tag

10a which do@§éé“¥0£“¥éergggrﬂﬁhtiﬂgtﬁéﬂyﬂy EQQrEBH%EI réaléﬁqlarOduces

signature data for the file data and wites the “gi gnature data’into the

radio tag 10a toget ber WHhsihes = configuration of the file attribute
area 120 n shown in FIG. 9.

Referring to FIG. 10, the file attfibute area 120 n
includes a file position designation area 121, a file
type area 122, a file production time area 123, a file
name size area 124, a file size reference area 125, a
reserved area 126 and a parity area 127.

The file position designation area 121 is used to
record file data corresponding to the file attribute area
120 n or an address (recording address, according to the
present invention) in the file data area 102 at which
file name data is recorded.

The file type area 122 is used to record type data
representative of types such as: whether or not
corresponding file data recorded in the file data area
102 is in a compressed form; or whether or not signature
data is present.

The file production time area 123 is used to record
time data representative of time at which file data or
file name data corresponding to the file attribute area

120 n is recorded in the file data area 102.
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file data and so forth. Thus, the witing apparatus 11 can prevent file
data and so forth recorded in the radio tag 10 or 10a from being
illegally rewitten by a third party. Further, the witing apparatus 11
wites a plurality of file data of a variable size and file nanme data in
order beginning with the first address A toward the address Bin the file
data area 102 in the recording area illustrated in FIG 9 of the nenory
35 of the radio tag 10 or |0a shown in FIG 2 or 3. Furthernore, the
witing apparatus 11 wites a plurality of file attribute data of a fixed
size individually defined corresponding to the plurality of file data
descri bed herei nabove and indicating recording addresses in the file data

area 102 of the cor resPRl Namd 146 okl Rogr fer, Ll q e file gLiribute

areas 120n fromthe second ress B side towar | §s A

Consequent |y, 1 he tgnra nal appagat can cif n,address at which
file attribut% dat%éis recgrdzd inygg;t e ré%%gdfﬁéofﬁa?oﬁn5fEﬁﬁgjﬁénnry
35 wi thout begpg, J4% ygaced by file data of a variable size and so forth.

Further, an address at mhiph_file data and so forth are recorded in the
recording area can bgespecd fied frOvence area 125 is used to record,

where file data corresponding to the file data area 102
is recorded, the size of the file data.

However, where éompressed file data is recorded in
the compressed file area 153 as seen in FIGS. 6 and 8,
the file size reference area 125 is used to record the
size of the file data prior to the compression.

The parity area 127 is used to record parity data
for verifying the validity of the data of the file
position designation area 121, file type area 122, file
production time area 123, file name size area 124, file
size reference érea 125 and reserved area 126.

[ Writing apparatus 11]

The writing apparatus 11 writes data in the format
described hereinabove with reference to FIGS. 4 to 10
into the memory 35 of the radio tag 10 or 10a.

In particular, when the writing apparatus 11 writes
file data and so forth into the radio tag 10 which has
the writing inhibiting function, it sets the radio tag 10
to a writing inhibition state after it writes the file

data and so forth into the radio tag 10.
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an address recorded in the file position designation area 121 shown in
FIG 10. Further, the witing apparatus 11 records file nunber data into
the file nunber area 111 in the file table area 103 as seen in FIG 9.
Since the size of the file attribute areas 120n is fixed, the term nal
apparatus 15 can easily specify addresses which formthe file table area
103. Further, the witing apparatus 11 can set the size of file nane data
freely within a range defined by the bit nunber of the file nane size
area 124 by designating the size of file nanme data in the file nane size
area 124 and varying the size of the file nane area 141 in the file data
area 102 shown in FIGS. 4 and 5. For exanple, where the file nane size

area 124 is set t0 §nbihS,otle R, BEAPPRE AfMS ikl GABaYELLE file name
data up to 255 bytes in the maximuminto the file data area 102.

Therefore, the-wddisigdcapRasaims Jd CARMiWEE £hd eradidmm datiaof a tree
structure such as "/HTMA4.0/index.htm" or "/cHTM/index."htm" which 26

differs, for wxaml®esdapending ¢RONLie ngpdehinf tihe rdRiicRal sappar at us
15 into the file data area 102. Further, where the shortcut described
above is useGroduces signature data for the file data and writes the
signature data into the radio tag 10a together with the
file data and so forth. |

Thus, the writing apparatus 11 can prevent file
data and so forth recorded in the radio tag 10 or 10a
from being illegally rewritten by a third party.

Further, the writing apparatus 11 writes a
plurality of file data of a variable size and file name
data in order beginning with the first address A toward
the address B in the file data area 102 in the recording
area illustrated in FIG. 9 of the memory 35 of the radio
tag 10 or 10a shown in FIG. 2 or 3.

Furthermore, the writing apparatus 11 writes a
plurality of file éttribute data of a fixed size
individually defined corresponding to the plurality of
file data described hereinabove and indicating recording
addresses in the file data area 102 of the corresponding
file data in order into the file attribute areas 120 n
from the second address B side toward the first address A.

Consequently, the terminal apparatus 15 can specify

an address at which file attribute data is recorded in
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only it is necessary to wite a single file data for a plurality of
different file nane data into the file data area 102. Consequently, the
recording area of the nenory 35 can be utilized efficiently. FIG 11
shows a hardware configuration of the witing apparatus 11 shown in FIG
1. Referring to FIG 11, the witing apparatus 11 includes an interface
21, an RF section 22, an antenna 23, a nenory 24, a processing section 25
and a signature production section 26 which are connected to each ot her
by a data line 20. The interface 21 transfers data to and fromthe _
conputer 12 shown in FIG 1. The RF section 22 transfers data by radio to
and fromthe radio tag 10 through the antenna 23. The nmenory 24 is used

to record a progrAmdRele whieh, U5t nes WIacesskng, of (e b oessi ng

section 25 and various data‘used Tof the proc&ssing of the processing

section 25. Ther RISEESSHIOCSELLOM, 25 GPRELALLY CONLOLS, Sueh, REocessi ng

of the witing apparatus~1 escri erei nabove or hereinafter
described based on %B?tﬂé?ﬂréﬁnaég%égs at which file data and so forth

are recorded in the recording area can be specified from
an address recorded in the file position designation area
121 shown in FIG. 1¢. |

Further, the writing apparatus 11 records file
nunmber data into the file number area 111 in the file
table area 103 as seen in FIG. 9. Since the size of the
file attribute areas 120 n is fixed, the terminal
apparatus 15 can easily specify addresses whiéh form the
file table area 103.

Further, the writing apparatus 11 can set the size
of file name data freely within a range defined by the
bit number of the file name size area 124 by designating
the size of file name data in the file name size area 124
and varying the size of the file name area 141 in the
file data area 102 shown in FIGS. 4 and 5. For example,
ﬁhere the file name size area 124 is set to 8 bits, the
w?iting apparatus 11 can write file name data up to 255
bytes in the maximum into the file data area 102.

Therefore, the writing apparatus 11 can write file
name data of a tree structure such as

“/HTMLA.0/index .html” or “/cHTML/index.html” which
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The signature production section 26 uses, for exanple, secret key data of
the witing apparatus 11 to produce signature data for file data to be
witten into the radio tag 10a. In the foll ow ng, an exanple of operation
of the witing apparatus 11 is described. It is to be noted that, in the
foll ow ng exanpl e of operation, comruni cati on between the processing
section 25 and the radio tag 10 or 10a is perforned through the RF
section 22 and the antenna 23 shown in FIG 11. Further, witing into and
reading out fromthe nenory 35 of the radio tag 10 or 10a by the
processing section 25 is perfornmed in response to an instruction issued
fromthe processing section 25 to the menory accessing section 34 of the

radio tag 10 Qiedds, ddinicbfbhaat 400 AP Phet ABaLadLL g 10] FIG

12 illustrates an initialization operation o the radio tag 10a by
the writing appahaldts sbbarSk6R $31indhey %q%s'dagass%g%;% of the

writing apparatus 11 discrimnates whether or not radi o comuni cation

with a radio tag 1Qh9EhE9a Wﬁeﬂ9&§kpEQmﬁﬂﬁ%%gBegbflgga$£ﬁ£RQQS 2842 and
the antenna 23. If the processing section

‘only it is necessary to write a single file data for a
plurality of different file name data into the file data
area 102. Consequently, the recording area of the memory
35 can be utilized efficiently.

CFIG. 11 shows a hardware configuration of the
writing apparatus 11 shown in FIG. 1.

Referring to FIG. 11, the writing apparatus 11
includes an interface 21, an RF section 22, an antenna 23,
a memory 24, a processing section 25 and a signature
production section 26 which are connected to each other
by a data line 20. |

The interface 21 transfers data to and from the
computer 12 shown in FIG. 1.
| The RF section 22 transfers data by radioc to and
from the radio tag 10 through the antenna 23.

The memory 24 is used to record a program PRG1
rwhich defines processing of the processing section 25 and
various data used for the processing of the'processing
section 25.

The processing section 25 generally confrols such

processing of the writing apparatus 11 as described
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di scrimnates that such radio communication is possible, then it advances
its processing to step ST2, but in the other case, the processing section
25 perforns an error process. Step ST2: The processing section 25 reaqs
out tag data recorded in the menory 35. The tag data include information
of, for exanple, whether or not the radio tag 10 or 10a has the rewiting
inhibiting function, a manufacture code, a version, the size of the
recording area of the nenory 35, and a unit of accessing to the recording
area. Step ST3: The processing section 25 deternmnes a size and a format
of the tag managenent area 101 shown in FIG 9 based on the tag data
inputted at step ST2. As a result, the tag managenent area 101 can be
defined in acberdamdewi i hheetharsaet efdsidieedobabbe ohadh® gk Then,
the processing section 25 wites predeternmned tag managenent data into
the tag managék®ht area 101 illustrated in FIG 9 of the radio tag 10 or
10a. Step ST4: 29

_ The signature production section 26 uses, for
example, secret key data of the wriﬁing apparatus 11 to
produce signature data for file data to be written into
the radio tag 10a.

In the following, an example of operation of the
writing apparatus 11 is described.

It is to be noted that, in the following example of
operation, communication between the processing section
25 and the radio tag 10 or 10a is performed through the
RF section 22 and the antenna 23 shown in FIG. 11.

Further, writing into and reading out from the
memory 35 of the radio tag 10 or 10a by the processing
section 25 is performed in response to an instruction
issued from the processing section 25 to the memory
accessing section 34 of the radio tag 10 or 10a.

{ Initialization operation of the radio tag 10]

FIG. 12 illustrates an initialization operation of
the radio tag 10 or 10a by the writing apparatus 11.

Step STI1:

The processing section 25 of the writing apparatus

11 discriminates whether or not radio communication with

a radio tag 10 or 10a is possible through the RF section
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The processing section 25 defines the file table area 103 of a
predeterm ned size beginning with the second address B in the recording
area illustrated in FIG 9. Step ST5: The processing section 25 wites
initial data into the file nunber area 111, free area indication area
112, reserved area 113, parity area 114 and classification type area 115
illustrated in FIG 9 in the file table area 103 defined at step ST4.
Step ST6: The processing section 25 discrimnates whether or not the
witing at step ST5 results in success. If the witing results in
success, then the processing section 25 ends the processing, but if the
witing results in failure, then the processing section 25 advances the

processing toxstap; She 28:8RNST73. ThE RHACESSLAYs S8FLd Q127 FisScri m nat es
whet her or not the nunber of times by which the witing at step ST5 is

repeated is |@wesridiai @ spradet 86 nediiE-dyReeIShRgont | S HuNel., | T the
processi ng section 25 discrimnates that the nunber of tines is smaller
than the predet&i minedva@rpE0Ees Shithdd M PNWkept B8P, U in the
other case, the processing section 25 performs an error
process.
Step ST2:
The processing section 25_reads ouﬁ tag data
recorded in the memory 35.

' The tag data include information of, for example,
whether or not the radio tag 10 or 10a has the rewriting
inhibiting function, a manufacture code, a version, the
size of the recording area of the memory 35, and a unit
of accessing to the recording area.

SteplST3:

The processing section 25 determines a size and a
format of the tag management area 101 shown in FIG. 9
based on the tag data inputted at step ST2.

As a result, the tag management area 101 can be
defined in accordance with the characteristics of the
rédio tag 10.

Then, the processing section 25 writes
predetermined tag management data into the tag management
area 101 illustrated in FIG. 9 of the radioc tag 10 or 10a.

Step ST4:
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30 processing section 25 returns the processing to step ST5, but in the
other case, the processing section 25 executes an error process. [Witing
operation of file data and so forth] FIG 13 illustrates a general witing
procedure of file data and so forth into the radio tag 10 or 10a by the
witing apparatus 11. Step ST11l: The processing section 25 of the witing
apparatus 11 reads out, in accordance with a witing instruction

received fromthe conputer 12 through the interface 21, data _
representative of whether or not the witing inhibiting function is
included in tag data fromthe menory 35 of the radio tag 10 or |0a
through the RF section 22 and the antenna 23. Step ST12: The processing

section 25 discriﬂi@ﬁé?ﬁroééﬁﬁ%(gﬂbeéér%nd%%adégﬁ%ké“%héﬂfi teRapfLl,
whet her or not the radio tag 10 or 10a has the witing i nhibiting

function. If &he 1P0CESS PPeSEELIRINSD M SCHMYiRALRS Lhat tde radio tag
10 or 10a has the witing inhibiting function,” then"the processing

section 25 adieizRs ddiR eREORESHI REet @eShbeRing 1d8:a D1 I the ot herrgase,
t he processing section 25 7
9.
| Step ST5:

The processing section 25 writes initial data into
the file number area 111, free area indication area 112,
reserved area 113, parity area 114 and classification
type area 115 illustrated in FIG. 9 in the file table
area 103 defined at step ST4.

Step S8T6:

The processing section 25 discriminates whether or
not the writing at step ST5 results in success. If the
writing results in success, then the processing section
25 ends the processing, but if the writing results in
failure, then the processing section 25 adﬁances the
processing to step S8T7.

Step ST7:

The processing section 25 discriminates whether or
not the number of times by which the writing at step ST5
is repeated is iower than a predetermined re-processing
time number. If the processing section 25 discriminates

that the number of times is smaller than the

predetermined re-processing time number, then the
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advances the processing to step SGL7. 31 Mre particularly, if the witing
apparatus 11 is to performwiting into the radio tag 10, then the
processing advances to step ST13, but if the witing apparatus 11 is to
performwiting into the radio tag 10a, the processing advances to step
ST17. Step ST13: The processing section 25 wites the file data and so
forth into the menory 35 of the radio tag 10. In this instance, the
processing section 25 does not wite signature data into the nenory 35.
The operation in this instance is hereinafter described in nore detail.
Step ST14: The processing section 25 discrimnates whether or not the
witing at step ST13 results in success. If the processing section 25
di scri mi nat esptdadstihg weictiing 25esetiitng ncislgaessssihgncsd heeqy agessi ng
section 25 advances the processing to step ST15, but in the other case,
the processinguiseiot ithe 25hexecHtes e girate Prigessctisheps Shlbsuthe
processi ng section 25 outputs a witing inhibiting instruction to the
MENDry accessimgersect poocdds. _
[ Writing operation of file data and so forth]
FIG. 13 illustrates a general writing procedure of
file data and so forth into the radio tag 10 or 10a by
the writing apparatus 11.
Step 3T11l:
The processing section 25 of the writing apparatus
11 reads out, in accordance with a writing instruction
received from the computer 12 through the interface 21,
data representative of whether or not the writing
inhibiting function is included in tag data from the
memory 35 of the radio tag 10 or 10a through the RF
section 22 and the antenna 23,
Step ST12:
The processing section 25 discriminates, based on
the data read out at step ST11, whether or not the radio
tag 10 or 10a has the writing inhibiting function. If the
processing section 25 discriminates that the radio tag 10
or 10a has the writing inhibiting function, then the
processing section 25 advances the processing to step

ST13, but in the other case, the processing section 25

advances the processing to step SG17.
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of the radio tag 10 shown in FIG 2. Consequently, the nenory accessing
section 34 32 places the memory 35 into a later witing inhibiting
state. Step ST16: The processing section 25 discrimnmnates whether or not
the witing inhibiting process at step ST15 results in success. If the
processing section 25 discrimnates that the witing inhibiting process
results in success, then it ends the processing, but in the other case,
the processing section 25 performs an error process. Step ST17: The
processing section 25 outputs, when witing into the radio tag 10a is to
be perforned, for exanple, a signature production instruction to the
signature production section 26. The signature production section 26

uses, in accordanceovet Paibecsignatune Rhedyet Loy i 4sidN6tion, the
secret key data of the witing apparatus 11 to produce signature data for

the file datatd pdierom Wir@Rihgt Ontbecnd adif d 234198, Shep SEL8: The
processi ng section 25 wites the signature data
processing advances to step ST13, but if the writing
apparatus 11 is to perform writing into the radio tag 10a,
the processing advances to step ST17.

Step ST13:

The processing section 25 writes the file data and
so forth into the memory 35 of the radio tag 10. 1In this
instance, the processing section 25 does not write
signature data into the memory 35.

The operation in this instance is hereinafter
described in more detail.

Step ST14:

The processing éection 25 discriminates whether or
not the writing at step ST13 results in success. If the
ﬁrocessing section 25 discriminates that the writing
results in success, then the processing section 25
advances the processing to step ST15, but in the other
case, the processing section 25 éxecutes an error procéss.'

Step S5T15:

The processing section 25 outputs a writing
inhibiting instruction to the memory accessing section 34

of the radio tag 10 shown in FIG. 2.

Consequently, the memory accessing section 34
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produced at step ST17 into the signature area 143 illustrated in FIG 6
or 8 of the nenory 35 of the radio tag 10a. 33 Further, the processing
section 25 wites the file data and so forth into the nmenory 35 as

herei nafter described. Step ST19: The processing section 25 discrimnates
whet her or not the witing at step ST18 results in success. If the
processi ng section 25 discrimnates that the witing results in success,
then it ends the processing, but in the other case, the processing
section 25 performs an error process. Now, details of the witing
operation of file data into the radio tag 10 or 10a at step ST13 or ST18
illustrated in FIG 13 by the witing apparatus 11 are described. FIGS.

14 and 15 ill ystrasertdendd.d) ig Qg%a 'P or %ﬁpc §§2}MZ$§ processing

section 25 of the witing apparatus iscrim eror not file
nanme data inpdtted. together with the writing |nstruct|on fromthe
conputer 12 through the interface 21 is valid. |If the processing

Step ST16:

The procéssing éection 25 discriminates whether or
not the writing inhibiting process at step ST15 results
in success. if the processing section 25 discriminates
that the writing inhibiting process reéults in success,
then it ends the processing, but in the other case, the
processing section 25 performs an error process.

Step 5T17:

The processing section 25 outputs, when writing
into the fadio tag 10a is to be performed, for example, a
signature production instruction to the signature
production section 26.

The signature production sectidn 26 uses, in
accordance with the signature production instruction, the
secret key data of the writing apparatus 11 to produce
signature data for the file data to be written into the

Vradio tag 10a.

Step S8T18:

The processing section 25 writes the signature data
produced at step ST17 into the signature area 143
illustrated iq FIG. 6 or 8 of the memory 35 of the radio

tag 10a.
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section 25 discrimnates that the file name data is valid, then the
processi ng section 25 advances the processing to step ST22, but in the
ot her case, the processing section 25 perfornms an error process. 34 For
exanple, if the processing section 25 receives a file nane to which
“.htm" is not added as an identifier, then it discrimnates that the
file name data is not valid. Step ST22: The processing section 25 reads
out, based on addresses recorded in the file position designation area
121 of all of the file attribute areas 120n shown in FIG 10 in the.file
table area 103 of the nenory 35 of the radio tag 10 or 10a, file nane
data recorded in the file nane area 141 in the file data area 102 shown

in FIGS. 4 to 8. AFurhiterti mhe bhecesonessidgisacbbop-2b.sneg fiies the
file position designation area 121 in each file attribute area 120n based

on the seconddatdrass 8B, ftdweth finte nusbesndndi Pated Hayetherfilte nunber
area 111, the size of the file attribute area 120n and so forth
illustrated i defeGb&l. Step ST23:

- Step ST19:

The processing section 25 discriminates whether or
not the writing at step STI8 results in success. If the
processing section 25 discriminates that the writing
results in success, then it ends the processing, but in
the other case, the processing section 25 performs an
error process. |

Now, details of the writing operation of file data
into the radio tag 10 or 10a at step ST13 or ST18
illustrated in FIG. 13 by the writing apparatus 11 are
described.

FIGS. 14 and 15 illustrate the writing operation.

Step 8T21:

The processing section 25 of the writing apparatus
il discriminates whether or not file name data inputted
together with the writing instruction from the computer
12 through the interface 21 is valid. If the processing
section 25 discriminates that the file name data is valid,
then the processing section 25 advances the processing to
step ST22, but in the other cése, therprocessing section

25 performs an error process.
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The processing section 25 discrimnates whether or not the file nane data
read at step ST22 include the file nanme data designated at step S21. |If
the processing section 25 discrimnates that the file name data do not
include the designated file name data, then it advances 35 the processing
to step ST24. However, if the processing section 25 discrimnates that
the file nane data include the designated file nane data, then it
performs an error process. Step S24: The processing section 25 _

di scrim nates whether or not the file nunber data recorded in the file
nunber area 111 illustrated in FIG 9 of the nenory 35 of the radio tag
10 or 10a is smaller than, for exanple, the maxi num file nunber defined

by the tag data obt ghegdchuptdie 1 Priage oblegy§x§ga§ee§k '%QF%Gre%%ng the

processi ng section 25 di scrimnates t t the file nu r data is smaller

than the maxigumid lkenaurbeqnithen iinpdvances Bﬂﬁedpégcﬁs' ng to step
ST25, but in the other case, the processing section performs an error

process. Stepi&ka5fikhe @5@ﬁe§§l@gséﬁﬁairia”te%5tﬁggpﬁﬁé5€§1é Nedd Ifcdat a
inputted fromthe conputer 12 through the interface 2
is not valid.

Step STZ2:

The processing section 25 reads out, based on
addresses recorded in the file position designation area
121 of all of the file attribute areas 120 n shown in FIG.
10 in the file table area 103 of the memory 35 of the
radio tag 10 or 10a, file name data recorded in the file
name area 141 in the file data area 102 shown in FIGS. 4
to 8.

At this time, the processing section 25 specifies
the file position designation area 121 in each file
attribute area 120 n based on the second address B, the
file number indicated by the file number area 111, the
'size of the file attribute area 120 n and so forth
illustrated in FIG. 9.

Step ST23:

The processing section 25 discriminates whether or
not the file name data read at step ST22 include the file
name data designated at step S21. If the processing

section 25 discriminates that the file name data do not

include the designated file name data, then it advances
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shown in FIG 11 using a predeterm ned conpression nethod

to produce

conpressed file data. Step ST26: The processing section 25 discrimnates

whet her or

not the size of the conpressed file data produced at ste

ST25 is smaller than the size of the file data prior to 36 the _
| f the processing section 25 discrimnates that the size of
the conpressed file data is smaller, then it advances the processing to
but in the other case, the processing section 25 advances the
processing to step ST28. Step ST27: The processing section 25 selects the

conpr essi on.

step ST27,

conpr essed

data file produced at step ST25 as data to be recorded

the file data area 102 of the nenory 35 of the radio tag 10 or 10a.
ST28: The procrsSpigRGhigORo2btEe! €14, t ewdatba, fi# end i Qedsd ithie

conpr essi on

at step ST25 as data to be recorded into the file data

102 of the nmegecyiadd af ditsheinadhoect aghd® e 1Qac SERP STL9: 1H$Thde
processi ng section 25 calculates a recording

the designated file name data, then it performs an error
process,

Step S524:

The processing section 25 discriminates whether or
not the file number data recorded in the file number area
111 illustrated in FIG. 9 of the memory 35 of the radio
tag 10 or 1Ga is smaller than, for example, the maximum
file number defined by the tag data obtained by the
process illustrated in FIG. 13. If the processing section
25 discriminates that the file number data is smaller
than the maximum file number, then it advances the
processing to step STZ25, but in the other case, the
processing section 25 performs an error process.

Step ST25:

The processing section 25 compresses the file data
inputted from the computer 12 through the interface 21
shown in FIG. 11 using a predetermined compression method
to produce compreésed file data.

étep ST26:

- The processing section 25 discriminates whether or
not the size of the compressed file data produced at step

ST25 is smaller than the size of the file data prior to

36
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capacity to record the conpressed file data or the file data selected at
step ST27 or ST28 into the file data area 102 of the radio tag 10 or 10a.
Step ST30: The processing section 25 specifies a free capacity of the
menory 35, for exanple, fromthe file nunber data and the address read
out fromthe file nunber area 111 37 and the free area indication area 112
illustrated in FIG 9 of the nmenory 35 of the radio tag 10. Step ST31:
The processing section 25 discrimnm nates whether or not the recording
capacity calculated at step ST29 is snmaller than the free recording
capacity specified at step ST30. If the processing section 25
discrimnates that the recording capacity is smaller than the free
recordi ng capble® tsomtession .advandes driveepsdogsséagido 25t ep ST32, but in
the other case, the processing section 25 perforns an error process. Step
ST32: The pr o¢ed%iny redets shalSthe i s tde thd eoctarassedi o11d Qidithe
conpression or the file data after the conpression and so forth into the
menory 35 of theswddiar, tthgnlOtosdudmces the processing td step ST27,
but in the other case, the processing section 25 advances
the processing to step ST28.
Step ST27:
The processing section 25 selects the compressed
data file produced at step ST25 as data to be recorded
into the file data area 102 of the memory 35 of the radio
tag 10 or 10a.
Step ST28:
The processing section 25 selects the data file
prior to the compression at step ST25 as data te be
recorded into the file data area 102 of the memory 35 of
the radio tag iO or 10a.
Step ST29:
The processing section 25 calculates a recording
capacity to record the compressed file data or the file
data selected at step ST27 or ST28 into the file data
area 102 of the radio tag 10 or 10a.
Step ST30:
The processing section 25 specifies a free capacity

of the memory 35, for example, from the file number data

and the address read out from the file number area 111
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For exanple, when the file data prior to the conpression are to be
witten into the nenory 35, the processing section 25 first wites,
beginning with the address read out fromthe free area indication area
112 illustrated in FIG 9 of the menmory 35 toward the second address B,
the file name data inputted at step ST21. Then, the processing section 25
wites the size of the conpressed file data into the recording size area
151, 38 writes the conpression nethod into the conpression type area 152
and the wites the conpressed file data into the conpressed file area 153
as seen in FIGS. 7 and 8. Step ST33: The processing section 25

di scrim nates whether or not the witing at step ST32 results in success.

e Proceashnte gl on2a GhaGLLpl Atesd N LA MLLLRG, (lopl s 1n

success, then 1t advances the processing

processi ng segt} I I m-nat-e t . the mmi[ing results in failure,
then it advange299ﬁ§§H%%%%rsgpng%tﬁh%tg%égﬁgﬁgigf%p ST34: The processing

section 25 discrim @atgscygether the nunber of times of the witing at
step ST32 is snaller ?han a predetermned re-processing tine nunber. |f

the The processing section 25 discriminates whether or
not the recording capacity calculated at step ST29 is
rsmaller than the free recording capacity specified at
step ST30. If the processing section 25 discriminates
that.the recording capacity is smaller than the free
recording capacity, then it advances the processing to
step ST32, but in the other case, the processing section
25 performs an error process.

Step ST32:

The processing section 25 writes the file data
prior to the éompression or the file data after the
compression and so forth into the memory 35 of the radio
tag 10 or 10a.

For example; when the file data prior to the
compression are to be written into the memory 35, the
processing section 25 first writes, beginning with the
address read out from the free area indication area 112
illustrated in FIG. 9 of the memory 35 toward the second
address B, the file name data inputted at step STZ1. Then,
the processing section 25 writes the size of the

compressed file data into the recording size area 151,
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rocessing section 25 discrimnates that the witing time nunmber is
gnaller tgan the re-processing time nunber, then it returns the .
processing to step ST32, but in the other case, the processing section 25
performs an error process. Step ST35: The processing section 25 wites
file attribute data corresponding to the file data witten in the file
data area 102 at step ST32 into the file attribute area 39 120n
illustrated in FIG 9. At this tinme, the processing section 25 cal cul ates
an address into which the next file attribute area 120n is to be witten
in the nenory 35 based on the second address B, the file nunber data read
out fromthe file nunber area 111, the size of the file attribute area
120n and so ferihes| thustdaiat sish obl fetlodSt £8o SHIE coll}s REIGES %g@ section
25 discrimnates whether or not the witing at step ST35 resu

success. |f theeaptazessi neseetiren Zﬁedb§ﬁﬁtéﬂéﬁﬁ‘%il%h%%tﬁhﬁn%ﬁ'ﬁﬁgg
results in success, then it ends the processing, but if the processing
section 25 di sompresma@s ifleatrehe 1861 kingeet 65l dmd N 7f abluge, then it
advances the processing to

Step ST33:
'The processing section 25 discriminates whether or

not the writing at step ST32 results in success. If the

processing section 25 discriminates that the writing

et

resulté in success, then it advances the processing to
step ST35, but if the processing section 25 discriminates
that the writing results in failure, then it advances the
processing to step ST34.

Step 5T34:

The processing section 25 discriminates whether the
number of times of the writing at step 8ST32 is smaller
than a predetermined re-processing time number. If the
processing section 25 discriminates that the writing time
number is smaller than the re-processing time number,
then it returns the processing to step $T32, but in the
other case, the processing section 25 performs an error
process.

Step ST35:

The processing séction'25 writes file attribute
data corresponding to the file data written in the file

data area 102 at step ST32 into the file attribute area
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step ST37. Step ST37: The processing section 25 discrim nates whether or
not the number of tinmes of the witing at step ST35 is smaller than a
predeterm ned re-processing tinme nunber. |If the processing section 25
discrimnates that the witing tinme number is smaller than the
re-processing tinme nunber, then it returns the processing to step ST25,
but in the other case, the processing section 25 perfornms an error
process. 40 As described above, according to the witing apparatus 11,
when file data and so forth are to be witten into the radio tag 10 which
has the rewiting inhibiting function, the radio tag 10 is set to a
witing inhibiting state. Consequently, it is possible to prevent file
data and so fb2Qhn fildmasheiangdi bhegat|yowitten into the radio tag 10 by a
third party. Further, according to the witing apparatus 11, when file

data and so forth ame tblbetﬂmeitﬁﬁbIpﬂdtebﬁﬁngféébﬁlééﬂhé(B%ﬂMHrQ%egoes not
have the rewiting inhibiting function, signature data for the file data

and so fort hamreidnerstshéntor vhien mné ondhe £ad) atkagpoa. afonsemignt |y,
t he term nal apparatus 15 can verify
is to be written in the memory 35 based on the second
address B, the file number data read out from the file
number area 111, the size of the file attribute atrea
120_n and so forth illustrated in FIG. 9.

Step S5T36:

The processing section 25 discriminates whether or
not the writing at step ST35 results in success. If the
processing section 25 discriminates that the writing
results in success, then it ends the processing, but if
the processing section 25 discriminates that the writing
results in failure, then it advances the processing to
step ST37.

Step ST37:

The processing section 25 discriminates whether or
not the number of times of the writing at step ST35 is
smaller than a predetermined re-processing time number.
If the ﬁrocessing section 25 discriminates that the
writing time number is smaller than the re-processing
time number, then if retﬁrns the processing to step ST25,
but in the other case, the processing section 25 performs

anl error process.
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the validity of the file data based on the signature data recorded in the
radio tag 10a. Therefore, it is possible to prevent file data and so
forth witten illegally in the radio tag 10a by a third party from being
utilized as valid data and for forth. On the other hand, according to the
data distribution system1, sets of file nane data and file data of a
vari able size are witten in order fromthe first address toward the
second address illustrated in FIG 9, and file attributed data of'a fixed
size <corresponding to the sets are recorded in order fromthe 41 second
address toward the first address. Therefore, the recording area of the
menory 35 of the radio tag 10 or 10a can always be utilized efficiently
wi t hout being infl uéscegsbyibhe ainced) necbondmigalbe tbzerofitde file data
and so forth. Consequently, the data anount of the file data which can be
recorded i nt@rkdeatpeorly, 38eof ftihe dathoatdgsdFarthlQaecan be made
great. Further, since the file attribute data are recorded beginning with
the second add¥¥siserB irgwaridiet hadfior s&g hbldwieissh A=andhkeskdesthaye a fi xed
size, the term nal apparatus 15 which is hereinafter described can
specify inhibiting function, the radio tag 10 is set to a writing
inhibiting state. Consequently, it is possible to prevent
file data and so forth from being illegally written into
the radio tag 10 by a third party.
Further, according to the writing apparatus 11,
when file data and so forth are to be written into the
radio tag 10a which does not have the rewriting
inhibiting function, signature data for the file data and
so forth are further written into the radio tag 10a.
Consequently, the terminal apparatus 15 can verify
the validity of the file data based on the signature data
recorded in the radio tag 10a. Therefore, it is péssible
to prevent file data and so forth written illegally in
the radio tag 10a by a third party from being utilized as
valid data and for forth.
On the other hand, according to the data
distribution system 1, sets of file name data and file
data of a variable size are written in order from the
first address toward the second address illustrafed in

FIG. 9, and file attributed data of a fixed size

corresponding to the sets are recorded in order from the
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the address of the file attribute data by a sinple process based on the
second address B and the fixed size of file attribute data w thout using
a conplicated file systemadopted in a conputer and so forth. Further,
the terminal apparatus 15 can specify the address of the file data by a
sinmpl e process based on the thus specified file attribute data. _
Therefore, according to the data distribution system 1, the processing
anount involved in file nanagenment and the data amount necessary for the
processing can be reduced when conpared with those by a conventional data
distribution system 42 Further, in the enmbodi ment described hereinabove,
since the file nane area 141 shown in FIGS. 5 to 8 has a variable size,

it can cope readbhy WadhedihR i kaenaies. dat@-Lef i ned individually by a
plurality of termnal apparatus 15. Further, according to the data

distribution systemrhbrotiees the WebdidihpRRanabys gl rﬁ&g%éfo%?ae%ffi le

data and wites the conpressed file data 1nto the nenory the radio
tag 10 or 10athéheades ntdall ARRANBLUS %S, EREy s 22T 1YY ,1.pe conpressed file

data in a short period of tine fromthe nenory 35.

' efficiently without being influenced by the undefined
variable size of the file data and so forth. Consequently,
the data amount of the file data which can be recorded
into the memory 35 of the radio tag 10 or 10a can be made
great.

Further, since the file attribute data are recorded
.beginning with the second address ‘B toward the first
address A and besides have a fiwxed size,-the terminal
appafatus 15 which is hereinafter described can specify
the address of the file attribute data by a simple
process based on the second address B and the fixed size
of file attribute data without using a complicated file
system adopted in a computer and so forth. Furtﬁer, the
terminal apparatus 15 can specify the address of the file
‘data by a simple process based on the thus specified file
aftribute data.

Therefore, according to the data distribution
system 1, the processing amount involved in file
management and the data amount necessary for the
processing can be reduced when compared with those by a

conventional data distribution system.
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[ Term nal apparatus 151 The term nal apparatus 15 reads out data witten
in the nmenory 35 of the radio tag 10 or 10a in the format described

her ei nabove with reference to FIGS. 4 to 10. In particular, the term nal
apparatus 15 reads out file data, file attribute data and so forth from
the radio tag 10. On the other hand, fromthe radio tag 10a, the

term nal apparatus 15 reads out signature data in addition to file data
and file attribute data. After the termnal apparatus 15 verifies the
validity of the signature data, it utilizes the file data, file attribute
data and so forth read out as described above as valid 43 data. Since the
radi o tag 10a does not have the witing inhibiting function, a third

party can wite fil @udahar, i ihegal lendotiachie deadi od@hekRanaloveyer,
since the termnal apparatus 15 perfornms verification of signature data,

it can appropsimtelyhalatiaet nsehatréd epal |3homri tihericki | ¢ data s descri bed
above. Consequently, utilization of the illegal file data in error can be
prevent ed. | nvdhimbleadiing , gatt copetabd oredRSIGr Whed aboyes tihe ek nal
apparatus 15 reads out the file attribute data
rdata defined individually by a plurality of terminal
apparatus 15.
Further, according to the data distribution system
1, where the writing apparatus 11 compresses file data
and writes the compressed file data into the memory 35 of
the radio tag 10 or 10a, the terminal apparatus 15 can
read out the compressed file data in a short period of
time from the memory 35.
[ Terminal apparatus 15]
The terminal apparatus 15 reads out data written in
the memory 35 of the radio tag 10 or 10a in the format
described hereinabove with reference to FIGS. 4 to 10.
In particular, the terminal apparatus 15 reads out
file data, file attribute data and so forth from the
radio tag iO.
On the other hand, from the radio tag 10a, the
termiﬁal apparatus 15 reads out signature data in
addition t§ file data and file attribute data. After the
terminal apparatus 15 verifies the validity of the

signature data, it utilizes the file data, file attribute

data and so forth read out as described above as valid
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of a fixed size recorded in the file attribute areas 120n illustrated in
FIG 9 of the nenory 35 of the radio tag 10 or | Oa based on the fixed
size, the second address B illustrated in FIG 9 and so forth. Then, the
term nal apparatus 15 reads out file data or conpressed filed data
recorded in the file data area 102 based on addresses defined in the file
attribute data read out as above. Consequently, the term nal apparatus 15
can specify the address at which the file attribute data are recorded in
the recording . area of the nenory 35 wi thout being influenced by file data
of a variable size and so forth. Further, the addresses at which the file
data and so forth are recorded in the recording area can be 44 specified
fromthe addr &8§8s which formthe file attribute data recorded in the
file position designation area 121 illustrated in FIG 10. FIG 16 shows
a hardware configurati"é® éhet Fediceray nkla appar abus haSeshbwniit G 1.
Referring to FIG, 16, the term nal apparatus 15 includes a display unit
41, an RF sectPBAPH#PING WMtEfte 24ghixdnesory bh wrigrodédsi agtsection 45
and a signature_ verification section 46 connected to each other by a data

illegally into the radio tag 10a. However, since the

terminal apparatus 15 performs verification of signature

data, it can appropriately detect such illegally written

file data as described above. Consequently, utilization

of the illegal file data in error can be brevented,

In the reading gout operation described above, the

terminal apparatus 15 reads out the file attribute data

of a fixed size recorded in the file attribute areas

120%n illustrated in FIG. 9 of the memory 35 of the radio

tag 10 or 10a based on the fixed size, the second address

B illustrated in FIG. 9 and so forth.

Then, the terminal apparatus 15 reads out file data
or compressed filed data recorded in the file data area

102 based on addresses defined in the file attribute data
read out as above.

Consequently, the terminal apparatus 15 can specify
the address at which the file attribute data are recorded
in the recording area of the memory 35 without being
influenced by file data of a variable size and so forth.

Further, the addresses at which the file data and

so forth are recorded in the recording area can be
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line 40. The display unit 41 displays an inmage (for exanple, an
advertisenent image) according to file data recorded in the radio tag 10a
based on a display signal fromthe processing section 45. The RF section
42 transfers data by radio to and fromthe radio tag 10 or |0Oa through
the antenna 43. The nenory 44 is used to record the program PR& which
defines a process of the processing section 45 and various data used in
the process of the processing section 45. The processing section 45
generally controls the process of a term nal apparatus 16 herei nabove or
herei nafter described based on the program PR&. The signature
verification section 46 verifies the 45 validity of signhature data read
out fromthe spemiatiake frameghtd3ddtéustia atrddhi foFhGehé 118 of the radio
tag 10a using public key data of the witing apparatus 11. In the
fol | owi ng, an@elaipite okteeadicngdedtin aper dtillenpbsomibhedséatitttiag 10 or
| 0a by the termnal apparatus 15 is described. FIG 17 illustrates an
exanpl e of a ¥esrer'dl rddddistgatedt impei@at ildn fromthe radio tag 10 or |0a
by the
: FIG. 16 shows a hardware configuration of the
terminal apparatus 15 shown in FIG. 1.

Referring to FIG. 16, the terminal apparatus 15
includes a display unit 41, an RF section 42, an antenna
43, a memory 44, a processing section 45 and a signature
verification section 46 connected to each other by a data
line 40.

The display unit 41 displays an image (for example,
an advertisement image) according to file data recorded

- in the radio tag 10a based on a display signal from the
processing section 45,

The RF section 42 transfers data by radio to and
from the radio tag 10 or 10a through the antenna 43.

The memory 44 is used to record the program PRG2
which defines a process of the processing section 45 and

various data used in the process of the processing
section 45.

The processing section 45 generally controls the
process of a terminal apparatus 16 hereinabove or
hereinafter described based on the program PRGZ2.

The signature verification section 46 verifies the
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term nal apparatus 15 shown in FIGS. 1 and 16. It is to be noted that, in
the foll owi ng operation exanple, the processing section 45 of the
termnal apparatus 15 shown in FIG 16 reads out data fromthe nenory 35
of the radio tag 10 or 10a through the RF section 42 and the nenory 44.
Further, the processing section 45 issues a reading out instruction tp
the menory accessing section 34 of the radio tag 10 or 10a. Step ST41: If
the processing section 25 of the witing apparatus 11 receives an input
of a witing instruction fromthe conputer 12 through the interface 21,
then it reads out data representative of whether or not the witing
inhibiting function exists in tag data fromthe nenory 35 of the radio _
tag 10 or 10aveRidigh ¢hes iRmaABirsechican-22d andk: themamensa gddcurst ep ST42:
The processing section 45 discrinnates based on the data read out at
step ST41 whe#her bf3 notlutteratadi dn Fag. 16 or dGx has whaiw khyngoa
inhibiting function. If the processing section 45 discrimnates that the
radio tag 10 VgingOputhiebs they wleitel pdg ikhhi biting fappetdaens tthen it
In the following, an example of reading out
operation from the radio tag 10 or 10a by the terminal
apparatus 15 is described.
FIG. 17 illustrates an example of a general reading
out operation from the radio tag 10 or 10a by the
terminal apparatus 15 shown in FIGS. 1 and 16.
It is to be noted that, in the following operation’
example, the processing section 45 of the terminal
apparatus 15 shown in FIG. 16 reads out data from the
memory 35 of the radio tag 10 or 10a through the RF
section 42 and the'memory 44,
Further, the processing section 45 issues a reading
out instruction to the memory accessing section 34 of the
radic tag 10 or 10a.
Step ST41:
If the processing section 25 of the writing
apparatus 11 receives an input of a writing instruction
from the computer 12 through the interface 21, then it
reads out data representative of whether or not the

writing inhibiting function exists in tag data from the

‘memory 35 of the radio tag 10 or 10a through the RF
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advances its processing to step ST43, but in the other case, the
processi ng section 45 advances the processing to step ST45. Mire
particularly, when the witing apparatus 11 is to performreadi ng out
fromthe radio tag 10, then the processing advances to step ST43, but if
reading out from the radio tag 10a is to be perforned, then the
processi ng advances to step ST45. Step ST43: The processing section 45
reads out file data or conpressed file data fromthe file area 142

illustrated in FIG 5 or the conpressed file area 153 illustrated in
FIG 7 of the nenory 35 of the radio tag 10. The readi ng out operation is
hereinafter described in detail. Step ST44: The processing section 45

di scri mi nat es S@Rbiper2drand theoenthenpeadi ng out at step ST43 results in
success. If the processing section 45 discrimnates that the reading out
results in success, ¥¥&nSTt2ends the processing, but in the other case,

the processing section 45 executes an error process. Step ST45:
The processing section 45 discriminates based on

the data read out at step ST41 whether or not the radio
tag 10 or 10a has the writing inhibiting function. If the-
processing section 45 discriminates that the radio tag 10
or 10a has the writing inhibiting function, then it
édvances its processing to step ST43, but in the other
case, the processing section 45 advances the processing

to step ST45.

More particularly, when the writing apparatus 11 is
to perform reading out from the radio tag 10, then the
processing advances to step ST43, but if reading out from
the radio tag 10a-is to be performed, then the processing

-advances to step ST45. |

Step S7T43:

The processing section 45 reads out file data or
compressed file data from the file area 142 iilustrated
‘in FIG. 5 or the compressed file area 153 illustrated in .
FIG. 7 of the memory 35 of the radio tag 10.

Thg reading out operation is hereinafter described
in detail,

Step ST44:

The processing section 45 discriminates whether or
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essing section 45 reads out the file data, file attribute data
;23 Egogorth ?ronlthe menory 35 of the radio tag 10a. The reading out
operation is hereinafter described in detail. Further, the processing
section 45 reads out signature data fromthe signature area 143
illustrated in FIG 6 or 8 of the nenory 35 of the radio tag 10a. Step
ST46: The processing section 45 issues a signature verification
instruction to the signature verification section 46. The signature
verification section 46 verifies the validity of the signature data read
out at step ST45 wusing the public key data of the witing apparatys 11 in
accordance with the signature verification instruction. Step ST47: The

processi ng sevbionhd5rahdinig nutataed swbpt bes3 ofesiots & LARAELLEON that the
readi ng out at step ST45 results 48 in success and anot her condition that

it is discrinfFhatedocats siepeST4Gnt hat diber shonatdy e rdat @hgsré@lii:rg%_ I f the
processi ng section 45 discrimnates that the conditions are satistied,

then the processingsiskct iion sfccends then ptogessing Jdbekdithe Wiher
case, the processing section
in the other case, the processing section 45 executes an

error process.

Step ST45:

The processing section 45 reads out the file data,
file attribute data and so forth from the memory 35 of
the radio tag 10a. The reading out operation is
hereinafter described in detail.

Further, the processing section 45 reads out
sighature data from the signature area 143 illustrated in
FIG. 6 or 8 of the memory 35 of the radio tag 10a.

Step ST46:

The processing section 45 issues a signature
verification instruction to the signature verification
section 46.

The signature verification section 46 verifies the
validity of the‘signature data read out at step ST45
using the public key data of the writing apparatﬁs 11 in
accordance with thg signature verification instruction.

Step 8T47:

The processing section 45 discriminated whether or

not a condition that the reading out at step 8T45 results
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i i he readi ng out
45 perfornms an error process. In the follow ng, details of t
opePation of file data, file attribute data and so forth at steps ST43

and ST45 illustrated in FIG 17 are

described. FIGS. 18 and 19 illustrate

i ut operation. Step ST51: The processing section 45 of the
tgsn{ﬁgﬂlggpgratusp 15 shown ionIG. 16 receives a reading out instruction
together with predetermned file name data, for exanple, in accordance
with execution of the program PR&. The processing section 45
di scrim nates whether or not the file nane data is valid. If the

processi ng

section 45 discrimnates that the file nane data is valid,

then it advances the processing to step ST52, but in the other case,
processi ng secnlaucdés@enﬁbkﬂﬁﬁﬁmrebbﬁﬁltﬂ6@0@§ﬁ:1E0ﬁse&§§9k§m1ﬁ$té§e

rocessing section 45 receives 49 a file nane to which ". I S not
: . ﬁdeateplsﬂé6tﬂhat|ﬂhedssgﬁhﬂmféﬂdé%é|m%tV%ﬁgdflIf%ryyga dat a

added as an

not valid. Step ST52:

processing section 45 discriminates that the conditions
are satisfied, then the processing section 45 ends the
processing, but in the other case, the processing section
45 performs an error process.

In the following, details of the reading out
operation of file data, file attribute data and so forth
at steps ST43 and ST45 illustrated in FIG. 17 are
described.

FIGS. 18 and 19 illustrate the feading out
operation. |

Step S5751:

The processing section 45 of the terminal apparatus
15 shown in FIG. 16 receives a reading out instruction
together with predetermined file name data, for example,
in accordance with execution of the program PRG2.

The processing section 45 discriminates whether or
not the file name data is wvalid. If the processing
section 45 discriminates that the file name data is wvalid,
then it advances the processing to step ST52, but in the
other case, the processing section 45 performs an error

process.

For example, if the processing section 45 receives

49
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sing section 45 reads out, based on addresses recorded in the
I?Fepggg?fiongdesignation areas 121 of all of the file attrlbute.ar;aash
120n shown in FIG 10 in-the file table area 103 of the nenory 35 o a e
radio tag 10 or 10a, file name data recorded in the file nanme area 141 in
the file data area 102 shown in FIGS. 4 and 5. At this tine, the )1
processing section 45 specifies the file position designation areas 1 !
inthe file attribute areas 120 n based on the file nunber indicated y
the file nunber area 111 and the size of the file attribute areas 120n
illustrated in FIG 9. Step ST53: The processing section 45 discrimnates
whet her or not the file name data read at step ST52 include the file

45
me dat a desiegfial ednate steewhIEhL ™ . himb hei pracessigig aseghi on
gﬁscrlnlnatesﬁ?hat the file name data include the designated flle name

data, then ItlddvanﬁE$rihﬂmﬂpﬁmc6&3bﬁ@mi@a§é£ﬁj§ﬂ5@heF@m@¥65
processing section 25 discrimnates that the file nane data 0 mﬁ%
i ncl ude the désiyoatedifd.l e nanme data, then it perforns an error process.

Step ST54:

Step ST52:

The processing section 45 reads out, based on
addresses recorded in the file position designation areas
121 of all of the file attribute areas 120 n shown in FIG.
10 in the file table area 103 of the memory 35 of the
radio tag 10 or 10a, file name data recorded in the file
name area 141 in the file data area 102 shown in FIGS. 4
and 5. |

At this time, the processing section 45 specifies
the file position designation areas 121 in the file
attribute areas 120 _n based on the file number indicated
by the file number area 111 and the size of the file
attribute areas 120 n illustrated in FIG. O.

Step ST53:

The processing section 45 discriminates whetherror
not the file name data read at step ST52 include the file
name data designated at step ST51. If the processing
section 45 discriminates that the file name data include
the designated file name data, then it advances the
processing to step ST54. However, if the processing

section 25 discriminates that the file name data do not
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The processing section 45 reads out file attribute data corresponding to
the file nane data received at step ST51 fromthe file attribute area
120n illustrated in FIG 9 of the nenory 35 of the radio tag 10. Step
ST55: The processing section 45 discrimnates whether or not the reading
out at step ST54 results in success. If the processing section 45
discrimnates that the reading out results in success, then it advances
the processing to step ST58, but in the other case, the processing
section 45 advances the processing to step ST56. Step ST56: The processing
section 45 discrimnates whether or not the nunber of tinmes by which the
reading out at step ST54 is repeated is snmaller than a predeterm ned re-

processing ti pReNHD&he WEsihRaPLESC Qﬂm&@&E%QP R QM§%%J¥JE%§S that
the nunber of tinmes is smallér than the predetermned rée-processing tine
nunber, then ghe. - R§,0¢e88kLAg section 25 returns the processing to step
ST54, but in the other case, the processing section 45 executes an error
process. 51 Step STB8up THEsprocessing section 45 reserves a recording

The processing section 45 reads out file attribute
data corresponding to the file name data received at step
ST51 from the file attribute area 120 n illustrated in
FIG. 9 of the memory 35 of the radio tag 10.

Step ST55:

The processing section 45 discriminates whether or
not the reading out at step ST54 results in success. If
the processing section 45 discriminates that the reading
out results in success, then it advances the processing
to step 5758, but in the other case, the processing
section 45 advances the processing to step ST56.

Step S5T56:

The processing section 45 discriminates whether or
not the number of times by which the reading out at step
ST54 is repeated is smaller than a predetermined re-
processing time number. If the processing section 45
discriminates that the number of times is smaller than
the predetermined re-processing time number, then the
processing section 25 returns the processing to step ST54,
but in the other case, the processing section 45 executes

all error process.
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capacity for reading out file data fromthe radio tag 10 or 10a in a

buf fer nmenory which fornms part of the nenory 44 illustrated in FIG 16.
Step ST59: The processing section 45 discrimnates whether or not the
recording capacity is reserved successfully in the buffer nmenory at step
ST58. If the processing section 45 discrimnates that the recording
capacity is reserved, then it advances the processing to step ST60, but
in the other case, the processing section 45 perfornms an error process.
Step ST60: The processing section 45 reads out the file data fromthe
address in the file data area 102 read out from the file position
designation area 121 illustrated in FIG 10 based on the file attribute
data read out at stepcpTS#58and records the file data into the menory 44.
Step ST61: The processing section 45 discrimnates whether or not the

reading out at stepTBE6Proesnbisngi SeStiGesS rbkertbg Qrpggéﬁ&ﬂg;section 45
discrimnates that the reading out results in success, then it advances
the processi ngap&@ityp BirepeSH63g but fﬂlérﬂhﬂg|ﬁ%bmc%§@7rEQ§0p£9§Qﬁ§ing

or 10a in a buffer memory which forms part of the Hemory

44 illustrated in FIG. 16.

Step ST59:

The processing section 45 discriminates whether or
not the recording capacity is reserved successfully in
the buffer memory at step ST58. If the processing section
45 discriminates that the recording capacity is reserved,
then it advances the processing to step S$T60, but in thé
other case, the processing section 45 performs an error
process.

Step 8T60:

The processing section 45 reads out the file data
from the address in the file data area 102 read out from
the file position designation area 121 illustrated in FIG.
10 based on the file attribute déta read out at step 8T54
and records the file data into the memory 44.

Step S8Te6l:

The processing section 45 discriminates whether or
not the reading out at step ST60 results in success. If
the processing section 45 discriminates that the reading

out results in success, then it advances the processing
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ection 45 advances the processing to step ST62. Step ST62: The
;rocessing section 45 digcrininates whet her or not the nunber of tines by
which the reading out at step ST60 is repeated is smaller than a
predeterm ned re- processing tine nunber. |f the processing section 45
discrimnates that the nunber of times is smaller than the predetern ned
re-processing time number, then it returns the processing to step ST60,
but in the other case, the processing section 45 executes an error
process. Step ST63: The processing section 45 discrinmnates whether or
not the file data read out fromthe menory 35 of the radio tag 10 at step
ST60 are conpressed file data. If the processing section 45 discrimnates

that the readtousted idms3dabataie enspsessed-4dd e at ar-obhen:jt advances
the processing to step ST64, but in the other case, the procCessing

section 45 endscthen prioeesanigs Thereadédysind e RLOEES§LAY section 45
reproduces the file data read out fromthe nenory 4% i n accordance with

an instruction fromcephesnser and causes the display unit 41 to display
an i mage based on the reproduced file data. Step ST64: 53

The processing section 45 discriminates whether or
not the number of times by which the reading out at step
S5Te0 is repeated is smaller than a predetermined re- |
brocessing time number. If the processing section 45
discriminates that the number of times is smaller than
the predetermined re-processing time number, then it
returns the processing to step ST60, but in the other
case, the processing section 45 executes an error process.

Step ST63:

The processing section 45 discriminates whether or
not the file data read out from the memory 35 of the
radio tag 10 at step ST60 are compressed file data. If
the processing section'45 discriminates that the read out
file data are compressed file data, then it advances the
processing to step ST64, but in the other case, the
processing section 45 ends the processing. Thereafter,

'-the processing section 45 reproduces the file data read
out from the memory 44 in accordance withAan instruction
from the user and causes the display unit 41 to display

an image based on the reproduced file data.

Step ST64:
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The processing section 45 deconpresses the conpressed data read out at
steps ST60 using a deconpression method corresponding to a conpression
nmet hod i ndicated by a conpression type read out fromthe conpression type
area 152 illustrated in FIGS. 7 and 8 together with the conpressed file
data at step ST60. Step ST65: The processing section 45 discrimnates
whet her or not the deconpression process at step ST64 results in

success. |f the processing section 45 discrimnates that the _
deconpressi on process results in success, then it ends the processing,

but in the other case, the processing section 45 performs an error _
process. As described above, according to the term nal apparatus 15, when

file data and so forhb p&&téggﬂﬁglgga{idgug5faggﬁﬁgggg§gy Qg 10, si nce
the radio tag 10 has the witing inhibiting function, the file data and

so forth reatbm@ifedsRdl Bhsa NBERET oG@MBEs 1M Is7@d Wil reliability.
Further, according to the term nal apparatus 15,~ when file data and so

forth are to &EbdMﬁﬁis@ﬂbnfﬁ@ﬂh&@eboff@gﬁbﬂdﬂlglgéyat£@EPE%§§g5ﬂ'Cﬁ_the file
data can be verified based on signature data recorded in the radio tag

10a. Consequeimitihnd iihdeantbe Py eyedb@eh-dsidn ki ge rfid o dataangdso forth
wittenillegally into the radio

compression Lype area 152 illustrated in FIGS. 7 and 8

together with the compressed file data at step 5T60.

Step ST65:

The processing section 45 discriminates whether or
not the decompression process at step ST64 results in
success. If the processing section 45 discriminates that
the decompression process results in success, then it
ends the processing, but in the other case, the
processing section 45 performs an error process.

As described above, according to the terminal
apparatus 15, when file data and so forth are to be read
out. from the radio tag 10, since the radio fag 10 has the
writing inhibiting function, the file data and so forth
read out in this manner can be utilizéd with reliability.

Further, according to the terminal apparatus 15,
when file data and so forth are to be read out from the
radio tag 10a, the validity of the file data can be
verified based on signature data recorded in the radio
tag 10a. Consequently, it can be prevented to utilize

file data and so forth written illegally into the radio
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54 tag 10a by a third party as legal file data and so forth in error.
Further, according to the data distribution system 1, in the nenory 35 of
the radio tag 10, file attribute data are recorded fromthe second
address B side toward the first address A and besides have a fixed size.
Therefore, the term nal apparatus 15 can specify the address of the file
attribute data by a sinple process based on the second address B and the
fixed size of file attribute data without using a conplicated file _
system which is adopted in a conputer and so forth. Further, the term na
apparatus 15 can specify the address of the file data by a sinple process
based on the thus specified file attribute data. Consequently, the
processing anbamtl®f he tédiminphrappas ategllFiileyakyedand sdlata-vheadi ng
out fromthe menory 35 can be reduced. Further, according to the termnal
apparatus 15,ingftegrfile data are read out fromthe menory 35, file
attribute data corresponding to the file data are read out. Consequently,
even if the readi ngfeathef, fadeodbittyy daaithe ohdwayisistineg ithe stiktem
attribute data are not read out as yet, the file data can be prevented
frombeing plockssde mrappropbiaf etlye bastid amgt he, f Ef be adttyd ipie

data are recorded from the second address B side toward

the first address A and besides have a fixed size.

Therefore, the terminal apparatus 15 can specify

the address of the file attribute data by a simple

process based on the second address B and the fixed size

of file attribute data without using a compiicated fiie

system which is adopted in a computer and so forth.

Further, the terminal apparatus 15 can specify the

address of the file data by a simple process based on the

thus specified file attribute data. Consequently, the

processing amount of the terminal apparatus 15 involved

in data reading out from the memory 35 can be reduced.

Further, according to the terminal apparatus 15,

after file data are read out from the memory 35, file

attribute data corresponding to the file dafa are read

out. Consequently, even if the reading out of file data

fails midway, since the file attribute data are not read

out as yet, the file data can be prevented from being

processed inappropriately based on the file attribute

" data.
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data. 55 Further, according to the term nal apparatus 15, even where file
nanme data to be used in request for reading out is defined as a shortcut
in the nenory 35 of the radio tag 10 or 10a, corresponding data can be
read out appropriately. The present invention is not limted to the
enbodi nent descri bed above. For exanple, while, in the enbodi nent
described above, the recording data are HTM. file data, the recording
data may otherw se be data different fromHIM. file data. Further, while,
in the enmbodi ment described above, data transfer between the witing
apparatus 11 and termnal apparatus 15 and the radio tag 10 or 10a is
performed by radi o communi cation, the data transfer nay otherw se be

per  ormed by i re. CORIYNLEAL 00 EU NGT 4 WL L, 10, (1S, sihod! pent

descri bed above, the recofding ne minto an rom 'hg and

readi ng out aé@e&%ﬁé%fe”%‘ll%yg%%g %Q%Lgi@(g_@eog_}as;%t HI% %%q%‘gsgt {he ter m nal

apparatus 15 is the nenory 3 e radio ‘He present

i nvention mayr0e;AppldRd 18l $Q £ihBaWL 5t NG d AL Q. and LRAAL0G, Quts rgm any
ot her nmenory
the radio tag 10 or 10a, corresponding data can be read
out appropriately.
‘ The present invéntion is not limited to the
embodiment described above.

For example, while, in the embodiment described
above, the recording data are HTML file data, the
recording data may otherwise be data different from HTML
file data.

Further, while, in the embodiment deséribed above,
data transfer between the writing apparatus 11 and
terminal apparatus 15 and the radio tag 10 or 10a is
performed by radic communication, the data transfer may
otherwise be performed by wire communication.

Further, while, in the embodiment described above,
the recording medium into and from which writing and
reading out are performed by the writing apparatus 11 and
the terminal apparatus 15 is the memory 35 of the radio
tag 10 or 10a, the present invention may be applied also
to writing into and reading out from any other memory
which is used in computers and communication apparatus.

Furthermore, while, in the embodiment described
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which is used in conputers and comruni cati on apparatus. Furthernore,

while, in the enbodi nent described 56 above, the first address Ais
defined on the top address side in the nmenory 35 of the radio tag 10 or
10a illustrated in FIG 9 while the second address B is defined on the
tail address side in the menory 35, alternatively the second address B
may be defined on the top address side in the nenory 35 while the first
address A is defined on the tail address side. Industrial Applicability
The present invention can be applied to a system wherein recording data
are witten into and read out from a recording nediumwhich has a witing
inhibiting function and another recordi ng nedi um whi ch does not have the
writing inhi bebbng, ftictiiont 24deb8EME id. ddrGRIA 0B REES LRI GPRAIAt US for
witing recording data into a recording nedium characterized in that
sai d data proetdsi hg E@ppaicRicds GONPEI SBS: raiid FAat Yhe pr egyction means for

produci ng signature data for the recording data; and a witing nmeans for
di scri m nati nglhetfereddinn@IG. 9 while the second address B is
defined on the tail address side in the memory 35,
alternatively the second address B may be defined on the

top address side in the memory 35 while the first address

A is defined on the tail address side.

Industrial Applicability

The present invention can be applied to a system
wherein recording data are written into and read out from
a recording medium which has a writing inhibiting
function and another recording medium which does not have

the writing inhibiting function.
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the recording nediumhas a witing inhibiting function and perform ng,
when it is discrimnated that the recording nediumhas the witing
inhibiting function, a first operation of witing the recording data into
the recording nediumbut performng, when it is discrimnated that the
recordi ng medi um does not have the witing inhibiting function, a second
operation of witing the signature data produced by said signhature
production neans and the recording data into the recording nedium 2. The
data processing apparatus according to claim1, characterized in that
said witing neans places the recordiagrimsdiuminto a witing inhibiting
state after said witing neans records the recording data on the
recording nediumin thea fidsta operatéeming58 HpaFhcudat &quar ocessiing
apparatus according to clainms 1 or 2, characterized in that said witing
means wites,rérpmidol dhtehentpr st randrdecont:ddper atchengctehigegofin a
plurality of recording data of a variable size in order beginning with a
first address Rt sewdrérler HECEHH BARRPSEALB) GFPALpetording area of the
recording mediumand records a plurality of attribute data of a fixed

si ze individual ly defi n8HIR¥THEspdf@CHGE1Y t Higans  for  producing

signature data for the recording data; and

a writing means for discriminating whether or not
the recording medium has a writing inhibiting function
and performing, when it is discriminated that the
recording medium has the writing inhibiting function, a
first operation of writing the recording data 1into the
recording medium but performing, when it is discriminated
that the recording medium deces not have the writing
inhibiting function, a second operation of writing the
signature data produced by sald signature preduction
means and the recording data into the recording medium,

2. The data processing apparatus according to

claim 1, Ccharacterized 1in that said writing means
places the recording medium into a writing
inhibiting state after said  writing means records

the recording data on the recording medium in the

first operation.
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plurality of recording data and indicating recording addresses in the
recording area for the corresponding recording data in order fromthe
second address (B) side toward the first address (A). 4. The data
processi ng apparatus according to claim3, characterized in that said
witing means wites the plurality of recording data in order at the
successive addresses in the recording area of the recording nmedium and
the recording mediumis of the type wherein erasure of recording data
witten therein is perforned by collective erasure for the overal
recording area. 5. A3dattfaeprdeessimgpamethod, shercteri zedotrdiddatto sai d
data processing nethod, conprises: a first step of discrimnating whether
or not a recoréhiHgsntdium haBazrakeri 19ty IPnhidh teng Soitfipgcréad®, a second
step of witing, when it is discrimnated at the first step that the
recordi ng medi uMiiH&s .t hen wwdgh n@fi nbhdi tiirgtf uardi o¥ecomelcopBePRE idatsa i nt o
the recording nmedium a third step of producing, when it is discrimnated
at the first st¥fFuRir £hBlrERbYd 1§ ﬁ@&PHﬁ%%%é%ﬂﬁbﬁfh&véaflable size

in order beginning with a first address (A) toward a
second address (B) of a recording area of the recording
medium and records a plurality of attribute data of a
fixed size individually defined corresponding to the
plurality of recording data and indicating recording
addresses 1in the recording area for the corresponding
recording data in order from the second address (R) side
toward the first‘address (A) .

4. The data processing apparatus according to
claim 3, characterized in that said writing means
writes the plurality of recording data in order at the
successive addresses in the recording area of the
recording medium, and the recording medium is of the type
wherein erasure of recording data written therein is
performed by collective erasure for the overall recording
area.

5. A data processing method, characterized in that
said data processing method, comprises:

a first step of discriminating whether or not a

recording medium has a writing inhibiting

59



the witing inhibiting function, signature data for the recording data;
and a fourth step of witing the signature data produced at the third
step and the recording data into the recording nedium 6. The data
processi ng nmethod according to claimb5, characterized in that, at each of
the second and fourth steps, a plurality of recording data of a variable
size in order beginning with a first address (A) toward a second address
(B) of a recording area of the recording nediumand records a plurality
of attribute data of a fixed size individually defined corresponding to
the pluralityfofictesording data and indicating recording addresses in
the recording area for the corresponding recording data in order fromthe
second address (B) siadesedoodarsdepheff wrstiaddrelssn (&) . 1. dAsqriaghametior
bei ng executed by a data 60 processing apparatus, characterized in that
said program gausex séitsidasacpr déessi e apparradirsy t pedexecutmas athir st
procedure of discrimnating whether or not a recording nmediumhas a
writing inhibi ¥rAgtRUNnctHErItangechweC prdveddeeosfiing i tdalg Vilnén i thes
recording medium;

a third step of precducing, when it is discriminated
at the first step that the recording medium does not have
the writing inhibiting function, signature data for the
recording data; and

a fourth step of writing the signature data
produced at the third step and the recording data into
the recording medium.

6. The data processing method according to claim 5,
characterized in that, at each of the second and fourth
steps, a plurality of recording data of a variable size
in order beginning with a first address (A) toward a
second address (B) of a recording area of the recording
medium and records a plurality of attribute data of a
fixed size individually defined corresponding to the
plurality of recording data and indicating recording
addresses in the recording area for the corresponding
recording data in order from the second address (B) side

toward the first address (4).

7. A program for being executed by a data
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discrimnated at the first procedure that the recording nedium has the
witing inhibiting function, recording data into the recording nmedium a
third procedure of producing, when it is discrimnated at the first
procedure that the recording nediumdoes not have the witing inhibiting
function, signature data for the recording data; and a fourth procedure
of witing the signature data produced at the third procedure and the
recording data into the recording nedium 8. A data processing apparatus
for reading out recording data froma recording nmedium characterized in

t hat sai d dat appoesessidg Aappatat:ys CeHEYdc3esi 84 Signatu=e vegLidi cation
nmeans for verifying signature data for the recording data; and a reading

out neans for dirsgrami ratkag whetihedats6lpascaiatingheppaeaedi ng p@di um has a
witing inhibiting function and performng, when it is discrimnated that
the recordi ngeeditam has the witing inhibiting function, a first
operation of reading out the recording data fromthe recording nedi um and
utilizing the recordighgtdatta dgcedpeef of nidngrrinmemtiingi shdtlser i oi nased
that the recording nediumdoes not have the witing inhibiting function,
a a recording medium has a writing inhibiting function;

a second procedure of writing, when it is
discriminated at the first procedure that the recording
medium has the writing inhibiting function, recording
data into the recording medium;

a third procedure of producing, when it is
discriminated at the first procedure that the recording
medium does not have the writing inhibiting function,
signature data for the recording data; and

a fourth procedure of writing the signature data
produced at the third procedure and the recording data
into the recording medium.

8. A data processing apparatus for reading out
recording data from a recording medium, characterized in
that said data processing apparatus comprises:

a signature verification means for verifying

signature data for the recording data; and

a reading out means for discriminating whether
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second operation of reading out the recording data from the recording
medi um causing said signature verification neans to verify signature
data included in the reading data read out fromthe recordi ng nedi um and
utilizing the recording data read out fromthe recording nediumif a
condition that said signature verification neans discrimnates that the
signature data is valid is satisfied. 9. The data processi ng apparat us
according to claim 8, characterized in that, where, fromthe recording
medium on which a plurality of recording data of a variable size are
recorded in order rbegitmi ngevbidirgy fhddumddress o Ayritdiowar thiarseeand
address (B) of a recording area and a plurality of attribute data of a
fixed size indifvhdusdd ynddekirfedniogr,r @pondi ng tadsthemphatreal idhatothe
recording data and indicating recording 62 addresses in the recording
area for the coreesportinggfivrecdrali ndiedatrdtane iecdrdechd funcdéenfram t he
second address (B) side toward the first address (A), the recorded data
are to be readf6ttt WEr@tieadphgrentingeans theagsogding héatat tiricbutiee dat a
of an object of a reading out request based on the second address (B) and
the fixed sizEFPHMIhIGEHY di A§Iaréalanthd hee r sa83TdiRT t feta but

performing, when it is discriminated that the recording
medium does not have the writing inhibiting function, a
second operation of reading out the recording data from
the recording medium, causing said signature verification
means to verify signature data included in the reading
data read out from the recording medium and utilizing
the recording data read out from the recording medium if
a conditien that said signature verification means
disqriminates that the signature data is wvalid is
satisfied.

9. The data prccessing apparatus according to claim
8, characterized in that, where, from the recording medium
on which a plurality of recording data of a variable size
are recorded in order beginning with a first address (Aa)
toward a second address (B} of a recording area ana a
plurality of attribute data of a fixed size individually
defined corresponding to the plurality of recording data

and indicating recording
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recordi ng data of an object of the reading out request based on the
recordi ng address indicated by the read out attribute data fromthe
recording area. 10. A data processing nethod for reading out recording
data froma recording nedium characterized in that said data processing
met hod conprises: a first step of discrimnating whether or not the
recordi ng mediumhas a witing inhibiting function; a second step of
reading out, when it is discrimnated at the first step that the
recording nmedium has the witing inhibiting function, the recording data
fromthe recorddagesedi ummandheut récardigiat hereecovdi nedat@; reaspohiddg st ep
of reading out, when it is discrimnated at the first step that the
recordi ng nedi upré8ldoesdabt have tdeowikd i by iorkebi timeg f timet isenpnthe
recording data fromthe recording nediumand verifying signature data

i ncl uded in theddresh ngBdat aigeadto@rd f £ben t hierateceddrags nedilum thad a
fourth step of utilizing the recording data read  out fromthe recording
medi um i f a coRBFPTSIF t iars §£° dicsderfi Raf edsatd tFRAAIRIOr @uSt Bgabhat t he

signature data is valid is satisfied, 11. A programfor being executed by
a data reads out the attribute data of an object of a reading out

request based on the second address (B) and the fixed
size from the recording area and then reads out the
recording data of an object of the reading out request
based on the recording address indicated by the read out
attribute data from the recording area.

10. A data processing method for reading out
recording data from a recording medium, characterized
in that said data processing method comprises:

a first step of discriminating whether or not the
recording medium has a writing inhibiting function;

a second step of reading ocut, when it is
discriminated at the first step that the recording medium
has the writing inhibkiting function, the recording data
from the recording medium and utilizing the recording data;

a third step of reading ocut, when it is

discriminated at the first step that the recording medium
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processi ng apparatus, characterized in that said program causes said data
processi ng apparatus to execute: a first procedure of discrimnating

whet her or not the recording nmediumhas a witing inhibiting function; a
second procedure of reading out, when it is discrimnated at the first
procedure that the recording nediumhas the witing inhibiting function,
the recording data fromthe recording nmediumand utilizing the recording
data; a third procedure of reading out, when it is discrimnated at the
first procedure that the recording medium does not have the witing

i nhi biting functiven, riche heecortdiengwdat and r dnhthetirecordhogiasredi w64 and
verifying signature data included in the reading data read out fromthe
recordi ng nedi gapordthitha dadur tiropr dbedueecofling i thégiury tdrel recoifding dat a
read out fromthe recording nediumif a condition that it is

di scrim nat ed &tgraeighi datdpr opeduded t hat Wive reidimat watadareadsovalid is

satisfied. 65 DATA PROCESSI NG APPARATUS AND METHOD AND PROGRAM THEREFOR
ABSTRACT from the recording medium; and

a fourth step of utilizing the recording data read
out from the recording medium if a condition that it is
discriminated at the third step that the signature data
is wvalid is satisfied.

11. A program for being executed by a data
processing apparatus, characterized 1in that said
program causes sald data ©processing apparatus to
execute:

a first procedure of discriminating whether or not
the recording medium has a writing inhibiting function;

a second procedure of zreading out, when it is
discriminated at the first procedure that the recording
medium has the writing inhibiting function, the recording
data from the recording medium and utilizing the recording
data;

a third procedure of reading out, when it 1is
discriminated at the first procedure that the recording
medium dces not have the writing inhibiting function, the

recording data from the recording medium
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A data processing apparatus is disclosed which can prevent recording data
wittenillegally into a recording nediumby a third party from being
read out and utilized as valid recording data in error irrespective of
whet her or not the recording nmediumhas a rewiting inhibiting function.
When a witing apparatus (11) wites file data and so forth into a radio
tag (10) having a witing inhibiting function, it sets the radio tag (10)
toa witing inhibiting state after it wites the file data and so forth
into the radio tag (10). On the other hand, when file data and so forth
are to be witteed vatofyamptdigmatadeo dhag (@(hOajdedi oh deesreodirhave t he
witing inhibiting function, the witing apparatus (11) produces

; si gnat ure dat dafarrassk o] éromtttheangoprilies ndisugi;gaad ure data into the

radio tag (10a) together with the file data and so forth. FIG 1 66
a fourth procedure of utilizing the recording data

read out from the recording medium if a condition that
it 1is discriminated at the third procedure that the

signature data is valid is satisfied.
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DATA PROCESSING APPARATUS AND METHOD AND PROGRAM THEREFOR

ABSTRACT

A data processing apparatus is disclosed which can
prevent recording data written illegaliy into a recording
medium by a third party from being read out and utilized
as valid recording data in error irrespective of whether.
or not the recording medium has a rewriting inhibiting
function. When a writing apparatus (11) writes file data
and so forth into a radio tag (10) having a writing
inhibiting function, it sets the radio tag (10) to a
writing inhibiting state after it writes the file data
and so forth into the radio tag (10). On the other hand,
when file data and so forth are to be written into
another radio tag (10a) which does not have the writing
inhibiting function, the writing apparatus (11) produces
‘signature data for the file data and writeé the signature
data into the radio tag (10a) together with the file data

and so forth.

FIG.1
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