Verification of Fingerprints [0001 ] The invention
relates to a nethod, a chip card, a systemand a
conmput er program product for verifying a fingerprint
of a person. [0002] The checking of the identity or an
access authorization of a person is today w dely
carried out on the RaghsatRh JiFRidigs f eatures of the
person, which are difficult to forge. For this
purpose at Ieast one suitable bionetric feature of the
fingerprint, an iris pattern, etc. is
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I t conparison to
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For reasons of security and feasibility it is
expedi ent herein to store the reference data on a
[0092)]rT]1£kﬂ11901dag af thariddnel'ty Oloartm:cmrauihedzaﬂommg' alpgrsbhés today widely
son, t%g le a ard or a smart card. For
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tern1nes he Corres
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data stored on the data carrier. The conparison
compasiepi tecepnrespradingecommardtivd delatofitlye teoson. t he devi ce and,
provided that the data carrier itself has conputing
power, by the data carrier itself. If a chip card with
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on-card mat chi ng, "has security-technica van
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i ncreasingly ined and enployed. However,

conbymrrisbie itsetdunithel beycaariet altdyrbiotihiic daviby anlpbtcmdeﬁdhat the data
Rr Qgﬁel etary data formats, standardi zed data formats
cargjgr kel fyhas, a%plttw@ rovsadvAhe é@fé cerpgt itsehle If acedipearil §6th mpcessor is
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sm&%ﬁ%ﬂohﬁﬁn&érmﬁkm@@ldc%ﬁ rtﬁ@([}ﬁ]l) ERQRY sehgfifd fbférénderllata remain in a
particular that “conventiona conparlson nmet h

partrogaly sqenredeecmony e did ohégp yardnd i nsofar in a
particularly tinme-consunm ng manner. 2

[0004] Since current systems for on-card matching mostly use proprietary data formats, for
the sake of improved interoperability standardized data formats are increasingly defined
and erhployed. However, compared to the technically and algorithmically optimized
proprietary data formats, standardized data formats usually have the disadvantage that the
comparison of biometric features of a person on the chip card is possible only at a partly
substantially higher execution time. An important factor herein is in particular that

conventional comparison methods mostly proceed iteratively and insofar in a particularly

time-consuming manner.



[0005] A particularly suitable bionmetric feature for
the verification of identity is a person's
fingerprint. However, since 2his conplex informtion
cannot be used as such for conparison, specific
characteristic features of the fingerprint - so-called
0o i v i . i - { eat. : '
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fingdggrirg I Howéver asifidentie co@pleRtinfostSioradnfot t-uskd HEsueR@s Or
divisions (bifurcations). [0006] For the verification
congfarigorp 6p charapteristic yeaturevofihe ifivgerpfiningerqatlehimufutiedie are
erson .is,. areq to a_.reference.fingerprin by
frsDEN PRt Waich GBS Seiing HEChRRCIET iR trdoutses ghieiigpattom of
fihddd PBHDG0eH as d. B, BiGIds bP IS UMR ﬁj_fﬁllaﬁﬁ&, ith the
? 1r‘d"éf %r enge rﬁasnuf%i ae extsr act ed kge ore ar%vI froma

reference fingerprint and provided on the chip card.

As many pairs of mnutiae, consisting of reference )
[00ge InFaritheverHisatiompha Perean videriity asompersondinedipnigt obthe aetson is
ot he({t, ar fﬁsdet ?.r m ned gnd gy uated on the %—:ﬁtirs %fl
CONPRSEAN 0 SIS HFETIR PRECIRFRD BY F5HACHRE CORRPRIO AP E g the
coniftisdn Rhadthiihl IrAAGAD chRpBlel RGL Blifh RE rditthdSlinh Dl OeliiBted
steps: determining a baseline palr consisting of two
befpahargl foémrnairaferénee fiapepripr andeeokided én thechipecabh 6l harsy pairs of
.pair, determning as many as possible further pairs
mirgfiagy cR$IFEE OfFRISFACH MimE1aE 48¢ POHBRariFN minuliacforresnonfiag to each
' I crhiteri . Q. l.dent.j cal
ol AL 80 SRR DS ARV S bt R e
det&fntibidti A fipRirt BEmIRSRE 64 MPribPHUSE il 1abe Into WIS EBAS dbREnining a
further pairs of mnutiae are determned in
basdepepaieroneistng o fiavogpaire afl yninietae mnil peocdeding fionethp diaseline pair,
rel.ative thereto, [8§t7] However, .this procedure o
deterapjping 48 Map¥ of Hostde %E’f P ryigutize. Thergindhe paseline pair is
. . . p I ger. . as A |
GG B 18BasLPARSREFerih B et il 108 BN B304
propegies 6LYE aein@iaclif therBigective Mlgckhients)eotbreas the figteR pairs of
_optimzation procedures usually also particularly
migitigh ercadetermpradds depandeopsoattho alscady deteouimsd hasgling paic er relative
h al ready found pairs of mnutiae frequently turn out
thepefo-pe jocal optima and have to be discarded, in order
to achieve a better solution and higher reliability
by a revised new cal culation. [0008] It is
[000BNHewuedt} this froedak RGlire3fmdsie nested artrative\vg idduivd) @alculation
provide a fast, but nevertheless reliable and secure
progesses; icendeibte fotd simmgernairs af miniae as possible and to be able to guarantee

a high degree of reliability of the result. In such optimization procedures usually also
particularly elaborate correction operations are necessary, since already found pairs of
minutiae frequently turn out to be local optima and have to be discarded, in order to

achieve a better solution and higher reliability by a revised new calculation.

[0008] It is consequently the object of the present invention to provide a fast, but

nevertheless reliable and secure verification of fingerprints.



[0009] This problemis solved according to the

invention by a nethod, a chip card, a systemand a

comput er program product having the features of the

i ndependent clains. In clains dependent on these

advant ageous enbodi nents and devel opnents of the
[0009)VERS pOBlenfs@ofRE Gbdor&fls td B M entith b8 nfRFARE LRRRARL 2

conparison mnutiae and reference m nutiae accordi ng
system dndex compugarpregra@a prdrhichhavdnglit ifeudites oOihs irklcpeiglentf claims. In

all already determned pairs of mnutiae, including .
claimg slepepsleptny thessradypniaggons empodiments a8é e yrtonsagnts ofhe Bryention

ih defines a sequence of the pairs of mnutiae

me%&%#ﬂpé invariable in the further course of the

procedure, and to which each further determ ned pair

of mnutiae is added. Each pair of mnutiae is then
[008&tIerting erexbarison dHeoriyzesissn ofingee aed rdferahcerminatiaomsonling to the

t he ninuILag?'n questi.on to the mnutiae of three

invepjtion 2 fpards detradeconsisting phall pgady determingd priseofyamutiagy
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the @&itd G MinRAS thaOiR Snvairibbliein TS urtEGotrse bt tHEQréleti®Rd¥nd to which
determi ned pairs of mnutiae are used, so that a new

cach firthep fletgimined par pEminngiae {s added. Eack pait bOmirtutiae cthen determined
hree already.determ ne airs_of mnutiae. Then
on (8RS it ESDBICHGaD A 51 UBTRER R iPGETen s tinmipbiiae fthree
alrBap QHERANEY rlionils BPhimfiao TLAI BSubA et osliEh SR e
chagal cul ated and conmpared to the values of the sane
rel ati ons of a selected conparison mnutia,
potentially corresponding with a selected reference
Inutia, .to the.conparison.mnutiae of the three . .
[00f 1’43t atrs SEPIMHRG fheapains ph iy pHbiag 5 eertifpaosijns within the
chaﬂ%iecﬁé Qﬁea ?lde%?mﬁ{edﬁ)gﬁ's §Px¥1ﬁﬁ&i§9m‘é%§&ﬁ%$ ?ﬁpa 8 rﬂ)ﬁfr'o?minutiae_is
are wthin certain tol erance ranges 6 e

verifedrie sqativai toghesa khiresalefady detefirined p&ith ofireihefi&) Tlen certain
mnutia, it is assumed that the sel ected conparison
relations pf HseAerted nsEerense aripelip ofratasentiak Burtherpaif of minutasiodhel
to each oth apd form ir of mnutiae, ich is
refiriiE an e fidn Eftoe P of it ticheRipefag e e AFiARY i saBpacad o
theRERSODI h sARE reRAB bPa SARALAEHnARisa hR Il Gkt f
- the chain reaches a predeternlneg m ni mu ength,

cortdspdndiigg withe selactbé refaknaahpatiedo i dosnpafissti mitutiae of the three

exceeds a  predeterm ned threshold val ue. .
relation pairs of minutiae. In the case that all detected values of the selected comparison

minutia are within certain tolerance ranges of the corresponding values of the selected
reference minutia, it is assumed that the selected comparison minutia and the selected
reference minutia correspond to each other and form a pair of minutiae, which is added to

the chain as currently latest link.

[0012] A person is for example regarded as authenticated, if the chain reaches a
predetermined minimum length, that is, the number of detected pairs of minutiae exceeds a

predetermined threshold value.




4 [0013] In the sinplest case the procedure is
carried out in such a way that, when further pairs of
mnutiae are determned, firdgt a reference mnutia is
sel ected which lies within certain |ocal surroundi ngs
in the vicinity of the reference mnutia of the pair
t
[0033] st 8 25} e RS o BB Bt AL MR o i Yt
paiﬁs&ife@lhﬁ’daeldie d&etmi@ed, firktherefoddiR e Infig@dia 18 s€lactod whith lies within

nﬁgrl son fingerprint (thus have simlar quOSi tion
Certtaeib alrﬁat’régl}dlags inike vighely o the reference minytia dféhe pdivefanimatiae

rlnt Fi ons .of a reference
et RERPR veinycatahae o i yefi e flon g by 8o chip R Smgatite are
sel@ted WRIR FEIisS 82 AR li‘&daf‘ W&Qf th‘é"?:%{q%ﬁﬁs qﬁf\;@fﬂrﬁn ?cflué &A% kimilar
one conparison mnutia ose relation ues are
posifidrhé¢cvrdingies)als elicare feeerica mgautid inttheref@tbrdel fipespaint €8sty all
the reference mnutia. In the case that there are

rel%% php refereRcemiydipicanhe paleilatedan ondprtorphack the amanntind

en_whose i ffer least fromtho
cofREER aliBAER fof Shhwlftee 2 A0 BT EymeGRoR MR R opbfption
Valgés 2k hyifhd he t&EraHb@%%@@f #HEt@atBNREh 3 Of fiRfreRRGIce minutia. In the
determning three relfation pairs of mnutiae wthin
cast g tlehaamr,setvdral sauirbenpafson adestsar the ainpiéd ¢atidiechosen whose
bet ween conpari son m nutiae and reference mnutiae is
relgtions difées lea5t frevafhesg of thersslester aplation mgmiigent i onal
met hods, mhlch | eads to a consi derabl e accel eration of
the procedure, since conparisons have to be nmade only
[00M4] Bytfhignihp HREHRR df%lIGfairk 6F AfihRfae AbRHAINBE so R ﬁnd determining
required reliability and exactness of the results is
threquslatiod pairs af mnutae wuthin thiy cainh thealuatbienofneskisaty comparisons
establish.i n&lﬁartl cul ar_a fgeometjrl cal relation of, a

bel¥er CoBRATHOR B alidegnd peferrphi piiiap s drajticalhyjeduced in relation to
coﬂ%ﬁﬁ&ﬂl &ﬁe?tgﬁ@' &ﬁlcmeaﬂ% {M& %?rdefaﬁleaa%?él%faa bPme gf&edure since

ues Tepresent mere eatures
cofipatifoh@h4w to %e nhdds oﬁ itlh 2 thide phis bf rBRELR kdiMitiael The Bquired
m nutia angl e) L The descri bed net hod can be
reliphility et @Lﬂctrlg§s eft Wepulam dngiesd pndeb exadwntiog mgcht mglatines which

ntion, conprisin r.OCess
estghlfg B%ﬁPla&;PnEﬁo%etﬁgﬂGB‘g%?f} e s HER By Y prinutize of
alrgﬁytdby éﬁgt???fé@mtﬁée H%d('hgélg :ﬂ} éu\ég vgfgtgg&glop%é@srem I‘ﬁgrely
lodal fegtuads cﬁ“mdnmuﬁy (el gditopositha if lﬂhdJﬁ@g%hmn(t ot ithefimitia dnpRr).
EEPROM or in the RCJ\/I rrermry). Alternatively, also a
hardware solution, e. g. inthe formof a bionetric

[0(5:1% e aEsaBtd mealodrc]zlarrl] l|§e Carfied out by a chip card designed according to the
invention, comprising a processor and a memory arrangement with a nonvolatile EEPROM
memory in particular. Preferably the inventive method is carried out by a biometrics
module designed as a software program and provided on the chip card (either in the
EEPROM or in the ROM memory). Alternatively, also a hardware solution, e. g. in the

form of a biometric co-processor, is thinkable.




5 [0016] The chip card furthernore conprises a
certain nenory area or a separate nenory for storing
the reference mnutiae, wher®in this nenory preferably
fulfills special security requirenments, in order to
ensure the security of the sensitive bi onetri c dat a.
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He chip card into cont a verification Vi ce
for étbﬁngrthea'bﬁermd nsnytpe] ﬁheralnahﬂﬁﬂé’m(&gi prdferagBriplilRispstia sécurity
bi onetric sensor provided there for this purpose. Via
req g Sherdaptorasre demsranilyafitesensities bigmstia
: conmparison fingerprint is transmtted to the Chlp
card, where the fingerprint is stored in a nenory
[00871EWhBY héi cHRfcak@ls dnf}i] eﬂuﬁ 8&%&1 BhRchsithectap @Bﬁrlht%%ntact with a
mnutiae are extracte Ina preferred
veridichioati deyivte (tdnminzd) and suf)plms rubirperisint firsgegutint miatdigometric sensor
fir the penultimte and ultimate position of the
progidg ‘gﬁle&‘r for §é$ BRIPRY- Y42 paTeapeRskngdats corunicAin iaterfaces the

conggags@r# ﬁ{l%ﬁ%ﬁi{m 1§ {rgﬁsrng ﬁén{ tO%L% ¥ ip %tall'da}%h?lﬁ‘ éﬁ%gg%erﬁawgt I%%P]i'ed ina
meMBB f85piokRlcd %H'thislﬁiﬁﬁﬁc%e andltnk Q@n?hﬁéoﬂ@ﬁﬁuﬁ@é dre @;(tracted

m nutiae of the chain represent the two pairs of
m nuti ae determ ned nost recently. O course al so

(0058 T epise o6 PR szt e mats B mutigt Sipieghn (i i the penultimate
andclhﬁfngte SltlgP ?ﬂe i ra"f‘e 9&{%06%%%&3&& a{SI o\étﬁxgln?ﬁaeg%ﬁerem the

posi T dns™e
firseat oechBftindof the cﬂﬁﬁ @é SRTETIke Qo paits i Blinide 0% 1R baseline pair,
mnutiae it is particularly advantageous to determ ne
wherhes @i pealismatefand e Wietstped of efigntéased th ¢hain @psent the two
.conparison nutia to the r ective reference
paif e Bt COHRSATLEL FPeRtht Elgtiss HEngithrarar pigpe friation pairs
QLM r 0 r
of rlﬁfnulﬂg post%l etegﬁltn{oéd Jg\'}gf B%sﬁée@f:thgpg%s"i‘t%ldﬁeiﬁ th&c l&% G gpd‘rﬁ peaﬂ's of
mireiat asedn by oddipoditgisvdthe dhatie from t he sel ect ed
reference mnutia or conparison mnutia to the
reference mnutia or conparison mnutia of the

o T TP o bt R
parBENMY hdBheg E’@dsrto ﬁgteﬁhfﬂg tAfstatde o‘f% S%Fecﬁaqu kéﬁ@é‘ rrln)sfutia or

or alternatlve y al so turther angles or me

companisen nbyutizgatise efpdctiec refdratdeaninpide & oﬁfnpﬁhmntmﬁﬁtlﬁ@@fthe
be eval uated.. [0020] Moreover, as a |local feature of a
relationpeira of W@Wﬁm @ﬂaﬁ@ek‘m@n valugsiodhetcempeestdt ispessible to

eva arl]éJ ﬁ'le %1’1 C% he arl‘gf??l% f)fe %%alfnalm%g&ag' iné @om ?he selec% regrence

escribe
minutia or comparison minutia to the reference minutia or comparison minutia of the

ultimate pair of minutiae and further on to the reference minutia or comparison minutia of
the penultimate pair of minutiae. Of course additionally or alternatively also further angles

formed in this manner by means of the relation pairs of minutiaec can be evaluated.

[0020] Moreover, as a local feature of a minutia the minutia angle of a selected reference

minutia or comparison minutia can be evaluated, which describes the orientation of the




6 groove extending fromthe mnutia in the
corresponding fingerprint in a reference coordinate
system [0021] In order to optim ze the execution
speed of the nmethod, it is possible in a preferred
enbodi ment to firstly conpare the m nutia angl es of
JouR’

sroly UL oA SLRRGT Bl 8Potd S-RBTRH natierence .

coohhﬁuég@ﬁﬁnponputlng time. Only |n the event that the
mnutia angles lie within the predeterm ned tol erance
range further relations are calculated since the

[Oogﬁhlg i &?&iz%%x%?ﬁ%ed r / e ondﬂh%én %%(r:e erred
eml%@igrln@xgltl) 'ﬁ?st Jo'fﬂg?xet tﬂ@ nith fjae'in 0@&9—: s'éf%kf%ﬁ Mﬁn&@ﬁgﬁmae and

t he st an e se ect nrnutrae to t
congaris@s pimdias §y Maywif ia pecsefectidie sinet alis @quipes ths leat computing time.
m nuti ae can be cal cul ated next on the basis of an

0n1éf§n rh?eavenfdhafdbﬁﬁmutr@gangleﬁbe within thie mrq@@mmd éoleanee range,
h di st . i
5 SHEMEER i bl R RBEREh  Rosarmpna o

awh@ﬁw§§ﬁﬁﬁ%ﬁd m nutiae and the corresponding mnutiae
of the rellation pairs of mnutiae, since this
requi res the nost conplex cal culation. [0023] In the
e that a selected conparison mnutia does not

[00821%%&?)%9 thad the miapge @%&1@8 liewvihiathepsefefermined folerance range, the

dls%ﬂceeg O?Eh% s%%tcted 1%%&'12&3%8 rtl'legcbc%r%%) e ngl}gel ?1%86 rela?tlro% p%lers of
mnﬂl‘ﬁb@ E4H BeddlUated nékt BA e WisisOf @H'éétﬁﬁatb ®f E&ﬂ&ﬁfnﬁ%ﬂ! bhd, in the
the same selected reference nmnutia, but wt
caselitfaf else tite disanpas iis enthin rhatcoaespundmg tclerancediamgpsy amly finally the
r edet er 'ndcritgrla a maxi mum nunber of

anglgsierigsed by the selerted mimiss érari @etq?afﬁspgnd@s@aw@cﬂf the relation
0 t rence
‘[r%‘ﬁu 1%@1%51%1{1%9&?&@ #‘Q%SR%%I%Q% ?ﬁlpge%ec%ﬁg a%é\)gpr ef erably
ef ficient conparison of reference m nutiae and
conparison mnutiae it is expedient to presort the
[0083inhe sasa thwit aselieeted opmpirisob asingtiandoes et correspridita a selected
| es. duri.ng or di rec%ﬂyﬁ fter their extragtion from

refoRks BBl d- ﬂrrge%ri)rl?tﬁ i $hsgasfegPqndis refarenge fingerprint and
corgéa&lsalg ﬁggggﬁﬁrd e delr@it¥REREY 2 sr&gfe&tm{n%bs@ag%fe%& the same

pur pose, 1 n°or

sel&veddaeference afipaid, Sﬁﬂwml adiffedtRbAPhfgnanaligtindHaccording to
reference mnutia on the basis of its mnutia angle

predgte@pmned( ¢rjters (@ Sghiviimum mimalekd iof attampts)tit segmstimprobable that a

ent to
compa%son minutia correspondmg to the selected reference minutia can be found.

[0024] In view of a preferably efficient comparison of reference minutiae and comparison
minutiae it is expedient to presort the comparison minutiae on the basis of their minutia
angles during or directly after their extraction from a reference fingerprint, or to store them
in a pre-sorted order in a memory area of the chip card provided for this purpose, in order
to be able to select a comparison minutia matching a selected reference minutia on the
basis of its minutia angle as quickly as possible. In addition, it can be expedient to

calculate the angles, distances or further relations of the reference minutiae only when they



cal cul ate the angles, distances or further relations
of the reference mnutiae only when they 7 are needed
for the determ nation of a cbrrespondi ng conpari son
m nutia. Such already calcul ated angl es and di stances
can then be stored for possible further conparisons

are Weddlld f&ltﬂgﬁetéﬂiﬁﬁ%ﬁmg}%&@%@r&g@%% thih a.g .chqmefdy

ata structure tog er wt rrespondi n
calob@ui@bargdsrandidistdriceecanthén beosiviel @b gossib EERY)conpamsons with
of the chip card. [0025] In a particularly preferred
otharpglseatiedepmparrongnigatiad in agitahic date siradtaredpgaharivith thae

are consi dered when determ ni ng. pai f.mnutiag.is..
conEnoadiyE ORI S 1 BRI (HEPR QMY sosy Bf the Ship card
reference mnutiae before the conparison of
fingerprints. This can already be <carried out during
[002 Sidnragqeetiadilarly mEfetdeé embbéinenc thefordeg & whichttheuredertive minutiae

extraction of the reference mnutiae. In this case )
are ropsidssed- wherbdatergrnine pasesl mpwtipe alerbesperifigd Pue passtermined

t he onparison mnutia a referen m nutia,..s no
seabdes of BABR R BhuliarbybRine Sk A BRtpits htif e Ringaay be
car3&l QflduARg Bel rb&SrHRg T tHBfePRicE $inQérpAhiuHditRE R8N b M

bef orehand, but a “certain path of the reference
refaremvegtnmiaetides Iipthédes e imtheedntparisangietwéon the feferen@aninutiae and the

fingerprint, which also determ nes the sane path of
CONINEISOIH AR HIag o eﬁﬁf?ﬂﬂei%u‘%lﬁé’t?@ selecied indivihially hdependence on

L.ngarpyint. sq .1 hat im ting.the possibiliti
prel AR ok PRy Bt reel bk ke SRR b o
cer@alpdiie o PhB ir€¥REce IRAL i1RE@ténlifed throuBh BRY fefedtcd fingerprint,

possible that, if no matching conparison mnutia can
whish alsbalgtedmines the sametpaibnofited eoreprrsomimuttiaa throhgh the comparison

determ nation.of.  a further. pair of mnputige is )
fingegprintetp Bat nlerﬁlttnﬁéﬁ%w@@&u@ﬁpf panlaipaiRtEn firthet acgeleration of the
L £ . sequence of reference minutiae.
pmggﬁ'géeéétnhe% %}eﬁ%&e’?(?ﬁ nati on of further pairs of mnutiae
is thus no | onger blocked by a "bad" conparison

mnutia, nore reliable conparison results are
[00gehiHergabit &, iInwertisolar possihle theb liinamptebingsgmphdsonpeiadtiaan be

t d . A further, acceleratio f the procedure.
ol o R Be b B TR B e e P e PR
LR MBS D03 S, BRI B0 B AL Brotrence

mipitedSistdthe deteriguencel Mfthérgfads eNsenutiat ithiogo 1dn@&bldcked by
In this especially preferred enbodi nent of the
a "hasky sampasontminytia, qyerg telipblaponiperison results are achievable, without

adversely affecting the speed of the procedure. A further acceleration of the procedure

without any detectable loss of reliability can be achieved if only such baseline pairs are

admitted which immediately follow each other in the predetermined sequence of reference

minutiae.

[0027] In this especially preferred embodiment of the invention it is advantageous to
establish the sequence of reference minutiae already during the extraction of the reference
minutiae from a reference fingerprint. This can be done by means of certain predetermined

criteria, which are specified on the basis of a quality, relevance or statistical significance or



establish the sequence of reference m nutiae already
during the extraction of the reference mnutiae from
a reference fingerprint. Thi& can be done by neans of
certain predetermined criteria, which are specified
on the basis of a quality, relevance or statistical
on thé BNi{ bEABRRuRaI SiteRR drtfe RASLEHhindRYTREFif Rlis particularly
criterira for the reference mnuti ae. rein It hs
exppditititc weight yhe refopade erihutiae asedrgin tb Heinminatieaggdes, according to
m nutiae according to their mnutia angles, according
theiy distappesi tp agdjagery muButiacoacegrdins o thepesitiornel the miwitiai within the
t he. position qf .t m nut i ithin the . fingerprint
fingeff i 02 5 il ih e ol ecineBiorioh 5 b rya S Phiel ghon one
in tREpFVLEry) MR AL FBIng 4O 8Gh IRRAce Vdluds"FhRAF AR Yted @ring the
according to confidence val ues, which are cal cul at ed
imageHahaigti¢adh extraotiag ef draloyipadsdn midutiac fromnthe&ompeeison fingerprint.
conpari son mnutiae fromthe conparison fingerprint.
[0028] Further characteristics and advantages of the
j [ L] L romth f.ol | oW ng,,descrd pti,on
1003 1EHP el isiEE M bt s B SRR e
folleWhRCH B ton AGGAFiety T ekénplBE dribydlithéRH ahdalEPHEOE binBBdiments
wi th the acconpanying draw ngs. The figures are
accomlgng toltkeelinysntionl ih comnecfi@O & thé apeompanytiygpéawafgs. The figures are
m_nut i %e in a schematic fingerprint inmage; [0030]
desghibrdras 10lloS't eria for determining a baseline pair;
[0031] Figure 3 criteria for determning further pairs
of mnutiae; [0032] Figure 4 skipping a reference
0029 EiE@ When thedsf MifhtRe iR alstlidngic M@bfpriaf imdpenut i ae;
[ [dgg ] Figureygka flowmchart of a cgggﬁﬁwatcﬁﬁgrocedure
according to the present invention; [0034] Figure 6

xam) e for. form a.chainin.a particularly
[Oogﬁleﬁgvﬁe o B AStgRMIAHE 3 b MEiP3R:  and [ 0035]
Figure 7 an inventive chip card. [0036] Figure 1 shows
two schematic portions of the courses of the ridges of
[0031fFig@er3r i nteriterfafer @étornbingrfudle pafrObMuifutiaé;i ae as
characteristic points. The two nost inportant types of
9

[0032] Figure 4 skipping a reference minutia when determining a further pair of
minutiae;

[0033] Figure 5 a flowchart of a chain match procedure according to the present
invention;

[0034] Figure 6 an example for forming a chain in a particularly preferred

embodiment of the invention; and

[0035] Figure 7 an inventive chip card.

[0036] Figure 1 shows two schematic portions of the courses of the ridges of a fingerprint.

Therein the ridges form minutiae as characteristic points. The two most important types of



m nutiae are ridge endings (left) and ridges which
divide into two new ridges (ridge bifurcation;
right). Although in two prin®s of the sane finger the
type of mnutia should be identical in the sane
m nutia, an evaluation of the type of mnutia
I
iR e SRR TR SR MDD RANAT AR BOVHARR (one

bifiirvatjpmi rightpl Altloughimpars sidits af the stk fingérahe type of miditashould be
flfSL@% searches a start feature which is commpn to

ideptical inthe pape @lmém) pryevluptign of the typagfaningn sensrgllyadoss not lead
e ata se f. the mnutiae extracted
o @%&{ﬁ?@%@ [ %éghré | lﬁgbernﬁg A edi mage). Starting from

these start mnutiae as many as possible further
m nutiae corresponding to each other are searched.
[00RD LI iylvertttvusnd:thmi stiepsndple aaampiafisbrmlgorithms(ﬁmahbr) which
ninitial bl e palr of mnutiae correspondin
firsly srereio érsta(r& 2 Veleh AhenmeR (P 19 eren%m@malate fhd e

cor@é}#}%gﬁ‘ H:%ﬁ{latg e(z\r {éﬁ‘l 8 %:Sgﬁér g%% (Qf% (?E A" m?lgaé%] %ﬂ? Oﬁ)Jla Ii digitized
fin thigdpe). $EERRNEHM gheae sﬂahemﬁaﬁaera@ G H§GY @bgsyale filrthef Afnutiae
e assuned with a certain probability that the

corféspayeling fortach btlenang seachdde Rougldy,fthussio. st¢p8@88Jartied ¢utea search
e —
and é’ﬁb@@c{ueﬁi L ch L Shfﬁg lp"fiﬁ fnﬁﬁfﬁtﬂ iy Q{fﬁ%r Eﬂ‘g enlluh

serves  as t er S eps

corBpbndisg Rtk Sﬂﬁﬁﬂa\&gie}én famaggepaiding BH thed®esired security), it can be
respectively in the reference tenplate and the

assgmap sthsorertemmybbabality whdt die, fingermmts brdongtaltheiseame Grgeof
a variety of paraneters, are regarded as identical.
Thus a baseline pair is a pair of baselines in t he

[06391 £ BOS& Egméﬁl@elﬁ@% o%gp{% Fg%gig]()f@ﬁ iRk ifin one

Cco respon ing to ea e conpari son of
teniplatetproeetdimgStomi vbithWuitheraninased daf®eRedrthed dt cofmperedf BEerves

the respectively two mnutiae fromthe reference
as the R@p%t’@ Falepr 5t6RS-ob psghne pair iserpraoadingly ﬁommd by mmutlae
e criteria illustrated in r
res ety 4 HefroncR PP ol s oSt Rinelal il s e
cal®@stoPSf £ NIt \er éia?z[ﬂi’ététs Cate #, rcﬁh% entiBf. TRIsSB8fe pair is a
m nutiae A and are natched by the conpari son
painmbfibdsekrees A thendfeBnce Adngiate tthdrircthk kympérisoatteraplaiervotrespoding to
is selected in the reference tenplate, a
cachthesponding minutia A is deternined in the
conparison tenplate (a = Wnaxi numrotation of the
prints) and a further point Bis

[0039] The comparison of minutiae is started with a baseline pair. In order for the
respectively two minutiae from the reference template and the comparison template to
form a baseline pair, the criteria illustrated in Figure 2 have to be fulfilled. Respectively
two points from each of the two templates are shown. The reference minutiae A and B are
matched by the comparison minutiae A' and B'. Algorithmically, first a minutia A is
selected in the reference template, a corresponding minutia A'is determined in the
comparison template (a = o' +£ maximum rotation of the prints) and a further point B is

selected. In order to find a matching point B!, firstly the values d, y and B-(a-a') are pre-



selected. In order to find a matching point B,

firstly the values d, ti and are pre 10 cal cul at ed.

Now al | possible points in tihe conparison tenplate are

consi dered which have a certain mnutia angle (P =

[3-(a-a') mnutia-angle tolerance). Finally, d and

r
cal o oy Bl oinE T 1R OB (el Ll i whigh have
a cetthm minntia hagla (- (d-&') tmisutis-atdle tadaance). FikdBel' and ' are
pai r has heen found. 004w1 For the decision whether

caloalatqdi wdckhae o i withidhedisianee tlgranse, @ﬁhyto&ﬁa%p@mfﬁh%axw of

nec addi t | on 1o t.h 0 on itself).
the Py RERERO R ia & e A, DB BesRERRURA" ' 725 o
the possible baseline pairs are already |napplicable.
The values d, y and are calculated in advance, since
[0040id5or &reedmsmdhetm«vahmsh'yhmnhet mexisear citatfonr oy an Silditien is
the mnutiae in the conpari son tenplate are

necessaryd By addgionde él?eoq%gpméoq 1ol lndhs easa Hyt the tolgrnge i e. g /4,

7595 Pl pOUTRE L 2 A5 B Db ERR et o
caldilaiett inddwAREEsifke théy ird %%e@d&e}%&%d%nttﬂe édaﬁ:hvyoi Bi. BircBéhe
t ol er ance, and ends with the first mnutia whose 0'
minuga¢ wahd cegmpaaison kdnsplate ageepralrsmtsd aca:btdmgalosthe minutia angles, only a
0SSi b|||t|es f or bas, pairs een rul ed out,
smaliprgher 9f pinuiiag atp cop %reaén the searrl ata éjge serachog hesasted list
starlsr\wftltﬂt&h e nidu{ra uesg% ﬁ ﬁﬁa&t%@ E]?tﬂ%g td A6 vﬂﬂ%l ﬂhg toﬁ%aﬁ%@alcnlld ends with

e va never ave

the Gigdt eth@i2whos2 PVRtb@Big. Aaﬂnbﬁagbseﬂﬂlo’strhlwﬁlw BoddibilticfBr baseline
cal cul ated only when necessary. The additional effort

pais devebrenkited ovk @oweméssé'umsl Ttheern thbscalenliged smrh¢drmar¢dq &mthe

cast, 5t B lgtene G Bor s6 oyt CpQiFalur fﬁﬁ@” elogaevar hayqgo be
calduMHE ‘)féﬁaﬁf%taﬂ 86 uicd thdhigha \Parlgg% @ onlty%ntr{égﬁssarg. The

searc¢h for an ong as poss mat chi n

addptidnabefdrt for rohédkag thd hedesdity thiehdsas rbe SinhN&lthan the effort
subsequent pair has to nmatch the first, the

ecog@tﬁmeg itraugh tha dregprnt gpr-calgeletion of e al ready f ound
pairs of mnutiae of the chain, consequently match
three already found pairs of m' nuti ae. Since the new

[00RE] Tife l?szrIHéH%ﬂtﬁ@lrﬁEﬂ%naﬁM@mttﬁe &ﬁ%ﬂﬁﬁl{ch | foyis FRLS %Qrch for an

the pairs found nost recently, a chain of “pairs o

as longe paseibleschior ofembtcHifNpats dfaminhitiaes Therdeckthe msﬁecgwegr 3,
the following criteria are checked in order to find a

SubpEERGITHS O BRichithR.fifsh dhqpansimee andthe pimate of the already found

pairs of minutiae of the chain, consequently match three already found pairs of minutiae.
Since the new pairs of minutiae always have to geometrically match the pairs found most

recently, a chain of pairs of minutiae is formed.

[0042] As illustrated in Figure 3, the following criteria are checked in order to find a

further pair of minutiae matching the chain:

- The distance between the new, potential minutia (in the following referred to as E) to
the first (A), penultimate (C) and ultimate (D) minutia, |

- the minutia angle of E, as well as



- The distance between the new, potential mnutia (in

the following referred to as E) to the first (A,

penultimate (C) and ultinmatél (D) mnutia, - the

mnutia angle of E, as well as 11 the angle between

the line segments C-D and D-E. [0043] There are sone
uires a certain

g%%@%%ﬁ&&ﬂ%%%%@ﬁgﬁ tgﬂ?ggﬁdl stances and the

angle a. However, there is a sinple possibility for

not having to carry out sonme of the calculations: A

[0043d nhhgra ase AOING Ciitesia bateithepei chpgkdigregiyes 4 certgincgompatting fime,

m}?b’ f?}g %Iﬁ%blsfaﬂgesgag@g ! erg(rlr‘% ?r‘]“[ g\ggvlﬁglrt er}g ?P@E%@%&] %cggbﬁlty for not
havineQ9¥&RYy bitt %Hﬁ%ﬁtﬁ@czﬁétﬁﬁons th %mtn hhdnli€ 1?19&@1%1{1é’d1ately if
th S it

an t he second SO on. requent appens

a critbrédn lidseutdidd Mpnedetbﬁmnamtdlaamtramgthns embaaﬁ that the ssdond e

al | possi bl e points in the conparison tenplate fail
critgripnfig Ph@qkpd lose rpaucatlyithvg the frst.d ﬁherfl.l@ss ﬁ‘Pﬁ}l@lﬂ}‘fthﬁtﬁhﬁ gecond

i nvol 0ssSi bi i e ofotlmz
and R, M FR b AR hde SR iR R oot g o ynfiBen
postibR @it BSthe Q:@mﬁﬁl%!ﬁ iﬂﬁ?l@ﬁ:@aﬂ td a1y ﬁle‘]b?edéﬁﬁﬁ Rt cril@¥E This

to be calculated and only the rotation e prints
finduggsinvolvbetwd pdssibiles ofinptimizatidihus only an addi tion

(due to the rotation) and a_conparison (with R in

- t(H@l@%‘ﬁﬁ‘ﬁ?lil%ﬁrdﬁéﬂ%ﬁlﬁf’éBenar%@%2@@ gagleyp i i thepagest fcheck, since
tﬁmme (d%gs &trh%tv%: ﬁoebeaéa?cﬁ t arf’do&bg ﬁle rgf:aglorg OP&F >p?in snl%s to be

ernore

ftﬁﬁﬁfééc@ﬁnt@f TrRW oyt ddaRion-(dEd ﬁ)ttﬁé‘f‘&atfb@i? ahid @Eéxﬁﬁaﬁqs@ﬁ ewith p'
marginally faster than the cal culation of the angle a,

sio thdrenmparisen thinytlatakas naressaryl Sandeathedorﬁparsbn nEmatiag are pre-

last. - " depgand” i on t he,
r3oted éﬁ%’é&‘% %{@@e.@eb@ @g«xﬁsﬁn%fe ?%tog-w 1@@ onlyy regryd of a
dfew]% the angle a has to be checked are the val ues

e re ‘erence tenplate cal culated. Once the val ue

- hBRtdaeecalodhttdisatefargidallyFasi@-thigele tAculblion 6£@AE aRglOb, so that
a counterpart of the current point (point E in Figure

e datmsespre neleylateddirstdetided bstal  conpari son is

" h whet her th
- LAt et B it To el e (i e OFpipdegpnce
tidT&d, 1a8d %HB', bthe AR oS 1R heBfedtdrdheMARRY #¥he reference

template calculated. Once the value has been calculated, it is re-used for the search of

a counterpart of the current point (point E in Figure 3). Consequently, an additional
comparison is necessary every time, checking whether the value has already been
calculated or not. However, this loss of time is smaller than the gain of time through

the non-calculation of the unneeded values.

[0044] First a baseline pair is searched algorithmically, and an as long as possible chain of
matching pairs of minutiae is formed. If no further pair of minutiae can be found, no
attempt is made to find a different chain matching the current baseline pair. The time
requirement for a comparison would become extraordinarily high (if all possible chains are

searched), whereas the error rates are practically not improved at all.



the non-cal cul ati on of the unneeded val ues. [0044]
First a baseline pair is searched algorithmcally, and
an as long as possible chaid2of matching pairs of
mnutiae is formed. If no further pair of mnutiae can
be found, no attenpt is made to find a different
chain matching the current baseline pair. The tine
requi renent for a conparison would becone
[00454t1t eeor aficoarst hypgeinghat @b fin@irtecpmssifih@utfehiad Srept éto the chain
searched), whereas the error rates are practically not
(prqvlaﬂﬂddb@dwaﬁ)na‘m of thepsanjerfingsy atecogwared)- e dhis ease gppeng two
OSEIEEIH an incorrect pair of mnutiae has crept into the
P i (provided that two prints of the sane finger
1. arR Gamdessinued, rklﬁd%'ﬁe 159edt Rh&iah&hd Wparison template is
possibilities: 1. The chain is continued, since the
i abmostriéatticali to ulhd nghtmnhhwa mdhpeafersnce ttmmateat'r hlSIlSthe typical case.
al nost  identical to the right mnutia in the reference
2. ¢ Ehesthainestopppsiges e eprgeqt ymaﬁ mingiiae no pngataateh fieshain.
stops, since the correct pairs of mnutiae no | onger
mat ch the chain. [0046] In Figure 4 firstly a correct
[oobeiSialFig\ee Rirktly $cidce Hﬁs@hﬁ@paﬁﬁfs%lcﬁiate@ (A-B)‘R‘ABV HMowdsr, as a
a match for the mnutia C  instead of C
mateh fenthomghytiaf(Gundead Hd ' y10'Ssl bltrom®usll_9| dourtdh @h@ i’tzau]m is thal thee chain

onl F e BT sl i PRRE SDAYS cxgitple gpas Maplicd that the

palmf}ﬂfn'uﬁge & DQtl(]le‘lH%untﬂnlrl]ﬁl% s\%rtcﬁ 'tcﬁer%ﬂc%g Sa%artﬁﬁ the %Irthg D/

t ol 'erances, e further conbinations
conBBinatfohs O/ AT /B! ahll €/ BULS bitSide AREE1IRhRIeR (AFTE(. B. the
E/E e. g. the difference of a and a' is too big).
diffeppagpf ¢ and ¢as taddgk hat no further pair of minutiae is
found it cannot be checked whether there is an
“i ncorrect” pair of mnutiae in the chain, there is no
[00&%‘%@@ LRB tMRgh lﬁﬁ{he'? !11? Bgﬁﬁnutﬁg A Buk féaﬁn&rberbﬂgcl?ed whether
Trying out a vari et hains I's no alternative
theredaan fiscatect'l pagr ofeﬁﬁmtiaamye chovyehee is o indiogich Wwh&her a longer
sufficient matching pairs of mnutiae, there are al so
chaiiherisia A NeSa Eing it gaiariety Wiichaing moldieativeifor Tersprst afitime

t h he | h,
A 5T Ko A AT BCiPS A NE R PR FpBessels
abuR Bt badilidle BRERHERh RS be BRNL ffPlEBréti)%ef tﬁﬂ Hflgf)ﬁﬁm%‘&nﬁﬁég th€& Yength

on wth the next baseline pair

of thebarrait ehdin paihe snaxifhumi soufhs @éhich it initialivied With qarepabupdates the

that a chain matching at | east one baseline pair is
mapgm if required and carries on with the next baseline pair. If there are sufficient pairs

of minutiae, it is highly probable that a chain matching at least one baseline pair is found,

which chain is long enough, so that the result of the comparison is positive.

[0048] The maximum chain length achievable is important for the score, i. e. the
assessment whether the corresponding comparison template has to be judged correct. The
size of the templates is also taken into account in the calculation of the score. Herein, score

values with the geometric average of the template sizes are best:

Maximum chainlength

Score=
\/ Minutiae comparison template ® Minutiae reference template




whi ch chain is | ong enough, so that the result of the

conparison is positive. [0048] The maxi num chai n

| ength achievable is inportddt for the score, i. e.

the assessnment whether the correspondi ng conpari son

tenpl ate has to be judged correct. The size of the

tenplates is also taken into account in the

calcul ation of the score. Herein, score values with
[0049df gedrmstlmepaanie cagealeadd tb Herni papbhthe lsighemdaheninabédr.of

. Maxi mum chai nl ength Score = M nutiae conparison

minuEagindhie refgieRer feaelate i@ﬁb@cqmsa? tempdate [sdd@?icat fhe
. j ' ' id t t
e g BAEL 1 Do SEL hobPBE b Bhahiror cn e

squb@fpl ate and in the conparison tenplate is identical,

the maximumscore is 1. In order to avoid the root,

the nunerator and the denom nator can be squared.

050] Th verall algorjthmis shown in Figure 5 with
[00% &elshﬁlowﬁgﬁlr Ao hen ip 20T i g SRt HISAOqRSHOF e bahine pearch
I . : [

o2y LS 0PIk TR HEREE) i 8 il e cumen
chaffl With a@RirRE mihmtiR per index ChaikohLMehdh" §bRE @ dudtePUfRETs of

of pairs of mnutiae of the |ongest chain found so
mirfugine ofithd longestecbipiarfgtund sd fr,tahd "theestpmigthdltis thisilerigtht #tevhich the

conpari sgn can_be exited successfully. [0051] In the
Cmg%%$%%°¥b‘3 CEREeesstHlS in the reference tenpl ate

only such mnutiae are taken into account, which have
a higher index than the Iink found nost recently. This

[0061 Nintth¢ scanch foasurttee linlthianha@eeréttatcraplar\oalPgRh dfthitiae are taken
hal f of the minutiae comng into question for the

intq eespemts Whishjhavepbisherindey ihgﬁk therlinkcloved mestagcently. This limitation
s LGRS e B e A D e G G AR o e

res?éﬁi%l?qws%. LAt 1iﬂié bretonkil&3E. ﬁ?‘fﬁéﬂ&m] tﬂ%ﬁegciko ! rtllté&%f%rence

e minutia found nost recent pendi n

tenrgpddta faseinutideealread g forinfdypaticot theclade Bl adtiatd didoy all of these have a
approxi mately 30% t hrough this optim zation. The error

lowes fndex thanetheminutisoundomastaerently ensnding gnitkredaiphape, she

I ndex thap .the mnutia fou . recentl. re
ot oo et Bl G U B BV fhro BB bis SREE et i bror
ratddireiibn dIABERBARAR, since minutiae with a lower index than the minutia found
most recently were already considered and rejected at least once. It is highly improbable

that it can be incorporated in the chain in a different location.

[0052] When storing the chains, all indices of the comparison minutiae are stored in the
EEPROM memory of a chip card, in order to make sure that one minutia is not
incorporated in the chain several times. It is unnecessary to store all indices of the
reference minutiae, since this problem can be solved algorithmically, by having the indices
of the reference minutiae in the chain increase strictly monotonously. In this manner, only
three indices of the reference template are required for every continuation of the chain: the
indices of the first, the penultimate and the ultimate minutia. In this manner, only three

bytes have to be reserved for the list of reference minutiae.



that it can be incorporated in the chainin a

different |ocation. [0052] Wen storing the chains,

all indices of the conparisdd mnutiae are stored in

the EEPROM nenory of a chip card, in order to nake

sure that one mnutia is not incorporated in the

chain several tines. It is unnecessary to store al

indices of the reference mnutiae, since this problem
[0063rTHeeingiobs/eftthabgpeting hiiutiak lity the Byfefeave rRenpldi€mandifee it the

of the reference mnutiae in the chain increase

mogthyj e PyedsisipinsAaalieye. 8. A)-(Thicdderehehind this eptmizafipe és that it is not

indices of .the ref.erence, tenpl at.e e required for .
neckGang8 i il Refs BB BrLAS RS i, Rl fiPekiapayin me
indick$ 611, 02h8-3RRAU-4 HIRbEIANED dnfQuttleld MBAhE MBI tBmplaft, it can be

this manner, only three bytés have to be reservgd for
asstrhed thasthe afinutéd @rtbecderandeuttingiate With tHeG0dex]0 ddes notighive as

of the baseline mnutiae in the reference tenplate may
covgferpagt indhe ¢qraparisps tenpplatgndlgeritupicdrtherstpre shagkingds expedient in

4 The | hind thiss optim zation is that it is
anyn%ltse (ehg'ciggdgg?@%f%cgtrﬁ?orgm all possibilities for

baseline pairs. If e. g. the baseline pairs with the

indices 0-1, 0-2, 0-3 and 0-4 do not lead to any
[008diclnebs fallowiingethe shlsstartiabpdirtsplf diednvértive almib ematches anedidted one

that the mnutia in the reference tenplate with the
afterapethey does not have a counterpart in the conparison

- t@E'éOJ) hé ?rcﬁ‘l‘. %gér{s%&f%lnl iMstée{ale‘?ltleo o%lvglll][?o%lﬁl}r) ?seidsarcus cosinus
expedi ent 1h 8ny case (€. ¢g. as a 1 o0op ex

Cfunt@dr 00 Hetefr@iRhrg anklest he fol |l owi ng the substanti al
points of the inventive chain matcher are |isted one

- aPreesortingoifiilee compagsen teimplite aeqordisg teamgetie ahglest i on
i st ag of the co?:v.enti onal |l y used arcus .cosi nu

- IR BbromRAIeR FRISHPR i Ry Seiredy alwapt BESURYIARPER. ¢ he

- COMRAESAP bR RIS ﬂlca‘flgﬁlgdengnéeothmugﬂiiﬂeaqrﬁ)qgkgédn 7 of fAutia
first conparison criterion is consefquently a vvaysg?he

Maniplési congpagiioely-fewididt@reesre atflyebdedabs thhedresliviaiice calculation in
advance, since through the prior checking of mnutia

atabledere Bioplk evenhavs/a negativle ynpast o therting rghirgmenseded,
n advance cal cul ati e form woul d

t hat ' t ab
il 2§8ﬂseﬁ%v@y£°ﬁ’éaa?fﬁ\?8n?‘+mw fgﬂa ?]E@n?‘?a ey equi renent. -
- toglg?sgﬂﬂx%rﬁﬂsbfm@ QoI FRRBUPELIANatE®  orPdh IR RS e reference

template.

- The search for baseline pairs is sufficiently exact and uses more criteria for checking.
Thus fewer incorrect baseline pairs are used.

- Use of one minutia type bit for the minutia angle, i. e. for angles always eight bits are
necessary. In this manner, no conversions are necessary.

- Structure-optimized source code in order to improve runtime.

[0055] An especially preferred embodiment of the above described chain matcher is the
"fast chain matcher". The basic idea of the fast chain matcher is that during the enrollment,
i. e. the recording of the reference fingerprint, one single chain is specified in the reference

template, which chain is then searched in the comparison template during the verification.



- The val ues of sone conparison criteria are
cal cul ated "on demand” in the reference tenplate. -
The search for baseline pairls is sufficiently exact
and uses nore criteria for checking. Thus fewer
i ncorrect baseline pairs are used. - Use of one
In tH3 E44b 1ot IHERB el bibd ERfin ERRIDOR LA, BE8bRparison & %g&htinued
angl es always eight bits are necessar{}. In this
nega@velgr, Nno conversi ons are necessary. - '
Structure-optimzed source code in order to inprove
runtime. [0055] An especially preferred enbodi nent of
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baseline pairs are admtted. The selection of these
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e onhBgnt which path the chain may take through the
reference tenplate. Other paths are not adm ssible.
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optimal results. A specific path nmeans the follow ng:
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found in the conparison tenplate), this links is to
be left out and the next link is to be carried on

[00@7]t ﬁe first item in the above list serves as simplification of the other two items. In
principle this specified path can also be stored on the chip card, e. g. in the EEPROM
memory, however, if the minutiae of the reference template are sorted in accordance with
this path, no further memory has to be taken up on the chip card. Such a sorting then
implies the second item, that the indices of the reference minutiae in one baseline pair are
always next to each other. Since it can of course happen that not all minutiae of the
reference template are present in the comparison template, a gap in the path has to be

accepted (third item of the above list), otherwise only very many small chains would be

found instead of one big chain.

[0058] Figure 6 illustrates an example thereof. For the minutiae A, C, D and F in the
reference template (left) there are equivalents in the comparison template (right), but not

for the minutia B, whose index is between the indices of the minutiae A and C, and for the



[0057] The first itemin the above lIist serves as
sinplification of the other two itens. In principle
this specified path can al sdébe stored on the chip
card, e. g. in the EEPROM nenory, however, if the
m nutiae of the reference tenplate are sorted in
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an exanple thereof. For the mnutiae A, C, Dand F in
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- MBARbNHAS F ndTirther riRB{Or the 16 mnutia E whose
index is between the indices of the nminutiae D and F.
The normal chain matcher would find the foll ow ng
chai ns (of course always with the correspondi ng
counterpart in the conparison tenplate): - baseline A
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further mnutiae - baseline DD F, no further mhnutiae
foupdb$ His Flgeriraxi num chain |1 ength consequently is 4.
qéaéce I(E/Iﬁnf%{tﬁaﬁ chai.n matcher the indices of the
& P2 Ence tenplate may only differ by
one, only one chainis found by this algorithm -
baseline C D, further mnutia F. [0060] Here the

[006@Xi efé MheCiakifung ctgih 1A BB Gintstto @AlyY3. 3t is kleail§ oBVieas frym this
obvious fromthis
example which results are to be expected: the speed is greatly increased, the error rates

become slightly inferior. Considering the example, an alternative is expedient, in order to
slightly improve the error rates again. the search for further pairs of minutiae is not limited
by admitting only such reference minutiae which have a greater index than the indices of
the reference minutiae in the baseline pair. Consequently, the chain is not only searched
forward, but also backward. In the above example, (again exactly) one chain would be

found:

-  baseline C/ D, further minutiae A and F.

[0061] Consequently the chain length also amounts to 4 here. This variant promises better

error rates, which measure up to those of the normal chain matcher, however at the cost of

time.




exanpl e which results are to be expected: the speed is
greatly increased, the error rates becone slightly
inferior. Considering the exanple, an alternative is
expedient, in order to slightly inprove the error
rates again, the search for further pairs of mnutiae
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probable in this manner that baseline pairs can be

found with the aid of these mnutiae. A further idea
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enough, so that the corresponding baseline pairs are
templadesi ori situated outside the nunerically inexpedient

rqgge, However, it has also to be taken into account
" tH¥® fingerprints are frequently very distorted, so
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foll owi ng ways ) o )
distances between two adjacent points if possible greater than dxMax/4 and smaller

than dxMax/2. Therein dxMax represents the maximum difference between the x-

coordinates of two minutiae in the reference template.

[0064] These types of sorting have the advantage that they are very fast and can thus take
place on the chip card during a comparison. It must be kept in mind that as reference
template always the template with the fewer minutiae is chosen. If the search for the

optimal path is carried out during the enrollment, the templates cannot be swapped (easily)

any longer.




of sorting (the index order represents the opti mal
path) can be carried out in the reference tenplate: -

none, - sorting according td®m nnutia angles (like in
the conparison tenplate), - randomsorting (two
results are |listed respectively), - distances between
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of the chip card, such as input and output or nenory

organi zation, as well as chip-card-specific functions,
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mnutia matc for “conparing fingerprin
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in the memory area 18 and to extract the reference minutiae 19 only on the chip card 10.

[0067] For an especially preferred embodiment of the present invention the reference
minutiae 19 can be stored in the memory area 18 as a pre-sorted sequence, in order to
determine in the order thus specified comparison minutiae corresponding to the reference

minutiae 19 for forming pairs of minutiae.

[0068] Of course the memory area 18 for the reference minutiae 19 can also be in the
ROM memory 11. However, in this case the reference minutiae 19 have to be extracted
and loaded in the ROM memory 11 already during the production of the chip card 10 or

the loading of the operating system 16. It is expedient in any case to embody the memory




[0066] In the EEPROM nenory 12 a nmenory area 18 is
arranged, in which a data set of the reference

m nutiae 19 was stored during the enroll nent and setup
of the chip card 10. The reference mnutiae 19 are as
a rule extracted froma recorded reference fingerprint

| tor.e
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mirmtime:&wlﬁomlemclrﬁferéncelinfbﬁnalioﬁ al so possible to store

the conplete reference fingerprint in the nenory area
18 and to extract the reference mnutiae 19 only on
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SeN$ATHIQF PXAIPIE B GE P caneigowhish dimetlyRraguges adégital Bnagsy on e

ultr&s% ?ﬁ_%ﬂgo\%eﬁr’ﬂﬂggcﬁ]de?ﬁys%chogng)a?iﬁosnoﬁ%ﬁ LA ?2 %ﬁﬂ pﬁ‘qvlt%g cfé\ypressed or
enchV&l) iPrrABneXdd B¢h&ehip 8ad 100RH84d if 8 stoh&l iR FEPROX tbmory
al ready during the productlon of the chip card 10 or

12 fonurthsadiaegssofg. t he operating system 16. It is
expedient in any case to enbody the nenory 19 area 18
as a particularly secured nenory area, in order to
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chegk theirsiomespondencgurithethe refatencrmiminitise h® a¢copding ia eitel of the methods
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deseie bt e Baiis B2 spligigtCaprandnee o rstmpariggn mimutize
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conpressed or encrypted) is transmitted to the chip
the parsen Iruthygiiged it is stored in the EEPROM nenory 12
for further processing. [0070] The conparison or the
matching itself is then carried out by the bionetrics
nodul e 17, by extracting the conparison mnutiae from
the conparison fingerprint 23, in order to check
their correspondence with the reference m nutiae 19
according to one of the nethods




descri bed above. On the basis of a sufficient
correspondence of the conparison mnutiae and the
reference mnutiae 19, evaluated on the basis of given
criteria, it can be assuned that the conparison
fingerprint 23 correspond%,O to the reference
fingerprint and finally that the person is authorized
20 Cains 1. Method for B28Betrically verifying a
conparison fingerprint of a person on the basis of a
~reference fingerprint by neans of conparing conparison
1. Mathndi fardeométritdily weoifyiag b somparisondiigpipriat oM pdisdnenetheb&ss of a
mnutiae of the reference fingerprint by the steps: -
refergraedmgeiiing by msansetficampprng comparspis mimiiao bf thasopgirison
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corresponding to each other; - evaluating the o

- QSFHBURING 31NN gepessibia fugther pairs 96 mimriag of corapasizen siiniftiae and

t er m. ned irs of mnutiae; characterized in
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l'pl ac_eFF?n he basis of at |east three already
chargefedized Mehaf e ation pairs of minutiae specified
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benul timate and the ultimate position o
ie within predetermined tolerance ranges of relations between the reference minutia of

the further pair of minutiae and the reference minutiae of the relation pairs of

minutiae.

~ 2. Method according to claim 1, characterized in that as relation pairs of minutiae the

pairs of minutiae disposed in the first, the penultimate and the ultimate position of the

chain are used.

3. Method according to claim 1 or 2, characterized in that when determining a further
pair of minutiae, the distances of the minutiae of the further pair of minutiae to the

corresponding minutiae of the relation pairs of minutiae are taken account of in the

relations.




chain are used. 3. Method according to claim1 or 2,
characterized in that when determning a further pair
of mnutiae, the distances af the m nutiae of the
further pair of mnutiae to the corresponding

m nutiae of the relation pairs of mnutiae are taken
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chafysp FREF 8 Dlipt ol nBEORIOBE {0 Che rel atfons. 5. Mt hod
according to one of clainms 1 to 4, characterized in
that a mnutia has a mnutia angle and that when
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angl e of the conmparison mnutia of the further pair

angj araﬁhth%rtwls?é determitipan Strtheppainel minties theanighea aisle h%the

ref.erence. .m f the further.
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reféﬁélﬁ@nﬁﬁﬁt@i&@tﬂé Bﬁﬂf’érf)&ifbf'ﬂmﬁﬁér of mnutiae, the
m nutia angles are conpared first, and the determ ning
is discontinued if these angles do not lie within a
predet erm ned tol erance range. 7. Method according

6. MP%PW@OW%t%claleh%»rcaéwﬁ?rz@d ip rthmaheneéeseémn@@&p étmlwg pair of
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m nut FStanc
theéetwntgte@ o @t fie MhthiH J‘p&%ﬂ@e@mﬂﬁ&i @%@e% eand the
determining is discontinued if these d| stances do not
lie within predeterm ned tol erance ranges. 8. Method

ording.to claim®6.or characterized in that, when
7. MpBogasording, fongaist © é{"lt%ﬁa Fharactesized ipthatiafigr somparigg the minutia
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erent I son mnut
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one of clainms 1 to 8, characterized In that the
disteners alpinob He withinpredeicrarinedsioterange rangas cor dance with
their mnutia angles before the conparison with the
reference mnuti ae takes pl ace.

8. Method according to claim 6 or 7, characterized in that when the determining of a

further pair of minutiae is discontinued, this determining is carried out again with a

different comparison minutia and/or a different reference minutia.

9. Method according to one of claims 1 to 8, characterized in that the comparison

minutiae are sorted in accordance with their minutia angles before the comparison with the

reference minutiae takes place.

10. Method according to one of claims 1 to 9, characterized in that the comparison

fingerprint of the person is evaluated as soon as no further pair of minutiae can be

determined.



10. Method according to one of clains 1 to 9,
characterized in that the conparison fingerprint of
the person is eval uated as 20on as no further pair of
m nutiae can be determned. 22 11. Method accordi ng
to one of clains 1 to 10, characterized in that when
11. gf&?gﬂc@bﬂgqgato ontd 0¥ @ﬁ{mspf"tcf %@fchmaﬂ:'tgrkz% 'in lvﬁfen%:g%rg{ning a
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di stances of the corresponding conparison mnutiae.
whemptheyaremgadeddonearnpagispn withaingles and/ehdistantes of thedtormsponding
t hat cal cul ated angl es and di stances are stored for
COMRFFIS L arisons. 13. Method according to one of
claims 1 to 12, characterized in that the order of the
reference mnutiae to be consi dered when determ ning
12. Migthdabssebidivg toaldit: N Ghdrtactdried @ that calofilatddadplicaend &istances
determ ned by a predeterm ned sequence of reference
are giopagk fop &urthprcompariseds-accor ding to clai m 13,
characterized in that, if no pair of mnutiae can be
deternmined for a reference mnutia in the order
13. MIGHES SIcBdMEStoDhe P B1aRRAVEN PE cBbrdctdrSlef ShatThOWHdeAEs the
the process is carried on wth the subsequent
refarefoemencigaento batcoasidekéd wivkid Getdmainmg ik geline wlimiaml hidther pairs
14, characterized in that when form ng the baseline
of mutiac islelprinen by efmsedetrrainadsgayeaee af wlarence minyias.
account which follow each other directly in the
sequence of reference mnutiae. 16. Method for
14. M@MéAhdRBrdifs & @RI IRzl iR thR! 81h6PEE of minutiae can be
fingerprint Tor the bionmetric verification of a
deterompet fos o meferengemprutiatin tfe cadgeratetermmetlfby thasiqaemfe of reference
.reference mnuti ge char act %ri zed in that fromthe
ml%st&a?,ég? pocrssfssaredonihihembseqsn refrEace mikwider ence
mnutiae is determ ned on the basis of predeterm ned
criteria, and is provided together wwth the reference
15.WI&Hbd aordidg to\RAIROE &CN eHArAdtered it tHRt When forming the baseline
characterized in that the sequence of reference
_pairrionlyt Sugle refersdes mimvtine srettéienontdeccount whichHollaweach other directly
. verifying the conparison fingerprint, corresponding
lntﬁeﬁwﬁv@%’a{rﬁm%%@et he conparison fingerprint are
deternmined for the
16. Method for providing reference minutiae of a reference fingerprint for the biometric
verification of a comparison fingerprint of a person on the basis of reference minutiae,
characterized in that from the extracted reference minutiae a sequence of reference

minutiae is determined on the basis of predetermined criteria, and is provided together with

the reference minutiae.

17. Method according to claim 16, characterized in that the sequence of reference
minutiae predetermines the order in which, when verifying the comparison fingerprint,

corresponding comparison minutiae of the comparison fingerprint are determined for the

reference minutiae.



reference mnutiae. 23 18. Method according to claim
16 or 17, characterized in that the sequence of
reference mnutiae is deter2di ned on the basis of
m nutia angles of the reference mnutiae. 19. Chip
card (10) for bionetrically verifying a conparison
18. fM 64 chcbﬁi;l %%331319{ 1GoPEf, R4k aRfbriZkd $n ﬁﬂﬁlﬂ?e Khuéhce of reference
erence gerprint, coéonprising a neno
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conparison m nuti ae of the conparison fingerprint
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conpari son m nutiae and reference m nutiae
famd her pair of mnutiae conprises a corrparl son

m nutia and a_correspondi reference m nutja (19);
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m nu ar
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pair of mnutiae to the chain, wherein the determ ni ng
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further determined pair of minutiae to the chain, wherein the determining of a further

pair of minutiae takes place on the basis of at least three already determined relation
pairs of minutiae defined by their position within the chain, on the condition that
relations between the comparison minutia of the further pair of minutiae and the
reference minutiae of the relation pairs of minutiae lie within predetermined tolerance
ranges of relations between the reference minutia (19) of the further pair of minutiae
and the reference minutiae (19) of the relation pairs of minutiae; and

- the memory is furthermore adapted to store the chain of the determined pairs of

minutiae.

20. Chip card (10) according to claim 19, characterized in that as memory a nonvolatile

memory (12) and/or a permanent memory (11) is used.



- the nenory is furthernore adapted to store the chain
of the determned pairs of mnutiae. 20. Chip card
(10) according to claim19, 2dharacterized in that as
menory a nonvolatile nmenory (12) and/or a permanent
menory (11) is used. 24 21. Chip card (10) according
to claim19 or 20, characterized in that the
bi onetrics nodule (17) is integrated in an operating
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penultimate and the ultinmate position of the chain.
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25. Chip card (10) according to one of claims 19 to 24, characterized in that the
biometrics module (17) is adapted, when determining a further pair of minutiae, to
compare the minutia angle of the comparison minutia of the further pair of minutiae with

the minutia angle of the reference minutia (19) of the further pair of minutiae.

26. Chip card (10) according to claim 25, characterized in that the biometrics module
(17) 1s adapted, when determining a further pair of minutiae, to compare the minutia angles

first and to discontinue the determining, if these angles do not lie within a predetermined

tolerance range.



first and to discontinue the determning, if these
angles do not lie within a predeterm ned tolerance
range. 25 27. Chip card (1@ according to claim 26
with 23, characterized in that the bionetrics nodule
(17) is adapted, after conparing the mnutia angles of
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compar e the di stances of the m'nutiae o
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tolekatick b@fgepai r of minutiae is discontinued, to carry
out this determning wiwth a different conparison
mnutia and/or a different reference mnutia (19)
card (1Q) according to one of clains
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pl ace, and the chip card conprises a nonvolatile

mlmﬁél%%&m) adapted to store this sorting of the
compari son mnutiae. 30. Chip card (10) according to
one of clains 19 to 29, characterized in that the
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Chip card (10) according to one of clains 19 to 30,
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person, as soon as no further pair of minutiae can be determined.

31. Chip card (10) according to one of claims 19 to 30, characterized in that the
biometrics module (17) is adapted, when determining a further pair of minutiae, to
calculate angles and/or distances of the reference minutiae (19) only when they are needed

for comparison with angles and/or distances of the corresponding comparison minutiae.

32. Chip card (10) according to claim 31, characterized in that the biometrics module

(17) is adapted to store calculated angles and distances for further comparisons in a

nonvolatile memory (12).



26 33. Chip card (10) according to one of clains 19

to 32, characterized in that the nenory 1is adapted to

store a predeterm ned sequete of reference mnutiae

with the reference mnutiae (19), and the bionetrics

nodul e (17) is adapted, when determ ning the baseline
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one of clains 19 to 25, characterized in that the chip
by thasetjuericedf refsrqmee susutiedat a conmuni cation interface
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mlrﬁlﬁg‘g reference fingerprint, characterized by a chip
card (10) according to one of clains 19 to 36 and a
verification device (20), wherein the verification
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37. Computer program product, characterized in that it implements a method according

to one of claims 1 to 18.

38. Computer program product according to claim 37, characterized in that it is suitable

to be installed on a chip card (10) and to be executed there.

39. System for biometrically verifying a comparison fingerprint (23) of a person on the
basis of a reference fingerprint, characterized by a chip card (10) according to one of
claims 19 to 36 and a verification device (20), wherein the verification device (20) has a

sensor (21) which is adapted to record the comparison fingerprint (23) of the person.




dat a cbrmuni cation interface (22), which is adapt ed to
correspond with the data communication interface (15)
of the chip card (10) and t@7transmt the conparison
fingerprint (23) to the chip card (10).
40. System according to claim 39, characterized in that the verification device (20) has a
data communication interface (22), which is adapted to correspond with the data

communication interface (15) of the chip card (10) and to transmit the comparison

fingerprint (23) to the chip card (10).




