H GH AVAI LABI LI TY OF MACH NES DURI NG PATCH NG BACKGROUND [ 0001] Web- based
applications include files that are |located on web servers along with data
that i s swonew/ismedat abases. For exanple, there are a | acgaSpuiosr17df
servers located 5 within different networks to handle the traffic that is
directed to the service. Managing the deploynment, upgrades, patching and
operations of the online service that includes a | arge nunber of servers is

a time consum ng PEEESPATDABIIAOFATACHIRESDIORN@PAGITING f that is
subj ect to human error. SUMVARY 10[0002& This Summary is provided to
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matter, nordatlaﬁhalt ts stonedein datdbases. Bior erpatbla therprai tﬁrgwua@pmfmﬂwméocmé scope of
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wor K suc ne service is
mai nt ai ned swjedt @ hmachicnes ar e bei ng patched. The machines to be patched are

partitioned into groups that are pqéﬁgsg?ﬁg different tines. Cenerally, the
groups are partitioned into a highl bl e 20 i ndependent groups of

machi nas syado2f hahisSagnary ¥prEidel td @o@icodpdedtbabf emeeptoin acimglERtl y bei ng
pat ched co ovj de_t servjce(s) of the. gr that is being

pat ched. TE HHE ‘H@Bﬁ?ﬁﬁV§¢@£? %%H“b?ﬁéﬁﬁ?ﬁﬁﬁ%¥mVﬁ'Eggﬁuﬁpmﬁhﬁn@?oups may
be pat ched ihtéhdp@toditiéiify kd&RbEre DESERINRA FEMNredo i 1ARAONE NGRSt matter[ RRG4] FI GURE
1 illustrates a cloud manager system for managi hg networks that are

25associ at ddniaded tabe waf prh ddmdeteamingigdhe S&gp%ofé tlaimed seiesh BRESTt ser vi ce;

[ 0005] FI Gifiggsp NI Raneb@YCut1BEABGhe pamlhﬂgddf@gymnﬁgaﬁ&saﬁww%ﬁoc' at ed
dat abases; [0006] FlI GURE 3 shows an exenplary job record stored within a

row of 1a datasbagehatpoopy] withigamenlnesiaios: Ahe dgithprresenpstighintBe a net wor k
i ncludi ng LB 1R RAGKT SEHREE YELRestOhe FhcRALd BRysRET MG frtual)

within the network such that the availability of the online service is maintained while
machines are being patched. The machines to be patched are partitioned into groups that
are patched at different times. Generally, the groups are partitioned into a highly available

20  independent groups of machines such that one or more of the groups that are not currently
being patched continue to provide the service(s) of the group that is being patched. The
machines (physical and virtual) within each of the groups may be patched in parallel.

BRIEF DESCRIPTION OF THE DRAWINGS

[0004] FIGURE 1 illustrates a cloud manager system for managing networks that are

25  associated with an online service, such as a content management service;
[0005] FIGURE 2 shows a cloud manager including managers and associated databases;
[0006] FIGURE 3 shows an exemplary job record stored within a row of a database;
[0007] FIGURE 4 shows an example system for a network including front-end and
back-end servers for an online service;

30 [0008] FIGURE 5 illustrates a computer architecture for a computer;
[0009] FIGURE 6 shows a patch system for patching machines that are used within an
online service; and

[0010] FIGURE 7 shows a process for patching machines in an online system.



30[0008] FIGURE 5 illustrates a conputer architecture for a conputer;

[ 0009] FIGURE 6 shows a patch system for patching nmachi nes that are used
wi t hi n arwonbims4mer vi ce; and [0010] FI GURE 7 shows a piPatamsgoifios2ipat chi ng
machines in an online system DETAI LED DESCRI PTI ON [ 0011] Referring now to
the draw ngs, in which like nunerals represent |ike elenments, various
enbodi nent will be described. [0012] Generally, program nodul es include

routines, prograns, conponentgrrdaigpisoRirrfiegN and ot her types of
structures that perform particular tasks or inplenent particul ar abstract

dat a t ypes|00lheRetenmsunoaito shestanmgso A Wijelh Blea mmerataippighans lilksecl gpacigs,

i ncl udi ng Q%kﬁ:‘s@ﬁlbgdigl%%{ti\ﬁﬁ%e abglibdgor ocessor systems, m croprocessor-based
or programabl e consuner el ectronics, mniconmputers, mainfrane conputers,

and the |i K¥I12Di Siepdriliyt eevetaonpodulesgndwdeirogigs mragraesy cenzaclye daged wher e
tasks ace perhatiet &Merjr%eﬁé@%ﬁaﬁgeg?ﬁE%rgbgmgﬁmcﬁﬁﬂama& ififi6mldinked through

a communi cat | ons 'net wor K- onput'| ng environnent, program
modul es nayatieulhabstrast détntypest fOthacampetaidsystemppefigneationy mgy alr@leusdévi ces.

[0013] FIGJRE 1 illustrates a cl.oud managenent. system for .nanagi ng networks
that arc adboeng et il AR Res Ry %‘*e‘?’s’gli%r{’ s 1 WSt rat es cl oud
manager 10prdghratmabde dhoomnektechidspmaniehnipareay eninfiaint esremitersahwdrekike.

potentially.di.strjbuted across the world. Each of the networks is

Pont 1 gur e SR D Fue et f b SRR by FaliZme oy o, o
clientqp cush@epilosyssind levidee thaois SinkaithidagthDsin@tdundaibhdnedv@kolith ser vi ce
and/or in %n ﬁ’?" rem ses data center. d O@lﬁ manabgﬂr 105 135 lljsed in

depl oyi ng, ‘68 feBGP‘inHB“’ér‘FB“ﬁ%‘H%F REPSFATE A i PRSOC 19¢3Eed dp Ber loraliider i s
confi gur ed rdmoté BERIMStIrBGURSLE. t hr ough an 20i denpot ent and asynchr onous
application web service apﬁl i cation programmng interface (APl) 150 that

can tol er al®IBht EIGVRE d AUsHaEWS FIRUG mpnagFaent sYiin by maaaging Redverkt 88t ¢l oud

manager 103 CRMRtARSIMAIMIIFBRAGY. SLdPm 108 ARLRAREBNRRInadetT05 BRPKI cation
speci fic manager 120, scripts 130 and a central repository, such as data

store(df 140meecdto aid mapaess differephactyoike petomially diptidhited apessibe WpHé| uded
Wit hin one gy of the networks is configured to provide content services for one or more tenants
(e.g. clients, customers). The networks may be hosted within a cloud service and/or in an
on-premises data center. Cloud manager 105 is used in deploying, configuring and
managing the networks. The cloud manager is configured to receive requests through an
20  idempotent and asynchronous application web service application programming interface
(API) 150 that can tolerate intermittent network failures.
[0014] As illustrated, cloud manager 105 comprises work manager 110, machine
manager 115, application specific manager 120, scripts 130 and a central repository, such
as data store(s) 140 (c.g. databases). The functionality that is not included within one of
25  the illustrated managers may reside in some other location of the cloud manager.
According to one embodiment, application manager 120 is a SharePoint tenant manager
that comprises SharePoint specific logic.
[0015] Work manager 110 manages the execution of tasks and enables scheduling and
retry of longer running tasks. Work manager 110 starts jobs stored in job queue 112 and
30  keeps track of running jobs. When a predetermined time has elapsed, work manager 110
may automatically cancel the task and perform some further processing relating to the
task. According to one embodiment, the tasks in job queue 112 are executed by work
manager 110 by invoking one or more scripts 130. For example, a scripting language such

as Microsoft’s PowerShell® may be used to program the tasks that are executed by work



25the illustrated nmanagers may reside in sone other |ocation of the cloud
manager. Accordi ng to one enbodi nent, application manager 120 is a

Shar ePoi nwoteraisgienanager that conpri ses SharePoi nt speecTius2é1095n75 [ 0015]
Wor k manager 110 manages the execution of tasks and enabl es scheduling and
retry of longer running tasks. Wrk manager 110 starts jobs stored in job
queue 112 and 30 keeps track of running jobs. Wen a predetermned tinme has
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the tasks AW pEiseyuaydae piagivehigh €RYoaerhend, thisrsisterairargalable 2ol ositey oki ng one
Or more SCLhfisSa %1@& enl?ﬁénn%ﬁfs%a?ch s@r11§9£écﬁﬁ<}<dlﬂué 194D xﬁ%ﬁ'ﬁh?sgn%{‘yé?roso“t S
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to cloud maa@eeio dORL mamE 108, Im&ma]g%anage%nmaett@& Rtk Piaklcel Mh&ﬁﬂecal

Machi ne t hat |s | ocated on Network 3 and confi gures the VM according to the

WM | mage ad@bbilogetd ofiNetverhe aplFfigyies the MM apoydingtgthey¥Mhimige i s confi gured

W th a VHD,Qfcihté® & ith Boovv me.\rﬁ{%ihgmcal%laéﬁnéfé cbRridun@twitiSa $HOF Feypsi thin a
data store, such as data store 14 he |mages used within the network may

al so bd3Sst Gpewithyersionde-3#a6.48 thehis stosadorithinsa daty wers) sughpsdaihsera 1#Qr Thine or
mor e of theg,net WeLksmimhk h&%rm a% Helé{brécpinl%ﬁ{ei REMchh§uditabd.plidipn of the

VHD on t he égym cal machi ne as wel &C orm ng any post-depl oynment
confi guratis efqva@mq)rn@orpraﬁ@geﬁwmks ﬁ@r&p%m@y an &d parfeem dlemihstellation pon of t he

of & Wi oD f ke Seq R R ROV P RO T BERL b AnTRY PTG, T
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B e
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TRy 2150, DRSS A BER o\RREb RS RIGRIETR! 55 51 BLo1 0, perpred
to [0017] Scripts 130 is configured to store scripts that are executed to perform work both
locally for cloud manager 105 and remotely on one or more of the networks. One or more
25  ofthe scripts 130 may also be stored in other locations. For example, scripts to be
performed on a network (e.g. Network 1, Network 2, Network 3) may be stored locally to
that network. The scripts may be used for many different purposes. For example, the
scripts may be used to perform configurations of machines in one or more of the networks,
changing settings on previously configured machines, add a new VM, add a new database,
30  move data from one machine to another, move tenants, change schemas, and the like.
According to one embodiment, the scripts are Microsoft’s PowerShell® scripts. Other
programming implementations may be used. For example, a compiled and/or early-bound
programming language may be used to implement the functionality. Scripting, however,

is a fairly concise language to express many of the tasks that are to be performed.



that network. The scripts may be used for many different purposes. For
exanpl e, the scripts may be used to perform configurations of machines in
one or nowe 0f2/askhwsonet wor ks, changi ng settings on previ @asius2@ontiigur ed
machi nes, add a new VM add a new dat abase, 30 nove data from one machine
to anot her, nove tenants, change schenmas, and the |ike. According to one
enbodi nent, the scripts are Mcrosoft's Power Shell 0 scripts. O her
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[ 0018] App|| at i cific infor t'on hat cl ou n 5 1S managi ng
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t han conput e nmachi nes. Accor tocan enb manager 105
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1) . Accor difitghs tuuallp @averizasie Fedion ofini@t Wask is considered a 5| ngl e cluster
o ek G, e e L SRR U D v 1
Wi t hi n2the npahy¥@kstem 100 within the network by virtualizing the machines and managing

independently acting “Farms” inside the network. Each network may include one or more

farms (e.g. see Network 1). According to one embodiment, a network is considered a

single cluster of network load balanced machines that expose one or more VIP (Virtual IP)

to the outside world and can route that traffic to any of the machines within the network.

30  The machines in the network generally are tightly coupled and have minimum latencies

(i.e. < Ims ping latency).

[0021] Farms are the basic grouping of machines used to coordinate applications that

need tightly bound relationships. For example, content farms may be deployed within

each of the networks for a content management application, such as Microsoft



30 The machines in the network generally are tightly coupled and have
mnimum |l atencies (i.e. < Ins ping |latency). [0021] Farns are the basic

gr oupi ng WO 200158 wes used to coordi nate applications thaCTnsedosyhs |y
bound rel ati onshi ps. For exanple, content farnms may be depl oyed w thin each
of the networks for a content managenent application, such as M crosoft
SharePoi nt. CGenerally, the set of nachines in each of the farns provide web

servi ce anghabmih@aGARIBCINERE Jf iRehihQNS eadag)@Eﬂaqarmspywl&abébysewséa%nmachl nes
inside the farmare running the sane build of an application (i.
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het er ogeneous sets of ual machi nes manager 105 rmaintains a "farm
goal " wi t hidptabhse to sstvespectingengnisehd pite eollpctioget nunber of machi nes of each

role fot e a I @]y Centr al
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These far oaI y he automatic a aII configured. For
exanpl e, {Tﬁaé a@é%arr@%a %ltﬁﬁéto’fe %Jf‘%‘édﬂ'ﬁ' et‘He(gﬁéH aﬁgeef@P‘?c\Wty and
capaci ty n?a@l& 1nt|éblbt/@t"ei< ok ParnkshB4yEconBiONG oNeEMNtie b@reab@%rvmtan@ak t hat
contains all the VMroles that scale out easily as a resqurce to the whole

Net wor k. [ GeajoningePaemondCionhageicenidls agtompfically depleysiang/os decog@dsiiiéd t o wor k

in the contguhl maQiRh iPth&RERbNEIVBF Rl AR &E@%led%ﬁéé{' ERese Fifs BBdIs assune
t hat any network request mght fail and/or hang in transit. Calls to cloud

managerl 10923 be awiempiiely aptl/orgnasalivronfistreht For crarprln dhe fjan geals mpe same cal |
may be rm_d%hén%e\% @ﬁﬁnmgﬁges 1020 dddRback) er(?)i(s).(zlﬁe]?w&&%rn%%hé@% Jagrameters

are identi cal ut changi ng the out cone. Cl oud manager 105 is
desi gned t octhoriyiamy périNatwverkphas cesanmag! theYOhwles 450 peje @b basilp pea feequigeni ng a
response tQ, apY.ndi.- e L gauest. G oud manager 105 naintains records to keep
track of current requests. For exanple, cloud manager 105 updates records
in a |ocal [Md8hbdbeChnd Mdnagee fébsrycestiNedi @s designcd b wortb ilpéllefcotrtmtnore

| engt h&OaCt tv aé’swe@% s%?lﬁblge ongg] I'(\;IIC% uﬂle%?%%umg %P %Sngtn(rg wqu Peques ?é’l% (such as

Vi rt ual are fhe‘te €s use new chi nes
wthin a némlmm!or hditeain knamsgre Cabd terodmmlemna@ey lb@araemtfcgumd to he dedpdtadiase, such

one or mor 41 Ser ARt sR DRy Rl 8B R’ (R TBORDPRT U "8 whi ch
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el des o iyt V2L TRCILRE (VM £LS Y00 L goRecli ShunesdRe of Wit
that i 5w IbbfoRecasiih@hREonse 1BQHYWBH KN feBliest. Cloud manager 105 maintains records to

keep track of current requests. For example, cloud manager 105 updates records in a local

database and if necessary schedules a “job” to perform more lengthy activity later.

[0025] Cloud manager keeps track of Images (such as Virtual Disk Images) that are the

templates used to deploy new machines within a network. The Image references may be

30  stored in a database, such as database 140, and/or in some other location. The images may

be stored in one or more shared data stores that are local to the network(s) on which the

image will be deployed. According to one embodiment, each Image includes a virtual

machine (VM) role type that specifies the type of VM it can deploy, the number of

processors that it should use, the amount of RAM that it will be assigned, a network ID



used to find a nearby install point (so they don't get copied repeatedly
over the cross data-center links) and a share path that the depl oynent code
can use twoaoereassicbhe VHD. [0026] Generally, nachines i RCThiS20me09arks bei ng
managed by cloud system 100 are not upgraded in the traditional nmanner by
downl oadi ng data and incorporating the data into 5 the existing software on
the machi ne. Instead, machi nes are updated by replacing a VHD with an

updat ed VHQsedeQEn@%ﬁﬁéﬂ?ﬂ)}emst‘é\ﬁ'ﬁ&nﬂs@ﬁl\é& V& ﬁge@eop@éd SRdat MRl el tﬁe a%ﬁ‘sdcﬁeh by a
farm a new farmis depl oyed has the new version’installed. Wen the

new farmi §era@ﬂ1nb§beﬂada§1wée maélhﬁlﬂttbe aendoyimaneep de EHNHSE Heacsesd theaY Pt o t he new
farm In t*No‘éﬁ}'\’abené}&lwwa%néélf@thfe%e%rké%@fng%nh&dfﬂymo@g%%n@% &£eght machi ne

in the farmhas a sane 10 version that haveé been tést en a virtual
machi ne neadgradad ibéedpditiaad dnanedidy Unvolnadinedarpotl inerpraytingéhadétened and
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Wi | e upgrades to existin twar e are’ not servers within
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and assom “H &R UPSTHE T PO EPd pusteac PaTin S A a™ 256 88hpri ses wor k
managerio2 1Qersﬂ\)ﬁ tat Hﬁ&&bﬁﬁt@st&ﬂ%ﬁfh viRGd) indehifanagero b%Z@graﬂakt;) thenavi dat abgs e ]
225, tenant, man t enan at abase 2 secr et t abase 245 and we
servi ce AP THERHE 55 D8l AP b RGOS U A afared
managenent sg&ystem (e.g. system 100) are sized to enabl e high perfornmance.

For exanpl e, a dat abase ésuch as wor k database 215, nachi ne dat abase 225,
tenant dat &2dk DMulcyparadesde etigingspthpare arepwbyptimal sABE SAYCRWHBALE br edef | ned

size |imt p{@obks Qi th@@aé%naﬂ-%a%roc@ﬂlﬂe b ihipk) upg‘}&féoﬁ&f'eﬂﬂn 1@ an

enbodi nent, a database is sized such that it is small enough it
i n- mengPy dictiye laﬁg‘ﬁé@rzzféaonwab@mﬁr@llersrmeslpa@é«rdsh@pﬂﬁm&tmﬁm@abﬁortwep)@rth%r mance.

The size of errvg%ql@{l@&ﬁ@?etawe akse apﬁm?g%loﬁfeﬁeqﬁacﬁaﬁéeq*hgao@@ﬁmr FRRGe W th an

application program such as intéractions with a SQ. server. The dat abases
used in thelsp be npsradey implaes ipeos¢ instanaes enabl e hi gh 30 performance. For

ex anple, t afaﬁl(gg%% hZ&dyd aoclg)dcfmé &qm&fngg&laﬁa grs RO Lss SRGdY dl?a.bgs@g/ or

si zed such't operations, move oper copy operations,
restore opéwsallusoatsd.aiedgenegea P0G/ cqpamiorwel nwntder Al worledkedbeserdlfied period of

tinme. [2803%}9'h1n9 ngl eﬁmc%?r&alq%lta}éase %,ttpneantc I‘Iggnngerr%aatgl?afh&jﬁ}lb%s t50 f our

dat abases e Wor K a base nager & machine dat abase
225 for theeamgdutmasermrjagéWeﬁ%wcél‘hﬁlstzéﬁant dat abase 235 for the t enant

s T R S Rt R A R
and the |i ke.sizEbh& dﬁbl&ﬂiﬁg&ﬁgﬁﬁﬁmﬁnb& T cxdhepl§ anfetabAE Wath andorkidatalsé t  acr oss
servers. A5cording. 10,40 sIbadirenty €560, 2abR5. L8 11412, 88 L8l 9"
25  apredefined size limit (e.g. 30 GB, 50 GB, 100 GB, and the like). According to an
embodiment, a database is sized such that it is small enough to fit in-memory of a physical
machine. This assists in high read I/O performance. The size of the database may also be
selected based on performance with an application program, such as interactions with a
SQL server. The databases used in the farms may also be sized to enable high
30  performance. For example, they may be sized to fit in-memory of the host machine and/or
sized such that backup operations, move operations, copy operations, restore operations
are generally performed within a predetermined period of time.

[0030] Cloud manager 200 divides the cloud manager data into four databases. The

work database 215 for the work manager. The machine database 225 for the machine



[ 0031] d oud manager 200 is configured to interact with the databases using
a reduced set of SQL features in order to assist in providing availability
of the clwoadoresager 200 during upgrades of the databasesT/uses11ezxaAMpl e,
foreign keys or stored procedures are attenpted to be avoi ded. Foreign keys
can make schema changes difficult and cause 10unantici pated failure
conditions. Stored procedures place nore of the application in the database
itsel f [ 003zhaded0INfHealdaRNBtabhde235 R (RQenSEmY RIS @ro%n@a%@cm &t be

m ni m zed since roundtrips can be expensive conpared to the cost of the
under | yi ng 26p&r storiagisengigye afamplian suph 25 sysfemlarspupi pl Phsyerdapforpitont i f al |
of the cur iRty L ERIURE BYRNREL AN IR nho St eglm% AL ahasan@papt apped
in asingle round-trip 33] Constraints aré rarely used t he

dat abases @Q0S, scRs, Azgﬂsyhng@mmrmwyl}ent:GMda@aﬂess larreore,dsf@fhighv\hen it hel ps
provi dessi right kind of error handing w thout extra
queri es. Fglr?%ll%)bilg hqssaﬁgipat%&%equal ified domain nanme (FQDN) table has a
constrai nt [(Bdcedlad rmdnege'f Al confeguasigp gtteraa Wpﬂlehee@mba@s asingmeeduiceflr om
20acci dent al | \ C aIIo ted to a
difrorent ceetabIBHshR ES LA PRTR B Pr e FRAN bl HR e
typical ly idopmgyperadesa theddabasmanEe abmplocfonisikeps oﬂkdredaprbdeﬂﬁreﬁ afc Wwite

t t hi t he dat RAM dent,
oo U puhaeE o SR A Bt OB OREE Spb s SR o et
i ndi cesomaynheicpade thilrcenditiens Seryd ;}sraéetdelrempladsanereﬁaialabplzoadoramdhea 25

per f or mance |tr)gprov nt may be determ ned by proposed indices. According to
an_enbodi mIAR0ASE fselfqdi ng the index will potentially take a long tine the

" ONLI NE=ONjooapf i umiRyicB®ons Redithd SOIL sdiedis ibaterhied toakhaninsrdtincocked whil e
the index is injtially built. [0035 Accor d| ng to an embodi nent, upgrades

t o dat abas &R FH tterfépfeﬂswaaorﬁ%%?g rthegeyt Behewrebringepeitiorol¥’ causi ng

downti me t QxS %%Mll%@ﬁﬁforé&fﬁ&@lﬁhf Anrbf%en%ﬁ%qwe% inB¥&MofUb NG an
upgrade of the cloud nanager, the cloud nmanager continues processing

recei vad r eglsgpigbaspgreayrapped dharipgls ravadhdrit o t he schema are to be conpatibl e
with the pg EPU@oﬁs‘%llaﬁleBare %P&y%%wﬁﬁﬂﬁﬁ@dﬁ@&ﬁ%Q?lS‘ 829, ‘ZES)bGEr%aEH the web

servers use y the cloud nmanager are upgrade When 't he web sérvers are
upgr aded t lqenstreiat ast wieful whenus belphimovidosimpletupdates witfathe adhtikind dferidat abase.

Dat abase “glgﬂﬁ%e\?u@aﬁl?eéda Ll sye J}raﬁl[}fétthgpﬁlé,aqm%% do égll éﬁlg rgrfd?D Qve upgr ade

are quick I Cl ent or exanpl e be a nul | abl e
col utms nayabﬂrehaadde@tramtldxcreétonrﬂg:‘m@mdhmgssmavprcmntmg]stenay fioen added at the

end. of &6 t%pcu?ent rgm% éélaln;[ fhms?%i‘fe?ﬁ@?]gl Vala?r@ c{yaatllog d&fge deeng ases are

avoi de FoF eXa Us o a ne urmat
creation t|[0m4]5 Qaytidngs medewhyn addmg mdm@umdmgs @pxealiytmmvmm pbtfmncs a

| ar ge am)un nul | abl e..col u S a very quick

operat ton oS el Bl SuafPhiete Bk R b T ST g bReis bt ciut  on

shoul d be tpakﬁﬂlym résildbint) gven fORBIbLAOS s afd rolatitady tued, p\cﬁ&ﬂlﬂ'gao slure that the
data. For..exa when a

schema upgr ade won break wt he existin

constraint © F’go%{fi‘a‘étdmfhlcesn’ﬁ?y l?feadgﬁfi orpcg the quprypattgTashave stabiljged an Bked and avoi ds
a cost by 1Qv@brhadd idiprodbmentingdyibd deteAMEeEBICHPRIseNintiRbs. €dciding t&hal t abl es and
unused columms are remved after _a new version is bej n% use and t he cl oud

manager i s SABPdIREReY afdigs thrdylex pitbpdentiafiyabp p fpadime the "ONLINE-O

option may be specified such that the table isn’t locked while the index is initially built.
[0035] According to an embodiment, upgrades to databases within the cloud manager
may be performed without causing downtime to the cloud manager system. In other

30  words, even during an upgrade of the cloud manager, the cloud manager continues
processing received requests. As such, changes made to the schema are to be compatible
with the previous schema. The SQL schema upgrade is run before the web servers used
by the cloud manager are upgraded. When the web servers are upgraded they can start to

use the new features enabled in the database. Database upgrades are limited such that



[ 0036] Cenerally, a single rowin each of the databases is used to indicate
a task and/or a desired state. For exanple, the tenant database 235

i ncl udes wogbmnglseispow for each tenant. 15A gi ven tenant PemyUS2oicloszies a
Required Version record. This record is used to help ensure that the tenant
is placed on a farmrunning the required version. For exanple, for tenant 1
to stay on SharePoint 14 SP1, the required version for tenant could be set

to "14.1. o@é}ﬁltuﬁ‘l@}’nv%%& bR hﬁlﬁ%dé%&gn&ﬁané cHRnd m@%@@%@é@m@tﬂaer

versions (e. (gqq . XXXX not match. The tenant records may include
ot her itemsdddend a%w aviahisroo e manhe pdds tugevtiag cologabt e cdugns @kY owed

total data b IRRE at #E Endjocrf%rta @t ﬂéﬁ@lgetam§&ﬁlsammtg 'oﬂg'atfo%ﬁ H thg Hét%%s a@d the

i ke. Sone organization m ave nmultiple teRants t repr esent
di fferent g@@quaﬁhr exmply gzaadqf@rh@abne t@mpa’blv Iaddqde,sgluweme@tmglmeo an

enbodi nent | t

i nvi ta[r|g on o&%gggre%stglﬁesc }Q@J ngl% frmglr?g?& g?rl ﬁ%feﬂsé?w aatn)ggru Eals@{htat[a()égaﬁg iccor di ng
to one enbmdilacbkrm,lurmabhwe\@nam Versqinolckmjatlont as disspeaii abbee, a@twg)mdw 25Tenant s
are kept Iocaal L zed. to ansma | %e% t ab Se%ﬂl A _t enant per smal |

(smal | er thance\sivca:l)relaclo‘iye Ut Cautloéla algase T'h" Wi n%anewc?nm%mfﬁo exact | y one

dat abase, sharedravhiththoichena tgnaiatveon’tbdak withphd @mtfn@ dita.aFér ekiepleenant s
sharing tha data se, .ne rade a a tenant grows
arger it S BEORBUEL or s e el SRk T R S ghe Pave
nore than enejatibubf dxitin@towshad porgnthdtradrasorl tblésundtuheed tamand S
30Maintaining a large tenant one re dedi cated dat abases helps in
reduci ng arﬁ%ﬁéﬁg nﬁgtVﬁﬁéPéléégﬁl%‘fsegﬁ%JT‘ﬁ %Bfgmf“bagﬁrels ORigreidne those

si mul t aneou®lit ahdic@umhdgl e upgr ade. [0038] Sinmlarly, the work database 215
i ncl udes a _si nﬁl e row for, each job. The nmachi ne dat abase 225 may include a

row for ead¥P3phySiceespl lyWaéwglﬁéowwaCh ab the dafpResesrinused keindiege 2 R4 A/ 2 nachi ne

nmanager datialaggaR2PofBdmbRCIE AR MMRbSE QDS S fullfih si oo PShch Rndit.
enbodi nent, each VHD, Farm and VM w thin a network has an associ at ed

ver si odSst A gigen PHOSTRy mckide dReagicd Verionaatsdi Therrecord iased te helpwansg er
i ncl udes a g fRL&hA9FLAY o%%ﬁmu‘hﬂlﬂg tﬁmé!qu*ﬂ%d CQRhh FHk %&nﬁ)@e E‘&Qé?{aﬁ!t @ | og

entry for each web service cal | 6ggi ng 5system may I mpl ement ed t hat
i ncl udes ago ftexwmeycPpaal 4bRs tlaageqiwdrverdlon@ﬁ@aaﬂ doyld bterset tholygl-nendystem i s

d f - A
embodi nent 1 Hev ol AANE 1 81%, BRLHALTRGE, PR 08 (c EECLARAL AR o e
vari ous V\éhnalt@t Abdenam rttdoe:lsARbfsncfhmeIOdWrttvms sveh ps plidrigedhermi@edBusand Updat es.
Gener bV bl (RIALE RIS (L 8Ke @0 UL BaBSe R IR nd et urn

re as e ou ure re tlrns
current st dnke $dmd dreanization might have multiple tenants that represent different geographies,

organizations or capabilities. According to an embodiment, tenants are walled off from
each other without explicit invitation of the users (via extranet or other features).
[0037] According to one embodiment, each tenant is locked into a specific network.

25  Tenants are kept localized to a small set of databases. A tenant is either small (smaller than
would fill one database) in which case it is in exactly one database, shared with other
tenants. This implies that all the tenants sharing that database need to upgrade at the same
time. When a tenant grows larger it may be moved to its own dedicated database(s) and
now might have more than one, but is not sharing databases with other tenants.

30  Maintaining a large tenant in one or more dedicated databases helps in reducing a number
of databases that are needed to be upgraded simultaneously in a single upgrade.

[0038] Similarly, the work database 215 includes a single row for each job. The
machine database 225 may include a row for each physical machine, VM, farm, and the

like. For example, machine manager database 225 may include a version string.



under |l yi ng object in the database, potentially differing fromthe input
object if validation or other business |ogic changed sone properties or

el se wi t waaddizdsersal properties filled in (for exanpl e PetarsdoiDs2165 ot her
val ues cal cul ated by the cloud rmanager). The update nethods are used for
initial object creation as well as subsequent updates. In other words,
15callers to the web service APIs 240 can sinply request the configuration

they want apdodifieYo Qpanﬁodﬁﬁ‘&l@ chéh KBBPFdmasty Wi Wikt Destwbi@aOhi ect al ready

exists or not. In addition this nmeans that updates are idenpotent in that
the sane uﬁﬂ@@éw@éﬁﬁoéﬁﬁnbe made twice with the identical effect to making

it only on C ncl ude a
Last Updat o e bparty e ot R e Tl At el e Ttine 20

cl oud managesten(at m@; eacqosfigired pecpréa Jog enhijefqraﬁwe@fselly@@tcﬂlﬂ)détl@gd@es_ not
mat ch t Qe Q{kh‘? n‘PH{{( e@ferﬁén?édﬁﬂatfl&hld@?as%ﬁ%§?eat&??s”ﬁ hdat %elgé?g%ﬁl% i ncl ude

properties ITst 1'nvocatton of the metho are not
set on ot hésggingwpoen usomsdfmfrntemrlngustwdanc{@@mﬁl]lan@b pusvdlmmnager 200 is

configured to %’OI (amlgq al'om 0%1men? JP(%@/CF ICGIACP?S 4%' b?jjcf(usm%

unrel i abl e, cl i’ &ft nt er ac nanager wgh]ect
st at us 25 USSIPOgt. arh&ezlaneretnMeﬁEdis mAnlearAEIhéqllomwb nfiadn pdremk- Getsm&t us of an

updat e. rdin nbodj ment , updat e thod causes cl oud
P auer sootiget Sl BRE st Bk By by B RO S S o ng” and
when t he Uﬁdﬁé ﬁﬁlcﬁlf‘@asﬁﬁliln@itlﬁﬁ enlgtoh@usstt@t:ﬁrd r‘étugrstthet (ﬁlrr'éﬂfs'tdté/ﬁ' the [8041%3

FI GURE 3 sho a ob recor tored wthi.n a row ) at abase.
As 30i | usﬂlP%\étsﬂéf Oﬁ tglgéh%%@b%nﬁﬁ’r’?né‘é Y%to IR Ko i iput gpysct 1?%@”@64, dat a
306, owner o36Ber tﬁlﬁlﬂ@ss%’g@e cHaﬁ-ﬁefd sORB b ertic LKk Bvithi A0BiItiSdA propeibs filldiEn 316,

state 318 and status 320. [0042] CGenerally, for each task that is requested
to be per f &PRERMP{GIECUT H&borr?&ﬁaejwewl@aka@é by theglqud aanpgeda T5 381350 (e. g.

wor k - dat abagehodd are ufedrb GG &ﬁect Elfé%%las QR ad Q%@édufaﬂt%{ada%&zlrﬂ Shed SRt O
specify a unique identifier for th uested task 0044] Type 304

speci filés cHErytadhe web sseriegkhi 24ﬂﬁ’ané feguest the configaratiny they gliid@da nane of

t he scrlpt , e script
e ST 6 O RS O AR MBS RS S g e o0

"-VM D 123'meansThitgipddtésovisidampptendik theithesimegipdetc seltiend beanadhevisysitiethewi t hout
[0045] Dot S YGE"FRAER,HARERTRY 0FG, Plef'o & JRNRE LT Bl ATV T LSk, For
exanpl e, thewdmmawndymbbdaeimbmﬂbhéVMEnmﬂL%ﬂhnbhdpemmmBmmnﬁkm t®] etc. on
whi ch tZPe tc %5 iaﬁa tep &ere & ];h%r g c 1fTHgV'ﬂu La%’%ﬁ% doe Sn%t 1%£1t9h fheQRE Or nore
val ues to |cﬁlag%a%ue*ﬁn a &H% ase 1S set Focess runnlng the task
may | ook tOumhﬂyhmbxkEMheduﬂmxsébanHMMnaMMEﬂshehﬁ@ﬂE@mnedhmunbetmof
WU %hes 1rst 1}1\%cat-1%rr]1eof %rnll f[loduasrlg%retn% se on ot‘i"lerI 1gvotcgt(1aon%|ao %bas?h tj0 perform
[0040] Cloud manager 200 is configured to avoid the use of callbacks. Since callbacks
may be unreliable, clients interacting with cloud manager 200 may check object status
25  using a web service API when they want to check a status of an update. According to an
embodiment, a call to an update method causes cloud manager 200 to set the state of the
underlying object to “Provisioning” and when the updates are completed the state is set to
“Active”.
[0041] FIGURE 3 shows an exemplary job record stored within a row of a database. As
30  illustrated, record 300 comprises job identifier 302, type 304, data 306, owner 308, step
310, last run 312, expire time 314, next time 316, state 318 and status 320.
[0042] Generally, for each task that is requested to be performed, the cloud manager
creates a record in database 350 (e.g. work database 215 in FIGURE 2).

[0043] Job identifier 302 is used to specify a unique identifier for the requested task.



t he operation. [0046] Omer 308 specifies a process/machine that is
executing the process. For exanple, when a cloud nanager machine starts
execut i orwof20r/§5etsp t he machi ne updates the owner 308 p@cTiuseoiafsiihg record
with an I D of the machine. 15[0047] Step 310 provides an indication of a
step of the current script. For exanple, the script may divide a task into
any nunber of steps. As the process conpletes a step of the script, step

310 is Upd?ﬁ(ﬂd e‘yﬁgm%?&lﬂp@%Xh@thﬁﬁoho@r%nﬁtF&E)?aﬂlp:}?elﬁlettﬁ)eqﬁinBmJ& what step
to execute In he scri and to avoid havi ng to re-execute previ ously

conpl et ed §1ﬂ1@b§f the er@upsﬂo beggecutedn Farexapplsy v brithgtaph so rupdhosseriptiyamgls | ast
started. Eapbiviy. i3 St‘ﬁéﬂ ot d£t§ 38@1%5%%&19@ He h&’enhﬁért(e gunvmﬂm §_fipdat ed.

[0049] Expire tine i ndi cates when the process should be
t er mi nat ed all%{@&:lm“dtﬂﬁ(gtyms t@he eiﬁb@m themtent\hléhoeklpqmeng prvechprgeg tpr edet er mi ned

amount of tj 11&%Tgthe1fﬂ>1}{£¥r§hr%b »syb€f M nutes...) after the process is

started. The expire tine e updated by a requestlng process through the
web servi c¢00AH] . Dza[wﬁm]secﬁx@ﬁttort {late thatli6 ajssciated vitk thehatk. Fodéxeapksthphen a

task shoul d next be X I. ex roce Qpped after
conpl eti ong1 - te t%ﬁlﬁl{ narcliti Fife kov\/\l\gl{% ﬁlfh{ﬂﬁxasplsetgﬁj?l ed next

time 316 t cpenfmmmeThH e May. als[oO;@;BéL])neS‘ﬂratme Ba’l&slmdrhmhhesluanmﬂamé)aie state

and Status.32 ndi cates a sta | ended,
rosuned. | DDt roa me el iE bE ok spso e it FhvoRERI abase can
be r emmed dbgife® hembdiey maclendg ey fe0tordle kdript Hey tHiardRie ihte dabEsé &S{Jérfbmﬁ)e and

data val ues. For .exanple, multiple requests may be nade to performthe sane
task that &FPPSREPRd in multi ple rows of the database. [0053] A job can

have one Ol[Omfed\@@kﬁ)S&%&lﬁ&%Qﬁd)@ﬁsﬁﬂadMnbhhdﬂs exbdutih@akpraes. Pat avail abl e
then a job will not be scheduled to run until the |ocks are avail able. The

| ocks may SHEMRIBNTHeh 8 cklold mansashipagifersérs Srecagrsof apgh. themsahing updHes | ocks may

be based omea,whdt §08 poRichITRRNBERI wih g ID6F thé kaenifEeneral ly, a mutex prevents
code from bei n}g execut ed concurrently by nore than one thread and a
[

semaphdpe (M7 Steg 340 pigiisley aroindisatipniof anep a5the sesenbcrigt. sﬂvaﬁwnleélmr ce up
to a maxi MURAURDQlvidAGER iRy hemAR o EBRAIATRRL ro@esé @%1&&% s?ep%l?ﬂ{ acter

string that represents a resource The resource e any type of
resource. Fomtecadl e, upriwedleekocnﬁynaryelsa lrcécratrﬁtewrﬂat@hiﬁr@emnewmtrrmtto and the

|1 ke, Ge”eré‘écg%’m Rl péé‘m tyoaa"v&d‘i'lﬁﬁﬁﬁooore%ﬁ%c@&e sp‘?t h(g‘li[éfylc(())ﬁl Rl g%&@eor or €

tasks. Each may S one or fore running
A job may r[Qﬂ4§]aséasir¢m3:1I2 pa¢videy tinertee whuipi wig last stasple rEath ome aWrenist here is a

| ock, tzge Jst%Qed?thstt ntpn?efs”ﬁéjatedp‘ job needing nore than one 10l ock requests
al | Ioc s fequrre " or éexanple, a job already in possession of a

| ock [0049] Expire time 314 is a time that indicates when the process should be terminated.
According to an embodiment, the expire time is a predetermined amount of time (e.g. five
minutes, ten minutes...) after the process is started. The expire time may be updated by a
requesting process through the web service AP

25 [0050] Nexttime 316 is a time that indicates when a task should next be executed. For
example, a process may be stopped after completion of a step and be instructed to wait
until the specified next time 316 to resume processing.

[0051] State 318 indicates a current state and Status 320 indicates a status of a job (e.g.
Created, Suspended, Resumed, Executing, Deleted).

30 [0052] Duplicate rows in the database can be removed before they are performed if they
have the same task type and data values. For example, multiple requests may be made to
perform the same task that are stored in multiple rows of the database.

[0053] A job can have one or more locks 355 associated with it. If locks are not

available then a job will not be scheduled to run until the locks are available. The locks

10



may not request additional |ocks. Such a schenme assists in preventing
possi bl e deadl ock situations caused by circular | ock dependenci es anpbngst
mul ti pl e wole12/q5@664] FI GURE 4 shows an exanpl e syst em 200/USos1145218% wor Kk
including front-end and back-end servers for an online service. The exanple
system 400 i ncludes clients 402 and 15404, network 406, |oad bal ancer 408,
WFE servers 410, 412, 414 and back-end servers 416-419. G eater or fewer

clients, ,be@amgueadn ﬁeﬁmr@emﬂ wad. bal @{aﬁlgresth@wékmww&%e@&rh be used.
Addrtronally, some of the functionality provided by the conponents in

syst em 400 DHESK, b&ﬁnﬁ@hqﬂéﬂﬁé@e’dﬂwo@ﬁeﬁﬂalb’oﬁﬁb%dﬁ@’en‘Fé@deémb@l@g exseifred | oad
bal anci ng BYcuREn R REETREAN bRe &%d%@émn&%ﬁ&@%@lmlﬂ Iﬁlﬁﬁ’a@})&f%nﬁﬁlﬁ%ﬁugem S,

clients 402 and 404 are conput 1 ng devi ces, such desktop conputers,
| apt op conpeaser & shareskaiorede up dnp UM rpelr@bnmcoubn&toagsmb@fhmwr alpek cel | ul ar

tel ephoge deyiGeSe th%e{ﬁ%&gé%%?% Qgeségr%e.c‘?ﬁ'e Iiegb%'éég:g H%%H§ éﬁg topllégoque\“ ces,

central “processing un ata storage t wor k
devi ce. |nFDhe@pmésénmmampww@aEMunanmhbn¢enﬂsnmmnbmehhnd}nmmémﬂh@onputer

are used int rcha a 05 414 are accessible to
ol Fent o° 40 BeE GRAGH0 Rits o 3higR Rohnellr Tpilly, £A4) R Bl e Bt
di scussed, hmhemeerm&dsbﬂhmrmemqpnﬁﬁ@mm@ddb@eﬁamkmtmﬁaﬁMa@mmgserver 416 is

acceSS|bIe to yFE 419 4121 ﬂ% Load %H%aqg r 408 is a dedicated
net wor k deVPE&"%n B isglo e1F J&rschesiishi/a s nepfngmpre BaRaWF 408, 420,
WFEs 410, 4&R ramdstsflﬁlﬂloal&de@ﬂﬂék aﬁﬂl@le FoF veimplk] 6 jebailrehdyCih lpd@eﬂsi’(bﬁ WF 4 gk put

devices, a central roces CPU'), .a data. stor vice, and a
net work deW@¥&ot rleﬂueé%gl i%ggcﬁurﬁ]%?r%‘élemﬁé%%rlﬂPEF(‘;S%““% PP%@’ g’—Pﬁ‘%t and
clients 4031t@ﬁdns4&ése%p ca&ﬁﬁs&k\%ﬁeldéﬂe@es aﬂlbagsaﬂﬁltqﬂého@md resources
connected to WEs 410, 412 and 414 renot €| g [0057] In an exanple

embodi ment [005¢kt EHFURB 4ishovayangpmple Sy rb&%&%&@%)ﬁm%ﬁﬂa%rau on

system An yeAamRlsgrek f&}r&n%ﬁhﬁerk%wmt%r Q\ﬁ@eianme%?@tegmu MRNdeCalchales aid on
systemis Mcrosoft Sharegornto rom M cros Cor porati on of Rednond,

Washi ndfon 404, rrle%zgﬂélfé(?ﬁ kg balgirer H18, MotEescorrstHa. 43‘304@%#16%@?%1%"@@6 419 are

SQL server gy %Eﬁpér%@@fhé% WerEs bRMeNy 9&9&9 fl&ad%@faﬁ&'}@a{dd%m%frks'?ed mond,
Washi ngt on. ?0058 WFEs 410, 4127 ang 414 provide an I nterface between

clients 402mdwdw¢®4AéhUMEba§Rmenﬂmsémv@mehﬂmEWHQQIWThexmﬁedﬂmhmancers 408,
from vres (5 Raan Bnbamr el PR e OAP AR 2 ors
such as WrBaytk pefatiedm the M&'Hyunber of connections to a
20  [0055] In example embodiments, clients 402 and 404 are computing devices, such as
desktop computers, laptop computers, terminal computers, personal data assistants, or
cellular telephone devices. Clients 402 and 404 can include input/output devices, a central
processing unit (“CPU”), a data storage device, and a network device. In the present
application, the terms client and client computer are used interchangeably.
25 [0056] WFEs 410, 412 and 414 are accessible to clients 402 and 404 via load balancer
408 through network 406. As discussed, the servers may be configured in farms. Back-
end server 416 is accessible to WFEs 410, 412 and 414. Load balancer 408 is a dedicated
network device and/or one or more server computers. Load balancer 408, 420, WFEs 410,
412 and 414 and back-end server 416 can include input/output devices, a central
30  processing unit (“CPU”), a data storage device, and a network device. In example
embodiments, network 406 is the Internet and clients 402 and 404 can access WFEs 410,
412 and 414 and resources connected to WFEs 410, 412 and 414 remotely.
[0057] In an example embodiment, system 400 is an online, browser-based document

collaboration system. An example of an online, browser-based document collaboration
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WFE and overall WFE performance to determ ne which WFE server receives a
client request. Simlarly, the | oad bal ancer 420 uses factors such as

back- end worzoevosutenl i zati on, 10 the nunber of connecti oR€TIUS2@1882198r and
overal | performance to determ ne which back-end server receives a request.

[ 0059] An exanple of a client request may be to access a docunment stored on
one of the back-end servers, to edit a docunent stored on a back-end server
(e.g. 416-4]190m AnvikcRsSh Qﬁﬁelj%lrfﬂ@(fMCr%ftt@%%rﬁM oF REWREnd M@mnét&ad

bal ancer 408 receives a client request over 15 network 406, |oad bal ancer
408 det er mihastopr08hons s more Wit kask-vad saans 4101419 4rdSQl ferva doncsamplie cl i ent
request . Sls@jﬂ@weyfrohl%férd@aﬁé%%fatfs@Qfﬂ@cﬁﬁnmmsinﬁ@fuch one of the back-end

servers 416-419 recelve a request fromt WFE servers. The back-end
servers nmay0058l c&VﬁESgldﬁeﬁha@d $t4orrevidapminfegfecadirevesn chotetRandAfsard . e.

cust omeE) . PE@?&Q]SGBQJS%EMRQ i atgoo&Fu“ﬁEo @&]re‘cLe&lﬁetstrs hV&ieFQURM

architectu or ‘a conputer |n the various enbodi nents
will be desud #led WHESéIGMﬂﬁLméﬂlﬁardﬁrdeHEseo dekvend sanvd®d GURH 95 Tiray  be

conf i gur ed a bfllagceer X@}B@ factors su&? as%FEDP flza?l(?l(lz ulm%:%r oafn COHnGCﬁOH&OeS a central

processi ng unl m access
menory 9 ('WAMigd @BﬂllaNFlépﬁf@thCen@dmmn(exﬂmWFE]s;arvamdceavesyisham bus 12

A bast o 1 nputPBuSuP eyt Bnd BEREST 0o PRISE RN e il be il oy 1o

transfao i mfeatufidbi @toheti@sho £keverahd owirdlnperfoirivice OnRttiaine whithibadls duri ng
startup, is stored in the ROM 11. The conputer 500 further includes a nass
storage deVPEEEATEEVCAGAYANY an operating system 16, application prograns

10, data s{@u59] 24n e&hﬂlﬁé ofaaacbnareqlhd@uﬁam@tgramﬁeﬁddcainaﬁtlsﬂﬁedt@ ¥ Qe on of
and interaction with the cloud system 100. 30[0062 The nass storage device

14 is connd@eteddserveRdo edtp SoqumeBLitichohackepd peid (oA PAI P LY HOE shown)

connect ed {QobpRnPYSbatR-cnd {8y TR SheR ma%@n&mmcewesaraﬁeﬂt tf&lu@ss 8Qgi at ed
conput er -readabl e medi a provide non-volatile storage for the conputer 500.

Al t houdh t Rewges16; lopd brianser 403 stsrrainey whielh precof Yl seresH Qidhdandrblitei n refers
to a mass re%%f%ft@@ cﬁi&l‘(feﬁﬁest Sit‘)lﬁltﬁa% I@admﬁfaﬁl%eg 504 érm ﬁ@g\%@hé %Fthe the

conput er -r eadabl e nedi a can be any avail abl e nedi a that e accessed by
t he conput ércki@d selvos63)-4Byreoriye fcqessafiph dhe WRE sepers.| The bagk-feshservers

conput er - r ga g%@' %fgﬁ?éggo %Pé GRTB RSy &%F%Hﬁa%{s (?% %g%gﬁ%; redi a and

communi cati o uter storage la | nc olatile and
non- vol at i [G60F eil’mfpabigeloa/rtd FE@HREénumabdtetlmna)utempﬂct:mutreﬂ)r'anomnlycelmat hod

or tec Bpm g%ut dl?zted ?n tﬁé \afaq mﬁodn%en@ AR uﬁc% be(?sf Fﬁ%ﬁt%r ar{:l?%gfap

i nstructions, ures program o esor o rrputer
st or age rredhca»vn indIGQURE,S Mba c:onﬁlgnred asri seevdr, b deskiRpMr RO cdmnausa bhd

Pr ogr ammabl. e . Read El ectri cal I Erasabl e Progranmabl e
Read Only TEHBEY S PR e YArC R ed 35T S Ep TUEE AP o rrarmor y
t echnol ogy acdeks- M ry di(oR Al a\tﬂl‘a&éddl-dnﬂ?y ﬁhbmkls/ ((ROMDY )1, afixt a g»‘siaﬁrbu@mzl cal

st or age, net| cassettes |c t Lic disk storage or other
magneti ¢ st feaél{ﬁn&eé%ory@rth% trB HEses 'I‘Iﬁtn(u aﬁﬁc)l"? can be used to store

the deskr eqbaﬁm]‘ OANGakic MipudBEp Ry Gdin 6@kiliag SR GRSSE RtiRY thil@elp@Ratser 500.

information between elements within the computer, such as during startup, is stored in the
ROM 11. The computer 500 further includes a mass storage device 14 for storing an
operating system 16, application programs 10, data store 24, files, and a cloud program 26
relating to execution of and interaction with the cloud system 100.

30 [0062] The mass storage device 14 is connected to the CPU 5 through a mass storage
controller (not shown) connected to the bus 12. The mass storage device 14 and its
associated computer-readable media provide non-volatile storage for the computer 500.

Although the description of computer-readable media contained herein refers to a mass
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[ 0064] According to various enbodi nents, conputer 500 nmay operate in a

net wor ked 15envi ronnment using | ogical connections to renote conputers

t hrough awoevskied8, such as the Internet. The conput ePCHFAB20mpsD0hnect to
the network 18 through a network interface unit 20 connected to the bus 12.
The network connection may be wireless and/or wired. The network interface
unit 20 may al so be utilized to connect to other types of networks and
renote CONRULAE d§\M§et @JEE as Ih@rd%m%@tRéMOdr%ym@&&@pm@%dad@e #Rdiadh

i nput/ out put control for receiving and processing i nput froma nunber
of ot her d@@PEE§MHﬁﬁ%maﬂﬁﬂ§1ﬁmk@?%@ﬁﬁébyﬁ@&@@@mﬁfu@lectronlc stylus (not
shown in Fl wa O%ia%{ﬂlé/ andhbt ﬂlﬁ)@tgﬁérpgérﬁﬁ{ﬁerqg’dhtaﬁlglrﬂeﬁfan?a%/ c%ﬁ%npg ovi de
output to a |s play screen 28, a printer, type of output device.

[ 0065] As mputmagwrm@ﬁd @d&b@mmcwqmun@e@ fommlte@gﬁowm mediglieedudghd dat a

files n§y58,§1’a§1:é%?£(§{jvdlﬁﬂé REmOBBR 2Rl REAG I &@d&‘&nﬁ@ﬁqe;ﬁg\{hco f the

conput er I ng an operating systen1 sult trolling the
operation metlmdmetmm&@t fmtmqr@geeqf infgmsiiomsuch ke cOMNDDWR delple rmtricigns y st ens
;ge:ncgﬂ 14 an %K)I{}I‘rss H%%gran} mOOd\ll,l SOOrI' gﬁlepgata Com rutge!rrs] tf%:génr%g%te{gadses buf R age

parti cul ar poitlhmtdatassRAsMpRage EmhsvbleErogﬁnmmliletRmdmm Menmyy (SERRONME),one or
nore application oqr, such cl qu rogr am. 26, .tha erformtasks

ol et oo SR G E R R R kst BroRetd SR Roar ot R SR For

pat chi ng nachi feid staltaherddrg tddBRdogh, CDLRDMnd@hdtlivlaﬁaﬁeﬂMksC(éDV@”Qld)dotfl’ialﬂager 605
is used in %QL §_q9 conflggrlng patchlngﬁgnd 53 a&jg% net wor ks for

t he onl i ne B&AYTREES TRENCSHICHanAErtS 8P IRENG IS PG EF QE LY ?fémgtn@ﬂfuests

t hrough an sicggenetient orand ofsyediihRAWS caPBd hedtd Bste RIS RV BEnARR! | cation
programming interface (APl) 620 that can not rely on a reliable network.

[ 0067] As @P¢W@FP&P%@”“%F%@&YN%H§6@Peéﬁg)conprises wor k manager 110,

machi ne rragma Wl&rdidP R Vasidhd QRbRAREG kS b&nﬁ@é?%@@ha%%ﬁerat@ﬁfé lpét\v%ori(&p
dat abases pat ches 615 5and web service APl's 620. According to one

enbodi fént en\éf?@M@é@tSlﬂ@ﬁO%%é@@?C@WOu rgmateSﬁlapléﬂéﬂﬁ@uahmmorhémg@mt hat
conprises {hanfRRE nfhe%eﬁghtfef @olrgagﬂ ©nndcPRARI n R AE tiftobSH Bk S 620 may be

used in the managenent and depl oynment of servers 1'h various topol ogies
across di f fieteréage umém\mnlasctf(d\letﬂwmlﬁ 13, Th@erte\tmrk connectighi tay bgrvigelaspvendiat wor ks

are shown, JRBY THPEGwARGWAREE ufif So HEPGHEbL Yi RO RAGHndProDthdk §fpes BNE

networks and remote computer systems. The computer 500 may also include an

20  input/output controller 22 for receiving and processing input from a number of other
devices, including a keyboard, mouse, or electronic stylus (not shown in FIGURE 5).
Similarly, an input/output controller 22 may provide output to a display screen 28, a
printer, or other type of output device.

[0065] As mentioned briefly above, a number of program modules and data files may be

25  stored in the mass storage device 14 and RAM 9 of the computer 500, including an
operating system 16 suitable for controlling the operation of a networked computer, such
as the WINDOWS® operating systems from MICROSOFT® CORPORATION of
Redmond, Washington. The mass storage device 14 and RAM 9 may also store one or
more program modules. In particular, the mass storage device 14 and the RAM 9 may

30  store one or more application programs, such as cloud program 26, that perform tasks
relating to the cloud system.

[0066] FIGURE 6 shows a patch system for patching machines that are used within an
online service. Cloud manager 605 is used in deploying, configuring, patching and

managing the networks for the online service. The cloud manager is configured to receive
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10 hundred, one thousand, ten thousand, and the like). C oud nmanager 605
operates and is configured simlarly to the cloud nmanager system shown and
descri bedwalowas4ibhe web service APl's 620 incl udes net hed3/useomnmasiest
services fromwork manager 110, nmachi ne nmanager 115 and applicati on manager
120. For exanple, requests may be nmade using APIs 620 to update a tenant in
a dat abase, add a new SQL server, deploy a patch, deploy a 15 new farm add
a new machigesti gﬁa@myﬁ{bot&%ﬁws Ve rbheos #ﬂll@é‘[f@)n@ve@%&@w{%taﬂﬁflf%atl(ﬁind the

i ke. [0069] The Web Service APIs g20 are desi to work in the context
of a scal abfregragrehalinteécy (AR) 62%thﬁé9%‘?tl€elb’@q@égltablealﬁ@vo&]ssurred to be
|nherently I m ght fail
and/ or hangwlaz]et ?gﬁllllgtratwgldﬁg?tﬁ g?g%ﬁ?(?}?co%x%@%es@@fk ége%ﬁ \i;ll({:glngglﬁé 620 are
conf i gur ed magagse 1 lid@mi@@@mpemﬁp OHEer I\R@r Wupts tl B dgtah@ea:@m pasghehoihe sanme

pararret rs i Z) g, changi ng
ne-out omei Y go FoBERLEY AbQRubGNE Anifi b St Fgh el [ ¢
proceSS| ng S(lar@crmttemﬁﬁnu)agtrehajlcelnpmeasmre@lraSp@sf'pdnge to any g| ven request.
Cl oud mana 0 nmai _nt ai n rds to 5k en track [ fgquests.
For exanpl ,6§fo qur?%frslgsg’;%% g%g& tbgélser ecglr S dcqﬁ] %FEPX ase% such as
dat abases 6élr2¢rs anchriotis mp@egwcwssmlﬁ@wi eswarky ﬁwomo Nemwbode In Warike | engt hy
activity la 1et Cht e .the paraneters anqwj8 b infor tlon %{@ commtted to
the dat abadBY PREPEEGSRSEOVE WY MYETHRKE G F8LTYP, MRERSt G 1B an

enbodi ment huiidied, WebthSeand, G tARIsSndo 24 e ﬁkdgubldudmm@r 803~ evitdshndGP. net .
30[ 0071] Pat cthes 615 be applied

0 ured to store hes .t
to one or “Ff‘&éﬂ?lﬂ?éalé( ﬁ’ﬁ Lq@a}an%ﬁ?asmemmwﬁ W&P&E VFdeTbF ?ﬁb(VHD)
i mages thatserarc@Am 628%0@1&!35 Rkthdd Lo rQube s€eREOYEA work ANRET110Dh&hak t he
machi nes in one or nore of the networks may al so be stored in the data

store t hat MafiegendbsandrarlisationBanageid/28r FPrrPX%‘HJé st Ny ORI cor di ng to
an enbodi mepiy 62tOh§uﬁﬂamnn\éﬂtdcbbieeacfdoarﬂ%ts@l§sét'@e@chebf@@ta pan@ﬁvdefﬂo% a

virtual machine hard disk that can reside on a native host | e system

encapsuPat @gWrohpddl aanesi meghiner widate apaylcofsan vHugs ‘ﬂf@%éﬁtbéoﬁpﬂdﬁ@j within a
specific neﬁk%ork may be noved to a global share and/or to a network share
that is local to a network (e.g. network share 632 and network share 642).
Storing thé08dl cAbs Woh SarvirstABs k20shiadeissad wsvark irethp pordexs depicalphlent of t he

patches si %Fo%ﬁ NERRI K %Qt%ﬁ?}eg{i‘és{s%b s &Higed' £3 b ﬁlﬂ&%ﬁ%ﬁ’ ukdRBR] r\l}a%s pfli scuss ed

machi nes i e networks may be upgraded by I nst i ng new and/ or
appl yi ng aapamelthat mytﬂwV@klrmmmgligmfanmw@r bangtih gamitc Rieqeests uFHag thhé@etmay be

pr ovi d%ﬂ f %erv clef fﬁs abtatrggon? ﬁrﬁa to be 1He mIFOhen? hﬁlsotﬁr?‘%opcg t?lg Isa;[nll C%h w1f?1r the

operati on/securl nes T n e online service ereas eEher

pat ches nayarb@pa:tﬂnmrs oy be omtle eidtingphd BiebiSetvwe s §20 widrouechangihgthe zer o- day
patches may be used to install a critical software update that is to be
instal | ed a%°2Ydn as possi bl e, whereas other noncritical patches may be
revi ewed ar[ldnt)hemduhenaaagee besistdbagncdted@ppy Oile hrdreysinge< Bmisorsdmyal | y

applied to be 0?6 rgj[?i(r:n'}rllgna? rsesponse to any given request. Cloud manager 605 maintains records to

25  keep track of currently requests. For example, cloud manager 605 updates records in a
local database, such as databases 612, and if necessary schedules a “job” to perform more
lengthy activity later. Once the parameters and job information are committed to the
database, the response is sent to the requestor. According to an embodiment, the Web
Service APIs 620 are built using SOAP with ASP.net.

30 [0071] Patches 615 are configured to store patches that are to be applied to one or more
machines (physical and virtual). Virtual Hard Disk (VHD) images that are in use and/or
are to be deployed on one or more of the machines in one or more of the networks may

also be stored in the data store that includes the patches and/or in some other location.

According to an embodiment, the MICROSOFT VHD file format is used that specifies a
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[ 0073] Software patching can require machines to be rebooted one or nore
times during 15the application of the patch(es). For exanple, one patch may
be first wosbeldsewot hat requires a reboot of a nachi ne PpefTarseoianstihgr patch
may be applied to the nmachine. This reboot/patch cycle nay continue until
there are no nore patches to apply. C oud nmanager 605 attenpts to
orchestrate the patching of the machines within a network of physical and
virtual nacv&nmlaﬁ&a&mthamm( thQst Reide bR a RERY & f@@sy@fahf dRGapR @Rt GEhBUCHh t hat
the overall 20availability of the service as a i s maintained. [0074]
Each net wortegiedily. Paﬁrél@maq@rqto h@@pmwﬁwﬂilen WCIEGWWP%IH@’ begpejed futrber  of
machi nes ¢ e GADD GUnER §Hﬂrertﬁgl1'§'lg?ﬂ%/a hawbkI(E OB udpes3of roles.

For exanpl €, first nber of machi nes be configured to
provi de a fi¢ @qwﬁrckISbareé4%)e§mmgﬁwm®hesoin m@mrhé rmem@mrﬁl gured to

providesa eGond.q offe gaﬁ%}%s s@ge)net@or%(ra:blélgmffig %rtgl?esigiedp?e@h' nes may be

conflgured to provide role I n other words,
mul tiple nﬂﬂ"’lﬂhes%sairseussemfriwunﬁdnth@ npieoflommydespprdeddiyanstdling iwev onl i ne

oer for mi ng (e ook Bl afe 0 ilhe BRI AR OR BB nce o
t hat rol e boprovhied furldiffiecrs purpbce. &ﬁﬂﬂ&&ﬂm?ﬁ@ﬁh@ﬂ@wauyrhe used duri ng many

phases of the operation nt.of 30 the onI rV|c For
b, B ohe 0B e B8 Shisfieis iy b TR he. viDs
such that tbeyritdabarfdrepe ol tcmppryea?dye;atnpcbekdruaﬁypatdﬂaemapbyﬁsedadmstalcl:bli nes are
i maged, the need to be ore the e ayailable to the
onl i ne ser&?E%E‘E§W§?W%@w&%$ ?H%L”ﬁﬁ@h@ﬁé%ﬂﬂﬁyﬂﬁgﬁﬂo¥ﬁqﬁﬁ pat ched to
ensure thelcﬁu@mgmmgnﬁ?wkdvmeandﬁi@l?&]epaaﬁecsm%aﬁw Beedaldyipeer ed at vari ous

times to cloud manager. 605 and/or to an update service, such as update
service 61@””F%?“@X3Wﬂwé“”ﬁ%ﬁwﬁmP%Ical pat ches may be rel eased at certain

times (i.ejo@yer BokWhte YRBKSg cAMBENrcMRRhies BDE rébb@tedi b#Er gl tifbd dur@!
pat ches may be rel eased as soon as they are avail able. According to an

enbodi rént theappligtiphaheraddien).ceorgranpls, anpgatyy mavhs fiskinyieled i st@irser vi ces
(VBUS) fromré‘ﬂg%ﬁ%lhﬁ%é’%ﬁb%t paldhEmBSp ﬁﬁeﬁ't?% BRI phigators in

managi ng the distribution of patches that are rel eased. While update
servi ce 610cbiogt/itadnamicle miag cortinue ontd tpnelaraap awpe paBHSs Wradplsie Clayd knanagon d

network 2, . i.NC i
net wor ks aggy %ﬁ?éﬁ %%ﬁ%gége@%%WgﬁﬁFgﬁb%%ﬁ%&gﬁhﬁgﬁ?§%¥??é%?géﬁ%gﬁes are
recei ved, azmuaLmk@mez adt ws@rtoge'theeto mqsédeeam @ding strgta st rhpt treyvardli ew t he

pat ches,an S Ve em.f pl oyment. An admi ni strator may
deci deagotQYmﬂgﬁl 8% 6%%@%2% pa0 lsnw?%]Fﬁare non-critical. After the

approval pﬂMHQBSEﬁﬂh&hﬂﬁk@hgswﬁmwk1ameHbEGMMBdmmmyebhugﬂhﬁﬂmhﬁd to be

installed. T ored at different | oca ns,. For anple
the pat onedip S 3RS BRATwth B ERl ST S &7 PLof Rl P ahor o
632, net workirs hainBerd Aacléing/(0. 100 may gt ohdlgunretopokids hérerold, Aistdoall | y, the
patches may be stored in one |ocation and then vi ded _t o _anot

| ocati on. ﬁB?lg%fféﬁﬁF}EnestrP?éf ar e%Pr%@eﬁdW&ﬁf‘ﬁBFﬁ %)gP)c:ﬁé‘E %6115?%% t he
net wor losshar sahinds Al be SoETRrAS PRIk @thi fole (t.ae1nehdvme lﬁ(«@)ln@fhevml ch the
patches wi ||l be depl oyed. 20[0078] Wen critical pafches é . .zero-day
pat ches) aﬂ@rc}semé%eglsdmmé%@e Fenfigared t¢ pyrtora %Sﬁlﬁ%r%%ﬁr fheronling s§Tigsr £ or m

val i dati on s@ih thil SaRrdPSHGHERt e B8dhidDam ARR! pP@rrhidg ARGBI 8 Sot¥abiltian t he
networ k. Wen notification is received of a zero-day patch, the cloud

manager 62@0@EplErdtilwipedhersBrpance obthet ipigfotipericscyise pat ches to be
depl oyed. [0075] Patching may be used during many phases of the operation and deployment of

30  the online service. For example, when VHDs are being created, patches may be applied to
the VHDs such that they are production-ready at delivery. When physical machines are
imaged, they may need to be patched before they are made available to the online service.
Existing deployments of machines may need to be patched to ensure their ongoing

compliance.
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[ 0079] According to an enbodi nent, nmachines in each of the networks are
joined to a 25sane donmain that follows a group policy object (GPO. The GPO
governs twe 2befmyicor of update service 610 on those nackcmas20ikos218xanpl e,
the GPO may specify that machines within the domain are setup to downl oad
new updat es when they are avail able w thout auto-installing the updates.
Wth the machines follow ng the GPO without auto-install, the application
of the pat ¢figs) t Patkhe nﬁa%eldel%émyvmougaﬁémlchcﬁq n%&ébr%@%ndm@o availability
300f the onllne service is maintained during the patching. The schedul ing
and appl i capdaghsesfics, tushgatrdstesserviceddp £ Borrpsamplaciontoritieal aaghasimmy bof

funct i onal 'élé/as%mtceﬂtﬁn Hﬁlgéldlge&ew&;v@%eﬁshgveﬂmnbﬁﬁ ARG 1f&) A g m zed.
[0080] Critical patches nay be automati cal I’y configured to é%p oy at a
speci fi ¢ t ipaeheimeyde relprsed Heoayaytheyedrg edilaldy.odecondingigan cedsdimayt, the

confi guce ' P LALRg an

or der |§ mhpgﬁg%%g%%%P§p@hgh%§%@%%n%LP@@%ﬁ? |%§ﬁ§§§&%$¥ %ﬁ??ggaf e patches
to all of tUORRECATIORS ThHeaV SES essisai atdnmgstta@rbm m@aglag me@dst@hutian sf ngle tine,
the patches are.a up es i The

mht nes vl ead T Bedohd B TRe®isalRE P B S Mk b b BRE (e
groups t hat603arei ﬂmgchky aad/mtbvamz updatd smd@q@eéndamy bgmmlmlsd infonkioghlowe vai | abl e
i ndependent, gr oup, of nes is a collection of physical machines
such t hat lﬂﬁg’regw é]FSeanlq é‘sﬂéggﬁna&ﬁ? of them that belong to the same farm and
al so hage {6097pameheH inbi- uﬁﬂlcanménemererr@leﬁed Eﬁraummmhl@er(lie‘ sylsQ:nyou have t hree

machi nes that. are and chi nel mrrored on and machine3 is
al so nirrof mb*ﬁa*ﬁg fitvé e‘m}? R roeﬁ SHRRONF élfeaﬁepifefnﬁa& ¢Hed at the
same time, a@uinish@for Waf BedidGidk fbﬂﬁ)%)loga%lﬁaﬁlﬁbdtmes whede hhieé@ical eAfidMheOr nore
machi nes perfornmng a sane role tor the online service then they are not

pat ched at aPIHéVaéQ’f?éeStSﬂH’épat‘F}ﬁs thet &© gepyovet ey depehedyled dstngiiedmbléhi ne that
i s performyagndshgyiRls %réd% dREnPRLARES. Slf‘cfr‘ékﬁ@ple 1Rl 208 mdy schadulne to patch

each of the groupsS may be determ ned using ferent methods. For exanple,
when a léur desak netwerly Sliwée (ecﬁNn@PttYprktﬂh@e@ﬁ%dﬁ@"%ﬂtﬁﬁ@% tndie ipaglehdd, one or
mor e of ¢ hGe@oAURSTRYiAR. BRLERAL il deNRrSATEnd loBfion WeheRpRUdkeR | 0ad i's
high for the groups waiti'ng to be patched only a single group may be

pat ched at agoth¢rhgcatign dor diample, theanatcheryoeli beeneved drpatpagpheupl Sitg thsat ched
sequenti al | I at ched.
The nachlngé%%t ﬁgﬂSt Lﬂﬁ¥ﬂﬂﬁgh6$%hg§Lﬁé§WEm%;gﬁgﬁggﬂ?ﬁ%ggggﬁﬁgﬁ.
Slﬁl|ar|y,dWM®WdtWD or nore groups are to be patched at the sane tine, the
pat chi IIeI each I within a
gr oup ggen§¥gg |gﬂlPC?ﬁ%g eS(llden ?y% $w§%$3$k€edt@ﬂﬁwn%%hnpgﬂ I's based
on a type amdhbbh@p@ﬁnmhehwﬁmnHMQmMNEKmﬂuma@hnh&nmnﬂwdmﬁmmmmESmmymalso be

pat ched |n require . a firs to be
Phstatt ed dhdepiaf e RO e ot BRr0r e CLRUHE B b HabBE 8% not ar 1 ea.
After a pahﬁmOMQﬂaﬁe@ﬂwbaﬁlmhiﬁﬁaﬁmy@eﬁaﬂhknﬂmnkbbyapdate service 610

d to determine if a reboot is.required of

and/or clo nager .can be us

t he machi ni‘ﬂ”gcg%f‘ﬁ@n%{)cﬁ ﬁ?leﬁhé‘f}?d&n‘ﬁesdﬂaa@&ﬁmeﬁ’ﬁt‘%@é’f‘*Jé?“}ﬁ bt (i f
necessary) sath@i@Ag haB1lows £506Kpslick ObreqGPD).t iRy GP@ILBvARhdBIheviBEsTdi Ng
patches to be appl.ied. This 30 process repeats until the nachine does not

need to hav %%%F“ﬁifr@oﬁatt@%%@a%?ﬂsu &6 cxpimels: hp&FO mwesPag HiB#dnashingat ches to
be appl i edmﬁlhﬁh@a&ﬁulﬂﬁre sStuf mﬁfaﬁ‘ﬁe@%fo@ﬂ%dfvhehfthe? aRalveilabiAbiiout t hen the

machi ne may be renoved f ron1gperat|on or rolled back to a previous state

bef or e t he 2patietiellrgsthatpdsigpt Bdthithe wmachiisp followinaaePe witeni véo-ingtal.enpved,
anot her maghi Bﬁh%% ﬁﬁh&ﬂaﬂ{] O tﬁ@mﬁ&nﬁé@lﬁﬁy'b%%ormo@i@@sucil%@fﬂe al;'il%'r:y 7 ShOWS

a process for patc ines In an online system [0085] Wien reading
t he di SGusoftha oolﬁnetShleflqeoumﬂm@sleéﬂ@ls@ib@uatﬁemglFhe sthedulmsand apidicapprdci at ed

that the | ol GaheORFEANMANSucRihaY A5 RHT STRRALAFR Radll fro\ii04 SHERLRD (1) as a

online service is minimized.
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sequence of conputer inplenented acts or program nodul es running on a
conputing 5system and/or (2) as interconnected nmachine logic circuits or
circuit medube®swiedhi n the conputing system The inpl empOTASR@N/0FH78H matter
of choi ce dependent on the performance requirenents of the conputing system
i npl enenting the invention. Accordingly, the |ogical operations illustrated
and making up the enbodi ments described herein are referred to variously as

oper at i ons joe8bf Uetidba hatRNi In%@%e a@t%ﬁﬁtl&llly e@mguﬁea 10 Ié]ﬁ@%&@p&ﬁf&im@ns

structural devices, acts and nodul es | emented in software, in

firmare, ierdepwenhrinpirepset Cpyl m@nagpr i5énay&ﬁ@l&“wreéldﬂﬁigﬁaltm@sﬁla@%r eof
[0086] Af t @ 12 pSkRllaORRY J%Hn%antolf'@erﬂ{@ﬁl@l?%a%?fg/tflé&a\f@leé0 operation 710,

where a patch |s recel ve As Tdi scussed be a critical patch or
a non-cri t i8Il paisted oGptyilegthe mi@l@hésallaprféhetroa@eleaﬁlpﬂ dreWaiisg yown as

possi bl g, Whereas , §ak Gt b ggtcl%gtd&mgﬁlf%qé,?%ﬁﬁl%@’ ih RUEH (ARG %Hl%g”' ed t°

be applied at a nore“convenient t ving to operation

machi nes t Ghe ewdiive vapigite bt pajcrhedfaretlth@itl[ﬁad ahl aae partiedned mtm@duﬁdhatext‘anpl e,
only a por n d t tch a [0088]
Fl owi ng tothogpp at ﬂa{bn%?g%epetn & s RECAI n‘gglgP atv)al?%getné 688‘9 5P rou (?Jp;h oned into
groups 20ofmankads inesollcdtien @@aphydidal machiges is&chuhz&dhetmarla ab D’Mmmwng of thain

applicatio atch to_.machines,do not cau i.sruption to the overall
S0B 1 11 Ay bR e ST AR MRS ea iR Raf BB RERe o fend

machi nas areu patkttirté MBathas ItﬁaOar@ISQlﬂpﬁldfrﬂhahmalh@ nlitr@od yn aMdetiihebadd ty

i ndependent A hi aval.l abl e i ndependent grqu f i cal

machi nes i ?‘agﬁll?%olﬁ alsp (%SWH glbﬁ‘?&“t%t LAY a8 Eﬁcﬁ?\%tca? ﬁ%?%géﬁé‘t no VMs on
any of theme2aib@incbglt apgvittomidhenes atRndralymvaatihal s tha\ve mohemsdames vi rt ual
machi ne rol e. [0089] Moving to gperation 740, the schedule to patch the

machi nes i SHRTEIGH 19EY T9IR&OTShg i eeryiee themthey aredat Ratghedat thisafsdtmer der t o

patch the %&wayo{hefmmns@ﬁo@nﬂacmia@ﬁm&@péﬁf@rmlngﬂﬁ@rd@@fo@mer&eh@sem& groups
of machi nes. Receipt of a critical patch may trigger the inmedi ate

schedullPng [¥88] appichedteite patelt cagh phthe grounpmax be datemineg asiag ddferpdy go t hr ough
a 30revi eWrrE'Elfb?l?ﬁ%rQ?afrfPﬂlg WHEY cﬂfr@ht 4l hab ka8 adnd Qm&t%l fiti e%@ V\ﬁ&%@lﬂﬁf ally,

critical patches are to be applied as soon as prac ereas
non-criti cahe panghesthagyoubemappt paschedpt the sapredinat W ben aegwrrent lpad is Ngbor di ng to
an enbodi gg.%g ' [(£090]

Transiti oﬁér%ht er a%@%bgg%a{eagﬁg, a%ﬁq&n%b&%mﬁ%)ﬁ@np arztadhgg a(l)tuapt of machi nes are
pat ched. A(Acowrdmggo aroermodenﬂm@dadwowp ie agtbhedfsequrtiafone mestimawrdil git ofip ar e

patc he(}()I n t}%%grr%lsa% Ve% F'IE h’ﬁc}ﬁan‘%h 1nes w?thfr%%& gﬁﬁ ag%%psa}nay%e?)gﬁg%f I%hed

sequentTal | I'ne Wt the gro een-patc and
reboot ed i fpanahqusmwﬂytmaenpwo«nemrergnm atego ﬁepatshedrat thp eanadt tiroe) the60.

patching may occur in parallel. The VMs to patch on each machine within a group are
also identified. The identification of the VMs to patch is based on a type and role of the
VM. The VMs on each of the machines may also be patched in parallel.

25 [0083] Some patches require a first patch to be installed and the machine rebooted
before a second patch may be installed. After a patch has been installed on a machine, the
update service 610 and/or cloud manager can be used to determine if a reboot is required
of the machine. Once the machine is back up and running after a reboot (if necessary), the
machine is checked to see if there are any more pending patches to be applied. This

30 process repeats until the machine does not need to have any more patches applied. When
there are no pending patches to be applied, the machine is considered patched. Ifa patch
fails, then the machine may be removed from operation or rolled back to a previous state
before the patch was attempted to be applied. When a machine is removed, another

machine may be configured to take its place.
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[ 0091] At decision operation 760, a determnation is nade as to whet her
there are nore 5groups to be patched. Wien there are nore groups to patch,
the procese wetossreg to operati on 750. When there are noPCIVS20M06219F oups to
be patched, the process noves to an end bl ock and returns to processing

ot her actions. [0092] The above specification, exanples and data provide a
conpl ete description of the manufacture and use of the conposition of the

i nvention. g@sﬁpemee@k&w Béess f&pataﬁngl&hm&@mm&a@sﬁ%mde wi t hout
departing fromthe spirit and scope of the invention, the invention resides

in the cl ail®#85he Vichasedme thywnetar of thepaTtinesprepAfaUbpreinsit shouldbe 1.~ A et hod
for patchi g, BRGH MESHE BRA @@Jaﬁ&% TGS %mb&ﬁﬁ'i@ﬁtb HeMpleMEGREA M) BY, @ patch

to apply to nmachines in an online service that conprises networks; wherein
t he pat ch isequance|of agmpus¢ramplemagnted fqty erairogsem atedalagiruaningan e cpmpwials pat ch;

odet er myni 2950%1# %hd?&“(fa')‘t a@%ﬁer&%ﬁn@&t@d ﬁlﬁ%ﬂuﬁ‘%ﬁ%le OR&iR] o &R‘EH BRMRL KfnhQnd ecel ve

applicatio erernt erm ne i nes conprise a
plurality @bmnﬁcﬁwmﬂsntTmﬁnmmmﬁmmmmmmgamﬂwr@kéomodth@mOWimne service; and

automatical | y. | ying the portion. of ural.ity of machines
t hat perfoP HERxXe1§mnan§9%8F%nlnmngmmn% ém%%%m%telmgnﬁghalnlng portion
of the pl urratortlinglyf tht Qrgiahopresions illustrated.and heking upda catbo@henddscribed t her

conprising, partitiani t he determ ned machines .into grou of _machi nes
such that HEEHHeETTRAR WRuERT SFRIRE: TRE RS E TSI TE Re servi ce
are paripit iopﬁ@tﬁbnb&'&Mﬁ&ﬂ‘al @dvide€asts ahdmoqflest gy ‘t@n@lpmﬁmented in softdare] e met hod of
Caim2, further ngr|5|n deteL 'nin any vi.rtual chi nes on each of

t 1n S g‘ﬁ

the machi ndE™VAE i) Prags et Iy oBeintea ﬂffé‘io

[0086] After a start operation, the process 700 ﬂows to operation 710, where a patch is
received. As discussed, a patch may be a critical patch or a non-critical patch. Critical
patches are to be applied as soon as possible, whereas non-critical patches may be
15  reviewed and scheduled to be applied at a more convenient time.
[0087] Moving to operation 720, the machines to receive application of the patch are
determined. For example, only a portion of the machines may need to have the patch
applied.
[0088] Flowing to operation 730, the machines to be patched are partitioned into groups
20 of machines. The partitioning is used to help ensure that application of a patch to
machines do not cause a disruption to the overall availability of the online service.
According to an embodiment, the machines are partitioned into groups that are highly
availability independent groups. A highly available independent group of physical
machines is a collection of physical machines such that there are no VMs on any of them
25  that belong to the same farm and also have the same virtual machine role.
[0089] Moving to operation 740, the schedule to patch the machines is determined. The
schedule is used to determine in what order to patch the groups of machines and when to
start the patching of the groups of machines. Receipt of a critical patch may trigger the
immediate scheduling and application of a patch. Non-critical patches may go through a
30  review process before they are authorized to be applied. Generally, critical patches are to
be applied as soon as practicable, whereas non-critical patches may be applied at a more
convenient time. According to an embodiment, each group is patched at a different time.
[0090] Transitioning to operation 750, the machines within a group of machines are

patched. According to an embodiment, each of the machines in a group are patched in

18



4. The nmethod of Claim2, wherein the patch is received by an update
service that is configured to apply the patch to the machines according to

a schedulwoteo1zpstwh each of the groups. 5. The nerhoased1 @AM 2,
wherein the machines within the network foll ow a 20group policy that
enforce restrictions on when to apply the patch. 6. The net hod of

Claim2, further conprising checking for an additional patch to apply to

the nachi N@Fral1tahihl shetigé. amp nﬁeﬂnénﬂiyqu)etpla@h@p@qﬁénam Wadnchct o the
machines in the group before applying the patch to the next group. 7.

A conput er maélaa%lmﬂém§liﬁ‘cﬁr9‘gbhaﬁﬁ@ﬁnmﬁch%1/%ﬁ‘ge®9%l!llfféﬂ“”é’ﬂéé@l?@ﬁ%é moves to

25i nstruct igeisod HerRBhehd ng machines for an online service, conprising:
receiving a patch to apply to machines in an online service that conprises
net wor ks; \#8lki At dersigraarstrtipe 760, 2 deamingive iomade a0 t¢ whethdr thyae oh merd a
non-critkic ; r ne of the
net wor kg t%louggéofdé ggép I@%t@%e%%@nﬁ@%&h&%%pmv& rgéesénl%ﬁ%ﬁ ttgrm ned

machi nes copprii@e’sa. Whendiere are ot anmortwerwsumhabem@edftberme@ssmneesrtol e for
the online S8V Lt .oning the determ ned machi nes into groups

of machi ned sucl?%og%%lfiretum?lporprocets%na‘%oar (?th)oélrsform ng the sane role for the
online ser \{/0(19@] afhe aimvb bpecioatbnbetavpin a@d ddtaemtndé wooraplete ldescgphanas;the

ey ng D REDBAELR SRRt TSRy T Bt Br R SredRb bt P ne-

schedulle. amentsqnsdaem frade Wﬂﬁ@hdéj}@ﬂﬁi@@ﬂ@hﬂtﬁsSﬁlﬁt@dnd@df@\tlod&leaﬁlfeﬁ)ﬂiﬂrﬂ the service,
conpri si ng: rocessor an a (of0) ter- r%iagabl e nedi un 5an operating

envi ronmenlmv§’f1 oI5 1 ths eé aliepaymg medi um and
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executing on the processor; a cl oud manager t hat

is couple

dto

different networks that is operative to nmanage depl oynent of machi nes and
conf i gur avpan120f54tehe net wor ks and that automatical |y scireaaises visbmans a pat ch
is to be applied to nachines in the online service; 10a data store in each
of the different networks that is used to store the patch that is to b
applied to machines within that network; and a patch systemthat is

confi gur ed Wwigapes temm@etisons, conprising: receive a patch to apply to
machi nes in an online service that conprises networks; wherein the patch is

at |east one of la crimceut forapishingmeachises ingm oRIHICHPRY I, GoaPERING:

determine the nRebiAEs ich B dhoRlio hEAThe R ik N REIMPLIRAQ recel ve

application of the patch; wherein the determ ne

machi nes conp

rise a

plurality @ﬁtwd@hwh@smtthﬁatatqbe& ftdeanh e ohnreriticg] patdhand pien-ontidahpateer vi ce;
20parti &ion the;dater ﬁ&%ﬂm@ﬁﬁ% Wihin étrléa% QYRR n%tfwo%ctt} d3&Re §;\5jﬁl@at§olﬂat

machi nes that are per rmng the sane ro e for

e onl1ne ser

| ce ar

e

part|t|one@fﬁ@pm@@nW®mememsmKﬂm0w¢hMﬂhmwgpmpnsalémdmyofnwdamﬂdnmt|caIIy
apply the %? ch to &8%&Hﬁam1f the%%royps before applying the patch to

anot her |%Hla¥m?r mﬁggv
autonatlcally amp@ymngﬂﬁh@%pa;mhpﬂdnmmqma&mamﬂmqmnMu@bfma

e systemof Caim8, mhereln

yliang t he
0 The

to each of t chi nes hin each, of the grou par

System of EPATTH B P DRAFELMERT HoreHb DTG R e rasRRate PRI Har oh
to applig t eachigesmachi nes within the group and applying the additional
to the 30 machiges i) hgh e FeRubS! Ao RRRpthRE phERES S ol ne

gr oup.

machines into groups of machines such that machines that are performing the same role

for the online service are partitioned between at least two of the groups.

3. The method of Claim 2, further comprising determining any virtual

15  machines on each of the machines that is to receive application of the patch.

4, The method of Claim 2, wherein the patch is received by an update service

that is configured to apply the patch to the machines according to a schedule to patch each

of the groups.

5. The method of Claim 2, wherein the machines within the network follow a

20 group policy that enforce restrictions on when to apply the patch.

6. The method of Claim 2, further comprising checking for an additional

patch to apply to the machines within the group and applying the additional patch to the

machines in the group before applying the patch to the next group.

7. A computer-readable storage medium having computer-executable

25  instructions for patching machines for an online service, comprising:

receiving a patch to apply to machines in an online service that comprises

networks; wherein the patch is at least one of a critical patch and a non-critical patch;

determining the machines within at least one of the networks to receive application

of the patch; wherein the determined machines comprise a plurality of machines that

30  perform a same role for the online service;

partitioning the determined machines into groups of machines such that machines

that are performing the same role for the online service are partitioned between at least

two of the groups;

scheduling when to apply the patch to the groups; and

20
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automatically applying the patch sequentially to each of the groups according to
the schedule.

8. A system for patching machines that provide an online service, comprising:

a processor and a computer-readable medium;

an operating environment stored on the computer-readable medium and
executing on the processor;

a cloud manager that is coupled to different networks that is operative to
manage deployment of machines and configuration of the networks and that automatically
schedules when a patch is to be applied to machines in the online service;

a data store in each of the different networks that is used to store the patch
that is to be applied to machines within that network; and

a patch system that is configured to perform actions, comprising:

receive a patch to apply to machines in an online service that
comprises networks; wherein the patch is at least one of a critical patch and

a non-critical patch;

determine the machines within at least one of the networks to
receive application of the patch; wherein the determined machines
comprise a plurality of machines that perform a same role for the online
service;

partition the determined machines into groups of machines such that
machines that are performing the same role for the online service are
partitioned between at least two of the groups; and

automatically apply the patch to a portion of the groups before applying the

patch to another portion of the groups.

9. The system of Claim 8, wherein automatically applying the patch
comprises automatically applying the patch to each of the machines within each of the
groups in parallel.

10. The system of Claim 8, further comprising checking for an additional patch
to apply to the machines within the group and applying the additional patch to the
machines in the group before applying the patch to the next group.
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