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aut hentication protocol for validating the existence of an untrusted

aut hentication chip in which a random nunber and an encrypted version of it
are produced in a trusted authenticati ofestdsi p and passed to an untrusted

aut henti cation chip. Theggp#mﬁgBFEM@A@H%W%EN%%T‘%e ¢qm nunber to

determ ne whet her it get e sane resul e trus chip. If so the
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second k eyau %ﬂtlcaw ﬁﬁ%. I:l' peSLBVHsteaﬁ;Wp@pts ih’ 1andom number to determine whether it gets the same result as the

trusted chip. If so the untrusted chip then re-encrypts the random number together with a data message using a second
key and sends it back with the data message. The trusted chip then encrypts the data message and random number with
the second key for comparison.

Figure: 171

(NI

*162162*

[

*G00002*




