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H GH SPEED REDUNDANT DATA PROCESSI NG SYSTEM Thi s
invention relates systens and nmethods of data
processing, in particular to data processing systens
5 operating at high speeds, with high | evel s of

. Two of the key issues for any data, .
‘”@?@@@%@%hg system are the speed and accuracscggﬂ?ﬂgnmﬁnﬂ

data processing. Many arrangenents for increasing
accuracy have been proposed; 10 however, such
arrangenments often require additional processing

St eps, gy ehe® LRRINDASC DRBS ertdesBieesek@l operati on,
i ncrease the cost of inplenentation, or both.
Accordingly, in sonme data processing systens speed,
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“nor circuits in paral l el nay be deemed undul y
hometeef ulsudh sowengerenhs taitcos redehte addidigasent s
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codes. C n-arrangenent has the

operation, increase the cost of implementation, or both.
hdocordingly, in some data processing systems speed,
accuracy and cost are conflicting reguirements that need to
be balanced according to the requirements of the data

processing system.

Maﬁy methods for increasing accuracy make use of
redundancy. For example, a particular function can be
implementea three times using three functionally identical
circuits operating in parallel, with the output being
accepted if at least two out of the three circuits give the
same output. Such an arrangement has the attraction of
simplicity, but the use of three (or more) circuits in
parallel may be deemed unduly wasteful in some

glrocumstances.

Other arrangements for increasing accuracy make use of
error correction codes. Such an arrangement has the
advantage of being able to correct some errors, rather than
gimply identifying errors, but the .overhead in terms of

data, and the data processing requirements, can be



30 advantage of being able to correct sone errors,

rather than sinply identifying errors, but the

overhead in ternms of data, and the data processing

requi renents, can be 2 expensive to inplenent, and

can adversely affect the data processing speed. Data
- processing circuitry is prone to many forns of erros.

One particularly problematiz formof error is

radi ation-induced errors, which gre sonetines
eXP@P%?Y%dtPo1@§LQ¥§PF'eﬁFﬁ%SGa%ragg?ﬁﬁ?ggeegﬁFCt the data
proPseLsng Hasiation-induced errors are caused by

charged particles, such as radi oactive particles

(e.g. alpha particles), or particles caused by high
DaBBCHE¥CcEOSHhE EaYSuQErgolar ppanti chesangausimg of erros.
~ ionization of the sem conductor of nennry.deV|Q§.t.on_
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incorrect. Radiation-induced efrors tend to be random
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oft e BARELPrbtesECRGTYEt 15 onCuht &% et VeF At sa
indataqi nputorM tBngacty previ dingomn ieut patursaiahd i csh be
checking nodul e has first and second i nputs and said
digEEBHY checkE g~ odul e has 2a conpare the outputs of

said first and second data processi ng nodul es; said

first checking nodul e ou%ﬁuts a first errogisggga
EXPREL & ati ™R SRSt hetelor TRotOSHE™S ret BAd €8E6n
thdat 3r 6 06esSing Mot esobave perf oraredrtchédsanmelternative

rocessi ng steps on said data received at said data

SOEHB&PPSaEB L3P eF seord’ (ﬁﬁ%ﬁ}%ﬁ;ﬁﬂ e is also

arranged to output an error signal indicative of

whet her or not said_first and second data prqQcessi
Inpgjuf &85 ha e B5& T of hed hel%‘%\erpetlpofldce&‘ia%eg %P\eﬁjsroc‘)ﬁ%ed °
dasai §rdatea Jiaeei mpttat sahsk tatrey | apdtrasaingufti r stirartd and

secaond. checki ng nodul es are | ocated _on _physi cal
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chtbikidgi npYtinl1saj d fhesdicheckd ny roidulte autlputscbndstdata-

and second data signals correspondi to_sai ut.put s
Prefesatact it &md %@%oﬁ&c aﬁg”%FEE%QgF%gpﬁgggngTﬂ“e seme
prbespeshiyvekypsant sritth fidsdiwend second i dpud sigput, with

sai d second checkinq{) dule r C%Lvets%kgc E%St@?qﬁle has
eagdc i at d'%Si FhalS From s &7 " clécking “modul e
rizBd Said sthichd iiAput sofinsaisd iseeendndhebkihgngodadiele has

receives said fjrst error signal fromgsajpd first -
CigRecking oS LRBISScon Checki g odim 5 beithg Second
inphranged st:a dclreek tt ktcout put scdilehecteise theckunguts of

nodul e. : . .
said first and second data processing modules respectively:

&ome of

and said first and second checking modules are arranged to



3 In a second aspect of the invention, there is

provi ded a nmet hod of data processing conprising the
steps of: passing a data input to both first and

second data processing nodul es; arranging for said

first and second data processing nodules to perform

t he sane processing on said data input; passing

out puts of both said first yand second data processing
nmodul es to said first checki ng modul e; and arrang%Pg data

cofigpre| r §heandserdid cHeckP g moduf ek t 8"6ut pi=°
or®EEQE 1 Sk 9RR)aul1Rdi;catd Ve ef rwhethrickahgnohos@l ¢l bukstits a
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an@nd $86andi¢hecidng smdul emdane sl ecated Mt phyesi cald ysame
separate devices and said nethod further c%gyr ses . )
ProRessiBps SHEPS pREsishd ds At o fEreiy esf a4 rttand Pyt
andeGond dal-anpr eeessiing meduhes ifa emssaid-fdd@id to output
checki ng nodul e to said second checki ng nodul e i d
ant 6GEPReFLAREh aPAiFaE ®P rof Wynatt i MdiRak i vt dffirst an
sepghhes-0f Rt sald i rabaands second gatrd opimedesshag same
nodul es have perforned the sane proceSS|E%ﬂ§£g%% on, t s
PrOSPES Al aSEBBE| P8d SAt Is&cd3ddter St 2t Gt ThPuts

saghecki pg: modiy e Gheeki Nnghtbri vyt pidE11efs t Beef i Letated on
checki ng nodul e. I n _exanpl e enhodi nents, in one for

phﬁfﬁécéﬁéﬁkiww eSeR}eeF bgiséléii r%%‘??%dt Kecking module
nadetermiing whether sananet rkhecputputs wbathe dursticantirst
second processing nodul es are the sane (indi atin%

anphateqigicer faF2 h&s 96&4ar ret) SPOHENEr it FRATI CRTPRGS ©F

salifal ;38ceLRAr sBasnacedtbedlrockBsone hoatlcbhecopépuively;
of one of the data processing circuits.is inverfe

) , ( dhsok.
anghata ithef tReekPRE MEEANSs HEErhi RE ®ASChet® Trhot hecking

mokil€ cO¥LPHE $c05at RerlikESt apndssecQNdaPtHCOSGhAYs from said
nodul es are the sane (indica |ngaégat an _error ha

Ligegurvedr1ag &qq‘@reerén?i feit Cat t R&P Yo dr r%arlciaiecond

chRegUhEedhduld ExanplesernBod mentss pnavrdesidatsA from said
processing, duplication, thereg% introdugiqg : be
firggunekfeyiid BOCELE er bt s SeEGPEhere ST eE Meidst 82119
arPheGe8SLAYCEE EPStIRE EoCERfut £hOUWhd Fipatakhebkingthodtle.
any error checking algorithns during the processing,
the data processi ng speed can be high. Further, by
provi ding the data checki ng nodul es on physically
separate devices, the probability of a '
radi ati on-i nduced error being undetected is reduced.
In one form the first and second checki ng nodul es
are provided on separate integrated circuits that are
| ocated on the same circuit board. However, the
checki ng nodul es coul d be provided on different
circuit boards, or indeed, further apart,
particularly if use was nmade of wireless
communi cations systens to pass data for checking to
t hose checking nodules. In all such arrangenents, the
devices are to be regarded as being physically '
separate. An advantage of physically separating the
checking nodules is to reduce the |ikelihood of
radi ati on-induced errors occurring in both checking
nodul es in the same nmanner. It is highly unlikely
~that identical errors will occur in two physically
separated devices. The said first and second data
processi ng nodul es may be | ocated on physically
separated devices. The first and second data
processi ng nodul es could be provided on separate
integrated circuits that are |located on the sane
circuit board. However, as described above with
reference to checking nodules, the first and second
dat a processi ng nodul es coul d be provi ded on
different circuit boards, or



i ndeed, further apart. In one exenpl ary enbodi nent,
the first and second data processing nodules are 5
i npl enented in separate field programmabl e gate
arrays (FPGAs) that, in use, are |ocated on the same
circuit board. The first data processing nodul e and
the first checking nodule may be |ocated at the sane
physi cal |ocation, for exar®ple, they nmay be
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ee
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irs checklng modul e are
chb8pl eqent el ©n aréi fstated egn apleds cta i tsemir alife devices

anfogont data. arocesshng TRdule A0 Lhe sacqnd eheckiding
said outputs of said flrst and second data processing
medules frqm_ said first checking module to said second
checking module, together with a first error signal
indicative of whether or not said first and second data
'processing modules have performed the same processing steps
on  said data received at said data input, the second
checking module3¢hecking the outputs of the first checking

module.

In example embodiments, 1in one form, the c¢hecking modules
"are logic «c¢ircuits that determine whether or not the
outputs of the first and second processing modules are the
same (indicating that no error has occurred) or different
{indicating that an error has occurred). In one form, the
output of one of the data processing circuits is inverted
so that Lhe checking modules determine whether or not the
outputs of the first and second processing modules are the
same (indicating that an error has occurred) or different

(indicating that no error has occurred) .



second integrated circuit. In one form the outputs
of said first and second data processing nodul es are
passed to said first 6 checking nodule, with the
first checking nodule outputting both said error
signal and said outputs of said first and second data
processi ng nodul es to said second checki ng nodul e.
Thus, in this form the outputs of the data
processi ng nodul es are first checked by the first
checking nodule, with the outputs of the first

el NGnBERdubenbel norS/ierkedaby thosmcong chiaoki ngion,
nmodul e.

I'n one arrangenent, the fiyst checki no
theasbhvi rbtt 2l SdeondeFRPEELCAndCs gfezt egég'c o%rdrog‘l%e'c kﬁ%&er’

simodul g has figst, psecondiand $higd input scamhierei mut  in
said first and second inputs of said iir§§u§Q§qﬁhg_g the
pamddled 1 eciéinge it M OUEPEES BRESar f1T%e" and secon

prd%easksﬂrngge%%iengia%d Weslespackpeelyasabd hight Further,

"checking nodul e outputs first .and second data sj
b;corme:sfrj@ﬁmgng e s qj:aout%c&lgg SglloéuEFFst o%ndb99§£§ally

<Segond datg; processiNgprBsub eFi respecta velayliandoa-induced
ITst error Signal indicative %f whet her or not said
efiqrstoedmd s8E6RECE&Ealpr 58855Thy nodul es have
perfoi LLi ed substantially the same processing steps

on said data .received at 4 datackRpyy; said first
.Ianan%e%%ﬁmri?ﬁﬁné?%ﬁtéﬁF%%gﬁgﬁhd cﬁecki%g_nndule

bBGELY EnsaigtoiiiEetl andsspaoH dACETEGRACSTFIbNT S I

first checki ng. nodul e an | d 4Rkl d ddhiprtrof c8ai d
a§§c%ﬁﬂa%ﬁ%éﬁﬁ%Eenﬁaﬁﬁec%ggg?%gg said_firstrer[or
SaRahg f FeMIsal dolilisbecheokidrgl FBAEHEeTFRtORET Fidtm
a third checking nodule i vided; ~dhethiEduse
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to output a signal _indi i of whether Qknnot said
FPPSERIntP SBES dc%ggglﬁgg%éég%ng modul es. have

pentgbhthes, swestanticak] greheo SMBeprEEEsSENGeStEps

p%gsgggg 139 aé gpa!r%%t. . The a!it}éﬁgaé:é" eakLRg=fmduhe sBpYrheing
the checking modules is to reduce the likelihood of :
radiation-induced errors ocourring in both checking modules
in the same manner. It is highly uniikely that identical

errors will occur in two physically separated devices.

The said first and second data processing wodules may be

lLocated on physically separated devices. The first and

second data processing modules could be provided on

. . .
separate integrated circults that are located on the same

cii’cuit board. However, as degcribed above with reference

to checking modules, the first and second data processing
modules could be provided om different circuit boards, or
indeed, further apart. In one exemplary embodiment, the

first and second data processing modules are



7 physically separated fromone or both of the first
and second checki ng nodul es. The third checking
nodul e may be physically separated from one or both
of the first and second data processing nodules. In
one exenplary form the first data processing nodul e
and first checking nodule are inplenented on a first
integrated circuit, the secand data processing nodul e
and the second checki ng nodul e are inplenented on a

- second integrated circuit and the third checking
spduhentsai 1| erentac dmeadt$¢¢§¥QWMﬁ§é?aﬂ%%F(ﬁfféﬁﬁt

each of those, integrated 1§ t be. L qvidedron
fﬁ@ﬁ§énﬁhﬁ?rcﬁ?ﬂ“ﬁgaﬁﬁ orE%%%hﬁgp%ﬁftggﬁ g%barased

S @i, scussed above. In one form the outputs of said

first and second data processing nodul es are passed

to said first checking nodule, with the first -
Gheeki-ng a@@ﬁngrdhﬁqmﬂﬂglmgdbbthﬂghﬁ@eeﬁﬁé$tSﬂﬁﬁ%ﬂngnd

said outputs of said fir a QLesshing
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£ihYs, chackhhs domme the det pmpéemnftel@e odaghfferent
intEgrated circuits; those integrated circuits may be
placed close together, which has a number of advantages,

including simpler wiring, which tends to increase the speed

of operation.

fhe second data processing module and the second checking
module may be locatéd at the same physical location, for
example, they may be implemented using the same FPGA.
Alternatively, the second data ?rozessing moduie and the
second checking module may be implemented on different
integrated circuits; those integrated circuits may be

placed close tbgether, which has a number of advantages,

including simpler wiring, which tends to increase the speed

of operation.

Tn one form, the first data processing

module and the first checking module are implemented on. a
first integrated circuit and the second data processing

module and the second checking module are implemented on &

second integrated circult.

In one form, the outputs of said first and

seccond data processing modules are passed to said first



processi ng nodul es are checked by the first, second
and third checking nodules in turn. In such an
arrangenent, the error output of a checking nodul e
may be set when either that nodul e detects a m smatch
bet ween the outputs of said first and second data
processi ng nodul es, or when the error output of the
previ ous checking nodule is set. At |east one of said
signals indicative of whether or not said first and
second data processi ng nodul es have perforned
sehstkang i adduler herisanEhpr bEeEsihgebtsh S0 1 §aPHEPEEting
datg, [ g%&'é’ﬁ%rats Lg Qﬁ&asélrw%tﬁ% he REQYI deds@sing
an |nput to at least one of said first and second
a@ndr@ﬁss$wwgeﬁ§duge@0d¢¥ﬁﬁm¥@ fotisaraderppgking
out put of %ge thlEHlCh§§ ngtggqﬁl |s provi ded as an
|npdf€io tHe’first chec “fie error si gna
tdfathie sdd e pbaclesmﬂﬁh@oﬁlﬂr@sﬂ asPoEtES] FyeRbadl BY Care
g%vgnﬁeg'hg& 'ng%gah@e hﬁitﬁ he o espbiiss Qaff anRaktigul ar

ta processrng step be discarded.
Alneernag imehyl e bhenm gh‘aq:kﬁtdn@t&’ 8¢ fearopsc kheekine

f| rd%tlepr CeSSI ng.no ?egeﬁ:@n 316% e]::dstto i ndi cate that
e resu °bf 2 particular data processing ste

meukmg)mqtb@eahee finsorrnd GeRPRAniteItsr aptt patd f4erpnd
m%e £°V' 12 %ES'EL gLd &&%ﬁh.gﬁﬁﬂﬂhrﬁlﬁﬂ 8 Set

¢hecki ng nodul es out puts a S|gna
|wihdreadu m@ltdhat.rtshean@lt@m@dofm§at%i off petdaRézsecond

gta foce%%ﬁng aggﬂbsstﬁé% gglt sane. fIPstegdﬁ@Fes

enever any t he checking no
deten@sdama @mboessmngrmmmulﬁﬁ reAgedigivellie erE@riirst

?:P%gl%:lﬁ% %Bg%mgagag}gﬂwf@% LQqat Bec it Rk, T fﬂgﬁ)gf or

Fovi as an input to one or _
bbEIehﬁdhqdmgcessBagdn@mmmwﬁﬁ Oﬁoﬁayidhgwé o ssecrd data

SH3GAL GO g LESULL S O AIRALLACH Al b 6E55 fma
§tep°% or Use”in |at| e repeating of &
@aﬂitaﬂﬂw&roﬁawaether or not sald first and second data
processing modules have performed substantially the same
processing steps on said data received at said data input;
said first and second inputs of said second checking module
receive said first and second data signals from said first
checking module and said third input of said second

. checking module receives said first error signal from said

first checking module.

In one form, é third checking module is

provided, the third checking module being arranged to
compare the cutputs of said first and second data
processing modules and to output a gignal indicative of
whether or not said first and second data processing
modules have performed substantially the same processing

steps on said datea input. The third checking module may be



processi ng step. The said data input may be a seria
data input The functionality of each of said first
and second data processi ng nodul es may be defined by
data stored in one or nore nenory nodul es. A single
menory device may be provided, which is used by both
said first and second data processi ng nodul es;
however, it is preferred thaf the 9 functionality of
said first data processing nodule is defined by data
stored ina first menory nodule and the functionality

Qlyseid secand. data professl og modular ibedettaodty
sto n a second mem)rlyIHS d since t

aevmfdis PerEALE aFOBEOBF enst Fus eeckﬁﬁgn A edar{fag be
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stk gy nodul e bastEP oI HEST PBCE r&EF?%%a and
r Qc e id n%é&‘éﬁa BQQQrgﬁﬁﬁfes@Qh@uﬁcﬁilﬂ@ahn\ﬁoﬂhﬂ srmxond
ftecte y any of the data checki ngl F rate
@h\@:MJGWOﬁhéEdﬁtfa %‘ﬁ@b@m‘?%duaﬁsa LEEHE FBFETENCIng
%H_[E{P:r Bétn_l ocaLi oN1 1A sRiskRMabyuI®dd dp)etehial ng &
uncti

onality of said data procesal ng g %c .
ﬂwr@marq@geateﬁecelﬁﬁ‘zil?np%ﬁc% BROSE dRtRIpacketS

By gae D &ngnhﬁﬁgeéarhé‘fc%&&&tombaml o ngytie
ge us, the processi ng steps carried out may

Peridicd @reeau:af:@ﬁ dRef 6 eFHSSFECREPES: as defined by the

said code. Exanple enbodi nents work well with

packet - based data processing, although they are not

ki nbhedrdom suahe usesutds dfs ageld RaehnalA the art,

r?kneé dsa‘@a %@b@gsbépgsﬁgdﬂbém&)é gﬂﬁaaad:ctlmamafim
Cf iS currently the dom nant svvlt

d:mdénaig)g@duéed WhtBhBLE nf BiTre CRBETIR S Fcﬁ’?‘ﬁ%‘l’“tmg
rks_hy. r n vidyal» packebst ofodakadbeiveemnd

%%E% Hot eéa%c%%gér gagﬂghl !la%ks aEhat mbght Obe shar ed %/
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a &%Lt a file hota.much sAeblalg Rreked So@:fmﬁ&tlag whih said

error signal and said outputs of said first and second data

the

procesging module TO said third checking module. Thus, in

this form, the outputs cof the data
processing modules are checked by the first, second and

third checking modules in turn. In such an arrangement,

the error output of a checking module may be set when
either that module detects a mismatch between the outputs
of said first and second data processing modules, or when
the error output of the previous checking module is set.
At least one of said signals indicative of whether or not -
caid first and second data processing modules have

performed substantially the same processing steps on said



10 packet including additional information, such as
the origin and destination of the file, and the
position of the data included in the packet wthin
the file. Wien the packets are received at the
destination, the original file is reassenbl ed.

Devi ces and nethods in accordance with the exanple
enbodi ments will now be described, by way of exanple
only, with reference . to the acconpanyi ng schematic
draw ngs in which: Fig. 1 is a block déa%amof
asn ckodh reat aofsaink deices #APUF i@h R OV1de F" 2
IS a schematic representatj;op; of- the Lupshdanadd ty of.
Pt &P Fhei%?gf%ucge 23?' I%%&£ ?1 be Fig. 3is a
E)ggbgsggﬂ?%w@légg pardneoffcdrive frbrctionality of the
circuit of Fig. .1 hY mdhid1s @stabb@ided as an
‘?:Fé?ﬁi’n%tﬁflftnﬁga%%% htgirlqgaﬁlegjfiﬂtl%e functionalit E‘gjfn -
theuCitCuht ofrdi grhebkiFagmPEris s '@%PBER%%%‘# R
a processing system. j.ndi - gengiahby oy pdensed to
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conprises first.4, s nd ,6; ivdiRi rdp8 dad@al that
ﬁ?%é&ﬁ”ﬁr& %Fo%k%?azﬁ%e%qfi %gfeggtgs pr?cessi n ia%I ock_ 4
O Spekathi ris¢ atst processing TRsBULecB Gndrasd t°
first checking nodul ~erhe barpr 86688t
Broaets Cofpr %sr%m'gléﬁ(]:%r? %a?%gg?éolgle%gi ng nodul e 14"
and arseoandechepkaingl.nodul e 16. The third data
processing nodule 8 conprises a third checki ng nodul e
18. The first data processing nodule 10 is coupled to

ﬁ%rﬁof}ﬁ\/ia%e AQiort r?o%tpl.lt flag is

- ded, wherein said error output flag is set when any of
‘indicating that the

provi
said checking modules outputs 2 gignal
outputs of said first and second data processing modules

are not the same. The error flag may be set whenever any

of the checking medules detects an exrror, without waiting

for the errcor signal to propagate through to the output.

The error flag may be provided as an input to one or more

of the data processing modules, for example for use in

discarding the results of a particular processing step, or

for use in initiating the repeating of a particular data

processing step.
The said data input may be a serial data input.

The functionality of each of aaid first and second data

Droceésing modules may be defined by data stored in one or

more memory modules. & single memory device may be

provided, which is used by both said first and second data

processing modules; however, it is preferred that the



11 second data processing nodule 14 is coupled to a
menory device 22. The processing system 2 receives a
data input INfroman 5 external source. The data
input IN-is a data packet, that packet incl uding
i nformati on regarding the processing required to be
perfolLnmed on the data within the packet. The
processing information is ingthe formof a code that
references instructions in the nenory devices 20 and
22. 10 The first 10 and second 14 data processing
fodidiesaeackh sBcehvé fheswalegai RPRECINIIF PERYIhich
hey extract, the, progessi N [ id Sthe
A Eee g Ut Eo L0 Sbe THE br 56659 NS B orhmt on
o cohbakn 1kpse £ uski dnsedaroindahie HEPRFSPiSEVIe@FD 18
r egar di the processing st [ ongit-he
AT B orRe PSP Y R L B
1AL & 014 susesethéaprooasisnsg dinf 69 MmaticofRip bt &oh2

instrucgtions _fromthe dey] L dy e
i v

THes i chheff thst sdfe angnsac onduld . dafw Pedcessi gy one
modul es use the nenory. deyi 20 ang. 122 hesheagidel ¥
@ﬁ?q%bﬁmﬁﬁf?a%?ﬁg,pﬁf%ﬁg?#e%%ggcggsing cgde§fepefbed =
Hdromibe i dat ag i aputrediN beivigrubetht drreeEPERBE e

data stored by the, | ook tables.. T MpLY; S ces
B ??uﬂﬁygp?ﬁﬁt%l%xégpn%I%?‘ebga%f np ‘et%nt edl usin
BBbrsictabhyt sizedofiastrdqoess dRAMertHead ki FReerrec
person will be re_of y -t apl M ces. g khe
qqqﬁﬁ?Slﬁhaﬁdwgﬁggﬁﬁoigb%g%%xﬁg%ges i%? E%du es then
AR ngUkopl106€SSI Ng Steps on the

in one form, the data input includes a

code referencing a memory location in said memory module(s)
defining the functionality of said data processing modules.
For example, the data input may be a data packet, the
packet including header information including the said
code. Thus, the processing steps carried out may be

different for different packets, as defined by the said

code.

Example embodiments work well with packet-based data
processing, although they are not limited to such uses. As

is well known in the art, packet switching is used in many

data communication systems and is currently the dominant

switching technology used in the TInternet. Packet switching
works by routing indifidual packets of data between data
nodes over data links that might be shared by many other
nodes. Packet switching involves breaking a data file into

much smaller packets of data, with each



i ncom ng data on the basis of the instructions

received 30 fromthe nenory nodul es 20 and 22. The
processi ng nodul es 10 and 14 are intended to

i npl enent the sane functions; 12 accordingly, the
outputs of the first and second processing nodul es
shoul d be the sanme. The outputs of the first 10 and
second 14 data processing 5 mbdul es are passed to the
first checking nodule 12. As noted above, the data
processi ng nodul es 10 and 14 are intended to perform
tireksanenopeding orldisicdefl et BlRttiRe  nERBRy 2fodlf ey igin

Za%daﬁgsg%%a%ﬁ her data dinput .4 and ;sheul dnt Bereforg s
provide the same data outputs. In one formof 10 the

i impdntednin tiee foachetciskingtimdille - colfparesheapirkets
hi. f t fq 0 | ¥ EQEessi l e
R T COr T eep ORI G b T of The oat o or T he
secgpduldbtd. processi ng. nodul e 12, outputting an error
signal if any correspondi ng outputs of the first and
second processing Mnodules differ. In one gartigular

Rebioth rermtd ofe e nven® Pens e otit it ToF  ERETREToREPOAImente

4&¥Efiﬁgﬁcﬁésbggc99ggﬁe %é_h%ﬁ'@ﬁ”éiﬁhﬁﬂéoénlp,b@iﬂ@ reference
passed to the first checking nodule 12 the first .

chedki rgamdans ity EREATAGEPUTEABHIST rot Eignal in
the event that any correspondi ng outputs of 20 the

first and second data processing nodul es are the
. sane. Fig. 1 is a block diagram of an embodiment of the

present invention;

Fig. 2 is a schematic representation of the
functionality of part of the circuit of Fig. 1;

Fig. 3 iz a table demonstrating part of the
functionality of the circuit of Fig. 1; and

Fig. 4 is a table demcnstrating another part of the

functionality of the circuit of Fig. 1.

Figure 1 is a block diagram of a processing system,
indicated generally by the reference numerazal 2, in

accordance with an embodiment of the present invention.

The processing system 2 comprises‘firét 4, second 6, and
third 8 data processing blocks. The first data processing
block 4 comprises a first data processing module 10 and a
first checking module 12. The second data processing block
6 comprises a second data processing module 14 and a second
' checking module 16. The third data processing module 8
compriées’a third checking module 18. The first data

processing module 10 is coupled to a memory device 20: the
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There are a nunber of types of errors that m ght
occur in the data processing system 2 that shoul d be
detected by the checking nodul es. For exanple, one of

wb B ARy y devices 25 20 and 22 may be i ncl gge/:c#3006/004720
error ‘and the correspondi ng data processi ng nodul e

may i nplenent an incorrect function as a result or
one of the data processing nodules 10 and 14 nay
i nclude a physical defect of some kind. 30 The first

sebeski gk i@ sb2nBasobill £e oukpubspléded id serdd
se¢ond outputs are sinply the inputs to that checking

4GFe’qi.e. they are sinply the outputs of the first
and WD 20071091005PCT/ GB2006/ 004720 13 second
Brocessin nodul es 12 and 14 respectiyeh¥ ,_Wth the
ThRi PECOR FEEHG™ ReTETTOr oG pat® de¥dtt bdl sy en
ekberhdir esdeput shef abbe frigsd 1wheski ngat R Xek? that
forn1thej§ three inputs, of the second checki ng nodul e

PRERETHHE 4 HEIs ¢BORITR hETki TiFOAEE e-1% FREIFETCt he

reftipps 0f Heheekirbsheandn SQEORE LAl OCESEL NGRS . 10
nd 14. The secand checki ng nodul e ﬁroce ds to carr
T3t PTRE SRS OR CRPAGLPR 30 tHS FRER T <t Caﬁﬂ&vzrlﬁé

repdubecds? iand rogtpohs an JKk: ety Sagnraded md hagevent
Tggat‘.a msmatch is detected. I n addition, e erro
t

Lstorld Rcs SEGRESCheCH iy BTOAaFE S Htias, 28
riefefifle efHOdaFiagABbut STRUL fitim pithethiéy séxtoheakithg

nmodul e, 12., The second checking nodul e 16 therefore
PBPGYP G HOETLRTr <rinal Fot ReSrErLn P Caeong

uesb ptihs @R she nauti pabsmatidhed bbshid it second fdom
tgrocessin nndule§ resgq&tiv Ly and the, third output
A3l b

§ PHEORY M7V EFgrdl TeTRDSEY MEe PHRE TR 2 Art FovPded
pasfbhe drmMpites da@at haptibi 10, Similarly, the second

proceesing module 14 uses the processing information to
chtain instructions from the memory device 22 regarding the

procegging steps to perform on the data input IN,

Thue, the first 10 and second 14 data processing modules
use the memory devices 20 and 22 respectively as look up
tables, with the processing code received from the data
input IN being used to reference the data stored by the
look up tables. The memory devices 20 and 22 wmay, for
example, be implemented using any suitably sized fast-
access RAM; the skilled person will be aware of many
suitable devices. The first 10 and second 14 data
processing modules then carry out érocessing steps on the
incoming date on the bagis of the instructions received
from the memory modules 20 and 22. The processing modules

10 and 14 are intended to implement the same functions;
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20 checki ng nodul e 18, which checki ng nodul e has the
sane functionality as the second checki ng nodul e. The
third checking nodul e 18 outputs an error signa
E | ndi cative of whether or not an errorg
55%%@%%’ by 25 any of the three checking nod Bﬁﬁ%&uno
together with a data output, DATA that represents t he
data i nput as nodified by t%e data function being
i npl enented by the processing system 2. The error
aSEGRRInFRROBhE SoRtE PVt £lagk ageaitoPUind GddRdl bEkdkessing
dat a checking nodule 12, which enables the 30
m@@%%§%§ﬁﬁ@1§fbﬁ E%?t?%mﬁar packet to be discarded as
soon as an error is detected. In one formof the
i nvention, the checking nodule 12 is arranged to

ThasPRRRAESt RE BREaL1VEF 200 ProoTe08RET GSPi66 PI0%98802

mBEQLES TR0 pABdHle8c 1ohand r14 tRetepeAtmcmdat a2. as
processi ng step _when an error is _detected. In other

nPEeREERIVey hELP ndRAR | BFPCTIFENHaPad PRk St® i c AT

1 RF OCESP IR0 pRFFSEmI Shdetatd efelkst 8bHPlaE diema;e@eﬂy tie
one fornroF

the inventjon, when any, one
mEHREK | BRAHSEUP B 2Bet &ek LThhEr PBFR WP rIcS‘Tr arﬂ%aah?%ld
tB8te Nl RASSeMet Ont heameater batpeheckimy omdbem of
When any of the error checkin Sﬁﬁe crecerves

teﬁbwemia@nrt REeef+BPT ot RE ™ OmpaTes ealh bit

of the output of the first data processing module 10 with

w

-~

the corresponding bit of the output of the second data
processing module 12, outputting an error signal 1f any
corresponding outputs of the first andrsecond processing
modules differ. Imn one particular embodiment of the
invention, the output of the second data processing module
14 is inverted prior to being passed to the first checking
module 12; the fifst checking module 12 then outputs an
error signal in the event that any corresponding outputs of

the first and second data processing modules are the same.

There are a number of types of errors that might occur in
the data processing system 2 that ghould he detected by the
checking modules. For example, one of the memory devices
20 and 22 may be include an error and the corresponding
data processing module may implement an incorrect functicn
ag a result or one of the data processing modules 10:and 14

may include a physical defect of some kind.

The first checking module 12 has three outputs: the first
and second cutputs are simply the inpute to that checking

module (i.e. they are simply the outputs of the first and
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MERRCR is imediately set and the data currently
bei ng processed is rejected. Thus, the detection of
an error can quickly be used to reject the data being

w(pgﬂgx;/ S68d; it is not necessary to wait for ppag 0
FS'?O 'on of the data processing step to de?e/rcrl;lzor?gl 720

that an error has occurred,s MIn this manner, the
t hroughput of the data processing system can be
i ncreased by not continuing to process data that is

589 AL 1 hE)] ﬁ@&@ﬂasmzt Iaaeldg neundspddiatvedy)er wothhilse
been detected. 20 Fi

i B @S EEOS o % e It G B FESCBI HrPdF t he
g|4rcg|t of Figure 1. Figure 2 shows a data packet
a being received at the . in t of a f
The gRRT R tFEE S BhcE PO Sdzc 658t BY nJ|?en gﬁg f% lf?C the
thPREKSLMZ8A ofl ﬂh@aé@rbdnﬁﬂ cheeoidtngy puadkke Q&b iBws, the

recei ved at the 2 ut of, a f ct
seqptfl PHeCH iR FPBRTB Dok e i '° FH dakfa%g‘gc ef ot

MQSEE?EH?@ ﬁgtc@sggggemo@@hah g sd rmmi Imver’th@l sergudoVi de
a dat a packet The data packe 24a re
Chﬁﬁﬁlﬂﬁtﬁo@%lprpﬁe@?sttﬁ% Kivg ocléstg?lﬁg syﬁgltnéei1 % a3
fu?ﬁ&&?hbﬁg ﬂb@?ﬁ&x@ﬂdch@@]’cikdj:‘ weodudge 1rzdanﬁdremmws R

e functiopality require to bel IEN he
erFBﬁCFF%a%IHb@eZSXe’gBdt% ﬁ}lsq‘aunctl oné%?le%esCSE ‘063"
add®tion, the error output of the second checking module 16
is also set if an error signal is output by the first

checking module 12.

The second checking module 16 therefore provides three
output signals: the first and second outputs are the
outputs of the first 10 and second 14 processing modules
respectively and the third output is the error signal.
Those three outputs are provided as the inputs to the third
checking module 18, which checking module has the same

functionality as the second checking module.

The third checking module 18 ocutputs an error signal ERROR
indicative of whether or not an error has been detected by
any of the three checking modules, together with a data
output DATA that represents the data input as modified by
the data function being implemented by the processing
gystem 2. The error signal ERROR is provided as an input
fo the First data checking module 12, which enables the
processing of a particular packet to be discarded as soon
as an error is detected. In one form of the invention, the

checking module 12 is arranged to instruct the data
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and 26b inplenent a function Z and are the data
processi ng nodul es 10 and 14 respectively of the
processi ng system 2. The data packets 28a and 28b are

t uts of the processing nodules 10 ang .1/ '
WQE@"’@’?\{’@ packet 28b' 5 sinply being an inve??g ahsilrzo

version of the data packet ,28b. The data packets 28a
and 28b include a nodified code id2. Each bit of the
dat a packet 28a is conpared, in series, with the

pESFSBSpENcagl bkt 1 0fatatia packebe28ba &Wc%@%o@é&@ir%@
30. The data packets, 6 28a and 28b shoul d be identical,
SHTRY “é’eﬁ?h i £T6PT dht adeﬁ%\?ﬂg@g'%&nsﬂ%@a e Pér Bhde
ilg\iéef)ﬁ‘ﬁfcﬁjl:]]t tth@bHHEaCﬁrﬂﬁ_&pQ&dmgchi & %Jfocﬁéﬁgﬁ.n@aéfkﬁé? is
‘.. Thus, |, resenti ng corresponding bits of the
d%%?%eﬁa&feﬁém%égaﬁbe%@egﬂat the inputs of an XOR
gate, the output of the XOR 15 gate shoul d al ways be

1. Accordi ngl¥ if the out pulgn of the XOR gate 30 is,
I3 % dCIh g sFAGe P YHER B dPEBr AR Qf £o§ Sherkne
meiwlds fdegcks afterddie, ¥oRegabe 80adhby efdr and passed
ti %emen s the error, checking circuit 12. 20 The
Qr %@@ﬁ%n?rﬁ?rlz?lé%‘?}‘éuﬁ BroWGes BP0 (fp RS peleRt
cIRAA ncAmodoYest edesitdar ol pit-opacked, DARAZrasd aftput

or, fl.a R As descri bed .above, - i

S G AR RUBCEIY 5 oriis 85, I3 T Ly Pgine
pradderRtisC regaeted of ®IusQr $hienddadar PPOESShNGrror can

systens. A proplemw th such errors is that they, can
TR e BaRaO Py oot sHA HaBE B Pnd Sd e b AV £
néwoldammsagrycenavad: 30 Hre cegbiéelfoR&F Imeulidra

contai.n the data word "010111" (as showain Fi gure_2)
P Attt dbe For i idhr SFAFn et g ror has obctired.
In this manner, the throughput of the data processing
system can be increased by not continuing to process data
that is going to be rejected on the grounds that an error

has been detected.

Figure 2 is a schematic representation of the functionality
of part of the circuit of Figure 1. Figure 2 shows a data
packet 24a being received at the input of a function block
26a, with the function block 26a outputting a data packet
28a. In parallel, a data packet 24b is received at the
input of a function block 26k, with the funciion block 28b
outputting a data packet .28b. The data packet 28b is then

inverted to provide a data packet 28b’.

The data packets 24a and 24b are the data input IN of the
processing system 2 described above and include a code id,
identifying the functionality required to be implemented by
the function blocks 26a and 26b. The function blocks 26a
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w2007/ _091005'PCT/ GB2006/ 004720 16 function bl ock 26a,
the register 28a contains the data word "010110"
(i.e. the final bit is incorrect). The register 28b

Wd:?u L 6GhdsY contains the data word "010111",
re s;i}édrs 28b' stores the data word " 101000" 5C$ﬂ%§§0%04720

the.XOR gate 30 shoul d conpare the output of the

regi ster 28a (010110) and the output of the register

28b" (101000) and detect an error. 10 However, due to
an@ badi ShpTemdimiduc gdnekion, 7. thel ¥0R gheedata facicasedds

t he output of the registe " Q1"
mofithgF bY t3UF WhitaTH F‘gﬁijya% thle1'pr| nsg g%ythg-_anbz).
Th?ndatégﬁa%loétfeiz%ctaﬂdhesﬁram ﬂh’e tolaepuuspuf gfe t he
unction C a The cir f
PIRCETE Hes “f‘ @@%H&cﬁnﬁ 1ﬁbd‘ﬂllrteh(s: ? RSP C]ge’flhzea one
Slg@d;yl ﬁca@z!é@vuén i ihﬁ:giﬁde vfarsim tdhie be»eeﬂprcar paskeinaFdko
escri bed above th t c¢h
R LT

Each bit of the data packet 28a is compared, in series,
with the corresponding bit of data packet 28b’ by XOR gate
30. The data packets 28a and 28b should be identical, and
each bit of data packet 28a should therefore be different
to the corresponding bit of data packet 28b‘. Thus,_by
presenting corresponding bits of the data packets 28 and
28b’ at the inpﬁts of an XOR gate, the ocutput of the XOR
gate should always be 1. Accordingly, if the output of the
XOR gate 30 is zero at any stage, then an error has
occurred and an error flag is seb. The XOR gate 30

therefore implements the error checking circuit 12.

The arrangement of Figure 2 provides a data output packet
DATA, an inverted data output packet DATAZ and an error
flag ERROR.

Az described above, radiation-induced errors are a
particularly problematic scurce of errors in data
processing systems. A problem with such errors is that
they can result in an error being undetected. Consider the

following scenario:

The register 28a should contain the data word “0i0l1l” (as

shown in Figure 2) but in fact, due to an error in the
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20 radi ation-induced error, then the checking nodul es

16 and 18 would still be available to carry out the

check. It is extrenely unlikely that all three

ﬂ% jg nodul es would be affected by a £ PET/GE2006/004720
|at|on i nduced error in the sane way. n or

to provi de additional sechity, t he checklng nndules

12, 16 and 18 are physically separated. Thus, even if

there is a high level of alpha particles (or any
eubhesn parddkces | ickel YegOstausear adhation-tinduzed word

errors) in the VICInItﬁ of , one of thg checki ng
“OFBHLPES(L tthe tERafEES L b

3F o WEPTFRFeE checki ng
nodules will be simlarly affected is further
reduced 2007/ 091005PCT/ GB2006/ 0Q4./20 17. 1 "
Thenﬁﬁﬁh%#ﬁ%HQQHwqarrﬁﬁégVnGQEEﬁ%ﬂ? Qgﬁ 8 BRI At |y vl

arspaLat é}if&clﬁlemg mdukestd?, dath &nddlSlaZt@OO" Thus,

| ement ed di f.f er ent fleld pr b <
cri RSSO PR SERPBFRCHF GHLPRE Banels rarayer
26l bl doadrh thinexeputt be &haﬂnaJMSmgrnaahleSlQ&ﬂmOd

be further separated, for exanple by placing the
argh&ekrAly I ERAEE on different printed circuit

However, due to a radiation-induced error, the XOR gate in
fact reads the output of the register 28b’ as “101001”" {the
finai bit of which is read as a “1* instead of a “07) and
does not detect the error in the output of the function

block 26a.

The circuit of Figure 1 provides three checking modules,
rather than the one module shown in Figure 2. 1In the
exemplary scenario described above, even if the first
checking module 12 did not detect the error due to a
radiation-induced error, then the checking modules 16 and
18 would still be available to carry out the check. It is
extremely unlikely that all three checking modules would be

affected by a radiation-induced error in the same way.

In order to provide additional security, the checking
modules 12, 16 and 18 are physically separated. Thus, even
if there is a high level of alpha particles (or any other
particles likely to cause radiation-induced errors) in .the
vicinity of one of the checking modules, the chances that
21l three checking modules will be similarly affected is

further reduced.
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boards. | ndeed, by making use of renote
communi cati ons technol ogy, the checking nodul es could
be separated by a large distance, in an extrene

the three checking 10 nodul es coul d-PRehihsmos720
“K?ﬁﬁ éb@ﬁt countries. There now foll ows a tr|V|aF

exanpl e denonstrati ng an exenplary use of the
functioning of the processing syStem2. 15 As noted
above, the processing system2 is well adapted for

Img@naMﬂMpléaéat@atkmhsfiﬂhé devegt dorc,odme( bayeinaf 1er
referre

e e functlo alit f
=S sber Rt g hfb@s %, a5 908 b AR spetanphYed by
d elkizerng, fthédQﬁr@ngmmﬁhhaggsyeteﬂméys SF@S@Q)tﬁhat are

ackets .i nel udin tate.

‘?unccfl ona% t §*0F ?%}tﬁdggelsrgfdgﬁabn% %fﬁ “¥hg- 15,h‘?n
cmﬁuﬁlng:mbduﬁesasodlﬂIhamfurﬁhakeséﬁﬁmaﬁadn fiBr example by
placing the checking modules on different printed circuit
boards. Indeed, by making use of remote communications
technology, the checking modules could be separated by a

large distance, in an extreme example, the three checking

nmodules could be in different countries.

There now follows a trivial example demonstrating an
exemplary use of the functioning of the processing system

2.

As noted above, the processing system 2 is well adapted for
use with data packets including a code (hersinafter
referred to as a state) defining the functionality of the
processing modules 10 and 14. In the present example, the
processing system 2 i1s used to process data packets
including a 2-bit state. The functionality of the

processing modules 10 and 14 in each state is as follows:

State Function

00 Input unchanged

01 Every second input bit is inverted
10 ‘ Every third input bit is inverted
11 211 inputs are inverted

The data input IN is a serial data input, with the state
information being presented first. Accordingly, the state

information can be extracted by the processing modules 10
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| nput unchanged 01 Every second input bit is inverted
10 Every third input bit is inverted 11 Al inputs
are inverted 25 The data input INis a serial data

gith the state information being pre%@ﬂh%%mmmmwm
vw#ﬁﬁ%@ ﬁbcordlngly, the state information can

extracted by the proceSS|n% nodul es 10 WO
2007/ 091005PCT/ GB2006/ 0047 5

and 14 and used to obtain the required information
regarding the function required to be executed by those
modules, which information is stored in the memory modules

20 and 22,

Figure 3 i1s a table showing how the algorithm defined above
works with some exemplary data inputs. The table shows a
number of 10-bit data inputs, each 10-bit input including a
2-bit state. The 8 remaining bits of the 10-bit input are
processed according to the algorithm described above, and

the output generated is given in the table,

In the first and second lines of the table of Figure 3, the
state 01 is received indicating that every second bit of
the inputs should be inverted by the processing system 2.
Thus, in the first line, the input 11100101 becomes
10110000 and, in the second line, the input 01101100
becomes 00111001,

In the third line of the table of Figure 3, the state 10 is
received, indicating that every third bit of the input
should be inverted. Thus, the input 11111001 becomes
11011101. '

In the fourth line of the table of Figure 3, the state 11
is received indicating that each bit of the inmput should be

inverted. Thus, the input 10001010 becomes 01110101.

In the fifth line of the table of Figure 3, the state 00 is
receiving, indicating that the input sghould be unchanged.

Thus, the input 11010010 is the same as the output.
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18 and 14 and used to obtain the required informtion
regarding the function required to be executed by
t hose nodul es, which information is stored in the

dules 20 and 22. 5 Figure 3 is a tapl
ws @aﬁ%8&¥0m1the al gorithm defi ned above mongggﬁﬁFw””W”m

sone exenpl ary data inputs,y The table shows a nunber

of 10-bit data inputs, each 10-bit input including a

2-bit state. The 8 remaining bits of the 10-bit input
Thake A& PFOLRSELG 2GRl aguil d tcatigar thépaesitliebed

above, _and the output generated i Lven in_t
F1pHbPE. P HE FIHS 08 A SRt (THERTE 1t he't g%fee of
exBBUE edSsct s imtion)lthe s@nrited nikcalisg drat
ever

y .second bit of 15 _the inputs oul d be.inverted
soBy RS JeRE R ey ST S Tt T R TERETq N8 ae
a the Bnpetpddd 0Bl beeorrs A&l (RGkangelen the first

second line, the input 01101100 becones,001 01, .20
chegking ?ﬂ@?@l%%é’%"‘f&'ﬁetﬁ%b BB & %I,l&tjl??eass at e
and0nl Sah@Cehvett s idiflicgabingidinatl myewythhilel sdiomadk A7,

the .input shoul d be.inverted. Thus, the . nput
5] 59180 F S S0 HRTER S s HRn SERehH o B, Bogpte
1¢t.hechabhe 8&xEi glid: Tyclihe shate=dhd sheekbtngeaumbdule 16

i ndi catjng_that, each hit of the input shoul d
OYERVERT BB FRLY, VTR u?n‘?[o%oﬁslgp bec?cr)lr%eg 01%%101.
outputs an ervor signal E;, with the signals A'‘, B'' and E;
forming the inputs of the third checking module 18. On the
next clock cycle, the_third checking module 18 outputs a
DATA output, which is derived from the data inputs A’ and

B'’ and outputs an ERROR cutput.

Consider the following scenario, in which the outputs of
the first and second data processing modules 10 and 14 are
intended to be the data word 01010111. In this example,
the first data processing module 10 operates correctly, but
the second data processing module incorrectly outputs the

data word 0100011,

The data flow through the circuit of Figure 1 in this
example is described below with reference to the table of
Figure 4, which table lists the data wvalues A, B, &', B’,
E,, A'', B'', E;, DATA and ERROR for each of a number of

clock cycles.

The data words are output by the first and second data
processing modules 10 and 14 in series, with the least

significant bits being output first. Thus, at the first
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In the fifth line of the table of Figure 3, the state

DO is 30 receiving, indicating that the input should

be unchanged. Thus, the input 11010010 is the sane as
wo %-’@MP ut. WO 2007/ 091005PCT/ GB2006/ 004729(3%,?%]3;511%@4720

now ows a sinple exanple show ng the possib

flow of data through the c%rcuit of Figure 1. In the

exanpl e descri bed bel ow, e outputs of the first and

second data processing nodules 10 and 14 are referred
cibexasy@ N ad Bdespeeti velns s0aréheotiext. clmek other

cycle, the first checking nodule 12 outEuts t he Qata
dafApht &S A dBRRTA 2BREE ARESFubput s

S|gnal El, wwth the signals A, B and El forning t he

guts of t he second checkin nDduI 16. %h t he, next
OHCF eKnRKe | L K SEe ohBS HETRIOHG Hﬁ UFe 96 2 $Butput s
(whbe datard Mt asand Bhd as ,AanandhB’ caner cnﬂgmtls oan

error signal ,, Wth the signals A', B'_an E .
(lPéFﬁ?FubnSf rFél%l‘r?p&tEsn& SERET) Hi &’HEHEEk?‘ﬁgEde & 18
inEBnthe dexd WilQe kel @; alhee tHai hewchepkt aga nmdulee 18

out puts a DATA out put, %;IS deri ved fron1the data
Ag@ﬁautghwr%@waﬁ@tauﬁm i ERROR GUPBHR Y™

Consi der the follow ng scenario, in which the outputs

of the first and second data proceSS|ng ggdubgﬁ %%
Onaf§Be1BSRF A3 1t SHEFRF t GPHPTHE WSt §-@BFUS0to1d1 1P 4 A
belcbins EXapbe, 20 tHle the Sireddbasps dgesss g il bedne

operates correctly, but thawﬁgpond dat? p%ocess ok

AB8eH B i ifbr? et SRR S P daPE ol d BT080 1T

B, Thergatiaesfd @udhrough (hbgicivoeni L) ofr&igresertddnathhs

and B.

on the next data cycle, the DATA output is set to be the
previocus values A‘‘ and B’’, the error sigmal is set to be
0 (no error detected), the previous signals A’, B’ and E
become A’7, B’’ and E,, the previous signals A and B become
A’ and B’, with a new error signal (again 0} being set at .
E,. The next data bits (this time both 0) are presented as
A and B.

on the next data cycle, the DATA output is set to be the

‘previcus values A’’ and B'', the error signal is set to be

0 {(no error detected), the previous signals A’, B’ and §
become A’‘, B’' and E,, the previous signals A and B become
A’ and B’', with a new error signal {(again 0) being set at
E;. The next data bits {1 and 0 respectively) are presented

as A and B.
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25 exanple is described belowwith reference to the
table of Figure 4, which table lists the data val ues
A B A, B, E, A", B'", Ey, DATA and ERRCR for each
er of clock cycles. 30 The data WORg$cER6/004720
W(g%(%ozjﬂ%]% the first and second data processing
nodul es 10 and 14 in serieg, with the | east
significant bits being output first. Thus, at the
first 20 clock cycle, the data bits A and B are both
onlthdheeaot Wettedatalbi t Shal@TnkHoRHT R PR &9 B8t E8Cas
X in Figure 4. ,0n eghext data, cyclesnd e Prav @dsShe
PETEI 063 ‘%flﬂu%sar‘?‘d Baéa(%ot'h 1) ar]eC c_)utﬁ%t as A and B,
o dnd ¢heomrdedrecsiegnal the gyewdicest shgheherd’ i $'hend B
error), js put S Hue Thesnsyt g%@mm daliasbbtSome
beFB%?hgl)' aér)'e %%téi %@WE% nepuyt}st and B. Again, the .
A'r endi Bi ng Teitsa tdingnahovareies 2 €TgRKndR nSeaeriasd t fence
next, g RE e¥LQUS SigRakfeAerr& ARMhaEl B
thgeg%%r%g%%%% ?n&’te%% tﬁe previ gus signals A and B ’
isheeonat AL. aritheBnexl dhta W dbogh 8) gRaf RERERTTSS) 2
A%%hn set at B. The next data bits (again both 1) are
presented as A and B. 15 On the next data cycle, the
DATA output is set to be the previous values A" and

‘ 0n3£het98x€rééﬁafﬂ¢8¥§, kSeSEiTA @ Qur is set to be the

previous values A’’ and B’’, the error gignal is set to be
0 (no error detect), the previous signals A’, B’ and B,
become A'', B'' and E, (B, now indicating an error), the
previoug signals A and B become A’ and B" and the next data

bits (both 1} are presented as A and B.

On the next data cycle, the error signal E; propagates to
the error output ERROR. The data output is unspecified
(X), since there was a conflict between the data wvaiues A7
and B’?. Thue, the error originally detected by the first
checking module 12 has propagated to the output.

T+ should be noted that in some forms of the invention, the
error output could be used as an interrupt signal that is
jmmediately passed to the output ERROR, rather than having
toc propagate through the entire circuit, as described

above.

The processing system 2 of the present invention has many
potential applications. For example, the data processing
modules 10 and 14 could be programmed to detect particular

patterns of data and to output a flag whenever a particular



O (no error detected), the previous signals A, B
and El becone A", B" and Ey, the previous signals A
and B become 20 A and B', with a new error signa
é being set at El. The next data bi&ér&ﬁﬁ&ﬁnm¢no
h 0) are presented as A and B. On the next
data cycle the DATA outpuj, is set to be the 25
previ ous values A" and B", the error signal is set to
be 0 (no error detected), the previous signals A, B
paBPdrE i hetametld,. Binangcibsn Hiplpeeviaus tSieg malasepof

dBb A B' [
CnEabr ARG)S BeFAGPEBEeRt LR RERD HACE B8 r1 Bhd

palriesneetdael yhraeenps psesief s¥araied. amtufiher? 1 mény

t he next data cyc¢le, the DATA out i S set, t be t he
CrﬁPEVEB%@“%Ia&8§¥Ath‘HﬁdC%“rYtcﬁbt éﬂegaf; %‘?Jg‘haﬁm ®set to

fubet Qohfonergikedet oct @d)a; thiee previ prscedginal syAtemB2
and E1 becone A", B" and E2, the gVIOUS S|gnals A

woRhd BE ETONE H SRS ERACEFTY THH's T e THOVERAT
error is detected, since the values A and B mere
different, and the error signal El is set at 1. The
next data bits (both 0) are presented as A and B. 10
On the next data cycle, the DATA output is set to be
the previous values A" and B", the error signal is
set to be 0 (no error detect), the previous signals
A, B and Bl



becone A", B" and E2 (E2 now indicating an error),
the previous signals A and B becone A' and B and the
next data 15 bits (both 1) are presented as A and B
On the next data cycle, t ? error signal Ey
propagates to the-error oGtput ERROR The data output
is unspecified (X), since there was a conflict

CLAIMEEt ween the data values A" 20 and B". Thus, the error
originally detected by the first checking nodule 12
has propagated to the output. It should be noted that
in some forms of the invention, the error output

1 R DRSS SR G LA el s o
proces3igimglules, pno fiesg abe sédumdulgpha cﬁaa:kmgtmcrdylaﬂ Wbarietn as

CEHEN % SRR s PR 05 L EPa gkl perom e
same processicangibes on Hatadeceivaskal sekigiaty inpotl wltla@agfa)pwtﬂhrn;@n output;

cé%i% frsp gh%{kﬁ%r @H{iﬁg gtag fﬁj&tav\ﬁtgﬁg%é !n‘ﬁHﬂngrr}dr’%iﬁ gédbﬁd Qhecking
module has flrst and second inputs, whereln said first and second inputs of said first
checking module receive the outputs of said first and second data processing modules
respectively; and _

said first and second checking modules are arranged to compare the outputs of
said first and second data processing\ modules;

said first checking module outputs a first error signal indicative of whether or not
said first and second data processing modules have performed the same processing
steps on said data received at said data input; and

said second checking modu.le is also arranged to output an error signal indicative
of whether or not said first and second data processing modules have performed the
same processing steps on said data received at said data input;

said first and second checking modules are located on physically separate
devices; |

said second checking module has a third input;

said first checking module outputs first and second data signals corresponding to
said outputs of said first and second data processing modules respectively; and
'- said first and second inputs of said second checking module receive said first and
second data signals from said first checking module and said third input of said second
checking module receives said first emor signal from said first checking module, the
second checking module being arranged to check the outputs of the first checking

module.



22 pattern is detected. In such an application, the
state of the incom ng data packets could be used to
~reference the particular data pattern(s) being
searched. Further, many CEMptographlc al gorithns
carry out relatlvely sinpl"e 5 functions on packets of
data; the data processing system 2 woul d be well
2. SAideedl ptessanid yysnem mmﬁeunntdlmm @Be:@lmsm first.ahd second

cata PSSR 0 RAALE [ SEB o0 g RO APy g

second data checki ng nndules wher ei n: sai d
first and. second data proces nmodul esyare gac
3 aﬁ%xaeweaﬂagr?va?qwﬁﬁeclggw@s FRL B Ll oz, further

cei ved. at

comprbmgpatfhlrd Zhecimgaﬁnagwﬁagf n@ﬁ%&wﬂgpﬁ%ﬁﬁﬁ St PQ‘%?P fst and
h
seconfepis DRRGFLBIBTRLIPR AN & ORRRY SPH Qg Pl WRHHeF of BBt aid

i cond of 'said first che nodul e receive

fst 2 et HG%SPFS?G%QQJI"‘P‘?‘P%% R B IR B TP SRy gers on
nodul es spec ivel and said first and

Smdd%@ﬁﬁﬁﬂv t es are arranged to conpare the

out puts of sald first and second data processing
nodul es;

4 A data processing system as claimed in claim 3, wherein said third checking

module has first, second and third inputs, wherein:



said first checking nodule outputs a first error
signal indicative of whether or not said first and
second data processi ng nodul es have perforned the
same processing steps on §gid data received at said
-data input; and sal d second checking nodule is

%Ei: Tﬁ%&“@ Eﬁ%@?rﬁ@; ;9.355'5? t&%jl?%ﬁ’irﬁg : 9?%%““3%?'3%‘%@teés"}’ﬁgﬁ%‘f”d‘“g
to said, gyiguizaphoRg BB SECd) AT GoTeRpg: ouiies St and 2
S A
modUISR RGPS RS £0¢ FPE EPoSBe SiRPocll 3 oglalegSUES &l S8 cata

. ~corresponding to said outputs of said first and
input, second data processing nodul es respectively; and

S b3 BRSSO I 9 an

f id first checki Ddul d ' hi ' ) -
ot G5B S e SO AR AL B ] Bt o
sS4 R AL ST it SRR R g e

out puts of the first checking nodule. 24 2. A data
processi ng systemas clained in claiml , wherein

said first and second data processi dul gs are | .
5. AGRBASRSHIY SYEEM §° SEYAPE IR AT T Be S 4 i the third

processing systemas clajped in, a on f_ claing .
checkiBqnaag (i PRLICAT PEPPt Sy TaT: FR OO TG HoP A Shecking

arranged to conpare the outputs of said first and
moduldcond data processing nodul es and to output a signa

i ndi cative of whether or not said first and second
dat a processi ng nodul es have performed the sane

' processi ng steps on sai.d data receiv at [d-data . :

B. il?-,,{,i.@fq prog;gsgmgj. )(séerﬁ.rq&gglg]eﬁgm Saiygto&% Scl%lmg%d&i \&Itle‘r?em said
st S o Mg o L e S mes ave
performed the same processing steps on said data received at said data input output by

said third checking"modi,ne is provided as an input to said first checking module.



25 sai d second checki ng nodul e outputs third
and fourth data signals corresponding to said outputs
of said first and second data processi ng nodul es
respectively and a secondzgrror signal indicative of
whet her or not said first “and second data processing

- nodul es have perfornmed the sane Fro%essfqﬁ stegszﬁp ¢
7. sApatagueeeseieg SYHIEE 2 Claied ifahYPigIpTpg claim, whergig;aj least one
first and second inputs of . ﬁig Hgird ﬁheckin m)duledI
of saick wgralsyiadisaing ATNEHSNP NPbTAY HISHERLSSSGH APE RPosi- 0% podules
' second checki ng nodul e and said third input of. said. .
nave IO HHECRATID PRAGEHES 1S58 o841 SPiR BSElRY 2Pl et nput is

~signal fromsaid first chechr&gnvqgle. 5, A data
provided a% a ¥iPHEtos) iashPag ofsaid rshandsecpay ARle REpCesPigg mopules.
wherein the third checking nodule is physically
separated from each of said first and second checking
nodul es. 6. A data proqessLng S steglaslcla%qﬁd in_ ..
8. afvylatmeroppssIcadysiens apFIBMe i ARY ATEEHIRY HafRafUrtner comprising
i ndi cative of whether or not said ;%és% and se ong hecki
an ergaPHtpPt §e®S¥NeTBINNERIY ST RANRYT i8R 113 STedNPR S WalfeSald checking
processing steps on said data received at sai d dat a qul
moduigs gutputsu® ignabipdicating that toe Hi5hERT FGCPRBHIE Rracessing modules
provided as an input to said first checkjgg gnqﬁle.. ¢
have et performaddbe sae BERSESSIAG SEPS PB sriddal] LeCaied phsalhfata input.
preceding claim wherein at | east one of said signals
i ndi cative of whether or not said first and second
dat a processi ng nodul es have perfornmed the sape in th
9. photriasPAgesSinepSYIPMsar CIAmed PeBd PEFeRtnds il .gapgrein the
: input is RrOV|ded_as an input to at Ieaét one o;ﬂgfldd ¢
functioniality t of serehsefcenidl figelt aDch PRI SPTREESFIgUMadules ds dgfieg by data
' processing systemas clainmed in any preceding claim
storedfi pp& eF MEEENHEMENGodHe®r ror out put fl ag,” wherein said
' error output flag is set when any of -said checking
nodul es outputs a signal indicating that the first
' and second data processing nodul e ave not perforne .
TRy - S A R c&s@' 411 SIS MbSTcinaBe TURHOGaI of said
-t AEOERRRECRHYSTRSI a8t € i
: said data input. 9. A data €rocessipghs stem as d th
first pegcassiegl madulnip gefireddbynglata siofRd harfErhMeRiery module and the
functionality of each of said fiG%t gﬁd copd di g
functignelly eaf ssaity Saerd| FOCRSSINgMORRlE 'Bf[ e b¥ 1R F9ed $ha secon
or nore nenory nodul es.
memory module.

11. A data processing system as claimed in claim 9 or claim 10, wherein the data

received at said data input contains a code referencing a memory location in said



10. A data processing systemas clained in claim?9,
wherein the functionality of said first processing
nodul e i s defined by data stored in a first nenory
nmodul e and the functionalijy of said second
processing nodule is defined by data stored in a

second nmenory npdule.. 11. data processi ng system
memoRemepdeIR AoTNG gt Hi 0B L g PRgHERE % TErE Rt a

received at said data i nput contains a code

referencing a nenory |location i.n said 27 nenory

modul e(s) defining the functionality_of said data
12 ppsretbed Atdate alAcessing qIMPTRINENR GRS dat a processi ng

conprising the steps of: passin data i nput .to both
£ PASSING. HetadRo Ep Bth 41 AB secaTifiatmpBrgpRsing moduies;
arranging for said first and second dat(&lé)r oce%si ng_l
nBANGERg 105 sprTirelrand 356 0Rd, AR T BRRSS U TP BIFSIQ ReTILY dhe same
i nput; passing outputs of both said first and second
procesitdOTh$e 83te ARHtnpdul BASSING SWPHSt ?fﬂ%f{lh éﬂ‘éé&%ﬁ‘f second data
modul e; and . ar r_an%iil ncgjll?f_or first and second
processingoRPHyesinRAidlrst ehesinginode: & for si gnal i ndi cati ve
of whether or not said first and second data .
PRIGRKH rigr HEd AR sREY ﬁ@?%}%ﬂoﬁﬁé r?éﬁ%f R SR Fgna
~ steps on said data input, ngll ldi’nfi rst .and les h
indicativec 6h avhaiRik Ph@ohodifl dEstapnd 1S669R% Jakh PRIF ST Iag Modules have
, separate devices and said nmethod further conprises
perforngd the gayge grocessing steps on said data input,
said first and second checking modules are located on physically separate
devices and
said method further comprises the steps of:
passing said outputs of said first and second data processing modules
from said first checking module to said second checking module, together with a first
error signal indicative of whether or not said first and second data processing modules

have performed the same processing steps on said data received at said data input, the

second checking module checking the outputs of the first checking module.

13. A method as claimed in claim 12, wherein said first and second data processing

modules are located on physically separated devices.



passing said outputs of said first and second data
processi ng nodul es fromsaid first checking nodule to
sai d second checking nodul e, together with a first
error signal indicative ofawhether or not said first
and second data proceSS|n& nodul es have perforned the
sane processing steps on said data recei ved at -

14. détfﬁe’fﬁ?ﬂba% clatnpd KedyrNecHAANA o 2ABdul e TWHISE PEP'P?B”?'H%"he step
outputs of the first checking nodule. 13. A ne

of pasa‘glgdh@uf)#wfﬁ of Rathjsaidyfyst m$wd§§fajpm0?§%mgamdgl@é 6?1& third
data processing nodul es are | ocated on physi cal

checkisg papduleowherginceaid thyg chegkingn maduleots agandes fﬁeﬂU’fPﬁt an error
any one of clainms 12 and 13, further conpr|5|n

-signal gdigatiye ob adstheg or et saidfietsansk sasepd datd proppssind 5&‘?6“‘95 have
second data processing nodules to a third checking :

performgd fecsamhaiospsdirgstars An #3d @ACIRPYHg nodul e i s
arranged to output an error signal indicative of
whet her or not said first and second data processing
nodul es have performed the sane proceSS|n% steps on

15, sAimptanst 25 ¢iaipied in clegn 14, ivghefopmpsiskodhesigrs AT cI al m
14, further conprising the steps of: g ,
seAsgingLRAsL pYtPYiE of il st and a%r@nw@%aroaawgpm@e%@% g said
nmodul es from said second checking nodule to sa

seconti mhewmw@tqéw@gt%am third (chgein: Mapten tegederoMith ér?e&P"d error

: nal indicative of whether or not said first and

sngnals eitfe phmiepies e ot Agidrisel Anskseca0@ dat PEFRRENG Migdules have

same processing steps on said data received at said

perforpgd $he samme procassingsifps AR gald dlata reepiked atsad @tminet or
cl-ai m 15, wherein the third checking nodule is
physi cal |y separated fr0n1each'of said first and

second checki ng nodul es. 17. A nmethod as cl ai ned
16. Ajmethay agfaiped & giaig 11@&6@"11615 M!?f%?hecfaﬁﬁﬁﬁﬁﬂ@g fregule is
step of

physically separated from each of said first and second checking modules.



provi ding said signal indicative of whether or not
said first and second data processing nodul es have
performed the sane processing steps on said data
received at said data inpg? out put by said third
checki ng nDduIe as an inpdt to said first chécking

nmodul e. 18. A nethod as cl ai one of. .cl ai
1. At RSB RaFY S "Fhio T Hthe? Sorbsie g e of
at | east one of said signals indjcative, of or .
pl”OV'dﬁetsascbﬁ'Snﬂ" 'P@Patb\’ﬁd’fs"\é‘@ﬁ?ﬁi Ut Sﬁ'rdcf@%ts%’?dnﬁe"r?ﬂmgd{ Easpmcess'“g
have perfornmed the sane processin on sacg Eat.g
o Cers Beramegine Same pTPsRsena Renoh ARl beged 2 gl data
: said first and second data processing. Iels.
input oot RY SBEHEE SRSCKING RSHG £5 S oUnG SR R AR P
18, wherein said data input includes a code

referencing a nenory location in one or nore nenory
nodul e(s) to which said first ?an econd data

o Gead AyciAied i SnKAve chelaBisT2 oy de%[?ﬁSrCyn]pgglgg ths, step of

defining the functionality of said data proc
pl"OVIdﬁgcﬁhl%%S% one of said signals md!égtlve o? Whether of nbt said ?|rst d second

data processing modules have performed the same processing steps on said data

received at said data input as an input to at least one of said first and second data

processing modules.

19. A method as claimed in any one of claims 12 to 18, wherein said data input
includes a code referencing a memory location in one or more memory module(s) to
which said first and second data processing modules have access, said memory location

defining the functionality of said data processing modules.



