CROSS-CHAIN TRANSACTION PROCESSING METHOD AND
APPARATUS, ELECTRONIC DEVICE, AND STORAGE MEDIUM

RELATED APPLICATION

[0001] This application claims priority to Chinese Patent Application No. 202110853182.7,
entitled "CROSS-CHAIN TRANSACTION PROCESSING METHOD AND APPARATUS,
ELECTRONIC DEVICE, AND STORAGE MEDIUM" filed on July 27, 2021, which is

incorporated by reference in its entirety.

FIELD OF THE TECHNOLOGY

[0002] The present disclosure relates to the field of blockchain technologies, and in
particular, to a cross-chain transaction processing method and apparatus, an electronic device, and a

storage medium.

BACKGROUND OF THE DISCLOSURE

[0003] With development of a blockchain technology, the blockchain technology has been
widely used in various industries. In each industry, a blockchain system may be constructed

according to its own need, so as to store own assets by using the constructed blockchain system.

SUMMARY

[0004] Embodiments of the present disclosure provide a cross-chain transaction processing
method and apparatus, an electronic device, and a storage medium. The technical solutions are as

follows.

[0005] An aspect provides a cross-chain transaction processing method, performed by a first
node device in a blockchain system. A first blockchain and a second blockchain are configured in

the blockchain system. The method includes:

receiving a cross-chain transaction request of a terminal, the cross-chain transaction
request indicating a cross-chain transaction to be performed between the first blockchain and the

second blockchain;

running a first service contract on the first blockchain based on the cross-chain
transaction request, the first service contract indicating a first execution manner for the cross-chain

transaction on the first blockchain;



executing, on the first blockchain through the first service contract, a first transaction
event of the cross-chain transaction, running a first cross-chain contract on the first blockchain, and
determining to execute, on the second blockchain, a second transaction event of the cross-chain
transaction, the first cross-chain contract indicating a second execution manner for the cross-chain

transaction on the first blockchain;

storing first cross-chain transaction data to the first blockchain through the first
service contract, the first cross-chain transaction data indicating that the first transaction event is
already executed on the first blockchain and that the second transaction event is already executed on

the second blockchain;

obtaining second cross-chain transaction data from the second blockchain, the
second cross-chain transaction data being obtained based on the first cross-chain transaction data,
and the second cross-chain transaction data indicating that the second transaction event is already

executed on the second blockchain; and

sending a transaction completion response to the terminal through the first service
contract and the first cross-chain contract, the transaction completion response indicating that the

cross-chain transaction is already completed.

[0006] Another aspect provides a cross-chain transaction processing method, performed by
a second node device in a blockchain system. A first blockchain and a second blockchain are

configured in the blockchain system. The method includes:

obtaining first cross-chain transaction data from the first blockchain, the first
cross-chain transaction data indicating that a first transaction event of a cross-chain transaction is
already executed on the first blockchain and that a second transaction event of the cross-chain

transaction is already executed on the second blockchain;

running a second cross-chain contract on the second blockchain based on the first
cross-chain transaction data, the second cross-chain contract indicating a fourth execution manner

for the cross-chain transaction on the second blockchain;

storing the first cross-chain transaction data to the second blockchain through the
second cross-chain contract, and running a second service contract on the second blockchain, the
second service contract indicating a third execution manner for the cross-chain transaction on the

second blockchain; and

executing, on the second blockchain through the second service contract, the second

transaction event, continuing to run the second cross-chain contract, and storing second cross-chain
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transaction data to the second blockchain, the second cross-chain transaction data indicating that the

second transaction event is already executed on the second blockchain.

[0007] Another aspect provides a blockchain system for cross-chain transaction processing.
The blockchain system includes a first node device, a second node device, a first gateway device,
and a second gateway device. A first blockchain and a second blockchain are configured in the

blockchain system.
[0008] The first node device is configured to:

receive a cross-chain transaction request of a terminal, the cross-chain transaction
request indicating a cross-chain transaction to be performed between the first blockchain and the

second blockchain;

run a first service contract on the first blockchain based on the cross-chain
transaction request, the first service contract indicating a first execution manner for the cross-chain

transaction on the first blockchain;

execute, on the first blockchain through the first service contract, a first transaction
event of the cross-chain transaction, run a first cross-chain contract on the first blockchain, and
determine to execute, on the second blockchain, a second transaction event of the cross-chain
transaction, the first cross-chain contract indicating a second execution manner for the cross-chain

transaction on the first blockchain; and

store first cross-chain transaction data to the first blockchain through the first service
contract, the first cross-chain transaction data indicating that the first transaction event is already
executed on the first blockchain and that the second transaction event is already executed on the

second blockchain.

[0009] The first gateway device is configured to send the first cross-chain transaction data

on the first blockchain to the second gateway device.

[0010] The second gateway device is configured to send the first cross-chain transaction

data to the second node device.
[0011] The second node device is configured to:

run a second cross-chain contract on the second blockchain based on the first
cross-chain transaction data, the second cross-chain contract indicating a fourth execution manner

for the cross-chain transaction on the second blockchain;



store the first cross-chain transaction data to the second blockchain through the
second cross-chain contract, and run a second service contract on the second blockchain, the second
service contract indicating a third execution manner for the cross-chain transaction on the second

blockchain; and

execute, on the second blockchain through the second service contract, the second
transaction event, continue to run the second cross-chain contract, and store second cross-chain
transaction data to the second blockchain, the second cross-chain transaction data indicating that the

second transaction event is already executed on the second blockchain.

[0012] The second gateway device is further configured to send the second cross-chain

transaction data on the second blockchain to the first gateway device.

[0013] The first gateway device is further configured to send the second cross-chain

transaction data to the first node device.

[0014] The first node device is further configured to receive the second cross-chain
transaction data from the first gateway device, and send a transaction completion response to the
terminal, the transaction completion response indicating that the cross-chain transaction is already

completed.

[0015] Another aspect provides a cross-chain transaction processing apparatus. The
apparatus is configured in a blockchain system. A first blockchain and a second blockchain are

further configured in the blockchain system. The apparatus includes:

a receiving module, configured to receive a cross-chain transaction request of a
terminal, the cross-chain transaction request indicating a cross-chain transaction to be performed

between the first blockchain and the second blockchain; and

a processing module, configured to run a first service contract on the first blockchain
based on the cross-chain transaction request, the first service contract indicating a first execution
manner for the cross-chain transaction on the first blockchain, execute, on the first blockchain
through the first service contract, a first transaction event of the cross-chain transaction, run a first
cross-chain contract on the first blockchain, determine to execute, on the second blockchain, a
second transaction event of the cross-chain transaction, the first cross-chain contract indicating a
second execution manner for the cross-chain transaction on the first blockchain, and store first
cross-chain transaction data to the first blockchain through the first service contract, the first
cross-chain transaction data indicating that the first transaction event is already executed on the first

blockchain and that the second transaction event is already executed on the second blockchain.



[0016] The receiving module is further configured to obtain second cross-chain transaction
data from the second blockchain, the second cross-chain transaction data being obtained based on
the first cross-chain transaction data, and the second cross-chain transaction data indicating that the

second transaction event is already executed on the second blockchain.

[0017] The processing module is further configured to send a transaction completion
response to the terminal through the first service contract and the first cross-chain contract, the

transaction completion response indicating that the cross-chain transaction is already completed.

[0018] Another aspect provides a cross-chain transaction processing apparatus. The
apparatus is configured in a blockchain system. A first blockchain and a second blockchain are

further configured in the blockchain system. The apparatus includes:

an obtaining module, configured to obtain first cross-chain transaction data from the
first blockchain, the first cross-chain transaction data indicating that a first transaction event of a
cross-chain transaction is already executed on the first blockchain and that a second transaction

event of the cross-chain transaction is already executed on the second blockchain; and

a processing module, configured to run a second cross-chain contract on the second
blockchain based on the first cross-chain transaction data, the second cross-chain contract indicating
a fourth execution manner for the cross-chain transaction on the second blockchain, store the first
cross-chain transaction data to the second blockchain through the second cross-chain contract, run a
second service contract on the second blockchain, the second service contract indicating a third
execution manner for the cross-chain transaction on the second blockchain, execute, on the second
blockchain through the second service contract, the second transaction event, continue to run the
second cross-chain contract, and store second cross-chain transaction data to the second blockchain,
the second cross-chain transaction data indicating that the second transaction event is already

executed on the second blockchain.

[0019] Another aspect provides an electronic device. The electronic device includes a
processor and a memory. The memory stores at least one piece of computer program. The at least
one piece of computer program is loaded and executed by the processor to implement the

cross-chain transaction processing method as described in any one of the foregoing aspects.

[0020] Another aspect provides a computer-readable storage medium. The
computer-readable storage medium stores at least one piece of computer program. The at least one
piece of computer program is loaded and executed by a processor to implement the cross-chain

transaction processing method as described in any one of the foregoing aspects.



[0021] Another aspect provides a computer program. The computer program includes
program code. The program code is stored in a computer-readable storage medium. A processor of
an electronic device reads the program code from the computer-readable storage medium. The
processor executes the program code to enable the electronic device to perform the method

provided in any one of the foregoing aspects.

BRIEF DESCRIPTION OF THE DRAWINGS

[0022] In order to describe the technical solutions in the embodiments of the present
disclosure more clearly, the drawings required to be used in descriptions about the embodiments

will be simply described below.

[0023] FIG. 1 is a schematic diagram of a blockchain system according to an embodiment

of the present disclosure.

[0024] FIG. 2 is a schematic flowchart of a cross-chain transaction processing method

according to an embodiment of the present disclosure.

[0025] FIG. 3 is a flowchart of processing a cross-chain transaction by a first node set

according to an embodiment of the present disclosure.

[0026] FIG. 4 is a flowchart of processing a cross-chain transaction by a second node set

according to an embodiment of the present disclosure.

[0027] FIG. 5 is a schematic diagram of a cross-chain transaction processing method

according to an embodiment of the present disclosure.

[0028] FIG. 6 is a schematic structural diagram of a cross-chain transaction processing

apparatus according to an embodiment of the present disclosure.

[0029] FIG. 7 is a schematic structural diagram of a cross-chain transaction processing

apparatus according to an embodiment of the present disclosure.
[0030] FIG. 8 is a schematic structural diagram of an electronic device according to an
embodiment of the present disclosure.

DESCRIPTION OF EMBODIMENTS

[0031] Different industries may provide different services for users, and a cross-chain
interoperability technology emerges to implement asset transfer between different services. As a

strong push to large-scale development of blockchain to network effects, the cross-chain



interoperability technology may promote cooperation between chains of different blockchain

systems, and gradually becomes a new hotspot of application requirements.

[0032] Current cross-chain interoperability technologies mainly include hash-locking,
notary schemes, sidechains/relays, and other technologies. For the current cross-chain
interoperability technologies, a terminal needs to process a series of complex cross-chain
transactions such as consistency of cross-chain events and verification of the cross-chain events.

This increases a service burden of the terminal.

[0033] The following first defines abbreviations or key terms involved in the embodiments

of the present disclosure.

[0034] Smart contract: as a computerized protocol, it may execute a term of a specific
contract, is implemented through code that is deployed on a shared ledger and that is executed when
a specific condition is satisfied, and is used for completing an automatic transaction according to
practical service requirement code, for example, querying a logistics state of a commodity
purchased by a buyer, or transferring electronic money of the buyer to an address of a merchant
after the buyer signs and receives the commodity. Certainly, the smart contract is not limited to
execution of a transaction contract, and may also execute a contract for processing received

information.

[0035] Blockchain: it includes a series of blocks that are successive in generated time
sequence. A new block will not be removed once added to the blockchain. Record data submitted

by a node in a blockchain system is recorded in the block.

[0036] Interoperability: it is an ability of exchanging information between two or more

systems and applications and using the exchanged information.

[0037] Cross-chain: it implements interoperability between a plurality of blockchains.

Cross-chain is a kind of interoperability.

[0038] FIG. 1 is a schematic diagram of a blockchain system according to an embodiment
of the present disclosure. Referring to FIG. 1, the blockchain system 100 includes a plurality of
node clusters 101. Each node cluster 101 corresponds to a service. Different node clusters 101 may
correspond to the same or different services. For example, one node cluster is configured to provide
a service for a payment transaction of a first application program (for example, Alipay), while
another node cluster is configured to provide a service for a payment transaction of a second

application program (for example, WeChat).



[0039] Each node cluster 101 is configured to process a transaction event involved in the
corresponding service. At least one blockchain is configured in each node cluster 101. Each
blockchain stores transaction data of the transaction event of the corresponding service. The
transaction data of the same service includes co-chain transaction data and cross-chain transaction
data. The co-chain transaction data indicates the transaction event executed on the blockchain of the
current node cluster for the service of the current node cluster (or a co-chain transaction). The
cross-chain transaction data indicates a cross-chain transaction event executed on the blockchain of
the current node cluster for a cross-chain service (or a cross-chain transaction) between different

node clusters.

[0040] In order to make processing of the cross-chain service transparent and traceable, in a
possible implementation, each blockchain stores a service contract and a cross-chain contract. For
example, the service contract and the cross-chain contract are stored to a genesis block of the
blockchain (that is, a first block of the blockchain). The service contract is a smart contract of a
service layer. The service contract has a function of reading/writing state data of the current chain
(that is, the blockchain on which the service contract is), and when the cross-chain transaction is
processed, may further call the cross-chain contract on the same blockchain to process the
cross-chain service. The cross-chain contract is a smart contract for processing the cross-chain
transaction, and may process the cross-chain transaction as an agency contract of the service
contract on the same chain. The cross-chain contract may be called (that is, in-chain contract calling)
by the service contract on the current chain to determine, based on the cross-chain transaction
involving the current chain, a transaction event to be executed on a peer chain (that is, a blockchain
in another node cluster involved in the cross-chain transaction), verify whether cross-chain
transaction data stored to the peer chain is valid, call back the service contract on the current chain,
roll back the cross-chain transaction data, and realize other functions. The cross-chain contract is a
decision maker in an entire cross-chain process, and is executed in public on the chain as a smart

contract, so as to implement the cross-chain service with a plurality of participants (decentralized).

[0041] In a possible implementation, each node cluster 101 includes a plurality of node
devices 1011. The blockchain configured in each node cluster 101 is maintained by the node device
1011 in each node cluster 101. Each node device 1011 in the blockchain system 100 may be a
user-side terminal or a server. The terminal is also referred to as an intelligent terminal or a mobile
intelligent terminal, and is a kind of device that uses rich human-computer interaction modes, has
an Internet access capability and a high processing capability, and usually carries various operating

systems. In some embodiments, a type of the mobile intelligent terminal includes but is not limited



to a smartphone, a tablet computer, an in-vehicle terminal, a handheld game console, and the like.

The server may be a server cluster including one or more computer devices.

[0042] In a possible implementation, each node cluster 101 further includes a gateway
device 1012. The gateway device 1012 is an external interface of the corresponding node cluster,
and is responsible for transmission of cross-chain transaction data between different node clusters.
In some embodiments, the gateway device involved in the present disclosure may also be referred to

as a cross-chain gateway.

[0043] In a possible implementation, each node cluster 101 further includes a verification
node device 1013. A verification node device 1013 may prove validity of cross-chain transaction
data on the blockchain in the corresponding node cluster. Optionally, as a relay role in the
cross-chain process, the gateway device 1012 calls the verification node device 1013 of the
corresponding node cluster to prove the validity of the cross-chain transaction data on the
blockchain in the node cluster. It is to be noted that the verification node device 1013 is an optional
device. In some embodiments, the validity of the cross-chain transaction data is not proved, and no

verification node device 1013 is included.

[0044] In order to facilitate management on different node clusters 101 in the blockchain
system 100, in a possible implementation, the blockchain system 100 further includes a registration
device 102. An identifier of the blockchain configured in each node cluster 101 and an identifier of
the service corresponding to each node cluster may be registered in the registration device.
Alternatively, each user in each node cluster may register a unified blockchain account (that is, an
account on the blockchain) in the registration device 102. Blockchain accounts registered by a user
in different node clusters 101 belong to different blockchains so as to record assets of the user and
asset transfer and asset modification conditions of the user on the corresponding blockchains. In a
possible implementation, the gateway device 1012 may further query, on the registration device 102,
the blockchain account of the user and the identifier of the blockchain that the blockchain account
belongs to. It is to be noted that the registration device 102 is an optional device. For example, if the
blockchains configured in different clusters in the blockchain system 100 do not need to be
managed uniformly or the blockchain accounts do not need to be registered uniformly, the

blockchain system 100 may not include the registration device 102.

[0045] In order to further describe a process in which a node device in the blockchain
system processes a cross-chain transaction, reference is made to a flowchart of a cross-chain

transaction processing method according to an embodiment of the present disclosure in FIG. 2. The



method is performed by a first node device in the blockchain system. A first blockchain and a

second blockchain are configured in the blockchain system.

[0046] 201: The first node device receives a cross-chain transaction request of a terminal,
the cross-chain transaction request indicating a cross-chain transaction to be performed between the

first blockchain and the second blockchain.

[0047] The first node device is any node device in a first node cluster in the blockchain
system. The first node cluster is any node cluster in the blockchain system. The first blockchain is
deployed in the first node cluster. The terminal may be the first node device, or may be an

electronic device other than the first node device.

[0048] The cross-chain transaction request includes transaction information of the
cross-chain transaction, an identifier of a first service contract, and an identifier of a second service
contract on the second blockchain. The cross-chain transaction may be a transaction in which a
cross-chain operation is performed on the first blockchain and the second blockchain. For example,
the cross-chain transaction is to transfer a target quantity of virtual resources in a first account on
the first blockchain to a second account on the second blockchain. Alternatively, the cross-chain
transaction is to synchronously modify data on the first blockchain and the second blockchain. The

cross-chain transaction is not limited in this embodiment of the present disclosure.

[0049] The transaction information of the cross-chain transaction indicates the cross-chain
transaction. For example, if the cross-chain transaction is to transfer the target quantity of virtual
resources in the first account on the first blockchain to the second account on the second blockchain,
the transaction information includes a resource transfer-out account, a resource transfer-in account,
and a resource transfer amount. The resource transfer-out account is the first account, the resource
transfer-in account is the second account, and the resource transfer amount is the target quantity.

For another example, if the cross-chain transaction is to synchronously modify the data on the first
blockchain and the second blockchain, the transaction information includes positions of
to-be-modified data on the first blockchain and the second blockchain and modified data of the
to-be-modified data on the first blockchain and the second blockchain.

[0050] In a possible implementation, the cross-chain transaction includes two transaction
events, that is, a transaction event for the first blockchain and a transaction event for the second
blockchain. After the two transaction events are successfully executed on the corresponding
blockchains, the cross-chain transaction is completed. For ease of description, the transaction event
of the cross-chain transaction for the first blockchain is denoted as a first transaction event, and the

transaction event of the cross-chain transaction for the second blockchain is denoted as a second
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transaction event. For example, if the cross-chain transaction is to transfer the target quantity of
virtual resources in the first account on the first blockchain to the second account on the second
blockchain, the first transaction event is to deduct the target quantity of virtual resources from the
first account, and the second transaction event is to add the target quantity of virtual resources to the

second account.

[0051] A service contract on a blockchain indicates a processing logic for processing a
cross-chain transaction on the current chain (that is, the blockchain on which the service contract is).
The processing logic includes, for a cross-chain transaction initiated on the current chain, executing,
on the current chain, a transaction event of the cross-chain transaction for the current chain, calling
a cross-chain contract on the current chain to obtain a transaction event of the cross-chain
transaction for a peer chain (that is, a blockchain involved in the cross-chain transaction other than
the current chain, or a target chain), and storing cross-chain transaction data of the cross-chain
transaction. The processing logic further includes, for a cross-chain transaction initiated on the peer
chain, receiving calling for the cross-chain contract on the current chain, and executing, on the
current chain, a transaction event of the cross-chain transaction for the current chain. Each
processing logic indicated by the service contract is implemented by program code (or a computer
program) in the service contract. Different processing logics may correspond to different program

code.

[0052] An identifier of a service contract indicates the service contract. The identifier of the
service contract may be a name of the service contract. For example, the first service contract is a
service contract on the first blockchain, and the identifier of the first service contract indicates the
first service contract. The second service contract is a service contract on the second blockchain,

and the identifier of the second service contract indicates the second service contract.

[0053] 202: The first node device runs the first service contract on the first blockchain based
on the cross-chain transaction request, the first service contract indicating a first execution manner

for the cross-chain transaction on the first blockchain.

[0054] The second blockchain is a blockchain configured in a second node cluster in the
blockchain system. The second node cluster is any node cluster other than the first node cluster in

the blockchain system.

[0055] The first service contract is the service contract on the first blockchain. Since the
cross-chain transaction request is received by the first node device, it is considered that the
cross-chain transaction is a cross-chain transaction initiated on the first blockchain. The first

execution manner is implemented by a processing logic, related to the cross-chain transaction

11



initiated on the current chain, in the first service contract. The first execution manner includes
executing, on the first blockchain, the transaction event of the cross-chain transaction for the first
blockchain, calling a cross-chain contract on the first blockchain to obtain the transaction event of
the cross-chain transaction for the second blockchain, and storing cross-chain transaction data of the
cross-chain transaction to the first blockchain. In a possible implementation, the first execution

manner further includes returning a processing result of the cross-chain transaction to the terminal.

[0056] 203: The first node device executes, on the first blockchain through the first service
contract, the first transaction event of the cross-chain transaction, runs a first cross-chain contract on
the first blockchain, and determines to execute, on the second blockchain, the second transaction
event of the cross-chain transaction, the first cross-chain contract indicating a second execution

manner for the cross-chain transaction on the first blockchain.

[0057] A cross-chain contract on a blockchain indicates a processing logic, related to a peer
chain, in a cross-chain transaction. The processing logic includes, for a cross-chain transaction
initiated on the current chain, determining a transaction event of the cross-chain transaction for the

peer chain.

[0058] In a possible implementation, the processing logic further includes, for the
cross-chain transaction initiated on the current chain, verifying validity of cross-chain transaction
data of the cross-chain transaction on the peer chain, and calling a service contract on the current
chain to return a processing result of the cross-chain transaction to the terminal. It is an optional
step to verify the validity of the cross-chain transaction data of the cross-chain transaction on the
peer chain. The processing logic further includes, for a cross-chain transaction initiated on the peer
chain, verifying validity of cross-chain transaction data of the cross-chain transaction on the peer
chain, storing, on the current chain, the cross-chain transaction data of the cross-chain transaction
on the peer chain, calling the service contract on the current chain to execute a transaction event of
the cross-chain transaction for the current chain, and storing, on the current chain, cross-chain
transaction data of the transaction event of the cross-chain transaction for the current chain. It is
optional to verify the validity of the cross-chain transaction data of the cross-chain transaction on
the peer chain. The processing logic indicated by the cross-chain contract is implemented by
program code (or a computer program) in the cross-chain contract. Different processing logics may

correspond to different program code.

[0059] The first cross-chain contract is a cross-chain contract on the first blockchain. The
second execution manner is implemented by a processing logic, related to the cross-chain

transaction initiated on the current chain, in the first cross-chain contract. The second execution
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manner includes determining to execute, on the blockchain, the second transaction event of the
cross-chain transaction, verifying validity of the cross-chain transaction data of the cross-chain
transaction on the second blockchain, and calling the first service contract to return the processing

result of the cross-chain transaction to the terminal.

[0060] 204: The first node device stores first cross-chain transaction data to the first
blockchain through the first service contract, the first cross-chain transaction data indicating that the
first transaction event is already executed on the first blockchain and that the second transaction

event is already executed on the second blockchain.

[0061] The first cross-chain transaction data is cross-chain transaction data of the
cross-chain transaction. Optionally, the first cross-chain transaction data includes a processing
result of the first transaction event, the identifier of the second service contract, and event
information of the second transaction event. A processing result of a transaction event is a first
processing result or a second processing result. The first processing result indicates that the
transaction event is already executed on a blockchain and that the transaction event is successfully
executed. For example, the transaction event is to deduct the target quantity of virtual resources
from the first account. If the target quantity of virtual resources are already deducted from the first
account, the transaction event is successfully executed. Optionally, the first processing result
includes event information of the transaction event and a success identifier. The event information
is used for indicating the transaction event, and includes an event parameter of the transaction event.
For example, if the transaction event is to deduct the target quantity of virtual resources from the
first account, the event parameter includes information about a resource transfer-out party and a
to-be-transferred resource quantity. The success identifier indicates that the transaction event is

successfully executed.

[0062] The second processing result indicates that the transaction event is already executed
on a blockchain and the transaction event fails to be executed. For example, the transaction event is
to deduct the target quantity of virtual resources from the first account. If a quantity of virtual
resources in the first account is less than the target quantity, virtual resources in the first account are
not enough for deduction of the target quantity of virtual resources, and the transaction event fails to
be executed. Optionally, the second processing result includes event information of the transaction
event and a failure identifier. The failure identifier indicates that the transaction event fails to be

executed.

[0063] In a possible implementation, the first cross-chain transaction data further includes

an identifier of the second blockchain and the identifier of the second service contract on the second
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blockchain. In a possible implementation, the first cross-chain transaction data further includes an
identifier of target program code in the second service contract. The target program code is used for
implementing the second transaction event. Event information of the second transaction event is an

input parameter of the target program code.

[0064] 205: The first node device obtains second cross-chain transaction data from the
second blockchain, the second cross-chain transaction data being obtained based on the first
cross-chain transaction data, and the second cross-chain transaction data indicating that the second

transaction event is already executed on the second blockchain.

[0065] The second cross-chain transaction data includes a processing result of the second

transaction event.

[0066] 206: The first node device sends a transaction completion response to the terminal
through the first service contract and the first cross-chain contract, the transaction completion

response indicating that the cross-chain transaction is already completed.

[0067] The transaction completion response includes the transaction information of the

cross-chain transaction.

[0068] According to the method provided in this embodiment of the present disclosure, the
node device in the blockchain system runs the service contracts and the cross-chain contracts on the
blockchains to perform the cross-chain transaction when receiving the cross-chain transaction
request of the terminal, and returns the transaction completion response to the terminal after the
cross-chain transaction is completed. In a processing process of the cross-chain transaction, the
terminal requests to perform the cross-chain transaction and receives the processing result of the
cross-chain transaction, without caring about a specific processing process of the cross-chain

transaction. Therefore, a service burden of the terminal is reduced.

[0069] In order to further describe an interaction process of node devices in different node
clusters in a process of processing a cross-chain service between the first node cluster and the
second node cluster, reference is made to a flowchart of a cross-chain transaction processing

method according to an embodiment of the present disclosure in FIG. 3.

[0070] 301: A first node device receives a cross-chain transaction request of a terminal, the
cross-chain transaction request indicating a cross-chain transaction to be performed between the

first blockchain and the second blockchain.

[0071] In a possible implementation, a service application is installed in the terminal. A user

logs on to the service application in the terminal by using a first account, and issues an instruction
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of performing the cross-chain transaction to the service application. After receiving the instruction,
the service application generates the cross-chain transaction request, and sends the cross-chain

transaction request to the terminal.

[0072] The terminal may be the first node device, or a device other than the first node
device. If the terminal is the device other than the first node device, the terminal sends the
cross-chain transaction request to the first node device, and accordingly, the first node device
receives the cross-chain transaction request from the terminal. If the terminal is the first node device,

the first node device receives the cross-chain transaction request sent by the service application.

[0073] 302: The first node device runs a first service contract on the first blockchain based
on the cross-chain transaction request, the first service contract indicating a first execution manner

for the cross-chain transaction on the first blockchain.

[0074] After the cross-chain transaction request is received, the first node device is triggered
to obtain the first service contract from the local first blockchain, input the cross-chain transaction
request to the first service contract as an input parameter of the first service contract, and run the

first service contract.

[0075] 303: The first node device executes, on the first blockchain through the first service
contract, a first transaction event of the cross-chain transaction, runs a first cross-chain contract on
the first blockchain, and determines to execute, on the second blockchain, a second transaction
event of the cross-chain transaction, the first cross-chain contract indicating a second execution

manner for the cross-chain transaction on the first blockchain.

[0076] In a running process of the first service contract, the first node device determines the
first transaction event of the cross-chain transaction based on transaction information of the
cross-chain transaction in the cross-chain transaction request, and executes the first transaction
event on the first blockchain to obtain a processing result of the first transaction event. Optionally,
if the first transaction event is successfully executed, the processing result of the first transaction
event is a first processing result; or if the first transaction event fails to be executed, the processing

result of the first transaction event is a second processing result.

[0077] In the running process of the first service contract, when the cross-chain transaction
request is input to the first service contract, the first service contract is triggered to call the first
cross-chain contract on the first blockchain. When calling the first cross-chain contract on the first
blockchain, the first node device obtains the first cross-chain contract from the first blockchain,
inputs the transaction information of the cross-chain transaction to the first cross-chain contract as

an input parameter, and runs the first cross-chain contract.
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[0078] In a running process of the first cross-chain contract, the first node device determines,
based on the transaction information, to execute, on the second blockchain, the second transaction
event of the cross-chain transaction. After determining the second transaction event, the first node

device returns event information of the second transaction event to the first service contract.

[0079] In a possible implementation, each blockchain in the blockchain system stores
blockchain information of each blockchain in the blockchain system. In a possible implementation,
a genesis block in each blockchain stores the blockchain information of each blockchain in the
blockchain system. For another example, a cross-chain contract or a service contract on each
blockchain stores the blockchain information of each blockchain in the blockchain system.
Blockchain information of a blockchain includes an identifier of a node set that the blockchain
belongs to and an identifier of the blockchain. Optionally, the blockchain information of each
blockchain further includes an identifier of the service contract on each blockchain and an identifier
of program code (or a computer program) in the service contract for executing a transaction event of

a cross-chain transaction.

[0080] In a possible implementation, in the running process of the first cross-chain contract,
the first node device may further query, based on an identifier of a second service contract and the
second transaction event, blockchain information of the second blockchain stored on the first
blockchain to determine target program code in the second service contract for implementing the
second transaction event, and return an identifier of the target program code to the first service

contract.

[0081] 304: The first node device stores first cross-chain transaction data to the first
blockchain through the first service contract, the first cross-chain transaction data indicating that the
first transaction event is already executed on the first blockchain and that the second transaction

event is already executed on the second blockchain.

[0082] In the running process of the first service contract, the first node device obtains the
processing result of the first transaction event and the event information of the second transaction
event returned by the first cross-chain contract. The first node device generates the first cross-chain
transaction data based on the processing result of the first transaction event and the event
information of the second transaction event, and stores the first cross-chain transaction data to the

first blockchain.

[0083] In a possible implementation, that the first node device generates the first cross-chain
transaction data based on the processing result of the first transaction event and the event

information of the second transaction event includes that the first node device generates the first
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cross-chain transaction data based on the processing result of the first transaction event, the event
information of the second transaction event, the identifier of the second service contract, and the

identifier of the target program code in the second service contract.

[0084] For ease of description, a node device configured to generate a block in a node
cluster is denoted as a block generation node device, and a node device for block consensus in the
node cluster is denoted as a consensus node device. In a possible implementation, that the first node
device stores the first cross-chain transaction data to the first blockchain includes the following
operations. The first node device broadcasts the first cross-chain transaction data in the first node
cluster. After receiving the first cross-chain transaction data, a block generation node device in the
first node cluster packs the first cross-chain transaction data to a target block. After generating the
target block, the block generation node device broadcasts the target block between consensus node
devices in the first node cluster. After a consensus success of most consensus node devices in the
first node cluster about the target block, each first node device in the first node cluster stores the
target block to the local first blockchain, thereby implementing storage of the first cross-chain

transaction data to the first blockchain.

[0085] 305: A first gateway device obtains the first cross-chain transaction data on the first
blockchain.

[0086] The first gateway device is a gateway device corresponding to the first blockchain.
[0087] In a possible implementation, each time at least one block is added to the first

blockchain, the first gateway device queries whether the at least one block includes cross-chain
transaction data. If the at least one block includes the cross-chain transaction data, the first gateway
device obtains the found cross-chain transaction data. Therefore, after the first gateway device finds,
from the first blockchain, the target block including the first cross-chain transaction data, the first

gateway device obtains the first cross-chain transaction data from the target block.

[0088] In another possible implementation, the first gateway device monitors whether a
calling event occurs on the first cross-chain contract on the first blockchain. If the calling event
occurs, the first gateway device obtains cross-chain transaction data (for example, the first

cross-chain transaction data) related to the calling event from the first blockchain.

[0089] It is to be noted that the first cross-chain transaction data is a piece of cross-chain
transaction data involved in this embodiment of the present disclosure. Therefore, a process shown
in step 305 is a process in which a gateway device in the blockchain system obtains cross-chain

transaction data from a blockchain corresponding to the gateway device.
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[0090] 306: The first gateway device sends a first signature obtaining request for the first
cross-chain transaction data to a first verification node device, the first signature obtaining request

indicating a digital signature for the first cross-chain transaction data.

[0091] The first verification node device is a verification node device in the first node set,
that is, a verification node device corresponding to the first blockchain. A digital signature for the
first cross-chain transaction data is used for indicating that the first cross-chain transaction data is
stored on the first blockchain. Alternatively, a verification node device proves that the first
cross-chain transaction data is stored on the first blockchain. Optionally, the first signature
obtaining request includes a hash value of the first cross-chain transaction data and an identifier of
the target block that the first cross-chain transaction data belongs to. The block identifier of the
target block is a block height of the target block on the first blockchain, and thus indicates a serial
number of the target block on the blockchain.

[0092] It is to be noted that the first signature obtaining request is a signature obtaining
request involved in this embodiment of the present disclosure. Therefore, a process shown in step
306 is a process in which a gateway device in the blockchain system sends a signature obtaining

request to a verification node device.

[0093] 307: The first verification node device receives the first signature obtaining request

from the first gateway device.

[0094] 308: The first verification node device signs the first cross-chain transaction data
based on the first signature obtaining request to obtain the digital signature for the first cross-chain
transaction data, a first digital signature indicating that the first cross-chain transaction data is stored

on the first blockchain.

[0095] In a possible implementation, the first node set includes at least one first verification
node device, and the at least one first verification node device serves as a verification node group in
the first node set. Any first verification node device receiving the first signature obtaining request

broadcasts the first signature obtaining request in the verification node group. Each first verification

node device receiving the first signature obtaining request performs step 308.

[0096] In a possible implementation, a manner in which a first verification node device
signs the first cross-chain transaction data based on the first signature obtaining request may include

any one of the following manners A to D.
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[0097] Manner A: the first verification node device endorses the first cross-chain transaction
data based on the first signature obtaining request to obtain a digital signature for the first

cross-chain transaction data.

[0098] The first verification node device determines the target block on the first blockchain
based on the identifier of the target block in the first signature obtaining request, and queries, based
on the hash value of the first cross-chain transaction data in the first signature obtaining request,
whether the first cross-chain transaction data is stored in the target block. If the first cross-chain
transaction data is stored in the target block, the first verification node device signs (or encrypts) the
hash value of the first cross-chain transaction data by using a private key of the first verification
node device to complete endorsement, so as to obtain the digital signature for the first verification
node device for the first cross-chain transaction data. The digital signature is an encrypted hash
value of the first cross-chain transaction data, and is a validity proof provided by the first
verification node device for the first cross-chain transaction data. If the first cross-chain transaction
data is not stored in the target block, the first verification node device does not sign the hash value

of the first cross-chain transaction data by using a private key of the first verification node device.

[0099] In a possible implementation, that the first verification node device queries, based on
the hash value of the first cross-chain transaction data in the first signature obtaining request,
whether the first cross-chain transaction data is stored in the target block includes the following
operations. The first verification node device obtains a Merkle root of the target block from a block
header of the target block, the Merkle root of the target block being obtained based on a hash value
of each piece of transaction data in the target block. The first verification node device calculates the
hash value of each piece of transaction data in the target block based on the Merkle root. If the
calculated hash value of a specific piece of transaction data is the same as that of the first
cross-chain transaction data, the transaction data is the first cross-chain transaction data, that is, the
first cross-chain transaction data is stored in the target block, and the first verification node device
determines that the first cross-chain transaction data is stored on the first blockchain. If the
calculated hash value of each piece of transaction data is different from that of the first cross-chain
transaction data, that is, the target block does not include the first cross-chain transaction data, the
first verification node device determines that the first cross-chain transaction data is not stored on

the first blockchain.

[00100] In a possible implementation, the first signature obtaining request does not include
the hash value of the first cross-chain transaction data, but includes the first cross-chain transaction
data. In this case, the first verification node device queries the first cross-chain transaction data

from the target block based on the first cross-chain transaction data in the first signature obtaining
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request. If finding the first cross-chain transaction data from the target block, the first verification
node device determines that the first cross-chain transaction data is stored on the first blockchain; or
if not finding the first cross-chain transaction data from the target block, the first verification node

device determines that the first cross-chain transaction data is not stored on the first blockchain.

[00101] Manner B: the first verification node device is a light node, and block information of
each block on the first blockchain is synchronized on the light node. In this case, the first
verification node device obtains block information of the target block from the synchronized block
information of each block on the first blockchain based on the identifier of the target block in the
first signature obtaining request, and obtains a Merkle root of the target block from the block
information of the target block. The first verification node device determines, based on the obtained
Merkle root of the target block and the hash value of the first cross-chain transaction data in the first
signature obtaining request, whether the first cross-chain transaction data is stored in the target
block. If the first cross-chain transaction data is stored in the target block, the first verification node
device signs the hash value of the first cross-chain transaction data to obtain a digital signature for

the first cross-chain transaction data.

[00102] That the first verification node device determines, based on the obtained Merkle root
of the target block and the hash value of the first cross-chain transaction data in the first signature
obtaining request, whether the first cross-chain transaction data is stored in the target block refer to

the related descriptions above, and will not be elaborated herein.

[00103] Manner C: the first verification node device is configured with a relay chain of the
first blockchain, block information of each block on the first blockchain is stored in the relay chain,
and the first verification node device may obtain a digital signature for the first cross-chain
transaction data based on a block information of the target block in the relay chain with reference to

a manner in Manner B.

[00104] Manner D: the first verification node device sends the first signature obtaining
request to a trusted execution environment (TEE) of the first verification node device. Digital
signature program code is stored in the TEE. The first verification node device runs the digital
signature program code in the TEE, such that the first verification node device obtains a digital
signature for the first cross-chain transaction data based on the first signature obtaining request. The
digital signature program code is used for implementing any signature mechanism for signing
cross-chain transaction data. The any signature mechanism may be similar to or the same as any one

of Manner A to Manner C, or may be different from Manner A to Manner C.
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[00105] It is to be noted that the digital signature involved in the present disclosure is a

validity proof for cross-chain transaction data.

[00106] In this embodiment of the present disclosure, a manner in which the first verification
node device obtains the digital signature for the first cross-chain transaction data based on the first
signature obtaining request is not limited, and may be set according to a practical application
scenario. A process shown in step 308 is a process in which a verification node device obtains a

digital signature for a cross-chain transaction data based on a signature obtaining request.

[00107] 309: The first verification node device sends the digital signature for the first

cross-chain transaction data to the first gateway device.

[00108] In a possible implementation, each first verification node device in the first node
cluster performs step 309. Each first verification node device generates a first signature response for
the first cross-chain transaction data, and sends the first signature response to the first gateway

device.

[00109] If a first verification node device signs the first cross-chain transaction data, a first
signature response generated by the first verification node device includes a digital signature of the
first verification node device for the first cross-chain transaction data. If the first verification node
device signs the first cross-chain transaction data, the first signature response includes the hash
value of the first cross-chain transaction data but no digital signature for the first cross-chain

transaction data.

[00110] 310: The first gateway device receives the digital signature for the first cross-chain

transaction data.

[00111] Optionally, the first gateway device receives the first signature response from each
first verification node device, and obtains the digital signature for the first cross-chain transaction

data from the received first signature response.

[00112] It is to be noted that a process shown in steps 306 to 310 is an optional process. In
some embodiments, the process shown in steps 306 to 310 may not be performed if the validity of

the cross-chain transaction data does not need to be verified.

[00113] 311: The first gateway device sends the first cross-chain transaction data and the

digital signature for the first cross-chain transaction data to a second gateway device.

[00114] The second gateway device is a gateway device in a second node set, that is, a

gateway device corresponding to the second blockchain.
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[00115] In a possible implementation, in order to achieve compatibility with cross-chain
interoperability of a plurality of different node clusters, a set of target cross-chain protocol is
defined in the present disclosure, which is a general cross-chain protocol for communication
between gateway devices in the blockchain system. For communication between the gateway
device and the corresponding node cluster, an internal protocol of the corresponding node cluster is
used. That is, data transmission is performed between gateway devices in different node sets in the
blockchain system by using the target cross-chain protocol, and data transmission may be
performed between devices in the same node set by using a specific transmission protocol.
Transmission protocols used in different node sets may be different. For ease of description, a
transmission protocol used in the first node set is denoted as a first transmission protocol for data
transmission, and a transmission protocol used in the second node set is denoted as a second

transmission protocol.

[00116] In a possible implementation, the first gateway device generates, based on the first
cross-chain transaction data and the digital signature for the first cross-chain transaction data, a first
cross-chain message that conforms to the target cross-chain protocol, and sends the first cross-chain
message to the second gateway device. The first cross-chain message includes the first cross-chain
transaction data and the digital signature for the first cross-chain transaction data. A data format of
the first cross-chain message conforms to a cross-chain message data format specified by the target

cross-chain protocol.

[00117] In a possible implementation, if the process shown in steps 306 to 310 is not
performed, the first gateway device sends the first cross-chain transaction data to the second
gateway device, but does not send the digital signature for the first cross-chain transaction data to
the second gateway device. Accordingly, the first cross-chain message does not include the first

digital signature.

[00118] 312: The second gateway device receives the first cross-chain transaction data and

the digital signature for the first cross-chain transaction data.

[00119] In a possible implementation, the second gateway device receives the first
cross-chain message, and obtains the first cross-chain transaction data and the digital signature for

the first cross-chain transaction data from the first cross-chain message.

[00120] 313: The second gateway device sends the first cross-chain transaction data and the

digital signature for the first cross-chain transaction data to a second node device.

[00121] The second node device is any node device in the second node set.
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[00122] In a possible implementation, in order to enable the second node device to recognize
the first cross-chain transaction data and the digital signature for the first cross-chain transaction
data, the second gateway device generates, based on the first cross-chain transaction data and the
digital signature for the first cross-chain transaction data, a second cross-chain message that
conforms to the second transmission protocol. The second cross-chain message includes the first
cross-chain transaction data and the digital signature for the first cross-chain transaction data. A
data format of the second cross-chain message conforms to a cross-chain message data format in the

second transmission protocol.

[00123] After the second cross-chain message is generated, format conversion of the first
cross-chain message is completed, and the second gateway device sends the second cross-chain

message to the second node device.

[00124] 314: The second node device receives the first cross-chain transaction data and the

digital signature for the first cross-chain transaction data.

[00125] In a possible implementation, the second node device receives the second
cross-chain message, and obtains the first cross-chain transaction data and the digital signature for

the first cross-chain transaction data from the second cross-chain message.

[00126] A process shown in steps 312 to 314 is a process in which the second node device

obtains the first cross-chain transaction data from the first blockchain.

[00127] 315: The second node device runs a second cross-chain contract on the second
blockchain based on the first cross-chain transaction data, the second cross-chain contract being

used for indicating a fourth execution manner for the cross-chain service on the second blockchain.

[00128] The second cross-chain contract is a cross-chain contract on the second blockchain.
For the second node device, the first blockchain is a peer chain, and the second blockchain is a
current chain. For the first node device, the first blockchain is a current chain, and the second
blockchain is a peer chain. The fourth execution manner is implemented by a processing logic,
related to a cross-chain transaction initiated on the peer chain, in the second cross-chain contract.
The fourth execution manner includes verifying the validity of the first cross-chain transaction data
on the first blockchain, storing the first cross-chain transaction data to the second blockchain,
calling the second service contract to execute, on the second blockchain, the second transaction
event, and storing second cross-chain transaction data to the second blockchain. It is optional to

verify the validity of the first cross-chain transaction data on the first blockchain.
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[00129] After the first cross-chain transaction data (or the first cross-chain transaction data
and the digital signature for the first cross-chain transaction data) is received, the second node
device is triggered to obtain the second cross-chain contract from the local second blockchain, so as
to call the first cross-chain contract. The second node device inputs the first cross-chain transaction
data (or the first cross-chain transaction data and the digital signature for the first cross-chain
transaction data) to the second cross-chain contract as an input parameter of the second cross-chain

contract, and runs the second cross-chain contract.

[00130] 316: The second node device stores the first cross-chain transaction data to the
second blockchain through the second cross-chain contract, and runs the second service contract,
the second service contract indicating a third execution manner for the cross-chain service on the

second blockchain.

[00131] The second service contract is a service contract on the second blockchain. The third
execution manner is implemented by the processing logic, related to the cross-chain transaction
initiated on the peer chain, in the second cross-chain contract. The third execution manner includes
receiving calling for the second cross-chain contract, and executing the second transaction event on
the second blockchain. In a running process of the second cross-chain contract, the second node
device stores the first cross-chain transaction data to the second blockchain, so as to trigger calling
for the second service contract on the second blockchain. When calling for the second service
contract on the second blockchain is triggered, the second node device obtains the second service
contract from the local second blockchain, and inputs the event information of the second
transaction event (or the event information and the identifier of the target program code) in the first
cross-chain transaction data to the second service contract as an input parameter of the second

service contract. The second node device runs the second service contract.

[00132] In a possible implementation, that the second node device stores the first cross-chain
transaction data to the second blockchain includes that: the second node device verifies the first
cross-chain transaction data based on the digital signature for the first cross-chain transaction data,
and if the first cross-chain transaction data passes verification, the second node device stores the
first cross-chain transaction data to the second blockchain; or if the first cross-chain transaction data

does not pass verification, the second node device does not perform a subsequent step.

[00133] That the second node device verifies the first cross-chain transaction data based on

the digital signature for the first cross-chain transaction data includes that:

[00134] if a quantity of digital signatures for the first cross-chain transaction data is greater

than a second threshold, the first cross-chain transaction data passes verification, or if a quantity of
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digital signatures for the first cross-chain transaction data is not greater than a second threshold, the
first cross-chain transaction data does not pass verification of the second node device, the second

threshold being a half of a total quantity of verification node devices in the first node cluster.

[00135] Alternatively, the second node device verifies a data format of the first cross-chain
transaction data, and if the data format of the first cross-chain transaction data passes verification
and a quantity of digital signatures for the second cross-chain transaction data is greater than a
second threshold, the second cross-chain transaction data passes verification of the first node device,

otherwise, the second cross-chain transaction data does not pass verification.

[00136] The operation that the second node device verifies a data format of the first
cross-chain transaction data includes that: the second node device detects whether the data format of
the first cross-chain transaction data conforms to a preset first data format, and if the data format of
the first cross-chain transaction data conforms to the preset first data format, the data format of the
first cross-chain transaction data passes verification, or if the data format of the first cross-chain
transaction data does not conform to the preset first data format, the data format of the second

cross-chain transaction data does not pass verification.

[00137] 317: The second node device executes, on the second blockchain through the second
service contract, the second transaction event, continues to run the second cross-chain contract, and
stores the second cross-chain transaction data to the second blockchain, the second cross-chain
transaction data indicating that the second transaction event is already executed on the second

blockchain.

[00138] In a running process of the second service contract, the second node device inputs
the event information of the second transaction event to the target program code of the service
contract as an input parameter of the target program code based on the identifier of the target

program code in the first cross-chain transaction data, and runs the target program code.

[00139] In a running process of the target program code, the second node device executes the
second transaction event on the second blockchain, and returns a processing result of the second
transaction event to the second cross-chain contract. If the second transaction event is successfully
executed, the processing result of the second transaction event is a first processing result, or if the
second transaction event fails to be executed, the processing result of the second transaction event is

a second processing result.

[00140] The first node device is triggered based on the processing result of the second
transaction event returned by the second service contract to continue to execute the second

cross-chain contract. When the second cross-chain contract continues to be executed, the second
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node device generates the second cross-chain transaction data based on the processing result of the
second transaction event, and stores the second cross-chain transaction data to the second

blockchain.

[00141] A process in which the second node device stores the second cross-chain transaction
data to the second blockchain is similar to a process in step 303 in which the first node device stores
the first cross-chain transaction data to the first blockchain. Herein, the process in which the second
node device stores the second cross-chain transaction data to the second blockchain is not

elaborated in this embodiment of the present disclosure.

[00142] 318: The second gateway device obtains the second cross-chain transaction data on

the second blockchain.

[00143] Step 318 is similar to step 305. Herein, step 318 is not elaborated in this embodiment

of the present disclosure.

[00144] 319: The second gateway device sends a second signature obtaining request for the
second cross-chain transaction data to a second verification node device, the second signature

obtaining request indicating a digital signature for the second cross-chain transaction data.

[00145] Step 319 is similar to step 306. Herein, step 319 is not elaborated in this embodiment

of the present disclosure.

[00146] The second verification node device is a verification node device in the second node
set, that is, a verification node device corresponding to the second blockchain. A digital signature
for the second cross-chain transaction data indicates that the second cross-chain transaction data is

stored on the second blockchain.

[00147] 320: The second verification node device receives the second signature obtaining

request from the second gateway device.

[00148] Step 320 is similar to step 307. Herein, step 320 is not elaborated in this embodiment

of the present disclosure.

[00149] 321: The second verification node device obtains the digital signature for the second

cross-chain transaction data based on the second signature obtaining request.

[00150] Step 321 is similar to step 308. Herein, step 321 is not elaborated in this embodiment

of the present disclosure.

[00151] 322: The second verification node device sends the digital signature for the second

cross-chain transaction data to the second gateway device.
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[00152] Step 322 is similar to step 309. Herein, step 322 is not elaborated in this embodiment

of the present disclosure.

[00153] 323: The second gateway device receives the digital signature for the second

cross-chain transaction data.

[00154] Step 323 is similar to step 310. Herein, step 323 is not elaborated in this embodiment

of the present disclosure.

[00155] It is to be noted that a process shown in steps 319 to 323 is an optional process. In
some embodiments, the process shown in steps 319 to 323 may not be performed if the validity of

the cross-chain transaction data does not need to be verified.

[00156] 324: The second gateway device sends the second cross-chain transaction data and

the digital signature for the second cross-chain transaction data to the first gateway device.

[00157] In a possible implementation, the second gateway device generates, based on the
second cross-chain transaction data and the digital signature for the second cross-chain transaction
data, a third cross-chain message that conforms to the target cross-chain protocol, and sends the
third cross-chain message to the first gateway device. The third cross-chain message includes the
second cross-chain transaction data and the digital signature for the second cross-chain transaction
data. A data format of the third cross-chain message conforms to the cross-chain message data

format specified by the target cross-chain protocol.

[00158] In a possible implementation, if the process shown in steps 319 to 323 is not
performed, the second gateway device sends the second cross-chain transaction data to the first
gateway device, but does not send the digital signature for the second cross-chain transaction data to
the first gateway device. Accordingly, the third cross-chain message does not include the digital

signature for the second cross-chain transaction data.

[00159] 325: The first gateway device receives the second cross-chain transaction data and

the digital signature for the second cross-chain transaction data.

[00160] Step 325 is similar to step 312. Herein, step 325 is not elaborated in this embodiment

of the present disclosure.

[00161] 326: The first gateway device sends the second cross-chain transaction data and the

digital signature for the second cross-chain transaction data to the first node device.

[00162] In a possible implementation, in order to enable the first node device to recognize the
second cross-chain transaction data and the digital signature for the second cross-chain transaction

data, the first gateway device generates, based on the second cross-chain transaction data and the
27



digital signature for the second cross-chain transaction data, a fourth cross-chain message that
conforms to the first transmission protocol. The fourth cross-chain message includes the second
cross-chain transaction data and the digital signature for the second cross-chain transaction data. A
data format of the fourth cross-chain message conforms to a cross-chain message data format in the

first transmission protocol.

[00163] After the fourth cross-chain message is generated, format conversion of the third
cross-chain message is completed, and the first gateway device sends the fourth cross-chain

message to the first node device.

[00164] 327: The first node device receives the second cross-chain transaction data and the

digital signature for the second cross-chain transaction data.

[00165] Step 327 is similar to step 314. Herein, step 327 is not elaborated in this embodiment

of the present disclosure.

[00166] A process shown in steps 324 to 327 is a process in which the first node device
receives, from the first gateway device, the second cross-chain transaction data that is provided by

the second gateway device and that is on the second blockchain.

[00167] 328: The first node device sends a transaction completion response to the terminal
through the first service contract and the first cross-chain contract, the transaction completion

response indicating that the cross-chain transaction is already completed.

[00168] After the first node device obtains the second cross-chain transaction data, if the
processing result in the second cross-chain transaction data is the first processing result, it indicates
that the second transaction event is successfully executed on the second blockchain. If the
processing result in the first cross-chain transaction data is the first processing result, it indicates
that the first transaction event is successfully executed on the first blockchain. If both the first
transaction event and the second transaction event are successfully executed, the second node
device returns the transaction completion response to the terminal. If the processing result of the
second transaction event in the second cross-chain transaction data is the second result, or the
processing result of the first transaction event in the first cross-chain transaction data is the second
processing result, the first node device returns a transaction failure response to the terminal, the
transaction failure response being used for indicating that the cross-chain transaction fails to be

processed.

[00169] In a possible implementation, the first node device may call the first service contract

by running the first cross-chain contract on the first block, to send the transaction completion
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response or the transaction failure response to the terminal, for example, through the following steps

3281 and 3282.

[00170] Step 3281: The first node device runs the first cross-chain contract again based on

the second cross-chain transaction data.

[00171] After the second cross-chain transaction data (or the second cross-chain transaction
data and the digital signature for the second cross-chain transaction data) is received, the first node
device is triggered to input the second cross-chain transaction data (or the second cross-chain
transaction data and the digital signature for the second cross-chain transaction data) to the first
cross-chain contract as the input parameter of the first cross-chain contract, and run the first

cross-chain contract again.

[00172] Step 3282: The first node device sends the second cross-chain transaction data to the
first service contract through the first cross-chain contract that is run again, and runs the first service

contract again to send the transaction completion response to the terminal.

[00173] In a process of running the first cross-chain contract again, the first node device
stores the second cross-chain transaction data to the first blockchain, so as to trigger calling for the
first service contract on the first blockchain. When triggering calling for the first service contract on
the first blockchain, the first node device inputs the second cross-chain transaction data (or the
second cross-chain transaction data and the digital signature for the second cross-chain transaction
data) to the first service contract as the input parameter of the first service contract, and runs the
first service contract again. In a process of running the second service contract again, the first node
device determines, based on the first cross-chain transaction data and the second cross-chain
transaction data, whether the cross-chain transaction is already completed, and sends the transaction
completion response to the terminal if the cross-chain transaction is already completed, or sends the

transaction failure response to the terminal if the cross-chain transaction is yet not completed.

[00174] In a possible implementation, that the first node device stores the second cross-chain
transaction data to the first blockchain includes that: the first node device verifies the second
cross-chain transaction data based on the digital signature for the second cross-chain transaction
data, and if the second cross-chain transaction data passes verification, the first node device stores
the second cross-chain transaction data to the first blockchain, or if the second cross-chain
transaction data does not pass verification, the first node device does not store the second

cross-chain transaction data to the first blockchain.

[00175] That the first node device verifies the second cross-chain transaction data based on

the digital signature for the second cross-chain transaction data includes that:
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[00176] if a quantity of digital signatures for the second cross-chain transaction data is
greater than a first threshold, the second cross-chain transaction data passes verification of the first
node device, or if a quantity of digital signatures for the second cross-chain transaction data is not
greater than a first threshold, the second cross-chain transaction data does not pass verification, the

first threshold being a half of a total quantity of verification node devices in the second node cluster.

[00177] Alternatively, the first node device verifies a data format of the second cross-chain
transaction data, and if the data format of the second cross-chain transaction data passes verification
and a quantity of digital signatures for the second cross-chain transaction data is greater than a first
threshold, the second cross-chain transaction data passes verification of the first node device, or if
the data format of the second cross-chain transaction data passes verification and a quantity of
digital signatures for the second cross-chain transaction data is greater than a first threshold, the

second cross-chain transaction data does not pass verification.

[00178] That the first node device verifies a data format of the second cross-chain transaction
data includes that: the first node device detects whether the data format of the second cross-chain
transaction data conforms to a preset second data format, and if the data format of the second
cross-chain transaction data conforms to the preset second data format, the data format of the
second cross-chain transaction data passes verification of the first node device, or if the data format
of the second cross-chain transaction data does not conform to the preset second data format, the
data format of the second cross-chain transaction data does not pass verification of the first node

device.

[00179] According to the method provided in this embodiment of the present disclosure, the
node device in the blockchain system runs the service contracts and the cross-chain contracts on the
blockchains to perform the cross-chain transaction when receiving the cross-chain transaction
request of the terminal, and returns the transaction completion response to the terminal after the
cross-chain transaction is completed. In a processing process of the cross-chain transaction, the
terminal requests to perform the cross-chain transaction and receives the processing result of the
cross-chain transaction, without caring about a specific processing process of the cross-chain
transaction. Therefore, a service burden of the terminal is reduced. In addition, storing the
cross-chain contracts to the blockchains can enable each node device in the blockchain system to
complete the cross-chain transaction, and avoid the cross-chain transaction data being tampered.
Moreover, the verification node device is used as an independent device configured to prove the
validity of the cross-chain transaction data, so that a user can customize a rule for proving validity
of cross-chain transaction data in the verification node device, and the gateway device does not

need to prove the validity of the cross-chain transaction data. This reduces a service burden of the
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gateway device. An execution process of the cross-chain transaction is dispersed in a plurality of
devices (the node devices, the gateway devices, and the verification node devices), so as to
complete the cross-chain transaction with a distributed cross-chain framework. This cross-chain
framework is abstracted as a general service, which may use a plurality of different implementation
manners internally and externally provides a unified digital signature for verification. This
cross-chain framework is highly customizable and extensible, and can meet cross-chain

requirements of different scenarios.

[00180] In addition, the following three points need to be described with respect to FIG. 3
and FIG. 4.
[00181] First, an execution logic of a step performed by the node device through a service

contract is implemented by program code (or a computer program) in the service contract, and an
execution logic of a step performed by the node device through a cross-chain contract is

implemented by program code (or a computer program) in the cross-chain contract.

[00182] Second, since many steps are involved, steps 301 to 328 are split into FIG. 3 and FIG.
4 for a clear logic. FIG. 3 is a flowchart of processing the cross-chain transaction by the first node
set according to an embodiment of the present disclosure. FIG. 3 includes steps performed by each
device in the first node set to process the cross-chain transaction. FIG. 4 is a flowchart of processing
the cross-chain transaction by the second node set according to an embodiment of the present
disclosure. FIG. 4 includes steps performed by each device in the second node set to process the

cross-chain transaction.

[00183] Third, in the processes shown in FIG. 3 and FIG. 4, each node set includes a
verification node device, and a digital signature for cross-chain transaction data stored on the
blockchain of each node set is provided by the verification node device in the corresponding node
set. In another possible implementation, the node sets in the blockchain system may share a same
verification node device, and the same verification node device provides a digital signature for

cross-chain transaction data in each node set in the blockchain system.

[00184] In order to further describe the processes shown in FIG. 3 and FIG. 4, the following
describes the processing process of the cross-chain transaction by using a blockchain system shown

in FIG. 5 as an example.

[00185] FIG. 5 is a schematic diagram of a cross-chain transaction processing method
according to an embodiment of the present disclosure. The blockchain system in FIG. 5 includes a
first node cluster, a second node cluster, and a registration device. A node device in the first node

cluster is a first node device. A plurality of first node devices maintain a blockchain 1. A node
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device in the second node cluster is a second node device. A plurality of second node devices
maintain a blockchain 2. A gateway device in the first node cluster is a first gateway device. A
gateway device in the second node cluster is a second gateway device. A verification node device in
the first node cluster is a first verification node device. A verification node device in the second
node cluster is a second verification node device. The first node device may receive a cross-chain
transaction request of a terminal. The cross-chain transaction request may be a sent by a service
application (APP) in the terminal (as shown in FIG. 5). The service APP may be a cross-chain APP
or a decentralized APP (DAPP).

[00186] After receiving the cross-chain transaction request, the first node device may run a
service contract 1 on the blockchain 1. The service contract 1 executes, on the current chain (that is,
the blockchain 1), a first transaction event of the cross-chain transaction, and calls a cross-chain
contract 1 on the blockchain 1 to determine to execute, on a peer chain (that is, the blockchain 2), a
second transaction event of the cross-chain transaction. If the transaction event of the cross-chain
transaction is completed on the current chain, and the second transaction event to be executed on
the peer chain is determined, the service contract 1 stores cross-chain transaction data 1 of the
cross-chain transaction on the current chain to the current chain. The first gateway device may
obtain a validity proof (that is, a digital signature) for the cross-chain transaction data 1 from the
first verification node device, and send the validity proof and the cross-chain transaction data 1 to
the second gateway device. The second gateway device sends the received cross-chain transaction
data 1 and validity proof to the second node device. The second node device runs a cross-chain
contract 2 on the current chain (that is, the blockchain 2) based on the cross-chain transaction data 1.
If the validity proof passes verification of the cross-chain contract 2, the cross-chain contract 2
stores the cross-chain transaction data 1 to the current chain, and calls a service contract 2 on the
current chain. The service contract 2 executes, on the blockchain 2, the second transaction event of
the cross-chain transaction, and returns a processing result of the second transaction event to the
cross-chain contract 2. The cross-chain contract 2 stores cross-chain transaction data 2 to the
blockchain 2 based on the processing result of the second transaction event. The second gateway
device obtains the cross-chain transaction data 2 from the blockchain 2, obtains a validity proof
(that is, a digital signature) for the cross-chain transaction data 2 from the second verification node
device, and returns the cross-chain transaction data 2 and the validity proof to the first gateway
device. The first gateway device then returns the cross-chain transaction data 2 and the validity
proof to the first node device. The first node device runs the cross-chain contract 1 again. If the

received validity proof passes verification of the cross-chain contract 1, the cross-chain contract 1
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calls the service contract 1 to send a transaction completion response to the terminal or the service

APP in the terminal.

[00187] FIG. 6 is a schematic structural diagram of a cross-chain transaction processing
apparatus according to an embodiment of the present disclosure. Referring to FIG. 6, the apparatus
500 is configured in a blockchain system. A first blockchain and a second blockchain are further

configured in the blockchain system. The apparatus 500 includes:

a receiving module 501, configured to receive a cross-chain transaction request of a
terminal, the cross-chain transaction request indicating a cross-chain transaction to be performed

between the first blockchain and the second blockchain; and

a processing module 502, configured to run a first service contract on the first
blockchain based on the cross-chain transaction request, the first service contract indicating a first
execution manner for the cross-chain transaction on the first blockchain, execute, on the first
blockchain through the first service contract, a first transaction event of the cross-chain transaction,
run a first cross-chain contract on the first blockchain, determine to execute, on the second
blockchain, a second transaction event of the cross-chain transaction, the first cross-chain contract
indicating a second execution manner for the cross-chain transaction on the first blockchain, and
store first cross-chain transaction data to the first blockchain through the first service contract, the
first cross-chain transaction data indicating that the first transaction event is already executed on the

first blockchain and that the second transaction event is already executed on the second blockchain.

[00188] The receiving module 501 is further configured to obtain second cross-chain
transaction data from the second blockchain, the second cross-chain transaction data being obtained
based on the first cross-chain transaction data, and the second cross-chain transaction data

indicating that the second transaction event is already executed on the second blockchain.

[00189] The processing module 502 is further configured to send a transaction completion
response to the terminal through the first service contract and the first cross-chain contract, the

transaction completion response indicating that the cross-chain transaction is already completed.
[00190] In some embodiments, the processing module 502 is further configured to:

run the first cross-chain contract again based on the second cross-chain transaction

data; and

send the second cross-chain transaction data to the first service contract through the
first cross-chain contract that is run again, and run the first service contract again to send the

transaction completion response to the terminal.
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[00191] In some embodiments, the receiving module 501 is further configured to receive a
digital signature for the second cross-chain transaction data, the digital signature indicating that the

second cross-chain transaction data is already stored to the second blockchain.
[00192] Sending the second cross-chain transaction data to the first service contract includes:

[00193] sending the second cross-chain transaction data to the first service contract when a
quantity of digital signatures for the second cross-chain transaction data is greater than a first

threshold.
[00194] In some embodiments, the receiving module 501 is further configured to:

[00195] receive, when the first blockchain corresponds to a first gateway device and the
second blockchain corresponds to a second gateway device, the second cross-chain transaction data
on the second blockchain from the first gateway device, the second cross-chain transaction data

being provided by the second gateway device.

[00196] In some embodiments, the cross-chain transaction request includes transaction
information of the cross-chain transaction, an identifier of the first service contract, and an identifier
of a second service contract on the second blockchain, and the second service contract indicates a

third execution manner for the cross-chain transaction on the second blockchain.

[00197] It is to be noted that when the cross-chain transaction processing apparatus 500
processes a cross-chain transaction, division of the functional modules is used merely as an example
for description. In actual applications, depending on a requirement, the functions may be allocated
to different functional modules for implementation, that is, an internal structure of the apparatus is
divided into different functional modules to implement all or some of the functions described above.
In addition, the cross-chain transaction processing apparatus provided in the foregoing embodiment
pertain to a same concept as the cross-chain transaction processing method embodiment, and a
specific implementation process thereof refers to the method embodiment, and will not be

elaborated herein.

[00198] FIG. 7 is a schematic structural diagram of a cross-chain transaction processing
apparatus according to an embodiment of the present disclosure. The apparatus 600 is configured in
a blockchain system. A first blockchain and a second blockchain are further configured in the

blockchain system. The apparatus 600 includes:

an obtaining module 601, configured to obtain first cross-chain transaction data from

the first blockchain, the first cross-chain transaction data indicating that a first transaction event of a
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cross-chain transaction is already executed on the first blockchain and that a second transaction

event of the cross-chain transaction is already executed on the second blockchain; and

a processing module 602, configured to run a second cross-chain contract on the
second blockchain based on the first cross-chain transaction data, the second cross-chain contract
indicating a fourth execution manner for the cross-chain transaction on the second blockchain, store
the first cross-chain transaction data to the second blockchain through the second cross-chain
contract, run a second service contract on the second blockchain, the second service contract
indicating a third execution manner for the cross-chain transaction on the second blockchain,
execute, on the second blockchain through the second service contract, the second transaction event,
continue to run the second cross-chain contract, and store second cross-chain transaction data to the
second blockchain, the second cross-chain transaction data indicating that the second transaction

event is already executed on the second blockchain.

[00199] In some embodiments, the obtaining module 601 is further configured to receive a
digital signature for the first cross-chain transaction data, the digital signature indicating that the

first cross-chain transaction data is already stored to the first blockchain.
[00200] Storing the first cross-chain transaction data to the second blockchain includes:

[00201] storing the first cross-chain transaction data to the second blockchain when a
quantity of digital signatures for the first cross-chain transaction data is greater than a second

threshold.
[00202] In some embodiments, the obtaining module 601 is configured to:

[00203] receive, when the first blockchain corresponds to a first gateway device and the
second blockchain corresponds to a second gateway device, the first cross-chain transaction data on
the first blockchain from the second gateway device, the first cross-chain transaction data being

provided by the first gateway device.

[00204] It is to be noted that when the cross-chain transaction processing apparatus 600
processes a cross-chain transaction, division of the functional modules is used merely as an example
for description. In actual applications, depending on a requirement, the functions may be allocated
to different functional modules for implementation, that is, an internal structure of the apparatus is
divided into different functional modules to implement all or some of the functions described above.
In addition, the cross-chain transaction processing apparatus provided in the foregoing embodiment

pertain to a same concept as the cross-chain transaction processing method embodiment, and a
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specific implementation process thereof refers to the method embodiment, and will not be

elaborated herein.

[00205] FIG. 8 is a schematic structural diagram of an electronic device according to an
embodiment of the present disclosure. Referring to FIG. 8, the electronic device 700 may be
configured as any device in the blockchain system described above, for example, any node device,
any gateway device, any verification node device, or the registration device. The electronic device
700 may differ greatly because of different configurations or performance, and may include one or
more than one central processing unit (CPU) 701 and one or more than one memory 702. The
memory 702 stores at least one piece of computer program. The at least one piece of computer
program is loaded and executed by the CPU 701 to implement the method provided in each method
embodiment. Certainly, the electronic device 700 may be further provided with a wired or wireless
network interface, a keyboard, an input/output interface, or another component, to facilitate
inputting and outputting. The electronic device 700 may further include another component for

realizing a device function. Elaborations are omitted herein.

[00206] In an exemplary embodiment, a computer-readable storage medium is also provided,
for example, a memory including program code. The program code may be executed by a processor
in a terminal to perform the cross-chain transaction processing method in the following
embodiments. For example, the computer-readable storage medium may be a read-only memory
(ROM), a random access memory (RAM), a compact disc read-only memory (CD-ROM), a

magnetic tape, a floppy disk, an optical data storage device, or the like.

[00207] All the foregoing optional technical solutions may be randomly combined to form

optional embodiments of the present disclosure. Details are not described herein.

[00208] It may be understood by a person of ordinary skill in the art that all or some of the
steps in the foregoing embodiments may be completed by hardware, or by a program instructing
related hardware. The program may be stored in a computer-readable storage medium. The storage

medium may be a ROM, a magnetic disk, an optical disk, or the like.

[00209] The foregoing descriptions are merely optional embodiments of the present
disclosure, but are not intended to limit the present disclosure. Any modification, equivalent
replacement, or improvement made within the spirit and principle of the present disclosure shall fall

within the protection scope of the present disclosure.
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CLAIMS

What is claimed is:

1. A cross-chain transaction processing method, performed by a first node device in a
blockchain system comprising a first blockchain and a second blockchain, and the method

comprising:

receiving a cross-chain transaction request of a terminal, the cross-chain transaction request
indicating a cross-chain transaction to be performed between the first blockchain and the second

blockchain;

running a first service contract on the first blockchain based on the cross-chain transaction
request, the first service contract indicating a first execution manner for the cross-chain transaction

on the first blockchain;

executing, on the first blockchain through the first service contract, a first transaction event of
the cross-chain transaction, running a first cross-chain contract on the first blockchain, and
determining to execute, on the second blockchain, a second transaction event of the cross-chain
transaction, the first cross-chain contract indicating a second execution manner for the cross-chain

transaction on the first blockchain;

storing first cross-chain transaction data to the first blockchain through the first service
contract, the first cross-chain transaction data indicating that the first transaction event is already
executed on the first blockchain and that the second transaction event is already executed on the

second blockchain;

obtaining second cross-chain transaction data from the second blockchain, the second
cross-chain transaction data being obtained based on the first cross-chain transaction data, and the
second cross-chain transaction data indicating that the second transaction event is already executed

on the second blockchain; and

sending a transaction completion response to the terminal through the first service contract and
the first cross-chain contract, the transaction completion response indicating that the cross-chain

transaction is already completed.

2. The method according to claim 1, wherein sending the transaction completion response to

the terminal through the first service contract and the first cross-chain contract comprises:
running the first cross-chain contract again based on the second cross-chain transaction data;
sending the second cross-chain transaction data to the first service contract through the first
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cross-chain contract that is run again; and

running the first service contract again to send the transaction completion response to the

terminal.
3. The method according to claim 2, further comprising:

before running the first cross-chain contract again based on the second cross-chain transaction

data,

receiving a digital signature for the second cross-chain transaction data, the digital signature
indicating that the second cross-chain transaction data is already stored to the second blockchain;

and
wherein sending the second cross-chain transaction data to the first service contract comprises:

sending the second cross-chain transaction data to the first service contract when a quantity of

digital signatures for the second cross-chain transaction data is greater than a first threshold.

4. The method according to any one of claims 1 to 3, wherein obtaining the second cross-chain

transaction data from the second blockchain comprises:

receiving, when the first blockchain corresponds to a first gateway device and the second
blockchain corresponds to a second gateway device, the second cross-chain transaction data on the
second blockchain from the first gateway device, the second cross-chain transaction data being

provided by the second gateway device.

5. The method according to any one of claims 1 to 3, wherein the cross-chain transaction
request comprises transaction information of the cross-chain transaction, an identifier of the first
service contract, and an identifier of a second service contract on the second blockchain, and the
second service contract indicates a third execution manner for the cross-chain transaction on the

second blockchain.

6. A cross-chain transaction processing method, performed by a second node device in a
blockchain system comprising a first blockchain and a second blockchain, and the method

comprising:

obtaining first cross-chain transaction data from the first blockchain, the first cross-chain
transaction data indicating that a first transaction event of a cross-chain transaction is already
executed on the first blockchain and that a second transaction event of the cross-chain transaction is

already executed on the second blockchain;

running a second cross-chain contract on the second blockchain based on the first cross-chain
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transaction data, the second cross-chain contract indicating a fourth execution manner for the

cross-chain transaction on the second blockchain;

storing the first cross-chain transaction data to the second blockchain through the second
cross-chain contract, and running a second service contract on the second blockchain, the second
service contract indicating a third execution manner for the cross-chain transaction on the second

blockchain; and

executing, on the second blockchain through the second service contract, the second
transaction event, continuing to run the second cross-chain contract, and storing second cross-chain
transaction data to the second blockchain, the second cross-chain transaction data indicating that the

second transaction event is already executed on the second blockchain.

7. The method according to claim 6, further comprising: before running the second cross-chain

contract on the second blockchain based on the first cross-chain transaction data

receiving a digital signature for the first cross-chain transaction data, the digital signature

indicating that the first cross-chain transaction data is already stored to the first blockchain; and
wherein storing the first cross-chain transaction data to the second blockchain comprises:

storing the first cross-chain transaction data to the second blockchain when a quantity of digital

signatures for the first cross-chain transaction data is greater than a second threshold.

8. The method according to claim 6 or 7, wherein obtaining first cross-chain transaction data

from the first blockchain comprises:

receiving, when the first blockchain corresponds to a first gateway device and the second
blockchain corresponds to a second gateway device, the first cross-chain transaction data on the
first blockchain from the second gateway device, the first cross-chain transaction data being

provided by the first gateway device.

9. A blockchain system for cross-chain transaction processing, the blockchain system
comprising a first node device, a second node device, a first gateway device, and a second gateway

device, and a first blockchain and a second blockchain being configured in the blockchain system;
wherein the first node device is configured to:

receive a cross-chain transaction request of a terminal, the cross-chain transaction request
indicating a cross-chain transaction to be performed between the first blockchain and the second

blockchain;

run a first service contract on the first blockchain based on the cross-chain transaction request,
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the first service contract indicating a first execution manner for the cross-chain transaction on the

first blockchain,

execute, on the first blockchain through the first service contract, a first transaction event of
the cross-chain transaction, run a first cross-chain contract on the first blockchain, determine to
execute, on the second blockchain, a second transaction event of the cross-chain transaction, the
first cross-chain contract indicating a second execution manner for the cross-chain transaction on

the first blockchain; and

store first cross-chain transaction data to the first blockchain through the first service contract,
the first cross-chain transaction data indicating that the first transaction event is already executed on

the first blockchain and that the second transaction event is already executed on the second

blockchain;

the first gateway device is configured to send the first cross-chain transaction data on the first

blockchain to the second gateway device;

the second gateway device is configured to send the first cross-chain transaction data to the

second node device;
the second node device is configured to:

run a second cross-chain contract on the second blockchain based on the first cross-chain
transaction data, the second cross-chain contract indicating a fourth execution manner for the

cross-chain transaction on the second blockchain;

store the first cross-chain transaction data to the second blockchain through the second
cross-chain contract, run a second service contract on the second blockchain, the second service
contract indicating a third execution manner for the cross-chain transaction on the second

blockchain; and

execute, on the second blockchain through the second service contract, the second transaction
event, continue to run the second cross-chain contract, and store second cross-chain transaction data
to the second blockchain, the second cross-chain transaction data indicating that the second

transaction event is already executed on the second blockchain;

the second gateway device is further configured to send the second cross-chain transaction data

on the second blockchain to the first gateway device;

the first gateway device is further configured to send the second cross-chain transaction data to

the first node device; and
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the first node device is further configured to receive the second cross-chain transaction data
from the first gateway device, and send a transaction completion response to the terminal, the

transaction completion response indicating that the cross-chain transaction is already completed.

10. The system according to claim 9, wherein the blockchain system further comprises a

verification node device,
wherein the verification node device is configured to:

receive a signature obtaining request for cross-chain transaction data from a gateway device,
the gateway device being the first gateway device or the second gateway device, and the cross-chain
transaction data being the first cross-chain transaction data or the second cross-chain transaction

data;

obtain a digital signature for the cross-chain transaction data based on the signature obtaining
request, the digital signature indicating that the cross-chain transaction data is stored to a blockchain

corresponding to the gateway device; and
send the digital signature for the cross-chain transaction data to the gateway device, and

wherein the gateway device is further configured to send the digital signature for the

cross-chain transaction data and the cross-chain transaction data to a corresponding node device.

11. A cross-chain transaction processing apparatus, configured in a blockchain system

comprising a first blockchain and a second blockchain, the apparatus comprising:

a receiving module, configured to receive a cross-chain transaction request of a terminal, the
cross-chain transaction request indicating a cross-chain transaction to be performed between the

first blockchain and the second blockchain; and

a processing module, configured to run a first service contract on the first blockchain based on
the cross-chain transaction request, the first service contract indicating a first execution manner for
the cross-chain transaction on the first blockchain, execute, on the first blockchain through the first
service contract, a first transaction event of the cross-chain transaction, run a first cross-chain
contract on the first blockchain, determine to execute, on the second blockchain, a second
transaction event of the cross-chain transaction, the first cross-chain contract indicating a second
execution manner for the cross-chain transaction on the first blockchain, and store first cross-chain
transaction data to the first blockchain through the first service contract, the first cross-chain
transaction data indicating that the first transaction event is already executed on the first blockchain

and that the second transaction event is already executed on the second blockchain;

the receiving module being further configured to obtain second cross-chain transaction data
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from the second blockchain, the second cross-chain transaction data being obtained based on the
first cross-chain transaction data, and the second cross-chain transaction data indicating that the

second transaction event is already executed on the second blockchain; and

the processing module being further configured to send a transaction completion response to
the terminal through the first service contract and the first cross-chain contract, the transaction

completion response indicating that the cross-chain transaction is already completed.

12. The apparatus according to claim 11, wherein the processing module is further configured

to:
run the first cross-chain contract again based on the second cross-chain transaction data; and

send the second cross-chain transaction data to the first service contract through the first
cross-chain contract that is run again, and run the first service contract again to send the transaction

completion response to the terminal.

13. A cross-chain transaction processing apparatus, configured in a blockchain system

comprising a first blockchain and a second blockchain, the apparatus comprising:

an obtaining module, configured to obtain first cross-chain transaction data from the first
blockchain, the first cross-chain transaction data indicating that a first transaction event of a
cross-chain transaction is already executed on the first blockchain and that a second transaction

event of the cross-chain transaction is already executed on the second blockchain; and

a processing module, configured to run a second cross-chain contract on the second blockchain
based on the first cross-chain transaction data, the second cross-chain contract indicating a fourth
execution manner for the cross-chain transaction on the second blockchain, store the first
cross-chain transaction data to the second blockchain through the second cross-chain contract, run a
second service contract, the second service contract indicating a third execution manner for the
cross-chain transaction on the second blockchain, execute, on the second blockchain through the
second service contract, the second transaction event, continue to run the second cross-chain
contract, and store second cross-chain transaction data to the second blockchain, the second
cross-chain transaction data indicating that the second transaction event is already executed on the

second blockchain.

14. An electronic device, the electronic device comprising a processor and a memory, the
memory storing at least one piece of computer program, and the at least one piece of computer
program being loaded and executed by the processor to implement the cross-chain transaction

processing method according to any one of claims 1 to 8.
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15. A computer-readable storage medium, the computer-readable storage medium being
configured to store at least one piece of computer program, and the at least one piece of computer
program being used for performing the cross-chain transaction processing method according to any

one of claims 1 to 8.
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