METHOD AND SYSTEM FOR PROTECTI NG A PASSWORD DURI NG AN AUTHENTI CATI ON PROCESS
ABSTRACT A system for providing security for a personal password during an
aut henti cati on process. The system conbi nes the use of representative
characters to disqguise the characters of the password and the use of a
separate verification code sent to the user for use in the authentication
process. A server generates and sends both a set of representative characters
and a verifi cat MERHODJEND SYSTEMIFOR PREVECENGTAPASSAORMBURINGANS a m xed

string having the password a”ﬂu¥ﬁéﬁﬁ@%ﬁq@9 eegRsi Nterspersed in order using
the representative characters 1n place o tﬁe characters of the password and

verification code. The server then rggikxﬁi the i nput and det erm nes whet her
the string of representative char acf! | udes the password and verification

code C@ar acterg gﬁte%?orﬁfr&ﬁ’cﬁﬁg Qécglﬁﬁl'foﬂa %é‘%%narﬁ password during an authentication
process. The system combines the use of representative characters to disguise the

characters of the password and the use of a separate verification code sent to the user for

use in the authentication process. A server generates and sends both a set of
representative characters and a verification code to a client device. The user then inputs a

10 mixed string having the password and verification code interspersed in order using the
representative characters in place of the characters of the password and verification code.

The server then receives the input and determines whether the string of representative

characters includes the password and verification code characters in the proper order.
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