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BACKGROUND OF THE DI SCLOSURE The present disclosure clains the benefit of
Provi si omab odpmi2ucati on Serial No. 60/303,450, filed Jul yC@/UuSBDOM®R35t he
entire contents of which are herein incorporated by reference. 1. Field of
the Disclosure The present disclosure relates generally to backup systens
and in particular, to systens and nethods for providing information
backup. 2. Description of the Related Art Backup storage devices are used
for backing up i SYSTREMSQINDIVIEFHODS QRANKORMAEIONBACKILERI nes or

devi ces. Backup storage devices are often used to backup various types of

information including, for exanple, files, databases, systeminformation
and f les, etc. \WWen on@ﬁ%ﬁ&ﬂﬂ?ﬁgﬁg\}?@'@h@smr ed anmong a plurality

of host devices, problens nmay arise when accessing the storage device to
read or wite to it. An exanple of a local area network (LAN) including
backup storage is shown in Fig. A The LAN.includes, one qr nore

wor kst at i ondiegiesspt digslesuse clagpg thedepelitof Fxovsionaldrprlicelion e hackup
storage device 7 interconnected via a network 9. Each of the workstations
5a- 5n @30y Bled J6h- G208V, the ehiieongntsfof mdnth op dertin gomposatediby reBerehes
storage device 7 may be, for exanple, a tape device such as a tape
library. If host devices such as the workstations 5a-5n or servers 6a-6n
are sharing the 1 WO 03/005247 PCT/ US02/ 21235 sane storage device 7, each

oper atq . tenpt to store data in the sane | ocation on the
storagféﬁtg%@?gg%ehg?lgﬁﬁsu%i S case, data required by one host device m ght be
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and methods for providing information backup.

2. Description of the Related Art

Backup storage devices are used for backing up information on servers and other network
machines or devices. Backup storage devices are often used to backup various types of
information including, for example, files, databases, system information and files, etc.

When one backup storage device is shared among a plurality of host devices, problems
may arise when accessing the storage device to read or write to it. An example of a local area
network (LAN) including backup storage is shown in Fig. 1A. The LAN includes one or more
workstations 5a-5n, one or more servers 6a-6n and at least one backup storage device 7
interconnected via a network 9. Each of the workstations 5a-5n and servers 6a-6n my utilize
different operating systems. Backup storage device 7 may be, for example, a tape device such as

a tape library. If host devices such as the workstations 5a-5n or servers 6a-6n are sharing the



special information at specific addresses of the storage device 7. Sone

ot her operating systens nmy require that any attached storage devices have
i denti fyiwgQ oBnéasTati on stored in one or nore portions ofPCrhmb2/s2se ar ea
of storage. This results in conflicts and difficulties in providing such
shar ed stO{a e.. A co7ntr |l er may be used to control ac,ceis&s to the storage
devi c&¥pCS Or&‘}\ﬂ?\‘f&e, » € CERURA SYTeRRaY tismnt to stare dataindhe sage laggtior AR dat a
may be permanently lost . Miltiple storage devices may be provided for
backi e sipragadevien’hds thivienss,clats, regioingsd/osr one Inesh deviogmighit be plervsittendryadata
devices in an efficient and effective manner allow ng backup and recovery
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of the bandwi dth of the LAN or wi de area network (WAN). A storagée area
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includes a plurality of distributed servers 2a-2n, connected to one or
nor e PoFtAE! Heaf seas argoff sigsagsa dkisgesulisrincorBicszand diffighlies in pioyldineauth
network 3. The backup devices 4a-4n may include, for exanple, tape
| i br arsharsd s@tdge. iAcontelillegray pk usal totapntdl sicegsag ehamoliage devipd TKHbwanek, one or
nore read/ wite devices for reading and witing to the storage nedia. The
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2a-2n and packup devi ces 4a-4n can_be shared. For exampl e, one of the
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devices 4a-4n to all other servers. This is

recovery for multiple hosts can be time and resource consuming and can utilize much of the

bandwidth of the LAN or wide area network (WAN).

A storage area network (SAN) may be used to free up bandwidth on the LAN or WAN.
A SAN is a high speed storage network of shared storage devices. A SAN makes all storage
devices available to all hosts on the LAN or WAN, saving valuable bandwidth on the LAN or
WAN.

Figure 1b depicts a SAN environment. The SAN includes a plurality of distributed
servers 2a-2n, connected to one or more storage devices such as backup libraries 4a-4n, via a
highspeed network 3. The backup devices 4a-4n may include, for example, tape libraries each
including a plurality of storage media, a picker and one or more read/write devices for reading
and writing to the storage media. The distributed servers 2a-2n and the backup devices 4a-4n

may be interconnected via a high speed/high volume network 3 that may include various



often referred to as a master/slave system In a master/slave system the
intelligence lies with the naster and the naster has sole discretion and
deci si on walofgs2aut hority regarding when and if to all owPES#r862/3128% access
a backup device. The master creates and nmaintains information regarding

t he s&&te of eacp of the devices on the network. One problemw th the

mast erFESRERY WhesAndlordridecs. t Withehisdmeat covionment, therqarp sevscal ways dhat thg
time and effort to configure another server as the master. All other

ser vessTvigs| Ja-2nadnd hankuy devigestdaein camndesharsér Ver exaapléene of @5 graterh-2nd
configured by the systemadm nistrator. The new master will then
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each device on the network. This can be a tine consum ng and costly
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and slots in.the library within its partition, However, this system may
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operations, the backup application reads the data fromthe prinmary storage
devi c@llpy servsrsste roesss pbatkup, degives The cwstenrcreates andtdintgins amfdrsaivtsregdrding t he
appropriate backup storage devices. These processes involve heavy

uti|i zlad stete oftadBRIfthd Rvidvspneheném@drit.he system nmenory. It is quite
possi bl e t hat when backup operations are in progress, the servers may not
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03/ 005247 PCT/US02/ 21235 heavy utilization of the server system thereby

f r eei AGOWST BRYCISEIYPE hashesn designsgd prd ennfignredrby the exatpm adwimirgyor. The new

master will then re-inventory the network, and build up information regarding the state of each
device on the network. This can be a time consuming and costly procedure.

Another approach is to partition access of a backup device among the servers, so that
each server is capable of accessing only the drives and slots in the library within its partition.
However, this system may not make the most efficient use of the backup devices.

In many backup operations, the backup application reads the data from the primary
storage device to the server memory, does neceésary formatting, and sends it to the appropriate
backup storage devices. These processes involve heavy utilization of CPU, IO channels and the
system memory. It is quite possible that when backup operations are in progress, the servers may
not be able to perform any other application processing. This is one of the reasons why system
administrators prefer to perform backup at a time when the application load on the server is at a

minimum. It would be beneficial if the backup operations could be performed without requiring



A system for backing up and restoring information conprises at |east one
storage device, a prinmary server for granting and denying a global lock to
devi ces rwQuaesoizay access to the at | east one storage devcrasanei2ai | east
one secondary server including internal tables for storing information

rel ati 8L ora in the at |east. ope.storage device, the at |east one
secon g%’ @gfz\?gl?n gf@&ﬁ@%’?’i Wé%egl’ SR Pr?ed’&&ula ETYE S¥eT dHiRe Wémationwher ei n
after the global lock is granted by the primary server, the at |east one
secon®afkPser ver checks its own internal tables to determne whether
access to the at | east one storage device can be granted. If it is

determ ned that access to the at |east one storage device can be granted,
the at | east one secondary server may nark as | ocked, at |east a portion
of the at |east one storage device and store corresponding information in
its own internal tables and propagates the corresponding information to

t he prSlquA]? rver and any ot her secondary servers for storage in their own
internal "tabl'és, indicating that the portion of the at |east one storage
device is |l ocked. After the at |east_ one secondary server propagates the
cor r espondi‘h§YSiem §rrhaekiag up gnd Festering infpranation cempaises atdessy enestorage dayice,

rel ease the global |lock so that the global lock is available to any of the
secondarymary gewver for granting and dergiing & globelr locldfd davidel eeqaiestirgasicesIte tiseaaagar y
server releases the global [ock, the at |east one secondary server may

begi nohaelokap@ depickRh@biMeidt @fe kdHoRdiryReRer IRARnANRPA tMleOfor sloliggat | east
one storage device or restoring information fromthe at |east a BOI"[IOH of

t he at J! e st.orage device. After the
B e
information fromthe at |east .a portion of the at |east one storage device,
the af®quesiie 3g a@@%ﬁﬁ%ﬁf}e PEMZST SSESF ‘é(g%ﬁ"w afish thesgloba) dock i grantediakths o
that it can update the primary server and any other secondary servers
accor @RIy serpen e o frastzne|seegndanmesress chenka ity owerinternal sabdepetordetgrmare t he

gl obal lock, the at | east one secondary server may send information to the
pr i mamshether access to the at least one storage device can be granted.

If it is determined that access to the at least one storage device can be granted, the at least
one secondary server may mark as locked, at least a portion of the at least one storage device and
store corresponding information in its own internal tables and propagates the corresponding
information to the primary server and any other secondary servers for storage in their own
internal tables, indicating that the portion of the at least one storage device is locked. After the at
least one secondary server propagates the corresponding information to the any other secondary
servers, it may release the global lock so that the global lock is available to any of the secondary
servers or the primary server. After the at least one secondary server releases the global lock,
the at least one secondary server may begin backing up information into the at least a portion of

the at least one storage device or restoring information from the at least a portion of the at least



server and any other secondary servers informng themto update their
internal tables to unlock the at |east a portion of the at |east one

st orage dwo0iosmos2The system may further conprise a networlpCirarsozansect i ng
the at | east one storage device, the primary server and the plurality of
secondary, servers. e network nmay.conprise a storage_ area network. Also
di scl SE%é‘Ofasgeé‘e}?@?-h epthe m%?ﬁ"i%@ SeFARIFBSFI YRy indenss Backingsu ipta er tgposng
network for backing up information to and restoring information froma
st or adeforeationerom e atdeasta poitionlofithiered leamt pud starage devive theaatdeseomndar y
servers, conprising sending froma secondary server to the primary server

a requesihdigservetnahakaih 6duestthe 1oBLIBLREY HRE{H\CEH ubdis HRiRBndri &% BRInd abl es
for storing information relating to storage in the storage device,

det er g}, - oRET rk have t.he gl obal | ock,
and gr aﬂt’%ﬁ%&%ﬁ%&% ?\%io%rgs%ﬁbgalg ?@bé& ﬁ‘{rglcl:{gtt%&? ﬁgggéé\%%%%g?ryerg&aggp based on
whet her a t her, servers on the network have the gl obal |ock.. Wen the
gl obalg“’ieBE% é@géﬁ%‘ﬁ% & Byeashensricrondaly s&ysranay send informaiion todhePEmanhdar y
server checks its own internal tables to detern ne whether access to the
at | ed¥veiond anyotheysechadptysergrs ibrygingithen. tolupdate their tiésrealtiblestotunddckaccess
to the at | east one storage device can be granted, the at |east one

secondarat Iest ¥ portioR YO f R 4 1a8t brkGkdtlge ddvide? aBtte FsieAN thhpfurer Ediprade d €ast one
storage device and store corresponding information in its own internal
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and any ot her secondary servers rown 47
tables, indicating that the portion of the at

PCT/ US02/ 21235 i nternal
| east §%°§)88£5TP'3F§§ES' 3@%@&“’? PEOMPISEASINTag  Iea petWofst one secondary
server propagates the corresponding information to the any other secondary
servers, i t\pgiselasesis e methogpigpantingserd desying acceshto srsman p petevark for
availabl e to any of the secondary servers or the primary server. After the
at | ehstkingiep sgoomadmmyto sad vestoringliefasmstioh foml :odiadagé dekce, threseratrs Inehslingne
secondary server may begin backing up information into the at least a
por ti @prigfary B&ver and secondary servers, comprising sending from a secondary server to the

primary server a request for a global lock, the secondary server including internal tables for

storing information relating to storage in the storage device, determining whether any other

servers on the network have the global lock, and granting and denying the global lock to the

secondary server based on whether any other servers on the network have the global lock.. When

the global lock is granted by the primary server, the at least one secondary server checks its own

internal tables to determine whether access to the at least one storage device can be granted.

If it is determined that access to the at least one storage device can be granted, the at least
one secondary server may mark as locked, at least a portion of the at least one storage device and

store corresponding information in its own internal tables and propagate the corresponding

information to the primary server and any other secondary servers for storage in their own



at | east one storage device or restoring information fromthe at |east a
portion of the at | east one storage device. After the at | east one
secondar yweasme2471 s done backing up into or restoring infPernsn/an3sromthe
at least a portion of the at | east one storage device, the at |east one

secon ver. in may. request the global |ock so that it can update
he_pi Rt LR afOing FRS BIHER ety o Fass I06ED sy Al Bas i he
at | east one secondary server is again given the global |ock, the at |east
one s&@RESFeUdpyeservenpropagefes tesonrastondingdnformaipen ieethy ang etheesecamdhrany

ot her secondary servers informng themto update their internal tables to
unl ockerverseit ataylrelasse the globalilock sd thahthe globabRsk iaRilablera gty 6t G8oondhs
network may conprise a storage area network. Al so disclosed is a conputer
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denyi ng access to servers on a networ ing up in

restorgd ' rmation froma storage device, .the serve includin

or 1 R o e BB R Bedh Pafide UE iaiReationgnB e o Brstamonii o a
secondary server to the primary server a request for a global |ock, the
seconf %Sté’@F Slerage JeYige Phipstomg intormation Semfibe atsleent ppgrtior ofitheni least ové at i ng
to storage in the storage device, code for determ ning whet her any ot her
ser vesiorage detiee.ndtftaottle anast drivsegimlany sehat ks dund backiag fupringraméstaigngand
denying the global |lock to the secondary server based on whether any ot her

ser veffofhationerdie (e keiey C@oﬁtiaﬁ oBHRPA o066 stdeNad e, MLRAbast O TS
granted 6 WO 03/005247 PCT/US02/21235 by the primary server, the at | east

one s i i : s..to. determ ne whet her
Coess PRARY Xl NI BRTFd Ao e B BHELREc b BB Fiel g DR b
determ ned that access to the | east _one storage device can be, granted,
code ﬁ%c’%@fﬁﬁc??fﬁq $EvVys a?‘i%‘g‘f‘gtyn eggé‘b@ﬁ gLlegst ope Seronderyarver BagBicked, at

| east a portion of the at | east one storage device and store correspondi ng
i nf or AEEN&he glabaldecks el at deat ene seaehdenservraynayrsopd gomnatios to the primary

server and any other secondary servers informing them to update their internal tables to unlock
the at least a portion of the at least one storage device. The network may comprise a storage area
network.

Also disclosed is a computer recording medium including computer executable code for
granting and denying access to servers on a network for backing up information to and restoring
information from a storage device, the servers including a primary server and secondary servers,
comprising code for sending from a secondary server to the primary server a request for a global
lock, the secondary server including internal tables for storing information relating to storage in
the storage device, code for determining whether any other servers on the network have the
global lock and code for granting and denying the global lock to the secondary server based on

whether any other servers on the network have the global lock. When the global lock is granted



corresponding information to the primary server and any other secondary
servers for storage in their own internal tables, indicating that the
porti on oWotobwoz2s7 | east one storage device is | ocked. Aft@CTiuse2at33 east
one secondary server propagates the corresponding information to the any

ot her ,secondary servers, jt may release the global | ock so that the gl obal
lock 1% HGR VY t@ﬁ?{eéﬁt%ée@@éﬁlﬁ’cﬁﬁwré‘?‘#éﬁ% opm 1ieEnab iablesity server .
Code may be provided for controlling the at | east one secondary server, so
t hat afatemingwhether dcsesstio theart deasootatyragederdce caplbegsaged.ne gl obal | ock, the
at | east one secondary server begins backing up information into the at

| east a porlifiioi deferthined &at h@R8 toARE atlet BHE s@PALE @RVIRE chifBé Bfanf, code may |
information fromthe at | east a portion of the at |east one storage device.

Code r.oyi f tr ' | e ne seco [y, Server, so
Chat apyuBPRER Kadfithe SorfY Ll Il BBt Bl R BoRHAAES SRR PEE o1
restori nrg iaformat' on fromthgiﬁat%tl@east a. portion of the at |east one

st or ageO@8Y AREce kst copepending iLorpAtl i intsrnab fablgsand codemax psonagate the
gl obal lock so that it can update the primary server and any other

sec ond@ripspadies wifcrovded intk prinGoyscrrenandenyother dendnflay seovets fot btoragetine at
| east one secondary server, so that after the at |east one secondary

ser vertheis oagaintengil Yables) hdicglinptat theqlortidhef tht al RaS bno BRrERRAR 1YI0BREN €T
sends information to the primary server and any other secondary servers

i nform ng tRegt #R JHRAGGe sOBhliary!sBEF AN @8 cb At a
portion of the at | eastO (e)ne st %rygge d@\?’:p%% Qé7 V\f) ‘8“‘3"’?@%@5‘3%‘5@ E%llotg)/atg‘%ZSS
BRI EF DESCRI PTI OF THE W N o | ete reci.gtion of. the
present Y d SEI GBI SFa hyof T REe tgi‘ﬁﬁ‘gfﬂ@ S&M%@@Bﬁ‘ﬂ Pk 8 Y a%tqﬁl‘i’ e
readily obtained as the same beconmes better understood by reference to the
f ol | oI dias sseradary eg¥ers Bt fhsPrimpasl SeAGi dered i n connection with the
acconpanyi ng draw ngs, wherein:

Code may be provided for controlling the at least one secondary server, so that after the at
least one secondary server releases the global lock, the at least one secondary server begins
backing up information into the at least a portion of the at least one storage device or restoring
information from the at least a portion of the at least one storage device.

Code may be provided for controlling the at least one secondary server, so that after the at
least one secondary server is done backing up into or restoring information from the at least a
portion of the at least one storage device, the at least one secondary server again requests the
global lock so that it can update the primary server and any other secondary servers accordingly.

Code may be provided for controlling the at least one secondary server, so that after the at
least one secondary server is again given the global lock, the at least one secondary server sends

information to the primary server and any other secondary servers informing them to update their

internal tables to unlock the at least a portion of the at least one storage device.



Figure A is a block diagramof a LAN environment; Figure 1B is a block
di agram of a SAN environnent; Figure 2 is a block diagramillustrating an
exanpl e ovoa3newor k environment to which the present sy®Cemsozadssret hods
may be applied; Figure 3 is a block diagramillustrating an exanple of a
SAN enyi I h resent systens and net hods nay be appli ed;
Fi gur%@%m&é@&é&iégéﬁﬁﬁ@%}@%%r allowing a user to configure the
system Figure 6 is a block diagramillustrating a configured system

Fi gures 7 -A mprecempleteapreiisfimayfsha ptasentntjsciosuseand maspof the jitehdaitn a j ob
gqueue; Figure 13 is a screen display allowing a user to backup a renote

ser veradvdrtgies ehekbofl Wil Pbdteadily db@eiea ik SROYnObcdhied bet&deRFodiSRE by the
servers of the present system and nethod; Figure 15 is a flow chart for

descri fj j eam.hac .accaording to an . enbodi.nent.;. Figure 16 is
a bl o¢ Efe%?lggwa{rge%ﬁo‘§¥er{§cc?elq%%§gdégaépg]r(@ce{}d?eé’s‘gmﬁ@g{?@plp CeIHGHIRL Wit {ﬁelg are
flow charts for describing various aspects of serverless backup; Figure 20
is a JCHIPRARYMESHANIIES;: WBBTCHNG bl ocks of data for those files; 8 WD

03/ 005247 PCT/ US02/ 21235 Figures 21 and 22 are GU's allowing a user to
confi gure [Higrardidas a douk dihgrames adAN edbirargeritl ow charts for descri bing
serverl ess backup operations. DETAILED DESCRI PTION I n describing preferred

enbodi ment FigfretiBYs RASRWiadhSOrARAE chliréttbidAl €d in the draw ngs,
specific termnology is enployed for sake of clarity. However, the present

Figure 2 is a block diagram illustrating an example of a network environment to which
the present systems and methods may be applied;

Figure 3 is a block diagram illustrating an example of a SAN environment to which the
present systems and methods may be applied;

Figures 4 and 5 are screen displays for allowing a user to configure the system;

Figure 6 is a block diagram illustrating a configured system;

Figures 7 - 12 are screen displays allowing a user to set up jobs in a job queue;

Figure 13 is a screen display allowing a user to backup a remote server;

Figure 14 is a block diagram showing various engines used by the servers of the present
system and method;

Figure 15 is a flow chart for describing multiple stream backup according to an
embodiment;

Figure 16 is a block diagram for describing a serverless backup;

Figures 17 - 19 are flow charts for describing various aspects of serverless backup;

Figure 20 is a diagram showing files and blocks of data for those files;



disclosure is not intended to be limted to the specific term nol ogy so
selected and it is to be understood that each specific elenent includes all
t echni calwegaioehtent s which operate in a simlar nanner. PCRaSpr/zReht
system and nethod is capabl e of being inpl errent ed in a Local Area Network

LAN) envi vari ous her s of enyironnents
fnc:\?Jdl ng, f%urrenég Brﬂs‘}ll arg(ﬂgﬁgﬂggglgﬁrlésgr Ay e A r onnent. Figure 2

illustrates_ the har dwar e and sof tware envi ronrrent i n which the disclosed
embodi nent Figres 235e2% e tllony chests dor drseribirg seryerdess paclaw engeationse or nor e
wor kstations 10a - | On, one or nore servers 1la-1 In and one or nore
backup devices 13a-13n interconnected via one or nore networks. The

wor kst ati ons 10a-10n and servers 1l1lla-11n nmay user the same or different

oper apEEAR Y PABCRIPEIONQ! kst ations | 0a-1On may include one or nore desktop
comput ers | apt op conputers, mainfranmes, etc. In the enbodi nent shown in

Fig. 2, rk 1s.a Aavi ron stations. 10a-10n,
the server gﬂ % glgrprgf?arehﬁéntg) ﬁ‘bts QEE{ é}{gseﬁggls%ﬁuredhgstmlﬁ 1rnct(]}ﬁnect ed via
a LAN 15. In addition, or as an alternative to the above-described LAN

envi r SFAYEAES. speafisterannelpginivemplaygihior saks ofdarity) iHewevesAtheamosanbnirent , t he
wor kstations | Ca-1 On naybe 9 WD 03/005247 PCT/ US02/ 21235 connected to one
or nodisclusuee isinut mtdndyd of be Himited o fiRespecitfig nermiaolagl Adsalecwde 2ad iidis o Bbove
with respect to Fig. 2. However, in a SAN environnment, servers 12a-12n are

conneghgstsiodd e eQEh SRR é@éﬁ&ﬂﬁn&ﬁ@%@ﬁe&ﬁﬂ%@ %ﬁm%%nfs witith \sbgre lﬂedt o K

16, as shown in escrib nore detaill ow,
servers }Za 12n nay be assigned to server groups which include dlstrlbuted
server €W IB¢MEr v server and backup storage devices. Network 16 is a high

speed network that may include a system of switches and bridges formng a
part of a flihspasesent system and method is capable of being implemented in a Local Area Networ:

(LAN) environment as well as in various other types of environments including, for example, a
Storage Area Network (SAN) environment.

Figure 2 illustrates the hardware and software environment in which the disclosed
embodiments will be further described. The system includes one or more workstations 10a - 10n,
one or more servers 11a-11n and one or more backup devices 13a-13n interconnected via one or
more networks. The workstations 10a-10n and servers 11a-11n may user the same or different
operating systems. The workstations 10a-10n may include one or more desktop computers,
laptop computers, mainframes, etc. In the embodiment shown in Fig. 2, the network is a LAN
environment, and the workstations 10a-10n, the servers 11a-11n and the backup systems 13a-13n
are interconnected via a LAN 15.

In addition, or as an alternative to the above-described LAN environment, a SAN

environment may be provided. In the SAN environment, the workstations 10a-10n may be



channel network. The SAN forms a high speed, high bandw dth system for
comuni cating data. The high speed network 16 may be, for exanple, a fibre
channel ™wDwoNBs24m shared SCSI system or an SSA type systPemusdtettzauigh only
one server group will be described herein, a plurality of server groups may
be provi de? on the SAN. The primary server controls the flow of information
of al FOBFeCtado ong oy moze pip pluslitephesusy dfa gl gupia afAY ap descsibed aboverwitlst s i f
two servers attenpt to allocate a device or nedia at the same tine. Fibre
channé&$spaetdpifes. 2. dhavévchrie aSAQN mevirdrinerd, deeers1i3d 2 icara vemicettdito ohber net wor k
16 and are referred to as nodes. Nodes may be connected to sw tch/ hubs,

cr eat inftge daclivpGtordBeddviddh @4a CNANORI a AdtWerk BO)IB RS irAtig 03.Cald i e fi bre
channel arbitrated | oop, includes nodes connected by a fibre channel hub,
so th : ' o er n «Nodes log in to the ring
when SSuareq Aot S habt, He LBy BR et A hal RE ST S St ooy ent
on the ri .that all other. nodes on the ring receive so that each is aware
of nelridse ?tf@él@ﬁ SRGES: B RV §YR and baglaw, %‘?féae deviges g DetwiRrk| 1§ igjaddgh
address or id by the manufacture, allowi ng each node to be identified when
it | ofRecdrmetverkehatimey ingdk agysdemiof ewitshrstand dridgeseformingar parsofzofimect ed to a
hub use applications that are network-storage aware, so that they can

accessharhel detwiocles Tive ISANIford 2 W10 SR, 41 bR B34S comffutidaginy Aeta t h
ot her applications also accessing the devices. In the SAN environnent

descr iTpggidiesREM neHRkE ‘I\@hﬁ%% Sfof @§a1hv}glreg§ %gge?c?l i I%M&IE r‘L\eshaw.férd [ system

di sclosure  are installed on the ser e systemi1s

confi designate the primary and distributed servers and to assign
each gg%%k&gp%“ﬁ%%ﬁp. For exanple, according to an enbodi nent, a display

such as that, _shown in Fig. 4 is provided to a-user. The display includes a
panel 20 prothoyel osly ueserver gropn villde desarihied fersin windeslity afiserey Brnpsmayhe

be provided on the SAN. The primary server controls the flow of information of all of the
servers in that SAN server group. This prevents conflicts if two servers attempt to allocate a
device or media at the same time.

Fibre channel adapters and fibre channel libraries may be connected to the network 16
and are referred to as nodes. Nodes may be connected to switch/hubs, creating a ring. The fibre
channel ring, sometimes also called a fibre channel arbitrated loop, includes nodes connected by
a fibre channel hub, so that each node can talk with each other node. Nodes log in to the ring
when powered up or when first connected to the ring. This causes an event on the ring that all
other nodes on the ring receive so that each is aware of new nodes. Each node on the ring is
assigned a unique world-wide address or id by the manufacture, allowing each node to be
identified when it logs onto the ring. Backup devices such as tape libraries connected to a hub

use applications that are network-storage aware, so that they can access the devices without
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configuration of primary and distributed servers. A panel 22 on the right
hand side of the display shows all avail able servers having the present
sof t war e wogBabizetl and whi ch have not yet been assigned POTASY2/3RBYer
group. A user first selects the primary server, by noving the curser (not
shown). {antd.sel ecti ng ogle of the servers fromthe list on the right hand

si de of'® ﬁlén%ﬂyétﬁlogv ARplicalinas,alsp peqessie hedgkieePr i mary button 24. The
primary server may al so be desel ected by noving the curser and sel ecting
the server HrigaSeieendfanngeahdescabed birtiok isnfiwareBakehs iRntcordanchwhithahe 26.
After the primary server has been selected, the distributed servers are

t hen gebsent disclesute asdhgalesl o BelsbRtrsARETRAY THE rsYﬁémtiQtHeﬁrCthﬁﬁ‘gd ¥er group.
A distributed server is selected fromthe right” hand w ndow of the screen
and t hpgspasl A R4 6 i 5. CJi 1. 10 remve a distributed
server f 1,r@(i('z:i)z?rnl;J g&g@olﬁ%? a? ﬁe sewgl Qér%g%ga]:“f\tot SE&FE? ¢h PANE ALY X EFRE: t he
Renove Di stributed utton 30 is clicked. This process is repeated until
the séf @erramért%ﬂlb enpo W?ﬁq?’g% léﬂa&?c%‘é‘é !ﬁfaéah%‘yn 1 ﬁ’@ thdeprovired tap geeigdbgevi ces
are then assigned to the server group. This process is performed on the
pr i mardpspdaripepdesmopansk g pravidedponabe lefrhast sidedviich peoviidss d toeeavisre b e gr oup,
a Device Goup Configuration dialog is selected fromthe primary server
machi renfifiraorpofymenry aadufistdowed titbers.a8 panall 225010We right Rl sile oMb AlkpldySt S
each of the server groups in the left hand panel 32 and 11 WO 03/ 00554

PCT/ U 2B ' | cen i Y | 34,
SO8W2 412 3%ailaBleAehaipd Eaﬁﬁé’ﬂﬁ%@slelﬁcyogcgﬁgéé fgg‘ﬁﬁ%&é gnci Q/ﬁl({hl kﬂg%/ n{ﬁ?%gbge%ne

Al t hough the present disclosure™w mai nl'y rence to

t i i di a,devi th t f t di

ot oS bR ang Sor BBt AR 1S ShimeRt iy lY Fi Pheth e (Rl 0
lib i T l.ib i t tl i dt are displ ayed
0t DAY Felecting paeef e et Hisrdist on the Tighs hasd ign of teahplasidsdar y. t 0

a group, a library listed in the Avail able Devices panel 34 is clicked on
aﬂcei ) S ge@mlié&ing'ﬁﬂkéla]gq: Bumairnbwitinc24. tThe priseary s@mesmbyp alRd de tdeseldctddrariovidgc an
t the curser and selecting the server from the left panel and clicking a Delete Primary button 26.

After the primary server has been selected, the distributed servers are then selected and assigned

to that primary server to form a server group. A distributed server is selected from the right hand

window of the screen and the Assign Distributed button 28 is clicked. To remove a distributed

server from a group, the server name in the left panel is selected and the Remove Distributed

button 30 is clicked. This process is repeated until the server group is configured as desired by

the user.

The storage devices are then assigned to the server group. This process is performed on
the primary server. For example, to assign shared libraries to a server group, a Device Group

Configuration dialog is selected from the primary server machine. This presents a window such

as that shown in Fig. 5, which lists each of the server groups in the left hand panel 32 and
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hi ghlighted in the |eft hand panel 32 by the user. The Assign button 36 is

then clicked. The Ilibrary will then be renoved fromthe right hand panel
34 and plwoadobeneat h the device group in the |eft hand pamaiso821235
Additional libraries can be added to the group by repeating the above

st eps. finished, the OK hutton 38 is clicked. An exanple of the thus
confi §U \fﬁgﬁﬁg &totage r@ﬁ?ieﬂ_émcgs &h S%ﬁ hendpans! 34rnalthughdhk Present disrdoswaewilh
primary server 13, distributed servers 15a-15n and storage nedi a devices
16a- 1&8.dosgihed rsainkydyy refeiancainiapea lipuhics agthe sufrageahedit davices ethet oypee of
performed. An exanple of a job queue is shown in Fig. 7. Cicking on the

j ob qusdtagd mbdidAevidesSRhpYS udddersialibrrdt 4k8oion iAW toRRE tdpRNitfdiesATapHOWN.
The job queue identifies the server involved in the job, the job nu ,

er
the jigRaddd P : ' t cuf iqe -for. h 1ob, . as
shoun. i s PR SE' Er e AT iR s R B AV Gl TR SR Send P
gueue hy At he user. The resent system continuously scans the job queue for
j obs t3%atf°a?sélgrn@a{a@/3 ]lrﬂ?falﬁ(go &L @dﬁ’r%ﬂ’ét ah ﬁle Yaitebls Pedcespaggl 34cisi ng a
job fromthe job queue and right-clicking various control options. For
exanpleickeden grrbyelasing. Hde graumintwizicl e usar wants hoardskthe hibrgrpio eansthem bis t o
HOLD or to READY (if it is currently on hold). HOLD signifies that the job

i s nothighdiphthd iadhd fthenépand Be by theEARYTHRABS gh batort 3@isjthén Elivkee TR eCut ed.
The user can also quickly submt a job to the job 12 WD 03/005247

PCT/ Umérgmaﬁhemfﬁmwd B @e Fight ﬂaﬁdg%aﬁlﬂyszﬁﬁl\ﬁﬁac%ardeﬁéath ﬁlescfe%io%égr&ﬁa f# 1 ob

that was saved to a file. The script ntal ns the origlnal source,
desti i ti n.schgleinf r i n{horth job. ‘The job can be
modi 1 1ot Ees b, ARG s e bRl 1 eyl EPpattrih Sbaye nous
having, to eate .a new |ob. The |oh can be reschedul ed to quickly change a
j ob' S%IBE’@C&{’]?‘?%&H%FQ; S\Fidé})uﬁ?n 38 i qlicked.This also allows a user to resubnit
a Done job that is still in the Job Queue. For exanple, the wuser may want
to do this Afh exdmple ob thedbunamnfiguedesssfen pronhenstiowvnfindg. 6. alhe Tbtsvork @owcan
al so cancel
includes a primary server 13, distributed servers 15a-15n and storage media devices 16a-16mn.
Each server maintains a job queue of jobs that need to be performed. An example of a
job queue is shown in Fig. 7. Clicking on the job queue tab 40, displays the job queue in window
portion 42, as shown. The job queue identifies the server involved in the job, the job number, the
job ID, the state of each job and the execution time for each job, as shown.
When a job is run or scheduled to run, it is submitted to the job queue by the user. The
present system continuously scans the job queue for jobs that are ready to be executed. Jobs can
be controlled by selecting a job from the job queue and right-clicking various control options.
For example, the user can be given the option to change the job’s status to HOLD or to READY

(if it is currently on hold). HOLD signifies that the job is not scheduled to be executed.

READY means that the job can be executed. The user can also quickly submit a job to the job

12



an active job fromthe job queue and reschedule it for its next regular
interval. A job canbe cancelled and deleted fromthe job queue conpletely.
Del eti ng woOjodloo32ut | interrupt and renove the job conpl et ecy/udsomm2she | ob
gqueue, and it will not be rescheduled. If the user then desires to

reinstate the.job, the user . recreate the [,ob (if it was._not_preyiously
saved qtﬁgueab%‘éﬁ'u%%? pﬁvpéx)sgr Sﬂ;"?fg%}/'lpéa% Shpt lﬁﬁJf%)lH?t i”gs 5%}’6% & F%ﬂ%hhﬁﬁc%ﬁdi ng
themto the job queue. A backup manager allows jobs to be added to the job
queue Comgis dhepriginal sopceydastination, eption, pad sehedele infogmatiomeor itigrjoln dhe job
scheduling information for each job. By specifying the source, the user can
speci feyn bamadifemisiotaié yptibsdortad ditivakiourdsy ts peetibyndiobl Whaadhiingttd oreatd he
user can specify where they wish to have the source information backed up.

By speeivfjyh.nght i &S%Q%cihg&léd‘f&gﬁ@ély Qlﬁ‘anr%g téa §b*d %’ifcdl ioh dﬁi%,eﬁfélfe{ofmﬁﬂs.t hey

wi sh to performthe backup. The backup na rinc es a Ckup W zard,

whi ch -provi d h it h. ' i.nd f I ' ' d
Speci TTTAES AR obusia gt esthomisietaRt Hebls i ndhe R Gusaiior rarhile. B2

scheduling informati on _can _be specified by use of the backup w zard For
exanplUger By wanttpdoghisifiheipty wasmetsuesessfbiyhen Hdirsigan. The neygas plsel cansel
specify the source or server they wish to back up, by entering the Server
nane, ansetliveymirgrcn theyab speuchndAbichedulbd fosits henregilardatesml.t Aijeb caf be mat i on,
the user is presented with a wi ndow 100 such as that shown in 13 WO

03/ 00%2AcE11BEEN LS (ed Fba® theFjbl quéhie obnpitedn Dldimgl jOBSAT istbFRHNA rambRe hi ne
tree 101 fromwhich the user can sel éct domai ns, nachi nes, vol unes

(drivegy jfob%iaﬂftp?/egelyg‘f;acfcrﬁ ?ﬁr?j bb ?Eedaen thd # W66 ﬁp%%{égg}%leg'; ?}%}}? %eﬁgé,mh& d%sﬁ-g% poac kup

the entiTe server e user hig and

clicks .Next . buttgn 104. The system.then displays. a wi ndow 106 .such as t hat
hown TrSReghe b, Pk yhesman gt e ah FR wen SBLE Fissl sEo deStPhE on by
selecting the nedia for the backup. After selecting the nedia for backup,
the user cl4 Bkes chexet upipboie begperfomhed big adding theneie the iobeqitenel Nihagkathe backup

manager allows jobs to be added to the job queue. For example, the user can set the source,
destination and scheduling information for each job. By specifying the source, the user can
specify the items they wish to backup. By specifying the destination, the user can specify where
they wish to have the source information backed up. By specifying the scheduling information,
the user can specify when they wish to perform the backup. The backup manager includes a
backup wizard, which provides the user with various windows for selecting options and
specifying the job queue information. The source, destination and scheduling information can be
specified by use of the backup wizard

For example, after the backup wizard is started, the user is requested to specify the source
or server they wish to back up, by entering the Server name, user name and password. After the

system validates this information, the user is presented with a window 100 such as that shown in
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options screen 108, as shown in Fig 10. This screen allows the user to
custom ze the backup job by choosing the extent of the files that are to
be backedwom3/oézam7 exanpl e, the user can select Full Back®pTAB02/2r235

I ncrenental Backup 112. If Incremental Backup is selected, only files that

are ew,(or have changed since the previous backup) will be backed up.
Thi's B Sershoun e Biaveen isp s nrashie frel O o RotGbdbR upere relcet

Verification 114 and/or Conpression 116. After clicking Next button 104,
t he udemaingrmpchinescednmesi(drivies), shares) deetdd® asl filbofur backufi. glor ttamilej ®©
wi ndow shows the information that was i nput and asks the user to verify the

i nf or badkiupnihe éiftire bt @ iBdhiY) theSuseNBIGhRERSE <M GorsREr Gaa tHéh SRgKkNagd al ter
any of the entries by clicking Back button 103. If the user is satisfied

1 0 LA A T
' ' Now 122 . it ] S
124 155 M CatSHE ok Ry derPatter o g th et SO LI slpcing e

selected, the user is presented with a series of options to choose a start
dat e/ Medr for barkyp, the uprs@lickseNexitbuttan dPd.al Theaser is thenrprusenttdyitihtherbackumut e)
and days in which that backup job is to be excluded (if any). The present
syst enptidnsscrpentDéles showrasFigartd Thit sdirédnvdlonaythe fised ¢h eakibmig thabdckpp joios.
The present systemalso allows renote servers/machines in another server

gr oupb9ché¥inglific YRR QRS AIEE tﬁ’ﬂéé@%/b%glge’aﬁl{ph @ﬁ%ﬁﬁﬂgﬁg 1 JsBr thﬂyseEE{ %ﬁ?} ave

group to be backed up froma | ocal server. e renpte fmachine sho

an apgt i i Q aty-kt can identified by ¢t | ocal

ser ver%,al 8911 dﬁgogort 02? ﬁleﬁﬁlebéﬁﬁlg 1{12' b 05%11%’(553%%%3% lso%ellefcge[dr gglygﬁesatﬁff P&cked
up. The a%grgl?t o] thg renpte nmachi ne, browses targeted directories and
packaf&¥ (ghayeceanged sings &sorewgus hackuplswidl by backediup.q dhis sgreer alse allews thee

| ocal server. The |l ocal server then prepares the data to be stored on the
desi ghsardel seitvdetlge to beokiip egth Verification 114 and/or Compression 116.  After clicking

Next button 104, the user can be presented with a window 118 as shown in Fig. 11. This
window shows the information that was input and asks the ﬁser to verify the information. If
information is incorrect, the user can go back and alter any of the entries by clicking Back button
103. If the user is satisfied with the information, the user clicks button 104 and is presented with
a window 120 as shown in Fig. 12. Window 120 allows the user to select whether the backup
job is to be Run Now 122 or whether it is be Scheduled 124 to run at a specified date and time.
If Schedule button 124 is selected, the user is presented with a series of options to choose a start
date/time, repeat method, repeat interval (e.g., month, day, hour, minute) and days in which that
backup job is to be excluded (if any).

The present system thus provides an easy and intuitive way of scheduling backup jobs.

The present system also allows remote servers/machines in another server group or not
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Each agent may al so i nclude an access control list (ACL) identifying which
| ocal servers are able to backup or restore data through that agent. The
access cowDroelooi2sst can identify specific users and/or | PCadsorsees whi ch
are denied or allowed to backup/restore data through the agent. The present
syste ' ' S myhich.relies on the uyser having.|l ogon
credeﬁsgcg:?ééégﬁap %él?g%géj ér ?Ylu % egbagggclrlﬁlp ot [9oRL SEEY o THg Rl machiteon f r om
t he Ios&al }erver to the nmachine having the agent (agent node) is

est ablSPWEday Ry apRroprae ag@yt oRAlsol thy ih Canbeidentified hysthe logpd perver, ged sorthat
present system al so provi des an added | evel of security since the user
shoul dhe Hatado phpaikediup zer bs settievedmmd dgelked upo d&h¢ egent oarite mhmte niabkinkogi n
access) in order to successfully operate on that node. The ACL defines for
a par throwkey tagRaldiRe@eed ARl FARARRIBA 16 DeranSibricln BLsES f AR dREPIREEI 0
that can connect to it and access its functionality. The functionality iIs
set o . L r i S| I node
acces 2( hi& rtl&gir]%gfmt \g‘ﬂg Z&ﬁg%?%%ltfé{hwg%m%%a tglq’;é 5\{/\02&% ﬁlg ﬁhes&éer igg f %? %lg’tra%eod eto
either,set an include list or an exclude |list of servers that can access
it. BJYEFRult the ACL can be set to grant all servers access to the Agent.
In order to _change the ACL of a particular agent, the user locally logs in
to that nodeachragentraay Pen mchusletanacysss controldist (felnxidentifymguwiich dgcal tdaeers can
i nvoke the agent admn utility and 15 WD 03/005247 PCT/ US02/ 21235 add or
r enov eragigless backypes restore datanhbagie et 6genit.’ The hicsts dandbDUst oAf i@@iTpksecific
adding a renote server for backup will now be explained by reference to

Fi 9. IdersAnRARNYRIIRERE hicHCHrE ABniddBr hifowdER YAt /lrthof‘(é"gatb!ﬁﬁf)uﬁ{ theRgedtOCal
server. In this exanple, the renote server to be backed up I1s a sefver

(1% Lo U S, M4, 4 AR bR Bellton NSRBI R0
prese n(;trg en\{\lliafshonttﬂg ng e:[ tihgtrlthé gg;n'?(ijsdde'\ﬁgygid rc])% Tl?er c&lﬁgc(;jtiogsii’rgr% tﬁg %o?:-al server to the
machine having the agent (agent node) is established only if the user has login access to that
agent node. The present system also provides an added level of security since the user should
have physical access to the agent node (over and above the login access) in order to successfully
operate on that node.

The ACL defines for a particular agent node the system servers (on the enterprise
network) that can connect to it and access its functionality. The functionality is set on the node
which hosts the agent and requires physical local node access in order to be manipulated. The
ACL allows the user of that node to either set an include list or an exclude list of servers that can
access it. By default the ACL can be set to grant all servers access to the Agent.

In order to change the ACL of a particular agent, the user locally logs in to that node and

manipulates the ACL via an Agent admin utility. Users can invoke the agent admin utility and
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Di scovery", as shown. Cicking on Auto-Discovery will find machines that
have the appropriate agents on them For exanple, in this exanple, if Auto
D scover wop3med2ert ed, the systemwi |l find rmachines on wPrhg/user/ask that
have the W ndows NT/W ndows 2000 system agents on them Sel ecting the Add
Machi as.shown, the user i.s presenjed wth a series of dialog boxes,

al | ovwraﬁg 0? FRAVQEEICCESS TagHests VAT éfceﬁ%ﬁgn?gfrﬁlﬁﬁm?‘é%mt e server/machi ne, and
asking for a user name_ _and password entitling the user to browse the
remote ser Vit FxaNE abadding paemete semyaicion paclaw will naywbe axplained by téferenseto t o
set the destination for the backup. Each server of the present system may

i ncl uddgeligiAbsclkiupmpeigtioscreend 304ds pressntddoahe ass of ey lobslektier. ahisor e, etc.
For exanple, as shown in Fig. 14, each server may include a Job engine

136, aexzal?ﬁs, 82gERBel3Bv A Ns babRakahasea Eé}%ﬂﬁat]i@unn-[%eﬁﬂnm Qgs TRkG M the

wor kl oad Tor the present system processing and nonitoring backup and

restor LQ nd . | i Latian regardin erformance .

ot vi g B b e N R s 2008 ST isF SERELE s BER: BROc98 Bueue
at the designated dates and tines. The job engine scans the job queue for
a j ob ¥-nkhe yssr jsdhen pregertedhwith ke emtion te eAdd Maching s AdgHising Atoe  handl er .
Each server running the job engine can be configured to suit each user's
needs.Diseryvery’obs shoyim eClidkinng coAutoeDiscoveey sk fintlinnachiriesthad hayeoths approptiatej ob
gueue. It scans the job queue 16 WO 03/005247 PCT/US02/ 21235 regularly,

| aunchigegts jofi igend s Fo@tam¥ a6 ik exhngié, a5 AARIDIScHRSy ¥ R1dctRC RGyst¥R williind
features of the |ob engines can be user controlled. By choosi ng a sel ect

conf i gyr 3R nTEHetwo Rk ﬂﬁgﬁag%%tg%wﬁ{mym/ dgn Szc%@gén%gm%g%g gyiRd, For

exanpl e, as noted above, engl ne cons y SC he”Job queue for

j obs that .shaul cute. By default,.the job queue i.s scanned every 10
]secondge?ec’ﬁ*l}ggkﬁa‘ga‘iﬁf 'Eietqsr?éo‘i"?r’tt ¢ User 18 Rrﬁén&’éje‘?lﬂééﬁe’%ﬁélfid?%io g‘?’F‘“n“’e iynt erval

number from1l - 999 seconds. The retention time for done jobs can also be
cont r Alloadng thgaser tg .enfegtadog namegfor thegpmetesgerier/machine, and asking for a user name

and password entitling the user to browse the remote server/machine and perform backups on it
and allowing the user to set the destination for the backup.

Each server of the present system may include engines for performing various functions
for backup, restore, etc. For example, as shown in Fig. 14, each server may include a Job engine
136, a Tape engine 138 and a Database engine 140. These engines perform the workload for the
present system, processing and monitoring backup and restore operations and updating
information regarding performance in activity logs and databases.

The job engine processes jobs in the job queue at the designated dates and times. The job
engine scans the job queue for a job that is ready to run, and then sends it to the appropriate
handler. Each server running the job engine can be configured to suit each user’s needs. The

job engine thus controls the execution time of jobs in the job queue. It scans the job queue
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of "DONE" will remain in the job queue for the tine specified in this
field. By default, DONE |jobs are kept for 24 hours before they are del eted
from t he wo®am)s2unl ess they are recurring jobs. To chang®CThiss2ti2ae, a
nunber between 0 and 999 can be input. The system may al so include an
Activit

L whi ch can be viewed by the user. The Activity Log contains
| nf or RSB ABREImE bR or Tiaexes o faiceand e e reasheds fariahs Foamne the
war ni ngs, and errors that occur when running the present system appear in
t he AdPP GRgLes cap be weer contaeidpd. tBiechapsing afelevbemdigasationanerng fortzxampient ai ned
in the Activity Log, the user can specify the follow ng values: " None" so
t hat naricesepties capipedinfigulsdl Fos exsfple)ainddd above! e I7;015 OinOSdndfantWedang
running the present systemw ||l appear; "WArnings & Errors" so that

ing | ar ni .
appoar i Ra e Kjdbe il Sho LNty b AR 03¢ SRR R IENLL |
Syst onviaer R RhaES willineGhl< s, R e dhtaects Fat FUHVA piAres TR n28n be

used for troubl eshooting purposes. The tape enlgi ne is responsible for
comuiifFeRds ngheratentian dimoter deng jobg camalse be eerjrolledeThetis, jobh withap@nad sighuse

sel ects the device needed for a job. That is, the tape engine identifies

al |t ld “BDO¥Egwiltewatesn the g @reae Carnthe tiedptafiedin thisslidd Bydeanll DONE t hem
when a job is started. 17 WD 03/005247 PCT/ US02/ 21235 Changing the
conf i getssadre RBptdbr Zﬂ%lﬁﬁp@foﬁ‘&ﬁb‘? Grel 1Y ﬁBﬁQH@HEéh@?&ﬂeé\é%Qyéﬂexec&mggo%H.' t

configuration is used, except Tor troubl eshooting purposes. Howev t he

e ke SR e B8 8 e BROMR | RRSRI BERBR O cea To specity

anyt hing el.se. However, if desired, the follow ng values are avail able:
"None" (defﬁlﬂ Styﬁte‘inﬁnwlﬁ%“ﬁg‘dfaﬁpdﬁ*%ﬂﬁyiﬁgivﬁhl?}bﬁf@g& vigywed Bg theaisgll The s kept
a Tape Engine Log will not appear in a Job Status Manager. If set to

" Det aiActivitydelg copeiagefospatiorbabauhell of the system’s activities. By default, notes,
warnings, and errors that occur when running the present system appear in the Activity Log. To
change the types of messages that can be maintained in the Activity Log, the user can specify the
following values: “ None” so that no messages appear; “Errors” so that only errors that occur
while running the present system will appear; “Warnings & Errors” so that warnings and errors
that occur while running the present system will appear; “Notes, Warnings & Errors” (which is
the default value) so that all notes, warnings, and errors that occur while running the present
system will appear; “Debug” so that debug information appears which can be used for
troubleshooting purposes.

The tape engine is responsible for communicating with and controlling the storage
devices. The tape engine selects the device needed for a job. That is, the tape engine identifies

all the storage devices that are connected to the system and activates them when a job is started.
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storage devices will be |logged, with the systemnonitoring the tape engine

and logging all information received. If an "Engine Log" option is
sel ect ed,wDhg/0TRpe Engi ne Log will appear in the Job Statras/usanagss. |f
"Qutput" is specified and "Detail"” is set as noted above, the user can

speci fy where they want the nessages sent. The user can specify one of the
fol | oirKgEEshe ﬁor}/f@pém Ogﬁlif EP§ SNSINGIS\L EscorREdete N@ﬁ@ﬁg&;d@fﬂ@t recor ded

in the Tape Engine Log as well as being sent to a DOS box (a Tape Engine
Mes s agenfigurabo is uskd,"sScemdor t@nibjeshostingmupbiesd Hawever, ths prgas sgstemsent t o
t he Tape Engi ne Message window only. If "File Only" is specified, the

es s agesvidéLvarRae theeniihe oBRonka PE aEN@VEIE dpfln R tept athle dSAT (Qqhat) @M t he
Tape Engine Log in the Job Status Manager. Al Operations perforned within

the s : Ry icNE.: J ngine is
esponer hs ro: AEERE BBkl M B NG RpHr Aiced e IRARESEREPIL® L0
machi nes. at..t he,, t .has. backed up,.or.copi ed. The Database engine is

al so raé’%%hﬁ%i ﬁoélef g#/e a‘ﬁg}%?";}“ﬁﬁ‘i’gmg‘}%?ﬂﬁfﬁ IBEgeQbo{fttE? ﬁll"efa‘j‘]&bg(ephé‘t PEve been
processed by the system such as the job type, logs, the final result and
t he stEd}gﬂnealeB wilbpottapivesy ipp JotnStafusianapee  Dhseh bn'JReteihficnch miessage sait by dins a
hi story of the nedia used by the system such as its type, its nane, the
dat e istoragesdeviidas stillfberlogdetipwith tHeesysteinembhiterkiy the saperélginb and esgignsl on it .
The Dat abase Engi ne stores statistical 18 WO 03/005247 PCT/ US02/ 21235

i nf or NRtJrRABGPfecBived) A0S FnereI98Y opRHTR fecllethb %ggﬁﬁgi‘hg?g' A1BEL in

i ncl udes what files and directories have been back

e, mal 1ot S8 Rhaekl DR BB SR AR RS P p GRS AU BT
I

controlled via a user interface. For_exanple, a "Mninum Free D sk Space
Requi SBECIEMVRSTedagy wempbithemessegesnssnt nEhe uesr canspestyiopg of the followingy Bethount
of disk space (in nmegabytes) the user wants to reserve for the system
dat abd¥eeen and File” in which case the messages are recorded in the Tape Engine Log as well as
being sent to a DOS box (a Tape Engine Message window). If “Screen Only” is specified, the
messages are sent to the Tape Engine Message window only. If “File Only” is specified, the
messages are recorded in the Tape Engine Log only. The user can view the Tape Engine Log in
the Job Status Manager.
All operations performed within the system are recorded by the Database engine. The
Database engine is responsible for maintaining a history of files, directories, drives, and
machines that the system has backed up or copied. The Database engine is also responsible for
maintaining information about the jobs that have been processed by the system, such as the job
type, logs, the final result and the start and stop times of the jobs. The Database engine also

maintains a history of the media used by the system, such as its type, its name, the date it was

first formatted, the date it expires and the sessions on it, The Database Engine stores statistical
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By default, 5 MB of disk space is specified. To change the anount of disk
space required, the wuser can specify a nunber between 1 and 10. An "Enable
Dat abase Wouwnioox247 opti on can be set so that information Pegarsdt/ng3i he
files and directories that were backed up or copied in a session can be
del et ed_when database pruning is on. By default, this option is _selected,

i n or deferpaiondarall 10bs prreesserin Seme of thedbh daformation sayadinsludes wdat bles andy fi nd
it useful to set this option off in order to maintain the detailed

i nf or dEeétonies Haye beasbawked gp,puopieds asl mstored, fbs that ithepresiaeystem had probessed] be
noted that not pruning the database can nean that the database may fill up

qui cklsiorag® debictiighd the hldas@eReeohesobs) der Than - Day(s)" option is active
only if the Enabl e Database Pruning option is on. The user can specify how

long the r r I Ln i se fore it is . deleted B

deraul t, ¢ narol Bab e RBpk Opioh AP RRARESBED B viardePe hHhEL Brtipis ne
dat abasg for 30 days. To change the |length of tine, the user_can specify a
nunber? ‘E\@Pﬁé‘éﬂ Feeigk Spgee Reauizd (MBYtshHa oetipn allewe theruser tospeqififhes acti ve
only if the "Enabl e Database Pruning option" is on. This option allows the
user mynspaLiampunhaidiskhepape (ininmgabyien) dlid wrer ivanisdo beservigrfor By sptémidatabase.
pruning (if enabled) wll occur at 12:00 AM A "Del ete Medi a- Rel at ed

dat abaseddRad 5 daB GRd¥kWhad is Epetifidty " TooghHah 8¢ th¥RYh AN 6f digk 9?@& kélpiredViheN the
user reformats or erases a nedia, the present systemw |l delete the

recor i - dat hn « : QT ng.: £ hj a

top, 18 Gp°85 SOuTIP B sn I HT305 AR HRML PRERAECEABIE Biub Tt Sl
rocess., Accordipgly, the us ca el ect the "Del ete, Medi a- .Rel ated.

it abag bt i ralioh fepatiiis e Hies ) SpBrbn HREweBR b et Epidit sssion

records until pruning is perforned._ A "Submt Database Pruning now' option

al | owsar he delsisd whenjdainbaseprening isem By defeuli thisopéiop ivstlested Bborder torEey ob

gueue with the specified paraneters. An "Enable Renpte Dat abase" option

enabl amp sphe iaelic/éatatiage fike Howevenithe dser alxyIendas usdfsl td attahizption effindirdss  of
the renote database type. This database can be used to submt a restore job

to a lt@eintain the detailed information, for restoring purposes at a later time. However, it should be

noted that not pruning the database can mean that the database may fill up quickly. A “Prune
Database Records Older Than _Day(s)” option is active only if the Enable Database Pruning
option is on. The user can specify how long the record should be in the database before it is
deleted. By default, the record will be deleted (if enabled) after it has been in the database for 30
days. To change the length of time, the user can specify a number between 1and 365. A “Run
Database Pruning at _” option is active only if the “Enable Database Pruning option” is on. This
option allows the user to specify when the pruning operation is to be run. By default, pruning (if
enabled) will occur at 12:00 AM. A “Delete Media-Related database Records ONLY when
Pruning” option may also be provided. When the user reformats or erases a media, the present

system will delete the records in the database that pertain to the tape. Performing this extra step,
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machi ne. Configuration of the renote database is perforned here as well.
The user enters the Server Nanme, Login Nanme, Password and Server Operating
Syst em t ywe odfooi2he renot e dat abase the user wants to enalpiCa/usotizi2ps esent
system may al so include several other types of nmanagers for nanagi ng the
syste A Restore.manager .restores data.that, has al ready been backed up by
The. proyiF SR b e AT o Bhatost AORItEE e et SHLE (vl dgeiine
restore operations. The Restore manager can performa conplete or partial
r est oreel@gied datebase Repprda DY mdsadunnin’s pptiopstoipestopnadéloting thess tenerddantibase,
such as the jobs processed by the present system the nmedia used, and the
devi cesuningts perforied.nd\ (Subinip PatdbassPaibiz nod " Iphiobailbws iR &Y inffRediaelys
all pending, conpleted and active jobs froma Job Status Manager w ndow.

The Jelbsiied d30BORU8MIbE {h%%@@ggé&e%ﬂpgqg%éwﬁw %&me«;g, efly kRPgy1e SUbM ts

new j obs, deletes jobs and stops active Jjobs 1 n response to a user request.

Log i { .S provided for each compl eted job. A. i, Ges nmanager

i op! 2yShIRERRaL Bl Ehibics b8 S SPEi A58 A5 B SalainifF daae. Fa e
manager_ al l ows a user to change a drive's conpression node, and perform
medi a Offthgremadndatabesntvps. dpfatahaseran Yegrsed ta subpit @ Festaradob W alecalng and
retensioni ng. 20 WO 03/ 005247 PCT/ US02/ 21235 A Report nmnager generates

r epor treadhimem Catfmuiation lof thkaicalvasdatabdae ispesforrapdhérs ab melludEhe iset enterst then
about schedul e policies, nedia errors, sessions, backup devices and nedia

pol i ciSkgver Manhé; dioginRofhe, TABSGSH aRBSRERS Opefafial §FstaRdyp@bNihdirdfolctbale
groupi ngs of nedia for easy identification of backups, allow ng efficient

SChed%éﬂ%:rgJanftsh(S JRijpt enance and recycling of the media. The user can
design nedia rotation schenes to suit the particul ar archive needs.

Reports detai|l the media inf rmati&)n for n%dia goo S usedgn t he rotation
schenes. i n@?%ﬁ?&t system may also include several other types of managers for managing the

system. A Restore manager restores data that has already been backed up by the present system.
A user can set policies to schedule and manage the restore operations. The Restore manager can
perform a complete or partial restore of data.

A Database manager displays information from the database, such as the jobs processed
by the present system, the media used, and the devices that are being used by the system.

A Job Status manager monitors all pending, completed and active jobs from a Job Status
Manager window. The Job Status manager also reschedules pending or completed jobs, submits
new jobs, deletes jobs and stops active jobs in response to a user request. Log information is
provided for each completed job.

A Devices manager displays information about the storage devices and media. The
Devices manager allows a user to change a drive’s compression mode, and perform media

functions such as compression, formatting, erasing, ejecting and retensioning.
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medi a status and session information. An Al ert manager sends nessages to
peopl e in an organi zation using various nethods of comunicati on,

regar di ngwewanox4t hat occur during the functioning of thePpTasenti2system
Each tinme a backup job is run, the systemrecords information in its

dat abase about the machines, directories and files that, have been backed
up, and t heé> FERPEMARATer \FaReTpEREFPOTE from fﬂt? ghde daipgase. {\arioys generts ipelude
whenever the user needs to restore them The database information is

back e dnfgpmigjordafoatischedinle melieies, medizeerrdraciessions, bhckupyevieesadtomedidipoticiesr y. A
user can select to backup the database files in every backup job

regar dl ess OMeMeP b iminagersisiages, bsats dhd eedifthains 16zicH gtapim Jraveddadrup.

The present systemalso offers several utilities that can be used to manage
files, r - ain
A R el e SR L
a user, res orjjinfornation franla at ahase back¥ to .the dat.abase,

over wiiG PR e Jhe s £ 2h design Siedprptadion Achrangs to sH1 grtigudar ey Besdsy ¢ me
the database files are |lost, such as during a disaster like a fire, flood
or mad¥fpAEs getad fhe mediainformetaafeemedtaogtaussd ie theretalion peliepres, iacluding
avai l able, including an option to specify a date to restore the database.

| n t hinsediastetus tahé seksioaliafoemstbesi on created on or before this date will be
used for backup. 21 WD 03/005247 PCT/ US02/ 21235 Another option allows the
user to spegj Merﬂﬁﬂhé%e? R MesEaRbs 1 SeobRin MRERRLaBRLERB valibeVeiHdgs ofiSer
to run commands or batch files Before and/or after the réstore job. An
option_is al.so. provided al]owmng the user to det.ernm.ne the |eyvel of detai
05 r edgpinicRica it ity nis S Oer iR s fifeliitk SRS prBSaiBn | o ng
information to be inserted into enpty slots. wthin the database. This
funct i on alfashdimee ABEKUP o Is3Vb (e HARIem FCBMSAN FRARATLIRitsSiaaPase iosh thehe

one where the database resides. For exanple, if a database backup was

cr eat evhohgiengditdvéorprs@sé files that have been backed up, and the media that was used. This

allows a user to locate files whenever the user needs to restore them. The database information is
backed up by default whenever a user backs up the systems home directory. A user can select to
backup the database files in every backup job regardless of whether the system home directory is
selected for backup.

The present system also offers several utilities that can be used to manage files. For
example, database recovery can be performed, should the data in the datgbase be corrupted for
any reason. A Recover Database utility lets a user restore information from a database backup to
the database, overwriting existing database files. A user can use this utility any time the database
files are lost, such as during a disaster like a fire, flood or machine crash. Several advanced
database recovery options are available, including an option to specify a date to restore the

database. In this case, the database session created on or before this date will be used for backup.
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systemon a different machine, the user can use the Merge utility to get
the nmedia information into the database in the systens hone directory. The
Mer ge utiwotog/oodzws al l ows a user to take a nedia that comCaIUse2/o1285 or nore
backup sessions and append the information fromthat nedia to an existing
databgggs This is useful if detail information has been pruned fromthe

dat abdsiPther Rt alley sibe yeerdgsPerLy medie oatonsoptheiieh: Aaotise eptign aHsthe
options for the job, an option to run comrands or batch files before

and/ orusgf togpn corempuds ordratapfiies hefore atelf@rafienthetrhstotegull Aafopdiehads dlsd he user
wants recorded in the Job Queue Log and an option to send nessages about

event providehsllowdpe fitiserto dbtéraane fheNsitel ONIREIPW B8Srd iAfRS YR HRdhealgut any
medi a backup sessions. Each source that is selected to back up is saved on

medi a as ana L.ndivi ' : i 4 . an
entire rnedi%t.hjfé esdt}ﬁit{ghloa?%%%ggggeﬁoagag@#g g@@%@ﬁn ?Onﬁé ﬁ%gﬁ%%&%i%}ﬁ& S%%? S
function .i rticularl seful if a user is trying tQ_recover server
ona notiin B s nEolctRE ellivs padudn oS ohe oot asigEes R Phe an be
restored. A user can also use the Scan function if they want a list of the
fil es aigathopithe dpigbtcsdaetiges. Ay snewplesid anlatabasedraskimvias desated usingitbmpiesent
specify nedia options for the job, an option to specify sone general

opt i orsystbmronthd@ffeeht slackinasthe asgeanufd the erpé tilitGRG aee thd medih itBmatfont O
enabl e dat abase recording, an option to run comands or batch files 22 WO

03/ 00526 AnEGhabas0 2| ht23RemB ﬁlf)ﬁfeeiil%%{'}g rried Niefeeldifit) ﬁgrs iaﬁ@w@ Btuis%gg tt%jaeau e Log

determi ne the |l evel of "detail the user wants Tecorde t he

and a i to.send nmessaqges., about. events in,the eratian. conpar e
Funce g el et e AERSAATRIGR Ssbinft Al Bosly e SrBPRRfu i GeCRERR .
Results of the Conpare job can, al so be seen in the job ﬂueue. A user can

use trﬁnseXfSélagéﬁfébgﬁgt dhigis usefakifsietayl iptormatjon hagibeen pruned agabagg.| of

the files to nedia without error. Advanced conpare options include an
opt i oMAdens@lbmerzy opBdisinclutie enspfion td dpecifjotnediarwptiphs fim thojobpacoption to run

commands or batch files before and/or after the job, an option to determihe the level of detail the
user wants recorded in the Job Queue Log and an option to send messages about events in the
operation.

A Scan function provides information about any media backup sessions. Each source that
is selected to back up is saved on media as an individual session. A user can scan a single
session or an entire media. Results of a scan job can be seen in the Job Queue. This function is
particularly useful if a user is trying to recover a server and needs to find the most recent backup
of the database so that it can be restored. A user can also use the Scan function if they want a list
of the files that were backed up. Advanced scan options include an option to specify media
options for the job, an option to specify some general options for the job such as to scan files

with CRC verification, or to enable database recording, an option to run commands or batch files
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whet her or not to enabl e database recording, an option to run conmands or
batch files before and/or after the job, an option to determ ne the |evel
of det ai IwDla/0es2¢T wants recorded in the Job Queue Log amdTarsompRsdn to
send nessages about' events in the operation. A count function counts the

nunbe f files and diyectorjes gn a nachine. The results of the count
f unct E’Sﬁr‘% / %reafgég}? JP{’r Jppticg o defetraine thg levelnfidgiailthe ussa wantsregonded iy copy
job to wverify that the copy function copied all of the files fromone disk
t o an8teb QRgusdwg aad rp optionithvsend sbssapen abayeventsin the opd@tiam option to
speci fy whether or not to enabl e database recording, an option to run

commands orA bahpdre fdctisn behpires dedodtendf d Ry medig s¢sefon t8Filey¥d PMhatKindet er m ne
the level of detail the user wants recorded in the Job Queue Log, an

opt i ORekAtsSEARe Chl %rg{;'gl?] ¥l 4155 Bﬁ seeRGh HeSob ﬁﬁ¥%@3§ Pgég%% Elgff' ﬁlri"sdfegﬁrg Rh&ON tO

send nessages abou ts 1 n the operation. ron alTows a user
to delete files ddirectories.froma chine.. Results can, be seen in the
job q%gﬂ%l.p t?ﬁlgllg'ﬁtﬁ]l@tetg'? Eﬁ%ﬂlp(?ﬂplﬁfilah\ﬁ? the IEEEFO ?’Bdlaé«lg}oé‘t PPl s AGNENGHr ect or i es
froma machine. Advanced purge options_ include an option to specify sone
gener SPBHE| pHENS Wicludg an option twpcidy mediaraptione fatitheioboan eptia tospeatifie

dat abase recording, an option to run commands or batch files before and/or

af t er wthiethej obnotan eofile database dedoedifig, i dpienlte el comimaaisairlbatoh fllecksfore N t he
Job Queue Log and an option to send nessages about events in the

oper abh@Br afér MO B340 BpEdhiio REtHBR%hE 18P0 A Pthe eG4 RS rRbIRWSN TheliRBT O

copy files fromone |ocation to another. For exanple, a wuser can run a
copy @1@ I chine.to store files a.nc{gdi rectori es on anot her
i S8 o8 ahg a5 oplIRF R sl Fonst B E Gt one. det er i ne
rel ated actjons that occur during or _after the copy operation. For
exanpl e, ar* 6Pt dpnction spwys thequmpes gk fles wnd pctores a3 paghjap The essulinef
file sharing options. An option is also provided to specify whether or not
t o endid wudhfuistisr carr bxssed imie jdngudver Thpt opdioncar he asedoafter mrcopy jotetge of t he
source nmachi ne on the destination

verify that the copy function copied all of the files from one disk to another without error.

Advanced count options include an option to specify whether or not to enable database recording,

an option to run commands or batch files before and/or after the job, an option to determine the

level of detail the user wants recorded in the Job Queue Log, an option to scan files for viruses

before they are counted and an option to send messages about events in the operation.

A purge function allows a user to delete files and directories from a machine. Results can

be seen in the job queue. The purge function allows a user to delete files and directories from a

machine. Advanced purge options include an option to specify some general options for the job

such as to remove directories or enable database recording, an option to run commands or batch

files before and/or after the job, an option to determine the level of detail to record in the Job

Queue Log and an option to send messages about events in the operation.
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media. An option is provided to copy files and directories fromthe source
machi ne delete all files and directories that do not appear on the source
machi ne. WO o03f0i2en is also provided to delete files fromrpChaSsznee

machi ne after copying to the destination machine. An option is available

to copy the file-level security inforjmation for file access on NTFS
vol unes. An* 5P BRctonsallovisy wiehin ey fHes from ansreeation toandiherc Fof pxamploed or e

and/or after the job is run. An option allows the user to determne the
det ai IUSEFED rya A comyeiobrogedloral mivbingdd stQue fites land dirdctotibesn apithed machiwrhaf i | es
for viruses before they are copi ed. Another option sends nessages about

event ds going ebe bpedup Gmediae va@%?ﬂbnssa’eiélﬁiﬂ@%él&% ac?cﬁfn@ tH® o@cﬁlr%ﬁﬁg drup by
a .

runni ng storage operations in parallel utilizing multiple streamn That

is, t 3 r ; 3 l.tiple . streans
backup o SRR oY SR bxAtg BB b AR & P Phodty B Rles
aut o Lcal Ly .or i response to,a user, selected option. By distributing
the d2bd Tl 5k gnions. o OpRfrels pie dderbiorwaey Whrbss otnot insensble datebast e
requi red for backup operations. Recovery after a catastrophic |oss wll

al so BECOrdBgeAnotiehepiicy ¢reaioni milsdintgyof 1 soutdeabanhitteront the destinatien al | or
nost of the backup data at once. Multiple streamng thus allows users to

t ake adhdintAgeptdn Blgrovided fvaiplydiMdscaridaliRcieiés GO BB so@ée WRCHI: QREAA1
PCT/ US02/ 21235 the system by splitting a single backup job into nultiple

j obs  yEéIRAtMMRCRKief Y€ d8 ot é@lel he g@dﬂcﬁ ﬁﬁchrﬁé. %nroga%ightis %}%lioiﬁpdeﬁ to

stream ng i ncreases the ove backup t hroughput conpare sequenti al
met hoq% re than one drive.and nor ha ne.vol u in the.systemare
el | St e B P 20w e E ok Sp eV e i feeRRRis TSR EaR: yt ORAITY Fpl e
stream n?@x\or ks for both | ocal and renote devices. Backing up a renote
sour c Va9 qoRx tha dilerlgyd seqribnmiorgagionifer-filesicessppp NS valumpe Ap@ption
(computer) level. A user can use all
is also provided to run commands or batch files before and/or after the job is run. An option
allows the user to determine the detail they want recorded in the Job Queue Log. Another option
scans files for viruses before they are copied. Another option sends messages about events in the
operation.
The present system allows data to be backed up by running storage operations in parallel
utilizing multiple streaming. That is, the present system can be arranged to create multiple
streams of backup for a backup job, based on the availability of tape devices, automatically or in
response to a user selected option. By distributing the data across parallel streams, this approach
greatly reduces the time required for backup operations. Recovery after a catastrophic loss will
also be faster, since all available devices collaborate to restore all or most of the backup data at

once.

Multiple streaming thus allows users to take advantage of all the available tape devices on
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of the storage nedia devices, or can specify only a single group of storage
nmedi a devices (if there are m xed types of storage nedia devices in the
system) . wDoaobi2brary option is installed on the system @as/usnt/bizbe
described below), multiple stream ng (when selected) will use all of the

available |ibrary devices. If the |]| braré, option is not installed, the user
may pdRe DSy dyshlifingagingle brokpp b ini Hulipliohs Bsige supor muse of hedipenunber
of streans (slave jobs) created will depend on a nunber of storage nedia

devi cealsvigeniAsatresilt, nfulfipleisgeaningangeases thelheensldackiy thrdughpde@anshrahwithe
nunber of storage mnedia device groups. Miltiple streamng is perforned at

the vaekguaatihemethodsOMnf ivgethah oht iA%e bld\BoMhEMTBSe G@lﬁmeriﬁ'ﬂhegi}méh{ ageously on
two separate devices), and at the database |evel for |ocal "dat abase

Serverg.i 't é’ I t 1 ji 4 . node |l evel for Preferred
Shar ec?Il aIfloz} érlfl %gﬁ%@e&lgggga%glst%&egrgfrhfl/@régﬁgar@h% ndows NT/ 2000 Cient Agent.

The system . have as many j.ohs runnjng sinulfaneously as the nunber of
devi ces/ gr dﬁﬁ@lp SicAaRIg \H?F)LF ﬁ%fblé%f%?i EROLe GRYIGESp PACINE YR AIRYOEFONGE i s
sel ected, when one naster job is created by the user, it wll trigger

sl ave Usisigshe multipde steaaming bptrsis snppbeied ebtheabde §topnager) hewi. aAaiseraap use all

avai l able. When a job is finished on one volune, another job is executed 25

WO 03/o8fte24draPChediSARY 2 ¢S 3D canlfieiclfy bhBTasimdl€ ghpBTisforh @Hedia devides (WBsre
utilizing multiple stream ng, the user may wsh to select a nedia pool, to

pr evente mi@G§pds'o? Soble ey ﬁé%q’éé-stih% systehfy! %ﬁiﬁﬁﬂg%é{ﬁ)\ﬂ- i§ SR ¥hdnde

configured in“separate groups for regular “drives. tape systens with

changer they.can.be.confiqured.to be in the sa rqup...  Capcel.ing a
et orvem P PEREfRba St Feitlok (Pt Seded Rumsg B SThica) e
master job_ or anyone of the slave jobs to cancel the whole multiple
str earﬁVWéat]l%BbW%"&eél If the\librasg eptiqndg not installed, the user may put the storage media

devices into separate groups.

The total number of streams (slave jobs) created will depend on a number of storage
media devices available, if it is a changer, otherwise, it will depend on the number of storage
media device groups.

Multiple streaming is performed at the volume level for regular files (two volumes can
run simultaneously on two separate devices), and at the database level for local database servers.
Multiple Streaming is performed at node level for Preferred Shared Folder, remote database
servers and Windows NT/2000 Client Agent.

The system can have as many jobs running simultaneously as the number of
devices/groups that are on the system. When a multiple streaming option is selected, when one
master job is created by the user, it will trigger slave jobs for as many volumes or devices of

storage media as are available. When a job is finished on one volume, another job is executed
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herein, when a job is put into the job queue, operations maybe perforned
before or after the job is perforned. For exanple, nessages naybe sent to
vari ous pwodomemeh7 etc. These are referred to as pre/ postrCopsoazizehs. The
pre/ post operations and comments are supported at the master job Ievel.
That is re/ post operations wll not be performed for each sl ave job.
Insteéllfi‘f1 ﬁ‘ﬁ’?%?épﬁ‘%?wt@ﬁ‘eﬂml ons are performed before or after the
conplete job that spawned the slave jobs is run Each slave job will have a
defaul t j obVHesutilizng onltipie stheanjing, theiesse mdyt Wish ko selgattneedia pddll T preiREAM
[JOB [MD]] SUBJOB [SID], where MDis the nmaster job id and the SIDis the
sequengssifdm Béigg Wéﬁalrltt%h I SRELARARS 1aPE d¥ibés é%u]d%cbroﬁﬂgﬁrfed 6 6)%)’2&& Eﬂ}uﬂé?oro nl'y

one storage I’T'Edl a device. In order to achieve the Optl mum ce wt

mul tip [ epver Chl ocessors
and at é@eagls ' gﬂggﬁé%%ﬁ p‘gl?h gl?%’* 81253{ reyﬁﬁ?/ peon Weldi[t?eb mltg? P:a
flow rt for describjng a nultistream back up net hod accordl ng to an
embodiABAELNE 2 mRsterjolswmlicg panceliag pld the slavstjabs. Srﬁhe ysgecaisencel tbe mastepjobast er
back up job. In step S4, the job engine scans the job queue, |ooking for

j obs t©hany eneof hadiave pobs tmcimskitic svholdumuttiple stheachih@bbraomplettlys Aadbstibearks .

In Step S6, a determination is made whether there is a job to run, based

on t hdestmedbnediobtiapit ikitoRSjoblduehd, dpsrafidhs fulaBe hHeifortdHBSHGE dr QRtet Bieljol
(No, Step S6), the jOb 26 V\D 03/005247 PCT/ US 1235 engi ne continues

/
S CannidGerfdih a0 ol U foll r{hégse}l/%ets nlla'il t foQaribll€ g{%{?ﬁn}gg tc)a’tci 2{ fele a#: eﬁ%{eeﬁ

Step S6 InSep 3 the
|1 I di ku / t
STl 6 nEb s B Hpg?ﬁ 73 8&%& GG W SpRoreq et By BRIbhen

sends the smaller slave jobs to the job queue (Step S10). In Step S12, the
job dsigl-nEhaigntireines O@e@hﬂmm‘gﬂkm@hemrfqueerbfomach Dy joihinsteadnthierpue/posint | |
the new slave job is detected (Yes, Step S14). Wen the new slave job is
det ecloperatibheajeqerfongedisefo@omaftectit esmpldidljob that spawned the slave jobs is run

Each slave job will have a default job description in the job queue with this pattern: MULTI
STREAM [JOB [MID]] SUBJOB [SID], where MID is the master job id and the SID is the
sequence id. The Multi Stream option will be ignored if the system has only one storage media
device. In order to achieve the optimum performance with multiple steaming jobs, a high-end
server machine with multiple processors and at least 256 MB memory per processor may be
utilized.

Fig. 15 is a flow chart for describing a multistream back up method according to an
embodiment of the present disclosure. In Step S2, the user creates a master back up job. In step
S4, the job engine scans the job queue, looking for jobs that are ready to run based on their
scheduled run dates and times. In Step S6, a determination is made whether there is a job to run,

based on the scheduled start times. If it is not time for a master job to run (No, Step S6), the job
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the tape engine to determne if a tape device is available to begin backing
up to (No loop, Step S 16). This continues until a tape device is

det er m newotog/ob4nvai | abl e. Once a tape device is determPogdson2128s

avai lable (Yes, Step S 16), the smaller slave jobs are started for each job
havi n an avail abl e storage device (Step S18). As each slave_ job

conpl 3%@? CORHITHCHBTANBHS the ?@t qHene yntilihisdime forithe masfer iobdp san ¢%es; RtePcH e

that the tape device used by the slave job is again available (Step S20).
The jdb & thet dystemsspdits thie meast ey otoimeumuitiple sthalleresktvegolesy withabclasidve job
process repeats until all slave jobs have been perfornmed. A determ nation

i s madsreliphbeg tékbatiafptrebdyeof PaRFle 6ATBE Bitad (filefsybiein, aaapisel &6l).(Nge St ep

S20), the process again scans the job queue [ ooking or a slave job to

per for t . j | t Y t t he
proc es@t@@g@% %gé%%heg&%lﬁg%lgvfkgélﬁoaﬂgg ?H %@9@&@&2 rgé'd%ggﬁgil 52? é&%ﬁ%’bt hi s
time, any post job operations nay he forned. The.present systemis al so
capable@g%‘fa' CHRRTISE ATARGINENG &Y gueue %R‘&%?f%P%‘HI%JSF patdl the geW slavg el Sonal
backup rel ated i ssues for system adm nistrators. Serverl ess backup all ows a
user tdstecirdr(iYes,mhitems kd)psWhen thealewodaveseb s datgstast, thegob lsnging sommuaiigtesrith

all ows applications on servers to continue to run while the backup is in
pr ogr ethstapSengiat tedserbaak ifia tapé ddvicd ie aviitubloteddginibacRingapcts (No W és] Step

gi ving the highest possible backup/restore performance and allow ng 27 WO

03/ 0052y, Tib/chindiaded Jaﬁﬁf% Fa%g?elr%@hj d%&?rnﬁ&dﬁ@%ia%ﬁaﬁlé éﬁE@éﬁapg E@\(Jigé‘isa whi | e

t he backlp 1's belng per erverl ess backup 1s 1 nplenen Ing the

i ndust st andard ex d c nd a suppor t envi r.o nt s
't A RRBREE Sl (e S S BNt Meuf R3S RpPolier G D BP bR e
copy command, serverless backug effectively elimnates the  server

conpl e ayatagtdetorage davige KER P 8) rAhACB slaygtiop completesrinfapmation isgeturgidsk t o
tape or tape to disk data transfer. Initiating the data transfer is the
onl y deckta thy tageaingheppendicae thahthesgrewtavicelusedby the slave job is again available

(Step S20). The job engine then scans the job queue for the next slave job and the process
repeats until all slave jobs have been performed. A determination is made whether all jobs have
been completed. If not completed (No, Step S20), the process again scans the job queue looking
for a slave job to perform (Step S12). If e;Lch slave job is complete (Yes, Step S20), the process
ends (Step S22) and the master job is deemed complete. At this time, any post job operations
may be performed.

The present system is also capable of performing serverless backup, which solves many
traditional backup related issues for system administrators. Serverless backup allows a user to
perform backups with almost zero impact to the system CPU and allows applications on servers
to continue to run while the backup is in progress. Serverless backup eliminates the need for a

backup window, giving the highest possible backup/restore performance and allowing
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with the actual data transfer happening at the Data Mover |evel on the SAN
The serverless backup according to the present disclosure transfers data
bet ween dweles/oemd7 t apes using "Data Mvers." Data MversParaSdeyi2aes t hat
support the extended copy comrand, elimnating the need for bringing the

data al |l 1.t?t}e wa% to the server, achieving the shortest data path. This
enhanc®P IO L RAIHPe i Hickisihe dalgidhiletha bagkup anbeipg perdermdde hi ghest

possi bl e backup/restore speeds. This allows the applications to continue
to access t¥@verdasybackuph ingplerhentod oking thesindustryptaghabacteddudsopy B6himanal i ty
elimnates the need for a backup wi ndow, and allows systens adm nistrators

to perdndrsapporeSANRneirorhdnts Wit deMteS HAMRAIRoRfhde ’ rless
backup is shown in Fig. 16. As ShOWﬁ, t he p?gstemﬁigﬁelal?gégc lerﬁ{/a}lellr&s

150a- 150n, ¢isk;a" st.or age ia 154.which ar I

i nt er connect 33'&3% t{lﬁ%ﬁ%d\aﬁ%gy g&%%ﬁd’s%%g%égem e%%ﬁu%?'@ m?ﬂi\?esﬁh%l ude
routers, brid , . etc. Disk array 152 is capable of storing data from

var i of&{®H F%”s”gg?ﬁiy e '@*ﬁ g@t%m transier nan agd, pehieves ditsgt diple tadtapopitape to whi ch
the data can be sent directly fromdisk array 152 to backup storage nedi a
154, Wiskhéate trrasfern dnitistingtheliatatyinster setheenly Asivith tivat hiyypems aotie Aervienlevely.

16, the data path for the backup of data starts at the disk array 152,

t r avelveith theaieghal d4ie tram@éniRiplserlif® athd Dhitd MoRer RbcltAnEBANIPTES QragRgredi a
154. Since the data path does not include 28 WO 03/005247 PCT/ US02/ 21235

the usfcRip fcBRliNElotht PRsORU IR CARREENE eiREY glfskggﬁ%ga];gg %%%¥D\é¥§¥ that

the servers are involv are to recelive data regar
exanpl Fe ervyers may .conmunicate with varjqus portions of the systemto
get nel\?%%ar a léﬁt&y(’vef%aé% fseRe,thatsipporthe %"é‘?"&d@& §°H3é9°15’fn§83=tfgml}§%tﬁlgt €start
and contr, gl t he backup process, but the data being backed up noves
di r ectieyd fordmngingthe datapll thowey tthelsaryes achigyiag theishertegAap patlouThisgoi ng
t hrough any server's CPU.
enhances the backup performance considerably, and yields the highest possible backup/restore
speeds. This allows the applications to continue to access the servers while the backup is in
progress. This functionality eliminates the need for a backup window, and allows systems
administrators to perform a backup at any time.

An example of a system for serverless backup is shown in Fig. 16. As shown, the system
includes Servers 150a-150n, disk array 152 and backup storage media 154 which are all
interconnected on the SAN via a high speed network 160 which may include routers, bridges,
etc. Disk array 152 is capable of storing data from various workstations (not shown).

The SAN supports “extended copy” in which the data can be sent directly from disk array
152 to backup storage media 154, without having to go through a server. As shown by arrow A

in Fig. 16, the data path for the backup of data starts at the disk array 152, travels through the

network 160 and arrives at the backup storage media 154. Since the data path does not include
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One aspect of the serverless backup is based on parsing file-mapping tables
of each volune. Fig. 23 is a flow chart for describing aspects of

server| eswowaodp? according to an enbodi nent of the presect/usozzi2esur e.
The system first opens up the NT file system (NTFS) root directory and

struct ep S70), rses the sape for allocation tables of each file
(Step t@%%‘%%%%ﬁv 1 %‘8&’% plgg?qs;%?cgger%qrfeé%h file (Step S74). Upon

exam nation_of the attributes of each file, the system determ nes whether
the file i sTheplyavy thet theseryessagdnyolyst ang tep@pive|datagarflingghe backmpi Fent
(Yes, Step S76), entire attributes are backed up (Step S80). If not

r esi demtamplg theSteeyers Bia§)comihmicaysk RIvEAGkSp o 6f the syetent td bd widtada®4 about
attributes), as well as the data bl ocks that belong to the file (Step

S78), thBBackIpPeicNThE @@rv@ﬂtﬂle%ﬁa.lé%é’ﬁ%dft@ Etaft dnd coh @81 tﬁgﬁ%cfl%ug %éﬁésg hGi y@l ume

for conplete data protecti On a system supporting ocat1on table

ear & i SRR it Fey SR ETRSA L 88, (o oo e leche PolvBhodd |

copy techngl ogy capable of providing file level restores. As shown in Fig.
24, foOUNT “X'r@yﬁl@@@éﬁpl)?&tem opens a volume (Step S82), reads in the
boot sector (Step S82)and gets the bios paraneter block (BPB) (Step S86).
The syst em ©henaspedetfehesaregldshbackaptiobassd pa pasingsfilermayipieg tables f eador d
segnment size, clusters per Index Allocation Buffer (Step S88). 29 WO

03/ 005RAmBCF{d/38 3¢ 2 B33 charkHer R¥SHsiAL hi@\é%ro?%&vteﬂé‘sslbﬁéﬁupddc@&‘aﬁr% ﬁbtatni rst

(based on the file reference of root directory, the systemrea he file
record, BLt & ' r ' %e' X .root
(5t op UGS RER: <f3he PRI MACRSHR! e SIRRRIH-REAL b e NI o900 (R Yrptes
Step S92). the systemw Il __examne the attribute of the fil security,
data & lf%ﬁf% ¢gd éﬁﬁt?rea(ﬁlffpbgj@pe@ﬁr £ ﬁi@é&?ﬁ?@%k&?ﬂ@i (i’gleﬁ é’? eqh §1ﬁ gs‘éfptsﬂizbut e.
A determnation is made whether the file is resident or nonresident (Step
S96) . andifindseouy attrlutesofzeacle SledStap Y4 u&powesamitatipn SOB) attributes pE canin file) |
backup the file record segnent

the system determines whether the file is resident or non resident (Step S76). If the file is

resident (Yes, Step S76), entire attributes are backed up (Step S80). If not resident (No, Step

S76) , the system backs up the file attribute (or attributes), as well as the data blocks that belong

to the file (Step S78), thus mapping the entire volume for all files residing on the volume for

complete data protection. On a system supporting file allocation table (FAT) file systems, the

system can translate the blocks by translating the FAT schema. The resulting scheme is a

Serverless backup using extended copy technology capable of providing file level restores.

As shown in Fig. 24, for NTFS, the present system opens a volume (Step S82), reads in
the boot sector (Step S82)and gets the bios parameter block (BPB) (Step S86). The system then

determines the sector size, cluster size, file record segment size, clusters per Index Allocation

Buffer (Step S88).
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containing the attribute. If it is non resident (No, Step S98), the system
will figure out the LCNVCN (runlist) and renenber the information (Step S
100). If wotosmof2ut e (No, Step S92), other steps are perforeedsSiBteps S 102).

For exanple, if the root entry is index-node, the systemw | ook into
i ndex aIIOﬁ,ﬁtlon attri butes. it is .adirectory, the systemwl||
traverse t HEVeSt Pé‘?‘i} dn‘FPFérYs%E @ased on ther{tla refengneg of reptdirectory,

clusters, WhICh are not in the list yet, based on a bitmap. As shown in
Fig. s system ENdE/ tRATi B2recondesegmsntcfior rqoechsedtdmer) Mepending 6h ¢hpe i8d&0rbpt enteyads i n
t he boot sector (Step S 106) and gets the BPB (Step S 108). The system

r eads ($tep 5HE) dndetFmiRS PR Ys a ﬁﬁt(sasp%moif it gnoilegyes S%éb S%hthe @Sfﬁé!m'v[‘/‘lllt he
root, the systemmay parse it differently. For exanple, if iS a sub

et P ol U AP 115 SRR,
t hrou 118 Step S 112) the S stemvmll

det er ﬁ?ﬂ"@ta{tﬁ “téi (fs@%?ﬂ%lﬁaw lafmﬁqéwhfemeéthfsﬁ(ﬂﬁgs residgnt Qramnéem at Yersi¥)  For

a snapshot, before backup, the system flushes the volune's cache The
syst efithp slue fsrarszident trdue/Of agnBtep 89¢), thetsyktem wilkbenlap the) filowedond segnixat k up
anal ysis stage, a snapshot driver wll return the original data to a

Ser vecbsisiaingtagetribwe. Ifieisanhuadided (80,516 d;klpg) , e sybfegh WwHI figirt 066thd0 VO
03/ 005247 PCT/ US02/ 21235 system since data novenent happens to the raw

di sk, L@I\g@rtmggmesﬁe R Hf% HREARRL nh&h ac%ﬁ’b@fd@% the original data.

Accordingly, server ess e system may ask t he

ana the syLos %I%ﬁﬂip%m%apﬁwr‘ﬁtﬁﬁ%% égﬁﬁ@ie@t@f?éféx iif‘ﬂexame

of a systemflow for perform ng serverless backup is shown in Fi
acconpPqt SAIrY, &ripdey-aede, Hircwvisism il lepkdslorindey allaspiometiiiesy 1§itas ¢ glrwtew, of
the disk array 152

the system will traverse through the directory. The system will then add all other clusters, which

are not in the list yet, based on a bitmap.

As shown in Fig. 25, for FAT/FAT32, the system opens the Volume (Step S104), reads in
the boot sector (Step S106) and gets the BPB (Step S108). The system reads in the root directory
(Step S110), and based on each entry in the root, the system may parse it differently. For
example, if it is a sub directory(Step S112), the system will determine the cluster chain of the
directory (Step S114), read in the subdirectory (Step S116) and traverse through it (Step S118).
If it is a file (Step S112), the system will determine the cluster chain of the file using a FAT table
(Step S120)

For a snapshot, before backup, the system flushes the volume’s cache. The system then
freezes the volume (e.g., takes a snapshot) During a backup analysis stage, a snapshot driver

will return the original data to a Serverless/image, for the actual data backup. For the serverless

30



or portion of the array (Step $S40), maps the bl ocks of data on the disk set
to the files to which they belong (Step S42) and noves the data directly
from di skwerismgs2a62 t o backup storage nedia 154 (Step S42rT/USN2/réer to
obtain a static view of the data in the disk array, the present system may
use a backup mrror system An exanple of a flow for obtaining a static

vi ew GYSPResgsg datp WOWﬁ@eraﬁ@Rper&rt? e 3% Hgk. 2 datacmeaperinay Bt boyablete give bagkwn
in Fig. 18. First, the mrror is established (Step S46). Next, any

appl i éha Pgivaldata. | Agrordingliicatdhs éndof Syveatess sdchpmeble §yBtep nByak drodsiapshot
mrror is then split (Step S50). Another way to obtain a static copy is to
use a dsivepngie all theldRighnal age of &k HbaMRd icﬁlsﬁrg and the sybtegh WP kSJI tHaf St St ops
any applications witing to the disk (Step S52) and then creates the

snaps . e systemnow has a static view of the disk array to
o SR eyl

back up. ais being transferred fromthe disk array 152 to the
backup storage, nedia 154, the data_maybe transferre s bl ocks .of_ data as

opposed to ‘g‘gqthﬁ ef‘?%?ﬁéfoglar%ﬁe FY fgé%é:r E@H}g(fF’Wﬁﬂﬁs,sq?aﬁﬁ‘éﬁ oyvg B¥ihtldal | y
restore a file, the systemcreates a table or map identifying which bl ocks

bel ond'a ascamipbish sarvaslsss backup.dhapyesent systeminbiwing mstrtigyieMf the isk ArrapAs§2 st s

of data blocks A, B, and C. File B consists of 31 WO 03/005247

PCT/ USP 2b210235 thelak#y (Step™4®) Onags, thabibcks o oh kiR dislags hothedfileS® whichi 1 or
is created, these mappings will remain constant until another split mrror

or S”%Hé;hﬁglﬁﬂég%sg%pg@izlﬁjgg?(m%eP{h%%ﬁf& di?éé?lg?mgffﬁgﬁgﬂg% Iij to ﬁa@:&{xﬁ@\t%{éa . edia

recordi ng t assocl at 1 ons Ile e user
t hen t.t t o restore File A for exanple, the present system | ooks up
t he bﬁ%é%§&§§§%&iated with File A and restores them That data bl ocks
being sent fromthe disk array 152 to the backup storage nedia 154 are
directly triaesdete ebtaingg sieiq Heweottan duty in b ik smisgnthe present system may use a

backup mirror system. An example of a flow for obtaining a static view of the data in the disk
array using a backup mirror system is shown in Fig. 18. First, the mirror is established (Step
S46). Next, any applications writing to the disk array are stopped (Step S48) and the mirror is
then split (Step S50).

Another way to obtain a static copy is to use a snapshot. In this case, as shown in Fig. 19,
the system first stops any applications writing to the disk (Step S52) and then creates the
snapshot (Step S54).

The system now has a static view of the disk array to back up. When the data is being
transferred from the disk array 152 to the backup storage media 154, the data may be transferred
as blocks of data as opposed to being transferred as files. Accordingly, in order to eventually
restore a file, the system creates a table or map identifying which blocks belong to which files.

For example, as shown in Fig. 20, File A consists of data blocks A, B, and C. File B consists of
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When restoring data fromthe server-free backup system the user has the
option to restore the data on the image |level for restoring the entire
drive or wooshes2fiil e | evel for recovering individual fil @Tasod2nettories.
An image |level restore copies the entire imge back fromthe backup storage

medi a t0 di ray 152.. File l.evel restore acts just lik

nonse rd\%gfb-l?crkg (—!\5 g ?“g &ped ?é s\%‘%%\? isﬂad’S}i‘%teOTSSBLQE’PE?F is £r9atsds §ahe?er HAPRIAES W&i kup
storage nedia 154 to the disk array 152. To performinage-|level server-free
r est of@BaIncpBstaptawiEh anafhen sphi mireertas snapshakis sheatedo The present spitemareates thii ch
the data is going to be restored. Next, the present system uses the

ext endabde copyp reording thet data EstloassodibtordaoKBile Wpandatik: Bliwaeh the seomeh he
backup storage nmedia 154 to disk 152. In the above-described enbodi nents,

oty a - : ¥ .
any apgkd F% th & FordFifk1 N Got & ahlpfe, Hid ﬁ&@&}nﬁgﬁéﬁ% ?%b%@ glp ti’l‘@bloa(sa%ﬁ&ﬁ%? HiaPr

i mge of e drive is taken. %owever, oppi ng the applications

Wit to riv, t r.esent .systemis. al so abl e iti for a
pr ef e??lg %llie({:llee(%%refsntﬁs\lﬂl E:Lﬁha?figta{%g%gs ¥ﬁlélg§ﬁfgpf§%?heo&g£ﬁﬁ§y 1%%%&%%?& t he
system can synchroni ze the drive 152 and wait for a period of wite

i nact iSWFA8F merip hed are diescly rangigrregdaysing the exteadedeonyrosimand. t e i nactivity the
system | ooks for prior to freezing the drive (e.g., taking the snapshot),

i s 3 second¥herHeoeviag datat frvs thpaseied ficabatiapusstenytish dseehiasi the dpdorn ®deestofe t he
specified period of wite inactivity (3 seconds) 32 WO 03/005247

PCT/ US2da2d 88 the iz Mveb Eorfredidichg the entséieRE QR oA dhd QIR 16VTRS OBveRbier a
specified tinmeout period (e.g., 80 seconds) and the freeze requesSt wll

fail. . if kaod of wite inactivity is the nunber of seconds of
i nact ilvﬁﬁgﬁ%egkggﬁ%a S&J(i)é(%bur on the drive before the drive is deened safe
to freeze. The tinmequt periad can also be user nodified if desired. After
the drive. AN Hagnd S Pt GomFa s Bnlieighad bl Grgins Peckuaglortse TFGA dsfve
can be perfornmed. In this way, applications are not forced to stop in the
m ddl o 8t dvkoweaysks. tHilelevrl yestae peip fust lkagonserver-free restores, copying the selected

file(s) from the backup storage media 154 to the disk array 152.

To perform image-level server-free restores, the present system creates a snapshot or split
mirror to which the data is going to be restored. Next, the present system uses the extended copy
command to restore the backed up data directly from the backup storage media 154 to disk 152.

In the above-described embodiments, any applications writing to the drives are stopped
while a snapshot or image of the drive is taken. However, instead of stopping the applications
writing to the drive, the present system is also capable of waiting for a preferred period in which
to take the snapshot or image. For example, the system can synchronize the drive 152 and wait
for a period of write inactivity to the drive 152. By default, the period of write inactivity the
system looks for prior to freezing the drive (e.g., taking the snapshot), is 3 seconds. However,

this period can be user modified if desired. If the specified period of write inactivity (3 seconds)
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The present systemnmay al so include GUs for managi ng one or nore tape

libraries. A library is a device containing one or nore tape drives with
an aut omrewedsnextin del i very system such as a robotic pi ekerusompizah al | ows
| arge anobunts of data to be backed up wi thout nmanual intervention. A

l'i brar ifnclude various conponents i ncl udi. Barcode ID (if the lihrary
suppor gnnﬁ?ttyb)e.fg egﬁrsgg‘étﬁfm?%‘?lb 5, put adter atshg:ng%}t&@agutmgnpg (& BRPSFOREDat e
i ndividual nedia by reading the barcode affixed to the nedia. The libarary
may al¥d theEpergeeqiget will fatdr dhaspecifietperiodm Wit dactinkip isthe member ofizeeomisoups
of storage nedia (such as tape nedia) are stored. A robotic picker may be
provi dedndchiatty mhateshotfdeocstivome divdibafore iHesirbetivaednéd @ féropddzBeTRE Ot S and
the drives. The library may include one or nore drives in a device that

t ransfighsout B@ﬁ&ﬁcaﬂr’al&{ be URPhRLERY ifaldeBCRE ﬁlgtc{}ﬁlqu Hgéfh&f safd toﬁigée%g,rthgnd

the storage nmedia. A library can contain one r nmore drives, a r‘'om one

to several, hundred azi.nes. .Smaller lipraries are.sonetines, referred to
as autsgfi%glzlorelrog mage Oﬁg?1 Yecange H%’Lé?gnﬁ‘irg‘it 15 Wi 2pRUGHIOPS #re i} forged tastap ¢ o
refer to libraries of any size. Alibrary can be considered simlar to a
si ngl éndbomidsde ofrproeessesshexmpy beperfermingie primary differences is that a
library typically uses at least two SCSI I1Ds: one for the library itself
and one f dFhegaedenbdystenemay bisariyéladaGiNefor nBoagingiohe af nese mpy libseiea A ngl e
SCSI ID. When a library uses 33 WD 03/005247 PCT/ US02/ 21235 only one SCSI

| D, t NebrhiyhE adyviedebrithfin] ek Ynd¥é tape dRRYs RAE An BBtRSIEIRCEiackiP@y sHterddni t
Number (LUN) to differentiate between the drive and library. A Single SCSI

IDis,ui - LIt [ | .i,brar 1hg\s ver al
advantsélggg?%g/og)%hf Hg%ﬁfég?ﬂléo}i Q}OWG{%%OH&S oorr}gl&% tﬁ rtﬁ%tbs 91¥ or> ng%u‘r%rpn? ,ualusi ng a
| i brar, no .manyal i ntervention i.s necessary, durjng _backup and restore
oper atlﬁt?ﬁ%?nﬂf’ﬁ %3&1@%@ WW%N%&HS&&WF@BW#&WM% iGAreede: Dy G fhe ngawés and
a large nunber of nedia, thus providing |arge capacity capabilities.
supports it). The present system can user the barcode ID to quickly locate individual media by

reading the barcode affixed to the media. The libarary may also include one or more magazines
(or bins), where one or more groups of storage media (such as tape media) are stored. A robotic
picker may be provided that moves the storage media units between the magazine slots and the
drives. The library may include one or more drives in a device that transfers (backs up or
restores) data between the computer or server and the storage media. A library can contain one
or more drives, and from one to several hundred magazines. Smaller libraries are sometimes
referred to as autoloaders, or changers. As used herein, the term "library"” is used to refer to
libraries of any size.

A library can be considered similar to a single storage drive. However, one of the primary
differences is that a library typically uses at least two SCSI IDs: one for the library itself and one

for each of the library’s drives. Some libraries may use a single SCSI ID. When a library uses
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The present systemis capable of supporting libraries with nultiple drives,
as well as those with single drives. The present system can al so support
mul ti pl e WolBmoi2es. The present systemallows a user to Pcadaisozedtontrol
an initialization process of the libraries fromone |I|ocation. For nultiple

drive |j rd s, e t.ape engine uses .all of the drjves for the .

i niti é’H}}z)‘g}%i Soéﬁﬁ D g’@eé@%"ﬁ’@%? @Q&aﬁ?{ a&‘&%{”é%ea‘ﬂ% 35F1e86e 2 LoeiqH, Ppjtwnber
concurLle t, device managenent functions, includi ng storage drive cleaning
from & V&éﬁ%éﬁfqr@wasque@dbgéﬂve prd Hby. pAsiigeSICSOID isain difst, splibinde two
devi ce managenent functions including format slot range, erase slot range

( bot hIdiding atitirdrphep) severapadvahegpooter thewsenbhindividiel StordfRUiHitsTEAZI ne,
di snount magazine, clean library drive. The present systemis capabl e of

usi ng eﬁérhpl%}/ﬁéihgaﬁ)hi?ragy,inﬁefﬁar&'al ﬁﬁtérllaitﬁfn%ﬁs nbdesSH Hﬁrﬁ)ﬂ%?lé%tﬁc}lij%ﬁc}_ﬁ@s&ﬁe avai | abl e,

devi ce managenent functions can be perfornmed concur e present

be- i Po Ao iR A g G Rl i G0 et BB Thde vt iRt ne | &

started for the first tinme, .the entire library is inventoried and

r ecor di§1a s e Wdmgilargy seracity carabiliesdevi ce configuration which all ows
the scheduling of library cleaning, providing the |ibrary supports this
feature. Lilhearé¢sest systembie cgpablgpeikuppobingribrayies with mnjipdy ditives, sawell aoncept
as device groups (e.g., server groups) except that library groups are

based thuowith Hhfe dANys. Ofhelpesent Sfsfenh B £18o suppbR Eﬁﬂt{}?l‘é‘ifbrﬁ?es. e\t a3 005247

PCT/ US02/ 21235 selected to forma library group. If the library runs out

of ta GI%I 9115% | u%& to ttﬁ@k 5.'1?(135?1@?0{1] ﬁjé ﬂ?iﬁgtﬁzaﬁon ggo\ﬁ[teésgcﬁqlfn% ﬁﬂ&n%p %eoﬁ‘{ S nt

system w be able to 1denti ape as e pre- ned group.

The present ste an.inventory new nedi a which_al | ows user .t.g.insert
new a Olij"n? %r @uﬂipﬁeb&é‘( 1BIAeS ﬁ@ﬁag%?ﬂgl%léseg 05‘3’6151515’66 orthe fifializghen at i on
Wi thout interruption. If a driveina nultiple drive library becones

def ecPraress. t Hee pieseat systemn alse glowa frrivaulitnlek eehcamenst d¢vieremarmgement fimiotiens, t he
Tape Engine to continue to operate using the remai ni ng non-defective drives
i n t héncluding storage drive cleaning from any specified slot. Support is also provided for various

library device management functions including format slot range, erase slot range (both quick
and long), import/export, inventory slots, mount magazine, dismount magazine, clean library
drive. The present system is capable of using all available drives on a library. If multiple drives
are available, device management functions can be performed concurrently.

The present system can quickly locate individual media by reading the barcode that can
be affixed to the media. After installation is complete and tape engine is started for the first time,
the entire library is inventoried and recorded. The present system provides device configuration
which allows the scheduling of library cleaning, providing the library supports this feature.
Libraries can be grouped. Library groups employ the same concept as device groups (e.g., server

groups) except that library groups are based upon slots. Any of the slots inside a library can be
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library. The present system can search for a nmedia by nanme or by a slot
nunber depending on the user's preference. The present system provides

| arge |i bwerog/oeuzpport, allow ng a changer with nore thanPC@AG0Z285 t O be
displayed in a list to the user. Slots can be displayed in four ways:

| ar ge i,can mal | .icons, details, and list. The |ibrary can be configured
f rom &SEE6E E%P%ﬁrlftgawaﬁ% fﬁ@?ﬁﬁbrwiyr@f@ oy QfAPRES|19 ALYy, the USEER KeFtdom a
Device Configuration nmenu. A library setup screen then appears. If the tape
engi n@cwdape, and g presemi sydiom wilplmahle toidentifytthe taps @s pait ofithetpec-defiiadegrotine
tape engi ne should be stopped in order to configure a library device. If

t he | iThe presesiypemt Gndevntdy ewinddinwhtdl Slowishensefiol et Sdwtlediadhfoandy be
configured and will appear in a Library Devices list. If the drives have

not b ' j I LG e L
ranual Ty T SRESehuic]Be bhetiBlof rAUe RBrafcH ifobRer S 105 ST
Li brary,..and then clickin Assign _hutton, . Assi gni n drjve to a

1 br ar P S e ety e ki Bbdes it e ek g Hisnce
within the library. _If drives are being assigned nanually, the drives

i nsi dénghles the diapg Enging e eoriiug fhenaiatp asingdherrmpining nprdefesiivyedrivesiaéie  For
exanple, usually the library is configured by the manufacturer in such a

way t fidtary. h&hé preséntlsiysiemarcun dedrstefol asnddizby navas br BESklok Bumnberdiizpendingl ohhe
| ast library drive has the highest SCSI |D nunber. However, this nmay not

al way shdb@set’8 priafice. 3PhdMRPe L34 %%ro@ggs 20 {iBRafPSup Eﬂealﬂﬁ%%g 8 @htibephngow

then appears. The user highlights the library and clicks a Pfoperties
butto t roperti.es._dial Qg . 1&e. Pr rd ' .ows
UL oo P TET B th S RAERARE R PR Reigbhere,
a bar code reader_jis installed. After configuring the library, the present
syst endTBRHONEsMakhicpRs Atatlnand fists st age, the user can mark drives as
either online or offline. In this way, defective drives (in a nulti-drive
library) dée lbeanymek bd casfipwedfomfaDevies Configiration mempr s tapy Sibeswy tan
continue to operate using the

chosen from a Device Configuration menu. A library setup screen then appears. If the tape

engine is running, a window appears to let the user stop the engine. The tape engine should be

stopped in order to configure a library device. If the library supports device serial numbers, the

drives should already be configured and will appear in a Library Devices list. If the drives have

not been assigned to the Library automatically, they can be assigned manually. This can be done

by first highlighting the drive and the Library, and then clicking an Assign button. Assigning a

drive to a library allows the present system to be aware of the drive's existence within the library.

If drives are being assigned manually, the drives inside multi-drive libraries should be assigned

in the correct order. For example, usually the library is configured by the manufacturer in such a

way that the first library drive has the lowest SCSI ID number, and the last library drive has the

highest SCSI ID number. However, this may not always be the case.
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remai ni ng non-defective drives. Wen the drive is repaired or replaced, it
can then easily be brought back online, by again perfonning the library
setup prowedanes2descri bed above. The present system al so iPoglusd®$1235 vi rt ual
library feature for addressing a wi de spectrum of storage requirenents.
The virtual library feature enabl es physical libraries to be configured
into Qe Sefyn Wirdew thepyarpserss. (Thsiugen laghlights the library pnd glieksragPronertissme
robotics, inport/export slots and cleaning nedia. The Virtual Library

f eat urbaitton e tlhé s ptopertics didldg dpegrst Thednbpeytiesadiblap gHows it e ®sspetifpwhivhl | er
virtual libraries enabling a user to create different conbinations of RAID

level stigtokRIh@dleHiMg @he (€ pAlsem an P e Hal BER e&fer iﬁnyiaﬁlts&'.al Library o
configuration utility 1s used to set up all virtual libraries. This utility

all ows the r fi ML | ibraries and t.heir par ters, jincluding
he nunber “opesphfiaifie e bl 4B pichotl 39S ot P lia) AR R o

vi rtual Iibrﬁr.y shouL.d have at _| east one slot_ and _one drive associated

wi t h (%P0 Ak drj¥esyas enhercqndine or aftlipg. Indfis|ways defpeting drivesiim 3 ithdrivrli s.
First, the user selects a Device Configuration nmenu. After clicking a Next
but t orfan fe Dearkesleas Geimigi afflingt $athatithelpocsentsystdinsahapsatinucToepesdts ukagthsel ect
Virtual Library and click the Next button. A screen is then displayed,

al | owiragainirg nimedeféctive @ioes. Wharmha dridy & Ije?é_hf& deirEladed, icaH @n dakigy bd brary
to be 36 WO 03/005247 PCT/US02/21235 configured into a virtual l|ibrary.

Af t er : St [ ' | physi cal
i br arbi&éig?lgbg%sop lgg’e%ﬁgﬁ fd[rgﬂlé'ﬁeg@%{ﬁ Fﬁ?ggﬁégf?%ﬁ gg%g%?gtg%\aﬁw th an
adapter car SCSI, Bu CsSl and.LUN. s dj.splayed.,.In .addition, a field
i ol ays & HEIGRITaN SFBASR ehalst 8 ViRl by g Iiaddiegriae g wief Bipefom
library tree that is displayed, the user can select the drives to be
associdskaagsequroeats die yn%raé Libeay {caire enabidsphasigal libraniesdo basonkeuaedi gned
to a virtual library in any order, although

into smaller virtual (logical) libraries, while still sharing the same robotics, import/export slots

and cleaning media. The Virtual Library feature provides the flexibility to configure large
libraries into smaller virtual libraries enabling a user to create different combinations of RAID
level devices and/or stand alone tape libraries.

A Virtual Library configuration utility is used to set up all virtual libraries. This utility
allows the user to define virtual libraries and their parameters, including the number of slots and
drives required for the library. At minimum, a virtual library should have at least one slot and
one drive associated with it.

The user can create a virtual library using the following steps. First, the user selects a
Device Configuration menu. After clicking a Next button, a Device Configuration dialog is
displayed. The user can select Virtual Library and click the Next button. A screen is then

displayed, allowing the user to select from an Available Library window, the library to be
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drives cannot be shared between virtual libraries. In addition, each

virtual library should have at |east one drive and one slot assigned to
it. The uwero3pbrenm’ sel ects the nunber of slots to be assi @uedsov22Bi s
virtual library. The newy created virtual library is then displayed in the
Virtual _Libraries window If a particular library still has drives
unassCoREerTet fip aphtval by AfRer lestadaticcharagtopisiicseassagiated withdhe paragted i n
an "Avail abl e Library" wi ndow. The entire physical library that is being
wor kedhygiea libeary bee displiyedun e dDeitait Heldi Tnfoahatiorbasasdigted withl antHdap s caddSehpt s
for a selected physical library may be used. The present systemallows the
sl ot s Bus, SC$1 1DV ai/LUN B GispRpa S ditf¥n0a HeRUAS1afd Y Rt Lot la%iﬁlb?é 1o ¥his
several types of jobs to be run at the sane tine. In addition, 1t several

sl ots : i, | b . ap let the |ibr spa he nmedia in
the. g ool B R8s il OF QB MRS, F b et S e b Pt
startedgintgll OI the slots in each library that are attached to the nachine
are adfdhae PEYHY Sreated Vigivallibraryy Hrivesican he pssignedio apatuad librasy & ansfordeier e ar e
two libraries attached to the machine, there will be two library groups.
Al ofltholghs| ots in the first library will be assigned to GROUPO, and all
of the slots in the second library will be assigned to GROUP 1. These

| i br ardrivgs oanat beeRaredbetheerk eipfual Mbrati&e TMSEditioaledcR FireHD 1iBRfly 58RATRatd @M
Since each slot in alibrary is viewed as a virtual storage drive, each

sl ot ¢kt B GBS BACReislo? 2QMhed ¥ it) Q%é&(%ﬁ%ﬁ%eg%@;fél%%{bé#&@é%g& Byp. The

present systemallows a user to configure raries using a he user
can af j qure .(or i f tix configurati.on f%a.l'br Ly by startin
bevi o E¥0ieldh it Rl bmt: ' (e FaRl - aby@Et ity b B RV oA ¢ he
user can select a Device view and | ocate and select the library device
that LHEYIG Whdoy. dbappgigrler limee sidkhas\drives peaspigaedbafiesdhigisten, theswaidahle such
as that shown in Fig. 21. To configure a device, when a Device G oup
Confi gwsputcenwill be displayed in an “Available Library” window. The entire physical library that is
being worked with may be configured into virtual libraries. All drives and slots for a selected
physical library may be used.
The present system allows the slots in a library to be separated into groups. Grouping
slots allows several types of jobs to be run at the same time. In addition, if several slots are
available in a group, you can let the library span the media in the group for you. By default, the
first time the present system is started, all of the slots in each library that are attached to the
machine are automatically assigned to that library group. For example, if there are two libraries
attached to the machine, there will be two library groups. All of the slots in the first library will
be assigned to GROUPO, and all of the slots in the second library will be assigned

to GROUP1. These library group names can be kept, or the user can regroup and rename them.

Since each slot in a library is viewed as a virtual storage drive, each slot can be assigned its own
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w ndow appears, the user clicks the Device tab 161. On the devices w ndow
(Fig. 22) there are tw sub- windows. On the |eft side wi ndow 160 are the
groups aromn/o0i2¢7 ri ght side wi ndow 162 are the avail abl ecaasozer3st he
user can take the drive fromthe Goups list and place it into the

Avail abl e Devices list. For exanple, to nove the drive fromthe Goup |ist
to thé™Pailable Devices list, the user clicks the device they desire to
nove and clicks Renove button 164. This makes the drive available to any
li brary t hdheprasentsgstemeaitosvstaousentof dogligareilibranes ubing a68H. Thenserchncks t he
Library tab 166 and the tape drive you noved is then in the previous tab in
the Avafided(d nkNfyaBs chhfduraish 4A 8 liI6RRP 89 tattthd NDeEco WPmabdSt AfdPtHEr €ate a
New Group, the user clicks the changer 1n the I'ist of Goups and clicks New
but t Oyt retfie P b Ry b M B ARRCRHeSrser QR URE 2 DIGHE LIPS FIGBAEARO! LN S
group that 1s eight-characters or’less, chooses a starting and ending sl ot
range, cl.i cks OK oups can also be_assigned.in a simlar nmanner

o1 oo B b asmioe e REwitde sRe By, 2Rt Sl iendusiested e S
working in an SAN environnent, in which_ each server that is connected in
SAN meheh asitha shpeniimFig: At | Bhowtigurree dhace then arRgyécedertupdnfiguration SAN,

deci des what it wants to do with the nedia and the tape drive of the

devi ceayindovd apiedass, thetuser clioks vty Bek ootab d60OL N the deeicésswimdoan@igleptietredres any
change of state in the device initiated 38 WD 03/005247 PCT/ US02/ 21235 by
U, ASwHeReNiAESw&DO%ehY AL iEERRRIB 160 dié the Pouft SR HEFight bidd Kild3RP1 65
designated as primary and renmalning servers are desi gnat éd as distributed.
The primry. s er 13 is responsi bl or ~initializi and . nventoryi ng the
dovi o BEAvIEDl ey BrbERRRA oo e oM uht Qoo 3 BRI BGR 00

| ocki ng process. called "sanghost” to synchrqgnize access to the storage

devi cetvalgllehsaicegiist diossrkagpley roverthe dgivs fiopbibedaour Histdp shey Axeiiadle t ake

the device information details
Devices list, the user clicks the device they desire to move and clicks Remove button 164. This

makes the drive available to any library that the user wants to configure it in. The user then
clicks the Library tab 166 and the tape drive you moved is then in the previous tab in the
Available Devices list and the changer in the Groups list.

To create a New Group, the user clicks the changer in the list of Groups and clicks New
buiton 168. A New Group dialog appears. The user then types a name for this group that is
eight characters or less, chooses a starting and ending slot range, and clicks OK. Groups can
also be assigned in a similar manner using Assign button 170.

The present system and method is capable of working in an SAN environment, in which
each server that is connected in SAN maintains the information of the shared storage device in
the SAN, decides what it wants to do with the media and the tape drive of the device, and lets

other servers know about its decision and also shares any change of state in the device initiated
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fromthe primary server 13 and initialize their internal structures. Once
all the servers are up and running they are i ndependent and intelligent
enough t owpak@o2kei r own deci sions. Conmuni cati on bet weelRCIArSIE2R33 S
through a peer systemlayer that is active on all servers in the SAN |If
one segyﬁr (e.g., distributed server 15b) wants to back up data and deci des
to use-one drive and nedia in backup storage device 16a, then it first
requests a g}obaL lock fromthe "snapshot" process running on the prinary
server 13. {'fdgwribedehoveerifheiespest koFigi hopnelseryet brthe lody is designated bs prgmssyr ver
gets the I ock and can safely go ahead with its operation. Gtherwi se it has

to wednd reiaining serems getdesigrated abdistribaedd. TORGRImwAK \efvel BB id Bsplkdid forget
the global lock, it checks its internal tables, to determne if the drive

and Wﬁﬁiﬁtﬁtliﬂﬁ&%l@'iﬁ\%}%%i@%?ﬁk d&RRERLoRec 15%\@1' fife's BRT VEile d}gﬁhaglysela\;e?rg%%gol

f
t hey have not been t hen server mar ks t hat Ive-an as

| ocke agates that Jntormatign to pother servers on the SAN t hrough
its pcejlzeurn 92 L gﬁ]%cﬁlﬂlgpﬁ%cﬁss ?aéllegagaé@n%?ﬂet(bfy@ﬁgﬁonfz&ﬁ?c%sﬁ%‘? ﬁ?tSt?fﬁgFeﬁlevé‘é@Fver s
can do whatever they want to do with other drives and nedia. As a server
moves. BRIPSD SHISHL FsYere-o The Histriiuisl SPrvses i Lin take thafipvicsgnumation detoids <
about this action so that they can update their internal tables. In case

t he nefdom the pfimeryetetved 18 and initiélizertheit adyrmalt dractunéso Omaé alithé Srwropegptadd t o
all other servers. After server 15b is finished with 39 WD 03/005247

PCT/ USQahig2BEy art iridep@iaicat afiintdlligopk bhoudBab hake BEstwh Becigibadal | ock, and
then tell all other servers to unlock that drive and nedia. Server 15b

ol obal P AEeR ARy bASEL LT 1 bl et Atk PP Rl el V5 €36 p Lo

t he stg%ﬁ.of the devices, any other server can be pronoted as the primry
server “the fly. The present disclosure may be conveniently inplenented
usi ng one or_ nore

If one server (e.g., distributed server 15b) wants to back up data and decides to use one

drive and media in backup storage device 16a, then it first requests a global lock from the
“snapshot” process running on the primary server 13. If no other server is holding this lock, this
requesting server gets the lock and can safely go ahead with its operation. Otherwise it has to
wait till it can get the global lock. Once server 15b is able to get the global lock, it checks its
internal tables, to determine if the drive and media have already been locked by any other server
or by itself. If they have not been locked, then server 15b marks that drive and media as locked
and propagates that information to other servers on the SAN through its peer system. It then
releases the global lock so that other servers can do whatever they want to do with other drives
and media. As a server moves media from slot to drive and vice versa, it updates other servers
about this action so that they can update their internal tables. In case the media is formatted (or

reformatted), the information is propagated to all other servers. After server 15b is finished with
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conventional general purpose digital conputers and/or servers programed
according to the teachings of the present specification. Appropriate
sof t war e wodBfgs2ean readily be prepared by skilled prograewmarss2/pased on
the teachings of the present disclosure. The present disclosure nmay also
be i mp] enented .Lhe .preparation. o plicatio peci fic integrated
circui ltss()pc? Fauged. R%ﬂ{l ég‘?:‘g ﬁ?fg’@fti thﬁggha];‘ﬁgﬁc?&ditg?bteﬂéimq{ sgifversdavainckdha
conponent circuits. Nunmerous additional nodifications and variations of the
pr eser1vgiagd merdig Saver 5bysilsise unlecktheny fpdm titsevabiotesnzl éabdés andsthen teléase
therefore to be understood that within the scope of the appended cl ains,
t he pribsglvbaldioskl| osure may be practiced other than as specifically
described herein. 40 WD 03/005247 PCT/ US02/ 21235 What is Claimed is: 1. A
system for BagdidayReARF 15 B! ?Hcé A OfERLdrPls 596(9 et of tl‘%t%eklfc%?,t ne

g a global TocK to

storage device; a pfimary server ftor granting and denyin

devi c St access, to the at |east pne storage device; and at | east
one 3202%%%1&% gaé?@e 1o iﬁqﬁﬁi(%]ﬁegpl?wlé'rsr‘?g(ertogﬁﬁ%gyf or storing information
relating tg, storage in the at |east one storage device, the at |east one
secondary sERS/Riessb ifslosiiegnay b epryenienty implesantadeusing oner or werever . wher ei n
after the global lock is granted by the primary server, the at |east one

secondanyesmnukgenehed phspdse digitahcompwtersedndi @itdeerers progedrnsi Accoriigheth@ccess
to the at |east one storage device can be granted. 2. The system as

reci t @eadhihg8!cFithR resdi@b&dificatibn! tAOﬁﬁ? A€ rsHTt@'ﬁlqe éoﬂﬂg &‘fﬁ%ﬁg;l r@e égsﬁ)alaetd heast

one storage device can be granted, e at | east oné€& secon ver rks
as lo | east rtion, of.the_.at | east ,one storage device and
st or e%@%ﬁp@ég@%w{a %?Y%?jo it‘??ﬁ{lﬁnﬁs of ﬂleo%ﬁsq“}uflg‘f’ﬁé‘luet é@%e%resem disclosure

may also be implemented by the preparation of application specific integrated circuits or by

interconnecting an appropriate network of conventional component circuits.

Numerous additional modifications and variations of the present disclosure are possible
in view of the above-teachings. It is therefore to be understood that within the scope of the
appended claims, the present disclosure may be practiced other than as specifically described

herein.
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and propagates the corresponding information to the primary server and any
ot her secondary servers for storage in their own internal tables,

i ndi cati ngotodmds2zbhe portion of the at | east one storage a@eTiuse22r3s ocked.
3. The systemas recited in claim2, wherein after the at |east one
secondary server propagates the corresponding information to the any ot her
secondary servers, it releases the global |ock so that the global lock is
avai l able to any of the secondary servers or the primary 41 WO 03/ 005247
PCT/ USOPHae is2@BBimakisver . 4. The systemas recited in claim3, wherein after
the at | east one secondary server releases the global |ock, the at |east
one se¢ondapysysehvRkr bB&GhS8p Qﬁ&{‘ésf&ﬁngﬁnfd?ﬁﬁﬁg@%bﬂpﬁ'siﬂ%p the at least a
portion of the at | east one storage device or restoring information from
the at |east;g, Qﬁégﬁﬂtgﬂmvﬁge at | east one storage device. 5. The system
as recited rn clarm ,gWherelh after the at | east one secondary server is
done Dbacking.up into or restoring information fromthe at |east a portion
of the at |%§§‘f‘ﬁ8h%er§ffrcfP’é§‘@nﬂ%Wg@nYmﬁél glebal degk: toglemicss tageriing agessy ég the
again requests the global lock so that it can update the primary server
and angt letshene sfegadavige;smdver s accordingly. 6. The systemas recited in
claimb5, wherein after the at |east one secondary server is again given

the gl obal hidekst ohbgecdhdirgasivePROIUARGIASATAY taDEIMBF stSAAL nfbihAMoNBL8R: i the
primary server and any other secondary servers informng themto up%ate

their L@iLE ﬂi’"{heta$Ma 1{e%t&géé)&é§/iéehﬁle.%% geggteo%%tstacgolrﬁa% Q0L %ﬂ%lf—es %{gﬁatpg]:osalﬂ one

st orage devi ce. e system as T ecCi inc urt #ng a

net wor r cgnnecting the at l.east = one storage device, the primary server
ond ¢ nopars AR RS i Seahadipeit afgancaoni SR cyaen PR e g s aoAr Sicati
7, wherein the network conprises a storage area network.

least one secondary server checks its own internal tables to determine whether access to the at

least one storage device can be granted.

2. The system as recited in claim 1, wherein if it is determined that access to the at least one
storage device can be granted, the at least one secondary server marks as locked, at least a portion
of the at least one storage device and stores corresponding information in its own internal tables
and propagates the corresponding information to the primary server and any other secondary
servers for storage in their own internal tables, indicating that the portion of the at least one

storage device is locked.

3. The system as recited in claim 2, wherein after the at least one secondary server
propagates the corresponding information to the any other secondary servers, it releases the

global lock so that the global lock is available to any of the secondary servers or the primary
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42 WO 03/ 005247 PCT/ US02/ 21235 9. A nethod of granting and denyi ng access
to servers on a network for backing up information to and restoring

i nf or mat iwo 0BoeImAa st orage device, the servers including Cprisomen3s server
and secondary servers, conprising: sending froma secondary server to the
primary server a request for a global |ock, the secondary server including
inter g abl es for storing information relating to storage in the storage
devi ce; determ ning whet her any other servers on the network have the

gl obal | ock; granting and denying the global |ock to the secondary server
based on whether any other servers on the network have the gl obal | ock,

wher edn whdetshgerilad Blited @Cdain® 3 9WRereROarRY tHHe 16¥st SR s)écéﬁaé‘f%rvéﬂ]‘@leﬁées | east
one secondary server checking its own internal tables to determ ne whether

accesgpd Qoﬁ@%ﬁ{, glle%@ge%st\?ﬁl% s%é&fclﬁgﬁs{e | \S{?ieglglfz g?éﬁ}].llprél&g{l’ﬁa Hionio tTcg gtt IEXS% Lem

as recited 1nc ereln aCCess € at

| east _one rage device can he granted, .the at | east one secondary server
mar ks P§ lqnooitlﬁg?jf%q%sg?%é?ra&e OFET grnrestapng H’g{’]%‘?aqoé'aéqm Shreatdeast agertwapfce and
stores corresponding information in its own internal tables and propagates
t he c&?@é?ﬁ?ﬁ@ﬁl@rﬂjomméﬁ?w-i on to the primary server and any ot her secondary
servers for storage in their own internal tables, indicating that the

portion of the at |east one storage device is |ocked. 43 WD 03/ 005247

PCT/ US02/ 21235 11. The systemas recited in claim 10, wherein after the at

| east 50ne SBEQNA/NYS P48 n cIB? B,rag?&%ﬁl e ﬁfgeqt i GSPAANBIn R YrVELiL Qnd O the

any ot her secondary servers, It eases t

backing up into or restoring information from the at least a portion of the at least one storage
device, the at least one secondary server again requests the global lock so that it can update the

primary server and any other secondary servers accordingly.

6. The system as recited in claim 5, wherein after the at least one secondary server is again
given the global lock, the at least one secondary server sends information to the primary server
and any other secondary servers informing them to update their internal tables to unlock the at

least a portion of the at least one storage device.

7. The system as recited in claim 1, further comprising a network for connecting the at least

one storage device, the primary server and the plurality of secondary servers.

8. The system as recited in claim 7, wherein the network comprises a storage area network.
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gl obal lock so that the global lock is available to any of the secondary
servers or the primary server. -12. The systemas recited in claim11,
wher ei n aWo@B/0042¢7 at | east one secondary server rel eases PCRaSgt/ot2as | ock,
the at | east one secondary server begins backing up information into the at
| east a portion of the at | east one storage device or restoring
information fromthe at | east a portion of the at |east one storage

device. 13. The systemas recited in claim1l2, wherein after the at |east
one secondary server is done backing up into or restoring information from
the at |least a portion of the at |east one storage device, the at |east

one sécondak ynesleodvel graghigring dehiff Scdebetodetltad oh @akwek FdrdBacking@pn updat e
the primary server and any ot her secondary servers accordlngly 14. The

syst eMhRAtmhB&H Iethd r@st&ll aﬁ)%%‘f Est%fr%érdetfﬁg Ak r@@x%tmaﬂ&ng%ﬁﬂﬁﬁiﬁ’&ver

server is agaln glven Feast one Secon
tion,to the prlnar¥ server and any other secondary servers

sends |nfor
inforrﬁeﬂfﬁr?ﬁfﬁcf)ﬁdﬁa%{vgst%@pps%ernaI tables to unlock the at least a

portion of the at |east one storage device. 15. The systemas recited in
claim9, wierding fkoneagecondark sewamio; the primant ssreaya raqusat fosavgokal lodq thaD

03/ 005247 PCT/ US02/ 21235 16. A conputer recordi ng nmedi um i ncl udi ng
conputsecorslapcsetredlisclodide iftanalgakiag forgtoaing infbemyiingreiatingss stodagedh\ies S on a
network for backing up information to and restoring information froma
St or aggord@Ydéfee;t he servers including a primary server and secondary
servers, conprising: code for sending froma secondary server to the

primary ser reque Ioba ock rver including
internal ta el%nm?l %} f)h % ?tﬁ?lgse it Oh breé}e‘é‘?’ ?rl}%gla?’%ﬁ?tgg(?%%é t he storage
devi ce; code for deternlnlng whet her any ot her servers on the net wor k have
the gl obal grapting and denying the global lock to thé secondary server based on whether any other
servers on the network have the global lock,
wherein when the global lock is granted by the primary server, the at least one secondary

server checking its own internal tables to determine whether access to the at least one storage

device can be granted.

10.  The system as recited in claim 9, wherein if it is determined that access to the at least one
storage device can be granted, the at least one secondary server marks as locked, at least a portion
of the at least one storage device and stores corresponding information in its own internal tables
and propagates the corresponding information to the primary server and any other secondary
servers for storage in their own internal tables, indicating that the portion of the at least one

storage device is locked.
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code for granting and denying the global lock to the secondary server based
on whether any other servers on the network have the gl obal |ock, wherein
when t he wybebabs2kock is granted by the primary server, theCatUuShrzRss one
secondary server checking its own internal tables to determ ne whether
access to the at |east one storage device can be granted. 17. The conputer
recordilng rbgisyfteags rewied dgclapn égdﬂh‘?f?c’@, affey; thaad rleaégmﬁegmdgrscm@rs o that

if it is determ ned that access to the at | east one storage device can be
gr ant ethpagites tite domr@sponding inkematiatatoyths eny ethet secondedry edriverd, it celemsekthas

| ocked, at |east a portion of the at | east one storage device and store
cor r esMarionR sb AR FEERE1HO4] 16k i bPaiRBIE thRh§R A dedt RSy fRebré 89@e pBinary
propagating the corresponding information to the prinmary server and any

ot her secondary servers for storage in their own internal tables,
indicﬁ?ﬁﬁb that the portion of the at | east one storage device is |ocked.
18. The conputer recording nediumas recited in claim1l7, wherein after the
at | east one secondary server propagates the corresponding information to
the any other secondary servers, it 45 WO 03/005247 PCT/ US02/ 21235

rel easés t Hheglystbml aslrecikedsio ctairatl 11 Wherglnodfidr theoatledss omasecomdaresarveranlgasss t he
secondary servers or the primary server. 19. The conputer recording nedi um

as reaqhd gdbalNosk, e hiliBast b §d26RdaePEaRVérTelthsRTEINE @p infoRhitiodl ibid e bhRagtta
| east oné secondary server, so that after the at |east one secondary server

rel ea -t h | .l I I ki ng
ip 1 R e A Rast e Sopddelhe LPRS AR I AERARIPRIEE ¥kach AHoRTA O
devi ce_or restoring iq%ornation fromthe at least a portion of the at

| east Ba#f le3shPag elomgpiderice20. The conputer recording mediumas recited in
claim19, further conprising code for controlling the at |east one
secondary server, so that after the at | east one secondary server is done

13.  The system as recited in claim 12, wherein after the at least one secondary server is done
backing up into or restoring information from the at least a portion of the at least one storage
device, the at least one secondary server again requests the global lock so that it can update the

primary server and any other secondary servers accordingly.

14.  The system as recited in claim 14, wherein after the at least one secondary server is again
given the global lock, the at least one secondary server sends information to the primary server
and any other secondary servers informing them to update their internal tables to unlock the at

least a portion of the at least one storage device.

15.  The system as recited in claim 9, wherein the network comprises a storage area network.
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backing up into or restoring information fromthe at |east a portion of the
at | east one storage device, the at | east one secondary server again
requests wbasgbaabal | ock so that it can update the primPgTASIYER3ANd any
ot her secondary servers accordingly. 21. The conputer recording nmedi um as
in claim?20, further conprjising code for <caontrolling the at |east

recite /
one s e]gso nd §oRRRgErecotding wadivgy ingludingCompuier sxecwalle sedsfongraptisgendr | s
agai n given the global |ock, the at |east one secondary server sends
i nfor yiog aceess teeseprarsran ¢ netyenrk ér backingmy infonaatisemondarestosey indomation
informng themto update their internal tables to unlock the at least a
porti offorfh stoigzeadevlceathe seRersShelndigg ageivha$ serdBr and secondary servers, comprising:
code for sending from a secondary server to the primary server a request for a global
lock, the secondary server including internal tables for storing information relating to storage in
the storage device;
code for determining whether any other servers on the network have the global lock;
code for granting and denying the global lock to the secondary server based on whether
any other servers on the network have the global lock,
wherein when the global lock is granted by the primary server, the at least one secondary

server checking its own internal tables to determine whether access to the at least one storage

device can be granted.

17.  The computer recording medium as recited in claim 16, further comprising code so that
if it is determined that access to the at least one storage device can be granted, the at least one
secondary server is controlled to mark as locked, at least a portion of the at least one storage
device and store corresponding information in its own internal tables and code for propagating
the corresponding information to the primary server and any other secondary servers for storage

in their own internal tables, indicating that the portion of the at least one storage device is locked.

18.  The computer recording medium as recited in claim 17, wherein after the at least one

secondary server propagates the corresponding information to the any other secondary servers, it
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releases the global lock so that the global lock is available to any of the secondary servers or the

primary server.

19.  The computer recording medium as recited in claim 18, further comprising code for
controlling the at least one secondary server, so that after the at least one secondary server
releases the global lock, the at least one secondary server begins backing up information into the
at least a portion of the at least one storage device or restoring information from the at least a

portion of the at least one storage device.

20.  The computer recording medium as recited in claim 19, further comprising code for
controlling the at least one secondary server, so that after the at least one secondary server is done
backing up into or restoring information from the at least a portion of the at least one storage
device, the at least one secondary server again requests the global lock so that it can update the

primary server and any other secondary servers accordingly.

21.  The computer recording medium as recited in claim 20, further comprising code for
controlling the at least one secondary server, so that after the at least one secondary server is
again given the global lock, the at least one secondary server sends information to the primary
server and any other secondary servers informing them to update their internal tables to unlock

the at least a portion of the at least one storage device.
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