COVMUNI CATI ONS SYSTEM | NCLUDI NG PROTOCOL | NTERFACE
DEVI CE FOR USE W TH MULTI PLE OPERATI NG PROTOCOLS AND
WEREMADER4METHODS Fi el d of the Invention [0001]PdES2004/005577
present invention relates to the field of
communi cations systens, and, nore particularly, to
comruni cati ons systens using nultiple operating
protocol s for data access operations and rel ated
met hods . Background of the Invention [0002] Software
clients operating on or in conjunction with a conputer
systemare often used to access data stored at a
server with which the conputer system can establish
comuni cations, such as through a |ocal area network
(LAN) . In many instances, the data on the server is
accessible only through a particul ar operating
protocol, which in turn tends to Iinit a user to a
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[ 0003] In an emai | sy D%n mhlch users
have associ ated mail boxes on a mail server,

particul ar operatingppLekose! +naNdn9bhedod partlcular
nmessagi ng client, is-Tegurred ror emart access.
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Ser%@hmﬂ%W%%Qﬁon@U%&%Q%mgo@%1ﬂ@tmﬂQ&KpW%'bp@rbﬂlﬁbher
mai | servers, such as those for Hotnail enai
acc@@@@CONSt Hedgklabat SR SEx sp@ﬁt@amb@neﬂo peilgiedd
ﬁ@ w.th Hotmail email accounts, it cannot access
accounts associ ated with an Exchange server.
[0004] Vari ous prlnxcleg'atoui@raﬁao&i@ Trewan thigen
deV?|§§§3 for |d|n communi catlgns bet ween ,syst ens
and [@8P¢des u§| SW&Ffaf refRECEpEPEERAGSr 600881 4T (ne

Zug%g%gﬁh%%qgn|%l%%taf@bhﬂu%@rus§st8§ﬁ%&% M&ten used to
access data stored at a server with which the computer

system can establish communications, such as through a
local area network (LAN). In many instances, the data
on the server is accessible only through a particular
operating protocol, which in turn tends to limit a user
to a particular client. Similarly, a particular type of
client is typically configurable to operate with only
certain types of servers or operating protocols.

[0003] In an emaill system, for example, in which
users have associated mailboxes on a maill server, a
particular operating protocol, and often a particular
messaging client, is required for email access.
According to one common email implementation, Microsoft
Outlook is used as the messaging client to access

mailboxes or accounts on a Microsoft Exchange server.



to Dutta et a ., in which a transcodi ng proxy server

recei ves a request for content froma client nmachine.
wab@soramscodi ng proxy server retrieves the coPtBELOE2004/005577

froman originating server. The retrieved content is

provided in a first format type. In response to a

determ nation that an increase in efficiency would be

obt BPHeuCEy QUEdRPHgIPRE BPEelPrKowplocEdsht REhesnTaAL

in theticst Sf,anmag %MgéePEerermgﬁﬁnéﬁQQE”chBﬁnts.

content info a secon ormat type, the transcoding

pr oRy tsenger Osendskt Bepcententnt bet henflhigemtdi hot kerk with

first forgat type. [000 Furthernore, in response to

. GEPEPRNaEPoHT: ASEORRE e LonCo0B8E  HGECRaYEReoNt BfCounts
progessiRgtsaf twaneahoExphaRE8SEREvERe content in the
first format, the transcodi ng proxy server sends

contl@RP4pr oce¥sragusoPrwarearbr 2PRECAFRSE havaaberype
a'9ng@h$ﬂehh%o§°§E§95d&HgtESmRhE?Ea%?EH@tFE¥98eh°s§Q%ems
cl et 0 en

i ent. rans i Ng proxy server ranscode
t heaadntient.cksonstihg Hifstrbatmapetypéngnpaotbeodeconde

format type and_sends the content in the second far
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appreaghesa turther proyaceh krapahatb@ingN@hBky server
conversion functionality nay be desirable ih certain

appleeatvefs asumatry tof orheonhesht FAM] 8007 enh Maehine.
of &E% E95898?89n§a§58&§ungrvé2 kgtEESESEO%SeaB QRLEEY £rom
of the present inventio £o provide a donmint catt ons
systanpptgvhdihggesbaneed Dher atthdepedt aeakent is
conversion features and rel ated nmethods. [0008] This

andP&PHeFeHbf-Bcfs T 1F &4t fiPE8atahdPadv ARt AGEBOPRS to a

accoedangenwtBnt REPr 88€0hcik-BY8RL E AN-2FE-REAKLAGELIY be
a communi cati ons systemwhich may include a plurality

of dataisedrhyeadévivdeg thehclsbng &b beasesenehef cantent
atin The, system.na
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deviceascher iaceesskpgohherdamatstopagethe transcoding
proxy server sends the content to the client in the
first format type.
[0005] Furthermore, in response to a determination
that the client does not have content processing
software for processing the content in the first
format, the transcoding proxy server sends content
processing software for the first format type along
with the content in the first format type to the
client. The transcoding proxy server then transcodes
the content from the first format type into the second
format type and sends the content in the second format
to the client.
[0006] Despite such prior art approaches, further
protocol translation and/or conversion functionality

may be desirable in certain applications.



devi ces, and each may use at |east one of the

plurality of operating protocols. Furthernore, the
waymsemany al so i ncl ude a protocol interface PEWUS®4/005577

including a front -end proxy nodul e for conmunicati ng

with the plurality of nobile wrel ess conmuni cations

devi ces using respective operating_protocols, and a

protocol engi ne nodfrEmesy eBnhh@i FAYEREIGRt h t he

pl urcahi of ta.storag ey IS N WvVe:+ .
ope#gppgg pro?gcgﬁg% %grgh%a???%éfgﬁpygaFﬁéggggﬁf Yend®
pr oxhemedolre andobbecpr ofotbk pngsretnmdduketiay to provide
comuni cat e ,using a common interface rgtocol abl e %o
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esi red nunber “of protocol -supported elementS for a
desiprredidper dt/i agcpmoiadeb:iByiswaysotmexatphematheénclude a
opergtin ,%rotocols na¥ be el ectronic n%bk ge-nail)
proPot'oPst Julh 48TButir65RINeBRLEESs S P,Fﬁﬂe?ﬁe?eaSt
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Protocol (POP) . [0010] Different protocols have

di f frevenil spr dnedolde- aspppspiledyepénwabd ler wiaatlgpses.

For ex l, S r e_el ; f r

t e CREPE LTRSS AmR LR B Fabo "GP STSe0F gy Cavd SPorage
advaetragesysbyndbeaabl aatousepaneseptsal bnpr etfocak plurality
-supported el enents for _a nost cagable oeeratin%
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i's theomst1¢arakl ¢-BEekegok ntkheacaMaRY At 8htac8ing a
prot ocol would support all of the elenents or featureés

of @wantaknbopglxivt medylsufpor conmhad chgangr #d ths the

wel | .. By.w of. ex | e, .the comuon interface _pr,.otocol
ey PBETBALES GPoRCR EL M EELEd S St BIEaE SUehar RGeS
andusehgl eeispectVebDAYEratehgcplkotp@01y] Ihe pl pakobtyl
of data storage devices, the pluralit¥ of nobile _,

wi r ePgdSecBRAAEC &CTofemaRRIeasing with the plurality of

data storage devices using respective operating

protocols. More particularly, the front-end proxy
module and the protocol engine module may communicate
using a common interface protocol able to represent a
desired number of protocol-supported elements for a
desired operating protocol.

[0009] More particularly, the front-end proxy module
and the protocol engine module may advantageously
communicate using a common interface protocol able to
represent a desired number of protocol-supported
elements for a desired operating protocol. By way of
example, the operating protocols may be electronic mail

(e-mail) protocols, such as Outlook Web Access (OWA),



and the protocol interface device may process
electronic mail (e-mail) nessages, for exanple. Also,

wo b@sotd2iet e wi rel ess commruni cati ons devi ces nmeERCHESW04/005577
access requests, and the data storage devices may send
data (e.g., e-mail data) responsive to access
requests. Mre particularly, the access requests may
i ncfogeraet| Mast Brecaqt RsptPeati 6AMABYuedtd BRE FPRst

at bggigeoggogggggngbggs[on request may include a user

identifier and a user password. Additionally, one or
nor §001L0fhe dat.@fstenagprdevcogs hayer éspdadenhd phetatol-
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andSFBPaéFe n&i-EBEX tEapabi FREFESS - | BI2F*THB-pr ot'bCol

i nt aubpee BBy cgenenahendB Bk @Eat@sRENshYR bopat Theasbmmon
one non -supported operating protocol. Furthernore,
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t hecppabaeobpentethgcerdevcod. Buab, au¥Ahgmajieabbovbe
used to ignnect at | east .one. of the data stora

devPEBEPHLL ATt HBLFPoPYEOL Si hPEr PREE gdabpbes Fégggfo;&' the

et bednasPeat «@fakbBepirBY¥8Bb 0oL df QipbBi-er bati BE fne
plurality of nobile wreless conmunications devices

wi t Blegmphiisabict festudasacst BWAgeaderrveb. 1Fheagopipport
W reless ni.cation evigce nd .d ra
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devices may each usé at [éas plarali
opehatengapeopeotbsol Thaynethbdsady upbal dd@eprbukding
a front -end prox¥ nmodul e for connunLcating with the
pl uFABEEYPEEeRoBCBORLFEl 88E ¥EMTuAPERPI dHEPHAY} cBEotocol.
usi n@onggPect irve PRELaLLRY BEOHAER! StoBAGePHAYVEHLEEY @he
protocol "engi ne nodul e fof comrunicating with the
pl updhirey 16l o4t acbtdeayérdéessesonmingcredpast fewices,
operati@gﬁprot t.ho gﬁéefurther incl ude

e u

- CO%&..T%e i} roces

causifg pFPgﬁF “end proxy " and~t Re°prétoco

engienechpdulie theicomaunkéal emdskages, CoBRDAxEADRES aB@sO,

pro%ggogoggag &grgﬁg;gsgg%mgnications devices may send
access requests, and the data storage devices may send
data (e.g., e-mail data) responsive to access requests.
More particularly, the access requests may include at
least one authentication request, and the at least one
authentication request may include a user identifier
and a user password. Additionally, one or more of the
data storage devices may respond to the at least one
authentication request with a root folder and target e-
mailbox capabilities.
[0012] The protocol interface may generate an error
responsive to at least one non-supported operating
protocol. Furthermore, the communications system may

also include a wide area network (WAN) (e.g., the

Internet) connecting at least one of the mobile



desi red nunber of protocol -supported elenents for a
desired operating protocol. [0014] A protoco
w0 piosoiszee devi ce in accordance with the presePtT/US2004/005577
invention may include a front -end proxy nodul e and a
prot ocol engi ne nodul e, such as those descri bed
briefly above. In addition, a conputer_ - readable
nmedVFiEPiLRSacE6MBEREE2 L PRSt ABVIRFENYIBR FR§ BFSBoCcOol
Si m LAac f = e p y ul.e. Le
oot LB Lan oL REbr S A3 [ OB TG 1 s g ot
schemahectbhbckedsagpam of aheodabai shbireaps dgsteasiwith
accghdance Wi t thg gresent invention.[0016] FIG 2 is
a sCREMBEPECEPSCERGPAGRSR FPFUSErating the protoco
i nt gobage devhcreeholihgspearupkcahbonaveystem of b
1lin greate( detail. [0017] FIG 3. is a schematic
bl oéRtaragEanTi Bl Bdvratihy PhemeRiéAsvbrelepdnt -end
pro : h : cgl.inte [ I
D bR R ey Pt B el EPea AR EY,5E Bl Sorage
schemuticesbl Obk dbhdgianmsirklassr abmngnanaglibesndeeices and
enb d%nen of a aonnunications ﬁysten1£n accordance

wi t f2 ﬁes%ﬂ€éﬁﬁi RYihGFeRedt PRGRaRSExBENSFBFE BREXHT 2
arcpitieat yee skMmobakatOnthgtobcbl & 8ne hOLASH hhz 6

is a schematic block diagramof an alternate
enbbirkEde BrovheipgoRoésPREneRef REExHeRPEBlEf fTPFG 2

. RN : ock di f L
| PR Rl B el R beaptoniaf Agpr) et ottas
pr otoosmunintetbaceddevcee okikbGreS8pantdivat epkaseing

connect or dul es therefor. [0021] FI 8 is a
schBﬁﬁFPeoggocEn&iBﬁPXﬁﬁnga 8F?£Pﬁ8§268ﬁﬁﬁaiW@ﬂ?l%ffor

thecBﬁﬁhﬁQ@btﬁﬂgiW@tHDGHEepﬁﬁﬁahﬂE§fBﬁcéaﬁgnﬁﬁékﬁge
nmodules of FIG "7 . [0022] FIG 9 is a schematic Dbl ock

di ageaicet ssihb amephekidbt epaaetliagbbdpirearlet The
pro&ggggdlﬁg§rEﬁg%her include causing the front-end proxy

module and the protocol engine module to communicate
using a common interface protocol able to represent a
desired number of protocol-supported elements for a
desired operating protocol.

[0014] A protocol interface device in accordance
with the present invention may include a front-end
proxy module and a protocol engine module, such as
those described briefly above. In addition, a computer-
readable medium in accordance with the invention may
also similarly include a front-end proxy module.

Brief Description of the Drawings

[0015] FIG. 1 is a schematic block diagram of a
communications system in accordance with the present

invention.



device of FIG 2 . [0023] FIG 10 is a schematic bl ock

di agram of yet another alternate enbodi nent of the
w@e@soc2l7 i nterface device of FIG 2 . [0024] RCTAISDA4/005577

is a flowdiagramillustrating operation of the

protocol interface device of FIG 2 . [0025] FIG 12

is aflowdiagramillustrating operation of the front

-endOBt6ky nodlfe of 1F & sgheppb26] PEPEk 4339%3E f| ow
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is a flowdiagramillustrating operation of the

pr otBeoPrPREEPLatBtaETRER BEVEFE of FIfp030jnFyEealyr
is g.fLow diagramillustrating operation of the

protocol interface device of FIG 10. [0031] FIG 18

is §08tBEmati EIBBock dndgbaaref sahemzenpl aiyckobisgrams

W rel ess, copmmuni cati ons device for,,use, W th the
R TN Len ol erfete SeuhPrRE bt e

Pretemnnedi EabodhBesy st ER03R] adherpagsenti tAVEREI PRvention
wi Il now be described nore fully hereinafter with

r ef éPBAEBERbINHe2ACEBhPRAYPHY BFEW Ng5Chihedhiep similar
prefer enbodipgents of the invention are shown. This
invgﬁtﬁggtngg,gggge%ér, be enbodied in many different

f orie0and shoElrd.n6ét ibeacenstmaedcablbthi titdgtamt b an
enbodi nents set_faqrth herei Rat her, these :
enbadT REAELaPEDBRoUFABAC S0 PRAPLPRPEONI SEFBSARES ipTice
be thokgughoand conplete, and will fully convey the
scope of the invention to those skilled in the art.

Li kéORdRber s FéFer 7t bs| pkecherpbatsblpcsughaaramahgrther

LTS0S 8 2200 TH LLELS, PR, kb 08 BB ocon
interface device of FIG. 3 and interface connector
modules therefor.

[0021] FIG. 8 is a schematic block diagram of an
alternate embodiment of the protocol engine module and
interface connector modules of FIG. 7.

[0022] FIG. 9 is a schematic block diagram of still
another alternate embodiment of the protocol interface
device of FIG. 2.

[0023] FIG. 10 is a schematic block diagram of yet
another alternate embodiment of the protocol interface
device of FIG. 2.

[0024] FIG. 11 is a flow diagram illustrating
operation of the protocol interface device of FIG. 2.

[0025] FIG. 12 is a flow diagram illustrating
operation of the front-end proxy module of FIG. 3.



Turning now to FIG 1, a conmunications system 10

i ncludes a protocol interface device 14 that provides
waemenss2td a plurality of data storage devi cesPOI/US2004/005577

systens 16, 18, 20. The communi cations system 10

illustratively includes a plurality of

communi cati onsdevi ces, nanely a nobile wreless

conﬁﬂﬂ?éétlonEI@evFéelilaaﬁéoﬁ doAfhAT cAt iBRETabINGe

12 SEQEEQESH Le the é%ﬁﬁﬁﬁl&h@l@n&‘5§§téﬁn8§CPt@n 5By
exanpl &, various nmobile wreless communi cations

devﬂ@@87MHy bEIGsed4|msaacﬁﬁdandeagxam ihéushyeninon,

ol BRRBAGSCTCPE. CAR CXERDFary ROBFfBon Fafass OF FIG. 6.

conmuohemtlonszdevn5elé1asﬂ&babh@aggamugglmsthatmﬁg
present invention is described in the exanpl e provided
bel 6RERAERORePEr EREePEBLEFEL ¢BI1NBr8BGetNtRRAERBEes of
mnrggnﬁggggglﬁ Hggg Qﬁvbﬁés hncl ude personal
conputers, ones, fax machines, etc. O course,
nunﬁOﬁa§]MAreEIﬁndlﬁﬁmeles§ldevdcegramyibbusSEdtlng

I th h |
b aaErare CprpraPudl ;3000 | Dat PR XS BeBiYs of . o

comyyoBoqt i onsrdevigessld, ridwt ¥phgakhyilinegkbdeting
software clients, which are software nodul es or

appPPeattsAs PhRatheperateceh drtEATesn] dAELFBNOR FEG- 10.
the'bo%igpeCthé C?@“EQ'QaEEHQﬁaQEX'Bf?EQ Bigékgﬁ of an
access {0 data stored at one or nore of the ta

st oeagepdevicreblbe #8rednds20omhnoiightibespdetbcel for use
intet%% device 14. . Those.skilled in the art wll

applé BetﬁﬁFsgﬂEhleg nPtati ons devices al so

i ncl udeduyitker peeRaRtiich JFd/thle TP ITEEWREments
whi ch have not _Dbeen explicitly shown in FIG T for
claﬁpp926f i | Thst pacEeRt WvAREésperilionetiebapBeperibed
Wi r S ev 0 client
corfnE et hethacoet: sebh Fresrrisa iauPhE 4 vl

a wbbebagangmﬁgudtaaﬁngs nehmmhkch3praﬁdrpedhambodtments
netmorks as wel | ge.% public sw tched teleﬁhone

net for kREPSTRFT 61O h anFEPHet)ThlaleFPtben ay,
appregkated By thesgiski hhefahp bRerakbnt forms and should

not be construed as limited to the embodiments set

forth herein. Rather, these embodiments are provided so
that this disclosure will be thorough and complete, and
will fully convey the scope of the invention to those
skilled in the art. Like numbers refer to like elements
throughout, and prime notation and multiple prime
notation are used to indicate similar elements in
alternate embodiments.

Turning now to FIG. 1, a communications system 10
includes a protocol interface device 14 that provides
access to a plurality of data storage devices or
systems 16, 18, 20. The communications system 10

illustratively includes a plurality of communications



[0034] The various functions and operations of the
protocol interface device 14 are preferably

w0 ppseremt edi n sof t ware operating thereon, or PEI/US2004/005577
conjunction therewith. The protocol interface device
14 illustratively bridges the software clients of the
communi cations devices 11, 12 and the data storage
deviPe¥dCes, DRMeRY. aCBRRiAPCHLFBAESBe FRBBHNE RET1ONS device

proﬁchhd'ﬁtEBRﬁﬁﬁlg§¥hgﬁsléevEB§ §9MURLeatEANEo the
devices 11, 12, and the data storage devices 16, 18,

20 ayetpmeWeaablylved aomndetapea Bgtwgyk0¢mANpms&eh

as the, Internﬁﬁa LS, t he connun&catioas evi ces b
11, PSRy &8 ﬁ.HéF ﬁFFhCPW@uBFS? cof®i AP&rHFaEe™®Y ©°
devisgedl4nvhacbheahpberneh, tas natedtabayesuaRdagopk@gonal
may the protocol interface device communicate wth the

dat dageopagésganieedPPs) 18ceRdulppossiepronggr setc. An
Oth%&ehgﬁlEgeﬁbﬁaign§1§5§e§ Seo&ﬂﬁhﬁﬁakﬁbﬁg dggﬂce 11
exanpl e protocol I nterface device 14 may be

i nplsedeabtéd foraupei vatk neewprksehat iavsotipol ades

t he dat a,staqrage, devi ces

oA EAPROn RO e BT 810K 50, herRY Hith reference

st orageTdeV i ge MU Hd1E COMNMHI LA ORS iRV il dhtions
inaWN . It _should be noted that the pr esent

i nveeilersi $ncAude waysPinmlt eampytany, phrtrebpaes, fax

con l.an or [ 0 The ,d

ot o a0 1851 086 60t 5350 % SHETSrE o be atdessqless
by thkeisekt warebel uertls aﬂthbeghonnmyitabiams deviwoesn the
11, 12. Althou sqome sof tmari cl.ient % aﬁ ,
ConfRGIFABIY EBCaRRBErTy TaECEL8T oMt Bin Ly pEL aF iRt a

st or[@@@3gevi cese EB%&uﬁ&@a@&bﬁ@ datacsystem speeibieally
or protocol specific, as described briefly above. More
partlm@llluéllel yofomaecensilianted whéchr siec sa@évvass gehles or
as 1 glw%gkl%ns t%'%s% %9%%%”'%a%&oﬁndEXhﬁnU%%lo with
procg sor , ? resources, and co ti 6
chammehrch@@@@beﬁwstb@&mmaycat&ohuddewmeelmst@tbauden

and operation of softwareclients havi

n t he ane
cap&icESti &8 §§tﬁh§§€r€§wﬁ6nP?eugédeﬁ%dQEkFgﬁ gage
| apt-QR GRRPHESH ce%su@Ms 18l 0bnd 20 through the protocol

interface device 14. Those skilled in the art will
appreciate that such communications devices also
include further components and/or software modules,
which have not been explicitly shown in FIG. 1 for
clarity of illustration. With respect to the mobile
wireless communications device 11, its software client
communicates with the protocol interface device 14 via
a wireless communication network 13, and perhaps other
networks as well (e.g., a public switched telephone
network (PSTN) or the Internet), as will be appreciated
by those skilled in the art. '

[0034] The various functions and operations of the

protocol interface device 14 are preferably implemented



exanple. In addition, while the installation of

multiple software clients for accessing data storage
walewsoeRr4nssoci ated with different protocol s iBCT/US2004/005577

feasi bl e for desktop and | aptop conmputer systens,

providing nmultiple -protocol support on such

constrai ned devices may not be possible. [0037] The

dat &"sEBFhYarae9PeEating t8ero0nar 8TaéBeSSPBHECHAPRY

di f tgeeal,ieRer ahkng BEOLRGOL 8+ RL raccegsvSEhenss. A s
such, the protocol "interface device 14 accesses the

datalQUetage1de&y0951m§es18hezeoﬁtaaaa opéeatsngf the
protocol orted . by.resp data to e d Vi ces,
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The protocol conversion functionality of the protoco
i nt éPtaEéagevriesieg phoviBescarphriradiappr egehces 11, 12,
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descri be urther detail t he’ prot ocol
i nt eihaeewdeei egcddnprovirdedWaN) "' anyh asothayInberdge.

bENEED, It ELETL RESLRCOL B8, S8SE5RPEReTES, 005"

furtbemudetatk Wwathl Ghe2profosonot peeabove, dehigce 14 via
protocol interface device 14 bridges different types

of EBAMLALEANEBRsadePERs @bPedi fRer 8At tPgpB3YoEndat a
StoF?%@o 8&!9ﬁ§eﬁﬁgc%h8e g%gsggﬁﬁﬁglggygd%g%ﬂttPg?&Qta

st orage devices are systens/servers
st ostngagkedevones méi | 18en@DlL) . However, it should

be t hat _the resent nvention is not limte

oei 180581 o wokocelEE2encs thémﬂiﬁwe§§§FéﬂeSzarezeﬂSO
28 é@ﬁ@@wgiaﬂealf?@keakaﬁﬁﬁéattﬁg PE@E@@@& Qhtacggss
schene articularly, e mail system 24 supports

CUtﬂ@@RCVEB4A@@¥s@e(@W@}emﬁetﬁdlPns?speﬁVQBGSGEEEPF§ that
M 57381 hes gy 0. AuBLEcaLiagopr AL aUELIag) g (90

probommhnleathoas dhatcesemlbylanEDrchoﬁhlthe €AEkR) storage

For J2xamLe nhO0Rdl IR RI2LO0 D! Qesttage gystemid,
WAN). It should be noted that the present invention is
in no way limited to any particular connection or
communication scheme.
[0036] The data storage devices 16, 18, 20 store
data to be accessed by the software clients of the
communications devices 11, 12. Although some software
clients are configurable to directly access certain
types of data storage devices, they are often data
system specific or protocol specific, as described
briefly above. More particularly, on constrained
electronic devices such as the mobile wireless
communication device 11, processor power, memory

resources, and communication channel characteristics

may preclude the installation and operation of software



illustratively includes a front -end proxy nodul e 30.

The front -end proxy nodule illustratively includes
wee@spiswtdul es 34, 36, 38, 40 which respecti vePgI/US2004/005577

support the Wreless Application Protocol (WAP) , the

Post O fice Protocol (POP), the Internet Message

Access Protocol (IMAP) , and the “Eertext Transfer
Pr oféd BN tEHIRPY ok hEoRRIIRI £8PPBA LW ERScRFeReSe] gOREPNlY

Th 0 t
euEEQnEn aggkﬁﬁgxépg %Q%%%ﬁe gﬁgﬁteé ggs%%hg Afor

prot ocol engine tocol engine nodul e
32 Examsﬂateincmﬂdiwmﬁh, Whélprbbsiénatyl@abnonobfof
ste rotocols i f desired
P P S PR A T T LRV et T S
modykeides Egsbbuat@adw1@hra&@eskeme pRbertate is feasible
connect or nodul e naﬁ 70- 77 (FIG 7) be coupled to the
2

proﬁ@éoﬁeéﬁﬁpﬁeaﬁéd etgp F@mpéaéﬁ 8¥ st RBSepkRIraviAgng
pro Bﬁghé ?OQX Eﬁe Gpgbrﬁyéhegﬁcﬁ4co%§5r%§% QSd@%HEes
sed e W. ennodi nent,

I Scu arth In a preferre
themhyonbt badppsexhl&udule 30 and the protocol engine

i PPBAI “opBPaL AL pPoPOeaFa LA RSy Fechie 20 <2c:

avabb@ebgabaé thhgahigfeeeﬁts6p§§§€1£§fbB@EoE@h@Wbr
[0041] In operation, a user accesses a nmil box on one

of BREchAEI FCheBEErsASASUZE, DBet RretgRO:| Laher§arendraice
on Eusaeggggggcehgoeatge¥k8§a anegééggli6 algAPZO via an

browser on a nobile wreless onnunlcatlon "devi c
conoperrreates pmbhotbé YABpproxy bydmbep@éttseada@asstorage
i nstructi ons

the mai,l sys ces 0
0oErYeaR) ChE GABVARGRyd3hSare EBRVEPRBRNEARGIoNS device

af opgat 100fpat bbk-espethiBecprehecelipppaiee apdubeids.
Communi cati ons between the front -end proxy nodule 3

andpthéoppét o€bk pmgitaechpdanecgsianefpnetepabllyty of the

aChF?X%Qo&ialﬁt89?§B% LaLerLtacy gg?&gﬁgg pﬁgbgglgﬁy be

proprietar or an est
probpp@bach[@642hp§betpacbeeeltenghmelpméukgpaa bliedata
transl ates the access conmands or instruyctjons
recéy§g8mfr6ﬁ]gﬁécrlbed in further detaill below, the
protocol interface device 14 provides an “any-to-any”
bridge between different protocols or access schemes.
[0038] The protocol interface device 14 is
illustrated in further detail in FIG. 2. As noted
above, the protocol interface device 14 bridges
different types of communications devices with
different types of data storage devices. In the
illustrated embodiment, data storage devices 24, 26, 28
are systems/servers for storing electronic mail (e-
mail). However, it should be noted that the present
invention is not limited to mail system access. Each of
the mail systems 24, 26, 28 supports a different
operating protocol or access scheme. More particularly,

the mail system 24 supports Outlook Web Access (OWA),

10



front -end proxy nodule 30 into a protocol associ ated

wth the miil systemto be accessed (e.g., OM for the
woriob/0s828t em 24) . Data received fromthe mai | PGYES®N/005577

(e.g., e-mail nessages, a list of new nessages,

cal endar appoi ntnments, tasks, etc., depending on the

particul ar _mail systen) , the features that its access

proFB@omaeép§5FF§m gﬁdSFHEOHBFuMéCSPSPﬁE Nesssging
prgﬂggﬁﬁé bhassh Egﬁmhﬂ?olhggrfgggoQMA@&?rfQﬁ@ the mail

d trans erred o the front -end proxy
[0043Ft§mezacsu9909texy Hﬁdpteetare prohecPAP prokyas that

nmodul e ;34 in t res e then for ts t he
P Gas Bl 15 B BRT Lhe Y8R ) bR RLLRETR P 1 NE
requesseng clirgat prbubtber iaeswands Eynﬁbhhm4client

are also transl ated bﬁ t he praotocol interface device
14, 1AduessagaiRaidiNFLBALSt Ref PP HegnEf PEPKENTEIEtE 30.

ﬁ;rFBQrE¥OREggﬁaSEgox tméBQgEdlﬁfugekggle§§ §ﬁ¥§ﬁ?és

systens nay cessed in response to"a single
accessxgomuendeswid, e3&, uséy HQSWEmabledspﬁbtnpbéy support

T2, “DBOHIF STREpABEALBR HiHPoF PACO AbvHELa CRSED

a'|@ﬁ§1@b'@@b%o@%&ngP@PﬁfetﬁetIﬁﬁ@&ﬂbtnﬂeﬁé@bécﬁbéebg
access the mail systens 24, 26, 28, which al so use

di f PEPEAECdpEANAPHg pREt 6B6I BYPAstess dsanaihas Suehoas!
g§;3§F§§ ClS %Eﬁﬁhﬁlcéﬁﬂg fietfh 1 qadyuiew for

hat are generated at a client affect the data
st ofed4ai theTha|EreysPend ﬁﬁpx26302815nsbemmuoﬁcates with

coples 0 data Thr ? %gemﬁgotocol rfac dul
evPcB8*? 008 cFrantecBipat Fb F BRYT 8ﬁ8 of IPRES moduie

pr082 edukest34, oRf, BRp140ths pLewrdedaagCesstbeodNef

or nore of the mail systenB 24, 26, 28. The client

it séhe mévénﬁa@é@mseﬁ need ﬁebegupﬁerpcpﬁéraéée§§81red)
prog%%%' 2%% o3l %”38%§%%gb§E69%ﬁkt@h&h%rgﬁt'eﬁ&sggoc

e accesse nce marl “system pr
andmbhalelBentTprohmeobnﬂeed retpbettoppahicblréace
feaggggeg%%QO%gdule may 70-77 (FIG. 7) be coupled to the

protocol engine module 32 for each of the operating
protocols used by the mail systems 24, 26, 28, as will
be discussed further below. In a preferred embodiment,
the front-end proxy module 30 and the protocol engine
module 32 are extensible or expandable to accommodate
additional operating protocols as they become
available, as will also be discussed further below.

[0041] In operation, a user accesses a mailbox on

one of the mail systems 24, 26, 28 through client
software on his communications device. For example, a
WAP browser on a mobile wireless communication device
communicates with the WAP proxy module 34 to access the

mail system 24. Access commands or instructions

received by the WAP proxy 34 are converted into a

11



bet ween the protocols nmay be different. For exanple, a
POP client does not support the sane features as OM
wab@siom2er f ace protocol used between the prot oROI/US2004/005577
engi ne nodule 32 and the front -end proxy nodule 30 is
preferably designed to be able to represent a desired
nunmber of protocol _-supported elenents or features_for

a désrred 66@P§FﬂﬁéepW6FBcBPe REPECSFecPRPERP| Fodihe 32-
CoNMpRAmuAL eLEAcE sPHRtReah kﬁeDEQEE%thM ??B@ytﬁodgle 30

represent all protocol -supported el enen
nosentcapabbeotprotoeobifevwhornleh82presentreéranply)

t de the broadest bl.e feat t,
Fur RO VEF 111 Ao CEOMBN T hBrF&EC hPCBeAT  AayCh ™Y be

suppoptropriiklhrieaturecset oackasssabbisyppar pedlic
protocols, if desired. [0046] By way of exanple, the

conmPERtPEPrf ace protocol nay be a proprietary _
Prot@eab basegh%vg%B%o@QE eggﬁﬁg Ekahﬁbbgbeghé?t@géhggates

and Vér3|on|n pr ot An exanple o
aut heet ecakisen coegaess oslmgs$muhtaonenmeneuneerfaom the

| ded | #1, .be
i S EREr Al oAt nERC A8 Pan PERUBSPEPo A Phe<APP GiET=d

t heypiot e6el maRteshacendevi pe d4ckasbe qeteentowat@er the
by a mail systemusing a user identifier and password

pr oViPded ShytaTusdl . AR83i FeaPiYPEt frevesha Fasl FEFEER
and (hagi c %49%9&nhkhéé E a t@%gﬁto¥ah QOﬁeggages mai |

systen1 To exenpl afy i Nbox request
accaadandarwmppoan%mbaév baskd cennon depenﬁang on the

pr ot set forth bel $ PrO ramlisting.#2. In
P oERaBACE T ot SYPLERT ne ChPOCRURCITS Lo hu il Anpkeess

rqu%%kocbﬁes%%ﬁéghhlthﬁa QEethﬁth@€06flﬁh€ bar88t command
box are queried, and then its contents are

queﬁﬁ@dtrAﬁ§ﬂﬁ§ﬁdexaﬁpléhﬁsCpm@@hdéﬁtﬁéﬁéﬂea§19ﬁ@gﬁénﬁnd
LT st %s%%x ¢ LRl @L gl hgega%gg(Ch request in

accor ance mn the aforenenglon bDAV - based
comoo4s)t er f ane pretoeobrokgr apdalki gt .ef ,suhtolber sroxy
for a |ve foldegsls returned in_r ggnse to this

h

req@ 4oty t QﬁﬁF@BIaFéamﬁ}e 8nS§PFm€HS hhe
theréﬁklbgétdﬁQE?rQQSat least portions thereof, for the

requesting client. Further commands from the client are
also translated by the protocol interface device 14.
Access commands from other types of clients are
similarly processed. It should be noted that several
mail systems may be accessed in response to a single
access command, where a user has enabled multiple
mailbox access through the protocol interface device
14.

[0044] The protocol interface device 14 thus allows
clients using different operating protocols to access
the mail systems 24, 26, 28, which also use different
operating protocols. Access commands such as move,

delete, create, send, fetch, and view, for example,

12



ot her requests and operations may be used as wel|.

[0048] It should be noted that the software clients
wme®d/om2y7 i nitiate data access requests in al | PCT/US2004/005577

enbodi nents. For exanple, in sonme enbodi nents the

protocol interface device 14 may include (or

communi cate with) a polling or aggregation engi ne

nodGFet( ase §ﬁ6ﬁﬁ?t?ﬁaﬁtpﬁoﬁﬁﬂ§n héf%PGFoEBP Agpnetored

modyke:32 [gia995,89aks EQSSQ%es2§0En5€§QQCBEV§oH§QESof the
fromthe mail syStems 24, 26, 28 at predetermn ned

|ntéaVaIsThagu@hlthbepapppecﬂa@edebﬁathoéevsRﬁIléd &n

I, The protoc gine nodul 4 woul d the
COoRRIAEE W TREERELFr BhE  BRd Drox9 bt B30%( Bolules 34,
pr ogiege 3Bhe 48ggcegabeddaBsaagesst @ot BRer 88pAGLEVOE the
software clients, as descrlbed above. Additianally,

t he™PRenEYSTERE Blox$OnpddleTBO RééANHoL LEBMAuNI cat e

dirg g%%%tﬂgégugﬁ9 ﬁ@@HUHbEaEhggér@e¥h8¢§cé%ss érbﬁoéhh or

enbodi nent it may iInste comuni cate therew t
V|asahemnteswenna@edawhthyShenmailssyséem(émrtexhaple.
Thus, in the case where an aggregati on engi ne nodul e

i s G56§°FRE aggregat ed nessages nmay be first

trangbasned bygihbe Eh@nﬁaiﬁnggﬁt@mYpHB€§b©l3QnHOt§8 client
|nterven|ng mai|l server, which in turn provides the

mesPE§ESCPS PREJappEopPri SOEPEbARLAY cAERBAESJEVPRE  tas
wil L alsabernarp 895@5?9 gxgtB8581§§b%Eﬁgo'ﬁth XQ& le, a

Her e agai n, the ron -en roxy no
theP@prdnematdopsohotob@§posupphetedmbyfsathres as OWA.

i nt enin ser or ¢ icati therew th. .
006 Ar R e aer BRoPEor e dnmenueehy e PEPEPFDY gpaine
datﬁo&hQéaQQ dewi €8s, reyeh- éﬁdtbeoﬁylhoaﬁ§besb 24, 26,

28, using the protocol interface system14 is

i | | peefarellyndeptoned. tBegEnBAbPhg &P BE@@RS@@@ agflesired
aCC%%%ﬁ%%”%%”grg%ogéﬁaahgpggggg Ig%ﬁ%%%gla? %?gefhgor a

111 € access conma rans
conmmes iretecbaceatpngt peokocal . BMoek $@2c1émca¢¢9$sthe

command i s .then transl ated Block 1 3% éT data
sysF@WPﬁPoP&ESFf§§§oEF8F88° th PretaaR ¥y§ &f £8 be

represent all protocol-supported elements for the most
“capable” protocol (OWA in the present example), to
provide the broadest possible feature support. Further
still, the common interface protocol may support a full
feature set across all supported protocols, if desired.
[0046] By way of example, the common interface
protocol may be a proprietary protocol based on the
Web-based Distributed Authoring and Versioning (WebDAV)
protocol. An example of an authentication request using
such a common interface protocol is provided as program
listing #1, below. This exemplary authentication
request routine allows the protocol interface device 14
to be authenticated by a mail system using a user

identifier and password provided by a user, and it also

13



accessed, such as OM for the mail system 24, for
exanple. [0050] On the other hand, data is transl ated

WO nios/0142¢7 cl i ent protocol, at Bl ock 113. DepenelCTiyS20p0005577
the particular features supported by the client
protocol, only those portions of the data
corresponding to elenents of the interface, protoco
thaﬁeaﬁéegappérr@atb§0@ﬁ@rcﬁn@nba§%6t6@6@bhfétles of a

trapsbatednduibng Lhi snst f9:1 THG-EAtoCO! Tnterface

devi ce enerate an error-responsive to a non
- suipoha7ed opanatkegppeoyotoboxMegupatt isuhacbydamoa with

- suppQr interface protocpl elenments are. preferab
gy Bab BV e ey e BRSO R R R e P LRF AT oF SFFoforED
- prgeessi B9 pebeBm Tianshgt #d. acaessc60HHABESWOEh dah as
are then transferred to a data systemor a client, at

Bl ogkRuting. t KASPEBAEVBdFAgaRhenPPRUSEREEEH, nElfAod
% fakani ek LA0SH CAUT 1RGO AALELORALNIEOLTL IR

( ]
3, an-exenplar e%b% rment of the -end proxy
nodyber38di, sandwtHescttbedonThetbr ant geadipdoxfnother

nmodul e 30 illustrati,v I¥ i ncl udes the ﬁr x% nDdu%gs hich
34, €38MP38, 150PT]V}ERdelE CHodil Br44 % dn-e Féﬂgi e WOLC
stylasheet 5| apgyagestransf pepBLEENSN( XSETFd8ABENRIth the
nodul e 46, a nenory or tenplate store 48, a fl ow

coneferkaentodned BebDAWdbhAanAdl epsmeRalBpaArfpgespropogol.
not bove; .each.p e , 230 ,
%%F?veﬁyl;g?onggeéﬁgﬂggy% fg? en iy fégﬁgrsﬁsand

effe protoco I ne no
t r amekatesdr eapeetpuvasepevathhg peqtiesol sItowill be

different .client types. For_ex le, a WA oxy
TodAPBERFoUF s ¥t BPRRt PORL Lot LByt 7o BREC UFURBFRSS
of b@%eQaE@hﬁE§t§2Qnd58ﬁek8tiBﬁsfﬁég1EE WLqdasugent s
targeted for display on devices such as cell phones

and [PDA8] A PTP phoxydnhkesotisd bhaittheaspfswaveoflients

B P05t FSTRE LR pLOELACLOBAAE, B

rendebodatanis .t Fexrf exampegyi Ladsbyet brRbPOPmpnotothe.

L0053 Sne 1 PALLLYLAL! ¥ 59¥an 9goys REREhLt (gL the
communicate with) a polling or aggregation engine
module (not shown) that prompts the protocol engine
module 32 to aggregate messages for respective users
from the mail systems 24, 26, 28 at predetermined
intervals, as will be appreciated by those skilled in
the art. The protocol engine module 14 would then
cooperate with the front-end proxy module 30 to provide
the aggregated messages to the respective software
clients, as described above. Additionally, the front-
end proxy module 30 need not communicate directly with
the communications devices 11, 12 in all embodiments,
but it may instead communicate therewith via an

intervening mail system or server, for example. Thus,

in the case where an aggregation engine module is used,

14



illustrated front -end proxy nodule 30 is that each

proxy nodul e 34, 36, 38, 40 nmakes use of the sanme core
waeengices’to route traffic, access data, and reCME82004/005577

data. In other words, the renderer nodule 44, XSLT

engi ne nodul e 46, tenplate nenory 48, flow controller

nodul e 50, and handl ers 52a-52n provide a conmon core

ser i€e 2AHHGDE LREr MEREAEFExYHDRAI 4T84, t3gnsEgrrag by the

The coply _ @thEE%§9eﬁoBﬁ&@E§6 EBaQﬁ'ﬁht89§eH¥n%hﬁall
di fferent proxy nddules 34, 36, 38, 40 would be 1 n the

conbiegueat i ghich uhetﬁkompconudeblEheS@gsshgehandIEhs

2a-52 d the XSL t | at dt t t th
o BoERPE oL o ERER P AR PSS T e et Oab fli o fabBe

handbeischd@aedd@n Whbkebekheibgednbehweentbynthe again,
varlousprox¥ nmodul es 34, 36, 38, 40, as wll be
b

appi-Bei arenthgnehbsexgkmprEdei R0t neuaft Uspobba] apFpPRgiate
Opegﬁgkg%olé ?agﬁ 89%%& qugﬁéh &gegkégghhgnﬁaég sgpver

to the app prlate roxy no
u3|m@rstamMandc3E¢hgnth&sehmththe client protocol. For

a P client, for ex | e, parameters are ssed ia a,
GuengO28IT Ny AnlFbEoRoPREVREPRRRGES SRECOABLD Bxp Lratity
nmodulre g34adetei-ayBesecdiceBpoRaBh hdephbf ngi1(¥Whk€Bms 24,
identifies a target itemsuch as a mail folder) , an

act B8n R8entfiner thghPERtPEent iptesfarcasypbamt d4bés
Pef&%ﬁ%@@}ate ”QnaﬁXGpa&3A bggﬁnBﬁﬁﬁpaenaﬁékﬁ bt hgy

request. e case of e cornponent “and~acfti on
| dentickiser soamengassedatn uhefqmetyrsteungdoratomeck 111.

QO her paraneters in the ¢ strin forn1 e
pacﬁgﬁe&CFﬁFé &OﬁﬁﬁﬁﬁePér P étls[éﬁ 5f-% F%da&F%Qethe

proxymiRaul arthenceabkstbbelf | aw gopbkohher RA, access
passing al ong the i dentifiers and paraneter list. The

fIowo@@ﬁ@ﬂoﬂﬁethﬁﬁokganﬁlﬁﬁédaéﬁﬂéﬁkléié hant@iPep dpka
| he seTRRNERLBnd: 26LL0d: el LELET BandaeonskiiEho g be

t he ass n arane ers as ar
conatbeebed (BabhshemnWA stiﬁgethelhaBQEEEmSZA,aSoan
exanpl e, this handl er woul d processes the request,

usi RF2BPdSta | ayer (FIG 5) to
[0050] On the other hand, data is translated into

the client protocol, at Block 113. Depending upon the
particular features supported by the client protocol,
only those portions of the data corresponding to
elements of the interface protocol that are supported
by the client protocol are translated during this step.
The protocol interface device 14 may generate an error
responsive to a non-supported operating protocol. More
particularly, non-supported interface protocol elements
are preferably ignored or processed according to a
default or error-processing scheme. Translated access
commands or data are then transferred to a data system
or a client, at Block 114, thus concluding the
illustrated method (Block 115).
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gat her information needed for a response. [0056] For

mai | system access, for instance, the data | ayer
w@oesis2eat es Wi th t he protocol engi ne nodul e BeI/i182004/005577

any information related to the contents of the user's

mai | box, cal endar, or address book, for exanple.

Conmuni_cations with other conponents may be

ost 49053hed | BHTaRPECPEH 207364 0BR L GPEE Fon saéh

as EQ%ﬁbg?%gfgmhgbﬁh%ﬂttBfaHBEGEEbﬁ@LEHB E%e&yca%dam@ 30

a user’ account handl er 52a then deci d
whetisenowhdeeguebedshbBbkd fiventoendr gedxyomadof ke B0
handl.er, Lts re ults ould be re red, [ 0057]
A | S RaEEOR Fadeed THatk LDy AR HalREr S o634 930 38
I's ﬂbefQVQEhMek@ram@@ﬁH@n4ﬁQrﬁﬁtex&éﬁblbie stylesheet
org.xm . sax. | nput Source, for exa%E a provider of

)

ext eASUNPECTRERNSTQEMRAAQHEdXEXWY ) cBaLae TREUAEt Afe 2
proﬁ%m%?&ﬁb? E@ﬁ§18@||§§BQE andgrgFg Inph%r%ﬁler mo ule

passi ng ong t I'nput Sour ce, "| oca or mat i on,
namd0ef ahkle hbenplkate 5Ra-Benr.ender ed, and an

ream _The renderer nodul e 44, nueki use ,of
Che TREBRIonG A5 R6tERoRRErE T RECagsbrH: Bophat 347" 36, 38,
Qut pet Strrreami vEhe C&&@ngvrea61F&otaealpéﬁgua@dmbauuee32
client by the active proxy nodule using the client

proﬁ@@oﬁrapﬁéggFSTﬁ@Sﬁﬁ@ﬁéV§y§P@ﬁﬁ§ﬂ§@|@é@tQC@éﬁeﬁpé
apply Il o g Las
nmode %%le con %%Ntbﬁggcﬁkggggu(egtﬁéﬁ proxy module
inpb&m@ﬁﬁssnﬂaﬁomhathenamahmdawednfkomrasbru&tmbee Ofiethe
i mpor t ant a _base se f functionalit

iy D5Q Ad6Fnoger SRR TP SOrH Cle MR dPRBaPoRaEgeted

to @%Qvug%p&a% %%rﬁb%%ce%p%@bh'ﬁsf%BQH'ﬁﬁ%hb%yand PDAs. A
required to fully inplenment a given service. Wthin a

gi V&R pploevemadeisorset o Bltoweasitit someepf5@het gme proxy

ha”db%f% %%%s sggclﬁﬁg rth@nggh Sgég?%a}t%yﬁﬁdﬁﬁ% 50 and

Censi bl e or rep blPaceab
nin&hesu@n@@&bmgm@dha@nd4nQW'sehdecedatﬂphm itheolfves
defining and_ i nplenenting the data |ayer, defining the
contiegtHrgwRAn ¢ G SOFePeotocol.

[0053] One particularly advantageous benefit of the
illustrated front-end proxy module 30 is that each
proxy module 34, 36, 38, 40 makes use of the same core
services to route traffic, access data, and render
data. In other words, the renderer module 44, XSLT
engine module 46, template memory 48, flow controller
module 50, and handlers 52a-52n provide a common core
service module for the proxy modules 34, 36, 38, 40.
The only differences between translations by the
different proxy modules 34, 36, 38, 40 would be in the
configuration of the flow controller 50, the handlers
52a-52n, and the XSL templates used to translate the
data into its final form. It many cases, the same

handlers 52a-52n will be re-used between by the wvarious
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actions within the system (i.e., the flow controller
nodul e 50) , and defining and inplenenting the

w0 niosnigzee with the service (i.e., the render ePCTOMIDL005577
44). On the other hand, supporting a new type of
client wwth an existing service involves making ninor
changes to, and extending_actigns within, the flo

conPrEFYeRofbdEFe 340anE  hdfdl &Ps §§aW1éénb?oa§8568ﬂFted by

add%hbggagk%h&gatln reguiked functionality, and
definin | ementing the interface between the

clléﬁDSdﬂd th@usysgewpemaé;onthe denderecessdukbquédy from

erat.ion_of th -end
ber PoF BTGt G 2eraiora: FOR FRErAPENa: CaBeErYbBa A n34-
respect 380 ubeu@h@gksdaagaaalmEthﬁﬁsﬁg feer taencofient
the illustrated operations have been described in
det BrPtaE6ve, Frdat HAS GiliPNbe descerBBRlEnl Pappmefpys are

be'gysg@daWQ'd u @g§ r@@%&hg Qﬂd/gﬁngthgaé aggggk The

20, an access r que or ¢ is receive
proW%Pnpdokg 8ddule, 338deﬂ9rmanellacbomﬁmneﬁheldeUE$§ier
t.ransl_at ed |@to tge.%onnnn nt erf ace

SR b s SRR s AL T Pabh e RO RO L 550 508841 gpler),

Bl ogk 122ich0Q6thtRatari Swheedi Yadnthi@mea @hvaetABhl to be
system 24, 26, 28 in response to the request, at Bl ock

123PeThPETga) a, 2pFi ERYhRSTalPEady basadt PAnSPABedn| AhS

th b
e -SSR | 3LCLLACRLOLACRhobY e cRLOLALA 2l 0% o
cI|edentaﬁlekecbré25assbds1nohhbuquagytherhhbustrﬁbem.

Bl ock 1 ndi ng upon the part.icul ar
foabenel. BanABrEeuShi t REoc FRERY BrotB8obs GARY Sre
por bhensgel theodat gacameespondisag to el ements of the
common i nterface protocol that are supported by the

cl i d805pd ot ocBheapetizndpredyomnotdpagsitacadcafds the flow
'S“EBREEgﬁl ot 8pf a SSBE§5089§n§a§ﬁgnﬁaeH%XfESrégQﬁaed

or processe accér or error
pr opesamageschere,. ahenﬁﬂed abavecl[8@62pbokt spouhd be
not ed that .t he gxten5|ble, conmon core service

ar cRPPECPEr8 t6f PERELEFoNE2- ERE pPBRgnent and action

identifiers and constructs the handler, passing the
parameters as arguments to a constructor (not shown).
Using the handler 52a as an example, this handler would
processes the request, using a data layer (FIG. 5) to
gather information needed for a response.

[0056] For mail system access, for instance, the
data layer communicates with the protocol engine module
32 for any information related to the contents of the
user's mailbox, calendar, or address book, for example.
Communications with other components may be established
for different types of information, such as information
related to authentication services and a user’s e-mail

account. The handler 52a then decides whether the
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nodul e 30 may al so be used for a variety of

applications. One such application is to address
wa20050UR4B5hort com ngs of the di sparate nmet hodsPaEE82004/005577

torespond to HITP requests froma Wb application.

Referring nowto FIGS. 4 and a Wb data access system

100 having an extensi ble architecture in accordance i

mﬁtﬁeﬂﬁésgréééﬁﬂdiﬁ@eﬁPFBﬁr?§dnB@/6@§Ehﬁﬁe5?n¢ﬁ@rr or if

compegents,otot A5 VeR dat 2-agegsy. system 100

conmuni cate bir-directionally, and they illustratively
i ncl[0087a& useRlieduéstrmidipnapiébedebuck BP2tha paondyers

serégr_%g4,.and ag ex%&nsible control Ler s¥sten1%06.

[ 00837 RBPelfaPEFEGFaPly, 1thd 8 Peqtlet 10T 7B &7 s
to arysenluskRgrapwebohrewsercer enghpappl kCaLbONIES of
request a web pa froma PDA or persona

. ge (e.g., ,
conﬁﬁ?@ﬁflbléh@érkhéprgaﬁé§ﬁg?s(ﬁﬁaé,dﬁﬁé-V@besé?UéVe
102 EBQ?eﬁéaaéEh%hEﬁqggﬁ%i Eﬂ@ Eéﬂé¥r§§rMSEu%Q444, ?assing

assfsts't b server 1 I n processing the reques
For atonpathsolinputfosese, t hecpiexynsermetidfd hbeename of

functions simlar to the protaqcol interface vice 14
e heoRgrRnabe oo nenBkbRer e eon P REPEE kS SpenThe
106r@@abgepembanh@nua§eﬂaa§nﬁ gokt war eneogdpi.e thainksas,
run on or 1n conj unction wt t he proxy server, as

wi | Fepdegpprbei REEE byptphése SkFppedtraamheTaPt. Of
CO“bﬁ%gg%Qt?%%ﬁrgg?%ﬂéﬂeggéﬁﬁgggPE8X¥g§eEiﬁénﬂg§g39H

ext enstbl'e co er sy cou be i np nte
i n dctfieeeptrophysbdalledegingsthe seiwarsprboocexanpl e.

[ 00 he proxy server 104 provides a process, of
pro&gbpgé pacﬁga Bpog?oﬁgaEegtgﬁﬁvé &F| abPE"Bh*bt her
serygps iWAksRnareasbQvek eH1TBLEnHESAHr 6@akBtensive to
access. The proxy server 104 accepts URLs with a

spewpdelgrétiv compenlierr éM¥LVesrahitgaesref bhatuch a
URL, i trips.of e, prefjx-and.logk [
resappﬁe%eaﬁg mgsg E% tRe agg% ggtFES in%%as%?gct re. One

ing rn-its”l ocal f ound, returns
t heidpeumant Eaaedirat ekyrhathershse bbtf efcheacttiohadity

the renpte server, saves a_copy in,the cache, and
r et BANsOFt IE61NRE feguEsPEl 2T TRETPAGES FBEUFRER Bytended

theproXY-o98hKethd04.c80 ResBLERNSE SERhEE 18RIy RaNMEqhAred
to fully implement a given service. Within a given
implementation, the flow controller 50, the handlers
52a-52n, and/or the data access layer are fully
extensible or replaceable.
[0059] With this in mind, supporting a brand new
service simply involves defining and implementing the
data layer, defining the control flow and discrete
actions within the system (i.e., the flow controller
module 50), and defining and implementing the interface
with the service (i.e., the renderer module 44). On the
other hand, supporting a new type of client with an
existing service involves making minor changes to, and

extending actions within, the flow controller module 50
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nature. The proxy server 104 nmay communi cate with
application servers or data servers, and in this

waep@sinis2e7 enbodi nent, the extensible control | ePCHYS1004005577
106. [0065] More particularly, the conponents of the
proxy server 104 illustratively include an aggregate
server 202, a renderer nodule 212, an XSLT eng

modafe bardlgag §2ﬂeﬁ%?yt91%uPBPr§t6@@h51an§%r?£§e%?"
tenPE§E§§edsFﬂhk@£oBQl§@9 agﬁsﬁéf?ﬁgn@bgﬂﬁ 1&B§ement1ng

conporients of the extensible contfrollef system1
i nctbdeinheattcenbaipe204thandlaeser arg bhehaﬁdt@ms(l e.,

206, . al so_simlar to.th di scussed above. [0066] The
aggrBgafs™ §$F$5rmaﬁﬁl%e?§gfns the processing of

i ncpoveg]i nf oopethenoandfpassesrohto8he PLOHLY module 30 to
conponents for assistance. The renderer nodul e
renBeFSoriePreSarPAnt TaREAATHPB ASvienaBPE ﬁ%ﬁﬁﬁ%be¢h@lth

ren??éﬁ%igoggl%hglglggkeélgéfaﬁf h?IéSLIZen@ PBain of the

nodu and ‘any necessary tenplates fromthe menory
216ifdusenderdt hpepageonf 0067 Bhenaggsegabedsénvéetail

L heaBaREy oPapr shRanthiche cde FRRIBRY: Ally PpiRER) B ERgv o

systeBrdThaqaet repetpidhN4 BBehachs wktbhlacseLr2es oh
handl ers 206. The handl er 206 utilizes the data | ayer

2083E6eFEt FPaVesFnPEr ABETBRCS £8n¥BEREFedalh 3oRFesy module
21034Th§60RE§r QBSa BOHIGER gé@ n?%e EBQS %gﬁest is
exanpl e, XM for (e b

data, a unlversa proxy r o any
i nf aramtilanedeiatedthe themoanfieheésfeteupeptocol by one or

appl|cat| mat| , | endar _or co ct) , or
g s Pt hs RErer 7 T ehsheeatFon eekoress. hnd

datQOUehqtlngDb@aalgSEécage@antroh0Q6 Lvdhemsyst efstem 24,

functions by having a user send in a URL as a user

req@bst 2801in TREBOREQUESt the r@@éﬁﬁédaﬁttﬁéovkblgérthis
102 %thh hRBRSHES 50 1g8a§96b8 8X¥r§ﬁg¥gEe n£8rthe Fommon

pr OCESSI ng using st an ani sns protoco

For iexampbee @r%hbcbeqbgsthmopkdtpasﬁ an@AEepmodnﬁéeBz, is

queE%n%EEEgg(aEgé%rlggg grla h%%edT 8 the client, at
Block 125, thus concluding the illustrated method
(Block 126). Depending upon the particular features
supported by the client protocol, only portions of the
data corresponding to elements of the common interface
protocol that are supported by the client protocol are
rendered or translated. Non-supported interface
protocol elements may be ignored or processed according
to a default or error processing scheme, as noted
above.
[0062] It should be noted that the extensible,
common core service architecture of the front-end proxy
module 30 may also be used for a variety of

applications. One such application is to address

various shortcomings of the disparate methods used to
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aggregate server 202 conponent of the proxy server 104

determ nes the conponent ID, action |ID and any
w@anane2¢r s based on data in the request. Usi nBCT/I82004/005577

same WAP exanpl e, the conponent and action IDs are

passed in the query string or form Al other

paraneters in the query string or form are_packaged up

i nt &SEPACak i IF SEIUEGES9E TPHe 2ad§Pe GRPE 1§81HEF - 202

t hem Gl he Ackiomimn 20440f 5t hg Gxbersichl 8ccess

controller system 106 and passes along the IDs and

par @vsttem (L0 haThagaen extensi204e kockdtggtulhe in

appropriate handler 206 via the.co nent .and action_,

Do 2R Bt JArs the RASAFEE. L5488ingn e Havanscerdbed.

as ahgurehipenledtishe fcanst et datalheckardsest206100
processes the request, using_the data |ayer 208 to
gat REFMURAGEFet PonoReeddd ongl Ly r edgoisey tHéugakatively

| ayer, 408wl |, sket LieeVe siknhgrmati qrf emethepodata roxy
sources 210 |located within the network or external Fo

t he seetwsor RO04Thenkand! ext206 ibien cdatirddd emhetystemt RO6 .

houl d _be f ded h handl 0
Eogilon! B GEGSLIS0, g, ORIl el 0%es

systreihedecides teerendehgt Be wdat drokiderdatrawed BBpI€eation
fromthe handl er 206, back to the action map 204, and

back & cay§EEgat ¥e8ePee 462%f HETpRoXPAservEersgnal
Thec%&%h%%@%@ %%E%?Eh%oge @R C %lﬁahg9 %ﬁ@dgﬁﬁgsifxer 102

nodul e 212, "whi ch i nvokes the XSLT engi ne no

and paogassess Saey reguplsat. e §heo prexdesetrtierddD4d essdsas the
vi e l e outputl.[O Thi_ s _out put .i s % en returned_to the

Veb "S& VEF VEG2 108 48r P& OFRESHaPa TRS &SHEREDI & Reb
pagecapazilesuplirgbskhe wser pregyeskri@k h0Q7hkrEhe
various steps i1nvolved in processing Wb data using

t he f&RCEASINS| 6lBdRefroltPethey Profrtod whltergggepeevice 14

fur%ﬁ%ﬁu%%% r%?%Qe%‘BRdr%E%T%g%% EQFEEGEO%%royﬁgg system
particularly, this diragrami | ustrates in greater
det aiolé tvom 1o beesspigmandeednber actsiodhnwafret hedpiexyhat is

server 104 and the extensible . c nt%oller system 106. ,
The 8P CEMOF W HEGY HE W CR é(lifrgert Fe&ﬁ@ﬁy PETVFni &5 will

be appreciated by those skilled in the art. Of course,
in some embodiments the proxy server 104 and extensible
controller system 106 could be implemented in different
physical devices or servers, for example.

[0064] The proxy serxrver 104 provides a process of
providing cached or storage items available on other
servers which are slower or more resource intensive to
access. The proxy server 104 accepts URLs with a
special prefix. When it receives a request for such a
URL, it strips off the prefix and looks for the
resulting URL in its local cache. If found, it returns
the document immediately, otherwise it fetches it from
the remote server, saves a copy in the cache, and

returns it to the requester. The pages returned by the
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request is sent to the Web server 102, which passes
the information to the proxy server 104 for

wEe@sosRihg. The proxy server 104 invokes the BOOUSOL/@5577
server 202 for processing. [0072] The aggregate server
202 determ nes whether a context is avail able, at

Bl ock 302. If it_is avail able, the sgsten1mﬁll noye to
t hePREXY Sp&FeFolRfneaphke| pitPBFoEk38HE) O F¥NRPLFsin

not ng¥ai-kablrge b?@xgy§é§9éfﬁhb4fh£§tg6ﬁﬁ@ﬁ§c898 with
context, at Block 304, and then continue onto the step

to mbpéitheibDsseaveBkook 868a Fhevacsi oanfdDianghis
component..I D are .al so,. m ned out of.the syste These
OB RE R Fcnr RS rREeRea BEE 2abaRbiblE SHRLER 1{D°8fsten
dat apear e packaged into an envel ope and gat hered

together, at Block 308. [0073] An_ invoke procedure is
cal I[886Bd pas¥ormergatachi-aimvhetBfgreyapecsefvet b2

to g§$?ggg99egamoZO%&QESEEQt§65998&ﬁFﬁua@ngﬁoggsgegate

Sys This 1 nvoke procedure  w pass
i nf semskeiroR0Ber bairandgreo mhdueénvadldpeanalSa€t engine

g8 LT e Rl s a0t PSbeLba, H e et PerEipeor
Bl ogkn318icandsdrt eam nestwhekhaesthepaat bpBveXi $he,
at Block 312. If it does, then it noves to the next

stesomaéa@ﬂéﬁnpﬁetmﬁe?ﬁgﬁnﬁﬁélacﬁpaﬁrpéaarrégstemxloﬁ
aut hean|eat LAN. AL of AGK 389, Lha! BeBELLONCAORINARE S

exi st e systemretrieves th taction, at
Bl oeR6314lsanditmhénprdébetirresdwkhetiheedt Bbometi on

requi.r aut henti cation, at Bl ock . [0Q74] At.this
oi HO0BRa "} e Bl RBia085 2N e etuPPE RECAGAFF PPN,
thep%%%%%%&ﬂ?t%E”Hﬁ@%mﬁﬁgaﬂﬁfbgﬁﬁﬁ§bﬁ ahe paBdeBgitabnto
Bl ock 320. If the action does require authentication,
t he ospsrerrmhencaeteitarnasswhiEehee - t RBecsandgrersmpgule

h [ I 3 I g
L B

det ehni meadelretrhandaleegd@simaksspendi ng, the BEbTkeB30ne
However, if _the context is not in an agtheﬁtica
atgSt

d
st af@IURe24#s PBA PBYUPRSSPRETYe§RREL EoF ot hrepgmory
216 to render the page.

[0067] The aggregate server 202 sends data to the
action map 204, which maintains the control flow and
handles the business logic in the system. The action
map 204 interacts with a series of handlers 206. The
handler 206 utilizes the data layer 208 to retrieve
information from other data sources 210. The other data
sources 210 may include, for example, XML for web data,
a universal proxy for any information related to the
contents of user applications (e.g., e-mail, calendar
or contact), or a provisioning API for authentication
services and data relating to a user account.

[0068] The system functions by having a user send in

a URL as a user request 101. This request is received
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default action, at Block 314, until authentication is
accepted. [0075] At Bl ock 320, the system determ nes

w0 poos/oredquest is pending. If a request is pendP@mUS10n€005577
syst em executes on the pending request and junps to
next stage, determ ning whether a process is in gqueue,

at Block 346. If no reguest i S pendln% t he s%stem
exelht 68°olePh&cE¥EF ohV4ndWharf dae8EeBn R hECehi8I BRBXY

dat@er%ErBhgﬁkfégzpréegsQ@ﬁéeésﬁﬁgtEQEHHQrBhﬁeBﬁﬂghgﬁs for
206 to create the action handler, "at Bl ock 324.

thetaetpontbanaleForsexamaied a|WMLsrequesalwze@d a&ss a
BIO@E 326, % g The Sé%ten1the det%rn1nes mhgﬁher Th

bacl§F oBRGBPEEEsEPRGYi 8 TAF'gwed/ POCKkV328%°1+F5 50, 1C
a bagkgegund bantiber202 eoRpbedntabfBthekp344y ssdvihel04

system det erm nes whet her a Erocess IS in queue, at
Bl 08RtSEBLNEEWEREr COMPOBaRKgFBundChi8BesBi ARdi 3NHot

aII%%% Eeggg’S%ﬁg@H‘BHeBaPéoﬁﬁsﬁﬁé £8 u %'Oﬁsgﬁgdtﬁé same

then returns the re
332WWAReeksmbilag the sympenenataﬁﬁoaktsdﬁ the aystpassed in

det ¢ whet h is.in th
o7 oGBS e nSthorGuBbe tort « hbh HEPRFrPAEE ahBFRer the

theq&bk9nst§1ﬁ@nﬁkeE§rmahr8|%Q&k@@@d Lp theoPhOEESSMESer
not in the queue, then it submts it to the queue, at

Bl 0éks848, and t hen determi nes whet her the action

hanQbBE hs Coﬁﬂ%egggrééaggogg g0 2590€KLn'Ea&h§ the

action andler he systemreturns t
actacnlhanmbperésuEtthateBtenk165Q cbﬁtrhélartsyatem 106

handl| i'S not the systemreturns.the ,
e narfpreaae: afouh: Ehe,rbE aoe BeaEnShEralibhr Bre; petion
Steﬁéplbbuslbékgduéttﬁboébﬁré 2iand B5Ad4f{eetpoBi BPa the
ei ther an action handler result or pending renderer

r esgbmponpent paduseties dBsemrnfinecnpbrhetst bheehdedler,

eokgaibh 2 Bygske3its, HAOIPhIRRE,PRL! LAY BBl ucror.

(reTuenhresiliklr) 2063b2o€Ceetsasnthe request, using the data
layer 208 to gather information needed for a response.
The data layer 208 will retrieve information from other
data sources 210 located within the network or external
to the network. The handler 206 then decildes whether
the request should be forwarded to another handler 206,
or if its results should be rendered.
[0070] If the system decides to render the data, the
data is passed from the handler 206, back to the action
map 204, and back to aggregate server 202 of the proxy
server 104. The aggregate server 202 then calls the
renderer module 212, which invokes the XSLT engine
module 214 and any necessary templates to render the
data into a viewable output. This output is then
returned to the Web server 102 to serve the data as a

viewable web page as a result of the user regquest 101.
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action handl er result) and 354 (return pendi ng render
result) are used to determ ne whether to render the

w0 e®al182¢Bl ock 334) . If the system deci des t oPCEDN®N4/005577
the result, the system sends the data fromthe
extensi ble controller system 106 to the proxy server
404 and renders the data, at Bl ock 340, at the
rend@PdLInpdullee2T2rivhe g5FRSI dNVREMCPadBeRTBRESSLAE Web
Wébd%%éVﬁélﬁgzth@ Qk%@hé!b&@ec5ﬁ%yb&1e§t 25985 568 w§§1
a response to0 the user request .
syshewmdecfdeshaotdEGcrebedrwuhb re§akEnaadtba§IG 13

i nst ead decided.to.forward the re ot her

hot R e BAGE SRR OF LBy bBLS HGSTIFRD. SySEERTeBER shegreater
t hegkPakeysheabrBbeskidgdbantet ntevesttiBg 8RvVehepPgroxy
data, at Bl ock 338, and then | ooks ug t he approgrlate

act B6HVest 1BloardI3the THESEByiPM GPR rpéésraﬁaa gmal 06.
th'%heogpgtgﬁtkho@ 852%550”1£93%299?%0?8%9§E 1b%. This

ti matelfy accepted | ock ove
- desegubed et bedti hwokhesWabi agracsi hQRe whmcbepésses the
def i,ni_n

t he copmponents within thes e
o e L RRoRPrBRE. BV Bareas: L0%r R BrpfeSsing . The
ot hekokQr BBE-§egOotbd havdsed @ﬁemﬁgbregﬁtéﬂbbrbér 202 for
appreci ated by those skilled in the art. This source

woubdogebaadthe code that handl es the request, the
URLé%bﬁE?X a”%h835§§§%§5%e %8?9E§t5820&e9§§ﬁﬁHé§decher a
ornise

generate’the resp or the request e routin
i nf comatkanikoavhhéabéguest, Bﬂockezaﬁpléf ﬁ®08@]a$helable,

code that handles_the re al ong
paréﬁ@téVSBEﬁlWﬂiﬁoﬁovﬁs% 25 b?eFFeS§§EtEﬁwP&nérEB?eIDS

the @ebi@n3bandl er, ipass hBe gorfeebhX,t¥Redsysten will
paraneters and pass control to it for processing. The

par£ﬁ§§§r§rﬁﬁéﬁu§éet99étﬁﬁﬁ®rﬁ§tBéﬁcélB@ﬂmngnﬂothen
Str%BQanh%pgﬂtgaE Ihe p%raﬁgESrEhQHXDQ'Sgtbﬁlock 306.
of T8qurr e

def as o ona

tenmhatestabﬁ upedntiocgepenahe tbeakespmﬁsemﬁﬁédtbet of
request. If an attenpt is nmade to generate a response

ot héRet RAFER - WhAESGad Pdef PhERIANLEPr bRSi ESguREFat ed.

parameters and any form data, are packaged into an
envelope and gathered together, at Block 308.

[0073] An invoke procedure is called to pass the
data from the aggregate server 202 to the action map
204 of the extensible controller system 106. This
invoke procedure will pass information pertaining to
the envelope, an action code, the component ID and
context info to the action map 204. The action map 204
looks up the action, at Block 310, and determines
whether the action exists, at Block 312. If it does,
then it moves to the next step to determine whether the
action requires authentication, at Block 316. If the

action does not exist, the system retrieves the default
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[0081] The source would al so define the routing
information for the request. Oten tines, it is
waele®sos2ie for a handler to perform work w thi PCT/US2004/005577
scope and then hand off control to another handler to
allowit to performits work. However, if the handler

attenpts to hand control to sonethlng not defined in
t he266iPBe, aﬁnBéPF5r3F§'géH€r5F@H dg 99?}n€fhehether the

VarbéEhBHS5@%E1§E§Oaﬁ@ﬁéh958at585 eégnghgcktggssource

be use enever generating URL™s for use within
the[99§ﬂen1 Matebes, ppegtestifrobei agtimay deesepatateQuire

fron1 ctu ssi ng, of thpse reques

] oAk pReH RS oRy oBRRS SRS HEE R et SR T ko anyareests
not aby pasfihRandker s1dhe Baodl er wedl dcthen abepl Yegtkre
the controller to forward a request to another
handlehenthgatipneofAgsatamnblpe Repermangsknbagher the

StaESn%%%ttEE EhfSnogu@hBﬁEEbSHE§os£§88655t Bﬂ89§3£18 If

anot her approach 1 nvolves enforcing contro
t hr tighcbhéesystieminheneaohbehahdbeeddeestapt thal bystem

ano andl er, direct to do its rk. Still anoth

P oEReBn R RGGT B8k AEhF G s ReSRANGF L, 65, BEAPibaryot Block
Snabboaan&eﬁeke iFhahel sontBks ﬂ%'hot'ﬂhtahhﬁuthentlcated
handl er' purpose and scope to receiving requests and

cal Btager hehappivepemaretBusEness keghestotgather rehgieve
desﬁ%ﬁa g%SH' STSTAL g%h%ﬁoxﬁrbﬁh'OﬂnngOEM%ﬁehﬁﬁpégggﬁ is

eac I'er "focused on one fask upon co
of theepask, allow ng the results to be rendered or

f Lo ler. [0084] A furth
1 SR S SR T e Lo RS T S
forr@aue%kngsreeﬁe§h§ thetaceeqheeéleslgaﬁahage E§8d§ystem

as wel grow over tinme wt hout becom ng over |
conpﬁe%uteﬁennléedungnﬂhegsyeqeﬁﬁtthedusemPSStebnexto

SPeGktes, BLIBCX,A00 REONNR Y BelLen RO bnablls, o

speBubbed3n$ t he nb|meqmeettuenpeaﬁimbLlehetbybtem

prog§ggﬂ e%hgﬂu%%g 2%%20% ggéhgglldates on the envelope
data, at Block 322, and passes control to the handler
206 to create the action handler, at Block 324. Once
the action handler is created, it is initialized, at
Block 326.
[0076] The system then determines whether background
processing is allowed, at Block 328. If so, a
background handler is created, at Block 344, and the
system determines whether a process is in gqueue, at
Block 346. However, if background processing is not
allowed, the system then processes the action handler,
at Block 330, and then returns the result, at Block
332. Revisiting the system, at Block 346 the system

determines whether a process is in the queue. If the

process is in the gueue, it then determines whether the
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of adding or nodifying the functionality. Another

approach is to provide the devel oper with a generic
wore@bham2¢m f or respondi ng quickly to | ong runnP@mUS2004/005577

requests to avoid generating a tinmeout. This enabl es

the devel oper to specify background processing at

either a handler level, or_at the_entire system

[Ooggrl?ﬁe1§b69@PlGE§crPBeBl@leﬁ§PbléfCBH?rBFPé?SFSlS not
parEhCQh@rh%eﬁgva@E@QeQHssEBﬁlﬁgdE%sgknghéhaﬁéﬁ@”‘QQSBlock

in Wb based applications cour se
be 348o appr&beat ddtbymihesewbkihbedtha ehéiant hehdier is

this sa architecture y be extended to support
othSPmngés of-tn Epﬁ%TBgEased appl i cations as
wel I[op§6§6] Turnihg BewibA hhd16r @B abhPlBAEE the system

enbodi nent of the protocol interface device 14' is now
des&fitHERS Fhet REtiPPubtpPdied srBBAEmeAE, BAPFKr 888est§ the

tozgpgébg aLAGAge devhee, céﬂﬁﬁeﬁgl;Eﬁg??gktg%skgﬂﬁrﬁé the

, , 28", are defined in con
stopeddhngarendékgmeauﬂbn ﬁtlélst@réSér ffepopytBt of the

n this Y, t egar a .
appFPERE! o LaeTarSst: SEaRTaRER 75Peqasr5An Ty FHBRERS
propeihkes aheguich 8d h@n&ﬂ@@okbshmﬁ eki phdfay wehebrét
was witten. [0087] A resource manager, which may be

par £espliheviddnbe: saadptexsersamiac3phephes sepapnder the
conpanent ogttggogkogggol interface device 14'

advantagebusly allows a user to specify a primary and
secQDO&By setMotecpattgunaarmy,ftheSrebﬁlasseﬁondaryteps

conf,i nfile e reso fine

o R a00e! PraB PREReSaBedrerBah REERIESrT ke, (P€furn
ConﬁbﬁgbﬁthﬁﬁdﬁbkereIhaﬁ abh@“@sthréﬁgkntQeﬁaﬁﬁngeﬁder
core set of resources and then tweak themto fit a

par tesulla) iPmpl emedt 4pi 6atefDb8e] whstbeverp render the
CO”E'%H&%t'%gog%}ﬁ yI?etﬁEO%§gtgﬁrdBE 88§S£89ander the

operations ‘a t networ ayers or ex
con&eguﬂaulahefbbeseﬁosedasathayaatapemamlohs é@ten31ble

interfacing the front roxy nodul e 30

proFaeaFOéﬁﬁFnéYﬁﬁaﬁ|éogztonﬁyebergﬁaréarVﬁrtEg4néﬂ6ry
31" rend®r¥ekhel @EtUPPEE BELWRr kabaygk @REr 8kh@BSer module

212. The data is then passed onto the Web server 102 to
display the result, at Block 342, as a response to the
user request 101. However, if the system decides not to
render the result and has instead decided to forward
the request to another action handler for processing,
the system retrieves the ID keys, at Block 336,
retrieves the envelope data, at Block 338, and then
looks up the appropriate action, at Block 310. The
system will loop around at this point until a decision
to render a result is ultimately accepted, at Block
334.

[0079] The above-described method involves using a

single source for defining the components within the
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performed by the flow controller nodule 50, for

exanple. O her types of configurations files may be
wais@dose4nel |, as will be appreciated by thosePGRUS108€005577

in the art. [0089] A configuration file also

preferably specifies the inplenentation class that is

created to handl e the response to a given request. i

Thi 8YABREs 9 hhipnppretaguiar ewPsfigptty Ehangeurfe 1s an

behayi Of: a bj [ a | 1,0 e

L e e S L e

f or weéathbregupstcimyedl bp beospeskiléddi inathe art. This

configuration_ file. Wth a conbipatjon of.these two
o oSBT RS MO LeOEF bPEr ChanCRATe ERBE P aPbE s Cear PaRest,
OVeEnhBBORLY sGAOSHNMRhHOPa 2Bl 88BPNEBMPEAHES or code used
performance. [0090] In addition, configuration files

al s6cabPBRrataseRet 5espeerrylail Ehpl Ecaeqdiest 3ndoFha
. . . . ) .
9'V?gﬁéﬁagggﬁgPF%Q£§oﬁa§8§ th???éghgéﬁ, ?o§ugggﬁﬁ%§? a

Sys erent reques esponse T or mat
exefpb&8oy confThgucatieonhh&tl bahdlpsovhdedelhetow, aslong with

program i sti #4. This,configuration fileis

L PhB berapeiluatarinofaSinat Sobapt: £¥ HoveBAvEn to

i nterbaee, ta8 deeeynsSrEnabeve, paEsi Bhéh8osaseL By tpﬁed
protocol interface device 14° | a protocol engine that

suppereseaenebDAYd| heesf aeatrpbwevett fercoupdepeingedThe

| ¢ ERGOTH A o BT HaE o PRt PR AgU T SR LB Peor

contembngllgssyppactibted The pheamesevecrayaaliserbavyefined
al so specify a command, to further i [

i identify a given
r esddr BE1PRAS 8FIBﬁgu%ﬁédus3PetBGBBEFB?ngﬁquWBf%teS are

difE%%@nEpogéhéEEQQStHQ Acgb¥RBel €8OULRE Eéeﬁgggg]ﬂf|bn

be appreciafed by those skilled in the art.

Opersteontofist hadpr 6bogeheirater facesdenseectierushag to
CoTLARU 8L kihes 1 L0 b deagribed,ur her win
accesssuigequesther seargangdousdr etebvadfahe atPeOxyuting
nodul e, at Block 141. The access request is | |
information for the regquest. Often times, it is
desirable for a handler to perform work within its
scope and then hand off control to another handler to
allow it to perform its work. However, if the handler
attempts to hand control to something not defined in
the source, an error is generated.
[0082] Other variations are also possible. For
example, the source may be used whenever generating
URL's for use within the system. Moreover, request
routing may be separated from the actual processing of
those requests. Control flow is then handled by one
component of the system, not by each handlex. The

handler would then simply ask the controller to forward

a request to another handler. Thus, incoming data may
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translated into the comon interface protocol by a

handl er 52a -52n, at Block 142, with reference to one
weeoosor4ronfiguration files. Data that is reckCwEs2004/005577

fromthe data system (Bl ock 143) in response to the

request, and which has already been translated into

the common interface protocol by the_protocol engine

nodGe k8Pt 1psaf KPREPt 8§21 Rt 604 FE§péh§@ Shdar eadetenlar

at Blogks144. Again, this is done with reference to

one or nore configuration files. The rendered response

i s tlle@d3det ur Hed aootherchpmeaCBI¢0k01n5$ enfhmsing

concl u e illustr g neth t Bl o

[ 0085P B e AP iy RO AT PPORKRFYTs RRFE S9S fRgdler does

prOh@%Oba@mgeaatﬁ@@uhanazemnHhr@@uapetdea@rub@dwb@k still
further detail. The protocol engine nodul e 32 provides

a fﬁ@@é@@ﬁkap@rpﬁéarﬁawaﬂgeﬁak?@eéngntéﬁfaéédé@ﬁﬁector
moduyl.6s+1Q=1 7gh$?& cRAMYRaLe %hgg QV'QHﬁs bhy 1imit
syst ens usin | erent pro ocol s he prot OC engl ne
nodithe B2ndllse’ pr purgesecaacdnyonpenter faceiXhMhgamdquests
WebDAV, I exa at the clients, t he
ProRnt grdns BE ARy obatst et b el st TG s b Gt pp

acceukt gesCeraDRapEESL | AASthekevhet kte¥hneneBl¥ekhReeping
essenti al headers of new nail and determ ning the

pre@éﬁ@ehaﬁdl§¢zé06ﬂsaﬁt9@hﬁéﬁt§aﬁkthéaﬂ HBRAI 6aBPAgtion
thegEaE% g%@ky %&&b&&ﬁ tend Looperat kgnse aEEndﬁred or
per ored direét on the source, and only t
essébtmakdéatanlsorEheiaead hp08094) . The protoco

engi dul e_32 uses an a riate one o

o Bl e i ERs Ratuakihr AbiarEEsTproysdigg an
access e sk ﬁ%@ﬁﬁﬁ&smAEbrOBahBQ169”B@§heét§D€Hb€Scan
70- 77 preferably support a conmon application

pr ogeaddengmingtldptgcaceApl) as vadh ﬁﬁaQrQWaBVﬁﬁgt@ﬁé

P O 0E 82" YeTRAULG 32, RSUPRAT { uR e ORHOLACOhe
amount’s to Si Py di'ng a érface connec

nod@@ete%hethenmeekoﬁsnadmbeSO7@peanyay belmﬁmytendln
Java, for exanple, although other suitable Ian%

or PRGCOCErY ﬁ§§18PsﬁaBe SeldPi® ¥Ry | 98psLem

logic and control flow may be specified by the primary

ness

action map while still providing the user with a method
of adding or modifying the functionality. Another
approach is to provide the developer with a generic
mechanism for responding quickly to long running
requests to avoid generating a timeout. This enables
the developer to specify background processing at
either a handler level, or at the entire system.

[0085] The above-described extensible controller is
particularly advantageous for addressing shortcomings
in Web or HTTP-based applications. Of course, it will
be also appreciated by those skilled in the art that
this same architecture may be extended to support other

types of non-HTTP based applications as well.
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performance and availability may be inproved, for

exanple, by providing nultiple dynamcally |oad -
whadoanced? pr ot ocol engi ne machi nes. [ 0095] ResuP@BHUS2004/005577

recei ved by the protocol engine nodule 32 fromthe

mai | systenms 24, 26, 28 are simlarly translated into

the common interface protocol_ for translation into a

cl i diftO8&upportEd1iF%e¢olte FlGhebesdayr ¢l tesaate

tr aRgHRE A @A thld YHotole Hegulirs LOMIMNAILA4Qd is now
back to a client preferably include only data that was
r equestoed beyl .t Fa dlhieeritl.l uBdtra teol cedporidiend ,t @1l requests

features that are _supported by a.mail st em,pr.ot ocol ,
but Fvot Bjt;‘?"tg csl%uoéfr?tgep%oetv&ggl' #éf;?hbéstF %o Maedd Svscems 247,

t he 2@ImMmB’i, ntaetkfl aed iplkel agolconfilguirhtiay &#isesb&tored in
i gnored ar, handl ed according to a default or error

pr 0Ce SN G WEREHED 4 LFotSE@ T80 SFe NSPOEY6 BLA -nBh&d isf way,
pro I sansl ati; usj prot acol I I

32 g% thgffacglé%%ﬁegkﬁgghggﬂlgs 7%% %?%%é%ﬁo%g%%l%per
descrirbed sdiltyh negfuersénca ltyo tRloGe propBegilmsi mgaatired to

Bl ock 150 . d i i ved,
at BUBER PEs T hTRA B0tedes Siot e VErallEAted i nto

pr ot[@o@7Isupper red by dehaiahanege!, datansysiemMe akhrBl 8¢kthe
152. Data is received fromthe data systemin response
to tHeteqissProsy Btk e138’ &idai £ePgreitgnscapegent of

| Nt Qe LQUMA LRkenface poLacoh, at aglv%'ﬁa?;%%us ly |

Further “transl ation of the data into a Ient "proto
may aid oper faouwed, tiof specasyary pratmaBlyoekdl 5ecoand ryheet of

data transmtted tqQ.the client at Bl ock 156, thus, ,
conBId G ERe Y (iddFrat dd ReCREARIaE YBroBEigsFation file

[ 0094 AeaiiFicdepand #aseRercsheepanbiscuhar +f @athur @¥erride
supported by the client protocol, only portions of the
dat &heger epgeidiing o ehenbrigasl chalfdowmeniont diflgceThis

pr 05%1%%'w o *%%%S Al > YRP %gate%‘i fSry al 18,6l leqt protacol ate, 4
translat ed. escri bed above, non - Supporté
i nt ehfeac & weadt aten eoefent a paytheuilgmonetlementation.

CCnd B0 B006] PRAFAURG noIEd JRFLIEN 54 166 BeRabe Stored
for processing operations at different network layers.
For example, configuration files for data layer
operations for interfacing the front-end proxy module
30’ and protocol engine module 32’ may be stored in the
memory 31’, as well for upper network layer operations
performed by the flow controller module 50, for
example. Other types of configurations files may be
used as well, as will be appreciated by those skilled
in the art.

[0089] A configuration file also preferably
specifies the implementation class that is created to
handle the response to a given request. This makes it a
simple matter to slightly change the behavior of an

object in a data model, or even completely replace it.
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enbodi nent of the above -described protocol conversion

nmodul e architecture is now descri bed. Here, the
w@e@soc2k7 engi ne nodul e 32 takes the form of aPCT/US2004/005577

uni versal proxy (UP) servlet nodule 80, and each

i nterface connector nodule 81, 82, 83 and a respective

provi der nodul e 84, 85, 86 are associated with
di f FBFBARIoPERATILRG Rt SESPEItRnTPRecRFhuEERREEY may also

exappl gpebheidil far aNboREILACALSoAr €1 WA, ik VAP, and

POP. Further or different protocols may be supported

by combéspondnngfpkbesdeticonneptirbhepai rsdeaslapkl ben
appkegga%edhbé tg se ski%kg inethe art . %0100% ?or a_ g
conen Sl REEPT 4€82prot §8T - OSuBRe s ERR  Br SRPPEERFyO 2n

I nt eekpeaspretguektdpserfobRdnabove, the UP servl et

nodul e 80 takes incom ng common format requests_and
trah@P&Pds t hém pAfStEanr sconsiAgrrhéonefingg also allow a

i”tEEEécﬁé’F%gcﬁggubﬂ&%&&@%ergaﬁegﬁéo ogogug?§e§1F§§ource.

The UP serv e 80 al so ttakes the restults o
t heSbicahkseandtf ppratiblehém snppocbnmehaf eyshtms with

._Each f t i n¢l ud t hod
 eq e SERB CatBaPH SEAZERBOPSPIT OF T - BR A7) P REG AF S0
i nckudeignrXivhodogiment st Babvpred Besorddist b@Bgkam 1isting

paraneters for the request._&OlQl] CpnceEtuaIIy, bel ow
t he*tp 3BLG| epnidauyrataont Réle s aupkabildeforpaurata

84- Ofn,6ac t gdyMRbhyS tocal 4
o o6 e o EpERC S uEPBRER! REBbhySRLENERES] Pag 04 BhRges
UP sepvket ompdul €h80calAesoshbha, peathcpilovhterfhas device

con tion ich.takes ca f commruni catj.n i.th the
O LR R i LA U
|ni&h@bk¥acbheH6Q€6§%EiQB wblihgabsoubedt kerpreykdet ypes
[0102] The interfaces used by the UP servlet 80 and

i npierenfegepydehe provedeprsnidiles 84- 86 define

alo | der —hi y c ' be, Co
congégggilizeggaghgﬁgglﬁéégigg %PtéglggéF(oﬁg 3gdltlon to
i terhe Annitem cadnsbespenessagefoa thkdeesoakca, a user

ConLact -alor cxarple, 9r.any oLier data i lamio e, oy

resource. This allows the user to perform multiple
different operations on a given resource type, as will
be appreciated by those skilled in the art.

[0092] Operation of the protocol interface device
14’ using configuration files will now be described
further with reference to FIG. 14. Beginning at Block
140, an access request or command i1s received at a
proxy module, at Block 141. The access request is
translated into the common interface protocol by a
handler 52a-52n, at Block 142, with reference to one or
more configuration files. Data that is received from
the data system (Block 143) in response to the request,
and which has already been translated into the common

interface protocol by the protocol engine module 327,
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itemhas a defined type (e.g., mail, contact,

appointnent) . An interface for each type of item
waledosner4t he properties and actions that are aRei/Usih€005577

for that type of item A folder itemincludes a

collection of itenms, and provides nethods to enunerate

the items within a folder. [0103] The caonnect or

i nt &Ff AeEMABEAResNET- 283°pPOVFEe2RIcEANBATREAY RbBrBiAck

up §$&V|ﬁﬁggﬂdUkﬁléoléOdSHQ"HEtﬁakéfé%EHcQ EEGBSQtor more

provi der fes/interface connector nodules. Sone
conneofagumetiubes figsonThei nphdaenatl acspbsee 0f then

(cof PERETa) oof tITerecls” (REpRb 4BLr oFfpepoCfotoding the

Theibaskerbkew hethaasexeapbBasykcoason fornmat request
proceeds as follows. The UP servlet nodul e 80 receives

the [PB88dst, BaderrisptRer pefiréoealéy &pelfes thethe
app ' e egbi T S dul.e
SEPERRLLALE, Rt denosateeat g5, hey BceLbetpEmeul
funéukbheasﬁetaa&edThﬁtprbhecohten@ane wodnéet 32 prov1des
nDdU|%§E assi atar sten1|de tifier, such

et
ns 3 Rariosd LALHChaMRLL PYRLEML GROLLELEL cBHRlctor

requeghileihgoi-nyechacecennnacthon wRdYl €akebusnNgadl
reference to sone object that inplenments the folder

|ntéyﬁéé@saﬁdlﬂ@pﬁé§§ﬁ¥§nthErPGGG@éEedThGIEéPtOFﬁll@@glne
ééé 'SEEBt?EBQEdéS 9 coffBh 1 ﬁték@ghs Qhkechq
cou al so

€ I'nterface connector nodul e an
repwebeav thernakbpretotﬂat the16hjethe, UEhsenghethe
O uses the retu 3 fol der reference to

add FPB%aPHQaPFQXVomQQP §f Pheu€8nﬁ8naF8?ﬁﬁtVFE&BBEtmall

For ,exanpks.. mehBﬁ HFe§§E¥b§E mQQelgeQQleegag Bﬁly the
retri eve aspeC| ic i em It may first cal g

foldesenﬁmﬁdth@ﬁdepasgfngeWh@aﬁéqaedtééf@ﬁm;nand aheer

| DRakEs! ATk ol b hEReseLl LA, Mg cacing

cal kheh atre hhenlfoematitedntnt nlanoppprepbhat erbopeBtormed

Such%éCﬁ%& o%nghgeggaggg,lgngnonly the essential data is
retrieved.
[0094] The protocol engine module 32 uses an
appropriate one of a plurality of interface connector
modules 70-77 to access a mail account. All of the
connector modules 70-77 preferably support a common
application programming interface (API), such that
adapting the protocol engine module 32 to support a new
protocol amounts to simply adding a new interface
connector module. The connector modules 70-77 may be
written in Java, for example, although other suitable
languages or protocols may also be used. Overall system
performance and availability may be improved, for

example, by providing multiple dynamically load-

balanced protocol engine machines.
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HTTP response. [0106] It will be up to the provider

nodul e/ i nterface connection nodule to interpret a URL
w@a®sem2tnh and return the appropriate referenceCT/Uk1084/005577

will not be conplicated because the provider

nodul e/ i nterface connecti on nodul e provides the URLs

in the first place. The only URL that any interface

conrtd&33dn no@ﬁ%@%ﬁqIreE€1W€§uPWé§h@oP¥ﬁ cgloigiige

"\"md@dleobﬁeﬁrgﬁL%h%r%aggn%&Q%%%sbﬁ4th96 28 are
provi der/connecti on. long as the URLs 'within the

hi esdmgiwrdol we@mﬁdﬁiedreanlq@e comeopr aviteéeit awiel brbgocol
abl%t()reso it em when

B T W T AN

and rietfe@ishass eornecbinemigedehes 8t 83 cpref ehabkksults
support a root folder. If only a root folder is
SUpFOFFERicares PRsEx tocal ehdaint Eﬁ@fééﬁpédtlpﬁéﬁ§e(§§ly

app@%Qr'%%%k %%%Uk%qﬁ%skgﬁnﬁ WA G Rat fgﬁﬁ |t

they are to be accessib ough a protoc engi ne.
[Ol@@ﬁrhﬁpamwom@amoefWatnreﬂetaameemeoﬁuppertadebylanmail

a sin advant age ni sm cess various

ey B R B TRe B e AR R ek Y be
suppaizing 1bhe d uhkof thet icemabint ¥ nekréack gabacsysteput it
protocol for simlarly capable _client protocols, and

degPade s fite #ealga@éﬁﬂu@rda@adévét@@psﬁéﬂ@@oFOféa@aﬁ@ult
'S Q91e§%BQO_ egﬁlﬁ Clbﬁ@ﬁeprg%oﬁgked above,.

Request srece v h a comn format are translated
i nt d0Q9silovi dér mprtbidcolf @metbtbd tman&ﬂamebnr351ng the

f or war the request atlon server.

ros B3 Rsl BRciRd RRl, TR B8 LhE de3L) LN BREERh:
prowm@@ué@rauoaol1%p@@wfu@sﬁgﬁﬁaﬁ,wq&a tregdaskatedtbagkc.
into the common format . [0109] A nechanismfor a

clidnt- BeIdBBLRIsappEired R8Rct POnaICCEySt sEAHCSBelfi ¢

o OVCHRERIDIY, S Yy Lo bLe ot oB g Lo st

alsdspmmmmdédteényntblanprotocol supported by the target
data system, at Block 152. Data is received from the
data system in response to the request, at Block 153,
and 1t is translated into the common interface
protocol, at Block 154. Further translation of the data
into a client protocol may be performed, if necessary,
at Block 155, and the data transmitted to the client at
Block 156, thus concluding the illustrated method, at
Block 157.
[0097] Again, depending upon the particular features
supported by the client protocol, only portions of the
data corresponding to elements of the common interface
protocol that are supported by the client protocol are
translated. As described above, non-supported interface
protocol elements may be ignored or processed according

to a default or error processing scheme.
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witten to support the common protocol format,

directly or through a proxy, can easily provi de access
W eooanys2mi | store without concerning itself wehusive4/005577

details of the mail store provider nodul e/ protocol.

[0110] Referring now additionally to FIG 9, another

enbodi nent of the protocol interface device 14" ' is

nowlQ888di bedTUHBABY TSErte- APt 8ccdlntliRFBRh&ti on

ass@ﬁb@ﬁ%ﬂeﬁ%tgfetﬂé'EbBQQQHQEér&Beerﬁgﬁsééfdc&H%QEQEon

the protocol interface device is stored in a
datmoduéﬁeagﬁhltecfheepes nagcdeatrihédr nieren the

prefer |ncludes a n the access

D oPEesPsbLuREarr Eampar Eadh boRbr ! tagcoaRe SfozaEpiversal
Recg&d&ylmUPmesaahaestmbauQQ 80, naMdb@aahraﬁgeﬂfayean
account identifier, such_as an e-mail address, or by a

usep0ﬁaﬁ€t9§s@@ﬂa%@d8%wtﬁ2th§3paaﬂoeoreﬁﬂ?@F%§%eprOVlder
devica.i4" ga,S48h heagre'gssoggakeaCﬁQHﬂtdaEEQEgﬁEIon

for pariicul ar usSers s group In the data store
90" ope&atlagapmbEOCWWSKeIacthssib&osbratedupp@mplés the

systunaease BopeBelThoant, Ok oINPT RFG BT oRLREpe" ©F

I nchygecmBhk @ygt@ab&efﬁagabéoeuppsk@aalB? tBeresponding
operating protocols supported by each nai

sysPERVILdeIZFopngat 408t BRrérol' a5 widtebeaaPPEechptaf| by
ope%ﬁglgg &5958§0£ﬁ SHRPQL. ed by the protocol engine
,an

nodu corresponding nmetrics (i.e., ranking)
repriesen]i ng poat acobmppef éneacésceTheseoneli sachres the

cal cul at ed based on capabili iteria, ch . as th
CouPbetr SRy IR aaRE p b LRl BB R eRd o oa0e) "Bhe U
26' ser@ﬂ%tsmgﬁgﬂbegobiaﬁeﬁrQh@@ﬁhn%?@ohﬂ@ns@6HﬁhEYrequests
| evel of a protocol, for exa her criteria may

als@ndetagéélaﬁéSmﬁhEmbénéppaaéhﬁ,t@S@h@séhgkﬁeﬁéaeﬁn
t he he a d
s e Rl R L

mouEﬂegemesakbyebembdnked8b|gheb thansPtRe Eashlof bdlie
data_stores_90' be i | ement ed, for

exalfprés P 1aSdaplbasam8h At PBBal nhar BOBNGR. §PLBRher
MemEKadktkNerach common format request includes a method

request and a path in the form of a URL. It may also
include an XML document that provides additional
parameters for the request.

[0101] Conceptually, below the UP servlet module 80
there is a provider module 84-86 for each supported
mail system protocol. The providers take care of
handling the calls made by the UP servlet module 80. As
shown, each provider has a connection, which takes care
of communicating with the source mailbox/account on a
target mail system. Initially, the connection will also
be the provider.

[0102] The interfaces used by the UP servlet 80 and
implemented by the provider modules 84-86 define a
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protocol interface device 14" ', or on a file server
Wi th which the protocol interface device communi cates.

wW( 2b38]827he protocol engi ne nodul e 32' ' det erPETES2000005577
whi ch mai | box(es) or account (s) the conmand or
instruction relates, and then accesses the per-account
information_in the data store 90' ' to determ ne
whet-ReEenbPedeRaRiBhargb¥ess pEBEbcol-ti B2¥ubBorted for

eacEoﬁ%@BHﬂEl&QeQeacheééﬁgeckﬁoﬁnb¥ 88818L£E88s of items.
protocol "is supported, then that protocol is selected.

WieRe fbem thanbene mecesgeprat bobbekrs suppocvertatby for

t he account, then th rot.ocol ,engi ne dule 32' !
accBESHE 1P heOfar B sPOPE 9958 {5oHet &r RPnb RRFERNted. Each
suppeehedapr at aeglinka pypterneed.prmdesiredntand,t he

supported protocol wth the highest metric or ranking
i s sepednémenkdr PRelRBPKTagst &aF22ach Bypej ef item

pre e ) rtB il
e i S e T e R A b A
The fprotbetl typeerfateedevicéolder' ithusintlodssagcess

to the_mail systens 24" ', 26' ' .ysin t capabl e
SUPFOLLEE pPB! BEol Coffr 0Bl PRETBHETOUS! PPACer P agBuRerate
devicge 1dems, watBhihent reoapati ble with any of the

proxy nodules 36'', 38', 40'' is provided access to

one [8R0Rdr e ofPehecRBPFteysiBRBrface modgles 8Fpr@3 provide
client, I e n SHBP ot qcol or
schgngoggégc%gpeggﬁﬂ?hetgg %%%Vﬁggs?gﬁﬁ?é)gPokge
accessadnif@taéSiiAhndt iddrehtdatravigsrempdotesginterface

protocol sel ecti.,on using the protocol interface device
147 COPPERER BESEIPBod WREhCPEPEFERECTPRIERE gy OBLY

Begiinphefeat Bl 86Kksd€0oranhaceessoe8iMBnd /b naGebMed
froma client at Block 161. A determ nation is nmade

( Bl 6ekP262) 2asinglahéphderedchldachisypst em t6epe, as in
acc%%%egagg respgpse to the conmand supports nore than

one ‘access protocol. If so, then the nost capable
supgonodd protraeobakscseéleat €édr ah Bkemkl464. common format

Qe ey L one, sugpor{ oo BT ohpeols! 3261 28! £t a0
receives the request, and it either retrieves or
creates the appropriate provider/connection. The UP
servlet module 80 then calls an appropriate “get
folder” or similar function associated with the
interface connector module, passing a target mail
system identifier, such as a URL that was included in
the common format request. The interface connection
module returns a reference to some object that
implements the folder interface and represents the
requested folder. In its simplest implementation (e.g.,
POP), a single object could be the interface connector
module and also represent the mailbox folder.

[0105] The UP servlet module 80 uses the returned

folder reference to make additional calls to satisfy
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accessed using the selected protocol, at Bl ock 165,

thus concluding the illustrated nethod, at Bl ock 166.
wOb@se18T e t han one data systemis to be acceRGEUS2005@05577

protocol selection steps illustrated at Bl ocks 162

-164 are preferably repeated for each data system

[0116] It should be noted that the protocol and netric

dat 31§t PR forpathredyretexdRpl 8XaXRAEN aly &healP

DrOE%QQheEr%E%ﬁ@%cgor%%%H%gtbeggﬁkﬁé%etQaEBQEXfQ% used,

in accordance with the present invention. Protocol
preﬁ@weﬁag§tnawlbea|ﬁgemeﬁpldﬁr(héuucdepnngpassang|$he

of su e tocol s, for exanple 011 Furt her
or i RS By T RRE 5t Brer kT oSy hbr RbE Tamy Cardd
be eorsi denedawhgrrsekesti Fanatpeal oegkinThaskypg ehe URL.

client fromwhich the access command is received na¥
al sah&f restilfeorécbheserdétisonarehéhent feraggsss into an

o %? ?ﬁla%%ek%%%gﬁrogh%hpgg %MLenEng gﬁﬁé%gghein an

many e enhanced features supporte cannot
be H@ﬁ@eseﬂpedsen POP for transfer to the device. If a

user onIy pe of client for accessing the
proﬂggg%]lnte éageglcgplﬁo thetﬁﬁﬁVFES Tper -account
|nfQb@@ﬂbQﬁnﬁ%ffﬁ@ea@@ﬁh%@thgnrQBHQQE tBeihypepebtt a URL
client or to limt the |ist of supported protoco

bas®dserct Ra Bffe retuEh she. appKepwiiaée aeferenee-sfaps
in proyogal. el e hg%ﬁcgﬁ%db%eEquEt%hg‘pﬁobﬁéegype of

client from which access request i1s receive
[Olh&huAbV&mMatfmebypoanmnsuomamahhéeppmbo&dbs the URLs in
sup rt a_data systemto _be accessed na al ways
SP2BeeElaat Bty hacomdt PBH Fo5hatuean e Aty
Se'%%h%@c%ﬁ%%S&oBhQ%o%Qh1aB@ thgupr-aboeel kpuRPabbed by
the client is handled during translation of data to

the“dV|eﬁﬂlppébééoWRLSOﬁﬁﬁo§§n§ﬁa§§ﬁab@oth@sponding to
|
el egEals at L latactacs proracal LAt uace suRROLI ede

rotocol are ereas non
supmae&edch@Vebﬂaeetnbn@oe@b eheépest s taeeprgrated @ill be
SR S AN (A R RS AU
function is called.
[0107] The provider modules 84-86 and interface
connection modules 81-83 preferably support a root
folder. If only a root folder is supported, then inbox,
calendar, and contact items (as appropriate) should be
items within that folder if they are to be accessible
through a protocol engine.
[0108] In accordance with one aspect of the
invention, a single, advantageous mechanism to access
various types of protocols is provided. This mechanism
supports the full functionality of each data system
protocol for similarly capable client protocols, and

degrades when a specific data system protocol feature

is not supported by a client protocol. Requests
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schene. [0119] Cenerally speaking, clients often

access servers through proxies. Also, the latency is
wo@bdenigesitively correlated to the cardi nal i tRCDUS100€005577

col | ection being accessed (e.g., nunber of enai

nmessages in the mail box being accessed) . As will be

evident fromthe follow ng description, the present

i nvERCRNSFr d¥i de SCHRCRPPRFBALS 2&Rd tredRipdGe LRAC Aay

be used ik he R %%e%&%gct%%rghke%%fb & Il WS @ng the

that the collection befng accessed is smaller than it

r ealdegiuiest Bor texdmel eesdiprtipnnepryeaw Grlsponisesl@@om

nost .recent .nessages in a mail.box, whil e the, mailbox
TGP RES 30001 e ceages, ThCpr BeEnin provider/p2itocol
I NVeplicarady #h-ageuslry akhaws atBus bBceXY nte $ekecbmion
smal [ subset of the collection that can be presented

to tR&™@ti-ent in lieu of the entire collection wthout

a SirgRinfg-cant i Q. t user rience. [0
Nbré%ggggicuIgrﬁgg%%ﬁﬁﬁphg%ﬁo%'F%géﬁg.%%O%%Sﬁ%t%ég£orted
advduhageouns landyodioreat spkectiie cppabodaeri moeuflacegiving
device 14' '' is now described. Cenerally speakin

Wherf g G4i8nFcSEeaFaqeRet Py PaEEI Ged fFoREacerr Bt

t he jaekesel tiontelf aeevdeerceik431'so BeeH3I¥RE .0RG YOkl ient
more of the data systens 24" '', 26 . _However, "in
SOMPIE4$Es &CcEyPPedtt REedgLaAMSYs PErt ogrd prsviedingdigectly
respon h li i.gh ‘her wi .cau [ t

for CRorPA R Pt “Bost 550 S2S4nd FSRgert AGS Aot fed™Y
wai tnatiilmes ofrer wd theer: ebnaechiengt iakkedr aitkqubst deasils
been se in accordance with_the present aspect

t. Yet,
of e TPV BRI EOLEr PAPN 18T a REY 164 PELSPER at t he
protreaqlo]i nt eRlace dey 68wlddditiwiiagh ey kecused blother
reduce response times.” [0121] Mre parficularly, the
proﬁ@@@ﬁl@ﬁ@ﬁn@fnﬁ@@l@F@ZDCO pehterifheeddesispsddid 1s now
24" Jesc2Qped ! Heds! oy Bene ‘ﬁ‘%%ﬁﬁe%c}g%%%tc%%%%a%i hore
data i'tenms associ ated with usérs that have béen
confasguicad thar wactessmiaher aekoutser scabe eerkisgeredhirbugh
the protocol interface device, , )
the protoccl interface device 14'’ is stored in a data
store 90’’. The per-account information preferably
includes an indication of the access protocols
supported for each e-mail account.
[0111] Records in the data store 90’’ may be
arranged by an account identifier, such as an e-mail
address, or by a user name associlated with the protocol
interface device 14’’ such that all e-mail account
information for particular users is grouped in the data
store 90’7, for example. Where access protocol support
is the same for all e-mail accounts on each of the mail
systems 24’’, 26’’, the per-account information may
include mail system information indicating the

operating protocols supported by each mail system.
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14" '' by establishing a user account associ ated
therewith, for exanple. Polling is preferably

w@eookorszet i n accordance with a polling intervedT/UI1084/005577
polling interface may be a static predetern ned
polling interval, or an adaptive polling interval that
can be adjusted based on operating conditions or the
occUiHditde of Fpaaticc fitareePdit’ s stegas @ st of all
appregi ki I, 4 Rt I :
resﬁgﬁgghﬁgmg¥ﬁ%ﬁ$§$?%wfﬁkgggﬁgpb% I%g%g'ﬁg%%o &Ignglne
32' modud gid2dr ,datnal opgtremp4iding 2@tricst Urins .dattanking)
itens, or at .least data.item.identifiers that can be
used FF FETEPe HPE OF8ta PHESRE SCE S hd D6t BESEELCS are
I Nt &J=faca 4\ eRsk on caph®se 183t @ Jitt@F8 aQr such as the
identifiers are then stored by the protocol engine
nod@eg e to whihe f@atarstord Gachefedy gystem Rgi{23] 26’
In ti r,0 I gi ul I
A D
i n amptofccdlhe fdat @xeyptilens O24er 'cri2@ria mavhedeot be used

dat a_syst, 24" 26''' are e-mail, _systens, for

exa C%Y“ﬁﬁghﬁ?5?@@6Fn§nﬁpn§%ﬁ§§uF&léged’ian@?i€§t' in
mai Hpexes tas secirat d ‘W, t beachudser yearkilay edvkos higher
emai | access through the protocol interface device 14

T IRgrisady waEinkied dheny MAR Inmiands ydPEwesildr gsnegally
a mnj L f iq i dent i fi U

asson Sty pithed, HRRIE0r SR o3t bR PESR.
[0129) 'A @lrremtayUbl LHimptleirenttleeln dconpaxedpiethia a

prevjous UDIlist for the mailbox in the UD store 92
a @&t@i@a%% AHECHer Eﬁé\ﬁ FESkagss s BEBATY: GFedne
i N hedmidibantal-rbhe oRiviceyauem, L Rewanggsages e
detected, an alert is preferably sent to a user's

cli ertthoyhiled Fhet peoitoendi netrrdalce 3@vice] gommunicates.

coo 0N W front - p I, e ' .
(or&gﬁgkher cg#%b%g%Foggﬁtﬁg%gggtggo l%ﬁ?érfa%%tgéyﬁggs to
14' 'whichamnth ithexqesn edt: Bicolingt( si) nehedichgmahe Bew
nmessages is stored to the UD store 92' ''. [0125] One

of tRE SRS 108nHSHad&ta §€€e§§68p€F§Fﬁ§ﬁ§ the per-account

information in the data store 90’’ to determine whether
more than one access protocol is supported for each
account to be accessed. If only one access protocol is
supported, then that protocol is selected. Where more
than one access protocol is supported for the account,
then the protocol engine module 32'’ accesses the data
store 91’’ to determine which supported protocol is
preferred or desired, and the supported protocol with
the highest metric or ranking is selected. For the mail
system 24’’, OWA is preferably selected over MAPI, and
for the mail system 26’’, IMAP is preferably selected
over POP.

[0114] The protocol interface device 14’’ thus

allows access to the mail systems 24’’, 26’’ using a

36



Is viewng a listing of data itens currently stored at

data systens, especially where the data itens are
wore@sages’ stored on nail systems. A s descri bePCHDS2004/005577

t he protocol engine nodule 32''' polls one or nore of

the data systens 24" '', 26' '' to detect new data

itens based on a list of UDs stored in the UD store
92' MOSTTREPEPFe SUPRELSEST BESIOCRLer TAE8UgBYFRE PAOtocol

hasl%&%%%bce'%%bﬁ%eoﬁ4Usta0ElQQB% bbﬁg%tEBQE WeER any of
stored at the data systefs 2 ast tine

thet@@t@r§%§t@@ﬁU%@Se366Vbe§6’f0136] Ln4aééon§apcev1ded
Wi present aspect of th i nvention, the,protogal,
eng?ﬁggﬁgd Ie0§5'9§ %%FFl8ve§ EhiddoPEa tErD F?st f?§n1'
theTHeDcgtiene 92'selrwheBdanovi ewpbbersther agtekkaprotocol
access request is received. This stored UDIist,

whi 6F iPsheBeuPEFeciatart NiLiiht heScBRLénEYBERNI(fy to be

i ntgryalsselys then returned to the requesting client.

This provides a much faster response time than

accd9dilixg theAdmeahsﬁsbéndazé'systeﬁﬁaccembeprbhecol
request is received a iated by those, .
ko PEd o P e PE T By P PRothe TEResngr dopept 11" is
cl i edt, deecrexadpkecht herekkant tonescoub.i BeB@nning at
res%onse to a request is received wthin 30 seconds.

eOCke 160p Ehi eRESPS 6pBRANFNgSoRcaeABBRI EXQir | eddent
CO"%%”%Q@Eko&%ldeK'agteEﬁEEQQXoﬂﬁgg'ﬁahge §h58%6§§2 as to

conmuni cati ons network can cause del ays that
S|gwhémh&mteaehadate tgsthmstbi et edcesspdnsa tesponse to

The faster onse t assocjated with providi a
oo Bo PR PRkt Aomea e Ehahars AocRtbe  peghdehL. 1=

is pant ikgehathy ﬁ@g@nbagggmé bﬁp%B@%@dtﬁEgﬁo@Bl is
scenarios. Even in the bsence o such tinme

con§Sergiches, atf Bipek Féépoﬁ§ée¥Wﬁﬁeenﬁhﬁp@§e;ﬁép9§éted
eXp%gb%g%%laEs s%hg@@gdby Eegﬂghﬂglkg aﬁ%bh hhgg.sgsgem is

bet ween sendin ata access reques recervin
resacnseseﬁomzsththedesmecbed phbovecoliheast BiedkULBS,

istpls aggurate to withlg the poliing, interyal, Wepg,
Where more than one data system is to be accessed, the
protocol selection steps illustrated at Blocks 162-164
are preferably repeated for each data system.
[0116] It should be noted that the protocol and
metric data store 91’’ is but one example exemplary of
a protocol preference ranking technique that may be
used in accordance with the present invention. Protocol
preferences may be inherent in the ordering of a list
of supported protocols, for example.
[0117] Further criteria than metrics or overall
preferences may also be considered when selecting a
protocol. The type of client from which the access
command is received may also affect protocol selection.

Where the access command is received from a POP client,
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stored UDIlist is provided to a client in response to
a data access request, the protocol engi ne nodul e 32

wO 200p0e2¢T ably polls the data systen(s) 24''', P@BUS2004/a5577
determ ne whether the stored UDIlist is
stillaccurate. If new itens have been stored at the
data systen(s) 24''', 26''' since the last poll, then
a néRTUPBAMPLE | Ba8dnP Lt shenenbpnere. feRIFYTPEr EHRPOTtEd by
pol biyad hnihepdata s¥sEare24n por %gi trahSfer to the
performed either accor ing to the polling Interval or

i ni dieatied .by ft heudetrahascesd yr egaestype[ 0L28Likntwifbl

be appreci.ated.that the precedi description,rel ates

Uo Aen i oeme eoP eI Py LHACA AECeRE T bR &7 BhREr the
typeerobhcdaiatagagssmheduashsyny BEapreaessedelYect the
ot her conponents or nodules.og the protocol interface
devity®e12f cliepgr ogxhaplémisuéhedatataeéesyrpegiest s

are. tr |.at isf ~ne S on . pL.OX
e T R

i nt gufraberdetiepe ih4protothér ebyeakbonsmagcbsstbodehermine
data systens 24' '', 26 '', _an rovi des for reduced

o SHRLEYERneE Fhichhr to68 PY38S B dacesaccegusst
requesksvedhrough the protocol interface device 14’

"', a client conpatible with any of the protocols
handi0dd8dy t hédltesnatigadypr exjporbdgrpaBde projfgcol

pr oy e 0 e,qf . th y

D Ry R TR 8, kB 8 B Phays be
access eprtetipcahdoangcheanrenassabiatie¢g wethethettat aclected

system(s) 24''', 26''' to be accessed, as noted above.
D ST Re B RGACER PRAuCH Ry BF CERORLe SHPRBE R Platae

SySk@Eb%%C%%Shbﬁﬁméat8u¥§hggtEB%sEéQﬁeﬁobfiBb%éfQBethe
e

device 14'''" is now described with respect to FIG 17.

BegicAdieng aroBleek - 170rtacnst afadeésscragaeppnisng to

LR, BE0S kLt SELSEILORLLEN e, B5D. Moo

at 0 whe d inent tot
access theqdesdenti peotoaolll Brki strhnk3akedal kjiegbasetdon-
Where such data is in a local store 92''', then the

st oPERPR&tEd $NHPEFRAEIPEETPREr 84GBSPIRg2ERi éAPOTSE O

processed according to a default or error processing
scheme.

[0119] Generally speaking, clients often access
servers through proxies. Also, the latency is often
positively correlated to the cardinality of the
collection being accessed (e.g., number of email
messages in the mailbox being accessed). As will be
evident from the following description, the present
invention provides an apparatus and technique that may
be used by the proxy to give the client the illusion
that the collection being accessed is smaller than it
really i1s. For example, a proxy may show only the 100
most recent messages in a mailbox, while the mailbox

itself has 2000+ messages. The present invention
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Bl ock 173. After the stored data has been

transmttedto the client, or if no such data has been
WGEL@sMOB241 he data systen(s) 24''', 26''"' to whPChUs1ve4/005577

data access request relates is polled, at Block 174.

[0132] An optional step of determ ning whether the

pol | ed data received _in response to a poll is

d|fﬁ@W@@ﬁaE@@we@weaé@@medt@&eapﬁﬁ%Ytﬁenseéeﬁéreoﬁmeél

at Bl %%tlé% fe %%il%&kﬁ %?@g%ttggh b@?b?es% REW @%t%he
store on the ata syst e 26 , and t he
dat@lnemélu@dlueur@ipmheeemmlmhecpdﬂbctsonr@uhﬁe@tta

the clie is also locally stored in

1
the siariticate 528t 1 ahe 1o BprlS8ngk T Lol o
the fd63t ol e raehod 1CBiagi ) i 13l B wak Ot o,

exanpl e, data access systens and net hods accordin

aspEFCE 6T ARY aNheEROUSH P dBE RSP Pite § hEo PoOREE ypes
of dald sherage ded 49s Lhan mmil (skstegry an n%'i*gﬁrly

protocol s and access schenes than those specitical
desapeb&dn@bowﬁean@ shdwn aicetslbe rdnawisngd s. rh&é&&hd from a

Addi atures of _.the_.invention m und in
o Sy LR B ot e R SR IRE A (e SSreterr
PROVhE Ne ReRHCER AGCESS tAEENCEmANRAREL AT MeETHEDR e ve r,
attorney docket nunber D- 49 COVMUNI CATI ONS SYSTEM

NCE@DﬁN@ePR@W@@OECFN?ERPACEhEE@ﬁ@E PREVEDSNGNENEANCEDIng

E FEATUR RE
VETRODS. STt or ey “HBckat RunBor b hoB . CERNDRI CATT REHtS
SYSTEM PROVEDING.NELT! proAYERED, EXTENSbBlSE rPREFE00E s+ red

| NTERFACE AND RELATED MET torne% docket nunber
D- 503 COBUORI ERTI NS SS¥SPEMEPROVFPINGTERFERSFBEESSE has

PREE@QELSEB@NS§@¥|CHnFEQEggégnQQDwBEEAIEQ EE@Q%,aspect
attorney docket nunber D-507; COVMUNI CATI SYSTEM

W TIHIDATA STORAGEODEVICEE tRNTEREAGEMRROPECSE OCENNECT ORS

e S e

TRANSIIAEEON cANBNENELGRATI ON FEATURES AND RELATED
METHQODS, _attorney docket nunber D-502; the entire

dusdP&@&res otlokRi prrticularly, the protocol engine module
32’7’ polls the data systems 24'’’, 26’’’ to determine
whether they currently store data items associated with
users that have been configured for access thereof.
Users are configured in the protocol interface device
14’’’ by establishing a user account associated
therewith, for example. Polling is preferably performed
in accordance with a polling interval. The polling
interface may be a static predetermined polling
interval, or an adaptive polling intexrval that can be
adjusted based on operating conditions or the
occurrence of particular events, as will be appreciated
by those skilled in the art.
[0122] In response to a poll from the protocol

engine module 32'’’, a given data system 247’7, 26’’’
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are hereby incorporated herein by reference. EXAMPLE

[0135] An exenplary hand -held nobile wreless
w@oesis2¢at | ons devi ce 1000 that can be used iPCT/I82004/005577

present invention is further described in the exanple

below with reference to FIG 18. The device 1000

i ncludes a housing 1200, a keyboard 1400 and an out put

devit€&U¥560 athe 166Ut CdeditcécaRdwAats atamsprgptifiers

160@nawhigh 13 RE %tjert%b'rsété\ltek%' t%aeghtg L RO her the

types of output devices may alternative be utilize
A DPG@§9§Dﬁgl@é@m@@CESGBVHSeC@ﬁféIne@hWﬁEhdﬁtahetemS or

housi,ng, 1200 _and i s . coupl ed between. the keyboard 1400
and RS dE SRRy “TEO5 e CBFBCe by, My choPaognT e
contbahg et B openat itar ghtbhetdirepbayméfl@y d2/wel |l as
the overall geration of the nobile device 1000, in

resp@hgélt o adhuREIrsA CHflakey §hEnPILRE CREYbEALENEADO Y€
theBQsen mb@lééke¥ﬁﬁn%0%ﬁb@ﬂe%zﬁgw”BXth g%ﬁ%gﬁbgda user

vertically, “or may take on other sizes an apes
(i nelredistigrekdarnehelnly bdushrgdstrusyatesy 24Theé, 26'''.

keyboard i.ncl.ude a nodg ,sel ection, key, or ot

ot QUBPE OGP SPERard S EP 2o aaT hi nf Shot wih BETBLInYgtens,
and fbel ephapy eenthy. pkkOt3éb1l Bngddiet heAutie BRe’’ queries
processi ng device 1800, other parts of the nobile

deviaé 1poBE sape soRdah esc aht Eaghl yisen FPGLiggrethées e-
1
'”C%%§§ %c%%@%“%?%%h'%”égéygﬁéﬁgﬁggogﬂgﬁgﬁﬁ%god%v ce

ge conmuni ca eyboar
140u4and .t Ferdiesphaynaié®ox aglemyg,wat hadflherystem returns,
|npu%/output deV|ce§ 1060 1080, 1100 an g 1120;
e ar

as
el Ptag FeRdfiMdedi ddst1260U0186 ARGV Ari6uS SPhEF)

deVb%%o%HQ%E@t%E%hléa%alﬁemgggbb%sd§¥b§%d1@90th% mailbox.
preferably a two -way conmmuni cati ons devi ce having

voi d8124d dat & @@ﬁﬁ@nﬁcaﬂDoﬁsséapébthenu@9mpaﬁed with a

addiilg lbush%zﬁoeas% oK €8.10001REET ehaRky 123 L8,

cap t 0" communi ca e wt mputer systens

viagehe'lmbedeebrmlhal%ahtﬁperaéWn@esysge§1ﬁa&bmhéen

exe%%%%gdb%n Qhe mailbox at the mail system. If new
messages are detected, an alert is preferably sent to a
user’s client by the protocol engine module 327’'’ in
cooperation with the front-end proxy module 30’’’ (or
another component of the protocol interface device
14777), and the current UID 1list including the new
messages 1s stored to the UID store 92777,
[0125] One of the most common data access operations
is viewing a listing of data items currently stored at
data systems, especially where the data items are
messages stored on mail systems. As described above,
the protocol engine module 32’’’ polls one or more of
the data systems 24’'’, 26’’’ to detect new data items
based on a list of UIDs stored in the UID store 92777,

Therefore, the protocol interface device 14’7’7’ has a
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processi ng device 1800 is preferably stored in a

persistent store, such as the flash nenory 1160, but
woregpsioes2¢t ored in ot her types of menory devi ceBCT/B829N4/005577

as a read only nenory (ROM) or simlar storage

elenment. In addition, systemsoftware, specific device

appl.ications, or parts thereof ¥ be tenporari

Ioa&@&aﬂnﬂésﬁlﬁalﬁﬁlpéD§t8ﬁeda§GCH §§StﬁEaFaH66ﬁ1Stored at

access ARMRr ¥ ERAM: 3180/ C@%“““'%ﬁ%'?ﬁ%tskgﬁé'ﬁhe data
recei ved by ge nobi I e devi ce may also be stored in

theSRAWbm$8®erpOp39ﬁeﬁhe processi ng device 1800, in

cxelBEPBN of ' SBr CHEPECRBRPI LA ho 1800ACRS0BREBREL RE The

devie€eh@80n Atﬁée@Qbebﬁbmeéngﬁheoﬁoanmbl32?V0n§etbﬂéves
control basic device operations, such as data and

voi &8echRiRrcHEPord st3boamakne150BBStRES B8’ | hstAFRed
on Egﬁe@eﬁkgﬁslogg gHﬁhﬂQr”ﬁB%E@%tEegueE@ @ngEEgﬂvgé.

per sonal or mati on nmanager pl'ication may
i nsTalibedtduedngIbanutact wheéchThe BREMurstpr ébewabhyn the

o P P8t BRAG B R B a0t oA o P, “REGTREREAL eno

and rkask skt egs c1TetPl Whapppiredt ben eSm@bﬁofBé@E@fabbﬁonse
capabl e of sending and receiving data items via

wi r 8F-8Ss thepnarresE0Rg PRef 8r4BI yystrREsPRR dar 226t birwhen
afetﬁ%agkaﬁé ¥ h@t?%EQE@Q?AO§B&P?EE{égdagggggEQ%ESdby

via the wreless networ K
userthseer séspderdi ng dataartens stored or associ ated

st caonputer syste 40] . Conmruni_cati o
Fundpladd " arhEgciRating dhPok CommniCar PoREple, the
ar ec-pecheor medekhbaugh rt R ¢aBPUALeatbols rayheyst €8
1001, and possibly through the short -range

conﬁeﬁeégedowgtbabsﬁ§téﬁpomﬁé cHhruRI CAEi GRS SUbBSYSt &M
100 S re tr 0

onegj Fgéggggangenn§§b¥§20%§gglfg§ Cgﬂﬁﬂg%gggﬁéﬁg @Qge’
conﬂumeaayl@ﬂ&h&ubshetemméme&sabemmunﬁbadeena network can

FOCGSSIH%'nDdU|e such as . a gltal naI processor
( DSPRugseHeland Ehedi Sgscri atofsant relativB  E8°¢RS

limited response time. The faster response time
associlated with providing a stored UID list in response
to a data access request is particularly advantageous
in these types of scenarios. Even in the absence of
such time constraints, a faster response time enhances
the user experience at a client by reducing the wait
time between sending a data access request and
receiving a response.

[0128] As described above, the stored UID list is
accurate to within the polling interval. When the
stored UID list is provided to a client in response to
a data access request, the protocol engine module 327’7
preferably polls the data system(s) 24''', 26’’’ to
determine whether the stored UID list is still
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(LGCs) 1601. The specific design and inplenentation of
t he comuni cati ons subsystem 1001 i s dependent upon
W@ b@sowmuni cati ons network in which the nobi | BCHE$1004€005577
1000 is intended to operate. For exanple, a nobile
devi ce 1000 may include a communications subsystem
1001 designed to operate with the Mbitex(tm,
TAGECHE é%eeeﬁéféﬁwPéé@@ﬁ h&aﬁobs@pvﬁé@reéPRS)tﬁsbﬁﬁéa

dat &GO Calrons Q%bm@r%§nc%n@h%|i%sqeﬁng@edth@n new
operate mnth any of a variety of voice co ni cations

net WdDkd issudls senAMRS, thBMALiEDNVA, TRECS, £GBWheet polling of

f K bot h
and P SR B0 tRg 220" Be 2 i SR ERrER e Rab e

devizeeolg @141tk Netiwehlk aeeessareqwi ABABALSeWADY the
dependi ng upon the type of communi cation system For

exafpiteé, CFetife TFEBREEX and DataTAC net wor ks, nobile
deviiggsoir e r%%'%&%ﬁe%eoggﬁggcgﬁk ndgi Rge.a egbgﬁﬁﬁg

personal “identification er or associ a
eacueaevupelohnr@ERSeBetmoPWsswhmmemeW,omebmmﬂkaacdeSa

is associ ated w % bscrlber or r of a device.
PRECHRS B bRor OLPBEat VBE a0k, HotR BEF PR ertSts

nmodulag, beomrRiRlky skaf 8k ednte @%m%o%bﬁk%abQ mbBu®Edebf the
to operate on a GPRS network.[0142] Wen required

net RSPk OCedi diitgiritafcofeyécey #(66 pFeEegipaslraveuch data
bee%c%%@@'% es%geangkkgng g%%% 1 On@%&sﬁgggég??oﬁhe

receive co I cations sig s ovér “fhe commn
nethDMt}é&ﬁ.p$wgyamsduéee80ed fr am thececdbrdnbbatvkeons
are routed._t

t 401 t
e80T 00 e PErhre JeE2rertt; ghaice 1h? t "enerany

anpkilfiotat aekeskr egueney qdewn sganvrkskans rfi bserrNgang
channel selection, etc., and may al so prOV|de anal og

to @ﬁ@WﬂdﬁScéﬁweﬁsd@ﬁedAﬁsEQQDSEotdmgstéprcﬁﬁvepQSohypes

of %%ed \ e%%%%s%'@%%hegklomﬁhkh nghésg ﬁ%8cB§r erface

nor € conpl ex comruni ations unc Pons
dendéuhaél ad’angd decadeng. cbnpatsbikel at theangr of the

sighals to_be tr ted to the network 1401 are
o Bactenote Gonalatl b drontoRbE) Phg Y EoREEe1386" "

is provided access to one or more of the data systems
24’7, 26''", The client itself need not support the
access protocol or scheme associated with the data
system(s) 24''', 26’’’ to be accessed, as noted above.
[0131] A method of reducing response times for data
system access requests using the protocol interface
device 14’’’ is now described with respect to FIG. 17.
Beginning at Block 170, a data access request is
recelved at Block 171. A determination is then made, at
Block 172, as to whether data pertinent to the data
access request {(i.e., a UID list) is locally stored.
Where such data is in a local store 927’77, then the
stored data is provided to the requesting client, at

Block 173. After the stored data has been transmitted
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and are then provided to the transmtter 1520 for
digital to anal og conversion, freqguency up conversion,

wo pdosers2my, anplification and transm ssion to PEEUS2004/005577
conmuni cati on network 1401 (or networks) via the
antenna 1560. [0143] In addition to processing
conmuni cations signals, the DSP 1580 provides for
contPolthEf clienteceirvef 23068ushddeka EP&n@ﬁ?ﬂtéFOIEQO the

For 4exang %te&ﬂ%”szﬁppb'eéstO'CQHWHHheﬁthH@SdétQHQEéess
in the receiver 500 and transmtter 1520 may

adaptiquely cedtrebl ed phidedh att Bimtkcl@din contro

al gar.i i mpl enented in the P.1580. .[0144] . 1n a

s FOR3 AT i AP ORELRbaE ShoPecal Gouceryhard KuEhnES Kb

t exporeesagatar reebipageidowakpadsel 8opPh0sE3SCHsbYiFRBrent
comuni cati ons subsystem 1001 and is input to the

proéé@@aﬁ@edéVPéédléeua TRE FBesi pedrsrgpamefsathBhock
furgher p %Ss%ﬂlgyméggsp£88€5§ Egedﬁg!ﬁ8W1§99af8£o?8d on

out put to t e display or a ternatlve y to sone
ot heheauxithi aygtemQsge2dce’ 1086’ A’ deundethsedatayrabsbved
conmpose data it

such_as . emi | a usi t he
Koy BBara A6 ant) 5PosBRE Lot RePTRIARFR Aty FIO HeyPRer At

10681 csuch7@s att odchpad, 18ch0tkestswetiChin 8nthdlaba store
-wheel , or sone ot her tyEe of i nput device. The

comPB44d databiloeislitdy thes Bencludsnut tbe dyépsthated
con%ggbggtlgg§cﬂeg?§gk 1401 V|a t he connynlcatlons
stem 1

subsy m [ I'n a voice comuni cati ons node,
oveqanB30peraByonagfthexdmpﬂee dataubsbassiaybyems and
sinilag to the d ta comuni cati ons exce t that

r ecBRY 8d§|6ﬁ§P§ 4P8 56t BEPSE55a08pk EeFDY§65 oRngay be

S'ggébilégftbf%@ﬁ6k3§y98536§ asesréksga ¥ ée&h@éepﬁﬁaﬁ
1120. "Alternative voice or audio I/O subsystens, such

as aavéu§§Sﬁ§@§agéndeebhdrngrgubgyéseﬁﬁdnaycasgosbbemes

%§86%Ea§ga £5¢ Egt %gcragegdgbgvgnan&hghown in

dlsp iZe VoI Cce
conﬁh@ld&hwangsnnde for exanple to display the

[0134] Additional features of the invention may be
found in co-pending applications entitled
COMMUNICATIONS SYSTEM PROVIDING REDUCED ACCESS LATENCY
AND RELATED METHODS, attorney docket number ID-494;
COMMUNICATIONS SYSTEM INCLUDING PROTOCOL INTERFACE
DEVICE PROVIDING ENHANCED OPERATING PROTOCOL SELECTION
FEATURES AND RELATED METHODS, attorney docket number
ID-495; COMMUNICATIONS SYSTEM PROVIDING MULTI-LAYERED
EXTENSIBLE PROTOCOL INTERFACE AND RELATED METHODS,
attorney docket number ID-503; COMMUNICATIONS SYSTEM
PROVIDING EXTENSIBLE PROTOCOL TRANSLATION FEATURES AND
RELATED METHODS, attorney docket number ID-507;
COMMUNICATIONS SYSTEM WITH DATA STORAGE DEVICE
INTERFACE PROTOCOL CONNECTORS AND RELATED METHODS,
attorney docket number ID-506; and COMMUNICATIONS
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identity of a calling party, the duration of a voice
call, or other voice call related information. [0146]
wah@ssisat -range communi cati ons subsyst em enabdEES2004/005577
conmuni cati on between the nobile device 1000 and ot her
proxi mate systens or devices, which need not
necessarllﬁﬁg sinilar devices. For exa the short
i

- range o I@&NiGoﬁ§<T§1NI§§F§JtEeW%QCPHSEB&ETSMTION AND
i nf %N%%G%@AT%%NW@A%%%%' %h%d RELAGED! FEAAADS, attorney

conponents, or a Bl uetoot conmuni cati ons o
t o plookiede nfupbecoAPuRiOCat itbe winthrsi diilkalbguresablfedhich

systens,and. devi ces . %2147% Nhng dlf%catlons and
ot hé‘r‘feeﬁt%ﬁﬁ’ﬁfeﬁ%o&?otr SOnVEREBN Wi FPLESREEo t he
m nd of one skilled in the art having the benefit of

the teachings presented in the foregoing descriptions
and the associated draw ngs EXPA&EI& ore, it is

undgingtx@qd t h S [ i m 0
e, Lk HISKDIREY oBennat boybrg) pibedit
nodwbmmaMu@a$land dﬂh@denéﬁog ahetinaendedusedbén the

i ncl uded wi t.hin he sgop g t he ap ngeg claigs.
ComBarerTbr SGFRRILRS: FRGS BF OGP aRFEFELPRg 41 the example
Exempliaky wAthhestrieeahicen tBequest 1BROPRENBei RS 1000

HTTP/ 1.1 Depth; O Brief: t Pragma: no-cache

conﬁ@ﬁﬂuﬁﬁﬁea thexeing 1R00p B Mooard 1400 and an output
fl’i@g‘%&' 2 9%p9" - 38k 8%‘%%@@ a%é%ggsﬁ%%p‘ig' 320l &h 95" 1600,

******&

X UHhREERESHp@A@HEabﬂgr ce EXLUPGKEWBON: LEDUsethAgenypes of

Mozillal 4.0 (gonpatible
o AR SR BAIT e SR ST B HOCE. ShgB . red. A

Con%@%bek%ﬂﬁbhde@@@e 1800 is contained within the housing
1200 and is coupled between the keyboard 1400 and the
display 1600. The processing device 1800 controls the
operation of the display 1600, as well as the overall
operation of the mobile device 1000, in response to
actuation of keys on the keyboard 1400 by the user.
[0136] The housing 1200 may be elongated vertically,
or may take on other sizes and shapes (including
clamshell housing structures). The keyboard may include
a mode selection key, or other hardware or software for
switching between text entry and telephony entry.

[0137] In addition to the processing device 1800,
other parts of the mobile device 1000 are shown
schematically in FIG. 18. These include a
communications subsystem 1001; a short-range
communications subsystem 1020; the keyboard 1400 and
the display 1600, along with other input/output devices
1060, 1080, 1100 and 1120; as well as memory devices
1160, 1180 and various other device subsystems 1201.
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<?xm version="1.0"?> <D: propfind xm ns: D= DAV:"

xm ns: h="http://schemas. m crosoft.com hotnail /"
wOopdosm124E=" ur n: schemas: httprail ;" PCT/US2004/005577

xm ns: up="urn: schemas: cor p: uni ver sal proxy" > <D: prop>

<hm cont act s/ > <hm cal endar/ > <hm j ourmal /> <hm not es/ >

<hm i nbox/ >_<hm out box/ > <hm sendnsg/ > <hm sentitens/ >
<hnFa§|@P@&#?eﬁ§ﬁsCQh&P&Paﬂﬁspseéﬁﬁﬁhégfa|ayPrUQV/BF

<Up cRRARLaLecanLa <H xgol; :
Cprop> < Dgpropgl nd> HITP 1.81 % NE tai gét at us
SetC@mmMHecatlons capabilities. In addition, the mobile

JSESSI ONI D= CD1AED/D2BE210B34D93F7A 3 t h=/
ConfERECTy AU, BAEF AP aRSF of NEnEORRROL EHuRRed
Dat eomiiédi c86 cAwe tR083nd8: %@mﬁﬁtgﬁws§gtéﬁé vARaehe
Coyote/1l. <?xm version="1.0"

encééf‘:ﬁg‘ﬂeﬂ'JTF 8" ?><D: mul ti status xm ns: D= DAV:
251561 urno@%@%@ﬁﬁga?ggagﬁ!¥8%§@59E0é¥ecuted by the

c="urn: schenas:
xm psoassaingsdheiuas: ¢8ADadsspteferably stored in a
ns: hne"ur n: sghemas ht

xniﬁ?rﬁ&Stﬁpﬁ §chemmas S IﬁéagBF £l3sbrpPRgpyndago, but

<D: heef BBt EpoirEhoca! Bestr9@ é§p§E<ﬁEhBE%faev1ces, such as
<D: propst at > <D: st at us>HTTP, 200 OK</D: st atus>
<D: pr pgsd only memory (ROM) or similar storage element. In

<hm,i,abex3At t Bkt lbacabbesl 20800 uRs £ NBEQKL £LAm | nbox>
applications, or parts thereof, may be temporarily
loaded into a wvolatile store, such as the random access
memory (RAM) 1180. Communications signals received by
the mobile device may also be stored in the RAM 1180.
[0139] The processing device 1800, in addition to
its operating system functions, enables execution of
software applications 1300A-1300N on the device 1000. A
predetermined set of applications that control basic
device operations, such as data and voice
communications 1300A and 1300B, may be installed on the
device 1000 during manufacture. In addition, a personal
information manager (PIM) application may be installed
during manufacture. The PIM is preferably capable of
organizing and managing data items, such as e-mail,
calendar events, voice mails, appointments, and task
items. The PIM application is also preferably capable
of sending and receiving data items via a wireless
network 1401. Preferably, the PIM data items are
seamlessly integrated, synchronized and updated via the

wireless network 1401 with the device user's
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<hm sendnsg>htt p: / /| ocal host: 9080/ ups/ ACL_MNAI L_SUBM SS
| ON_URL7</ hm sendnsg>
woheosees2sT t ens>htt p: / /1 ocal host: 9080/ ups/ Sent PCT/US2004/005577
| tems/ </ hmsentitens>
<hm nsgf ol derroot >http:/ /| ocal host: 9080/ ups/ </ hm nsgf o
| derroot> </ D:prop> </D:. propstat> </D:response> _
</ DEREFEISPeRcdSy Prégr arelEstitrgeg2 or Ersppiiaitedl HhsR 2

Request- g§%bﬁ$$%ig§%tgﬁpabiIities: REQUEST: OPTI ONS

[ ups/ | NB 171 User-Agent: Mzilla/4.0
(corfpanionl e; WBEUD.iSatWONnddwscNIohsQ) iGodinedhigodata and
Keep- Al i ve Host: | calhost:908oégookie:

JSERELERI BOERORL AR, B RE 3 TGBEES SETREDEO38 1T the

ContcetmikeRgithon® BEDBONSEn Hﬁﬁﬁﬁ1a$d2%@s§i%ﬂb°@hrough the
OPTI ONS, PROPFI ND, MOVE, DELETE, BDELETE, BMOVE,
SEARGMArdggiange communications subsystem. The

<urn, : D yuniver p : [ rgh> :
PSSR SR, MRS ALPIONE RESIERE Shzecoipy 1500,
06 Augr2063it8e=201320MVEn8erner orApacke aGbyanesl1580stnd

nes s in I NBOX., REQUEST: PROPEI ND./ ups/ | NBOX/
FTTREE0: AdnGhalriRE=0 DR BEFTANLESRIPAS: SHPRgFEeR 1001
Pragngos Re-aaeRe Gopt-ebbstype: mbexteXMsuch as a digital
X UP_REFRESH CACHE: force User-Agent: Mzillal/4.0

(coRpaNEB ProNBEECS. 3DSW ndBRE  NEns. dpcednreetiléntors
KeeQ16%5V§601. The specific design and implementation of

the communications subsystem 1001 is dependent upon the
communications network in which the mobile device 1000
is intended to operate. For example, a mobile device
1000 may include a communications subsystem 1001
designed to operate with the Mobitex™, Data TAC™ or
General Packet Radio Service (GPRS) mobile data
communications networks, and also designed to operate
with any of a variety of voice communications networks,
such as AMPS, TDMA, CDMA, PCS, GSM, etc. Other types of
data and voice networks, both separate and integrated,
may also be utilized with the mobile device 1000.

[0141] Network access requirements vary depending
upon the type of communication system. For example, in
the Mobitex and DataTAC networks, mobile devices are
registered on the network using a unique personal
identification number or PIN associated with each
device. In GPRS networks, however, network access is
associated with a subscriber or user of a device. A
GPRS device therefore requires a subscriber identity
module, commonly referred to as a SIM card, in order to

operate on a GPRS network.
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Host: | ocal host: 9080 Cooki e:

JSESSI ONI D=C70CD1AED7D2BE210B34D93F7ACD6935
w@emwsem241.engt h: 586 <?xm version="1. 0" ?><D: ppCpis219d4/005577

xm ns: D= DAV: "xm ns: hm="ur n: schemas: httprail : "

xm ns: m="ur n: schemas: nai i header "

xm ns: up="um schemas: cor p: uni ver sal proxy"> <D: prop>
<D: UPdA21<D: i ¥henderAvizpdi SRICHAEH SCgRRTFe&drs or

<h”b%%%%%%?g%g%?b@%dﬁggkiHEQ%t%E%ﬁ/gféghE%%Hi>the mobile

<m subj ec date/ > <up:isdelete
<D: getvéort 000engyhsendDaodntrentdivas sbmmuhbepedpns signals

</ D._propfind> RESPONSE:. HTTP/1.1.207 I .- Status .
ConPaRE oG T ERg 6 Tt B8 ChAPdnt SHOReLS Teceived
t exttoon thearshennEreedong: nelwaked1@atiebyWede 86tAdHEa
2003 18:20: 28 GMI' Server: Apache Coyote/1l .0 <?xni

ver $P4R=2F 0 r oBefditRgLheTIrege2¥eeDLRAPY | ¥hafhsprovides

X”‘%%iDéégﬁgi"aﬁgh@§iHQ%ion frequency down conversion,
urni’schemds: cor p: uni ver sal pf oxy

xn dglcering, schemaslcakérdaioh, etc., and may also

| B LR s R Bfus praversion. Analog-to-digical
xm RenRErdibnsoies: raickheadekighal allows the DSP 1580
<D: cont ent r ange>0- 8</ D: cont ent r ange> <D: r esponse>

<D: kPePsHtOFTY Mog€alCRBSL cJ080MIPEA FRBORNE6E39681i0ons, such

K/Dégr%%ﬁoégig%qgitgha decoding. In a similar manner,
signals to be transmitted to the network 1401 are
processed (e.g. modulated and encoded) by the DSP 1580
and are then provided to the transmitter 1520 for
digital to analog conversion, frequency up conversion,
filtering, amplification and transmission to the
communication network 1401 (or networks) wvia the
antenna 1560.

[0143] In addition to processing communications
signals, the DSP 1580 provides for control of the
receiver 1500 and the transmitter 1520. For example,
gains applied to communications signals in the receiver
1500 and transmitter 1520 may be adaptively controlled
through automatic gain control algorithms implemented
in the DSP 1580.

[0144] In a data communications mode, a received
signal, such as a text message or web page download, is
processed by the communications subsystem 1001 and is
input to the processing device 1800. The received
signal is then further processed by the processing
device 1800 for an output to the display 1600, or

alternatively to some other auxiliary I/0O device 1060.
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<D: status>HTTP/ 1.1 200 OK</D: st atus> <D: prop>

<D: ui d>3ac59bh38c08ad3356435ef eal44660e3</ D: ui d>
waDseisahter >0</ D: i sf ol der> <D: i shi dden>0</ D: i BEii/U804/005577

<hm r ead>0</ hm r ead>

<hm hasat t achment >O</ hm hasat t achnent >

<hm_i nportance>1</hminportance> <mfroneMail Delivery

Subdy SISHHCA (1S0R FER. BABROREHBIC SCoeLPmifesigp Such as’ e-

<n1%ﬂ9h?%k%§ﬁ%ﬂ%ﬁe@sq%i £ HdS Qe WA 0T SWRI/RH Zome
<m dat €>2003- 08- 05T23: I2: 48Z</ m dat e>

<up:atédgel aetued3dgnyp li/fdelestied>1060, such as a touchpad, a

D: get cont ent. engt h>3247</ D tent|
D ot Grad s £, SSHEERt o deads: METEAgELrs. SaREent

cIDae"s_smﬁf Qeprier> Fhie poapsisals as/th: FeSRRNEeY then be
<D: response> ' . .
<D: KEEPSited 05841 st ConBo i SSItiRBOXNEE Y9954 1401 via

K/ D.dif el nmidnl @RS bl sttt us 31gbiR/ 1. 1 200
OK</ D: st at us> <D: prop>

<D: Ui0a451073b22a28 28261 toho8d42¢8ofec tobeyi d¥erall

S e D el QS e 22N DY 98N o cne

<hmdrasatdoaehime Rz @shmmbasgt tackp®nthat received signals
<hm i nport ance>1</ hm i nport ance>

<m LGSR NtHOh @ ER6 &6/ AdP0r o g < gl gBBLEc FSRe:

TestAly Al sRench.ot empla /dmbﬁzu*éj 8GtZophone 1120.
<m ate>265§?6§-05%2 :18:%8§</ dat esoPnene 0
<upAlseeinettédd=Oxolipel sdelketied>I/0 subsystems, such as a

D: get,cont ent | t h>1577</ D:. get cont ent | engt h>
D G e ea RO o SOPayebe e SHaELPe: Bent ent

cl assplemdn@eePdn<iRePHeRStat 2000. In addition, the
display 1600 may also be utilized in voice
communications mode, for example to display the
identity of a calling party, the duration of a voice
call, or other wvoice call related information.
[0146] The short-range communications subsystem
enables communication between the mobile device 1000
and other proximate systems or devices, which need not
necessarily be similar devices. For example, the short-
range communications subsystem may include an infrared
device and associated circuits and components, or a
Bluetooth™ communications module to provide for
communication with similarly-enabled systems and
devices.
[0147] Many modifications and other embodiments of
the invention will come to the mind of one skilled in
the art having the benefit of the teachings presented
in the foregoing descriptions and the associated

drawings. Therefore, it is understood that the
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</ D: response> <D: response>

<D: href>http://1 ocal host: 9080/ ups/ | NBOX/ 6623926;
wdazjobromef > <D: propstat > <D: stat us>HTTP/ 1. 1 20BCT/US2004/005577

OK</ D: st at us> <D: pr op>

<D: ui d>b072c3748cef f 1320f 9f a746f 797e64b</ D: ui d>

<D: i sfol der>0</ D: i sf ol der>_<D:. i shi dden>0</ D: i shi dden>

<hmife@sasienn sy é@&bto be limited to the specific

<h me%%@iﬂn%%tﬁge [ = I%@dh asalt %%E[Ee Rbdifications and

<hm'i nport ance>1</S mpor t ance>

<m femborjiolenss @ emte@dmd/ rof benknciusieb] edthRe: the

xxXXFWD:_ Re: l st #1</ m subj ect,>

<m F5PES2643- g‘@ G5¥53! giéf‘ﬁ‘rdat e> <up: i sdel et ed>

</ up:isdel et ed>

<D: get cont ent | engt h>1927</ D: get cont ent | engt h>

<D: cont ent ¢l ass>ur iEeRken Buogram Ihs&dngs:/ D: cont ent

cl ass> </ D: prop> </ D: propstat> </D.response>

ion Request

oLopstatS <D statUsSHTTRI 1. 1 200
é\{DL{ ﬁiﬁe’z p> <D: ui d> f1c8e69555d33971aeal
D21</ D: ui d> <D: i sf ol der>0</ D: i sfol der>
Hadenaekd D i shi dden> <hm read>1</ hm r ead>

<hmchasattyps erh>O</ hm hasatt acri t nept >

<hmxi opdrdGINce>1</ hm i nport ance>
svrivgihosrarpa loors &pri=h @D&ssl=WposlFanlduid B pwa atif E&pwiRe

xxxP(\L\!JP RANC: fadsst #1</ m subj ect >

m ¢fal B-BETRESHCHEHEFOWE: 452</ m dat e>
X_UP_NEWCON: 1

User—Agent: Mozilla/4.0 (compatible; MSIE 5.5; Windows NT 5.0)
Connection: Keep-Alive

Host: localhost:9080

Content-Length: 664

<?xml version="1.0"?>

<D:propfind xmins:D="DAV:" xmins:h="http://schemas.microsoft.com/hotmail/"
xmins:hm="urn:schemas:httpmail;" xmlns:up="urn:schemas:corp:universalproxy" >
<D:prop>

<hm:contacts/>
<hm:calendar/>
<hm:journal/>
<hm:notes/>
<hm:inbox/>
<hm:outbox/>
<hm:sendmsg/>
<hm:sentitems/>
<hm:deleteditems/>
<hm:drafts/>
<hm:msgfolderroot/>
<up:corporatecontacts/>
<h:maxpoll/>
<h:sig/>

</D:prop>

</D:propfind>

HTTP/1.1 207 Multi-Status

Set-Cookie: JSESSIONID=C70CD1AED7D2BE210B34D93F7ACD6935; Path=/ups
Content-Type: text/xml

Transfer-Encoding: chunked

Date: Wed, 06 Aug 2003 18:20:28 GMT

Server: Apache Coyote/1.0

<?xml version="1.0" encoding="UTF-8"?>

49



<up: i sdel et ed>0</ up: i sdel et ed>
<D: get cont ent | engt h>1930</ D: get cont ent | engt h>
wosom2e¢nt cl ass>ur n: cont ent - cl asses: nessage</ BLTUS10041005577
cl ass> </ D:. prop> </ D: propstat > </ D:.response>
<D: r esponse>
<D hBef >htt //I ocal host 9080/ ups/ | NBOX/ (?623915

Ws corp:universalproxy"
(]( < /Xﬁ § "‘ ﬁ% st at usSPH |-tllns :a="urn:schemas:contacts:"
<D U|<I crtlf? HTT A BB B a3 <D i sf ol
der >0 réf§ @ﬂ@éamosi@os@wsﬁﬂfma&/ D: i shi dden>
<hm r eas prdpdtdin r ead>
<hm hasab stanbrerTPAl<2dorokas etkfuge hment >
<hm i npd¥:-prapee>1</ hm i nport ance>
<m f r onrflohinber>htydesahosiPifd/vpsfiNB@NA/hm:inbox>

<m subj ect >xxxFW\D: Re Test #1</ m subj ect >
<m Fare U‘G@?ﬁ //l @éMISSION URL/</hm:sendmsg>

<up: i sd ef qu // E % /ups/Sent ltems/</hm:sentitems>
<D: get cg 9f8ﬁ§ff I9GOg OB Y HRskH{ e aglolsroot>

<D corg,,g gss>urn: cont ent - cl asses: nessage</ D: cont ent
cl assmp- @Pg},nggpw </ D:. propst at > </ D: response>

<D: gsponsss>

<D: href>http://1 ocal host: 9080/ ups/ | NBOX/ 6623910;

1</ Dt href > <D propst at> <D: status>HTTP/ 1.1 200

<D 'Q%E@'Fg%[a aﬂaghtie foI der> <D | Shl dden>0</ D | Shl dden>
<hmread>1</ hmrea
<hnrrggaktrachnment >O</ hm hasat t achnnent >
OPTIONS /ups/INBOX/ HTTP/1.1
User-Agent: Mozilla/4.0 (compatible; MSIE 5.5; Windows NT 5.0)
Connecition: Keep-Alive
Host: localhost:9080
Cookie: JSESSIONID=C70CD1AED7D2BE210B34D93F7ACD6935
Content-Length: 0

RESPONSE:

HTTP/1.1 200 OK

allow: OPTIONS, PROPFIND, MOVE, DELETE, BDELETE, BMOVE, SEARCH
dasl: <urn:schemas:corp:universalproxy:basicsearch>

Content-Type: text/plain

Content-Length: 0

Date: Wed, 06 Aug 2003 18:20:28 GMT

Server: Apache Coyote/1.0

List messages in INBOX:

REQUEST:

PROPFIND /ups/INBOX/ HTTP/1.1

Range: rows=0-24

Depth: 1,noroot

Brief: t

Pragma: no-cache

Content-Type: text/xml

X_UP_REFRESH_CACHE: force

User-Agent: Mozilla/4.0 (compatible; MSIE 5.5; Windows NT 5.0)
Connection: Keep-Alive

Host: localhost: 9080

Cookie: JSESSIONID=C70CD1AED7D2BE210B34D93F7ACD6935
Content-Length: 586

<?xml version="1.0"?>
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<hm i npor t ance>1</ hm i nport ance>
<m f ronPj ohnsm t h@eno. conx/ m fron> <m subj ect >Re:

wae®b/0#824Al | </ m subj ect > PCT/US2004/005577

xm

<m dat €>2003- 08- 05T23: 04: 31Z</ m dat e>
<up isdeleted>CK/up isdeleted>

ﬁoo ] nls B“%'AU? </ Dng écon e =" maitheader:"
2 $°4<Y ’ésé*/‘ﬁ”%‘if??'@?ﬁ
ﬂg Tl &L” B w%ga& ﬁh g

tat> </ D response>

<D:r esmma/e>
<D: hr eéprigiotaps/# / | ocal host : 9080/ ups/ | NBOX/ 6623909;

1</ D: heekbiddddr>pr opst at > <D: st at us>HTTP/ 1. 1 200

OK</ D: Statead’> <D: pr op>

<D: ui dSOBEsaiERYBIm3f f h9596bf 9d86873f 498</ D: ui d>

<D: i sf WQWFWI sfol der> <D: i shi dden>0</ D: i shi dden>
<hm re%fﬂt ‘ib FRm read>

<hm ha frent >O</ hm hasat t achment >

<hm i 1</ hmi nportance>
<m fr or?r@ &ﬁ%ﬁé&@ng@em conk/ m from> <m subj ect >Re:

Test JMepieREost >
<m daﬁ/[ezprzﬁﬁ)s 08- 05T23: 04: 13Z</ m dat e>
<up:<iprepfetied>0</ up: i sdel et ed>
<D: get cont ent | engt h>1241</ D: get cont ent | engt h>
<D: cogtentcl ass>urn: cont ent - cl asses: message</ D: cont ent
cI a rMou[igu>St§/usD propstat> </ D:. response>
téj"[’( HELIMBST : 9080/ ups/ | NBOX/ 6605332;
-En g Q:Rtﬂk@&> <D: status>HTTP/ 1.1 200

OK</ l—t%?l\u 2003 18:20:28 GMT
<D %Q@Pﬂ&dﬂé@aﬁﬁ)@@b9446602560814498af 29e5f 0e47</ D: ui d

>
<?xml version="1.0" encoding="UTF-8"?>
<Drmultistatus xmins:D="DAV:" xmins:up="urn:schemas:corp:universalproxy"

xmins:c="um:schemas:calendar:"  xmins:a="um:schemas:contacts:"  xmins:hm="urn:schemas:httpmail:"
xmlns:m="urn:schemas:mailheader:">

<D:contentrange>0-8</D:contentrange>
<D:response>
<D:href>http://localhost:9080/ups/INBOX/6623963;1</D:href>
<D:propstat>
<D:status>HTTP/1.1 200 OK</D:status>
<D:prop>
<D:uid>3ac59b38c08ad3356435efea144660e3</D:uid>
<D:isfolder>0</D:isfolder>
<D:ishidden>0</D:ishidden>
<hm:read>0</hm:read>
<hm:hasattachment>0</hm:hasattachment>
<hm:importance>1</hm:importance>
<m:from>Mait Delivery Subsystem &lt;MAILER-DAEMON@ao!.com></m:from>
<m:subject>Returned mail: User unknown</m:subject>
<m:date>2003-08-05T723:12:48Z</m:date>
<up:isdeleted>0</up:isdeleted>
<D:getcontentlength>3247</D:getcontentlength>
<D:contentclass>urn:content-classes:message</D:contentclass>
</D:prop>
</D:propstat>
</D:response>
<D:response>
<D:href>http:/localhost:9080/ups/INBOX/6623954;1</D:href>
<D:propstat>
<D:status>HTTP/1.1 200 OK</D:status>
<D:prop>
<D:uid>51073b22228¢2820115bc80d42e8c6ec</D:uid>
<D:isfolder>0</D:isfolder>
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wakosshseat t achnent >O</ hm hasat t achnent >

<D: i sfol der>0</D: i sfol der> <D: i shi dden>0</D: i shi dden>
<hm r ead>0</ hm r ead>

<hm i npor t ance>1</ hm i nport ance>
<m f r omraol nbrsecurity@ol . conk/ mfronp

<m subj ec}> LA i ce to ACL Menber s</ m subj ect >
<m dat e>2 '%?E%é?}&?ﬁﬁ%@ﬁ%8z</ m dat e>
<up: i sdekmhAGRsdRNB IR HLEMZchment>

<D: get corkmiihjonageb PO rola@et cont ent | engt h>

<D: cont erindilomsprmsnith@ashessmamasses: nessage</ D: cont ent
cl ass> <riD.spbjeq>Rex/TE:t fi-Af Ftrartch terddRite<era B otjet>

<D: r espof@aiate>2003-08-05T23:10:30Z</m:date>

<D: hr ef >R{Ripdeleted5@g/Hpilsdeletedra0/ ups/ | NBOX/ 6567082;

K/ D: hr ef §D¢9§Pgﬂi%ﬁéﬁﬁ>ﬂ5?5!%9%@% bergthr1. 1 200

K</ D s <[P:ﬁgrg ?Lg?,'gontent-classes:message</D:contenthass>
<D: ui daf 8c1aa91458f 40f 81f ce3b5e05</ D: ui d>
<D: i sfiplddgszls/ D: i sf ol der> <D:i shi dden>0</ D: i shi dden>

<hm rgadsiarédym r ead>

<hm haganreeaiTResamestobso/iREREOREETTePS: P</D:href>

<hm i rqibprogetate>1</ hm i nport ance>

<m f r onsRighivertIg P I 2001 </ etatasm f r onp

<m subj €&prSConi ng _Soon -ACL 9.0 Optini zed</ m subj ect >
<m dat e>39yid>1ef72533480p 1320965746177t s AD:uid>

<up: i sdef gt Ggf// sipldere| et ed>

<D: get cogyr EAEFEGT HIETP</ D: get cont ent | engt h>

<D: cont enl¢h A5gaHiA tQQQﬁrﬁ:ﬂés'a £<§hﬁ%§§>: message</ [x cont ent
cl ass> <Llh-RisBRanc bym:ﬂ% Q’\E@> </ response>
</ D: mul t &f#rdinbisRhsmith@demo.com</m:from>
<m:subject>Re: xxxFWD: Re: Test #1</m:subject>
<m:date>2003-08-05T23:07:18Z</m:date>
<up:isdeleted>0</up:isdeleted>
<D:getcontentlength>1927</D:getcontentlength>
<D:contentclass>urn:content-classes:message</D:contentclass>
</D:prop>
</D:propstat>
</D:response>
<D:response>
<D:href>http://localhost:9080/ups/INBOX/6623922: 1</D:href>
<D:propstat>
<D:status>HTTP/1.1 200 OK</D:status>
<D:prop>
<D:uid>11f1c8e69555d3397 1aea12c09be5021</D:uid>
<D:isfolder>0</D:isfolder>
<D:ishidden>0</D:ishidden>
<hm:read>1</hm:read>
<hm:hasattachment>0</hm:hasattachment>
<hm:importance>1</hm:importance>
<m:from>johnsmith@demo.com</m:from>
<m:subject>Re: xxxFWD: Re: Test #1</m:subject>
<m:date>2003-08-05T23:06:45Z</m:date>
<up:isdeleted>0</up:isdeleted>
<D:getcontentlength>1930</D:getcontentlength>
<D:contentclass>urn:content-classes:message</D:contentclass>
</D:prop>
</D:propstat>
</D:response>
<D:response>
<D:href>http:/flocalhost:9080/ups/INBOX/6623915;1</D:href>
<D:propstat>
<D:status>HTTP/1.1 200 OK</D:status>
<D:prop>
<D:uid>55bc30adfb4fb66f3d11b0416¢82b701</D:uid>
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Program Li sting #3 - Exenplary Fol der Search Request

Capabilities of folder: REQUEST: OPTIONS /ups HTTP/ 1.1
wol@s/orgent : Mozilla/4.0 (conpatible; NMSIE 5. 5PCTNUSIHNONBOSS77

NT 5.0) Connection: Keep-Alive Host: | ocal host: 9080

Cooki e: JSESSI (]\II D=C70CD1AED7D2BE210B34D93F7ACD6935

Content - Lengt h: ONSE: HTTP/ 1.1 200 K al | ow.
OPTI ONS, ﬁ@ " DELETE, BDELETE, BMOVE,
SEARCH dal% read>1</hm read>
<ur n: schefmsade@hdhméht-Y ShsabaiadmdAgsi csear ch>
Cont ent - Ipthenpottandet pl/ahimgoraicent - Lengt h: 0 Date: Wed,
06 Aug 2603roh3joRiknzi8addfho.SenvetfromApache
Coyot e/ 1<iBsabjedi>XxfWh Ral@es #1REQUESE> SEARCH / ups
HTTP/ 1. 1<Dépeh2008-08 56 bt 05B+7Zé/fﬂ date>Pr agma: no- cache
Cont ent - TYRedelqtedcPr/pisdeiRied™ Agent : Mozi | | a/ 4. 0
(conpat i B _Qetcgﬁ th-32 ! o tlepath> Connect i on:
Keep- Al j we™ class I PoiY-Clats8E MentAeP yD:conteniclass>
J SESSI Gh\ CDlAED7D28E210834D93F7ACD6935
Cont %:Télsgtﬁgg : 922 <?xml version="1.0"?>
<D. sedyeihopsgsest xm ns: D="DAV. "
xn ns: <ok RSN GBS 9080/ i sINBURBSZBO T, 0P href>
<t : basitgeptath> <D: sel ect > <D: pr op><D: UI d/ ></ D:. prop>
<D: pr opsixatuerHTgir{ ic1 2009PK=<4D: Elap50p> :
<D: pr opsXpPopt spl ayname/ ¢ /D: pro '
<D:uid>07cdf24a06f8e849754f90fe6dc bf4f</D uid>
<D:isfolder>0</D:isfolder>
<D:ishidden>0</D:ishidden>
<hm:read>1</hm:read>
<hm:hasattachment>0</hm:hasattachment>
<hm:importance>1</hm:importance>
<m:from>johnsmith@demo.com</m:from>
<m:subject>Re: Test #1-All</m:subject>
<m:date>2003-08-05T23:04:31Z</m:date>
<up:isdeleted>0</up:isdeleted>
<D:getcontentlength>1258</D:getcontentlength>
<D:contentclass>urn:content-classes:message</D:contentclass>
</D:prop>
</D:propstat>
</D:response>
<D:response>
<D:href>http://localhost:9080/ups/INBOX/6623909;1</D:href>
<D:propstat>
<D:status>HTTP/1.1 200 OK</D:status>
<D:prop>
<D:uid>0e72a3593253ffb9596bf9d86873f498</D:uid>
<D:isfolder>0</D:isfolder>
<D:ishidden>0</D:ishidden>
<hm:read>1</hm:read>
<hm:hasattachment>0</hm:hasattachment>
<hm:importance>1</hm:importance>
<m:from>johnsmith@demo.com</m:from>
<m:subject>Re: Test #1</m:subject>
<m.date>2003-08-05T23:04:13Z</m:date>
<up:isdeleted>0</up:isdeleted>
<D:getcontentlength>1241</D:gefcontentlength>
<D:contentclass>urn:content-classes:message</D:contentclass>
</D:prop>
</D:propstat>
</D:response>
<D:response>
<D:href>http:/localhost: 9080/ups/INBOX/6605332;1</D:href>
<D:propstat>
<D:status>HTTP/1.1 200 OK</D:status>
<D:prop>

'd‘Q<
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</ D: sel ect> <D: fronr <D: scope> <D: href>url</D: href>
<D: dept h>1</ D: dept h> </ D: scope> </ D. fronr <D:. wher e>
wo e 824D: pr op><D: cont ent cl ass/ ></ D. pr op> PCT/US2004/005577
<D:literal >urn:content-classes:nmailfolder</D:literal >
</ D.eqg> </ D vvhere> </t: basi csearch> </ D: sear chr equest >

RESPONSE, 11 agb& 200 MM Ll Shatats. oont ent - Type:
text/xm _ | a é R &1%wed, 06 Aug
2003 18: 2 &en> Apache Coyote/ 1. <?xn1

ver si on= ﬂmgeademmfe@g," UTF-8"?> <D: nmul ti status
xm ns: D=<bAMasattachment>0</hm:hasattachment>

xm ns: up=Huinpostatterbshre:ofipartativey er sal pr oxy"

xm ns: c=*mfrermsedimbnascudty@zntam</m:from>

xm ns: a <mrsnbjg<éh%¢ur§y N@ﬁ@&bﬁ@- Members</m:subject>

xm ns: %Q?é"r?ﬁé”m?t Q¥R /m:date>

xnl n Epr %ﬁ %];g% r:"> <D response>
<D href> </.D. href >
e 42 H??eiﬁfﬁﬁgé%ﬁﬁ’t%’{t‘g?ﬁip
<D prO,QB S[Jeu>d>c90d66b2362a1a0bc3df 1852021

a6f 634¢>Eésy¢r@a>

<D: coitresgonserss>um cont ent - cl asses: mai | f ol der </ D: cont e
nt cl asP:hreBhith:Hplabvpst 00 INBIXO X708 /B yiresTe >
</ D. proppropstdl> pr opst at ></ D: r esponse>
<D:status>HTTP/1.1 200 OK</D:status>
<D:prop>
<D:uid>f47b72c8c1aa91458f40i81fce3b5e05</D:uid>
<D:isfolder>0</D:isfolder>
<D:ishidden>0</D:ishidden>
<hm:read>0</hm:read>
<hm:hasattachment>0</hm:hasattachment>
<hm:importance>1</hm:importance>
<m:from>aolmemberinfo@aol.com</m:from>
<m:subject>Coming Soon - AOL 9.0 Optimized</m:subject>
<m:date>2003-07-25T21:15:22Z</m:date>
<up:isdeleted>0</up:isdeleted>
<D:getcontentlength>10012</D:getcontentlength>
<D:contentclass>urn:content-classes:message</D:contentclass>
</D:prop>
</D:propstat>
</D:response>
</D:multistatus>

Program Listing #3 - Exemplary Folder Search Reguest

Capabilities of folder:

REQUEST:

OPTIONS /ups HTTP/1.1

User-Agent: Mozilla/4.0 (compatible; MSIE 5.5; Windows NT 5.0)
Connection: Keep-Alive

Host: localhost:9080

Cookie: JSESSIONID=C70CD1AED7D2BE210B34D93F7ACD6935
Content-Length: 0

RESPONSE:

HTTP/1.1 200 OK

allow: OPTIONS, PROPFIND, MOVE, DELETE, BDELETE, BMOVE, SEARCH
dasl: <urn:schemas:corp:universalproxy:basicsearch>

Content-Type: text/plain

Content-Length: 0

Date: Wed, 06 Aug 2003 18:20:28 GMT

Server: Apache Coyote/1.0
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<D: response>

<D: href>http://1ocal host: 9080/ ups/ VO CE- MAI L/ </ D: hr ef >
w2t at > <D: stat us>HTTP/ 1. 1 200 OK</ D: st ap@BE¥S2004/005577

<D: pr op>

<D: ui d>cabbce34709ab79d2ad2d5334d998272</ D: ui d>

<D: content cl ass>urn: content -cl asses: mai | f ol der </ D: cont

ent %})ﬁq spl ayname>VO CE- MAI L/ </ D. di spl aynane>

</ D%pr %Bi < épr opstat> </ D:response> </ D:nul tistatus>

Pr ogtEgodgTsti ng #4 - Exenplary Configuration File

<r e SSHARC® /ups HTTP/1.1

contEpthcll,agsst’ ur n: cont ent - cl asses: nmai | f ol der ™"

j avétehits="com t eanon. pr oxy. dat a. i npl . Mai | Fol der | npl "

res;ﬁﬁ@ﬂ?@ca@-ﬁ@ﬂar ation="0" cachest rength="0'> <r equest

nmet tenRype <header nane="Brief value="t" />

<he 8F'A9F£'Fn%él°z @Pé‘fﬂnp?%%'ms\/%? éeW'nfi%Wﬁ@) /| > <header

nang=  PEp| "1, noroot"/ > <header name="Range"

val 0 r
i bhgagtend
nanme="X_ UP_ EFRESH CACHE" val ue="force" />
<bodpxmlveSBAFA[0"=?xm ver si on="1. 0" ?> <D: propfind

xm P darcAyiest xnhsnB="DrAw." lxmms$€§'hmmalsa:ni‘ﬁstcprmiajnivér"salproxy">
xm nsthesiagearclyzchemas: mai | header :

xm ns: tgeladn: schenas: t eanon: uni ver sal proxy"> <D: prop>
<D: ui d/ iD RiopT - /g e/Ppsop>

D:prop><D:contentclass/></D:prop>
<D prop><D:displayname/></D:prop>
</D:select>
<D:from>
<D:scope>
<D:href>url</D:href>
<D:depth>1</D:depth>
</D:scope>
</D:from>
<D:where>
<D:.eg>
<D:prop><D:conteniclass/></D:prop>
<D:literal>urn:content-classes:mailfolder</D:literal>
</D:eq>
</D:where>
</t:basicsearch>
</D:searchrequest>

RESPONSE:

HTTP/1.1 207 Multi-Status
Content-Type: text/xmi
Transfer-Encoding: chunked

Date: Wed, 06 Aug 2003 18:20:28 GMT
Server: Apache Coyote/1.0

<?xml version="1.0" encoding="UTF-8"?>
<D:multistatus xmins:D="DAV:" xmins:up="urn:schemas:corp:universalproxy"
xmins:c="urn:schemas:calendar." xmins:a="um:schemas:contacts:" xmins:hm="urn:schemas:httpmait"
xmins:m="urn:schemas:mailheader:">
<D:response>
<D:href>http://localhost:9080/ups/INBOX/</D:href>
<D:propstat>
<D:status>HTTP/1.1 200 OK</D:status>
<D:prop>
<D:uid>c90d66b2362a12a0bc3df1852021a6f63</D:uid>
<D:contentclass>urn:content-classes:mailfolder</D:contentclass>
<D:displayname>INBOX/</D:displayname>
</D:prop>
</D:propstat>
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<D: i shi ddep/ > <hm read/ > <hm hasattachnment/ >

<hm i nportance/> <m from > <m subj ect/> <m date/ >
wopsiosstet et ed/ > <D: get cont ent | engt h/ > PCT/US2004/005577

<D: contentcl ass/> </ D: prop> </ D: propfind> ]]> </body>

</request> </resource>THAT WHHCH IS CLAIMED IS: 1. A

commupi.cations systemconprising: a plurality of data

stora</bi%§ﬁss§§s each using at |east one of a plurality

of dif kehrBInPPBEME DBl RESIARRIMEB! Tty Of

nobi | e<mbiopbt@SS communi cations devices for accessing

sai d dakp:sgtesRUP/IeY0CeR</BREIRACH Using at | east one

of the pbpreaabity of different operating protocols; and

a pr ot oc ob:idrtanbtebd 20Tk VAd2ed 16 BRAIDSA2AZK/BLukiF ONt - end

proxy nodRicenitmelasspyrmeatteniciapgpsivalioldseiRicopleniclsst y of

mobi | e wiPéiseg¥naEiMRIGECAALGS digriapna®e™ usi ng

respecgﬂpéor erating protocols, and a protocol engine

modul g @ PEGHuni cating with said plurality of data
stor -ﬁ%ﬂ?ét‘éh&es using respective operating protocols,
said front-end proxy nodul e and sai d protocol engine
nodul e contuni cati ng using a

Program Listing #4 - Exemplary Configuration File

<resource
contentclass="urn:content-classes:mailfolder"
javaclass="com.teamon.proxy.data.impl.MailFolderimp!"
responsecacheduration="0"
cachestrength="0">

<request method="PROPFIND">

<header name="Brief" value="t" />

<header name="Content-Type" value="text/xmi"/>

<header name="Depth" value="1,noroot"/>

<header name="Range" value="rows=%$rangeStart$-$rangeEnd$"/>
<header name="Pragma" value="no-cache"/>

<header name="X_UP_REFRESH_CACHE" value="force" />
<body><I[CDATA[
<?xml version="1.0"?>
<D:propfind
xmins:D="DAV:"
xmins:hm="urn:schemas:httpmail:"
xmins:m="urn:schemas:maitheader:"
xmins:up="urn:schemas:teamon:universalproxy">
<D:prop>
<D:uid/>
<D:isfolder/>
<D:ishidden/>
<hm:read/>
<hm:hasattachment/>
<hm:importance/>
<m:from/>
<m:subject/>
<m:date/>
<up:isdeleted/>
<D:getcontentlength/>
<D:contentclass/>
</D:prop>
</D:propfind>
>
</body>
</request>
</resource>
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common interface protocol able to represent a desired

nunmber of protocol -supported elenents for a desired
woep@sats2my protocol. 2 . The conmuni cati ons sSyRCBEISWN4/005577

Caim1l wherein said plurality of data storage

devices, said plurality of nobile wreless

comruni cati ons devi ald protocol _interface
devi ce process el ecfﬁ%%i@gﬂ%?ﬁ% e‘g]i‘MWDnJé_%‘sages. 3.
The communi cati ons s ysh@Mralca@in® Lk yereidd8 sing:

common interface protocol is able to“represent all
prot ocol - suppoitlet-adlidivemtis deda strostyecajsatilaes each

oper at.i t . 0 ni_gati ons. sy.st.em of

& A SR o EapIe Tt oo o Ses

Qut lopak-Wim AgaesodoM8d) . 5 . The comuni cati ons
systemof Claim 1 wherein the conmnon interface . ‘
protocol is b&s&EtWFonty WbMobdded vdirstassucegmunications
aut [eriiRG ANV ARG CUEBDAY) PEALOG aeviBIR and
comuni cati ons system of Claim 1l wherein sai d ‘obi | &

Wi r S2eds usdmeu ditc disiasrts odevicfesheepd vaedesy oEqUEStferent

and J §L&l0 S Id.dat g stqrage devices send data
responsi vé to-access réquests. 7 . The conmunications

system of O aiampaheiceion tihecageess deequestonpRinge
at | east one authentication request. . The
communi cati ons systPehreRtCrRRANPZORNemed lendoat | east

one aut hent i Cakhaf-heduesh GIRRMLSES Bilyeh:iqentl f[hel)
and a user password. 9 . The comuni cati onsS systemo

d ai m 7 wher ewaratlelssasbmoneicktiand datvacstonadeg
devices is fo&eelecgnonic nail.ée-nail) nissages; and
wherein sai d Af PESSt 'SnE8PSEEFAGE HEOFCECTE2pBAlds t o

the at |east one aut bestbeali 8AgheauasHuWet Fog root
folder and target e-mailbox capabilities. 10. The
cormmuni cat i onSCRYPENERAGLTE Hiff1said plurality of data

storage devices using respective operating

protocols,
said front-end proxy module and said

protocol engine module communicating using a

common interface protocol able to represent a

desired number of protocol-supported elements

for a desired operating protocol.

2. The communications system of Claim 1
wherein said plurality of data storage devices, said
plurality of mobile wireless communications devices,
and said protocol interface device process electronic
mail (e-mail) messages.

3. The communications system of Claim 1
wherein the common interface protocol is able to
represent all protocol-supported elements for a most

capable operating protocol.
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wherei n said protocol interface device generates an
error responsive to at |east one non -supported
woep@satsny protocol. 11. A protocol interface BPEWUIS®04/005577
for interfacing a plurality of nobile wreless
comuni cations devices with a plurality of data
st orage devic zf’ hf}?m)b' le w reI ess comruni cati ons
ata st

devi ces and d QIR R Bath TR AT 1 Esim 3

one el Mrahd tivo Hf @éﬁaﬁ@f@%r&%@f'é@n C%é)é:%&lo k Web
the protocol interface device conprising: ront-end

pr ongcml €O%h) - comuni cating with the plurality of

nobil e wirel ess COI‘%‘H!QI cations devices u

respective opZSr'ati ng protocol s and spyrgied%ocif éngtie 1
noduttes fein cdremutnesdn nightd # e dd e RIts 1l tis Wfaddtd aipon a

st or.age .devi u3|ng respectlve operati ng protocols;
sai '35 GHR eé#cmﬂf SR 19 ATt stegesiondmgl ndiebDAV)

Mo d Uyl e N catl ng usi ng a conmon interface protocol
able to represent a desired nunber of protocol
-supported el évent SLHeorccnmiesii qaad coye rsats tregn priotdedim 1

the ‘FEF r°§8§’a°lo4 e Bt un Rl e Herayes
of ma %Mefs&d eSENROURNIGAT oS deVicas Bl HRge

-end nodul e, and said protocol engine nodul e

pro %ﬁ%ld@%lqe%ﬂﬁwe) Yo SSa5Es. TERUSHS -

pr ot ocol i nt erf ace qggvi ikl

common interface protocol 1s gb e tnc])S rg@rese%tft gﬁalm 6

pr ot‘f@@ﬁewsd:[b@oratoeﬁasa ecrm_rmt%tfsorcoalprmsste capdkiaet one
ope %11%0%%%%' 14. The protocol interface device
a| BT Serdl f SHESCormon i nterface protocol is

based upon a \8b - @&%e@oﬂt@h&lcﬁ%tl%%sa%%Q%&nn%fa@ialm 7
verS| oni ng WebDAV) protocol. 15. A nethod

i nt &re& Splir AP SRenBitheniiLcaltdéos request
CO”QHH&&%%‘%”% devicasiowictif a Plyrali ty .. password.
9. The communications system of Claim 7

wherein at least one of said data storage devices is
for electronic mail (e-mail) messages; and wherein said
at least one storage device responds to the at least
one authentication request with a root folder and
target e-mailbox capabilities.

10. The communications system of Claim 1
wherein said protocol interface device generates an
error responsive to at least one non-supported
operating protocol.

11. A protocol interface device for
interfacing a plurality of mobile wireless
communications devices with a plurality of data storage
devices, the mobile wireless communications devices and

data storage devices each using at least one of a
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of data storage devices, the nobile wreless

communi cati ons devices and data storage devi ces each
waigiongies7 | east one of a plurality of differenPCT/US2004/005577

operating protocols, the nethod conprising:providing a

front -end proxy nodule for comunicating with the

pl ural.i f _nobile.wreless communi cati ons devi ces
usi ng L#J;e‘_j}s/lplgccxf i?/]g M%‘?rhtg Bt & PIRRAU g e
pr otmes sy e st JaFi OMBBAYCali g Wi th the

plurality of data storage devices using respective

oper ating protlocdolRt i drmsihgadel o riomt ceemtiprastying
modyy e rand, d Fellelefe] e mdul e t o conmuni.cate
using a com*g%%t el%gcoeﬁgr%)tq&cég&la ﬁe‘LeestSo FEPrBEEHit Lens
desidesti qranheringf mrsgteaddlve syfepertied; o) @it ;0
desired operatin rotqcol . 16. The nethod of C aim

15 wherein thé G4y O Rs Fostdeade el aatd ng
pl unaltt ref gIeidie i I8 s 20 BN LAl NT devi a8

the front -end proxy nodule, and the protocol engine

nmod HISERSEdess oslegetrion enediocoles nail) nessages. 17.

The net hod of .y serein the co n _interface
protocol is abslgéﬂt o@r%glg\rl\%ggnlt&gﬁy pr6t @olan-dsﬁﬁdgr Pggtocol

el emengtisiel oroda lrp stomeapallae iopge hatingg aprrei@edl int8rface
The e hod . of glain115 wherein the common interface
pr of6EG°PC BRIED tRpSPLSHER - Basied 1diest iuBtread of

aut peoitde cand uyebsiedl Bd nW8RRAY), PLOotReAl 419 e?at'ng
conmput er -readabl e nedi um havi ng conput er -exegu gbre
md&Fe$OFer -i nterfacing a plurality of nobile wirel ess

conmuni cati ons ~devi.ges with a.plurality of data ,
st or age deviczgf tEggnggkﬁgcﬁ%réPE§§f8%ﬁnﬁﬁW&S?iBEsClalm
devildeghandidatacspanageidevbeesaeachtushpg akvheast the
one of a_plurality of different operating protocols,
thePEBﬁﬁ&EEV OfeHERBIE HedPhRSEoRPIMENAGaAiPRENEevEAES,

proxy i ApdubettehaCerRUY £8LLRY, and said protocol engine
module process electronic mail (e-mail) messages.

13. The protocol interface device of Claim
11 wherein the common interface protocol is able to
represent all protocol-supported elements for a most
capable operating proﬁocol.

14. The protocol interface device of Claim
11 wherein the common interface protocol is based upon
a Web-based distributed authoring and versioning
(WebDAV) protocol.

15. A method for interfacing a plurality of
mobile wireless communications devices with a plurality
of data storage devices, the mobile wireless
communications devices and data storage devices each
using at least one of a plurality of different

operating protocols, the method comprising:
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with the plurality of nobile wrel ess conmunications

devi ces using respective operating protocols; and a
Wee@socsah7 engi ne modul e for communi cating w t hPCTES2004/005577

plurality of data storage devices using respective

operating protocols, the front -end proxy nodul e and

the protocol engine,modul e.comruni cating using a
com“rgn interfa%lgo%%%%%%oﬁ‘ %’b‘?rét"t%mi?éb?%}%ﬁ‘ﬁo%%o%sﬁ‘?—‘éd

numrbesmoin PEOE 00D w HSU PR Led.ed BrBptSe fido @ 681 felh 55
operating protocol. 20. The conputéer -readable medi um
of & R fe Rt ursilng yrefpaitivestarageing
devigess lurality of nobile wreless
connuniég%?§%£ devices, the front -end proxy nodul e,
and the protogutownyime ampdtdie@locess e eeiqon dwmi |

- nal . . .21. Th t -readabl e nmedi um
o G IS SHaRb ¥ Ehe RO Mg A it (e 6 o S euiagan
abl eidva deapriasent ldpdtahrc ApsrSHRRY o &l et s for

a nost capabl e operating protocol. 2Z. "The conput er
-readabl e nediGdHSEMOtdienirenihrensl prichky cotiuire and the

o EA TR SR B RN SR Rl » comor

proﬁa¢@nface protocol able to represent a desired number
of protocol-supported elements for a desired operating
protocol.

16. The method of Claim 15 wherein the
plurality of data storage devices, the plurality of
mobile wireless communications devices, the front-end
proxy module, and the protocol engine module process
electronic mail (e-mail) messages.

17. The method of Claim 15 wherein the
common interface protocol is able to represent all
protocol-supported elements for a most capable
operating protocol.

18. The method of Claim 15 wherein the
common interface protocol is based upon a Web-based
distributed authoring and versioning (WebDAV) protocol.

19. A computer-readable medium having
computer-executable modules for interfacing a plurality
of mobile wireless communications devices with a
plurality of data storage devices, the mobile wireless
communications devices and data storage devices each
using at least one of a plurality of different
operating protocols, the computer-readable medium

comprising:
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a front-end proxy module for communicating
with the plurality of mobile wireless communications
devices using respective operating protocols; and

a protocol engine module for communicating
with the plurality of data storage devices using
respective operating protocols, the front-end proxy
module and the protocol engine module communicating
using a common interface protocol able to represent a
desired number of protocol-supported elements for a
desired operating protocol.

20. The computer-readable medium of Claim 19
wherein the plurality of data storage devices, the
plurality of mobile wireless communications devices,
the front-end proxy module, and the protocol engine
module process electronic mail (e-mail) messages.

21. The computer-readable medium of Claim 19
wherein the common interface protocol is able to
represent all protocol-supported elements for a most
capable operating protocol.

22. The computer-readable medium of Claim 19
wherein the common interface protocol is based upon a
Web-based distributed authoring and versioning (WebDAV)

protocol.
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