METHOD AND DEVI CE FOR A LI GHT HOST MANAGEMENT PROTOCOL ON MULTI CAST CAPABLE
ROUTER CROSS- REFERENCE TO RELATED APPLI CATI ONS This application clainms
priority to Provisional. Application Serial No. 61/227,027, tiled July 20,
2009. The present Application is related to a co-pending Application with
Serial No. 12/506, 108 titled "Efficient Host Managenent Protocol on Mlt

i cast Capable Router,” filed on the sane date as the provi si onal
application. 10 TECHNI CAL FlI ELD Enbodi ments of the present invention
rel at e MBTHODSHND EEVICY FORMAGIEET MOBT iMANBGENDANBRUTOADE ON. MEIECh$T CAPABLE
enbodi mBe¥HROf the invention relate to efficient nmanagenent of host
requests for source data over a multicast network. 15 BACKGROUND The
use of nulticast protocols and the adm nistration of networks inplenenting
mul ti cast protocols are expanding to support new technol ogi es such as

I nternet Protocol Television (IPTV) and OH demand vi deo. These networ ks
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requested fist of sources to a nulticast routi ng protocol (MRP) to
establish the routing of each requested source to the respective hosts. The
MRPs i nclliide HEoHOH6IAL FiebPndent Mul ticast (PIM. In some instances, the
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interest list is received froma host Thjs causes the MRP to reprocess
management of host reguests for source data over a multicast network.

15 BACKGROUND
The use of multicast protocols and the adnumstration of networks fmplementing
muiticast protocols are expanding 1o support new technologies such as Internet Protocol
Television (IPTV) and on demsand video. These networks utilize set top boxes (8TBs),
also referred to as hosts, which request data from a list of sources that are specified by
20 the STBs. The sources are data sources that are avatlable over a multicast network such
as IPTV chamnels. These sources can be streamed using mudticast to any number of
hosts.
The STBs send their hist of sowces that they are requesting to receive through
the multicast network via a host management protocol (HMP). HMPs include Internet
25 Group Management Protocol (IGMP) and Multicast Listener Discover (MLD). These
protocols then communicate the requested list of sources 1o a nuulticast routing protocol
{MRP) to establish the routing of each requested source to the respective hosts. The
MRPs include Protocol Independent Multicast (PIM). In some instances, the requested
source interest list is wansmitted through an L2 snooping device to a multicast router
30 that execaotes the MRP.
The HMP communicates the entire hist of requested sources 1o the MRP each

time a soprce intervest list is received from a host. This causes the MRP to reprocess



-2- sources that it has previously received from the HW.. There are two

| ists of sources that can be provided, by the HW to the MR P. One |ist of
sources is a set of sources to be included (1.e., the host is requesting
that these sources he sent to it) and the other list of source is a set of
source to he excluded (i.e., the host is requesting that these 5 resources
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20 SUMMARY
Embodiments of the wvention include a method for reducing computational
and/or bandwidth requirements in a network including a muolticast router and a layer 2
network element by efficiently communicating requirved source state information. The
method comprises receiving at the layer 2 network element, executing a modified host
25 management protocol, a source interest list from a host over a multicast network, the
source interest hist to identify at least one multcast source to be one of excluded or
included from routing to the host. Responsive to the step of recetving, the layer 2
multicast network element transmits a message to the multicast router, the message
formatied to be processed by a multicast routing protocol on the multicast router after a
30 protocol header is removed by a light host management protocol on the multicast router
without anv additional processing. Responsive to recelving the niessage at the multicast

rowter, the Light host management protocol removes the protocol header and sending the



Enbodi ments of the invention include a. network with reduced conputati onal
or bandwi dth by efficiently comrunication source state infotmation
conptising a host 5 device to -track a first source interest |ist based on
user input and to transmt the source interest |list over a nultica. st
network to a first network el enment, wherein the source interest list to
identify at | east one nulticast source tobe one of excluded or included
fromrouting to the host. A first network elenment in comrunication with the
host device over a multicast network executes a inodified host nmanagenent
protocol, thenetfenodhd madichasbuimnagenent peod ogelf nlurigsnanales tabaBssage
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mformation. The network element comprises a modified host management protocol

25 component to recetve a source interest list from a host over a network. The modified

host management protocol compenent to generate a message based on the source

tnterest list. The message formatted to be processed by a muolticast routing protocol

after a protocol header is removed without any additional processing. The modified

host management protocol component to transmit the message 10 a second network

30 element executing a hight host management protocol and a multicast routing protocol to

alter a set of multicast sources to be routed to the host



10 header in the multicast router. The nmessage is provided with the

prot ocol header renoved to the nulticast routing protocol. A set of

mutt: Mast sources routings are altered to the host based on the nessage by
the nulticast routing protocol. BRI EF DESCRI PTI ON OF THE DRAW NGS 15The
present invention is illustrated by way of exanple, and not by way of
limtation, in the figures of the acconpafying drawi ngs in which |ike
references indicate simlar elements. It should be noted that different
reterences to "an" or one enbodinent in this disclosure are not necessarily

to the same enbodiiremidimamd ubh inehenenadadimaneciabd lfeasiducopecontiusddoanl,
when a particul ar feature, stncture, or. 20 characteristic is described. in
connect i on widH 05 RARHHEH RRHTCTGES plmallipwt teuag. Tramcthpd pemppisasireref ag at
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nessage. from routing to the host. The light host management protocol removes the protocol
10 header in the multicast router. The message is provided with the protocol header
removed to the multicast routing protocol. A set of nlticast sources routings are

aftered to the host based on the message by the multicast routing protocol.

BRIEF DESCRIPTION OF THE DRAWINGS
15 The present invention i3 illustrated by way of example, and not by way of
hmitation, in the figures of the accompanving drawings in which like references
inclicate similar elements. It should be noted that different references to "an” or “one”
embaodintent 1 this disclosure are not necessarily to the same embodiment, and such
references mean at least one. Further, when a particular feature, structure, or
20 charactenstic is described in connection with an embodiment, 1t 1 submitted that it s
within the knowledge of one skidled m the art to effect such feature, structure, or
characteristic in connection with other embodiments whether or not explicitly
described.
Fig. 1 is a diagram of one embodiment of a network for host management and
25 multicast routing.
Fig. 2 15 a flowchart of one embodiment of a process for source mterest list
processing.

Fig. 3 is a flowcharnt of one embodiment of a process for source inmterest list

Processing.
30 Fig. 4A is a diagram illustrating one embodiment of a standard HMP message.

Fig. 4B is a diagram illustrating one embodiment of a group record in a

standard HMP message.



DETAI LED DESCRI PTION 5In the foll owi ng description, nunmerous specific
derails are set forth_ However, It is understood that enbodi nents of the
invention may be practiced wi thout these specific details,. In other

i nstances, well-known circuits, structures and techni ques have not been
shown in detail in order not to obscure the understanding of this
description. It will be appreciated, howeVér, by one skilled in the art
that the invention nay be 10practiced w thout such specific details. Those
of ordinary skill in the art, with the included descriptions, wll be able
to undue experi meriigt 8oB.a diagram illigradperoaki @nisrdahetthel b effidiagigastivi |
exenpl ary enbodi nents of Figure L Howevei 15 operations of flow diagrans.
can be perfor'Hed?%y enbodi nents of the invention other than those discussed
with reference to Figure 1, and the enbodi nments di scussed with reference to
.Figure | can performoperations different than those discussed with
reference to PHEAILBW WESGRARTION Figures 2 and 3. The techni ques shown in

the figures can be ipplemented using code and dafa. 20 stored and.executed
on one_or oot o el dei PO BV EEaTEE: GUoH S GRE St AFOhSeh Bt o Howr Ghent
etc.). Such g} eChaQMSod Ah GORORNARs 3P GnC AHTIHAML &G §d gﬁa@ﬁ&%ﬂ Lnandinese

with other electronic devices over a network) code and data using

machi ne- r eadapt@iimddiads. Busherassinmehi wdl-keadabraiiist orayecsredi techpeiugs have
magnetic disks:, optical disks, randomaccess menory. read only. menmory- and
dash memory AR PEEs O RG ens A Po e TR il s Erdipani ¢
devi ces typi gakdiyl Henglpuelarad SRbve@tr Qyenil sSHIFEIDIHRCES H0k ShE aliphesh hayane or
nmore ot her. conponents, such as one or nore storage devices, riser
i nputi ni tfut faestice@svitheny sychaspesifisodatalls. alhegen’ elinaen skidingy e at. drigpriay) |
and. network ,cappec h}Qﬁﬁ{z N & GOHP LG OF LG RE Eig;g)l]::i :nggtqcﬁﬁ&%n%%i ndigbher
conponents is (fypl cal Ty through oné or mor Usses” ahd  bri ges | so terned
as bus contr alide¢ syperiblk@t:sivor age 30 device and sinnals carrying the network
traffic respectively represent, tFne or nmore machi ne-readabl e storage nedi a
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and machi ne- r eadabl’® WRSHHINF CAt PO ANEEREIPHYE! be Hlsse s ayih aeeieaeE ot Ui
gi ven el ectr oRLesdey aholiitalh igher 85 8od& Fandiiudal aunki®hiood that the
15 operations of flow diagrams can be performed by embodiments of the invention other
than those discussed with reference to Figure 1, and the embodiments discussed witht
reference to Figure 1 can perform operations different than those discussed with
reference to the flow diagrams of Figores 2 and 3,
The techniques shown in the figures can be implemented using code and data
20 stored and executed on one or more electronie devices (e.g., an end station, a network
etement, eic.). Such electromic devices store and communicate {internally and/or with
other electronic devices over a network) code and data using machme-readable media,
such as machine-readable storage media {e.g., magnetic disks: optical disks; random
access memory; read only memory; and flash memory devices; phase-change memory).
25 In addition, such electronic devices typically include a set of one or more processors
coupled to one or more other components, such as one or more storage devices, user
mputioutput devices (e.g., a keyboard, a touch screen, andfor a display), and network
connections. The coupling of the set of processors and other components is typically
through one or more busses and bridges (also termed as bus controllers). The storage
30 device and signals carrying the network wraffic respectively represent one or more
machine-readable storage media and machine-readable communication media. Thus,

the storage device of a given electronie device typically stores code andior data for



execution on the set of one or nore processors of that electronic device.
O course, one or nore parts of an enbodi nent of the invention may be

i npl enented. using different conbinations of software, firmvare, andl or
har dware. As used herein, a network element (e.g., a router, swtch,
bridge, etc.) is a piece 5 of networking equipnent, |nclud|ng hardmare and
software, that conmunicatively i nt er connedr's ot her equi pnent on. the
network (e.g., other network elenments, end stations, etc.). Sone network
el enents are "nultiple services netmork el enent s" that provi de support for
mul tipl e net waekitig dhtthetdrefisngd e Qose rotdskarg ot thad dgitngic dwiidec Bh@urseayer 2
aggregation, session border control, nulticasting,, and/or: sybscriber -10
managenent ), AHEPBLLEF 6V rasnbaiset of B wrttiogma\abfprm@afe%tﬁd giew%fégm
(e.0., data fihenioRNOr Wiidleed fusMRRELLBEE %%Ei%la{%t ations (e.g., servers,

wor kst ati ons, |'aptops, pal mtadps, ones, smart phones, mul ti medi a
phones, Voi ce Q/er Ad mteérhae:un I%rrmtmdxle t(m/@tlﬁz k.. phones swpdr thaldhe aveisa piece
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provi ded on Wjfkidhedy 'oY@tx‘ecq{ll QI K ENPNSv Rl 8E leal SN bRk NYGRARY, - entihe
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(e.g., serverstawdssttal.i Ongy ngsbohglngettoas smlvvicemmecowtxm L’[!memdelhcﬁor
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(e.g., server_end. stations). 25The enbodi nents of the present invention
provi de a syst EHPY BBPURSy 10O %‘Hﬁ RHH G (B MEIth RPHER B HE aPRtARR $OBES t he
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host sends a nessage ‘containing group record relate sl ow processi ng
time i nddéi ngroeliay ohnvitivg pmsttaemtandxxl @ngm) mrdpqdl mgﬂwt Iﬂm’sex(l ihe cnnmme
required to chg e bet ween sour C! 367) Lﬁ y _havin Eer or : |
redundant pr GEELEITHYT0 BX YL YSHYEEY ’&e‘m‘w‘r’ t_tS ﬁ‘f P‘ﬁ %W&oh“f%‘ ot
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turn requires sendi ng control msssages froman 1,2 network. "el ement.
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25 The embodiments of the present invention provide a system, network and
method for avouding the disadvantages of the prior art including: duplication of
tnformation, processing each time a host sends a message containing group record
related data, slow processing time inducing delay mn the system and longer ‘zapping’
times {i.e., time required to change between sources) caused by having to perform

30 redundant processing to extract source identification mformation from message, and a
requirement to refresh state data for the routing tables in tum requires sending control

messages from an L2 network element.



10 source interest list and indicators for the type or routing update
needed that can he passed to the nulticast routing protocol, and inproved
zapping tinmes due to overall network and system efficiency. In
addi tion, other enbodiments of the present invention provide a system

net wor k and met hod for avoiding the disadvantages of the prior art

i ncluding, 15 duplication of informationprocessing each time a host:
sends a nessage contai ning previously received sources: creation of two
lists (i.e., include lists and. exclude lists) when sending source

i nformation, poor Heamingidees bdthehevdnabgevakate tiess disademtdgst by using enly
vulnerablllty tQ denial of service attacks by repeated. sendi i.ng of lar rge
source |ists,? Ry fﬁP@éé%‘sFWBi‘»ti?tr%ﬁU‘iLﬁéF%ﬁth\g%éﬂ’ agfnwﬁs H@nwélfiéﬁada%fhwlonger
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These enbodi nents o e I nvention overcone vant ages
i dentifying dbtfier ehbesnddianvders wauepers aalygrestsih ¢ sha éﬁeiﬂr’?ﬁﬂ ti)rmm dm)s;t S
and a source Et at .at network e ces

ment Onl t differ
o o PR 4Bt Ml e LT TE b e Vah S ool MRt REiRs Pk tige

routing protogel prohhis MEONMHERR ! MehRktowhog Lf%"?zcﬁfjgﬂﬁﬁt:@;ﬂﬁsduw Qvoiding
ef ficient proceSS| ng due to avoi di ng processing and transmssion or sharing

of duplicate prme@m&tﬁménmrsmmgimf @reﬁbdpmgcés@lmlgationktrw@nwultmqimasg as owitigng
prot ocol by RILOV r.ce ipteres

P otace, ot antihed ot minfotish el Tt FhP & R Srulieat Bhetadiv il co
state and soufe&séing ehest kdistHlpf @ pREGDR ienhanRcaspreatsiid nenal! edhby

i gnoring redundant, source interest lists, 30i roved zappi ng tinmes due to
overal | rét mfwcanatewgﬂsefnﬁ@f fridegakia yor fectype Or gogfingi wileimieriedglat can be

b networ ks AP s Blesl PRk THRORETE RN B 58 7%!%1”*‘”' AP 4587

set top boxesel&hiBahd dlteranticiqicyi | ar conponents.. A 'set.' as used herein
refers to any p05|t|ve whol e, nunber _of |te i ncl ud| ng one item The
imilticast sub nethordedtion aber1gEbetimpREte %etlﬁé‘q%ﬁﬁ‘cﬁ‘x’é‘ﬁﬂsP‘BT*ﬁ?rfb‘b%?em
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conbi nati ons thereof The nulticast sob networks HA- 113C'can ocaf ar ea
net wor ks 1GLANBI icaricdecfaméanmebagrkss{ivANS) tiswch hasr telnds lantessagd pommmnw
sim |l ar networks. he networ ks 113A-113 i ncl ude .a y conbi nat|

W red or i 1 AT OPURENE LD SO SIS i ond Ay a8 Sgiinde i)
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117 can be any type of host device for managing the delivery of
vulnerability to demal of service attacks by repeated sending of large source lists, slow
processing time inducing delay in the system and longer “zapping” thmes {i.e., time
20 required to change between sources).

These embodiments of the invention overcome these disadvantages by
identifving differences between source mterest lists received from hosts and a source
state at network element. Only the differences between the source interest list and the
source state are provided to the multicast routing protocol. This provides the following

25  advantages: more efficient processing due to avouding processing and transmission or
sharing of duplicate information, sunplified processing for the multicast routing
protocol by providing it only a single smaller sovree mnterest list to process, scalability
due to only processing the differences between source state and source interest list
information, enhanced security enabled by ignoring redondant source intersst lists,

30 mproved zapping times due to overall network and system efficiency.

Fig. 1 is a diagram of one embodiment of a network for host management and

multicast routing.  The petwork includes a set or sources 101, a multicast network



source, data to a User. An exanple of an SIB is Consol e device for
delivering Internet Protocol Television ("PTV) to a user. STlis 11.7 Can
i ncl ude consol e devi ces, gaining devices, desktops, workstations, digital
vi deo recorders (DVE, $), optical disk playback devices (e.g., digital
versatile disc (DVD) players), handheld devices, cellular phones 15 and
simlar conputing devices. These devices 5&ecute software or include

har dwar e conponents that manage the user experience and generate requests
for any nunber of data. sources 101. These STBs 117 or 'hosts'
generate a |iistludheSauiticss iubaﬁetﬁbﬁq 13M-erHSt a rhidtidastS@Nite 003 S OOrG@work
interest lists' that are se to network element 1109 executing a nodified.
host 20 mandg@heht!Iprst 6eol op(hqwﬁs'fﬁ%ﬂ 3R enE B HF NERIROTEHE s sfm&r i used

interest i Sth%z:ﬁﬁméf@x's% %P{ gbizt;\sae hek ¢ ﬁnkﬂbe?@”{&ﬁ&zﬂhﬁi fnd 8 RlB %ilxg nhricast

requesting in the fbnn o n inc ude or an exc i'st. I'n anot her
enbodi nent, tsb eounte lilAAerl8Et cdinstismyr é;eeamqnbnéms)mta:hﬁfﬁtétﬂkam arphite
erests. | nc is.a

refl ect chan S source i et of
our ces ¢ Hat TR Shrar0EUE FHO: e Be: QOp G TS e e 15 hyfcast

exclude Iist g8 @r$8ksOfi 380U €CSan 20 h&ﬁtar&h%e@c@aqlﬂﬂ ﬁ\!\%} reasestd Rehwdets to
he sent to the SIB 117. Each tine a list is sent by the SIB 117 it 'nmay he

a list of chdNgsdskcuthesgbe tihivgetopr siotticestorka Completaeky 143 "‘\ﬂéﬁfve@’tﬂl ng
all user input .o settings t o t.hat

nt
L ssage canheifs B FADEPAGET R ¥E5 R ai e Bk S e bl e e

Li st ener Di saouebf {Mhh@ick@inmitsedr thaByreShiitledbnR LAl 0sdLatiged to convey
host infornmation to the 30nulti cast network el enents. These nessages can be

sent overllt he rru|tﬂ@a‘éwsdﬁﬂrféti@@rw\ﬁm:fﬁéwahdw_\zkméﬂvwma@ne% elitey oF a

nul ticast roy e, 4 @f%lon natlve
enbodi nent s |tr{1c {'Lgs&% mé)‘n‘“%é’ﬂbé ﬁfﬁ?\l V\%ere 5 %{‘ﬁ%ﬂ? ggm%\%ﬁ%‘éﬂ%%etctl
wi th a nodi fIlﬁdtﬁ)cﬂﬂl\ﬂeﬂxﬁ&}@h}{&";m}l{m%a STRE AUT esn HQRdRreosbale ldaricse umidg
elenent. In ot her enbodi ment, .the invention includes at | east

one L2
network el e G e T T L S B et back
sinterest |isf$g :c@se&ﬁ"f Vadih! Qép: ddie d§I§§)\JIi§7 id%t‘lﬁ} hand}{éidt @ﬁi&rm%?u?@gﬁ}]yﬁés the

mul ti cast netvvork ere "an net work el € I's present, a no

11MP . 1185%0n andesiihil@ memmmmk céh erentl’ x&%ﬂmﬁ@@@s&a&asm\memt vedudebgdgers r om
each of the hosts and maintai )na a source stat q b)ased on the source | nterest
list for eacHCBpRUfiL Hal THE r 0E L8N Ny B trge rf%&%"&lje%‘i'r"é‘&e o0 aBY PR ’t‘Pfe
ST.Bs 10 1174aksSsoilicesyssed in greater detail herein belowin reference to
Fig. 2 and Fig. 3. hi one enbodinent, the nodified FINIP 115 identifies the
di fferences bet weerhesh8TBed ] vedosolgasritne Srtestsoticss thanare R etvasite aiused
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be full set of all sources that the STB 117 13 requesting m the form of an include list or an

exclude Hst. In another embodiment, the source interest Hsts received from ¢ STB 117

may only reflect changes to its sowce interests. An include list i3 a set of sources that

the STB 117 is requesting to be sent to the STB 117, An exclude list is a set of sources

25 that the STB 117 is requesting not 1o be sent to the STB 117, Each time a list is sent by

the STB 117 1t may be a list of changes to the settings or sources or a complete list

reflecting all user input or settings received to that point. The format of the message

can be in the Internet Group Management Protocol (IGMP), Multicast Listener

Discover (MLD) formats or any similar protocol used to convey host information to the

30 muulncast network elements.  These messages can be sent over the mmlticast sub

network 113C to an L2 network element 109 or a multicast router 103,



15 sent through a renote nodified [IMP 107 to the renmbte MRP 105 or calls a
function or nethod (e.g., of an application progranmng 'interface (APl.))
of a local MRP or local 1.2 snooper 111. I n one enbodi nent, the
nmessage or call passes on only the difference in state or sources instead
of the entire source interest list to mnimze the conputational resources
20 and bandwi dth required. to update the il ti cast routing. The MRP updates
the md/if:4st routing fromthe various sources 101 in accordance with the
recei ved source interest |ist change. The MRP can be any nulticast tam ng

prot ocol incl udi ngi E—rmt ath duocepensesicrMiht isaaetingdtMncluig- an erab@cnslemrmde
and sim |l ar MPs he nodified LI MP 115 al so, generates_a 'm;; fied, nessage
and the requi'éite. the DEBy AL A COBEIGHE Sretynidh pgsedget FMdEé rinpe B viRther

in Fig. 3. Thig.sh§p b% fiath, @i@tﬁ&@ %ie‘nﬁ‘ f'aﬁﬁ@lﬁbﬁepémpﬁdz&gnpRI%@%@ﬁmeMd@déé ght
HW 107 instea ofa un Hi MP. |f|e 15 utrlizes Its sta

i nformati on andeast snealidbyrsiosk efentehel feehiereasmeditied NP Sti 5 anchersek altesburce

i nfornmati an |n‘t e nessage r.ecei v ﬁl rgg]the host to deternmi ne generate a
source i dent i FIEER PiisteceFed SPCE8 S B58d either directed to a host or

bl ocked, froma hqgtpe %ﬁ&sﬁuhﬂ&%%ﬁdlﬁ&at SetisRdwhGeSalLT WQwhhehdsehi dohe
nmessage that indicate a default fOr non- specified sources, forward to host

or bl ock froms hwtfr)i anddvist INBP tideorsihedi m@*@tméxodmema}rf@ mmcla@&fabrtwanmfd to
t he host or bl ock {. o 105 of the 1 ‘T‘h(e smqli.f,j ed IFIMP 11, ng MRP or 12
snooper il | d%%&i’t B PHE 4° Penilior i SN A109% é“*%e AT e e
nodi fied H Mindk€b: BadoMdIR SHEH! pT a3eho@Bsit el i inkdscast rtfc'@iﬂ@ffnﬂqgﬁambbe

i mpl enent ed as a. software corrponents in the formof instructions to be

execut ed 1By 1iides dipersed pogierter desaif a@ewﬁ@ﬂ%ﬁkw&néwst@éﬂ& Zondsliig §.akn one
processi ng Scom ﬂ-ﬁ{]ﬁs 1 b8 f GBRBCHs V%@%M b8 éﬁé‘%ﬂﬁ&%w@&n h@hecdifla

ot her enbodi ment's ese elenments areinple rmavar € or  hardwar e
conponents. source interest list and the maintained source state. In other embodiments, the process

as described mn greater detall in Fig. 2 is omdtted. The modified HMP 115 then provides
this mformation to a multicast roating protocol (MRP) by generating a message to be
15 sent through a remote modified HMP 107 to the remote MRP 105 or calls a function or
method (e.g., of an application programming interface {API)) of a tocal MRP or local
L2 snooper 111,
In one embodiment, the message or call passes on only the difference in state or
sources instead of the entire source interest list to minimize the computational resources
20 and bandwidth required to update the multicast routing, The MRP updates the multicast
routing from the various sources 101 0 accordance with the received source mierest hist
change. The MRP can be any multicast routing protocol mchuding Protocol
Independent Multicast (PIM), PIM — sparse mode and similar MRPs.
The modified HMP 115 also generates a simplified message and the requisite
25 data to formulate this message as descnibed forther in Fig. 3. This simphiied message s
capable of bemng processed by a light HMP 107 mstead of a full HMP. The modified
HMP 113 utilizes its state information and #s analysis of the receives source list and
related information in the message received from the host to determine generate a
source identifier list of sources to be either directed to a host or blocked from a host.
30 This information is used to set two flelds 1 the message that indicate a default for non-
specified sources (i.e., forward to host or block from host) and whether the specified

source are (o be forwarded to the host or blocked.



Source state information can be tracked at the nodified |1 MP 115 as an
aggregate of all STBs 117 connected to a network elenent on a stibriet, as
separate information for each STB or Stu:Wady tracked, Simlarly, the
source state information 10 can be tracked as a set of source identifiers,
source addresses or simlar information s?ff|0|ent for identifying a
specific source in the nulticast network. %he source stare can be

i npl enented by separately tracking sources to exclude from each host,
sources to include for each host or by conplete tracking of either. The
source state can aftganhéified HSked! f@mibﬂﬂhoﬂmm&vhﬁaaM&STB&nﬂ&Yﬂﬁﬂdlmwﬁbﬂmle
STBs in aggregat e, 15In myl ticast net rk el enent 109

i s present, BRTEHdONRS wobas, éhtolﬁp‘yhpﬁi éf%‘véﬁti 06 ﬁ“‘é \é%%AP%lpéww (BRI er
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del ete' and source identifier list 'forward,? 'prune or 'delete') thereby

reduci ng ¥he 99r dedsaskad aades 956@2*#@@&@&15%{1@@?%&( drpenpusive bk spfopagasy
101. The 1ight %&Npml%nﬁ@%ﬁ 991auﬁw %&;@éc inAn8 %l[zﬁ 4',5 6}2\%11\3”9% g& & ar‘%& the

parameters speci pon receip pdat e

i nterest |istcan ﬁhexlu}i@ﬁw&mﬂm{i{e@s;ﬁmls thoihg @@utﬁhb@:&d&xde Woﬁ%dﬁ Hobe sources
requested data from sour es 101 to the hosts 117 over_the nulticast sub
network | 13A0 iclude for 1ed ot AebnerRISISdEknE 18 S RN The SaHye B9Fea8flRdidor k

router or netlmkﬁ% &) 808 1?1; ﬁgﬁﬁ%@f ﬁﬁHEi‘uﬁ& ‘@i{}g@zﬂ'af b&dad! MP and/ or

snooper or providing no MP and oper 1 npFénentation in
firmaare16r har dwdnemoiticanyneoomks dteroan tifenapbrk Thewdh? 1Adtinoriseel doerdte 109

can s ort mber of STBs 117 or hosts. 5 using.any,t of .networ ki n
oot oeon - Thov e S on e i caseomath TUB< Ry SHAmBOL b MEssfe it over O

el ements 109 hdak1QRGr AbSiehPorRanahliglanigvisl s e He | 7 BRsdne b the multicalhe
mul ticast router 103 is a network el ement that inplements nultieast routing

and the MRP. 1Tt { Ol Tthedagpal o theemessase bahb&bébi‘érw groppe dofilhetomor Ristgpdard

The ml t1 caatesttcelres Gorn SIoaP oA nBpusl trad fril ity bl

sources DOl afulkidasiebwer ko3 eflenBE 100GriebRg B YedehRE, mekaREMPEKING ¢,
protocol. The nulticast system can include any number of nulticasi routers
103 that operthtaeh @ iast & medod efvincaPbibe 8152 193 70 gweridd trvds drpgource

tnterest list or source interest hist changes that were recetved. A light message is
handled by a hight HMP 107 where the light HMP only removes the header of the
message before providing it to the MRP and calling the MRP with an appropriate
25 function or method using the parameters specified by the message (e, defanh
Horward,” ‘prune’ or “delete’ and source wdentifier List “forward,” ‘prune’ or ‘delete’)
thereby reducing the processing and space requirements for the multicast router 103,
The light HMP 107 does not maintain a source state and relies on the parameters
specified in the message. Upon receipt of the updated source interest list, the MRP
30 updates its routing tables to provide the requested data from sources 101 to the hosts

117 over the multicast sub network 13A.



The sources 101 can be any type of data. sources provided by any nunber of
end 15 station servers. The data sources 101 can he stream ng or static
data sources. The data provided can be | PTV data or simlar sources
suitable for nultica.sting. The servers providing these services can
utilize any nmulticast protocol for transni{ting t hese source data. to the
hosts over the nolticast network includinng*the nulticast sub networks 113
A-1.13C. The servers providing the sources 101 can be any type of conputing
devi ces 20i ncl udi ng dedi cated server machi nes, desktops, workstations or
simlar conputing devigestwork elemerfi @9 Gnilse anf hoecdtandtwofk anerebegivomnt

of a process for source interest list_processin This process. is prlnarlly
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rel evant r%etwor k el enents i he ituri tlﬁﬁ;t net work i ncl ud

: f;JU : | g.1.2 network
el ement s, “mul FIEY FHUP LS H"“ﬂé‘ PYFed TECHIHES “?*h‘é‘ﬂpf"b‘b’é’é ‘O ghy number

cont i nuousl| Y @1ecihestiandndtd GORhedRYard BEHLANRE AL AR 8k A EROYrCe i nterest
list at a host and the reception of thls Osource interest list at the

network el ement exBeutittigast hauterodid3fis ednmﬁl@me ockaRoPlemPemgbiypgecuting

interest |ist |od ated by the host or. generated in
5 Tot poneaiigte MR iR o flen e My S b kg St gﬁ&%ﬂf .
g a new sour Gg 1Jal\z;gichﬁmﬁﬁﬂbtﬁ$]@ @05 and a lLight TIPSO G Gull PGP EBe hlBladt Soga@ntot
t he m)dlfled I 1 | enented either at an 1.2 network el enent or at a

mul ti cast!Or ouftaér»umwrhen ety eBS TP | Bhat §osess saeesdolos 2 mtwork efamamty {0 t o
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i ndi cates eac he“sour ces I'S requesti ng 10 the
host) (bl ock cﬂ(xﬁbimalsm reltBeritanhadoprent sy psaliélce 4@&'(16&‘ é&t%lﬁésﬂ $7 andl ss@usce
states may only be inplemented as effective include lists or exclude
lists.. One s¥iltled in the art woul d understand that these are subsets of

the process descri-RAHREEEM: can be any type of data sources provided by any number of end
15 station servers. The data sources 101 can be streaming or static data sources. The data
provided can be IPTV data or similar sources suitable for multicasting.  The servers
providing these services can utilize any multicast protocol for transmitting these source
data to the hosts over the multicast network ncluding the nwlticast sub networks 113A-
F13C. The servers providing the sources 101 can be any type of computing devices
20 mcluding dedicated server machines, desktops, workstations or similar computing
devices.

Fig. 2 is a flowchart of one embodiment of a process for source mterest list
processing.  This process 1s primarily implemented at the network element executing
the modified HMP and/or the device implementing the MRP. The process interacts

25 with each of the components of the muhticast network that have been separately
initialized meluding the hosts {e.g., the STBs), modified HMP and MRP across the
relevant network elements in the multicast network including L2 network elements,
multicast vouters and related machines. The process is contimuously executed and
triggered by the generation of a sowce interest list at a host and the reception of this

30 source interest list at the network element executing the modified HMP (block 201).

The source interest list can be perodically generated by the host or generated in



10l i the source interest list is not an include list, then it is known that
the list is an exclude list (i.e.., a source interest list that indicates
each of the sources that the host does not want to receive). The nodified
|1 MP then conpares the received source interest, list with the exctuck
source state maintained by the nodified .H MP to determ ne whether there
are any differences (block 207). if therelare not differences between the
15recei ved exclude |ist and the naintained exclude state then no action is
required and the process awaits the next received source interest |ist

(bl ock 201). response tdaneseeinteratidoneitk drpiarst seh softhd her spedhited exckudes fd st
and the excluyde state nmaintained by the nodified EIMP reveals differences,
then the moditFiBEWEP det ermi nes whether the MJ is present on the sane

device as the mdi]fiie%gu}ée%tgrestz!%t SALhYioN8: ﬂr}%ﬁi&@%!ﬁ?% Eﬂeg%{dleﬁéﬂlm%%a%l)

if the MRP is present on same devi ce, the nodifie MP sends t he
di fferences hetwséneithentr ecai ¥ echiloxct wadaecl | $he anctlififie HOGP raentyzex dleudeust at e
to the MRR via a function or ngt hod cal | Oié\ simlar process (bl ock ﬁl%
The funct Pon ‘8&“"%#%&] e e S h i dgh éﬁ“‘élgf)l“?tii‘“é”t"i 5 B¢ SRR ng
interface (ARh}p OF ufl Al RE AL h8ESs (FReUhd! BGhel L6 RNABIRS:) (BobDe oM
conpl etes the 25handling of the source Iinterest List in the process (bl ock
219) and t he ghaceswdapdity, sotke irecspisomdofutdiestmexnas ovlyde iplanesed 4§ st
(block 201). .. . If.the MRP is.not . present . an the same device as the
modi {1 ed HEMSTERER EHEC T P B0 opar et TibdBolE daT FE KBt o e
MRP at the mihédegasiubt@ubetheFokdddsanibddagatihon (bl ock 215), The nessage
provi des the differences between the 30received exclude fist and the

excl ude dfat e mai rif Hierfearagyniersst Wads roted napde I, hep itdakeevn thee thedtt 15 a8d

LI updet os 8T 15 S B8kt LAl RN U e T
does not want to receive). The modified HMP then compares the received source
interest st with the exclude source state mamtained by the modified HMP to determine
whether there are any diffevences (block 207). If there are not differences between the

15 received exchude list and the maintained exclude state then no action is required and the
process awaits the next recetved source interest list (block 201).

However, if the comparison of the received exclude list and the exclude state
maiatained by the modified HMP reveals differences, then the modified HMP
determines whether the MRP i3 present on the same device as the modified HMP

20 carrying out the comparison (block 211). If the MRP is present on the same device,
then the moditied HMP sends the differences between the received exclude hist and the
cuyrrent exclude state to the MRP vig a function or method call or similar process {(block
213). The function or method call can be made through an application programming
mterface (AP} or similar interface. Providing the changes to the MRP completes the

25 handling of the source interest list in the process {block 219} and the process awaits the
reception of the next source interest list {(block 201},

If the MRP is not present on the same device as the modified HMP, then the
modified HMP prepares a message 10 be sent to the MRP at the multicast router or
similar focation (block 215). The message provides the differences between the

30 received exclude list and the exclude state maintained by the modified HMP. In all
cases, the modified HMP updates the maintained state to reflect the received exclude

tist. The HMP message can be a standard HMP or modified HMP message. After the



-13- nessage is sent the processing of the received source interest |ist
has conpl eted (bl ock 219) and the process awaits the reception of the next
source interest list (block 201), | f the received source interest

list is an include list (i.e., a source interest list that identifies those
sources a host want to receive), then the podified | MP conpares the 5
received source interest: list to the mai‘htwained include source state
(block 205). If there is no difference between the received source interest
list and the include source state naintained by the nodified FIMP, then no

action is takessandsthe, fiepeRssuayal the rédered guircs ouEres lisnher@sipldiedibléck be
recei ved (block 201 1f the conpari son reveals differences betmeen t he
recei ved sourdé) it télr»é?sffwﬁ YA 08 WRRPTORG! i RSAPHEEE eSS e (Blook 281 st at e,

then the nodified }hsl xyﬁ%(ﬁﬁ%tﬁﬁme'} ze\éﬁ‘?\lt h,e'(n fbead; a%ésa Q&@&e er 1N at

current network el enen he MRP I's present on the current,
net wor k el emsdéntiftehelmst heunmda ﬁxnﬁd\ éEEWr&enﬁs thdﬁet}ﬂnmﬁceﬁ&hm lbebm;ams tike

recei ved source.interest |ist he, mai nt ai iy d include }S"OU‘LC’ ,,sa]{;lizeh
through a°f ud€tS 6H S arep ’t!i%{l“r‘ “(%‘“@‘“"“%‘Wiﬁ oSG R ‘é‘ﬁ‘o‘ws“b P9 to
the MRP or sigiphafifferbRedBGRAA 8 CBLOGK R Qterdd: IEPQRW ik@u!}@&nﬂ[@%ﬁ&t on
the sanme network elenent as the nodified [| MP, Men the nodif

generates a msagedﬂn iééﬁst“a.hﬁai HNP, throml ind jagdon isVRkéo pmdhithe lThEv»MIWFMWS’sage
-is then sent_to out e 215) After the differences

bl
are provi ded 16" ?(WE“"Nﬁ'-"“tS Ié"tﬂ? %‘Cé‘%i" %(%?LL? 'received source interest |ist

ends (bl ock 219). [Thie pifseES) rheaisawablcodsNR ok @eeihptre@iveanNQLNLI in&alE Cict
interest |ist 20(block 201). The include source state is updated to reflect

the chand8s ondthe nparained mdulsr wergentiee eden |tk%tlmddreudrﬂé\%éet@r@nﬁw vBgherof
the two. ’{ 1>3prg§énﬁmfa QV&QL‘_L{ mg\% 08\ g e ”@%3 ok Bt 5 P fif PLRGER nctsglrtf

source |nteres st ‘processi ng escribes the gener ati on and
processi ng ofonathk icghtnt deMPorresange, ihﬁﬂ@htﬂﬁi@dﬁﬁﬁ?ﬁﬂ?&ﬁﬁ& ﬂhhehﬁmemaeaiemza&m on
and continued, operation. of the hosts , .STBs), L2 networ

el ements, marle ravedoiuEe HieT ik tadd 1@6:1%}%@%51 mfﬁraeée pPBEEsERle ¢b §}<Wl‘iélh a
trigger ed by #:h&iohZNBLNOE Ié'ziﬂce@ Qtm@Rck b Ral | ed \MIF& {EE"@K?% &Gt m

therein, in response to receiving a source Interest report
froma hdst ovenhagismabluok RO DI idehe BRD) is idheresond iof: nimisahnel\ﬂ%mmhddmnamaq the

net wor k el enent I MP nessage to be ro edt

VR on. & rerbtanrAEaBe et g Hiros foatee B BB Sonti e
nmessage once [ gombahRd 11:Rlreak BARee is then sefRHSALLMGad ROEFRSRRANS 1 ENCAgles
processing the source interest |ist received fromthe host to update the

source st at e therdiffiraicaedretyrovided rodiefYIBE tha pRcessjtyeod] thg geeived source imterest
list ends (block 219). The process then awaits the receipt of another source interest list
20 {block 201). The include source state is updated to reflect the changes of the received

source interest list during the companison of the two.

Fig. 3 is a flowchart of one embodiment of a process for source mterest list
processing. This process describes the generation and processing of a light HMP
message. The process assumes the inftialization and continued operation of the hosts

25 feg, STBs), L2 network elements, multicast router and related components.  The
process 18 then triggered by the L2 network element and the meodified HMP
tmplemented therein, in response 1o receiving a source interest Hist or host report from a
host over a network (block 301). The modified HMP on the L2 network element then
prepares a light HMP message to be provided to the MRP on a remote multicast router

30 through the hight HMP and sends the message once completed (block 303}

Generating the message includes processing the source interest list received

from the host to update the source state maintained by the modified HMP. The hight



-14- HAWnessage that is generated includes an entire representation of the
changed state or only the changes to the state. The format of the |ight

1-1 N1IP nessage is shown in detail belowin regard to Fig. 5, As part of
conpleting the light 11MP nessage the nodified [I MP determ nes a default
for non-specified sources (i.e., whether igurces not explicitly 5 listed
in a source mate or source interest |ist e to be blocked or forwarded to
a host) and whether the source state or source interest list is an include
or exclude list, which correspond to ibrwarding the sources and pruning
them . respediiirehyssagehths: ik gbesraad iebudes o émﬁede}izmsetmeimireﬁmageaxaﬁd s@d @ws
the light FIM to ut|I|ze the information to direct the .MRP to forward or
prune sour cesN HRGHENEAS My S ma PRt 9hﬁwétﬂ}f g %@awaaﬁb thpavn in detail

10mul ticast r o Adi . o it Lepl I t he
i ght HWP rrest%géggn( ﬁr%’&“‘fdﬁf ﬂ%‘#}l :}‘Wgﬁ?&ﬁeeﬁ %hﬁév}ﬁgﬁif) “%t’%}? cﬁ@ng;ggg@e% of

its header anﬂikm@valdmszstahbfﬂdﬁtfm n‘xmmpeth“&érmmsag{eet&hteﬁm Qmms(nbt erqﬁmﬁﬁ?)
The data i.s qrow ded u etion,cal uncti on of
I

f
Apy ot 2 e sttt s ebestidth O RetR ek 150 i o s s s T i o ey, 2"

the removal ofgtieiieatielodrs: REELIRLIR: Btedelaid 1OM idchMB-or TREBAL SiseRaRled
by the fOmat of the tight LI MP nessage, which contains data in a fornat

that can be pooeaEsddohyviehEnd/RR sonoEs tikppnotLobon, epdér eli}»’s"fhxt» milfppe@tmnThe
header of the a of

which is a |i'8 *{"g“r“t %ﬁypé’é“i’%‘r’é‘ri?“*f%n‘g?"‘e}f%?’%‘\é\‘hﬁgﬂ? or \WQVaé “H?"B‘Fﬂé&?“&? @‘éi" et ed
and sim | ar| yhwWherines fopQdSR il @dmza1;ss]@wtﬁ@swabemhmbﬁhé Qbwva¢ ded,a |td med
or del et ed by default. This information may he passed to the MRP as a

par anet erlJof RHECHSLFIESon or nethod of the MRP that was called or in
sel ecting the f“”g& 120 APRLNRY 1 i€ H&H& N\M(&Oﬁl% ;%eﬁ Pf‘\?fbrmatiq';'gp (N C€

state :thereby reducing I'ts processing req
processi ng rewdhr #hehipbt HpiP ahhe sﬂ‘@@&f&gﬁmﬁs@d&lﬁéss h&lﬂlepmt@mmag:he&ﬁm from
requi renents of the nul tj cast rout er as a whole and6§£{1 abl es those _resources

to he utilizdBe fsssage fifber MR 0ok 10Her dby Saph suiviged he adprstienentye gt & he
mul ti cast rO%@chm@&dn{n@ﬁo@éﬂe(nal\bI}'cﬁ“&ksﬁi‘iﬁ@éé Qﬁt«,i\fﬂﬁiﬁw SINE. '% byt ‘g{}{%ﬁﬁs@ht

EI NI P nessage Is sinpler cont'ains | ess an a standar \
nessage, 1Bherehry thedberngotshe! marhxdadedbmm quid byert lg:hoHMPe Thetinerabled3gFi g.
44 is a diagr tin of a. tandar

| t. . ,
The ot andie SRt EriRE 1 BA%e SRRy AP Top fonidtin SAATNO Tt 4T g B

Reser ved processed by the MRP once the protocol header s stripped.  The header of the light
HMP message indicates whether the data of the message, which is a list of source
identifiers i3 to be forwarded, pruned or deleted and similarly whether non-specified

20 sources are 1o be forwarded, pruned or deleted by defastt. Thas mformation may be
passed to the MRP as a parameter of the function or method of the MRP that was called
or in selecting the function or method. The light HMP does not maintain a source state
thereby reducing its processing requivements.

Reducing the processing requirements for the message reduces the processing

25 requirements of the multicast router as a whole and enables those resources to be
utibized for other fimctions thereby unproving the efficiency of the multicast router and
the overall multicast network.  Sinufarly, the hght HMP message is sumpler and
contains less <ata than a standard HMP message, thereby reducing the bandwidth
requirements of the network.

30 Fig. 4A 13 a diagram Hustrating one embodiment of a standard HMP message.

The standard HMP message mcludes a header 401 with a Type field, two Reserved



fields, a Checksumfield, and a nunber of group reccutis field. The , body
of the nmessage includes a set of group records. Fig. 4B is a diagram
illustrating one enbodi nent of a group record in a standard LI MP nessage.
The individual group records include a header section 405 and 5 body
section 4017. The header section includes a Record Type field, Auxiliary
Date Length field, Nunber of Sources fieldand G oup Address field. The
body contains a set of source identifiers such as |IP addresses for the end
stations or servers that provide the source data. This conplicated | ayered
structure redidldes Ghbdlsbml 4NB, had pangebdrhe pRSpagentio fisttentlieybddiecB dr ce
identifiers in the nessage and to maintain a source state 10based on these
sour ce i dent iFFERE includesa yef gt QUQUP &84 agram i | | ustrati ng one eni bodi ment

of an efficient |ight NEHS B8l d0lke - | age. has .a ayl.er
format than the stigﬁdgrﬁgl/ﬁl Fﬁ/ﬁﬁ%%g!glsg}ggg‘gh{ﬂ“ gﬁ%ﬁ‘%’@ﬁ%ﬁ?? ‘”l“%l F\%g e?k¥5101

t he body 503 simdard S wmbsstde Thoumbedusihmbucanotde nutidel wiaddysettim MFPnd

wi t hout ant her processing. .The header. 501 jncludes a Type.field, .a 15 G oup
Vode i e, dedBireonie ATEPaNE oiirces bt Trre! MR AR TP

I'n one enbodim@piy fidIRENTNBE & GlifcdsdRIM hhd ESolNRIIRESAAR. a%eHAQVHLERIMRIAt e
report or nessage allowng the light FIMP to recognize it as sohething that

can be processeod wyrastidgmppiengsuches B adtbessantr preosndditaigpns hesdyody tof pravede
nmessage to an, MRP. The type field may be a 2 bit field. The roup node
retd can ar o buirg? 3%, AR, confpifadosBeLufoepit paied s RTUEIE M pdRaTq
‘prune’ or ' dgdei® o iddgirERUR LRI HifRin Ik headgs akd® Slelnta b sh@te alale
sources fromWiich traffic is received at a network el enent, but not

speci fi cdPl y tepebredeiasoaragodendidiersnt erest |ist received froma host. If a

host wants to rec Jgesti&%{ LilaGr 20 ¥ ﬁfn%ﬂm GGt BhilbFQULC ]mé)g?tgclj%gglgg?q?f?d\y; |

be set to prune and®traffic fromall other sources w
host does notmwamfe. The lighdiM® heaidd imshrsanple2bran iac detsaindagidikiPasessidren
the node is set to forward .and traffic froT all other sources will be
forwar ded t o FHSLHHAIPIVhSH HEdOMS WHRTSDY RE3 4t atlst PO IS HINEEShtFaee
del eted in thgg . ihepede, ; LQidet B! Baader 501 indilBe S0 L& @ e
can al so be 2&%" |? y %i!ég\lig?s ﬁgggp{igﬁgfﬁlhlc%rgmfbkt gmgreiohop; 1%3»;2@5}?? ?é;%ﬁm%[ﬁ&
sane set tlibnghmwhp pladedicld.orwara: dnde deldetd BowanChentdpét add ehediatmtitedd.
tifier Jist in the nes

T o host want Lt SRR GNT I DHIS AN ThapBe shAcg e opdhte
identifiers, %hgp ol RfssRUrARWIRAS BelfBUNMIOf REMBIIEL il ds something that can be
processed by stripping the header and providing the body of the message to an MRP.
The type fiekd may be a 2 bit field. The Group mode field can also be a 2 bit field that
20 can be set to indicate “forward,” “prune’ or “delete.” The Group meode ficld indicates
the defaualt for all sources from which traffic is recetved at a network element, but not
specifically tracked in a source interest hist received from a host. I a host wants to
receive traffic only from certain sources then the mode will be set to prone and traffic
from all other sources will be dropped. If a host does not want to receive traffic from
25  only certain souwrces, then the mode is set o forward and teaffic from all other sources
will be forwarded to the host. When the HMP wants the state for sources to be deleted
in the MRP, the mode can be set to delete.
The Source mode can also be a 2 bit field that is similar to the Group mode
field. The same settings of prune, forward and delete can be specified, but the settings
30 only apply to the source identifier hist m the message. Thus, if a host wants o recetve

traffic only from the list of source identifiers, then the source mode s set to forward. If



16- the host does not want to receive traffic fromthe |ist ot source
identifiers then the source node is set to prine. The source count
field can have a size of JO bits and indicates the nunber or source
identifiers in the body of the message. The checksumfield can he a 16 bi.t
field 5 that may be a 16-bit one's conpl engnt of the one's conpl enment sum
of the whol e nessage. For conputing the ch cksum the checksumfield itself
can be set to zero. The light FIND verifies a checksum before processing

t he nessage. The group address field is set to the nmulticast address for
whi ch the hoshe hast $@8tnok Rewk esuasive Thefis dins ahd dentt fhece tdeatiflsrsahen 3 bit
or 64 bit |IP addresses of the sources. Thus, a nethod, system and
appar at us fC|*“%ﬁé‘?‘)%ﬁb%‘é@b?mﬁhnagenent have been described. It is to be
understood that thg.above &%ﬁ?fxéiﬁ aﬁrha'%éa r%v?eiﬂdﬁﬂhltt azl&?ufd aa%é%ttL@hhz‘ﬁﬁ apd
not restrictive. .Mny other embodi ment s wi be apparent ose o Ski | |
in the ati upmmuee&ﬂmﬁgrsandhwhcdm@‘tthﬂmemoe héhabhméwde§mfd @hiten 10Thie fiskope
of the in ent on Shoul d ghere or e, erm ne

eren
appended ¢l ai'f§, "&¥ dfid! MR IRe sy &ﬁ“ﬁ"’s‘& ﬁ'é ol “‘eh‘ﬂ‘t‘{’}éﬁ“’éﬁ“t ) é?\m‘r &%"‘Euch

claims are e%éx%%d F(\ll&nl%'nh@htluh&k%ﬁh&@ HEkshROHGH NG F AR Bk aki Qﬁﬁlroor
bandwi dth requirenents in nétwork including a nulticast router and 5 a

| ayer 2 networle lagiheBdP ’s‘gyf“ ef 4 tledcbnth pedonmuneoag thy mressgi r Bek woup eddisssat e
i nformati on,

or S ner i i B e SRR e M BRI st besssmn RO D IR sl

source i nter g8éntlfics Fields are 32 bit or 64 hit IP addresses of the sources.

10 Thus, a method, system and apparatus for host protocol management have been
described. It is to be understood that the above descniption is intended to be illostrative
and not restrictive. Many other embodiments will be apparent to those of skill in the art
upon reading and understanding the above deseription.  The scope of the mvention
should, therefore, be detevmined with reference to the appended claims, along with the

15 full scope of equivalents to which such claims are entitled.



10 froma host over a nulticast network, wherein the source interest |ist
identifies at |east one multicast source to be one of excluded or included
fromrouting to the host; respongyve to the step of receiving,
transmtting by the layer 2 nulticast network el ement a nessage to the 15
mul ti cast router, wherein the nmessage is formatted to be processed by a
mul ti cast arguisng protocol on the nulticast router after a protocol header
is renoved by a |ight host nanagenment protocol on the nmulticast router

wi t hout any additional processing; and 20responsive to receiving the

message at the, mylddcast fout efeqbfenli 9BLPAsh BAEeTBR QIR th

renovi ng the protocol header and sending the nessage to the nulticast
routi ng pretodoeneotsl tier aa setwafk muhtledstg sauncesitesbe roottead anol t he
host, 25wherein; t he ssage format includes roup _node field

sour cegrm e fR&fl, or &?%wé)cf reS ef“legltg?b%nf%a%pcfluer%ﬁf y Cg)fmél&&rcc?etlng’
identifierehiuelrds, angrddesgaoep MREerhi el shspecicf iestidodefcamdricategory of
30 forward, prune or delete for all sources not present in the plurality of
source idéhﬁiﬁﬁ@PSfpéFds, and the source node field specifies a category of

forward, prune gp.dekgte for each of  the,plysakiLy.gl source Jdenti fier
fields. 18 ZF Tﬁe ne hgg oP’cd%#gﬁq m%ere?n t%eenéptfcastcroutﬁkg
prot ocol medprfatdcdiosndepemgemtnimubtrbtasbl,; spasseramdéntandswhéariaeitn t he

source,interest list is fornatte? according to one of an i Eernet roup
£ bEGEoH ofe P ocoli e

managetent CpFotocd?Sand V5 5 Tt T EASESFi SFEHEF Fdi SEEVEF Y pFBEodsIY

interest list identifies at least one multicast source to
be one of excluded or included from routing to the host;
responsive to the step of receiving, transmitting by
the layer 2 multicast network element a message to the
15 multicast router, wherein the message is formatted to be
processed by a multicast routing protocol on the multicast
router after a protocol header 1is removed by a light host
management protocol on the multicast router without any
additional processing; and
20 responsive to receiving the message at the multicast
router, the light host management protocol removing the
protocol header and sending the message to the multicast
routing protocol to alter a set of multicast sources to be
routed to the host,
25 wherein:
the message format includes a group mode field, source
mode field, group address field, and a plurality of source
identifier fields, and
the group mode field specifies a default category of
30 forward, prune or delete for all sources not present in the
plurality of source identifier fields, and the source mode
field specifies a category of forward, prune or delete for

each of the plurality of source identifier fields.



3. The method of claim1, wherein the nessage format does not include any
group record data. 10 4. A network elenﬁgt executing a nodified host
managenent protocol to reduce conputati®onal or bandw dth requirenents for
nmul ti cast routing by efficiently conmunicating required source state
information, the network el ement conprising: a nodified host management

pr ot ocol gvgponent adapted 15 to receive a source interest |ist froma host
over a networ k IDEh&IEiTPd el nbtf i ed  hode Hrdiageientu bt bEd8bl Te8pdRent is

adapted t o geperate a ﬁ?é@@&@lbéﬁégpgﬂdéHQ %%H&%%as%i619§éa£éétmoﬁ@efe'“
the nessage is formatted to be processed by a ticast routing protocol

after a 2@npr vhecelinhsagesousceenpiedewict RAost aﬁyfadmattedaBCppodegging

wh t di f host t t | t ad dtot it
'he mossadt (8 5 Sdeofl nit sOF RSBl GIFRT eRCaPERG S | PG Rost Hihagenont

protochl andtacauhkt leaskneeubiiBgopeel,opebtbecal.ter a set of 25 nulti cast
sources to be routed to the host, wherein: t he nmessage format
i ncludes a group node field, source node field, group address field, and a

pl ural i tyof SeUEcEoidsnt Lf enafiehds,and;bhe,aroup mde bicld speci fies a
default category of orward, prune or ete for all sources not present
in the plorél itglofleseuyceriodentetberd fleebds, and the source node field
specifies a category of forward, prune or delete for each of the plurality

of source identifier fields. 19 5. The network el enent of claim4,
whereim the muht heasbrk element executing a modified host management

protocol to reduce computational or bandwidth requirements
for multicast routing by efficiently communicating required
source state information, the network element comprising:
a modified host management protocol component adapted
15 to receive a source interest 1list from a host over a
network, wherein the modified host management protocol
component 1is adapted to generate a message based on the
source interest list, wherein the message is formatted to
be processed by a multicast routing protocol after a
20 protocol header is removed without any additional
processing, wherein the modified host management protocol
component adapted to transmit the message to a second
network element executing a light host management protocol
and a multicast routing protocol to alter a set of
25 multicast sources to be routed to the host, wherein:
the message format includes a group mode field, source
mode field, group address field, and a plurality of source
identifier fields, and
the group mode field specifies a default category of
30 forward, prune or delete for all sources not present in the
plurality of source identifier fields, and the source mode
field specifies a category of forward, prune or delete for

each of the plurality of source identifier fields.



routing protocol is protocol independent nulticast sparse node, and wherein
the source interest list is formatted gccording to one of an internet group
managenent protocol 5 and a multicast 171 stener discovery protocol. 6. The
network el enent of claim4, wherein the nessage format does not include any
group record data. 10 7. A network with reduced conputational or bandw dth
requirenents, the network to efficiently communicate required_source state
i nformation, tRBEnBERIPK Kcosriesitngl claim ¢4 hoghedeyn cbhadBptédcestirack a

first soureeiiptergst ddst Pﬁss@o%cuzeriﬂd&%m afapt ed. {0 tpapspit the

source 15 interést list to the network to a first network el enent, wherein
t he sour caoidnt eraast Whstreiidenthid | esuatel eastere: milisitcast $oumeéted be one

of excluded or .i.ncl yded fron%routh to the host; a first network e&enent
accor di ng rCEOCRAN th 4° oHE 200 EHe ‘SBEOME et Wik BIBRERESAHapt 8408 manage

mul ticast anguki Rg1basedtonikhenBesgageoteeei yedroven .t he network fromthe
first network el enent, wherein the second network el enent executes a |ight

host managenent protocol and the nulticast routing protocol, wherein the

light hosg 25 mppagenent. ,prof aeol . r groves, the,proecal; header (tramihe
message and forwards the nessage to the multicast routing protocol "w thout
further prfocessidgeef nbheinedsdgeand. Fheuperwopkdotiackai m 7, wherein the
mul ti cast routing 30 protocol is protocol independent nulticast - sparse
node, and wherein the source interest list is formatted according to one of

an int@rnet gr QUPHLEBRSERMENL tPr Ot QG e ANG A iGaS ] | o3t eRahadiiseavery
prOtOCO|'requirements, the network to efficiently communicate
required source state information, the network comprising:
a host device adapted to track a first source interest
list based on user input and adapted to transmit the source
15 interest list to the network to a first network element,
wherein the source interest list identifies at least one
multicast source to be one of excluded or included from
routing to the host;
a first network element according to Claim 4; and
20 the second network element adapted to manage multicast
routing based on the message received over the network from
the first network element, wherein the second network
element executes a light host management protocol and the
multicast routing protocol, wherein the 1light host
25 management protocol removes the protocol header from the
message and forwards the message to the multicast routing

protocol without further processing of the message.

8. The network of claim 7, wherein the multicast routing
30 protocol is protocol independent multicast - sparse mode,
and wherein the source interest list is formatted according
to one of an internet group management protocol and a

multicast listener discovery protocol.



20 9. The network of claim?7, wherein the nessage format does not include
any group record data. 20

9. The network of claim 7, wherein the message format

does not include any group record data.
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