3 MAY 2006 El ectronic Authentication System Background of the invention The
present invention relates to an electronic authentication system and an

el ectronic authentication method. According to the popul arization of Man006
Internet, an electronic comerce in which a shopping or conmerce is carried
out through the Internet is generalized. Further, it has been necessary to
make a contract on the Internet. Thus, to nake it possible to safely
perform an el ectronic commerce or contract on an electronic network, there
appears an el ectroni c_authenti,cation systemfor carrying out an

aut henti cation on t he Edpstropdicc Autbepddcatton Sys&etbni c aut henti cati on
systemis a systemfor registering, making reference to and verifying
"when, who and what" about electronic.information. Therefore, there are
required a cryptographic technique for safely perfQmng a conmunication on
t he eIecga@mggoﬁﬁamefkthanlﬁb@gtﬁ@ﬁlc signature technique using a public
key encryptlon systen1and a time stanping technique for verifying a correct

time. A usual sctgeage 2Ut HARENHEALNON B BLRD | S Al L QUL rBiShown i n

Fig.5. An electronit aut entlcatlon service trader 1 provides an electronic
excanl o, 55 kh&fr ¥ i8R st et foa ol sRe Bt BAR PP ot i et 4
O L ecediag to The Bopulacization of an Ihternet, SA clectronit *
conpany
commerce in which a shopping or commerce is carried out through
the Internet is generalized. Further, it has been necessary
to make a contract on the Internet. Thus, to make it possible
to safely perform an electronic commerce or contract on an
electronic network, there appears anelectronic authentication
system for carrying out an authentication on the electronic
network. The electronic authentication system is a system for
registering, making reference to and verifying “when, who and
what” about electronic information. Therefore, there are
required a cryptographic technique for safely performing a
communication on the electronic network, an electronic
signature technique using a public key encryption system and
a time stamping technique for verifying a correct time.
A usual electronic authentication system is carried out
as shown inFig. 5. Anelectronic authenticationservicetrader
1 provides an electronic authentication service to an A company
2 and a B company 3 as users. For example, the trader 1 receives

a registration of an electronic document 4 from the A company

2 and issues an electronic certificate 5 to the A company 2.




3 MAY 2006 The electronic certificate 5 includes a unidirectional function
val ue outputted in a unidirectional function based on the contents of the
el ectroni ¢ docunent 4, for instance, a hash value, tine informationddi 2806
el ectronic signature or the like to these information. Wen the A conpany 2
and the B conpany 3 as the users performan el ectronic conmerce by using
the electronic docunent 4 and the electronic certificate 5 the B conpany
3 transmts the electronic docunent 4 and the electronic certificate 5to

t he electﬁonlc aut henti cat | service trader 1 to make reference thereto.
Then, t heneSLECHIONIC Cothe {FREE PRI UHAIZIECE LPBa1 £ UnCt 3en

el ectroni c docunent 4 and the electronic certificate 5 to inform the B
conpany Badnej pytpustied im a henidovectibenal bédnetdonr baisedawtrnettie cati on
system since there may possibly arise a doubt as to whether or not the
time infeoneehos bficthdedleottbriel @ctu@Bht £prfdfi thé€andefof Nashfying the
time that the electronic docunent 4 is registered, is preferably enployed

time stagpipg, r@%{@l%bfﬁathén%%‘%l%@réﬁéng%iﬁBe'&ﬂEHErPﬁ% of the

el ectronic  althentication service trader

fo how o% é‘#’%’?e%%t#rﬁﬁo AR PR php AT RE e 17 Bk bR ol o

consideratio an ob ect of t present i nvent i to prOV|de an
electrons aﬁu?ﬁ@n??@éﬁl8ﬁ fF 8 @R 9%¥QQ%QHQQWW?FQﬁ£h¥HH§%ﬂﬂ|EﬂPnethod in
whi ch the

electronic document 4 and the electronic certificate 5, the
B company 3 transmits the electronic document 4 and the
electronic certificate 5 to the electronic authentication
service trader 1 to make reference thereto. Then, the
electronic authentication service trader 1 verifies the
electronic document 4 and theelectroniccertificate5 to inform
the B coﬁpany 3 of its result.

Inthe above-described electronicauthenticationsystem,
since there may possibly arise a doubt as to whether or not
the time information included in the electronic certificate
5 for verifying the time that the electronic document 4 is
registered, is preferably employed time stamping means which
is managed by a third perscon independent of the electronic
authentication service trader 1. However, 1if the
above-described time stampingmeans ismanaged, therewill arise
a problem as to how a service fee is collected. With these
circumstances taken into consideration, it is an object of the
present invention to provide an electronic authentication

system and an electronic authentication method in which the




2 3 MAY 2006 reliability of tinme stanp information is inproved and a service
fee can be easily accounted. Summary of the invention For achieving the
above-described object of the present invention, according to a fijrsty 2006
feature of the present invention, an el ectronic authentication systemfor
performng an electronic authentication through a network conprises an

el ectronic authentication center which receives a registration of

el ectronic information froma user, issues an electronic certificate by

using a ti St ing upit and inspects contents based on the el ectronic
Cort i CBELLaBHILEY G b lRG SHA0R oRCOERAELONH ARPEQVERANASRETISR | y of the
el ectronic authentication center to correct the time of the tinme stanping
unit, anfe@scaghbeaedeilyedcraunkgd-the time correction center includes a
time correcting unit for correcting the tinme of the tine stanping wunit, a

stanp issue |log obtaining unit for obtaining stanp issue [|ogs fromwhich the
nunber of the electronic certificates issued by the tinme stanping unit can

be graspg@nﬁ‘gp?@bethgngn§éﬁ{mbﬁg unit and an accounting unit which grasps
t he nunber of the issued electronic certificates fromthe stanp issue |ogs

obtained by the st [ 0, I upj C r..the
el ectroni ¢ aut henti (a:g%: o%&g]g%%%?gi @%c%%&aﬁ@%é% e‘?h(g@ﬁ&uérgegrp t&ehi ssues.

According to a second feature of..the present ipvention
8resent invention, according tg a %?.I‘St eature of the present

invention, an electronic authentication system for performing
an electronic authentication through a network comprises an
electronic authentication center which receives a registration
of electronic information from a user, issues an electronic
certificate by using a time stamping unit and inspects contents
basedontheelectroniccertificate; andatimecorrectioncenter
which exists independently of the electronic authentication
center to correct the time of the time stamping unit, and is
characterized in that the time correction center includes a
time correctingunit for correctingthetimeof the time stamping
unit, a stamp issue logobtainingunit for obtaining stamp issue
logs fromwhich the number of the electroniccertificates issued
by the time stamping unit can be grasped from the time stamping
unit and an accounting unit which grasps the number of the issued
electronic certificates from the stamp issue logs obtained by
the stamp issue log obtaining unit and accounts for the
electronic authentication center in accordance with the number
of issues.

According to a second feature of the present invention




3 3 MAY 2006 described in the first feature, an el ectronic authentication
systemis characterized in that the stanp issue |l og obtaining unit accesses
the time stanmping unit through the network to obtain the specific FBIAf0he
time stanping unit and the stanp issue |log. According to a third feature of
the present invention described in the first or second feature, an

el ectronic authentication systemis characterized in that the stanp issue

| og obtaining unit obtains the stanp issue | og when the tinme correcting
unit corrects,the tine of the tinme stanping unit. According to a fourth

feat ure YESEREPBALRAtNG Hidifh éﬁatél§§cr%e‘%1¢%t%%‘§fl‘br?élt6¥e"t ¥ to third
features , an electronic authentication systemis characterized in that the
time cosystemnis oharactarivad ia that Wwe sdanprssuet 16g cditaitmoinche tine
stanping unit when it corrects the tine and the tinme stanping unit issues

the el echnobi sc€essesi eneetinel sdamgingeuti PEtheMiglecthomenaidriK itat e.
According to a fifth feature of the present invention, an electronic

aut hent | 6gthoR (IR A0 PIBI OF EHLaRe SERDIAGIH AVBRANERE Al L hrough 2

net wor k conpri ses el ectroni c aut henticati enter which recerves a
registratiog 9f el ectronic information froma user, issues an electronic
certificht® 3y ﬁgrng a time stanping unit, and inspects contents based on

the electronic certificate; and.a t%ne correction center .
According to a third feature of the present invention

described in the first or second feature, an electronic
authentication system is characterized in that the stamp issue
log obtaining unit obtains the stamp issue log when the time
correcting unit corrects the time of the time stamping unit.

According to a fourth feature of the present invention
described inanyoneofthefirsttothird features, anelectronic
authentication system is characterized in that the time
correcting unit transmits a time correction certificate to the
time stampingunit when it corrects thetimeand thetimestamping
unit issues the electronic certificate including the time
correction certificate.

According to a fifth feature of the present invention,
an electronic authentication method for performing an
electronic authentication through a network comprises an
electronic authentication center which receives aregistration
of electronic information from a user, issues an electronic
certificatebyusingatime stampingunit, and inspects contents
basedontheelectroniccertificate; andatimecorrectioncenter

which exists independently of the electronic authentication




whi ch exists independently of the electronic authentication 4 3 MAY 2006
center to correct the tine of the tinme stanping unit, and is characteri zed
inthat the time correction center corrects the tinme of the time sBadMiM
unit, obtains stanp issue logs from which the nunber of the electronic
certificates issued by the tinme stanping unit can be grasped fromthe tine
stanping unit, and grasps the nunber of the issued electronic certificates
fromthe stanp i ssue | ogs and accounts for the electronic authentication
center in accordance with the nunber of issues. According to a sixth feature

of the pfeRERE }QRARI&F W& &imsedti khenblners FAMRERS WI1itn afiddsSr oni ¢
authentication nethod is characterized in that the tine correction center
accessesChapactevizednin tdagnthettine gorrectriomoertes adbtreats ttihe | D of the
time stanping unit and the stanp issue |og. According to a seventh feature
of the ptimenif ivheentimenstagpenghetit N dbieifnsf Rafp Ssxt8 I frdm an
electronic authentication nethod is characterized in that the time

correct i Rj ERNIRS nRRRAINS £ ife IR dTHILE @ i MBS szggﬁ@ﬁtﬁyp dfge tinme of
the time stanping unit. According to an eighth teature of the present

ol ect r onf MRS TS RS Yl e, SraSBR, £EOR 115, ATRE a2
correction_center transmts a tj correctjon certificate to the tine
stanpi noaRhi ITAPRA The BHTher ©f fhe | 1St qlectronic certificates

from the stamp issue logs and accounts for the electronic
authentication center in accordance with the number of issues.

According to a sixth feature of the present invention
described in the fifth feature, an electronic authentication
method is characterized in that the time correction center
accesses the time stamping unit through the network to obtain
the ID of the time stamping unit and the stamp issue log.

According to a seventh feature of the present invention
described in the fifth or sixth feature, an electronic
authentication method 1is characterized in that the time
correction center obtains the stamp issue log when it corrects
the time of the time stamping unit.

According to an eighth feature of the present invention
described in any one of the fifth to seventh features, an
electronic authentication method is characterized in that the
time correction center transmits a time correction certificate
to the time stamping unit when it corrects the time and the
time stamping unit issues the electronic certificate including

the time correction certificate.




time stanping unit issues the electronic certificate including the tine
correction certificate. 5 3 MAY 2006 Brief Description of the EXamgﬂg? ﬁk
1 shows a schematic structural exanple of an electronic data auth AY JAi on
system according to one enbodinent of the present invention, Fig. 2 is a
view for explaining a tinme stanp server and an electronic certificate in
one enbodi nent of the present invention, Fig.3 is a view for explaining a
procedure for accounting an electronic authentication center froma tine
correction center according to one enbodi ment of the present invention,
Fig. 4 is a viewshowng a using state of the electronic certificate
according to one enbodi nent of the present invention, and Fig. 5is a
schemat i Bréefukesecnipbianpbé dheaBrawépgsoni c aut hentication system
according to a prior art. Detail ed Description of the Preferred Enbodi nent

In Fig. 1, therpgllilnespdwsn acl eetidmat Lo datavatirant ieaingle SYStHM
according to one enbodinent is shown. As shown in Fig. 1, the electronic

data autpegkieahion gyed CRRhdd AR Wy en?’ auEdea AY aubheid cati on

service of electronic data to users 10 such as a user Aand a user B by a
paired eémﬁé&fﬂéﬁt oEtEE”t'%ggeRE 18v&ﬁ£1%99 and tinme correction center 200.

Fig. 2 is a view for explaining a time stamp server and
an electronic certificate in one embodiment of the present
invention,

Fig.3 is a view for explaining a procedure for accounting
an electronic authentication center from a time correction
center according to one embodiment of the present invention,

Fig. 4 is a view showing a using state of the electronic
certificateaccording tooneembodiment of thepresent invention,
and

Fig. 5 is a schematic structural example of an electronic

authentication system according to a prior art.

Detailed Description of the Preferred Embodiment

InFig. 1, theoutlineofanelectronicdataauthentication
system according to one embodiment is shown. As shown in Fig.
1, the electronic data authentication systemof this embodiment
provides an authentication service of electronic data to users
10 such as a user A and a user B by a paired electronic
authentication center 100 and time correction center 200.

Plural electronic authentication centers 100 are present for




Plural electronic authentication centers 100 are present for 6 3 MAY 2006
one tinme correction center 200 to provide a service. The electronic
aut henti cation center 100 and the tine correction center 200 are prRetfgridfl vy
managed by a nmain body independent of them Further, each user 10
preferably registers in advance an electronic signature and a public key
certificate used for a signature as well as a user's nane and a specific
ID, etc. in the electronic authentication center 100. Thus, an
aut henti cati on can be snoothgy carried out. Further, a cqnmunication

I

bet ween e t&B® FOrERALLAB S€BEETo A Rt PERY LGt RoSeC¥icCE~ 108%an be

conpletely carried out by the signature and encryption, and accordingly, a
t anper i regl eclirornsiay eshgndi i t 120 gendeIt 100 apdrishm dilimen cogrrectidum i ng a
comuni cation step can be prevented. In this case, the user 10 transmts

el ect r orgentedt @ 000l arleopirbEeehedyr managadt bgnd intairn Godyeindeptddento that the
user can receive an electronic certificate 101 to authenticate the
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enci phers or encodes and transmts the electronic”™ data 11 by using the
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in the electronic authentication center 100. Thus, an
authentication can be smoothly carried out. Further, a
communication between the user 10 and the electronic
authentication centér 100 can be completely carried out by the
signature and encryption, and accordingly, a tampering, an
eavesdropping, a successful impersonation, etc., during a
communication step can be prevented.

In this case, the user 10 transmits electronic data 11
to the electronic authentication center 100, so that the user
can receive an electronic certificate 101 to authenticate the
contents and time of the electronic data 1i1. The user 10
preferably enciphers or encodes and transmits the electronic
data 11 by using the electronic signature previously registered
in the electronic authentication center 100.

The electronic authentication center 100 has an
application server 110 for receiving an authentication from
auser 10 and inspectingit. Theapplicationserver 110 includes
receiving means 111 for receiving the electronic data from the

user 10 and transmitting the electronic certificate 101 to the




receiving nmeans 111 for receiving the electronic data fromthe wuser 10 and
transmtting the electronic certificate 101 to the 7 3 MAY 2006 user 10,
conputing nmeans 112 for receiving the accepted electronic data 11 tijoMAYollth a
unidirectional function value for formng the electronic certificate 101
and inspecting neans 113 for neeting a request for inspection fromthe user
10. Further, the electronic authentication center 100 is provided wth a
time stanp server 120 for applying tinme stanp information to the

uni directional, function value to is€t§ the el ectronic EEertificate 101.

Here, th¥¢ecdlvi fPMRARENY 1 ReARSe| EOFeIREALIFHIY EBRANAIGERFE om t he

user 10 to receive necessary information such as the specific ID of the
user 10 ekeqkreniy@ data dilek? foima ypidlnactigral fyacsion vahne it a 11 is
encoded, the electronic data is decoded and i nspect whether a tanpering or
t he |i keforiniesg note eals¢tbynitecetecficate B0 Yraddirinspeet aomueédnyy neans
112 forns the unidirectional function value fromthe electronic data 11

recei vedipy the meseinynd regaestl¥brangsglitiens firon @ Hh@idd el Bt anp
server 120. Here, the unidirectional function val ue designates, for

| nstancepyy enhAI KLUt MiEhahenahBOCSRIb AL AR TRESA0G AN ( hat

s, for |ns€%ncé, pseudo-random nunber w I"en gener ated by

an irreversj bl e. unidirectional nction such as. a _hash function. Wiile the
Same uni BFBA T HHEE TP POy dreror 3pp1YiRgYind's PARD Sifin A on

to the unidirectional function value to issue the electronic
certificate 101.

Here, tﬁe receiving means 111 receives a request for
connection from the user 10 to receive necessary information
such as the specific ID of the user 10 as well as the electronic
datall. Whentheelectronicdatall is encoded, the electronic
data is decoded and inspect whether a tampering or the like
does not exist by the electronic signature.

The computingmeans 112 forms theunidirectional function
value from the electronic data 11 received by the receiving
means 111 and delivers it to the time stamp server 120. Here,
the unidirectional function value designates, for instance,
a (HASH) value which is also called as a message digest, that
is, for instance, a pseudo-random number with a fixed-length
generated by an irreversible unidirectional function such as
a hash function. While the same unidirectional function value
can be obtained from the same data, original data cannot be
reproduced from the unidirectional function value.

The inspecting means 113 receives the electronic data




can be obtained fromthe sane data, original data cannot be reproduced from
the unidirectional function value. The inspecting neans 113 receives the

el ectronic data 8 3 MAY 2006 11 , the electronic certificate 101 theMa¥ &b
and the request for inspection fromthe user 10 to inspect whether there is
no tanpering therefor. The detail of the inspecting neans will be described
later. As the tinme stanp server 120, any tinme stanp server which receives
the unidirectional function value fromthe conputing neans 112 and applies

time stapp informgtion thereto to form the electronic certificate 101 may
be el oybar HIGHEE TSRS SeTHikHCALE dR1 FRPEREPT TR Dledsding

certificate 101 is preferably encoded and signed by a prescribed procedure.
Time infernhnspactied byomhthejwgest hdptecinspeabowhetiper ithiralisy
corrected by the tinme correction center 200. These matters w | be

speci f i cabltanjeadridelebefow. Thiee dereidost etk s pent g Ae@nkafildbor rect i ng
the time of the tinme stanp server 120 includes tine correcting neans 210.

The time,gonE86LiBEd™aRer210 i ncludes a cesiumatonmc clock 211
cooperative with an arranged universal tinme, a master clock 212 to which

trans 581 on 2P e bifle SOy BR-FER MY Eun S SRORRAMIATT, <) ek
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means 112 and applies time stamp information thereto to form

theelectroniccertificate 101 may be employed without a special

limitation. Further, the electronic certificate 101 is

preferably encoded and signed by a prescribed procedure. Time

information used by the time stamp server 120 is periodically

corrected by the time correction center 200. These matters

will be sPecifiéally described below.

The time correction center 200 for correcting the time

of the time stamp server 120 includes time correcting means

210. The time correcting means 210 includes a cesium atomic

clock 211 cooperative with an arranged universal time, a master

clock 212 towhich time source is supplied fromthe cesiumatomic

clock 211 and a time transmission server 213 to which time is

transmitted from the master clock 212. The time transmission

server 213 periodically corrects ﬁhe time means of the time

stamp server 120.

The timecorrectingmeans 210ofthetimecorrectioncenter

200 periodically accesses the time stamp server 120 to correct

a clock contained therein, obtain the specific ID 102 of the




stanp server 120. The tinme correcting neans 210 of the tinme correction
center 200 periodically accesses the tinme stanp server 120 to correct a

cl ock contained therein, obtain the specific ID 102 of the 9 3 MAY 3008 e
stanp server 120 and the public key certificate 103 of a public key used by
the tine stanp server 120 and issue a tinme correction certificate 201

I ncl udi ng the hash value as the wunidirectional function value of the public
key certificate 103. Further, the tine correction center 200 includes stanp

i ssue | og, obtaj ni ng neans for optaini st a issue | o 107_whi ch

i ndi cat egul‘ﬁesﬁme?eﬁ‘t’e{:hﬁggl%‘é e OPM%F S‘F%t tlgCatey BE the tine
stanp server 120 as well as the specific |D 102 of each tinme stanp server
120 and aduuuhnia kgynvaad agGhef bimgramnmGeaNenlddandissugnd tidues based
on the stanp issue |og 107 obtained by the stanp issue | og obtaining neans
220 andcarrecbliongctetifieatke2loineladingnttheatiash ealver akOG heusi ng the
time stanp server 120 correspondingly thereto. The stanp issue |og

obt ai ni ngn i@ 8PScL2ONARY FRRERI BNt $E18635P 186 Ysubl RO K/ s fieatld e
correcting neans 210 corrects the tine of the time stanp server 120.

Further,lbge time stanp server nmay be accessed periodically, for instance,
at a presctibed timng such as once every nonth upon counting up accounts

to obtain theFE%@HBriséﬁg'éfﬁé %%EIEE%E%QFEQRESr Ebgifﬁkféﬁes stamp
issue log obtaining means 220 for obtaining a stamp issue log
107 which indicates the number of the electronic certificates
101 issued by the time stamp server 120 as well as the specific
ID 102 of each time stamp server 120 and accounting means 230
for grasping the number of stamp issues based on the stamp issue
log 107 obtained by the stamp issue log obtaining means 220
and accounting for the electronic authentication center 100
using the time stamp server 120 correspondingly thereto. The
stamp issue log obtaining means 220 may obtain the stamp issue
log 107 when the time correcting means 210 corrects the time
of the time stamp server 120. Further, the time stamp server
may be accessed periodically, for instance, at a prescribed
timing such as once every month upon counting up accounts to
obtain the stamp issue log 107. Furthermore, timing for
accounting of the accounting means 230 is not also especially
limited.
One example of such a time stamp server 120 and one example
of theelectroniccertificate 10l issued by the time stamp server

120 are shown in Fig. 2. As shown in Fig. 2, the time stamp

10




accounting of the accounting neans 230 is not also especially limted. one
exanpl e of such a tine stanp server 120 and one exanple of the el ect ? i%
certificate 101 issued by the tine stanp server 120 are shown in F &h 2% As
shown in Fig. 2, the tinme stanp 10 3 MAY 2006 server 120 has the specific ID
102 managed by the time correction center 200 and contains a clock 121 and

i ncl udes electronic certificate formng nmeans 122. Further, the tinme stanp
server includes a secret key 123 used for encryption upon formng the

electronic certificate 101 and a li.c key certificate 103 of .a public key
e v ed VPERVEh 20dE Eng et 4B Loarmaifdadd bt € e sotund b ot anp
server 120 is periodically corrected at a prescribed timng by the tinme
corr ect | RP¥REN0 D 1andfcaeaing e Tdlectdlomndednel wiss &4 epdmondsed above,
receives the tine correction certificate 201 upon correction and keeps it.

The ti meceptifitaoe foantierg @68nshli2d ns Fulrehepectlie ¢ imd 402mpservdre public
key certificate 103 fromthe tinme stanp server 120 to nonitor whether or

not the {hdFBuddsiPseeiEerkdyq FPnBedaroP PRIyt ivH 1pbhCtsaiiing ittt e 101 and
authenticate the issued electronic certificate 101. The el ectronic

Cont L1 SR BSPOL PELRIARSTRIFLIRT WL YSp e et val e,
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clock 121 of the time stamp server 120 is periodically corrected
at a prescribed timing by the time correcting means 210 of the
time correction center 200 as mentioned above, receives the
time correction certificate 201 upon correction and keeps it.

The time correction center 200 obtains the specific ID 102 and
the public key certificate 103 from the time stamp server 120
to monitor whether or not the time stamp server 120 forms a
proper electronic certificate 101 and authenticate the issued

electronic certificate 101.

The electronic certificate forming means 122 receives
the unidirectional function value 11A of the electronic data
11 of the user 10 from the computing means 112 to form time
stamp information 104 obtained by adding time information got
from the clock 121 thereto, encode the time stamp infeormation
104 by the secret key 123 and form a signed electronic signature
105 and output them as the electronic certificate 101,
Accordingly, the electronic certificate 101 includes the time
stamp information 104 and the electronic signature 105, and

further includes the public key certificate 103 for a secret

11




fromthe clock 121 thereto, encode the tine stanp information 104 by the
secret key 123 and forma signed electronic signature 105 and output them
as the electronic certificate 101. Accordingly, the el ectronic cer§iMA dblbe
101 includes the tine stanp information 104 and the el ectronic signature
105, and further includes the public key certificate 103 for a secret 11 3
MAY 2006 key for a tine stanp and the tine correction certificate 201. A
procedure in which the tine correction center 200 accounts the el ectronic
aut hentication center 100 usin he, .tinme stanp.server 120 for erent is
Shown | 8T ot 3" Fiie, §hAMD U 8 HMFLGREESTBIOR Gakt 11 Her E5rA%e | on
center 200 accesses the tine stanp server120of the electronic

aut henti cat i on® cereerduxeQ ias widsdy i Bl bbbeecPBrestarn Cfateged®l ¢ |1 D102
and the public key certificate 103, correct the clock 121 and issue the
ti me coraectuntscehtiéleatrorDd. alrtii¢meicat ion hhentenmblodd msing dthe his ti e,
the stanp issue | og obtaining neans 220 obtains the stanp issue |og 107

from t heg { &8s B eTeYE1 20 125 theershBME howa LR iIf7 3shone tiwe history
in which the time stanp server 120 issues the electronic certificates 101.

Cor L T o BEcaESRMA 907 80 e part e ol e UL
cor r espothF hgmes (I serrer 16 ok witatechrob i et TRt BRI e st oo
that the_el ectronic . .
100 as described above to obtain the specific ID102 and the
public key certificate 103, correct the clock 121 and issue
the time correction certificate 201. Further, in this
embodiment, at this time, the stamp issue log obtaining means
220 obtains the stamp issue log 107 from the time stamp‘server
120. The stamp issue log 107 shows the history in which the
time stamp server 120 issues the electronic certificates 101.
Further, the accounting means 230 grasps the number of issued
electronic certificates 101 from the stamp issue log 107 and
accounts the electronic authentication center 100 for the rent
of the time stamp server 120 corresponding to the number of
issues. Atthistime, it is tobeunderstood that the electronic
authentication center 100 may be accounted for the rent to which
a basic rent is added.
Thus, the time correction center 200 can account the
electronic authentication center for the rent of the time stamp
server 120 and a fee for correcting time in accordance with

thenumber of issuesof theelectroniccertificates101. Further,

since the electronic authentication center 100 is accounted

12




aut hentication center 100 may be accounted for the rent to which a basic
rent is added. Thus, the tine correction center 200 can account the

el ectronic authentication center for the rent of the tinme stanp seriv#Af iy
and a fee for correcting tinme in accordance with the nunber of issues of
the electronic certificates 101. Further, since the electronic

aut hentication center 100 is accounted 12 3 MAY 2006 for in accordance with
t he nunber of issues of the electronic certificates 101, the electronic

aut hent i ion center. 100 .advantageously easily undergoes,the tine
correcti g§£0+ntq1ceco[q cec&’rlr%i’c?ﬁgnggﬁﬁ?’érogdﬁs%sn? #ﬁg e TP Rt on
center 200 nmanages the tine_ stanp server 120 as nentjoned above, the tine

correcti GRTE&ALERLEEr 40P tthe &l&AYTAMiC Arkhantdgal i sertey the time
stanp server 120, particularly, the time correction certificate 201

i ncl udedadwanhagebusiymasilenndeirgaes thEt ind corresyidain 0€ thielx i@ of the
time stanp server 120 which issues the electronic certificate 101, so that
the ti mecegreettibAnceanker 20an i nspect whether or not the electronic
certificate 101 is issued by the formal tine stanp server 120 which the

Lime correcti o§ifen! ehe t1a8l EolREBHTEN! CohibLs Cob0 thiRagdliCl O fne ther €

maybe carried out a service that the above-describe spection Is received

(o ¢ st iy D55 R SoBBELHER! Erh g BREHbhot Blneds®
grasps the electronic certificate 101 issued by the time stamp
sexrver 120, particularly, the time correction certificate 201
included in the electronic certificate 101 and the specific
ID 102 of the time stamp server 120 which issues the electronic
certificate 101, so that the time correction center can inspect
whether or not the electronic certificate 101 is issued by the
formal time stamp server 120 which the time correction center
itself manages tocorrect time. Therefore, theremaybecarried
out a service that the above-described inspection is received
from the user of the electronic certificate 101 to certify that
the electronic certificate 101 is a certificate issued from
the formal time stamp server 120.

Ordinarily, whether or not the time correction
certificate 201 is true is inspected to consider the electronic
certificate 101 to be true. However, since the time correction
certificate 201 itself may be possibly imitated and copied,
the specific ID 102 included in the time stamp information 104

and the public key certificate 103 used when the time correction

certificate20l is formedarepreferablystoredtomakereference
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the formal time stanp server 120. Ordinarily, whether or not the tine
correction certificate 201 is true is inspected to consider the electronic
certificate 101 to be true. However, since the time correction cergamhpgmg
201 itself may be possibly imtated and copied, the specific ID 10
included in the tine stanp information 104 and the public key certificate
103 used when the tinme correction certificate 201 is forned are preferably
stored to nake reference 13 3 MAY 2006 to them and i nspect whether or not
the time_correction, certificat i ssued b tg%af%rnal time sta server
e

120.  FuFSh&Nen and; HNspect cMhetbey; (F | 82 Lt

under st and whet her the tine stanp server 120 issuing the electronlc
certificaestibicater dft igsped &Y dhe famedr doate stammesewieecti®n. Thus,

it can be decided whether or not the tine stanp information 104 included in
t he el ecFupbher, ceheifimateorifHet o arardcitt i datre 361, ibyipspéotetngo such an

I nspection, the electronic certificate issued by a false tine stanp server

hol di ng @néarseanaesiidthdD e RiRkl Gwp SeFvéfi cabe iGyhikRy Seea through.
Now, an exanple in which the above-described electronic certificate 101 is

(o 5, SRURELAIE Serfehotbe SR Ec ALY et Tofln1 fy pdadsgageurer, Lha
el ectronk G ; A IS YA FR6S" 1 4000 TR Q481688 HEHL LU nSE EAd ! cat e

time stamp information 104 included in the electronic
certificate 101 is correct. Further, by performing such an
inspection, the electronic certificate issued by a false time
stamp server holding a false specific ID and public key
certificate can be seen through.

Now, an example in which the above-described electronic
certificate 101 is used is shown in Fig. 4. In the example shown
in Fig. 4, it is assumed that the user 10 (user A) who obtains
the electronic certificate 101 from the electronic
authentication center 100 employs the electronic certificate
101 together with the electronic data 11 to a user 20 (user
X) and the user 20 carries out a request 301 for inspection
to the electronic authentication center 100 by using the
electronicdata]J.amdtheelectroniccertificatelOl. In this
case, the user 20 performs an inspection request 301 for the
electronic authentication center 100 by using the electronic
data 11 and the electronic certificate 101 so that the user
20 can recognize that the electronic data 11 is not altered

and the date is not changed based on a content certificate 302.
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101 together with the electronic data 11 to a user 20 (user X) and the user
20 carries out a request 301 for inspection to the electronic

aut hentication center 100 by using the electronic data 11 and the 3 MAY 7006
electronic certificate 101. In this case, the user 20 perfornms an

I nspection request 301 for the electronic authentication center 100 by
using the electronic data 11 and the electronic certificate 101 so that the
user 20 can recognize that the electronic data 11 is not altered and the

date i t, ch d based t ent tif 302, MAY 2006 That
e, “tho TRer B0 dhir S35% RPogon P GRS Bp GhiesaLthY GHArRAI of he

electronic information only by transmtting and receiving the electronic

i nf or mat FAAPERERG L biF hihediecitiondcednfonmatagnhent y duf itaienserittdring0o
certifies the content 302 is not particularly limted and the electronic
aut hent i zmd | peceevirg thg eleocbtrohéccénfofmaatiento the user 20 or

comuni cate with the user by an electronic nmail or the like or the user 20

may recogni ze Wdais WbwhiBht tige 1RGN i€ authentieation canter 100, the
i nspecting nmeans 113 obtains a hash val ue fronlelectronlc data 11 received

from foketO8fB0CS%hd ROnESHE 392! ig%ﬁ?ﬁrﬁqgﬁﬁa‘}?&c g?ﬁoﬂi’&'tth%g means

112. The 1 nspecting neans I nspect not ai ned hash val ue
of 1 he o perrHfn i At e Al Ce TR by o BRerediBebtateto " 1
the user 20 or communicate with the user by an electronic mail

or the like or the user 20 may recognize on a Web.

In the electronic authentication center 100, the
inspecting means 113 obtains a hash value from electronic data
11 received from, for instance, the user 20 like the
above-described computing means 112. The inspecting means
inspects whether or not the obtained hash value corresponds
to the hash value included in the time stamp information 104
of the electronic certificate 101 to certify the contents 302.
It is to be understood that the inspecting means 113 inspects
not only thecontents of theelectronicdatall, that is, inspects
not onlywhetheror not thecontentsarealtered, but alsowhether
or not the time stamp information is altered.

When the timecorrectioncenter 200 receives an inspection
as to whether the electronic certificate 101 is formal as
mentioned above, the user 20 carries out a time inspection
request for the time correction center 200 by using the
electronic certificate 101, so that the user can recognize that

the electronic authentication center 100 uses the prescribed
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It is to be understood that the inspecting neans 113 inspects not only the
contents of the electronic data 11, that is, inspects not only whether or
not the contents are altered, but also whether or not the tine starfpMAY 2006
information is altered. Wien the tine correction center 200 receives an

I nspection as to whether the electronic certificate 101 is formal as
ment i oned above, the user 20 carries out a tine inspection request for the
time correction center 200 by using the electronic certificate 101, so that
t he user_can rec nize thgg8 the elecironic authentlcatlon cepter, 100 uses

the presEHiGettd (?GIW 2668 Whigh 9055, Bt 4B CRITTLEF WRd@ePYdd a tine

correction by the tinme correction center 200 and the electronic certificate
101 is FiBERPBYRTHEODCanishador and tieyedessrpaicioertifiicath X0 hanner,

the user 20 can see through the illegality due to the alteration of the

el ectronis iaSuedabiyothenpyebyr ibedntiinet stgmapndereee 1203 t he el ectronic

i nformation. As descri bed above, the electronic authentication center 100

for perform ngraguektdwahhen] tde \i@éﬁgo@'&ntshféﬁhﬁéﬁ RRth@ 1}1&4‘;{&11‘ tGate 101 of
the electronic information is provided |ndependent y of the tinme correction

A R R s L
prevent e AR SLATE S0t Vo LR TP el ! el o tam
As described above, the electronic authentication center
100 for performing an authentication based on the electronic
certificate 101 of the electronic information is provided
independently of the time correction center 200 for correcting
the time stamp server 120 used by the electronic authentication
center 100. Accordingly, the alteration of time can be
prevented upon stamping the time and the reliability of the
time stamp information can be improved. Thus, a new manner
of use inwhich the time stamp information regarded as important
can be met.
According to the present invention, the time correction
center for correcting the time of the time stamp server used
by the electronic authentication center 1is provided
independently of the electronic authentication center for
inspecting the contents based on the electronic certificate
of the electronic information. Further, the time correction
center accounts the electronic authentication center in
accordance with the number of issues of the electronic

certificates. Accordingly, the electronic authentication

16




of use in which the time stanp information regarded as inportant can be
nmet. According to the present invention, the tinme correction center for
correcting the time of the tine stanp server used by the el ectronic} MAY 2006
aut hentication center is provided independently of the electronic

aut hentication center for inspecting the contents based on the electronic
certificate of the electronic information. Further, the tine correction
center accounts the electronic authentication center in accordance with the

nunber of, i e f. th e oni ¢, certificates. Acgordingl t.he

el ectr on%%ét;%{‘lh% i%%tf%ﬁjl%é% W\?’% t’slil%tre%]caeﬁﬁb]gtyr é’aﬁ]% G3MShi ch t he
reliability of the tine stanpp information is inproved w thout generating
doubt s a3tARP IHATRAL k9T 1801 HBEPVEH JELEROLY gepedatims: HerPEReaS it i s
altered, or the like. Further the tinme correction center can account for
t he fee whetheothemoy ndatht ime isustmperd, whetbberdhettiimee isdiesred,7 3 MAY
2006 What is clainmed is: 1. An electronic authentication systemfor

per f or maw then ldlkect r gaire haut bhst t Ak ofrtSEOLGH Cemeém@dn asicthrd] ectroni c
aut henti cati on system conprising: an electronic authentication center which

recei Vesf@r the fee in accordance with the number of issues of time

stamps.




registration of electronic information froma user, issues an electronic
certificate by using a tinme stanping unit and inspects contents based on
the electronic certificate; and a time correction center which existBMAY 2006
i ndependently of the electronic authentication center to correct the tine
of the time stanping unit, characterized in that the time correction
center includes a tine correcting unit for correcting the tinme of the tine
stanping unit, a stanp issue log obtaining unit for obtaining stanp issue

| ogs frog i EQ é?glﬂggb L. of the electronic certificates issued by the
time stanping-unit can e ‘grasped fromthe tine stanping unit and an

accounti ng unli %ge%tasps t he %gnber of the.issued electronic
certificates frofht L0 G QUL DEREL CakE QNN EUS BT FRT REFAP TR | og

obtaining unit and accounts for the electronic authentication center in
accor danae ediect rond crantigntoicatior s hrougha rettdorbnsa idieleatnareitd on syst em
according to claiml, wherein the stanp issue |og obtaining unit accesses

t he tineasthentdgathoh shsosghcoheristiwg:zk to obtain the specific 1D of the
time stanping unit and the stanp issue log. 3. An electronic authentication

system accordi g £PedBrdnMAYadefBntlieh®ibnOted tWrer@iik hecdamgs issue | og
obtaining unit obtains the stanp issue log when the tine correcting unit

correct Srégfstﬂ\&‘ fRiof ré‘ie n%{é"%'fBQmH'E'an from'h 584! 905Ges an

aut henti cation sys em accor

electronlccertificatebyu51ngatlmestamplngunltand1n5pects
contents based on the electronic certificate; and

a time correction center which exists independently of
the electronic authentication center to correct the time of
thetime stampingunit, characterizedinthat thetimecorrection
center includes a time correcting unit for correcting the time
of the time stamping unit, a stamp issue log obtaining unit
for obtaining stamp issue logs from which the number of the
electronic certificates issued by the time stamping unit can
be grasped from the time stamping unit and an accounting unit
which grasps the number of the issued electronic certificates
from the stamp issue logs obtained by the stamp issue log
obtaining unit and accounts for the electronic authentication
center in accordance with the number of issues.

2. An electronic authentication system according to
claim 1, wherein the stamp issue log obtaining unit accesses
the time stampingunit throughthenetwork toobtainthespecific
ID of the time stamping unit and the stamp issue log.

3. An electronic authentication system according to
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one of clainms 1 to 3, wherein the tine correcting unit transmts a tine
correction certificate to the tine stanping unit when it corrects the tine
and the tine stanping unit issues the electronic certificate incl gﬁw%‘}ﬁhe
time correction certificate. 5. An electronic authentication netho or
performng an electronic authentication through a network, said electronic
aut hentication nethod conprising: an electronic authentication center which
receives a registration of electronic information froma user, issues an

electronic_certificate by using a tinme st i unit, and_ i nspects contents
based oncLACRA 857 Ser SibhPrs Came Tosns LOBi ol ma BR3s SRFEERSuni ch.

exi sts independently of the electronic authentication center to correct
the tinmethe sHamp Lesus bagiwientihe ténarcRIeeFbyd Uit RErrersst the
correction center corrects the tinme of the tinme stanping unit, obtains

st anp i stimel ofistheotimki shampenguminett. of the el ectronic certificates
I ssued by the tinme stanping unit can be grasped fromthe tine stanping

unit, and grasps tAreeledReoniefaltiten el ch esistem sceordihgiterdep fromthe
stanp issue logs and accounts for the electronic authentication center in

accor dangge \Wg Elmﬁggpgg;qo,r ghekaiueéh L9md AT SO0 G unt €L &G4h POk C

aut henti cati on net Ing to claimb, erein"the tinme correction

cent e - agcenzes. {ieedd {8y CLATEEWatilldo WHLWlhe' BEaREIHY tink@ GRLA N the 1D

of the tI

it corrects the time and the time stamping unit issues the
electronic certificate including the time correction
certificate.

5. An electronic authentication method for performing
anelectronic authentication through anetwork, saidelectronic
authenticationmethodcomprising: anelectronicauthentication
center which receives a registration of electronic information
from a user, issues an electronic certificate by using a time
stamping unit, and inspects contents based on the electronic
certificate; and a time correction center which, exists
independently of the electronic authentication center to
correct the time of the time stamping unit, characterized in
that the time correction center corrects the time of the time
stamping unit, obtains stamp issue logs from which the number
of the electronic certificates issued by the time stamping unit
canbe grasped fromthe time stampingunit, and grasps the number
of the issued electronic certificates fromthe stamp issue logs
and accounts for the electronic authentication center in

accordance with the number of issues.
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5to 7, wherein the time correction center transmts
certificate to the tinme stanping unit when
time stanping unit issues the electronic certificate including the tine

stanping unit and the stanp issue log. 7. An electronic authentication
nmet hod according to claim5 or 6, wherein the tinme correction center
obtains the

stanp issue log when it corrects the tinme of the tine s
8. An electronic authentication nethod according to any one

ti tif t t f
correct o0 %) AR oceofiCCRINE SRRV SO | L0 fER0s, L

carrying

conput er¢

that when executed on a conputer carryout all the steps of cIa|n15 11. A
br by ranwhereidathect 188 ROFFEE L e Fenbedc 8E6ESERSat Benpiner carry

the steps of claim5. 20
stamping unit through the network to obtain the ID of the time

stamping unit and the stamp issue log.

7. An electronic authentication method according to
claim 5 or 6, wherein the time correction center obtains the
stamp issue log when it corrects the time of the time stamping
unit.

8. Anelectronic authentication method according to any
oneofclaims5to 7, whereinthetime correctioncenter transmits
a time correction certificate to the time stamping unit when
it corrects the time and the time stamping unit issues the
electronic certificate including the +time correction
certificate.

9. A computer apparatus comprising means for carrying
out all the steps of claim 5.

10. A computer program code means that when executed
on a computer carryout all the steps of claim 5.

11. A computer program on a carrier code that when

executed on a computer carry out all the steps of claim 5.
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