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invention relates to the field of data security. In particular, the
invention relates to a platformand nmethod for securely transmtting

i nformati ojoysidgd, an epheneral asymetric key pair. T,%@I;_ﬁgﬁound 10 In
today' s society, |t i s becom ng necessary to transmt 8| git data from one
| ocation to another in a manner that is clear and unanbi guous to a

| egitimate receiver, but ATIGTPORVieN MEFHOD any illegitimte recipients.
Accordi ngly, suchFQRSECURELYYIRANSMITTING ACITAORELATRON BATaf t war e appl i cation
executing some predeterm ned encryption algorithm and is transnmitted to
the legitinate receiver in encrypted form The legitimte receiver 15 then
decrypts the transmtted data fEACKRGROUNIYten, encryption/decryption of data
is acconplished through symmetric key cryptography. For symetric key
crypt ography, he sender uses a key to encrypt data prior to transm ssion
over an un ‘ecu |l i nk. The receiver uses the same key to decrypt the data
upon recei pt. hou S.CO utatlonally
sinple, it 20 ﬁég ure OnrngtngT?E’ethd Mtaﬁe% %(’rgﬂf’ rPCIESr e Y each sender
woul d requlelaestaadlafférmraedmethcsly‘mtmeiy@ﬂﬂsmytutgorafmmmmnmsmganephmneml an i ntended
receiver, i@mg@&/kegg.h ing it difficult, if not inpossible, to support a

| ar ge nurrbe of persSons. Anot her met hod of encryption/decryptionis to
create two separate keys (referred to as a "key pair"). One key (public
key) of t e keﬁ—%@?ﬂll s normally used for encryption while the other key
(priva 25 key) of the ke ai.r i s nornmall sedfor decryption of the

o . M o et R ot e pa ppRd SELBReR. Koy

crypt ogr aplbstion témetheli 1& aﬁlmatt&ge cles amiunaitegliow b ilieglﬁr&atm&'&wéi Butkey

cryptograph s, that ars era | e aft each

comuni cat'l %"ﬁm rgléegsélﬁe i a"’i lllggt“}/ma(f 4 %G@G ‘g?cgr%ﬂ'glly %(’eidﬁﬁallvy%§ i gned and used for
al | conmenérypitdiby A sofiwhtpugplicatioy exdéutind somelpredegfmitddenqypitioedigeritbery i ti gat es or
perhaps el dnms Rafsfafited to the legitimate receiver in encrypted form. The legitimate receiver

15  then decrypts the transmitted data for use.

Often, encryption/decryption of data is accomplished through symmetric key
cryptography. For symmetric key cryptography, the sender uses a key to encrypt data
prior to transmission over én unsecured fink. The receiver uses the same key to decrypt
the data upon receipt. Although symmetric key cryptography is computationally simple, it

20 requires complex key management. For instance, each sender would require a different
symmetric key to communicate with an intended receiver, thereby making it difficult, if
not impossible, to support a large number of persons. Another method of
encryption/decryption is to create two separate keys (referred to as a “key pair'”). One key
(public key) of the key pair is normally used for encryption while the other key (private

25  key) of the key pair is normally used for decryption of the data. This method is commonly
referred to as “asymmetric key cryptography”. One disadvantage associated with
asymmetric key cryptography is that the key pairs are not erasable after each
communication session. Instead, they are permanently assigned and used for all
communications. Thus, any disclosure of the private key mitigates or perhaps eliminates

30  the security of any subsequent or previous communications.
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30 the security of any subsequent or previous comruni cations. 24 June
2005 WO 02/ 060121 PCT/ USO1/ 43736 BRI EF DESCRI PTI ON OF THE DRAVM@BIIT%@OOS
features and advantages of the present invention will beconme apparent from
the follow ng detailed description of the present invention in which:

Figure 1 i gxenmpl ary enmbodi ment of a platformpra Je invention.
5 Figure 2®| gﬂ(gn exenpl ary enbodi nent of the I C devi cg&;gé 293 rusted
Platform Module (TPM errployed W|th|nthe platformof Figure 1. Figure 3

is an exenpl ary embodi hEHE DRAWRSES at i ng the secure data

transm ssi on nechani sm Fi gure 4 |s an exenpl ary enbodi nent of a bl ock
di agram for vefrsfpatyes apdrsdvangeges ofithe presbis inmerdibn widlpenomt afparepithi ¢ key ( EAPUK)

is a vali dnkeowihy RUH dalijdabi bl & ral credential and the
EAPUK wi t hout srgn hash (;ﬁ er atl&garrl(s11 tmﬁ'?gﬁ\g?l s an exenpl ary enbodi nent

of a block di a4 4P GV@PIF‘W‘F‘W&‘“’PW&?& PfEﬁi’IﬂUJKfaFt@!nathvmlwrMOMey t hr ough

val i datson of Fipge ephemmglbryemﬂmhﬂoa{hemwwﬁ a%@ﬂc&@latrbﬁh ng hash

oper at i on( % ej(”FP Cl? g\l pﬁ.rﬁl??ent invention relates to a platform
and et hod T6F (SR FMRoyd vk deiplHor T Figwe &r mat i on such as aut hori zati on
secret for exakipirel is@ncemplageetbdinicttvl NiidvcBRMilGRatink IAesecdblddROr | Zati on secr et
uses cCrypuRaLARRL he@RRLAt i ONs to validate authorization data that 20

acconpani es an_operation request directed to the device. In the event that
the aut hori zafigwst gt sempary ertiodimee of a Wdvé didgrem 6e vedidyifeaatan t he request ed

oper at 1PN epefrabRekth&ric ﬂﬁlﬁ@%ﬁﬁﬂ@ﬂ§imx kf%‘%hrgu‘?ﬁ o4 alltfm? Qﬁﬁj through

utilization of epheneral asgmretrl SCribed below. In the
f ol | owi ng eEf@?E"FicﬁdF'ﬁ‘ﬁ‘ and-ihp EARYK W'é}ohﬁuﬁeﬂ hﬂglyoppfstmé*bd to descrl be vari ous

features 25 Gfiguk sm éﬂb\fﬁ%ﬂt@f’hbidﬁ?ﬁmﬁéﬁﬁpbeﬁ r%t opl atfornt incl udes
one Or nore ckaged or unpackaged

d %" dj
?E%Ieg{gt g@*‘@b& B e Ky ’bwﬁﬁaé%g@ea@t@aml credential and the EAPUK

using hash operation(s).
15

DESCRIPTION

The present invention relates to a platform and method for securely transmitting
information such as authorization secret for example. Once loaded within a device, the
authorization secret uses cryptographic operations to validate authorization data that

20 accompanies an operation request directed to the device. In the event that the
authorization data is validated, the device performs the requested operation. The secure
transmissions may be accomplished through utilization of ephemeral asymmetric key
pair(s) as described below.

In the following description, certain terminology is used to describe various features

25  ofthe present invention. For example, a “platform” includes any product including a device
(e.g., one or more packaged or unpackaged integrated circuits) that processes data.
EXamples of various types of platforms include, but are not limited or restricted to a
computer (e.g., deskiop, laptop, server, workstation, personal digital assistant, etc.) or any
peripheral associated therewith, wireless communication device (e.g., telephone handset,

30 pager, etc.), a television set-top box and the like. A “link” is broadly defined as a logical or

physical communication path such as, for instance, electrical wire, optical fiber, cable, bus
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Exanpl es of various types of platfornms include, but are not limted or

restricted to a conputer (e.g., desktop, |aptop, server, works2é4tJwme 2005
personal digital assistant, etc.) or any peripheral associated therewth,
wi rel ess communi cati on device (e.g., tel ephone handset, 30 pager, etc.), a

tel evi si onggelschpp Pox and the like. A "link" is br oag&y %}‘d,&ed as a
| ogi cal or “physical communication path such as, for | nsﬂfTance, el ectrical

wire, optical fiber, cable, bus -2 24 June 2005 WD 02/060121

PCT/ uS01/ 48%86r tveme @irelas chantelusiag infrired, REi6 frediant GLF), W4 GthkrWieRésed, radi o
frequency (.RE). other wireless signaling nmechanism In addition,
the terns g.?ﬁ;m rrﬁ%???%%' or "content"” are defined as one or nore bits of
data, address, Icadditipnpthe tgrmsdmjorpasioi an Stontent” dréuiefissdfas ot Gop@d biiske | udes sof t war e

or firmargDadshad con%%ﬁn?mﬁﬁéﬁq’thefégﬁf‘ d@ﬁna%gstsgfgv%r% ogglﬁa lgns. Exanpl es of

differept types of code incl ude an ap})% I cation, v¥a,re or any series
of i nst P ucttoffien efaeied; perforps pqrigin Sunetionss tEsammgsiaf different raesafwdaised t o descri be

ot her f eat intieds a@bpplita€on, dbyEIAL dr @Y serfe@ b iR, an "entity” is information
used by a devi erformoperations. For_instance, an entity could be

e to .
an asymmetric E‘%rfl',"’ Y 'l?"é’éf%?gﬁp ¢ leBys apusqdin drarmibeiothen featwiss ¢fdiei ti es tenporarily
held in ljohmiimnﬁonm@ed&l “.armityr ﬁstigtbmi_ionrmdﬂubp ¥ dé¥fee tofberlfdiﬁ\éb&ﬁon%[ﬁ ngr mal |y
encrypt ed. s |l oaded into an internal mepory of a device, an
aut hor i zatlfo))(.\yr%ﬁghecg? ’é?‘@”&?’&@ heeangﬁmegéc ke %ﬁyg‘a‘eﬁnaiéeaé’afa“d?w %-aut hori zati on
secr et "0 sErtifigsdamparafily held inddeatiobyoutshie arieweinglencnery@f the demicé 46 i nt er nal nenory).
Know edge &Fma‘ii?&cﬁﬂe@%b&% ety iélﬁ@@c?ihto aftIntcAWEn ?n%&eoigdévﬁ: Lhe entity, and/or
information stored in the internal nenory, a_ncf o} APShs certain
oper at i ons*grizgongere Br theentiys afrdoagada Thesievtharimgsiowseemt’ ésdnfosimetiont he  devi ce.
" Aut hor i Z aeld®p thd aévite (oS il iRGntér@S Mbhor KRoWEPLAL BRI GiRRREAL | ON that proves
know edgeéﬁf t he aué}hor,l zatjon_ secret for an entity and shoul d acconpany
each oper &t PGifecersaytie ety aud/orinfapstion spred;inthg intemalamepiony, andlge of entity. For
one eni)i)diagaﬁbtcertﬂfbphdlﬁiﬁ folby perfafthell BethdiflforintphR@hted Widklthe dSvideNi que within some
context and at,

and/ or secret &gﬁggﬁqﬁ%a 3,2'5 @?&?‘ﬁé’f% %&ﬁ@g?ppig%%gg%ﬁaég%ﬁ%égf :Jt]g? Le \(/:\,1'0'(tj ﬁzjut

di scl osur dnovHaige ofitixtaatharizationfsdclet emeatity ardehduldiaccompdap eichiBgetatio he secret data

may request.

An “identity” is a specific type of entity. For one embodiment, an identity

20 includes a label that is unique within some context and attached to an object (e.g.,
segments of executable code) and/or secret data that is statistically improbable to estimate
without disclosure. For instance, with respect to this embodiment, the secret data may
include a permanent asymmetric key pair as described befow. This allows a platform to
support different access privileges to stored content or different operations, depending on

25  the identity conferred by the requester. To prove an identity, a cryptographic engine
operates on input data, using the secret data, to produce output data where the output data
is statisticaily impossible to produce without the secret data. The capability of producing
the output data is taken as proof of possession of the secret data, and hence as proof of
identity.

30 It is appreciated that certain details are set forth in order to provide a thorough
understanding of the present invention. It will be apparent to a person of ordinary skill in

the art, however, that the present invention may be practiced through many embodiments
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i nclude a permanent asymretric key pair as descri bed bel ow. Thiz ?Jllowio?)s
platformto support different access privileges to stored cont 4\

di fferent operations, depending on 25 the identity conferred by the
requester. To prove an identity, a cryptographic engine operates on input

dat a, usi RgobdRoseCret data, to produce output data wWehgeidyessout put data
is statistically inpossible to produce wthout the secret data. The

capability of tgrodum ng the output data is taken as proof of possession of
the secret tHa therdliyseriede Wel-kpgvaosfrouys are inad e forth in detBiin otdei ts awafsor eci at ed t hat

certain det@hdeSsamilydbsibingfiRiptddent vaAfigier to provide a thorough understanding
of the presentol%arglventlé) 't wll be aqparent to a person of ordinary skill
in the art gt 1. pmexemplar Blagk diagtayof snghustistiyc erebodimantt i ced t hr ough

mre]my errbodmﬁemt@na 1@4emplopiag ROREsent Reidh QEHRK2. 1TthEfféi}%5@déoﬁ$7§g ot hler t hat ;

t hose i are not set forth in detail in order
to avoi d4 E}og%:sgogslg'\f/\ﬂnéme conﬁorl:ﬁ'hbg(w%??&ae%’g?ﬁ mepera % #n. Referring to
Figure 1, awu@vmmoamyhdbl(wlm ang rimeghtedaireiil (1Q) gevicat sosehigmbodi ment  of a

pl at f or m 1GQi AR LK Hd E&?ﬁigfhgm&lca%\ﬁ%ggés?& lkie%ﬁl hO The platform 100

conprises 5 a rocessor con 120, a system
mermory 130, an S ipTigysuts ﬂ@@fﬁ?%@ﬂ'&@d@fﬂ@dﬂ@lﬂ)ﬁﬁﬂkﬂ@mmm@ wnit of ayeqr at ed

circuit (I Gjpe dﬁYdhﬁ@tuaelS&thW%b&ﬁblex'|ﬁ§{rl§clt1§r;s%§mmﬁmé?§ (E%r(.z &figkgcontrol s the

aut hentfc?catlon rocess of the platforml wn in Figure 1, the

processdr 1MERCHinspicOmpHess ﬁlsgéﬂf’fﬂéﬂ"g tﬁ‘FtB'é‘é@é"l"ﬁ’dVUrW)toréﬁﬁmlﬁy type of

ar chi t ect unehitestiiehindge eﬁafhﬂdihaR%, titebedeksbt 1 10Q8lcomBhtibR VIR te @k &Cl (?C% VLIr \%:Iuced 10
instructio uters V. i nstruction wor or a
hybrid ar 5{@?5“{83 Pm?eﬁ”&% Léﬁw%%ld‘lﬁéﬁ‘ltke%@ P tRuBS dtan alfefpptives conpat i bl e
with the | piftiEdifnelt, théprodassoreld @ mayeindhldnulbiple pR&SNg, unitslebipleasogth® | A-32 and the
| A-64. O F‘gpe{?ﬁmoh%sms%ternatlve enbodi nent, the processor 110 may

i ncl ude mu e processing units coupl ed together over a comon host bus
105. 195Coupl e@owdttwmecmsgsls@wammost/hualasrtbeMesuzmuath the MCH 120 may

be i ntegr flggel mle cﬁpé'énhaggl%tndésQ&Rro%@éﬂnﬂﬁaﬂ&?& e%h?'%ﬁm configuration of

menory and. I nput/ out put Vi ces suc nenory 130 and the | CH
140. The Ssgagutt/@“tput dev:ces such as the system memory 130 and the ICH 140. The system

memory 130 stores system code and data. The system memory 130 is typically
implemented with dynamic random access memory (DRAM) or static random access
200 memory (SRAM),
The ICH 140 may also be integrated into a chipset together or separate from the
MCH 120 to perform I/O functions. As shown, the ICH 140 supports communications
with the IC device 150 via link 160. Also, the ICH 140 supports communications with
components coupled to other links such as a Peripheral Component Interconnect (PCI) bus
25  atany selected frequency (e.g., 66 megahertz “MHz”, 100 MHz, etc.), an Industry
Standard Architecture (ISA) bus, a Universal Serial Bus (UUSB), a Firmware Hub bus, or
any other bus configured with a different architecture than those briefly mentioned. The
ICH 140 may be coupled to non-volatile memory 170 (e.g., flash memory) that contains
Basic Input/Output System (BIOS) code for example.
30 Referring to Figure 2, an exemplary embodiment of the IC device 150 is shown as
a Trusted Platform Module (TPM), which features one or more integrated circuits placed
within a protective package 200. For instance, the protective package 200 may be any

type of IC package such as an IC package for a single IC ora package fora multl-chlp
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menory 130 stores system code and data. The system nenory 130 i§,t icildd/
i npl emented with dynam ¢ random access nenory (DRAM or static iﬂnﬁ'&}ﬁ S
access 20 nmenory (SRAM. The ICH 140 nay al so be integrated into a chi pset
toget her or separate fromthe MCH 120 to performI/O functions. As shown,
the |1 CH 14Qo83epeits communications wth the | C devigerddhpstiea |1 nk 160.
Al so, the I CH 140 supports conmuni cations with conponents coupled to other
| i nks such as a Peri pheral Conponent |nterconnect (PCl) bus 25 at any

sel ect ed f medyise Adigrnatizelyy the poGctivg geckiese 890 mayigelude icatyridgepr casingc. ), an | ndustry
St andar d Apflnk 8 feridVable Ghuphibr daidFearBind i M@g@@dcu&ﬁ@ &ld tBUike.(USB), a Firmmare

Hub bus, or any other bus configured th,a rent |tecture t han

[
those bri efl y frefhevpindigurepyige Th Ofﬁ‘ﬂprﬁﬁf’?" 5‘8“ Ié%?"ftff?a Yvolatile nenory
170 (e. 9., aprbRsbr 278, iiNrya) médiay 23005, ,aiolaﬁle arB&Sﬁdﬁ-vblaﬁihl)t a(n@d;tnﬂﬁttncSySt em (Bl OS)
code fog e%{anpl e 30‘\,@% erri ;%gto: gur%o 1t 180 £XE ar enbodi ment of the
| C devi te SEEICRIUNBNATISL] o COPIRERRYEHERE 20f BT 'f\/%mapuﬁ %), which features
one or noreyjtaptaplje egmel2inmag be pagt oﬁihape@tssowmbnsppaaltepcpgmtbmﬁome package 200.

For instance, E}@Iﬁnﬁe%ts,g,ﬁﬁéﬂmep%ﬁ%ﬁaaﬁu&mo g@éﬁﬁgﬁeoacgyr]gatéém& fifie | C package

such as an | C package % or a multi-chip -4 24
June 2005 (thezstr@ewmztnpeeW/Wfﬂu%%@amw 260026Qrincdidesa8| vy, t he

protective, %@&?ml%s}ﬁ dﬁfﬁr){te ké}qtﬂﬁﬁ()%l(}-@ﬁltn@hﬂgﬁrr&bon@ﬁ§l:;ﬂh&nerQOVer' ng a
renovabl e daughter car eaturln the i E@gmg mrcwt(sb and the |ike.

As showh i %Y‘WF?j'LFrfé‘b'E key FAPYIOM 25 2y dislr P HYMRETR bey PG - ( 1/ 0) i nterface
210, a praoessel fo?dlypliditafd d&&&pﬂ%ﬁﬁﬂéfaﬁo@ d6king @ sifigle cot@iupitdtive and/ or

non- volatlle ric t it 240 d t hi
engi ne. 250 RO B KEes AR e o Mt G Re 250" hmy e’

part of thsesstoﬁ sitleSanmat 0/ darhrcmglp@suafceoﬂamgumnﬂchtar@ﬁwa:rmomnkded ein, the
asymretrl ener t| on it 240 i5s con eate one or nore (N)
epheneral #ﬂgf‘ flsrggﬁ(??"ﬁﬁjf?nso"?ésﬂffnﬁﬁﬁl Veé e%ﬁ’gs‘hmgmg’%r 2601- 260N i ncl udes
an eph@nmnmhmmeaylmmm armthpnrplat&tne(lﬁelyat(oE@ﬂ%Rmyergmmcmmg\thand a correspondi ng
ephener al Wbl Iﬁlﬁf f hinafl Each ephener al
asymmetri CF;IBB "ﬁ&%g?f&%%%i% %@ﬁn&@}ﬁ #} %ﬁ%rm t%gkr)]nsand decryption
operati ons dur Th@J PNl 180 wlipive a@@mma@e@mﬂ@ﬁsmred ina Pomon of the internal

memory 230 and/or performance of selected operations by its platform only upon receipt

of authorization data by the processor 220.

20 In order to protect the confidentiality of an authorization secret during transmission
io the TPM 150 as well as insure its integrity, the TPM 150 utilizes a secure data
transmission mechanism. The confidentiality of transmissions is protected through
encryption of the authorization secret. Likewise, its integtity is protected by the ability of
the sender to verify that the authorization secret is being transferred to a TPM and that only

25  aspecific TPM can decrypt the data.

Referring to Figure 3, an exemplary embodiment of a flowchart illustrating the
secure data transmission mechanism is shown. Initially, the platform is loaded with an
identity and a credential associated with that identity (block 300). The “identity
credential” may include (i) secret data associated with the identity (e.g., a permanent

30  asymmetric public key of the identity, referred to as the “identity public key”) and (i) a
first sequence of alphanumeric characters (e.g., a statement “TCPA Subsystem Identity™),
This information is digitally signed with a private key (CAPRK} of a certification

authority being a trusted third party such as an original equipment manufacturer, 2
-5-



session with another platformand nay be erased after conpletiog,of th
comuni cation session either automatically or through i ssuanci@fjlﬁheioos
aut henti cated software conmand. For instance, a single conmunication
session may involve (1) establishnment of 15 comunications wi th anot her
pl atform wbisereati on of a new entity (including theerddoassg ssi on of
aut horization data) and (iii) term nation of the comunications. The TPM
150 al l ows access to certain entities stored in a portion of the internal
nmenory 2308AFANHYal pRERY ot @ desigpated eeridficatian entiseandthedikes Qfpotres pl at f orm onl y
upon recei por toQfe ditbIATEn AR bieRNorIAE & 1M a biHBonYF AE 83 RPdata20Phe £Q | N order to
protect the conf tq]%gt I al.i tl{ of an aythorization secret during transm ssion
FBTY MRS

to the TPM*IBHCL me defp may plecfivebapieraog hashgeeratipy 150 utilizes a
secure data t Incondemosshe nnevadmtig fir Siplatfdia, hoBdueske Mitiark il &iti@f transm ssi ons

I S protect . d.on of authorization secret. Likew se, its
integrify %%u%)rlr%@gsg@ 3‘&3%@ e%/ﬁﬁemhd%ﬁnﬁt?’ fhﬁﬂ%frequfﬁtﬁeéw'ss Hfe ef%‘”\ﬁ%ﬁ?’f y that the

aut hor i zat puneses gdgck 05).sFob nstange, the ahdéramrag employ pullMofinge toblathatonl y 25 a

speci fic T‘%M'tiﬁ@é]]g%ﬁt@ers,% rhi SRae naﬁggﬁ{aﬁégnﬂ résﬁ’onfei t9§'éeefvi:§githean exenpl ary

enbodi ment of a flowchart illustratin secure datatransm ssion
nmechani sm 8% SK&HAA reqpest the AP gencratsgansphempralagymnaetricayivndr fythelmesin i dentity and
acr ede_nt | BM aﬁi@_clﬂb@ktﬁ@. %eﬁe}ﬂh&ﬁaﬁtasj"rﬂﬁ‘dﬁcikﬁy pa‘frbﬁcﬂﬁgs ag%m:mer;l_ he '_'i denf[ ity
credentjal " rérg%.l nﬁql%?e i&ig seﬁret data associated with the identity (e.g.,
a per miherfY et RIieSeY EAPPRAN e qphsmept asymmetichetyety ksy EARRKAr red to as the
"identity publ Therekfey, a} dedsritiedih bibcka 15, tie EAPUR &Gparifi€tnterhal B lwhia tener i ¢

character @, S nent."T Subsystem | dentity.'). .. This information
is digi taﬁpﬂf@%@‘r’n‘é@“ R B?r?°\%?§§}?8§/fy‘tst@ﬁﬁking Ud ¥ibe 21 ant s on

aut hori ty usieg mpprigontof the seerdt dataiayschiaed mitly the seddatedislersity).oTligirsiates equi pnent

TENUT ACT U Bhomefd el ARIEWEenn rggl/e&ﬁ{i)aq'%ﬂﬁhﬁ%t{\%%l{lﬁaég 36 government al

agency, signated certification e fike. OF course,
prior 1b tserendiiegriencgiof gfphamugwsiinwiareqier (aei owtentehid TAPA Taiated Plaifopor t i on of t he
secret datygodaie @n&o%nédt’ﬁ%%th ﬁéﬁg Utagi?e?l? sied I@vﬁlpg b Fin€ scCRALASIRT S may

col l ectively undergo a hash operation. er to create a newentity for
the pl at f G WPrivel keyaswqeiaied with thefoniity {refarrod o asthei"idgntity peiveteksyOn Of equest  t hat
speci fi es coddeChtiol @emidigiinytsiimhg &p@l@ticfn,elﬂé@fﬁilﬁ{an‘d"th%la&ﬁndts@qulﬁﬁgotf or validation

alphanumeric characters may collectively undergo a hash operation.

20 In another embodiment, the ephemeral credential includes the EAPUK, the second
sequence of alphanumeric characters and an identity label. This information in its entirety
may be digitally signed with the identity private key, or in the alternative, this information
may undergo successive or reiterative hash operations to produce a hash value, where the
hash value is digitally signed with the identity private key. In yet another embodiment,

25  the ephemeral credential may be the EAPUK digitally signed with the identity private key.

Thereafter, the EAPUK, ephemeral credential, secret data associated with the
identity (e.g., at least the ideﬁtity public key} and the identity credential are transmitted
over a link to the requester (block 320). The requester can validate the identity using the
identity credential by gaining access to a widely disseminated public key (CAPUK) of the

30 certification authority (block 325). The requester then validates the EAPUK and the
ephemeral credential as being signed by the identity private key since the identity
credential features the identity public key (block 330). This allows the requester to now

believe that the EAPUK came from a valid TPM without knowledge of which particufar
-6-



pur poses (bl ock 305). For instance, the platformmy enploy nultip]e
software tools that constitute identities, each having a uni qt:é4nﬂLH'Fte(2(905

| abel ). In response to receiving the entity creation request, the TPM
generates an epheneral asymetric key pair for the new TPMentity (bl ock
310). The websswhal asymetric key pair includes an e /@310 asymetric
public key (EAPUK) and an epheneral asymetric private key (EAPRK).
Thereafter, as described in block 315, the EAPUK is certified internally

wi thi n t heTPM-Psg, isgllowsdhagequester dwtcichifidance tar oplgn TRViitbdable tche crypt ogr aphi ¢
engi ne 25040knthh Al Rizafion USENY @ portion of the secret data associated with
the sel ected |dent|ty). This produces an epheneral credential. Normally,

t he "ephener al Indhesifedtion where thathgitalsigaing ppsragi ngiritilizinglEhashecond sequence of

al phanuner geratdhdsaRwanSFife .é 4 the eﬁhe@érat:@ﬂ@.ﬂél aﬁdmﬁﬂ?e%ﬁcﬁﬁédﬁ;l atform Modul e

End t al | f th t
data sutn Faskeind B oS Eoodly o e e by el Bobt e er e co as

the "i dentliut fyctptratmmmhddey 6f)the oefnﬂcaaamum&;ty PGy Rireatiily dviTRbIEl Ghohal | 'y si gni ng
operati on, uen nune characters
may col | ectl vely un% ﬁﬁgl’bth gst £ eemre'ét"’l ﬁwui’ir‘f’ké%ga{'ﬁg“ éf’FB‘gdl ment, the
ephemner al feomatiesphénsgiral crnd;htudj@bcltéﬁé) ermhmmnmmmmﬁmg of

al phanurreriegsGRAEAThES @1@@@@%@&5} iphot IR corﬂiﬁe wd BLAERL On TN LS

entlreta/ 3/ be digita ekey, or in the
al ter ndd i vali @HP@W'MF@‘WP&W@E 3rethanyiise EGBUK &F@Q@S@f@ﬂdbimk 4®iterative hash

operations to RiAReS, ﬁtﬂ%@ﬁﬁudﬁ@*h@n@ the%ﬁil?igﬁ:ﬁ@%pex@l%mtﬂ% Hﬁé’x‘ rSTE ﬁ![ gi tzg-l !{Ke

signed with the jdentity private anot her enbo

ephener al BT #arits cgemss zcrﬂé“tla‘rf’éd Wé?@’ﬁi”’éfﬁ%‘eﬁlbv’\?c%‘ie@%é@ igtn the identity
private keyblic kdhiesneds i‘dgitity cPeh&ttW&dKSO@pUﬁﬂJﬂﬁdc&Iery@f el RBtinAublics eg Ir et gat ;i g
associ ate t i.den eas entity public key) an

t he ident ?‘W h?sgﬁﬂg‘fﬁ"f %p ep&f”’ger%if%%ggﬁ] fﬂf@amﬂw& fr%{“ W?‘F?Pge“[’%a It he requester

(bl 0ck1332Gedentiidl ¢blsck LB sMerover mhaginderdddnds ﬁeﬁamedianhe EAPUKSEmy the identity
credenti al 1.9, B M i c key (CAPUK) of
the 30 cefl %rﬁ%ls %g%%@%ﬁg%g@l% a"t' B cgar %g)or '%ﬁ"ggll%a]dﬁ%’g@g%)t%en val i dat es

t he EAPUKpeddenheh reept{bloeksal). Ehedddiresiials tescdyprmdtodiiegmbdalisy t he identity
private k oc§'5?;\ﬁ elfil-{gﬁashpe@ﬂ &Jtc%gs tﬂerhgﬁq/%% ﬁ\le EA?@kw ?ll?d a%h‘ﬁ‘m#ﬁ?”t ity public key

(block 33 uester to now t he EAPUK cane
from a vaksreficgtdNpakis¢hdkerkispolif éﬂﬂﬁcemﬁﬁdéﬂioqkéﬁﬂ)a cular -6 24 June 2005

20 Referring back to Figure 3, the authorization secret is encrypted using EAPUK
(block 335). In one embodiment, the size of the authorization secret is set at M bits (e.g.,
M < 160 bits) so the asymmetric cryptographic function is able to encrypt the
authorization secret. Also, the authorization secret may contain some static markers to
allow the TPM to determine if decryption was successful.

25 The encrypted authorization secret is transmitted over a link to the TPM along with
static markers and perhaps additional parameters necessary for creation of the entity
(block 340). Upon receipt, the TPM decrypts the encrypted authorization secret using
EAPRK and determines whether the decryption was successful through comparison of
static markers for example (block 345). If the decryption was successful, the decrypted

30 authorization secret is used as the authorization secret for the new TPM entity (block 350).
Otherwise,lan error is reported (block 355).

While certain exemplary embodiments have been described and shown in the

accompanying drawings, it is to be understood that such embodiments are merely
-7-



WO 02/ 060121 PCT/ US01143736 TPM Also, this allows the request é_.ﬁﬁ?aﬁ%
confidence that only a TPMwill be able to decrypt an authoriz e 2005
secret. In the situation where the digital signing operation does not
utilizing a hash operation, as shown in Figure 4, the epheneral credenti al
and EAPUK @ @xydaizt dated by 5 recovering the |dent|ty tussgy fromthe
identity credential (block 400). This is due to the fact t%at the public
key of the certification authority nay be readily available. Upon recovery
of the ideﬁmmmvaUbﬂh@ﬁW@wheDMQebpﬁ@m&ﬁmhaa&&ﬂﬁﬁhm&mmpu@béc key can be
recovered jifiam tﬁél@ec%g Qs‘rﬁﬁfc% Qr{d%q*% Qs sﬂc}wn%ﬂ(de%giggd snn-ggﬁlg cover ed

epheneral asymetric publi en conpare (bl ock 420).

I f both va@ﬁ%ﬁwﬁgﬁﬁ%ﬁémyWﬁ%“ENPUN“W@“&%HWQWNGaandmwwuﬁbﬂiW certified (block
430). O heﬁo\t!llﬂ@to uﬁﬂﬂé‘fttﬁeﬁar@&ﬁm%ﬁ&d&k&ﬁfé of 1 R lfes At dddware rh@iRat i vel y, in the
situati ere the d z& @ sl gni n peration utilizes a hash operati on,

t he eph meﬁ" arg, pred FAmbIR Mlek ey 3r9§Ipf°éi'§?de'Ela pgeerseiBAfalls ng the identity
publ i c keystdrage medilie suchl@sitniagyetic; bREaNdrisalicopdlcREHorfd Mkdiuklpon recovery of the
identity public key, a hash value of the epheneral credential can be
recovered fromthe epheneral 15 credential (block 510). Moreover, a hash
operation is perfornmed on the EAPUK (and perhaps the second sequence of

al phanunmeric characters or identity |abel if applicable) to produce a hash
result (block 520). The hash result is then conpared to the hash val ue

(bl ock 530). If the hash result matches the hash value, the EAPUK is valid
and properly certified (block 540). O herwi se, EAPUK is not certified

(bl ock 550). 20 Referring back to Figure 3, the authorization secret is
encrypted using EAPUK (bl ock 335). .In one enbodi nent, the size of the

aut horization secret is set at Mbits (e.g., M< 160 bits) so the
asymetric cryptographic function is able to encrypt the authorization
secret. Also, the authorization secret may contain sonme static markers to
allow the TPMto determne if decryption was successful. 25 The encrypted
aut hori zation secret is transmtted over a link to the TPM along wth
static markers and perhaps additional paraneters necessary for creation of
the entity (block 340). Upon receipt, the TPM decrypts the encrypted

aut hori zation secret using EAPRK and determn nes whether the decryption was
successful through conparison of static markers for exanple (bl ock 345).

If the decryption was successful, the decrypted



30 authorization secret is used as the authorization secret for_the ne P
entity (block 350). Oherwise, an error is reported (bl ock 35‘53}.l \Wﬂ@go—aévl
certain exenplary enbodi nents have been descri bed and shown in the
acconpanying drawings, it is to be understood that such enbodi nents are
merely 7 24 June 2005 WD 02/060121 PCT/USCh/ 43736 illustrative of and not
restrictive on the broad invention, and that this invention not be |imted
to the specific constructions and arrangégliamst s shown and descri bed, since
various other nodifications may occur to those ordi-narily skilled in the
art. Addit iWhalis glaimetlis;s possi bl e to inplenent the present invention or
sone of its features in hardware, firmvare, 5 software or a conbi nation
thereof where tlieAseiiodabptisingr ovi ded in a processor readable storage

medi um such as a magnetic, optical, or sem conductor storage nmedium 8 24

June 2005 Chgtel®n hémalagn%gﬂ' : i ér@l’ ecei ving an
epheneral asynmet rélég%%ubl i c Key ang%g%ﬁ%%ﬁe%%gﬁ%gﬁgﬁﬁhaa 1 ee ephener al
credenti al hnelpge : i . t eneral, asynmetric
Itoﬁbl [ chkeyegi gital y%a{gﬁglgg?\@saatt ﬂei‘g"]na ! g‘énﬁf?‘ﬁ*ﬁ?%ﬂk‘%ﬁ%,ﬁ Whn? t hat .
e ephenepal:: ., C is valid using data recovere rom e
ephener al érél ﬁ?%ﬁﬁ%’?@ﬁa‘g@%ﬁ PRGBS IRE dupli cate copy of the
ephener al asg ri.c @gbl ic key fromthe  epheneral credential, and
conparing th er’r’gﬁtb‘g#@é e@?ﬁ?’ﬁ@m"‘é‘ﬁ%ﬂ&l@ﬂ’ isvalidnsipg deta gepevered e wi t h
the ephengral asymmetric public key; encrypting authorization secret using
t he ephemdPéFPhesiFraletedrntialyinsfudss key if the epheneral asymmetric public key

is determned to be valid;, and transmtting the encrypted authorization
secret over a [rpeorering the duplicate copy of the ephemeral asymmetric public key from the

ephemeral credential, and
comparing the duplicate copy of the ephemeral asymmetric public key with the
ephemeral asymmetric public key;
encrypting authoﬁzaﬁon secret usmg the ephemeral asymmetric public key if the
ephemeral asymmetric public key is determined to be valid; and
transmitting the encrypted anthorization secret over a link.

2. Thé method of claim 1, wherein prior to verifying that the ephemeral
asymmetric public key is valid, the method further comprises receiving of an identity
public key andan identity credential.

3. The method of claim 2, wherein the ephemeral credential further includes a
predetermined sequence of alphanumeﬁc characters.

| 4. The method of claim 1, wherein the recovering of the duplicate copy of the
ephemeral asynimetric public key includes decrypting the ephemeral credential with an

identity public key.



2. The nethod of claim1l1, wherein prior to verifying that the epheneral
asymetric public key is valid, the nethod further conprises régﬁkhﬁﬁgzﬂp5
an identity public key and an identity credential. 3. The nmethod of claim
2, wherein the ephenmeral credential further includes a predeterm ned
sequence of al phanuneric characters. 4. The nmethod of claim1, wherein the
recovering of the duplicate copy of the epheneral. asymretric public key

i ncl udes decr ypisi gk shétBo PRI whefeR RO Ehldontel tHe cAfhypled eithorizitigiibl i ¢ key.
9 24 June 2005 5. The method of cl ai m 2, wherein the link routes the

encrypt ed aubhqp hﬁéﬂa@ﬁa&&‘a ﬁbdﬁl@i&l&dgfg%h?%uglg‘%g@ﬁte}fé&%b&céssﬁj gidi ng an

i nput/output I nterface, a processor, menory and an asymmetric

key gener at;] 0 HH. &k f ! further conprising:

recovering 1#“ge au%ﬁ%‘g?'?‘tz'%%r% seeg?éejlfe?’l%/ Jé'f%icoglypti ng the encrypted

aut hori zation s et S an meral .asymetric private key

cor r espondi ng t§%§%%}%%-rfu "SH%8s5ubl i ¢ key, both the epheneral
asymetric private ke nd, t he epheneral as tric lic.key are .
onporar i |y deSH e e o S P ne e carged hlbertrRctt Rl or o1 ai m

6, wherein prior to receiving the epheneral asymmetric public key and the
ephener al @sisgamenbgmerabysymm E’pﬁéﬁw‘@w&m@ﬁ%tﬂit@?ﬂhﬁmp@lmﬁé t he
epheneral private key are created by the asymmetric key generation unit

wi t hi n t hepullickey,dotiphe tiitemeratesiuirectrigprivaisisyhod theeppeherlagymmemst i ng an.
epheneral asymmetric public key and a correspondi ng epheneral asymetric
privat e kepublistkey maltényporarithinsedafor a sihglg catmmdnicationsedsiomevi ce; certifying the
ephenmeral asymetric public key; transmtting the epheneral asynmetric
public key and AmheplReWEoftlaki 6068dréia bribiGo fteivirRahe eplRieldl aguestrid 0
determ ne whet her the epheneral asymetric public key is valid; and using

the ephenepiic fey STRAS hchitll bEdkei, both (Y QheRkbIG yRabihcibiL Ry dnd of an

the ephemeral private key are created by the asymmetric key generation unit within the

trusted platform lmodule.
8. A method comprising:

creating an cphemeral asymmetric public key and a corresponding ephemeral
asymmetric private key internally within an integrated circuit device;

certifying the ephemeral asymmetric public key;

transmilling the ephemeral asymmetric public key and an ephemerai credential to an
requestier in order to determine whether the ephemeral asymmetric public key ié valid;
and |

using the ephemeral asymmetric public key for protecting confidentiality c'rf an
anthorization sceret providcd by the requester during a communication session, the
authorization sceret of any type of infomaation that enables access to stored content

within the infegrated circuit device.

- 10



aut hori zation secret provided by the requester during a conmuni catijon
session, the authorization secret of any type of information t2AJune00b
access to stored content within the integrated circuit device. 10 24 June
2005 9. A nethod, creating an ephenmeral asymetric public key and a
correspondi ng ephenmeral asymretric private key internally within an
integrated circuit device; certifying the epheneral asymetric public key;
transmtting th@'ggﬁaﬁaial asynmetric public key and an ephenera

credential to an requester in order to determ ne whether the epheneral

asymetric publjsc | 'a"sggiu'm [ &&Wﬁ@ Renegretric public
key for prot gég%%hglﬁﬁgg%!#e?lggiﬂtl a |%t§w aﬁgﬁ%ﬁ%rl at | onqs)ecret provi ded by

the requester durin ni j essi] -he. hori zation secret is
any type ofasmﬁgﬁﬁf?%vgtﬁ%gﬂﬁﬂéﬁg{o%ﬁgng“eﬁge@fageél uﬁ%tdlg‘g%é;l ity for a platform
i ncluding the i t.egrat e circuit devi Cﬁlécklo' The nethod of claim9, wherein
protecting of°THENE HisraPhen B PERY KXut hor i zat i on.dat a i ncl udes -

encrypting the authorization secret usin he epheneral . as ric public
key. y? 1 J transmitting the ephemcra? asymmetrlilc pub ctkey and an eggcmeral Goahmate ar P

requestcr in order to determine whether the ephemeral asymmetric public key is valid;
and

using the ephemeral asymmetric public key for protection confidentiality of an
authorization sccret proﬁded by the requester during a comynunication session, the
anthorization secret is any type of information that enablcs sclected functionality for a
platform inclnding the integrated circuit device,

(0. The method of claim 9, wherein protecting of the confidentiality of the

anthorizatien data includes encrypting the authorization secret using the ephemeral

asymmetric public key.
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