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[0068]

(f210-5): a function of transmitting the policy evaluation response including the
determination result to the authentication collaboration handling unit 209 of the

transmission source of the policy evaluation request.

[0069]

The IDP account provisioning unit 211 receives the account collaboration
request from the authentication collaboration handling unit 209, and executes account
provisioning on the service provider device 300. Specifically, for example, the IDP

account provisioning unit 211 has the following functions (f2112-1) to (f2112-8).

[0070]

(f211-1): a function of reading some item names of the user attribute from the
SP user setting rule store 204 based on the service provider ID included in the

transmitted account collaboration request.

[0071]

(f211-2): a function of reading the deletion target account information 207a from
the deletion target account store 207 based on the service provider ID included in the

transmitted account collaboration request.

[0072]

(f211-3): a function of acquiring item names matching corresponding some item
names and user attribute partial information including an item value associated with the
item name from the user attribute information 201a including the user ID matching the
user ID in the IDP user repository 201 based on read some item names and the user ID

included in an account collaboration request message.

[0073]

(f211-4): a function of issuing the authentication collaboration ID shared
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CLAIMS

1. An authentication collaboration system, comprising

an 1D provider device that performs a log-in process on a user terminal operated

by a user: and
a service provider device that transmits service data to the user terminal when

the log-in process is completed.

wherein the user terminal transmits a service use request to the service provider

device,

the ID provider device includes

an IDP user repository that stores user attribute information in which an item

name of a user attribute specifying the user is associated with an item value of the user

attribute, the user attribute information including a user 1D identifying the user.

an IDP service use status store that stores service use status information in which

the user ID. a service provider ID identifying the service provider device, and a use

status of the service provider device are associated with one another,

an _authentication collaboration policy store that stores authentication

collaboration policy information representing a user which is a target to which

transmission of service data by the service provider device identified by the service

provider ID is permitted for each service provider ID,

an SP user setting rule store that stores the service provider ID in association

with some item names among item names of a user attribute in the user attribute

information,

a deletion target decision policy store that stores deletion target decision policy

information representing a user which is a target in which transmission permission of

service data is deleted in a service provider device identified by the service provider [D

for each service provider 1D,

a service use status acquiring unit that acguires service use status information

transmitted from the service provider device when a predetermined cycle comes or
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when the use status of the service provider device is changed., and updates the IDP

service use status store based on the acquired service use status information,

a deletion target account deciding unit that decides a deletion target account of

each service provider ID included in the service use status information based on the user

attribute information. the service use status information, and the deletion target decision

policy information,

an authentication collaboration handling unit that transmits a user authentication

request including address information of a user terminal in the authentication

collaboration request when an authentication collaboration request including the service

provider ID of the service provider device and the address information of the user

terminal is received from the service provider device that has received the service use

request,
an IDP authentication collaboration unit that transmits a log-in request to the

user terminal based on the address information of the user terminal in the transmitted

user authentication request, and executes a log-in process of authenticating the user ID

and the user authentication information received from the user terminal based on a user

ID and a password in the IDP user repository.

wherein the authentication collaboration handling unit transmits a policy

evaluation request including the user ID used in the log-in process and the service

provider ID in the authentication collaboration request when the log-in process is

successfully performed,

an authentication collaboration policy evaluating unit that reads the user attribute

information from the IDP user repository based on the user ID in the transmitted policy

evaluation request.

reads the authentication collaboration policy information from the authentication

collaboration policy store based on the service provider ID in the transmitted policy

evaluation request,

determines whether or not transmission of service data is to be permitted based

on the read authentication collaboration policy information and the read user attribute

information, and
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transmits a policy evaluation response including a determination result to a

transmission source of the policy evaluation request.

wherein the authentication collaboration handling unit transmits the account

collaboration request including the user 1D and the service provider ID in the policy

evaluation request when the determination result in the policy evaluation response

represents permission,

an IDP account provisioning unit that reads some item names of a user attribute

from the SP user setting rule store based on the service provider ID in the transmitted

account collaboration request.

acquires user attribute partial information including item names matching some

item names and item values associated with the item names from the user attribute

information including a user ID matching a user 1D in the IDP user repository based on

read some item names and the user ID in the account collaboration request,

acquires a deletion target account from the deletion target account decided by

the deletion target account deciding unit based on the service provider ID in the

transmitted account collaboration request.

generates an account collaboration request message by adding an account

registration instruction to the acquired user attribute partial information as an operation

instruction and adding an account deletion instruction or an account invalidating

instruction to the acquired deletion target account as an operation instruction,

transmits the account collaboration request message to a service provider device

of a transmission source of the authentication collaboration request, and

fransmits an account collaboration response representing operation completion

when operation completion including the service provider ID of the service provider

device and the address information of the user terminal in the user attribute partial

information is notified from a service provider device of a transmission destination of

the account collaboration request message.

wherein the authentication collaboration handling unit transmits an

authentication collaboration execution request including the service provider ID
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included in the operation completion in the transmitted account collaboration response

and the user 1D, and

wherein the IDP authentication collaboration unit transmits an authentication

collaboration response including the user ID in the authentication collaboration

execution request to the service provider device of the transmission source of the

authentication collaboration request when the authentication collaboration execution

request is received, and

the service provider device includes

an SP user repository that stores user attribute partial information in which some

item names and item values are associated with each other among item names and item

values of a user attribute in the user attribute information in the IDP user repository in

association with an SP side user 1D identifying the user in the service provider device,

a service data store that stores the service data,

an SP service use status store that stores the user ID in association with the use

status of the service provider device,

a service use status providing unit that acquires the use status of the service

provider device from the SP service use status store, and transmitting the acquired use

status to the ID provider device,

an SP authentication collaboration unit that determines whether or not the

service request includes an authentication token when the service request is received

from the user terminal, transmits the authentication token and service data in the service

data store to the user terminal when it is determined that the service request includes an

authentication token, and transmits the authentication collaboration request to the ID

provider device when it is determined that the service request does not include an

authentication token,

an SP account providing unit that issues a new SP side user ID and registers the

issued SP side user ID and the user attribute partial information in the account

collaboration request message to the SP user repository in association with each other

when _the account collaboration request message is received, and the operation
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instruction included in the account collaboration request message represents the account

registration.,

searches the SP user repository based on the deletion target account in the

account collaboration request message and deletes the user attribute partial information

including the user ID matching the deletion target account when the operation

instruction included in the account collaboration request message represents the account

deletion, and

notifies the ID provider device of the transmission source of the account

collaboration request message of update completion including the registered user 1D in

the user attribute partial information or the deleted user ID in the user attribute partial

information and the service provider ID of the service provider device after the

registration or the deletion,

wherein the SP authentication collaboration unit performs verification of the

authentication collaboration response when the authentication collaboration response is

received from the ID provider device. issuing the authentication token when a

verification result represents permission., and

transmits the service execution request including the user ID included in the

authentication collaboration response and the authentication token, and transmits the

authentication token in the service execution request and service data in the service data

store to the user terminal based on the transmitted service execution request,

2. The authentication collaboration system according to claim 1, wherein

the authentication collaboration policy evaluating unit determines whether or not

transmission of service data is to be permitted based on the service use status

information.

3 The authentication collaboration system according to claim 1 or claim 2.

wherein
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the service account provisioning unit invalidates the user attribute partial

information when the deletion target account matches the user 1D included in the user

attribute partial information.

4. The authentication collaboration system according to anv one of claims 1 or 2.

wherein

the service provider device transmits the use status to the 1D provider device

when the use status of the service provider device stored in the SP service use status

store changes.

S, An ID provider device that is connected with a service provider device

transmitting service data to a user terminal operated by a user to configure an

authentication collaboration system. transmits a service use request to the service

provider device, and performs a log-in process on the user terminal. the ID provider

device comprising:

an IDP user repository that stores user attribute information in which an item

name of a user attribute specifying the user is associated with an item value of the user

attribute, the user attribute information including a user ID identifying the user;

an IDP service use status store that stores service use status information in which

the user ID. a service provider ID identifying the service provider device, and a use

status of the service provider device are associated with one another:

an authentication collaboration policy store that stores authentication

collaboration policy information representing a user which is a target to which

transmission of service data by the service provider device identified by the service

provider 1D is permitted for each service provider ID;

an SP user setting rule store that stores the service provider ID in association

with some item names among item names of a user attribute in the user attribute

information;

a deletion target decision policy store that stores deletion target decision policy

information representing a user which is a target in which transmission permission of
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service data is to be deleted in a service provider device identified by the service

provider ID for each service provider ID:

a service use status acquiring unit that transmits a use status acquisition request

to the service provider device, acquires service use status information transmitted from

the service provider device based on the use status acquisition request, and updates the

IDP service use status store based on the acquired service use status information:

a deletion target account deciding unit that decides a deletion target account of

each service provider ID included in the service use status information based on the user

attribute information, the service use status information, and the deletion target decision

policy information:

an authentication collaboration handling unit that transmits a user authentication

request including address information of a user terminal in the authentication

collaboration request when an authentication collaboration request including the service

provider ID of the service provider device and the address information of the user

terminal is received from the service provider device that has received the service use

request;
IDP authentication collaboration unit that transmits a log-in request to the user

terminal based on the address information of the user terminal in the transmitted user

authentication request, and executes a log-in process of authenticating the user ID and

the user authentication information received from the user terminal based on a user ID

and a password in the IDP user repository;

wherein the authentication collaboration handling unit fransmits a policy

evaluation request including the user ID used in the log-in process and the service

provider 1D in the authentication collaboration request when the log-in process is

successfully performed,

an authentication collaboration policy evaluating unit that reads the user atiribute

information from the IDP user repository based on the user ID in the transmitted policy

evaluation request,
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reads the authentication collaboration policy information from the authentication

collaboration policy store based on the service provider ID in the transmitted policy

evaluation request,

determines whether or not transmission of service data is to be permitted based

on the read authentication collaboration policy information and the read user attribute

information, and

transmits a policy evaluation response including a determination result to a

transmission source of the policy evaluation request;

wherein the authentication collaboration handling unit transmits the account

collaboration request including the user ID and the service provider ID in the policy

evaluation request when the determination result in the policy evaluation response

represents permission,

an IDP account provisioning unit that reads some item names of a user attribute

from the SP user setting rule store based on the service provider ID in the transmitted

account collaboration request,

acquires user attribute partial information including item names matching some

item names and item values associated with the item names from the user attribute

information including a user ID matching a user 1D in the IDP user repository based on

read some item names and the user ID in the account collaboration request,

acquires a deletion target account from the deletion target account decided by

the deletion target account deciding unit based on the service provider ID in the

transmitted account collaboration request.

generates an account collaboration request message by adding an account

registration instruction to the acquired user attribute partial information as an operation

instruction and adding an account deletion instruction or an account invalidating

instruction to the acquired deletion target account as an operation instruction,

transmits the account collaboration request message to a service provider device

of a transmission source of the authentication collaboration request. and

fransmits an account collaboration response representing operation completion

when operation completion including the service provider ID of the service provider
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device and the address information of the user terminal in the user attribute partial

information is notified from a service provider device of a transmission destination of

the account collaboration request message:

wherein the authentication collaboration handling unit transmits an

authentication collaboration execution request including the service provider ID

included in the operation completion in the transmitted account collaboration response

and the user ID. and

wherein the IDP authentication collaboration unit transmits an authentication

collaboration response including the user ID in the authentication collaboration

execution request to the service provider device of the transmission source of the

authentication collaboration request when the authentication collaboration execution

request is received.

6. A non-transitory computer readable medium for causing a computer to perform

operations of an ID provider device that is connected with a service provider device

transmitting _service data to a user terminal operated by a user to configure an

authentication collaboration system, transmits a service use request to the service

provider device, and performs a log-in process on the user terminal, the operations

comprising:
a function of storing user attribute information in which an item name of a user

attribute specifying the user is associated with an item value of the user attribute, the

user attribute information including a user ID identifying the user:

a_ function of storing authentication collaboration policy information

representing a user which is a target to which transmission of service data by the service

provider device identified by the service provider ID is permitted for each service

provider ID;
a function of storing the service provider ID in association with some item

names among item names of a user attribute in the user attribute information:

a_function of storing deletion target decision policy information representing a

user which is a target in which transmission permission of service data is to be deleted
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in a service provider device identified by the service provider ID for each service

provider ID;
a function of transmiftting a use status acquisition request to the service provider

device. acquiring service use status information transmitted from the service provider

device based on the use status acquisition request, and storing service use status

information in which the user ID, a service provider 1D identifving the service provider

device. and a use status of the service provider device are associated with one another

based on the acquired service use status information;

a function of deciding a deletion target account of each service provider 1D

included in the service use status information based on the user attribute information,

the service use status information, and the deletion target decision policy information;

a function of transmitting a user authentication request including address

information of a user terminal in the authentication collaboration request when an

authentication collaboration request including the service provider ID of the service

provider device and the address information of the user terminal is received from the

service provider device that has received the service use request;

a function of transmitting a log-in request to the user terminal based on the

address information of the user terminal in the transmitted user authentication request,

and executing a log-in process of authenticating the user 1D and the user authentication

information received from the user terminal based on a user ID and a password of the

user attribute information:

a function of transmitting a policy evaluation request including the user ID used

in the log-in process and the service provider 1D in the authentication collaboration

request when the log-in process is successtully performed:

a function of reading the user attribute information based on the user ID in the

transmitted policy evaluation request;

a function of reading the authentication collaboration policy information based

on the service provider ID in the transmitted policy evaluation request:
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a function of determining whether or not transmission of service data is to be

permitted based on the read authentication collaboration policy information and the read

user attribute information:

a function of transmitting a policy evaluation response including a determination

result to a transmission source of the policy evaluation request:

a function of transmitting the account collaboration request including the user ID

and the service provider ID in the policy evaluation request when the determination

result in the policy evaluation response represents permission;

a function of reading some item names of a user attribute based on the service

provider ID in the transmitted account collaboration request;

a function of acquiring user attribute partial information including item names

matching some item names and item values associated with the item names from the

user attribute information including a user ID matching a user ID based on read some

item names and the user ID in the account collaboration request;

a function of acquiring a deletion target account {rom the decided deletion target

account based on the service provider ID in the transmitted account collaboration

request;
a Tunction of generating an account collaboration request message by adding an

account registration instruction to the acquired user attribute partial information as an

operation instruction and adding an account deletion instruction or an account

invalidating instruction to the acquired deletion target account as an operation

instruction;

a function of transmitting the account collaboration request message to a service

provider device of a transmission source of the authentication collaboration request;

a_function of transmitting an account collaboration response representing

operation completion when operation completion including the service provider ID of

the service provider device and the address information of the user terminal in the user

attribute partial information is notified from a service provider device of a transmission

destination of the account collaboration request message:
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a function of transmitting an authentication collaboration execution request

including the service provider ID included in the operation completion in the

transmitted account collaboration response and the user ID. and a function of

transmitting an authentication collaboration response including the user ID in the

authentication collaboration execution request to the service provider device of the

transmission source of the authentication collaboration request when the authentication

collaboration execution request is received.
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[NAME OF DOCUMENT] CLAIMS
I. An authentication collaboration system, comprising
an ID provider device that performs a log-in process on a user termina

operated by a user; and

a service provider device that transmits service data to the usepterminal when

the log-in process is completed,

wherein the user terminal transmits a service use requést to the service provider

device,
the ID provider device includes

a user attribute information storage unit fhat stores user attribute information in

which an item name of a user attribute specifying the user is associated with an item

value of the user attribute, the user attribute information including a user ID identifying

the user,

a first service use statug/Storage unit that stores service use status information
in which the user ID, a servide provider ID identifying the service provider device, and
a use status of the servige provider device are associated with one another,

an authenti€ation collaboration policy storage unit that stores authentication

provider ID is permitted for each service provider ID,

a partial item name storage unit that stores the service provider ID in

association with some item names among item names of a user attribute in the user

attribute information,

a deletion target decision policy storage unit that stores deletion target decision

policy information representing a user which is a target in which transmission
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permission of service data is deleted in a service provider device identified by the

service provider ID for each service provider 1D,

a unit that acquires service use status information transmitted from the/&ervice
provider device when a predetermined cycle comes or when the use status g1 the service
provider device is changed, and updates the first service use status stopdge unit based on
the acquired service use status information,

a unit that decides a deletion target account of each sgrvice provider ID
included in the service use status information based on the user attribute information,
the service use status information, and the deletion tgrget decision policy information,

a unit that transmits a user authenticatiod request including address information
of a user terminal in the authentication collaporation request when an authentication
collaboration request including the service provider ID of the service provider device

and the address information of the yder terminal is received from the service provider

device that has received the seryice use request,

a unit that transmits a policy evaluation request including the user ID used in

the log-in process and the service provider ID in the authentication collaboration request

when the log-in process is successfully performed,

a unit that reads the user attribute information from the user attribute storage

unit based on the user ID in the transmitted policy evaluation request,

a unit that reads the authentication collaboration policy information from the
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authentication collaboration policy storage unit based on the service provider ID in the
transmitted policy evaluation request,
a unit that determines whether or not transmission of service data is tobe

permitted based on the read authentication collaboration policy informatioand the read

user attribute information,

a unit that transmits a policy evaluation response including a determination

result to a transmission source of the policy evaluation reques

a unit that transmits the account collaboration reguest including the user ID and

the service provider ID in the policy evaluation request when the determination result in

the policy evaluation response represents permisgion,

a unit that reads some item names ¢f a user attribute from the partial item name

storage unit based on the service providef ID in the transmitted account collaboration
request,

a unit that acquires user attribute partial information including item names

matching some item names/And item values associated with the item names from the

user attribute informatjén including a user ID matching a user ID in the user attribute
storage unit based 6n read some item names and the user ID in the account collaboration
request,
nit that acquires a deletion target account from the deletion target account
d by the deletion target account deciding unit based on the service provider ID in
thte transmitted account collaboration request,

a unit that generates an account collaboration request message by adding an
account registration instruction to the acquired user attribute partial information as an
operation instruction and adding an account deletion instruction or an account

invalidating instruction to the acquired deletion target account as an operation
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instruction,

a unit that transmits the account collaboration request message to a service
provider device of a transmission source of the authentication collaboration request,

a unit that transmits an account collaboration response representing update
completion when update completion including the service provider ID #f the service

provider device and the address information of the user terminal in/the user attribute

partial information is notified from a service provider device ¢f a transmission

destination of the account collaboration request message,

a unit that transmits an authentication collabgftation execution request including
the service provider ID included in the update copapletion in the transmitted account

collaboration response and the user ID, and

a unit that transmits an authentigation collaboration response including the user
ID in the authentication collaboration execution request to the service provider device of
the transmission source of the agthentication collaboration request when the

authentication collaboratioyexecution request is received, and

among iteph names and item values of a user attribute in the user attribute information in
the usér attribute information storage unit in association with an SP side user ID

ntifying the user in the service provider device,
a service data storage unit that stores the service data,

a second service use status storage unit that stores the user ID in association

with the use status of the service provider device,

a unit that acquires the use status of the service provider device from the

57




service use status storage unit, and transmitting the acquired use status to the ID
provider device,

a unit that determines whether or not the service request includes an
authentication token when the service request is received from the user terpiinal,
transmits the authentication token and service data in the service data gforage unit to the
user terminal when it is determined that the service request includgs an authentication
token, and transmits the authentication collaboration request ¢ the ID provider device
when it is determined that the service request does not ingfude an authentication token,

a unit that issues a new SP side user ID and registers the issued SP side user ID
and the user attribute partial information in the agcount collaboration request message to
the user attribute partial information storagenit in association with each other when
the account collaboration request message is received, and the operation instruction
included in the account collaboratiof request message represents the account
registration,

a unit that searcheg’the user attribute partial information storage unit based on
the deletion target accodnt in the account collaboration request message and deletes the
user attribute partigl information including the user ID matching the deletion target
account when the operation instruction included in the account collaboration request
message rgpresents the account deletion,

a unit that notifies the ID provider device of the transmission source of the
agtount collaboration request message of update completion including the registered
user ID in the user attribute partial information or the deleted user 1D in the user
attribute partial information and the service provider ID of the service provider device

after the registration or the deletion,

a unit that performs verification of the authentication collaboration response

58



when the authentication collaboration response is received from the ID provider device
issuing the authentication token when a verification result represents permission, a
transmits the service execution request including the user ID included in the

authentication collaboration response and the authentication token, and

a unit that transmits the authentication token in the service execution request

and service data in the service data storage unit to the user termingd based on the

transmitted service execution request.

2. The authentication collaboration system accgrding to claim 1, further

comprising

a unit that determines whether or ngf transmission of service data is to be

permitted based on the service use statug/information.

3. The authentication col}dboration system according to claim 1 or 2, further

comprising

a unit that invalidates the user attribute partial information when the deletion

target account magehes the user ID included in the user attribute partial information.

e authentication collaboration system according to any one of claims 1 to 3,

comprising

a unit that transmits the use status to the ID provider device when the use status

of the service provider device stored in the second service use status storage unit

changes.

5. An ID provider device that is connected with a service provider device
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transmitting service data to a user terminal operated by a user to configure an
authentication collaboration system, transmits a service use request to the service
provider device, and performs a log-in process on the user terminal, the ID proyider
device comprising:

a user attribute information storage unit that stores user attribudte information in
which an item name of a user attribute specifying the user is assogfated with an item

value of the user attribute, the user attribute information inclyding a user ID identifying

the user;

a first service use status storage unit that stoyes service use status information
in which the user ID, a service provider ID identifying the service provider device, and
a use status of the service provider device arg associated with one another;

an authentication collaborationpolicy storage unit that stores authentication
collaboration policy information repfesenting a user which is a target to which
transmission of service data by the service provider device identified by the service
provider ID is permitted foy’each service provider ID;

a partial item @ame storage unit that stores the service provider ID in
association with spfme item names among item names of a user attribute in the user

deletion target decision policy storage unit that stores deletion target decision
policy’information representing a user which is a target in which transmission
permission of service data is to be deleted in a service provider device identified by the
service provider ID for each service provider ID;
a unit that transmits a use status acquisition request to the service provider

device, acquires service use status information transmitted from the service provider

device based on the use status acquisition request, and updates the service use status
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storage unit based on the acquired service use status information;

a unit that decides a deletion target account of each service provider ID
included in the service use status information based on the user attribute infor
the service use status information, and the deletion target decision policy ipformation;

a unit that transmits a user authentication request including agddress information
of a user terminal in the authentication collaboration request wher/an authentication
collaboration request including the service provider ID of the gervice provider device
and the address information of the user terminal is received from the service provider

device that has received the service use request;

a unit that transmits a log-in request to e user terminal based on the address

information of the user terminal in the transpditted user authentication request, and
executes a log-in process of authenticatjig the user ID and the user authentication

information received from the user #érminal based on a user ID and a password in the

user attribute information storage unit;

a unit that transmit§ a policy evaluation request including the user ID used in

the log-in process and the service provider ID in the authentication collaboration request

when the log-in préeess is successfully performed,;

a unit'that reads the user attribute information from the user attribute storage

unit based/on the user ID in the transmitted policy evaluation request;

a unit that reads the authentication collaboration policy information from the

thentication collaboration policy storage unit based on the service provider ID in the

transmitted policy evaluation request;

a unit that determines whether or not transmission of service data is to be

permitted based on the read authentication collaboration policy information and the read
user attribute information;
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a unit that transmits a policy evaluation response including a determination

result to a transmission source of the policy evaluation request;

a unit that transmits the account collaboration request including the yger ID and

the service provider ID in the policy evaluation request when the determipétion result in
the policy evaluation response represents permission;

a unit that reads some item names of a user attribute fropd the partial item name
storage unit based on the service provider ID in the transmitjéd account collaboration
request;

a unit that acquires user attribute partial infgrmation including item names

matching some item names and item values assgiciated with the item names from the

user attribute information including a user [P matching a user ID in the user attribute

storage unit based on read some item ngmes and the user ID in the account collaboration

request;
a unit that acquires a deletion target account from the deletion target account

decided by the deletion tapet account deciding unit based on the service provider ID in

the transmitted accoupt collaboration request;

a unit that generates an account collaboration request message by adding an

invaldating instruction to the acquired deletion target account as an operation
mstruction;
a unit that transmits the account collaboration request message to a service
provider device of a transmission source of the authentication collaboration request;
a unit that transmits an account collaboration response representing update

completion when update completion including the service provider ID of the service
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provider device and the address information of the user terminal in the user attribute
partial information is notified from a service provider device of a transmission
destination of the account collaboration request message;

a unit that transmits an authentication collaboration execution regdest including

the service provider ID included in the update completion in the transpditted account

collaboration response and the user ID, and

a unit that transmits an authentication collaboration

6. A program of an ID provider dévice that is connected with a service provider

device transmitting service data to guser terminal operated by a user to configure an

authentication collaboration sygfem, transmits a service use request to the service

provider device, and perfopms a log-in process on the user terminal, the program

causing a computer configuring the ID provider device to execute:

a functiow’of storing user attribute information in which an item name of a user
attribute specifying the user is associated with an item value of the user attribute, the
te information including a user ID identifying the user;
a function of storing authentication collaboration policy information
rgpresenting a user which is a target to which transmission of service data by the service

provider device identified by the service provider 1D is permitted for each service

provider ID;

a function of storing the service provider ID in association with some item

names among item names of a user attribute in the user attribute information;
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a function of storing deletion target decision policy information representing a
user which is a target in which transmission permission of service data is to be deleted

in a service provider device identified by the service provider ID for each service

provider ID;
a function of transmitting a use status acquisition request to the service

provider device, acquiring service use status information transmitted fyom the service

provider device based on the use status acquisition request, and stofing service use

status information in which the user ID, a service provider ID /dentifying the service

provider device, and a use status of the service provider dgvice are associated with one

another based on the acquired service use status infoprhation;

a function of deciding a deletion target g€count of each service provider 1D

included in the service use status informatioy’based on the user attribute information,

the service use status information, and th¢ deletion target decision policy information;

a function of transmitting afiser authentication request including address

information of a user terminal ip'the authentication collaboration request when an

authentication collaboratioprequest including the service provider ID of the service

provider device and thg’address information of the user terminal is received from the

and exécuting a log-in process of authenticating the user ID and the user authentication

ormation received from the user terminal based on a user ID and a password of the

user attribute information;

a function of transmitting a policy evaluation request including the user 1D

used in the log-in process and the service provider ID in the authentication collaboration
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request when the log-in process is successfully performed;

a function of reading the user attribute information based on the user ID 1
transmitted policy evaluation request;
a function of reading the authentication collaboration policy inforghation based

on the service provider ID in the transmitted policy evaluation request;
a function of determining whether or not transmission of fervice data is to be
permitted based on the read authentication collaboration poligy information and the read

user attribute information;

a function of transmitting a policy evaluatiop response including a

determination result to a transmission source of the policy evaluation request;

a unit of transmitting the account cgflaboration request including the user ID
and the service provider ID in the policy’evaluation request when the determination
result in the policy evaluation respogse represents permission;

a function of reading sgme item names of a user attribute based on the service
provider ID in the transmitéd account collaboration request;

a function of géquiring user attribute partial information including item names
matching some iteyi names and item values associated with the item names from the
user attribute jaformation including a user ID matching a user ID based on read some
and the user ID in the account collaboration request;

a function of acquiring a deletion target account from the decided deletion
tafget account based on the service provider ID in the transmitted account collaboration
request;

a function of generating an account collaboration request message by adding an
account registration instruction to the acquired user attribute partial information as an

operation instruction and adding an account deletion instruction or an account
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invalidating instruction to the acquired deletion target account as an operation

nstruction;

a function of transmitting the account collaboration request message tg'a

service provider device of a transmission source of the authentication coll

request;
a function of transmitting an account collaboration respopée representing

update completion when update completion including the seryice provider ID of the

service provider device and the address information of thg“user terminal in the user

attribute partial information is notified from a servicg/provider device of a transmission

destination of the account collaboration request pfessage;
a function of transmitting an authentication collaboration execution request
including the service provider ID includgd in the update completion in the transmitted
account collaboration response and the user ID, and
a function of transmittjfg an authentication collaboration response including
the user ID in the authentication collaboration execution request to the service provider

device of the transmission source of the authentication collaboration request when the

oration execution request is received.

authentication coll
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