WO 2006/108222 PCTIAU2006/000486 METHOD AND SYSTEM FOR
CONFIGURABLE SECURITY AND SURVEILLANCE SYSTEMS 5 FIELD
OF THE INVENTION [01] Certain embodiments of the invention relate to
webaiGtiosi8tems. More specifically, certain embodiments optheainymationss
relate to a method and system for configurable security and surveillance
systems. BACKGROUND OF THE INVENTION 10 [02] Security and
surveillance systems are becoming an important aspect of modern
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utiizing wireless technology to support mobile operations. This present an
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comprises the system may ba mobile and constantly changing locations. In
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1 WO 2006/108222 PCTlAU2006/OOO486 such as intrusion detection,
access control, or audio and/or video surveillance and recording, for

example. These security management systems may not generally
WEHIBBIERE addition of other security functions and/or the dditigrr /060486

other features to an existing security function without 5 a substantial
investment in hardware and/or software. As a result, multiple security
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[05] The limited ability of most security management systems to add

20 ssourty functions, 1o add features o existing security funciions, and/or fo

easily integrate with other sacurity managemeant systems genaraiiy resulis

it an inefficient use of available resources, For example, multiple security

management systems that have not been efiiciently integrated may have

mutiiple data entry points and/or duplicate databases. Moreover, hmnted

25 integration capability may also create inefficient use of personnel by

duplicating data entry tasks, r‘equmng manuai data exchange betwsen

systems, and implementing muitiple training requiraments for the various

- systems being utiized. Morsover, evern when Integration between multipls

security management systems has been sffectively implemented, coniinued

30 - compatibility may be lost when hardware andfor sofiware on various

portions of at least one of the multiple security management systems is
upgraded. '

L]



mfummrms aiéti‘%ad&i

20

25

30

. securrt')?

- [og]

| least one of the drawmgs as set forth more compiletely i

30 compatibility may be lost when hardware and/or software on various
portions of at least one of the multiple security management systems is
upgraded. z [001 A common security function that is generally provided in
security management systems is video surveillance. Video surveillance
operations may require, in some instances, to be provided with additional
features or may require compatibility with other security functions. Most
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{07] Funther iamitatians and disadvantages of conventional and fraditional
approaches will become apparent 1 one of skill in the art, through -

comparison of such systems with some aspects of tha presant invention as
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- BRIEF SUMMARY.OF THE INVENTION

A system and/or methcd for configurable securiy and surveiiiance

systems, substantially as shown in and/or described in connection with at

in the claims.

{OSa] in accordance with a first aspect of the present invention, there is

provided a method for configuring installed security systems, the method
comprising: receiving, by at least one configurable device operable to



[08a] in accordance with a first aspect of the present invention, there is
provided a method for configuring installed security systems, the method
30 comprising: receiving, by at least one configurable device operable to

3 perform a plurality of security functions in an installed security system, at
least one device programming file, wherein said plurality of security
functions are associated with a plurality of video analytic and/or video
processing applications; and programming said at least one configurable
deyi ' Q! sociated with,a new.videg analytic
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perform steps comprising: receiving, by at least one configurable device
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systeieatde astgamendeyitie. programming file, wherein said plurality of
security functions are associated with a plurality of video analytic and/or
vide8bprdecaeiagiapsicaitng sadondgrepacing shi mideast anention,
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pluraiity of security functions in an installed security system, at least

one device programming file, wherein said piuraiity of security
functions are associated with a plurality of video analytic and/or video
processing applications; and programming said at feast one configurable
device to add a new security function associated with a new video anaiytic
application, to said plurality of security functions performed by said at least
one configurable device, said programming based on said received at least

one device programming file.

{08¢c] In accordance with a third aspect of the present invention, there is
provided a system for configuring sensoring systems, the system
comprising: at ieast one configurable device in an instalied security system
that receives at least one device programming file, said at isast one
configurable device operable to perform a pluraiity of security functions,
wherein said piurality of security functions are associated with a plurality of
video analytic and/or video processing applications; and a system manager

that programs said at least one configurable device to add a new security
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configurable device operable to perform a plurality of security functions,
wherein said plurality of security functions are associated with a plurality
of video analytic and/or video processing applications; and a system
manager that programs said at least one configurable device to add a
new security 3a function associated with a new video analytic application,
to said plurality of security functions performed by said at least one
configurable device, said programming based on said received at least
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syﬁérﬁilémmmendrﬁrmhmf@mwmmawm;meammumgs[lz] FIG. 2A
lllustrates an exemplary configurable security and surveillance system
with programmable sensor agents, in accordance with. an embodiment of
the invention. 10 [13] FIG. 2B illustrates an exemplary configurable
security and surveillance system with programmable sensor agents and a
programmable content analysis agent, in accordance with an embodiment
of the invention. [14] FIG. 2C illustrates an exemplary configurable
security and 15 surveillance system with programmable sensor agents,
programmable content analysis agent, and an access controller, in
accordance with an embodiment of the invention. [15] FIG. 3 illustrates an
exemplary network comprising a configurable
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security and surveillance system and an e-commerce vendor, in 20
accordance with an embodiment of the invention. [16] FIG. 4A is a block
diagram of an exemplary programmable sensor agent, in accordance with
Wart¥Mb8ERment of the invention. [17] FIG. 4B is a block diagfek#BrH000486
exemplary programmable sensor agent adapted to generate descriptors,
in accordance with an embodiment 25 of the invention. [181 FIG. 4C is -a
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coitfrguiiable security and surveillance system, in accordance with an

enft\t})%din% t-of the invention. [22) FIG. 6B illustrates an exemplary
netifork cotnpASind 4G et alSCIRRRN al e Sasmly asecsycitiatce

syStevailirnez cyrtemogiivitoamremiitdiseenboideatin e atiofdifes with
DERALERIBESGRIRTHANGE THE INVENTION [23] Certain '

~ embodiments of the invention may be found in a method and system for a
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at ?ea E or%l é.%gggr%ma% g%é%% e‘ﬁ“ﬁ n’glﬁgf?%’éﬁ? K5 i riRsdiment
proEREHIEMERres may be offered by the configurable security and
ill [ fi le h i in th
SYRTIRRS SYRICTHRMBISY AR MRG 3BT Lable hardware devices In the
13- surveillance system with programmable sensor agents, pragrammable
content analysis agent, and an access confroller, in accordance with an
embodiment of the invention. '

1151 FIG. 3 illustrates an exemplary network comprising & configurable
security and surveillance system and an e-commerce vendor, in
20 accordance with an embodiment of the invention.

[18] FIG. 4A Is & biock diagram of an exemplary programmable sansor
agent, _in accordance with an embuodiment of the invention.

[17] FiG. 4B is & block diagram of an exempfary programmable sensor
agent adapled to generale descriptors, in accordance with an embodimeant
25 of the invenfion.

I a]_ FiG. 4C is.a flow diagram iiius'frating exemplary steps for configuring
a programmabie sensor agent, in accordance with an embodiment of the
inventian. '

[19] FIG. 5A’is 2 block diagram of an exemplary programmable content
30 analyzsis agent, in accordance with an embodiment of the invention.
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programmable sensor agents and/or the programmable content analysis
agents via a system manager.- Device programming files may be utilized
to 20 program the configurable hardware devices. The device

wprogeavszing files may be encrypted, and decryption keys maayaligons/060486
requested to enable the programming of different processing features into
the programmable sensor agents and/or the' programmable content

-an IS nts, The device programming files and/or the decryption keys
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analpghsaarieand surveillance system, in connection with an
embodiment of the invention. Referring to FIG. 1, there is shownan .
analdl seogritfanithsiomtasiian cxsysierny hefvtiRt@neomiserallans!
DnezanriogwaMea il )r it 104, a %’g lexer.106, a
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PC Mﬁ?@%& %@VW) 108. The analog camera 102 may comprise

suitable legis, s ilivecodn. ARdiprRINALA DAk manbe adapled o

capégi[]% \[/jil%%? information from a particular location. g camera
1027 may receive c8htfoP My AUH BRI th & \EiRRer dre GRaeIdaReL OMtthan

_ ma?@%"ﬁ@ﬂ%@d?féf@dﬂvm‘!ﬁ@various operations, for example, zoom, tilt,
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fr.ogggé& %PSeSSAE@J?gg e vide, énf%rmatlon efore generating the video
signal. The analog tamera 102 Yo AT RHEara FISit a Borterretnere
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surveﬂiance system by programming configurable hardware devices in the .
programmabie sensor agents and/or the programmable content analysis
agents via a system manager. Davice programming files may be utilized to

20 program the configurable hardware devices. The device programming files

may be encrypted, and decryption keys may be requested to enable the
programming of different processing features into ’thé programmable sensor
agents andfor the programmable content analysis agents. The davios
programming files and(qr the decryption keys may be. received via a

25 network fransfer andior via a machine-readable media from an e-commerce

vandor,

(24 FIG, 1A llustrates an exemplary analog security and surveillance
system, in‘ aqnnecﬁon with an embodiment af the Invention. Referring to
FiG. 1, there is shown an analog security and survaillance system 100 that
30 comprises at least one analog camera 102, a camera control unit 104, a
multiplexer . 106, a system manager 110, and a videocassete recorder
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portion of the video signals generated by an analog camera 102, and to
display at least a portion of the video information in the video signals
generated by an analog camera 102. In this regard, the system manager
WOPHRHFBE utilized to control at least a portion of the operdtfolt3tI1eBgse
camera control unit 104, the multiplexer 105, and/or the VCR 108. The
camera control unit 104 may comprise suitable logic, circuitry, code,
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playfi);%t'?:ééjE &c?a% gtr%txam ﬁ%éﬁl exet‘:EfOtgE rﬁn%?/"}%tirﬁlg%/.aé_' g?ofetae

- VidReAIREo AR f18%n m@v@wﬁ@s f@W@@‘bmmm of the video
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camé Eﬁ’ﬁrajt%e ErEoer SRR AR EsrtIsRoad ffb#@x%‘l'ﬁ@*’fﬁre
syi@ﬁvmammgémmesmayemmr control information to the camera

contral unr t 104 via the multiplexer 106. During a display mode, for
exé h?e?/‘f @lﬁ‘?@ﬂ?%eﬂpﬂ 1P B BBt ?Eﬁﬁiﬁn@%ﬁafﬂ'&‘ﬁ%era
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RO SRR h GRS e dhifeu Hh R

gmp?e € recor

samépﬂﬁﬁeaidﬁé@oadmmﬁépamégmmmﬁm bntbahddeC Rig®8sand
theydiaplaydpertioneebifie SURRA102, In this regard, the system manager
110 may ‘be uiilized to control at least a portion of the operation of the
20  camera conirol untt 104, the multiplexer 108, andior the VCR 108. ' The
‘camera control tnit 104 may 'compriéa suitable logic, circuitry, code, and/or
hardware that may be adapted to receive control information from the
_ system manager 110 via the mulliplexer 104 and o generate control
~ signals from the received control information. The generated control
25  signals may be transfarred fo at least one analoy camsra 102 to control its

operation.

[28] The multinlexer 108 may comprise suitable logic, circuitry, code,
andfor hardware that may be adapted fo select a mode of operation. For
example, during a recording mode, the multiplexer 106 may receive video
30 information from at least one anhalog camera 102 and may fransfer that
video infonﬁaﬁnri fo the VCR 108. Duwing a playback mode, for example,
the muitiplexer 108 may refrieve stored video informaﬁon from thé VCOR 108



manager 110 respectively. [27] FIG. 1B illustrates an exemplary Internet
protocol (IP)-based security 15 and surveillance system, in connection
with an embodiment of the invention. Referring to FIG. 113, there is

WeR8WA BAPP-based security and surveillance system 120 tHal/AdRi8aks6
at least one analog camera 102 as described in FIG. IA, an IP network
112, a video server 122, at least one IF-based digital camera 124, a

router, 126, a transfer cantrol 20 protocal/Internet protocol (TCP/IP)
netsﬁgrﬁ'%ga LI arﬁx Yhah %F%wnéﬁoaadmﬁysm%@éb%émpme

, d System man
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angleggametarddaandiransfer the compressed video information to the
system manager 130 and/or the data 5 . storage device 132, for example.

THERliddd Setveilustaiemgnooreompayd ionass paniied (Rtyeddatdiess in
15 therl nepemkti2 o[0T he, IRRasesdiola) CQH‘%&&@:@A@%’ BP"E}?%ise
su%egh%ggg|%a%rqg|t% rg%jle,lﬁrglor hardware that may be a apted to
capture video  Mrormation-and trancrer ilRsn 8 iR ARt SR Fedwork
1 lsgrqqﬂf@g@_system 120 that comprises at least one anaiog camera 102 as
described in FIG. 1A, an IP network 112, a video server 122, at jeast one
P-based digital camera 124, a router 126, a fransfer comtrol
20 protocolinternet protocol (TCPAIP) network 128, a system manager 130,
and a data storage device 132, Tha analog camera 102 may be as
described in FIG. 1A, The IP neiwork 112 may be a communication
network that may be implemented as a local area natwork (LAN), 2 wide
area network (WAN), a campus area network (CAN}, a metropolitan area
25 network {MAN), and/or a home area network (HAN), for example, The IP
network 112 may be a wireline and/or a wireless network and cumpunant&
coupled to the IP network 112 may be coupled via a wireline andior a

wireless connsciion.

- [28} The video server 122 may comprise suitable Iogic, circuitry, code
- 30 andfor hardware that may be adapied 1o receive video information from at
. loast one analog camera 102 and o transfer control information to at least

one analeg camerg 102. The video semar-'tzz may be communicatively
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10 based digital camera 124 may be adapted to receive control
information via the IP network 112. The IP-based digital camera 124 may
comprise an image sensor, an image processor, and a compression

Ve iE10FE image sensor may be, for example, a complenP€HralR006/000486
metal-oxide-semiconductor (CMOS) image sensor or a charge-coupled
device (CCD) image sensor 15 and may be adapted to capture video

information. i e processor _may be, for example, a digital signal
procé%%éé@ﬁﬂ? TRRHOTIA o B PSR e seooemecion.
(AS|EEaNEeRapaEsdiBle dnry posforive frotstnd foranessiag ofitheuigso
O e ab ot o vy EREe (e
com oglc, circuitry, a or code that ma e adapte to
e Rt b YT SR 0 e ek
112 SeReestiyeEifintatierarepeivElihyidee sPrvbnsed iitabcamend 424

mayseetifize adoveanalndes BARNPaEReMm 14, and/or pan operations,
Each IP-based digital camera 124 may correspond to a specified network

addféSk in'fife IP-breerbridigitsd. cBnESe) TRE maect@Brivaysotapisegic,

suitabrteritegieceisc e oead R Gh:AN halmaYhe.aspe
compaynicatively couple the 1P network. 1 26\5 v%_i'gh he ‘?.(fgllﬁne?\ioaégfz&
The router 196 may franafer at Ioast & Portion 5 thaSitEl drigol-
‘Eaphitted Gieiizl eamienn d ahargheararied 62 resrivecatimhtiome:iBrbdsed
digithkc@hretwrdrR4t1dad a peniopaetihgigentcakafd n@‘@&fﬂ@é}ﬂe&?&%@tgﬂ
by theag¥sienadnanagel ice, component. and/or element

, comnmicativ%/ c uplgd% %g%ﬁ%%rgggﬁ Ig ﬁg?v'vrp ey W%n‘?oﬁ{ﬁ? P&thay
corresponhd'dy %’Eiﬁéﬁ%ﬁwﬁﬁﬁmwﬁwqwmﬁﬂ@w@amr

- 20067 V5B RGT #4006/ CO0HSGe-LbAp BHedEGEY | R 0BhVATkyE28:REeWN
13N Fifed Hapnay 60HASRAERA RIRIMAIGHDEINternst, [31] The data
storﬁigg ggw&g %3% ma Cé)rgp%se swta%ble logic, circultry,” ﬁwq?or 9088
that may be adaptad o storé AeSH S pBRRH tkeSided 5 ifrsiptabn
captitRigatgueresiicdnieqnted gituingta Tharend4yriat ddastearte pR-hased -
digitairtemepaotadsitiy 5OAS MR NEASaIs AR %9%@%88@ sensor.
The compression engine may comprise suitable logic, circuitry, and/or code
20  that may be adapted to e2ncode the processad video infc::n‘naticn. before
thransfer to the IP network 112, The control information received by the 1P-
hased digital camera 124 may be utilized to control, for example, zoom, {iff,
andfor pan operations, Each JP-basad digital camera 124 may comespond
-0 2 specified network a_ddress in the IP network 112

25 [30] The router 126 may comprise suitable logic, circultry, sode, and/or
hardware that may be adapted to communicatively coupls the 1P network
112 with the TCPAP network 128, The router 126 may fransfer at least a
pertion of the video information captured ky at lsast one analog camera 102 -
and/or at least ane IP-based digital camera 124 and a portion: of the control -

30  information generated by the system manager 130 fo a device, componant,
and/or element communicatively coupled to the TCPAP network 128, Tha
‘rout‘er 126 may correspond fo a specified network address in the IP netwark

§



132 may be part of a, network attached storage (NAS) and/or a storage
area network (SAN), for example. The data storage device 132 may
correspond to a specified network address in the IP network 112. 10 [32]
WOIreosyetara manager 130 may comprise suitable logic, circaitnystanei/osesss
code that may be adapted to control the operation of at least one analog
camera 102 and/or at least one IP-based digital camera 124. In this
regard, the system manager 130 may generate control information that
may’be Thinsferfet netaers ddforoumalo g ¢anidranap 2ameskerat teaitrone
IP ¢zabatedndigitaleamera 124 via the IP network 112. The system
manager 130 may also display at least a portion of the compressed video
info¥atidhe s Aoy devinsaldy camaemoRandisrlanoi:basadtdigital
Ctamﬁi@rl%e gm@feﬁy%ér%@gs r}g fzﬁﬁﬁé:jg@ lided? Q‘Eéfrﬁ%eg}/”%%‘ﬁ%lﬁl@tlﬁn
stoy e stara evice nd may process and/or display the
S B D O e AR o
spdtihesehdalarramiesd2dn thesredivbnced 2 SR Somdistictes
an %i‘i@@WM@Jﬁ@%ﬁQﬁtﬂl ﬂ&é@%r’é@@@@@?%%fﬁ?@&é arefa ]
program tspIln ordance wit mbodiment of the
invention. %%%ﬁﬁ%aﬁﬁgivﬁh%ﬁ% Fsg%‘ﬁ%%vnegg aiéglwgﬂr%%f%sgggarity

anlP & FRRHisH e AToEES e pRYEYa First programmable sensor
10 2R 208 SREONRLABLAP TP IR 2R AE Bl 1l e

programmablée sensor agent 206 stem manager data s%‘a‘rage

dedT5 1992 1iFh Ma\RSagaBred iR ARNIR)IDS PRl isess arable
hardwiagec e tiEbmdidaptdahtd cenimbateativighsRRoenphsa phitaility of

COF@B@E&?H@sQ&M@ﬁ%a@éEgPEﬁ%@’%@né‘?‘a@iéJﬂQﬁﬁﬂfomStﬁﬂ%?ﬂ%‘fs'

de\éic ) aind/o elements coupled to the netwark 212 may corresporid to
spedi .é“‘Bsn%rﬁ?v%fﬁ grg U RRABPIRE AL CkoRLNRE feene 1P-

13 20083 HOEZED FarErA U206/ 60RTE: wetwbR.2T8: Fienetnmikgad 23may
bewfay exartRipan AORAR Betwask, SuiHResshotLe $Q RtGH.Hhsame
L r e

Moreover, the systam manager 130 may receive information stored in the
data storage device 132 and may procsss andlor digplay the received "

20 A‘mformaﬁpn‘ The systemn manager 130 may correspond fo a specified

network &ddress in the 1P network 112,

[33] FlIG. 2A iliustrates an exemplary configurable security and
surveiflance system with programmabie sensor agents, in accordance with

an embodiment of the invention. Refering fo FIG. 24, there is shown a

23 oconfigurable security and surveillance system 200 that comprises a first
programmable sensor agent 202, a second programmable sensor agent
204, a third programmable sensor agent 208, a s?sfefn manager '2-08, a
data storage device 210, and a network 212, The natwork 242 Mty

, comprise suitable hardware that may bs adapted to communicativaly
30 eouple a plurality of components, déevices, and/or elementz. In thie regard,
the compqnents, devices, and/or elements coupled ’m‘the nefwork 212 may
‘CDrrEiSpﬂnd to specified network address and/or network locations in the

9



implemented as wireline connections. Moreover, components 5
communicatively coupled to the network 212 may be coupled via wireline

or wireless connections, for example. [34] The first programmable sensor
WO HF2*the second programmable sensor agent 204, ahd e HhiLo486

programmable sensor agent 205 may comprise suitable logic, circuitry,
code, and/or hardware that may be 10 adapted to detect a physical event,
generate at least one signal that corresponds to theapégsical event

defEENSK 20t dIRAEMAR §enBIaYERE J ABRise 2ART Horsiecde btk
2 10zaridioriibesijsita rirestage in208wia, tHuetinatwdtk2d@wbhreeaiftsrent

tyRes pfRAgamMable 800 aarata R m&wetﬂafggn%ﬁsaﬁﬁﬁep'es

to indicate that a pluraljty of programmable 15 sensor agent types may be
utiifBERPHER ct e PRy sRAINEOERTS: As a MBGAYSihe KPR he
5 nueobuniefigrogiamonplblibiséns orlage B henydepengied thevsedoeityr

- fungtigns:thateechio Bedriggiated, in the configurable security and
surveillance system 200. . For example, a programmable sensor agent

Ma§4¢orrEsp st o grsunvaillasesscanpens, 282 (ih emuals progoumondle

bigjgqicplichemisgd seasanenihe 5 HRITaledaingliar 205 GRAEN OF
the %%%réammable sensor agents 202, 204, and 200 may?cé%gres ondto a
|

sp& RetWB S IR s Yﬁ@’hé’ﬁ@'ﬁfk%rﬁ%ﬁrﬂvﬁ@g B

10 sendaplageint fistsehe artnisier) tovasteigenemiaoktinfonhatiorsizon thet
SYsiRPagRHIR0RY %%%Hgsm C%?@N@Hé%&%d’}" ﬁFﬂg’ﬁ&hsf%i _@I@@f‘f@fﬁ?ﬁﬂable
sensor e aptead 10 programme [ contigure e
o SRR B A8 D I e R b e
makeReperto rived Thraa ¢ HG YRRV featenEsaablgsetie SgeMd ta
seehuiin i B P Ardi aesiopieo asfoiRadhi=A Hpagaamsigiie;sensable |

15 ag&éﬁs&#%&ﬁﬁ%?ég‘m%}%gruﬁﬁ’ili@ﬁé@%}z’ﬂﬁ%&%t}%ﬁﬁé&? _Asa
dynamically, that is, while the configurable security ahd surveillance
sy a8 [YRTD AR, TP HRRe PinBIEpEaR iR RYGRInARAG oY
codéigemdtion rtrey bexpdiyfomeibdsirihgtinstatiationter ih@yEd in the
209&4%8@%@% RediAY 2006/0004/8nce systern 200. . For exampie, a
programmable sensor agent may comespond o a survelllance camera, a
28 thermal sensor, or a bio!ngicavphamicai sensor. in the axample iflustrated
in FIG. 2A, each of the pragrammabte sensor agents 202, 204, and 208
may correspond io a specified network address in the network 212, |

[35] A programmahble sensor agent may be adapted to receive controf
information from the system manager 208 via the network 212. Moreover,
25 @ programmable sensor agent may be adapted fo be pi'ogrammed or
corffigured by the system mahager 208, In this regard, the programming ot
configuration may be perormed fo add andfor remove features that
ccorrespond  to a security function or funchions performed by a
programmabie sansor agent, The programming of configuration may be
30 performed dynamically, that is, while the configurable security and
surveillance system 200 s in operafion. In other insiances, the
- programming or configuration may be performed during installation or

10



during maintenance periods when at least a portion of the configurable
security and surveillance system 200 is not in operation. [361 The data
storage device 210 may comprise suitable logic, circuitry, and/or code
Wiha¢isipi3e adapted to store at least a portion of the signalBCH/gunmciedss

by the programmable sensor agents. In some instances, the data storage
device 210 may be part of a network attached storage (WAS) and/ora
storage area network (SAN),. for example. The data storage device 210
maSHEBR SBRGHRN5% pREiate VBB HaRs R Rofioh ofh Siwedofaumbile

sorinstgrressunainthasanecats semae slevigr?10 may be 10
utilized in the configurable security and surveillance system 200. [371 The

systith iR sbuadafedra e rsaKasmnogk selrbiarpoiandrovitde
thedniay b@:iadame@hﬁom@mﬁ@g&ra%ti@m@glatawg@nsf%et@ﬁgnam
programmab 39{( gg the configurable security an -
_Ssucr%)illance @stsﬁz%n 2 W‘% resgg? ,rt%éé%%te% %ﬁéﬁ%&ﬁ%%wﬁ
geHBRRITBAT ORYiTE AISBAvRaRMAPDE Deiwsrs Algabemh etpiaas 4WABable
sersdicageritsrgetimaae vk (B ANE Systexarmphageie208maialge be
adapind tdispkgwariagshe BAeR gRG igrmatienn the slapals,
generated py_theﬁro rammable sensor agents. Moreover, the sys efrﬁ( .
man&yel 2SR AUERAS Ve TG THER e R FPRerdidd o g @i fiee
10 21 gtifigegria ireagopfocesiscondioitdsplauthalinforspdtom tegeived from the
'da?_'7 torage device 210. The system manager 210 may correspond to .a
sp f d n%tﬁ%ﬁ?g‘dgﬁg%gﬁ{ ﬁén&%oﬁ@ﬁ’fﬁ@ﬁ%gﬁﬁ%esﬁ@mwager
208"y @de Helavaptedatrpishtacooret twfigpeentionulitt featutes isto
 thamropragrinanieiscreRtaoainia e s confiauialle seculity adfls
sugyei System n,this.regard, the system manager may receive
de%@%%‘ﬁgé’é min r%g‘% thSt %gy%%amlli 4 SIS B JPERTER ?%(.dﬁ?é! a
15 po&?&ﬁfaﬁwerﬁralgvgﬂﬂmtb@hwag@mnfeamaut&@m@amme
?fidﬂienai@mw@ﬁwmrmt:ﬁmiwﬁaéwﬁsnMag@vigﬁsnﬁ%lgrﬁm@g
[ tr r C onding 3Q programmaple sensor
o e SR et MR TR e chating

fil EPEEERA PH AP ATAIER S58500 99pal beMoreover, fhe system

manager 208 may receive information stored in the data storage device 210

20  and may process andfor display the information received from the data

- storage device 210. The system manager 210 may cofrespond o a
specified network address in the network 212, '

[38] The systern manager 208 may also be adapted to program or
configura security features into the programmable sensor agents in the
25 configurable security ‘and survefliance system 200. In this regard, the
sysiem manager may receive device programming files that may be uiilized
to program o configurs a portion of the programmable sensor agents in
order to p;ovide new, additional, and/or upgraded security features. The
device progragmming files may be transferred o the corasponding
30 programmable sensor agents via the network 212, In some Instances, the
device programming files received by the system manager 208 may be
encrypted or protected. When the device pmgfamming fiiles are encrypted,
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encrypted or protected. When the device programming files are encrypted,
71 WO 2006/108222 PCT/AU2006/000486 the system manager 208 may
receive at least one decryption key or password that may be utilized to
Waesiiiaezencrypted device programming files or to gain sRCEI200H180486

device programming files. In this regard, encryption and protection may

be substantially similar restrictions on the 5 device programming files that
they may be referred to interchangeably. When the device programming
flie¥'RavsBeMapasppteds thmyysesivemaininget 208 weg\éinaféerher
deigespeag mmnBlesitathe GRHEIRRNEHE, PIADRIEIIBSARPE
ag%pts V|a1the network 2 9&;}he sgggﬁeqrgm%%pa%%rs 20%‘[ g‘]aa!%( %%gr (ram

2..[%
ada;ftasedoEoOe sCufEeo e‘cl)rt 0 softwa at may be ada 0

corfRsTYpiiamh AGenrerednn/ s nimithairosalbperalnstiiation tethe
sutiligeghin ﬁf@x@ﬁﬁfﬁﬁi@lﬁi@@dm theycanfigusatigaridhe sanfigiaaRisly.
SeGhHI ' .[40]EIG. 213 i rates an
o E S TSR IGIAT S8R natl e SIS TR et
profjPRRIRaniEE e s JFTHE A% d8virograparRBIENgorftsst Analpsis
agentrampacdinrriprgewitiabia esnbockinerts ofd e invenrtivr1Referring to
FIG. 2B, there is shown a configurable security and surveillance system
2263 at Eﬁ?e%%ﬁm"fﬁ@%ﬁﬂﬁf@%rﬁﬁﬂé e iRrpeameduiv smamie 894t
1020GafiE@ . B4 imiiyaba prizgiam matieioccontentranatysapaeatt, 2bd/is

Sh%@MWEQQ@%%PIﬁ'%g}%@%iﬁ%d“%ﬁﬁéko%%}?af%&lapbgﬁr the
table

pr%%%mmable content analysis agent 214 may comprise sui logic,

cirdRHP RIS P08 S MY RISy 0 o peianresnsisr ihysis

opgigions@ndiar sguriieanalysis,Qpstaions.Fe L@ p&%c&@S%a
anaﬂlﬁls?%eratlons may comprise, but neéd not be limited to, 2

pro EonSYFIRTO YN PEPRIRTIRY 'S enSERSRtorARAIER, Mfore
15 gemeratingrshierobittotranslysithaeniainbetoadsior edioaotbebodiment

programmasleisensoraganis 1 thescuiomablesecuiily And siyralance
SY e A7 U DSl B IR 2R I IS GRS ey BUL eed oL be
éecurity and surveiflanc_e system 200 in FIG. 2A in that a programmable
contsnt anaiysis agent 214 is shown communicatively coupled fc:l the:
20 nefwork 212.

[41] The programmable content -analysis agent 214 may comprise
suitable logig, Girouitry, and/or code thart may be adapted fo perform sensor

' ana!ysis‘operaﬁans and/or secuity analysis operations. For exampig,
sensor analysis operations may comprise, but need not be limited to,
25 pmc:eaésihg sensor information, ciassifying sEnsor infor'maﬁoh, andfor
geherating control infarmaﬁah that may be transferred tfo other
programmable sensor agents in the configlrable security and surveiltance-

o system 220. Securily analysis operations may comprise, but need not be
limited te, identifying security anomalies, managing emergency situations,

30 providing access control, and/or triggering alarms, foréxample. The results
of sensor analysls operstions may be uti!ized' to generate and/or add
information fo a comprehensive knowledge base that may be uiilized by, for
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limited to, identifying security anomalies, managing emergency situations,
30 providing access control, and/or triggering alarms, for example. The
results of sensor analysis operations may be utilized to generate and/or
weadabanfezmation to a comprehensive knowledge base that FayAieailinedss
by, for 12 WO 2006/108222 PCT/AU2006/000486 example, the security
~analysis operations. In this regard, the programmable content analysis
. agent 214 may store at least a portion of thé results generated by the
sefsunEnaljbts opetatipnsnsxsiagepdthimngsultdrgetidr ateddoy, thihe

SsehearARAkAIS ORRiALIaRSYRRREEN0sak OR QPR Ba RBIGSOBteNt
arﬁ?ss Ia%ent 214 and/or on the data storage devjce 210, The
progr

AR SRR A LR SR G A8 A a3 RS p ST 8 U BBified

newsolie gddessiednbthé acwsn 202lveissopreatinstameyshamionalthariene

5 Progi@aRaRie: Coniamt anrlysis agent 244 MAY/PEHIEEGBY BRrage
confi Urarlgl,%securrlg/ ar}d surve&l@gce Q?‘%st m 22i0's SOé@(}I Tl%gi ma
prgﬁﬁéﬁ able conf'ienfI aur?erx?{/%r% agen? .4 5}5}%?% b&EH ép o
regeitesedilrts mfepasdivsnrRbriithedsifeasninnibim agvZog WWa tHesestiork
2 1i3silaxao vebrdhe A1 ega propiiaeenie s naal s pge b Adanayshe
adaplefliahe programmed.oLcoploued b e syslcm manager 208 In

r

- thisregard, the programming or configuration rﬁ'z'a’y‘bseysptg ormed to add,
10 154BMovRe arsiRiningbRdefrattas ol sgsrrspandsp dhe sentRpied
a”t%')‘éé%iv%prgfrrﬁpéi %&ﬂ%ﬁéﬁﬁ%ﬂ% %E‘r%@%‘ S@fﬁa‘?]%rg}aej}%% DeriumEd by the
e content analysis z%?ent 14. The programming or

programma ‘ .
coftrguriiisRavely e PEPRAREGRIGrerRealaAER Aapmedie may be
coadgpteaiite bsqmutityramads urveiitnoedystém 2R0ds imapeyatiedt. Inrother

INSHAN G Q120 ERRSAIRR 8t AR lREHioR.0'aY BeRpriarmed,guring

installation or durlngr maintenance periods when at least a portion of the

13 cottNR RO A HPR AR RIS e R ERRRNS 28 iR SERFBP ERE [43]
Flepsadiitihsstrand&dan sy appdpsiiguvesistiovsuritgriomkedurbgil drce
SYBI8GRkE RO O FRATEMD 1688 ER0TRABRN S I ogrammable; Aurerie Bt

AR AEN a0 b 2 D AR R e RS R AN D BB rable

 secunty and surveillance system 220 s in operafion. In other instances, the
26 programming or configuration may be performed during installation or
‘ during maintenance periods when at least a porfion of the configurable

~ security and surveiliance system 220 is not in operaiion,

[43] FIG. 2C Jllustrates an exemplary configurable security and

surveillance sysftem with programmable sensor agents, prograrmmable
25 content anatysi§ agent, and an aa_:céss confrofier, in sccordance with an

embodiment of the invention. Referring to FIG. 2C, there is shown a

configurable security and survefllance system 230 that differs from the

configurable security and survaillance system 220 in FIG. 2B in that an
| access confroller 218 is shown communicatively coupled 1o the network
30 212, '

j44] The access controller 216 may comprise ‘suitable fogic, circuitry,
andfor code that may be adapted fo provide access fo specified locations

13



embodiment of the invention. Referring to FIG. 2C, there is shown a
configurable security and surveillance system 230 that differs from the
configurable security and surveillance system 220 in FIG. 2B in that an
Wactwsgd®artroller 216 is shown communicatively coupled toPHE AE1M6i100486
30 212. [44] The access controller 216 may comprise suitable logic,
circuitry, and/or code that may be adapted to provide access to specified
locations 13 WO 2006/108222 PCT/4U2006/000486 based on a verified
s T 0.4 AREECE 5P Rk FEI58n ey CHaTBIRy OB b and/or
infdriaTation irdvificationyeribisdiomay ewe raspecifieddeeationiessie i a
builghngrot CaiRIBMg GRVESRIEY Ha@eﬁ&@&f@}"%@'%éﬁﬁg#!%%r‘g S yelllance
y be er 5 detected by,

i
system 230 Access ta ?éhat area by the user ma rt

for SLATRRES, RS A1 S RE 98 I BAG 5P Ry [t i arner

Spratianiptdhie foensamplge ndias atedsiliathe: Specitied (oeatien ior siteasthe
 PrograprgRidans deAgenis SaiCLaRY IHoupalan  RAZAING (15, user
to the pro ramﬂrg&ﬁle content analysis agent 214. The programmable
contem‘.:'a?%{lfyE UEEiGRAT ST ARR) S Bl Sana s BY TSR N
addSro IhEreammsan ot tfsaiaisytintgmy Miie Deeprapraeraieion
thatouses: &%ﬁiy&@hw m%@%ﬁ@fﬁ% Eﬁ%ﬁm@;&'&%ﬂ&a@ﬁq may add
10 PrQgL ent. analysi ent or in the data storage
8 o A AR s P
se&ift)ahmay Rrefamihs s nfaonatiantie teeprgrermaliecmtspbnd
to arddisistystE campusinghd danfamrageniselatem thaf user. ddflde
anAIbRL S ANBIEa 854 AN IOk SMBASNCY, RoTs0nnSl iy be _sgarching
or teggtln to locate a specified user. In this. egara, e secur}’t_y and/or
en%gr% &%@r%ﬁﬁ@%ﬁ‘%éﬁﬁﬁ?@%ﬁ@Lﬁaﬁﬂ’@s@éﬁmwa{-‘rwpﬂsmg
- 15 sumisittasicen spiteh t280kyr label to locate the specified user. Data 20
av%%ble on the data structure that corresponds to the user label may be
utifZed 1§ R e BRI iR G AN H/0E =B ERNGH PRIFRAT BT S
datsaishingqoiretietheitp rifigocaldesseparitiednokstrveillancecysierma 30 -
Ma¥curity and/or emergency personnel may query the configurable security
and surveillance systern 230 by iabel to locate the specified user. Data
20 avallable on the data structure that corresponds fo the user label may be
utilized to accuraiely determine of the user's location. When additional data
i5. required, the configurable security and surveillance systern 230 may
send confrof informatfon to at least a portion of the programmable sensor
agents and/or the access confroller 218 to obtain additional data that may

253 be utilized to lvcate the specified user.

[46] The access controller 216 may provide an. addifional security
function to the other security funf.:tééns, for example, video surveillance,
' performed by the configurable security and surveillangs systems 230. This
additiona!l security function maff be coﬁtroiied, at least in part, by the system
30'_ manager 208, Moreover, the programmable content analysis agent 214
may be utilized to integrate at least a portion of the access contre! functions

and other security functions. '
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send control information to at least a portion of the programmable sensor
agents and/or the access controller 216 to obtain additional data that may
25 be utilized to locate the specified user. [46] The access controller 216
wimagopreiete an additional security function to the other seaurip funetinsss
for example, video surveillance, performed by the configurable security
and surveillance systems 230. This additional security function may be
controlled, at least in part, by the system 30 manager 208. Moreover, the
protfamAlabR: dosttettsanalysisradent 2dvon apineristitg ed donifegizte at

leagt.aRPrian ofiRRALAESS SRRLkg! fuRglions @%erﬂm%ée%ﬂ% in
functions. 14 WO 2006/108222 PCT/ALr2006/000486 [471 FIG

il RAFTE SR Bl AT R meEHE LR SHERTE S BRRGatte™ I?e@um?‘%nd
suiveilienoe Eesteonimubhie ewom@emﬁveudmhmacsmt@mcﬁﬁwmean

3 en&agéaﬂmhqﬁ@ezaV%nmn%eéﬁmgwgﬁ%%e%mef@sI%émw
con‘g urable security and surveillance tem 230 as 5descr|be%}n]
0 ey AR TR PR cat e USRS bE Ao
mmm’sﬁéaaéimerméeré@)a sesendniouiandffenddoz bR hfcokive0d, a

firstomuteata.a seeandimuter 308, and the TCP/IP network 128 as
described in FIG. 1 B. [48] The first router 306 may comprise suitable

lodg#&] cir€uitriitst odeien Gl diel hentwveige thilehieidmcadapudty tocode,
10 COMHPiﬁMkCM@{QF H&emme%l%immﬁmw@pl%mrmand

surv%”la em 2 ?ﬂg S‘é&?&; ngtavylork. a2n8 Th ter
'30§ iﬁ é"rlse sul a%llI ogic, cir uaﬁy coaee ar?g/o¥5i1 waret at

mayeharaneiied (8o hfusreandeRren dpferaa WW%WPAP
nedmaniy, 2Bda54491T herfieire sohineayens alilgtae din aaramttdiesly

secan erﬂ%cggﬁ-, ac!g%%ﬁr@g}@ﬁ%gm&ke‘%amples of media that. may

be utilized to provi e the configurable security and surveillance system
15 23@gyithTevitet praginaeing filesndéanautoareyss andiotdopardting |

SOFB’X@JAEEQ%&%@&é@@%@%}g&'EPQaQé‘JQFa%ﬁé?@%ﬁ?&?{ozﬂéwﬁée

programmable content
the configurable sscurlly and surveillance system 230 with device

progra,mmmg files, decrypiion kays, andior operating software or code that
may be utifized by the system manager 208, the programmable ceniert
20 analysis agent 214, the data storage device 210, andlor the access
sontrolier 216, While the first machine-readable media 302 as shown
_ corresponds o at least one diskette and the second machine-readable
media 304 zs shown corraspénds io at least one optical disk, other
machine-readable media may also be utilized in this regard. |

25 [B0] The S8FV 300 may be an e-commerce ventor that provides a
olurality of features that may be programmed info a programmabie agent in
the configurabie security and surveillance system 230. A programmable
agenl’ may refer to a programmable sansbr agent such a;s those
represéﬁted by the programmable sensor agents 202, 204, and 208 and/or

30 & progmmmable content analysis agent 214, The SSFV 300 may be

- adapted to recsive requests for device programming files and/or decryption
keys that may be ufilized fo configure or program at iaa%st ong of the
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20 analysis agent 214, the data storage device 210, and/or the access
controller 216. While the first machine-readable media 302 as shown
corresponds to at least one diskette and the second machine-readable
Wi aelley ¥8%as shown corresponds to at least one optical disRCBUREI06/000486
machine-readable media may also be utilized in this.regard. 25 [50] The
SSFV 300 may be an e-commerce vendor that provides a plurality of
features that may be programmed into a programmable agent in the
corffigunabieablectgtgian dsonmibarkey sysie ime28quesiscb frramiing BF v
agehraAK ] fekiR s BiGHENalle|seREYaUamSHE RS BASRrypted.
re ge%%bg#ne rogé_%r,n?wable sensor igfnts 202 204, PS{‘lSdQFZ 6
and/or 30 a progra MabfeEehi8ht aﬁgﬂlﬁ g%WPmWe 465
mayese/riioa e to thectvateay inanagr 268/ e Brografiifimgtiterk £48/or
sdecnptienndapstnat may Dendtiicesdocanfi@uposregsaleaghone

of the 15 WO 2006/108222 PCT/AU2006/000486 programmable agents.
Dol E AT T8 Ao e S S TR R
. poréihvést #hieafd Gtk (pAsHiamTRAdabitasadiancrypted- The SSFV 300 may

t t ing fil d/or d ti to th
Syl S R R Ay EeR R SR,
In SHRTE iNsAsReBEngR RN Juubriienimitdhaiysrbipte skefering to
10pragananidgdes dngiordeepationakey sdestreagystemonianagaip@ls via
at 'Q%%Qé]reﬁé?%%&fﬁr@%%%ﬂﬁﬂ% d@lﬁﬁ&%ﬁﬁcﬁﬁ'%& gﬁ%a%&%% of

ary programmable sensor agent, in accordarnce wi

an exem
o BB AR 378 (SRR PREfIRy td e0SEMEom AORBIEYI<emBiF 2
. progrisabiendyie, seinmsoinggemts} Oththiat banipsisesiatsarsobd 02w fisto

digHeler GMYHRHI AUERI OCPEPAEMIRE) A04 2505 HMHRRE Hab -2fft&
memory black 408. The sensor 402 may comprise suitable logic, circuitry,
Rl Rt & |

1S cod® S5 EPYIaREw AP FRRIaS pd R, R PRYS SAEVR R,
Forreyalvaiten eorasded ndiiain GOt CEHUIs B o 0 BunesilsnicB)2he
senssy 40%mpkhaR salichaiale IlAgRReaRMINALBaxRe R e ated
utlllgépgj%\/l pﬂyssigél %\ge%ttsgcﬁlﬁg ISO%OIQSZS %ggqtg'gl%u adapted to recsive

control information and/or 1o transfer generated signals that correspond fo

20 the detected physical avents to the first DRP 404,

{52]  The first DRP 404 and the second DRP 408 may éomprise suitabls

logic, circuitry, and/or code thal may bes adapied 1o provide digital

procassing. The first DRP 404 and the second DRP 405 may be referred fo

‘ a configurable devices tha{‘may adapied {o be configured or programmed

25 . in order to provide at least one feature for at least one security function,
The first DRP 404 or the second DRP 408 may be a digital signal processor
(DSP), a central processing unit (CPU), a field programmable gate amay

" (FPGA), or & complex programmable logic device (CPLD), for exampie.

B3] The programmable sensor agant 400 may receive at 'Ieast'tz_ne
30 device programming file 0 program or configure at least a portion of the
_ fx"rst DRP 404 and/or at lsast a poriion of the second DRE 408, The device
grogramming files may be code, embedded code, firmware, andlor
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may be adapted to generate at least one signal that corresponds to the
detected physical events. The sensor 402 may be also adapted to receive
control information and/or to transfer generated signals that correspond to

W Rhd étacted physical events to the first DRP 404, [52] THa frBERP0486

404 and the second DRP 406 may comprise suitable logic, circuitry,
and/or code that may be adapted to provide digital processing. The first
DRP 404 and the second DRP 406 may be referred to a configurable
e RO R P AT RYAER B TSHREP B SR RSt dH ) prede o ARsaTas isrovdEr to
préfviderst téastiinessatieeder doeastope sehwitytifungtomsFhedist

- DRR:#04 21 tharmerid RiFE-408 maxbe a.digitalsignalrogessak e

(DSP), a central processing unit (CPU), a field programmable gate array
(FPERY, %’F%%%%’P&%F&g%&&fﬁéﬁ@%g& WEYiCE fePiEBFddP Satse.
[53pWhergdiigraammizdite spgsulcalgéaatdGt may reeehee akleastongieB0

- deyvigedy earemmingdile ermwy@e%&% RAQH %@%ﬁg\ice

10
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25

30

first DRP 404 and/or at legst a portion of the second DRP 406.
or BT R SR eLaB A AR B A DRI 5o
W6 MEY6 Z2diiveal/ A0 61B0a48s fetmipile dnhsmeiw dretaiess:iption

el s o
,when utilizing a and/oy . -as configura
dg%/? es. aﬁ%?ergég a %%%%r?%ﬁﬁgogm ne%ﬁé SIS B egjésl)f the

CcoPHRiuADIEEYIE BEMsconfig BHER thiproveie Yrewgiadaniiratie

arﬂifmédﬁgdadedefe’awr_eis. kxenutiier sl REe nandilizingearc FRG A
andiierdu R Rareomigusable fevices .t leass a potion of Hhe logic in

the %cgbgurable device may be configured or programmeg to providé

neR G HRIo R oE MR RsE @ &FFeatures. In some instances, an FPGA
" . > o 10
anglgr aGE LG9 QH&QQ@B%%&C&IHB}{&E%&%@E% ﬁ:ac%ﬂﬁﬁl?%ﬂgzb 5

SIS ST b SRR T HHScAR S PR o e bR

embédisidcedbie tsatis JXBEUEES OfithaieRGA dhalodt CRLE:se be

configiable dawiss- narydeirigysed 8" REOGraMRed Sa.rravids new,
second DRP 408. The memory block 408 may comprise at least one
mamaory device, in aoﬁne instances, the device programming files may be
stored in the memory block 408 and may be transferred fo the first DRP
404 and/or the second DRP 406 from the memory block 408. '

[55] As shown in FIG. 4A, the programmable sensor agent 400 may be |
adapted for video survaillance funclions. For example, the sensor 402 may
‘capture video information and may provide front-end processing of the
capiured sensor information. When the sensor 402 is a color image ,
sensor, for example, the front-end 0peraﬁons’per‘|’armed by the sensor 402
may comprise sutomatic gain confrol (AGC), color balancing, and/or white
balancing. The first DRP 404 may feceive the front-end processed video
information from the sensor 402, and may perform additional image
processing features such &s image inferpolation, image correction, dynamic
range enhancement, and/or noise filtering, for example. The first DRP 404
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additional, and/or upgraded features. 15 [54] The memory block 408 may

comprise suitable logic, circuitry, and/or code that may be adapted to

store information generated from the first DRP 404 and/or the second
WOREHAIE2The memory block 408 may also be adapted to REGHSTEI08EEREARE

information to the first DRP 404 and/or the second DRP 406. The

memory block 408 may comprise at least one 20 memory device; In some

instances, the device programming files may be stored in the memory

bloRRYGEArRErREFRT G rRFEFEA R RIIRTTOR BBt SHISH HEs&Rond
DR2r06 irtwmitiermemory block 408. [55] As shown in FIG. 4A, the
prog rammable sensor agent 400 may be adapted for video surveillance

furléfibns T r BkaMip R 0BnBEAGe RSy 25 iastuie DRIEBNNRSrigtion
angnoasgrd idesisoritfemchisncessingiaf the cajakterd isepanidafonmagtion.

5 When (Re sensar f’aﬂ&és rﬂasaa@gm@ﬁ@?mswa&%%ﬁé%mg'ge&@&f (%Mnd

operations performed by the sensor 4 mprise automati

coff?81 (R EYaERls Bofareing? ﬁaﬁmﬁiw%gfsﬁ&ﬁ%ﬂs%%w@um
mascizvebive tackipeerd pnaceske the geogBinintoibia ationdfr eretiteddénsor

40%acamayRer iR difenal dmage, PraceS TR I JBaNSS S UERARIe

|mr§9e mtergolaﬂon ima g‘ .correction, dynamlc ran eenhancement

SRty =For Bkaitiple. bo L QHFEPRBL AR CRYies.  For
wZO%MQ&%WMBWGWWM@M@mwgmeimeta

prﬁﬁsﬁﬁf% SORSeh %nmaﬁe%rw%@tm@aﬂ%&%&h@rﬁ@pw
rotaRe MY, r%%‘?h\fen%% gﬁsée 8%”%9&‘ sg%gfﬁng‘f)a?e%g nihe

: . |nf rmation an I’OVI e |mag YySIS an
faillges ﬁaﬁiﬁbé‘ﬁf@*fﬁf&?‘ﬁw@ ﬁl@’g%ﬁﬁ ssERgensey hgsanuothedystem

exanaplgydn20ase tixafapsterciiinestihe saeand DRP 404 may activate a
backu 'QE power source to the programmable sensor agent 400. Moreover,

- 15thdBBcoffDRP BophRey drpae SHaptelsmpire R IrREmEiaseaser
- featgees athptsthay deeoperatedritepe aifiechtirogsed @ OrexampiBndhe

seGnfPRIEARR MAYLR AP IR AR R TRA I A818G ammabie
sensor agent 414 that differs from the hrogrammabla sensor agent 400 in
FIG. 4A in that a thind DRP 410 is communicatively couplad to the first DRP
20 404, The third DRP 410 may be 2 configurable device substantially as
describad for the first DRP 4(54 and the second DRP 408. The third DRP
410 may be utiized to generate data. content descriptors from the
processed sensor output generated by the first DRI 404.

[88] As shown, the third DRP 410 may be adapted for video surveiliance
25 functions by further processing the processed sensor oulput genersted by
the first DRP 404, In this regard, the third DRP 410 may be éﬂapfed to
generate video content descriptors. The video content descriptors may be,
for example, motion and/or color descriptors. Motion descripiors may result
as a byproduct of sther video or image processing operatibns such a video
30 compression, for example. A pluréality of descriptors may be generated in
accordance with the level of integratidn desired among securlty funclions.
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dirt on a tens on the image sensor by analyzing at least a portion of the
processed video information generated by the first DRP 404. When the
lens is dirty, for example, a signal or message may be sent to the system

WanRed22208 so that further action may be taken. 15 [57] FIGT'AB2R@000486
block diagram of an exemplary programmable sensor agent adapted to
generate descriptors, in accordance with an embodiment of the invention.
Referring to FIG, 413, there is shown a programmable sensor agent 414
thaﬁ‘?%ﬂiffe%é‘?réﬁ-‘i thée pracrasirmblestelsecagamiaperreircconiignisat a
thied iR ec opnsun rgariy ey cattplizelde Wit fistdaBRizA:A04: FHae
thi 4 nfigur, i upstantially ribed
o re 10 DA i e LAt SR o A 220 BT
be TN TOGER AR 51tk RO RISATRIBEGINEHS FdRvthenprovaisepls

3 sersdraitphtegehenatecbiry tinestis o RIS réd:ni58 bAssivavebd becthitd

DRRAdQvERYHRE adanted frayjresssuyeilansa.qa tunctions by further

processing the processed sensor output generated by the first DRP %04.
In BN A AR RTINS ey e SBAHIER (67 yrforalis RS
CcoRtegrrdusindptias. They viskedreositentidefwriptonfguaplbe sekarigxaamgple,

MelipkARAerLalamifs & IRLALS AMOHRR GRS CHMRTS JAMSE ML a5 Bhie

' F)roce sin opera'%'lr(])ns such a video 30 .

b f oth id
10 O e R 75 e T 2 S R A i

compression, for exam plur _
acHBrRieEWRTFEhErivis! yphveig fatiofreiesirpthamomingeBasityfinations.

Is WIEh2R46/108i228 R RORS'PR4BE [9Lidd6 19GHs adimueiagram

illustrat \?Qf S nfigurin rogrammable sensor agent,
in accor%gf%ég r\?/ﬁ -a%%?ngbg n??ﬁn}to t%eg?%\\%ﬁﬁgﬁv ég}'eorr}in%n%ooh . 4C,
aftEPCEiRe SRaTHY0 MRdigep 424, features may be selected that may be

1s Praggpmmeg oahlegnl ARcerlowalle SHsyce Al IRast QS o
pr%%%(rgmable sensor agent in a configurable security ‘and'surve IIanc_e :
sy oy iz o R desintivT de e Arsriva Risiemags plo blae 4Rvice
préigzatenirgHitasdoming sédscteal/fenilressfBhedlievige: programmring files

- Mmayheirapsiel @ thagRri MR RIS REGUEN Adices.. in step 434, the
programming of the configurable devices in the programmable ssnsor

20 agents may be verified. In siep 488, a user andior installer of fhe

cenfigurable security and surveillance system may defermine whather new
additional, and/or upgra;led features may be necessary in at least ons
programmable sensor agent, When a user may find new, additional, and/or
upgraded features necessary, the flow charl 420 may procesd fo step 424

25  where new, addi“cjona'[, and/or upgraded features may be selected, Whan a

user may not require new, additional, and/or upgraded features, the flow
chart 420 may proceed to end step 438.

[81] FIG. BA s a block diagram of an exemplary programmable content
analysis agent, in accordance with an embodiment of fhe invention, i

BO - Referring to FIG. A, thers fé shown a programmable content énaly,sis

- agent 500 that comprises a first DRP 502, a second DRP 504.. a third DRP
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surveillance system via a network connection and/or via
machine-readable 10 media. In step 428, decryption keys may: be
requested and obtained from the e-commerce feature vendor for device
wopragsanming files that are encrypted. The decryption keyspay bmos/000486
‘provided to the configurable security and surveillance system via a
" network connection and/or via machine-readable media. 15 [60] In step
430, the encrypted device programming files may be decrypted by
utilizdsget fedie ErRBIBDSKeys eecemved ibliste B 428 Id mstepddshcéhenttewice
- ProgramB gl canndarabRNRRUE 10 Hhe RogrRmmable sensor

agents to program the Configurable devices. In step 454, the
proE mmiiegics: e R difly trable el DRS iBoUe By dgrdlMRTABIS sarstie20

-A0RAIR BAY B8 RllAbNER bR ARy DSALOCIR: ey

configurable security and surveillance system may determine whether

Snew® ZARIBAIC aRETEREpGRIGE PIRSREFES nfilf nERe & S5F5 TR e dst
oneopfiggratientialiecschsb ragemivtien heusenfipanzdind prewrasmiditional,

N ANk pGraed (RS SASSERTR Yolap 10K SRRLAZRRNRIRCORRLI0
step 424 25 where new, ad |tg)g§‘!€, nd{o,rgqtlj\ﬁ%raded feaéures may be
i G AR R R g SR Ry e o
feafidegraharfiowy digitalt 4igtanpp eI dnd SWPrdCBIBERRIGHHA is

102 blegiudiagranaiaf apRrempiay Pragtammablegasient .ANalysisagant,
~in‘accordanc ‘with an embc??%im t- of the inyention. 30 Referring to FIG.
e |0 ma?gl i :

5A,p{ﬁ I ERGWIT & 8%’6‘}% e Content a‘?nalysis agent 500 that
conyyjisesha firshRinih b0, @eeaPatbilRE £t FDirH R Wast
2006/108222 PCT/AU200 i’ 6, a fourth DRP 508, and

ments yadse PR I B bk of UL Bl £ B o

recBIsfitStATE pPoRedipraasniy BETiRASd He2thirth ORRBRAEsYe the
15sedoudhDERRPS@dsthe Thisd doFFidurélte angvibes faviyh HAIRR &GRSRy or

COMpLi itable IQgic, circuitny. anglor.cade that be-ada 0

A e e e S S

thaPTPRHaRe Bi%S HRBOIRUTEFor PROGAdRI&Oss, fimware, andior

compiled hardware descriplion language (HDL) code in accordance with
the type of mnﬁgurable device. For example, when ulilizing a2 DSP and/or
20 a CPU as configurable devices, at least a pottion of the embedded code
that is executed onh the configurable device may be configured to provide “
new, additional, andfor upgraded features. In another example, when
 utilizing an FPGA andfor a CPLD as configurable devices, at least a portion
of the lngic in the configurable device may be configured or programmed to
25 ‘provide new, additional, and/or upgraded features. In some instances, an
FPGA andlot a CPLD cz:mﬁguréb!e device may be utilized as a processing
engine that may be able o support an embadded operating system (08},
such as Linux, for example. In such instances, the logic andfor the
embadded code that ks exscuted on the FPGA andior the CPLD
30 configurable device may be configured or'prcgrammed o provide new,
additional, and/or upgraded featurss.
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order to provide at least one feature for at least one security function. The
first DRP 502, the second DRP 5Q4, the third DRP 506, and the fourth
DRP 508 may be a digital signal processor (DSP), a central processing

waonind@eRU), a field programmable gate array (FPGA), Orr& TRmBIENX000486

programmable logic device (CPLD), for example. [63] The programmable
content analysis agent 500 may receive at least one device programming
file to program or configure at least a portion of the first DRP 502, the

- sd66nd DIRRrEOwrBctirsh D RBYS6ypri cuttibid SoficitirdRP 8880The

Cqﬁwlﬁ HBYCER MaY tQ%tWQWWG&%eﬁ%@QH@%‘{% Rrat DRP
amming file bus, for exa The device mmln files may be
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Iaﬁ"@aatge'f(@rbﬂﬁwioawlmam@tﬂtd@mﬁdﬂmwttcettype’mmﬁﬁgmmgf@evice.
Far enamelas i euIiizingnand Skanshar £ afd Hras senfigiablas

d rti fth d code that, ted on th
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CRidR-ascorfigiiiabie siexices; alteasha norianietdhadosic sntherp
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copfiayrable deyiog Ty, b confiauped SEPLOOTRIITIE (6,25 piavds e
n

fional, and/or upgraded Teatures: In'sSome Instarices, a 'GA and/or
ate ww.g@%@%ﬁwwe&q&tmﬁ‘wa@ H‘%r%@%fﬁﬁ‘eeﬁf@iﬁésthat
mayidenabiactasy ot a1 e mbedieduepieratiny By Ste MRS, BiscHas
Ln%}{én&%example In such instances, the logic and/or the embedded

e that is executed on the FPGA and/or the CPLD 30 configurable

- degitle naysheweoniiglGed/otpsqgranamed tidepievide sypn; Sadditionbd; -

a%ﬂgértﬁﬁgt@%%ﬁ&ﬁ%t%ﬁéa?Qn%%sgo%%%ézaﬁﬁg/%&%ﬁ/&%@@

e memory block 510 may comprise suitable logic, circuitry, and/or

co?f?fﬂfé?rfﬁay-ﬁ@ RRSRIAPERIFe SRRTATRIO AGEnRRaESE AGninddRt
DRRvElE¢h fusctiursd iDRRGEE . the iy dBive, 8@6ramd/binthEfouRR DRP

50sh» The memerpRistes 1Qmeyvriseleqrdapied oy ansiasiereds

informatio
may QE[fzed for video surveillance features and a remaining portion may

be utilized for security analysis operatmns. For example, video suwedian;e
. features may comprise motion deteciion, geﬁérai'ian of shape descriptors,
objeet tracking, and/or object surveillance. Security analysis operations
may comprise security event classification, geﬁeraﬁng canirof information to
be fransferred to programmable sensor agan’ts andfor sysiem failure

detection, for example,

[68] Inthis regard, the first DRP 502, the secbnd DRP 504, the third DRP
506, andfor the fourth DRP '508 may be ufilized to further process
. Information or content genarafed by the programmable sensor agents. The
first DRP 502, the second DRP 504, the third DRP 508, and/or the fourth
DRP 508 may communicate with the programmable sensor agents in a
configurable security and survaillance system via a data bus, for exampie.

167] FIG. 5B is a flow diagram flustrating exemplary steps for configuring
a programmable content analysis agent, in accordance with an embodiment
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5 to the first DRP 502, the second DRP 504, the third DRP 506, and/or the
fourth DRP 508. The memory block 510 may comprise at least one
memory device, In some instances, the device programming files may be
Werapeellighite memory block 510 and may be transferred to tefEREIRE0486
502, the second DRP 504, the third DRP 506, and the fourth DRP 508
from 10 the memory block 408. Communication between the configurable
devices and the memory block 510 may be performed via a memory bus,

for AP YEEY ABSKEINH 2 EIE: SR, MiEhrbRisinndsR ik adént -
500aatayebonay dpesktocpat fanat Seasdreanadysisnopser dtitn sdakefsr one

sequibpanalydisita W&f@é@?%&%ﬁ%ﬁ%ﬁ%ﬁ@rﬁ%@#@%ﬁ@ﬁ%n .

correspg&d to video surveillance functions, for example. In this régard, a

oo BrSHEEE (ISR, A50y S UBREF RS, b HiRi B S0E-
_ Sandfyrieado dedh DR Pe508 may brovitilizdelvice vidheoasuniegl | fleecfdeditares
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Forc exam lb’ video ﬁyrvei lance eatures - may comprise motion
detectlc%'gg At oP LR PV tSYEETh R B IO SRRt
surgedianya . rsudinayreatilisisradisatiorepBibcdanyises deysity avent
Clagsiiieatio nia@&réﬁ@;ﬁ@ @%H%%‘/Klﬁiﬁﬁ_‘ HRRAHR Briz@.,_1= f%&&f@@ﬂli_@(*é?de\;ic&

pro mable sensor agents, and/or system failure detection, for
1O T B R B 3 S o RS s,
thePiRiYSIRPthsorrEaereR teeriieDRruseiianesy petamiversawerer
prosess:ciifomakionia reahieatrgangnategd. the programmable sensor
agents. The first DRP 502, the second DRP 504, the third DRP 506,
andf8i thB &Rt TSRP B sITRYRIBH HeYireatarsatARENSr JiranTRRb ke

sensenagehty ikl tenfiguiptile: kegs ity susiallisrseisysipraseia a
}Sdat@\é)lé%vf% o nﬁfﬂiéé@mé% E@JR@@%@?@&Q%{ mable

exemplary steps for configuring a programmable content'analysis agent,

- in SECSRCHIADRRIPEFEN D SIRTER e WD Gefip s In Step 534,
PCAIe@8610i6048 6ho bindgnwntalviRetdrring todslGmbRibidtenrstmit

stepraiis RRIRR ﬁ%ﬂn be verified. in step 536, a user and/or installer of the
corfigurable secwity and surveillance system may determing whether new,

20 addiional, andfor upgraded features may be necessary in st least ons
programmable content analysis agent. When a user may find new,

. additional, andfor upgraded features necassary, the flow chart 520 may
proceed to step 524 where new, additional, and/or upgraded features may

be selected. When a. user may not require new, additional, andlor

25 upyraded features, the flow chart 520 may proceed to end step 538,

[B9] FIG. 6A illustrates an exemplary nefwork comprising a residential
conﬁgurébie security and> surveillance system, in accérdance with an
embodiment of the invention. Referring fo FIG. 8A, there is shown a
network 600 that comprises a residential configurable secuify and
30 - survelllance system 602 substantially as described in FIGS. 2A2C, a
mobile phone 804, a wirel=ss center 626, 8 personéi digital assistant (PDA)
808, a school 608, a satellite link 610, an emergency agency 612, a poiice

22



features may be selected that may be programmed into at least one
configurable device in at least one programmable content analysis agent
in a configurable security and surveillance system. in step 526, an e- 5
woonwiesee2feature vendor may provide device programmingdirestimogloeo4ss
selected features. The device programming files may be transfer to the
configurable security and surveillance system via. a network connection
and/or via machine-readable media. In step 528, decryption keys may be

refRIESEER At RRRREPrBhaRY ensoRmitelewve &l feaidna 767 dtice
10qrieg Gamnaing fileertial entte ey piecediie deeryienlikays reayike

ProMiegA kg %%Bf@%@&%&%i%%’?%,% a%”?@ﬁﬁf%% g?ft‘{ 158 ac

network connéction and/or via machine-readable media. n step 530,
thESAEPFRE tRvIBe iy Famiamtg mesavsPiscrciy et Bivalimeg the
- 5 denysipticitk ey ez atlaniad BigpcsBa. dacstitp 68Zjodbithe demeandior
Progamning flss.mapde transferred to the programmable content
analysis agents to program the configurable devices: In step 534, the
proglammipgrefithe ibenSGimalieidesiy esavidhelpriogrargrablaicmient
analypis agentRicavdRgsvedfied R siep fﬁé&ce,ﬁ@ﬁg%ag@ Dsiglel f the

configurable security and surveillance system may determine whether
nétl SHGRBGTET S SFGrATEH TR ey B e SS84NATdH least
10 orle=girotr grienebitecoatbanduwhlpsis agertoi/enea 648 Ty Eatimew,

bt A

proc e wnere neyw, additigna ,Or upgrgqed reatu may

DR Soary ML SR o2 2 e AR Rl 0%
upyr{EcheEAarBe8 tnesfletpth Al s peehiasyp e el rie 838469

‘ Flagﬁmﬂwmemna&xammi&gmet\wd@:ﬁ%nmismfaﬁwd@m%d the
C | m, In raan | n

15 B S Bl SR o o R R
nBRLEBIS fRstEbRRs e iBerR AYRIERORRR U IR bTEsSesarty thmysso -
surwtlﬂhnaettwsmwnﬁo&fsn brstsiniallgAs desarirteindiGas e fora
meQier Rang, BdnAkkelfRsCeBIRO % hamanaliigitabassizianlt

(PDA) 606, a schgol 608, a satellite link 610, an emergency agency 612,
4 B¥Fiqurable security and survelliance system 602. :

20 [F11 The cpnﬁgurab!a security and surveillance system 602 may be

adapted {o gensrate appropriate emergency signals and/or alams to, for
axampie, thé school 608, the satellite link 610, the emergency agency 612,
~ the police center 614, the commercial entity 624, and/or at least ane home
816 in accordance with the fealures. configured into the residential
25 c'onﬁgurabie sacurity and surveillance sysiemn 802, For exampie, securfty
breaches may be reportaed to aﬁy of these lscations in accordance to the
features supported by the residential configurable security and surveiliarice
system 602, The types of security breaches and/or the locations to which
the appropriate emergency signais are sent may depend on the security

30 features recalvad fram the 85FV 300,

- I72] FIG. 6B illustrates an exsmplary network comprising é, commercial
configurable -szcurity and surveillance 'sys‘,tem,‘ in accordance with an

23



22 WO 2006/108222 PCT/AU2006/000486 center 614, a home 616, at
least one core router 618, at least one gate router 620, a commercial
entity 624, a security and surveillance features vendor (SSFV) 300 as
WEKEABEGIh FIG, 3, and a TCP/IP network 128 as describt FiAtIeg061{o486
The residential configurable security and surveillance 5 system 602 may
- be adapted to provide security functions for a home and/or small
commercial entities. [70] In operation, the SSFV 300 may provide device

progFRfRG eSS E Ry JRER TGSt EShrBRrhHe dsntipivaLRe
sec@ipdn83guinadilidifices sirstentiG0 2whadive AUDPHPRIBIWEERK h26iaind the

newmikatal toHrasheReBaIRP IR Ba0AnMa SRRIANS SO FRULeS
618. The features. r?wdecfb the device programming files may support
co s RRE ) e ?é%%‘ff%ﬂads%}fv@ﬁfaﬁ%%’?ﬁ@@%@% e

3 motikpisiidne 80 cardioityforRNGE6 tlergseoniFinaaimariiiag utilize the
mopiie: phRe-PEARAY/ tie RBALIRASAMBISHACRAGEIEUALIRRSt 2
portion of thsﬁ 150 eratlo?%gand 0 %#spl%get least ?ﬁ;’prtlon of the contents
geRarafsI BUANE BRROLPAsI SRRt IRIFE R SHROR R SRR TR Sl
thigheyadg, rangeisbpregeaivle teesttasritoandtimastmneateordener
62Qrandatieast Onmeatesd el AlAdeeo BB icativabiGerRIR NGy

wirgle 626. the, confiqurable secuyi urveillance system
10 A b B S 0 T T S ey
be PRI §GEMBPRe appropriate emergency signals and/or alarms to,

for.-exa | atellite link 610, the emergenc ency
61&&1{1?@! c%g% c%%r%ﬁor&%i%ﬁ%%&en%sﬁﬁ'&h@a ié %L}ﬁil[‘;/ %9 , ea%\%#orea\f é@g?rone
hoRIBCIBAY il iREBIRANMCHIth Wedreairilaasnfigremmto Herasweethial
25 monifiguatisibledesimestyimn theunvelianoeshistesaro?. kgsrexample the

15 SeQElYarhreRibas Ay Q’?afﬁ?@ggﬂ?e{% %M’Q&é@?@%ﬁ%ﬁé in the

;
accordance to the features suegr% | by the res rable

seSUFRTAREFAlFoRItaACE SRIETBIE IR difeonrtetlARPIHILRES
andfoutie leodtiomstdiavkichsysempirapréateigniempe noysignalssargrsent
MaxgleRANd OO es8FU EYuser may determine the sesurity functions and-
features necessary to their security aperaﬂ@ng while maintaining the ability
20 to add and/or modify their security operations without having to replace
significant porfions of their existing hardware and/or soﬁwara;

[74] Accordingly, the presént invention may be realized in hardwars,

software, or a combination of hardware and software. The present
_ invention may be realized in a gentralized fashion in at teast one computer
25 system, or in a distributed fashion where difierent elements are spreéd

across several interconnected computer systems. Any kind of computer

" system or other apparaius adapted for carr?irfg out the methods desoribed |

herein is suited. A typical combination of hardware and software may be &

general-purpose computer systern with & computer program that, when
.30 being loaded and exsculed, controls the ccmpuier systern suc;h that it
 carries out the methods described herain. |
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30 features received from the SSFV 300. [72] FIG. 6B illustrates an
exemplary network comprising a. commercial configurable security and
surveillance system, in accordance with an 23 WO 2006/108222

W GHHAROD6/000486 embodiment of the invention. Referrigrta i@/ 8B486

10

there is shown a network 630 that differs from the network 600. in FIG.

6A in that a commercial configurable security and surveillance system
622 is utilized. The commercial configurable security and surveillance
SygtEm 602 mepdre Brauidipte driaypa@isitdrsecuigdfiedctons forrapdaizye
C%@%&ﬁ?a:p%aal]gas %&g&ﬁéﬂr %?FBE&%“@F em%tie@amé@ti%ﬁgaﬁiﬂg thfﬁ%
commercial configurable securjty and surveillance system may be
BT LTS AR T R TR e T YA R AT
sensomagtentsysiad iy cratomatiiecttritente aealiydis Agemuiaviprepver,
n@fé\// tﬁéj‘éﬁétﬁaﬁr! c%i?:‘e;!éﬁr gg%ﬁ&%%%fgﬁwﬁiéﬂﬁ)ﬁn%%%g&?d%%QQSFC&'tW
and/or_routinely € s a result of a commercial agreement.
TP B2 A DS A s e AR B RN o
effifiumiiiantageaasaing ceangPiind uneiltamce syastisiier Tunelinse gither
configiabieatiey i8R ioiheoli QIraR MARIGIEE NSO REGES AN tBRckRer

Piagrammable coneilanalsis Ages pievdes sanilcanL by In the

Giimge, QU ILIE i 15 [ ¥ b A= N
sys AreRitecture and Mhay aleo Increase the length of operation of a
sqeality whiks Uy ailaRrse Bystamnbriy esianticantda\RiMenieae to

| ;:8##{.%9 - é&é@%ﬁn%%%rd%%ﬂf%%r a%&r%%%&rﬁg‘n %E\%%f%ﬁ&é ?tﬁé factigng.gnd

atures necessary to their security operali e maintaining the ability

| 20/FiRRIChABESE MBYRE thetesard RpMSETHE SR R BRREgME Peblace

13

sigbﬁim@ng p@mﬁom&oﬁ@ba@r ekiﬁtmg:i‘ta@twammd/@r Softwdatdod / 4hany
ARG n R BSSRIdR s Higp s R rer laagin hawdware, safiware,

- or a combination of hardware and software, The present invention may

bdFRNDER i 2 CR RFERZEY RGN NN SR EEMBER 5% §58R&m, o
in Bhelistiibutéddstented tiere tifereateldventomret prebniitad s she

SeyRiRIRISARRBRGAL FUBRLECHAY HaMAe ArskinthobaRiMRHiSholude

all embodiments falling within the scope of the appended claims.
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system or other apparatus adapted for carrying out the methods described
herein is suited. A typical combination of hardware and software may be a
general-purpose computer system with a computer program that, when
.30 being loaded and executed, controls the computer system such that it
carries out the methods described h@re R4 WO 2006/108222
PCT/AU2006/000486 [75] The present mventlon may also be embedded
WHBt8:GOEMREEBE: program product, which comprises all the features enabling
the implementation of the methods described herein, and which when
loaded in a‘compbiter gystesniig@able thealyOWhene MRIBAES. the method
co Jg %er program 5 In the present context means any expression, in any
nguage, code or notation, of a set of instructions intended to cause a

SystesRdiaviNG Rt I@gym@%ﬁr@geé@@@@@@é%&f&&@%fae?@?wafwaﬁy

functjon either directly or after either or both of the followin

o BT I AR M RAR AR B Y S Y5 dﬁaﬁ)%%dl?&ﬁﬁgfﬁé{‘mmg
filediffesent wedaplatdivnef $6JTR) \Mhiedhe presenbcintention baseien of video

an&FFCURsR WitLIelesencs agﬁ{@ﬂoqy%ments it will be understood by

those skilled in the art that various changes may be made and

equUiyRIgRIS Ay l@? §L§§%e%v@ﬂ&%@3@fﬂ§@ra&frm&ﬁsdacg%w t%%u. ity
esent |nve tion. In a |t|on many, moailri atl ns ma to adapt
(R SRR

fungl I BRPSIalRt Wil o) AV Ehe's SRBLCRIRGs B fy0f security
funmmstmﬁrfmh@dt e saiting freamtitsrscopefigThabefodeyitds srdnoed traming

badB§ presantdeyRBHOR BALPS UBLCR I IBE HARticHIAleembodiment

disclosed, but that the present invention will include all embodiments
failing within the scope of the appended claims. 25 CLAIMS What is
claimed is: 1. A method for configuring installed security systems, the
metBod cothprigiathoecedeirigjrgy tit leksorie edwigioraize devigamming is
perfRBIERIRHR REIEOHB A IBILBED ity system is in operation.

3. The method according to claim 1, comprising decrypting at least one
encrypted device programming file based on at least one decryption key to generate

said at ieast one device programming file.

4. The method according to claim 3, comprising receiving said at least

one decryption key via a network transfer.

5. The method according to claim 1, comprising receiving said at least

one device programming file via a network transfer.

8. The method according to claim 1, comprising verifying said

programming of said at least one configurabie device.
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of security functions in an installed security system, at least one device
programming file, wherein said plurality of security functions are
associated with a plurality of video analytic and/or video processing
applications; and programming said at least one configurable device to

e . . ; o n : |
 onieation B LR AT RBHRY Whograming
infoesatiehecaartign s RIesie B RelPbisgrhRRisgNiReRlo Nedse iaceRaston

of Sitenstnee seyies Breg@mming file. 2. The method according to claim 1,
wherein said programming is performed while said installed security

system is in operation. 3. The method according to claim 1, comprising

decrypting at !ﬁaéﬁeﬂases@m&t%%@%mgfagwniegg%%%?eg O Buter

least one decry'ption key to generate” said at [east one device
PrograBr AR GtilE2eL TR SRETEY SeRBsdRpdelalisrsyrRFgms, the at
icak QRiyingasaid eideasiiranexdespitionyke yndaranacy ok iagsies. adihes to

pe’rp%hgt% ascggrrndlggjg :c_lalm 1, comprising receiving said at least one _
evice programming file via a network transfer. 6. The method according

to ClaimikingOBmPHEIRgY &MY IBS-figlHa BOFEARM Bk Afpsdid BLIEART ABurality

configurable device. 26 7. The method according to claim 1, comprising
of %%Bwe?é IRSGRIRIRIAR MsfBRAEBAH LY SR s Aid Y G ARYaCR RYS BRI
fileconhfigtinadalie gevmeyinfspoutionfuotsard insialted Seeurivtisysiamali8: & video

andIACREIEAdabls S1aags hiinasiaed ghereon, a compuiter program

aving at least one code for configuring installed security systems, the at

leasp eANARS IO LD GG XS WG Ry A doRGaUSIRBAN s curity

hine t form st ising; jving, by at | _
G abIE SRUILE BEIETs BET o RIGATY) 6 SRSl SRE Y
funghomstatidorsecu ity systerh, isgdbasieonerdguceblprograramsag filmgramming
bad¥Ree UL RAILRIERILY (Of SEGHIBEHRCHAN: AHeARsAEiated with a plurality

of video analytic and/or video processing applications; and programming
said at least one configurable device to add a new security

g. The machine-readable storage according to ciaim 8, whersin said

programming is performed while said installed security system is in operation.

10. The machine-readabie siorage according to claim 8, comprising code
for decrypting at least one encrypted device programming file based on at least one

decryption Key to generate said at ieast one device programming file.

11. The machine-readabie storage according to claim 10, comprising code

for receiving said at least one decryption key via a network transfer.

12, The machine-readable storage according to claim 8, comprising code

for receiving said at least one device programming file via a network fransfer.
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function associated with a new video analytic application, to said plurality
of security functions performed by said at least one configurable device,
said programming based on said received at least one device
programming file. 9. The machine-readable storage according to claim 8,
whekein saigh pProguamumingkis pesormrdwhilesaisingialied SSEWbng code
system is in operation. 10. The machine-readable storage according to

for 189 S8ith prRATYUBHY T3 dYBRvHAEICABIBWERIRASHEd device
programming file based on at least one decryption key to generate said at
least one device programming file. 11. The machine-readable storage

accoygling torelajm, 10, eompiisiag Gads, oL reerining $aid AL/eaSt Oforising

decryption key via a network transfer. 2. The machine-readable storage
Sto4B8orAIREG R ETIH SMBMMRINGRHEBr FHRIVRIGE AR Feadt olf@St one
coafRyicshpragvasmmingdiftoniata pietinorkliranstarii) sydehhe
machine-readable storage according to claim 8, comprising code for
verifying said programming of said at least one configurable device. 14.
The machine-readable storage according to claim 8, comprising storing

progtammifg KGN GRTHGLIAT SSRITH Sy AT R e 2B YSIRP GRanPrising:

confriaqtfrabge device.in aBorti.on. of said installed, securi{ system l?.__A_ L
g onef.com: Lraplie gevice i an lﬂs%ﬁHEO S CUF[EYSI’%/S S[T1 ’[h_a {Efce:ves
system%r configurirg sensoring systems, the systém comprising: at least

al igaet cosfidenablerasrceninaiihsiaic gt deatiriope powiiauisdia svivesorarable
to @@rﬁgrl\@ &@aﬂ@@} er%@mmli Egg&élfaém_?@éﬁa%;@%@r@iay@*ét%@ﬁm%ons

operable to perform a plurality of security functions, wherein said plurality
A PRRRRAIGP AIHEL R 1Y SLCIERERFNR B aHP SRS Sha AR catons:
anand/or video processing applications; and a system manager that

programs said at least one configurable device to add a new security
funcBGA_BLIATEE SLithah RieWaitfeRithaly R B SpRcariviv e Rigide i aftpdd

a ehsambitnfunekdans pessyated itsaid Rideasicansnepiiigupaeideyiee, said
sai ogramming based on said received. at least one devic : .
o SRR RO LB T8 D 12 M et sai

progregrenneniiegsd pesiitnmeckigr@tsarbimsliisyice curyesysiomiie.in
operation. 17. The system according to claim 15, wherein said system
manager

16. The system according to claim 15, wherein said programming is

performed while said installed security system is in operation.

17, The system according to claim 15, wherein said system manager
decrypts at ieast one encrypied device programming file based on at ieast one

decryption key to generate said at least one device programming file.

18, The system according {o claim 17, wherein said system manager

receives said at least one decryption key via a nstwork transfer.

19. The system according to ciaim 15, wherein said sysiem manager

receives said at least one device programming file via a network transfer.
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decrypts at least one encrypted device programming file based on at least

-one decryption key to generate said at least one device programming file.
18. The system according to claim 17, wherein said system manager

WEHER/ESZEid at least one decryption key via a network tranBf8rATQUORI§e0486
system according to claim 15, wherein said system manager receives
said at least one device programming file via a network transfer. 28 WO
2006/108222 PCT/AU2006/000486 20. The system according to claim

- 15, wherein said system manager verifies said programming of said at
least one configurable device. 5 21. The system according tq claim 15,
wherein 2XstoralE QVHEE SELE DRt MrOTHEINEN FEEaRIE Saic
prograRsSATegEice aaidaneseoiTingrabiaid v ieesharp omibausildaideiicralled
security system. 22. The system according to claim 15, wherein a
programmable 10 sensor agent comprises at least one of said at least

5 one configurabigsdgiies 2ZcHRRSHSISEMRASORIHAR Slaittabe Muhgrein a -
programmable content analysis agent.comprises at least one of %aid at -
T G P BTN ARG I Sa progiammed af 1ast an

configurable device in a porfion of said instalied security system.

22. The sysiem accorﬁing to daim 15, wherein a programimabls
10 sensor agent comprises at least ohe of said at ieast one configurable
. device.

23.  The system according io olaim 15, wherein a programmable
comient analysis agent comprises at least one of said at least one
15 configurable device. '
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