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(5T) Abstract

The present invention is directed to a method and apparatus (10) for verifying an authorized user of a credit/identification card (12).
The method includes the steps of scanning the card (12) with an apparatus having a plurality of scanning devices for scanning a bar code
(16), scanning the card (12) for evidence of tampering, scanning at least one fingerprint (18) on the card (12), and any other detectable

1 information, and comparing the scanned information on the card (12) to information of the owner stored on at least one accessible database
(44) in communication with the apparatus (10). Data transmissions between the apparatus (10) and databases (44) are protected by an |

encryption system (63). If the information on the card (12) does not match the information germane to the owner of the card which is stored
in the database (44), the card (12) is withheld from the user. Otherwise, the user of the card (12) is free to use it for a desired purpose.
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to a fingerprint of the owner 25 on the card suffers fromthe
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is replaced by the fingerprint of  the unaut hori zed user.

fromthe sa di
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card can be tanpered wth.

6 apparatuses for verifying an authorized user of a credit

Qher methods of 4l fﬁ’dﬂ‘%%ﬁ’s?f&%%ﬁ’%ﬁﬁ%%% Vo

7 and/or identification card, and more particularly to a
8 method and apparatus which utilizes a plurality of
9  scanning stations for verifying the authorized user of

10 the card'.

11 Recently, attempts have been made to develop systems
12 for prevénting the unauthorized use o.f credit cards. -
13 These systems typically utilize various devices for
14 authenticating the identitjr of the user of such cards.
15 One such system has beezt' to provide on the face of the
16 card a fingerprint of the owr_xér of the card wherein the
17 user's fingerprint must match the fingerprint on the
18 card. The concept of utilizing fingerprint
19 identification as verification for the authenticity of a

20 credit/identification card is well-known. U.S. Patent

21 Nos. 4,582,985 (Lofberg) and 5,180,901 (Hiramatsu) each

22 disclose a typical idgntifyihg systemn. However,
23 | fingerprint identification requiring the user's
.24 fingerprint to be compared to a fingerprint of the owner
25 - on the card suffers from the disadvantage that the credit

26 card may easily be tampered with, e.g., the owner's



ently, there is a need for a nmethod_and' 13
appar a?’&é‘m@ verifying an authorized user of a PCEAIS9S/15665
credit/identification card which can detect whether .the 15 card has
been altered so that an unauthorized user is 16 prevented fromusing’
" the card. 17 Among the severalyobjects of the present invention
18 * are the provision-of an inproved nethod for verifying an 19
aut hori zed user of a credit/identification card which is 20 capabl e of
‘detecting whether the card has been tanpered 21 with or changed; the
provi spon ofipgefpzintnpisvetepiabed By th&Vl&QnQQYQE&htCFQES ¢hecki ng
steps which substantially 23 ensure aut horized use.of the card; the
provi sgon otinauthorided asemt.hod capabl e of verifying whether a flngerprlnt
of 25 the user of a card matches a fingerprint of the owner of 26 t he
card; 8he provi sPtheyf methods mofhottientpify ngf author\t@a%/um of
PCT/U895/15665 1 verifying
whet he# a veazdsprahsoofsuffex sdirayw the caame d_?lsamnmea voFer print

of the owner of the card; the 3 prOV|S|on of such a met hod capabl e of

6 discloses a verification.system'whgreby a bgr qode having
7 information about the owner of the card is provided on
8  the card and compared to'informatioh_kept on a daﬁabase ‘
9 which communicates with the system. Like fingerprint

10 identification, the bar code which is applied on the

11 surface of the card can be tampered w1th.

12 Presently, there is a need for a method and
13 = apparatus for verifying an authorized user of a
14 credit/identification card which can detect whether thé
15 card has been altered so that an unagthdrized user is
16 prevented from using the card. |
17 Among the several objects of the present inventioh
18 are the provision of an improved method for verifying an
‘19 ° authorized user of a'credit/identification 6ard which is

20 capable of detecting whether the card has been tampered

21 with or changed; the provision of such an improved method
22 having several cross-checking steps which substantially
23  ensure authorized use of the card; the provision of such

24-. a method capable of verifying whether.a fingerprint of
25 - the user of a card matches a fingerprint of the owner of

26 the card; the provision of such a method capable of
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4 a reth%l |nt of the user of the card matches a retinal 5 oprint
of the owner $i%8card;: the provi sion of such a 6 nmet hoPCIIISoN15665
wi thhol ds t he card from an unaut hori zed 7 user; and the provision of
such a method which is capable- 8 of recording a fingerprint of an
unaut hori zed user. 9 Al so anong the several objects of the present
10 I nvention are the provision of an inpr&hed apparatus for 11
verifying an authorized user of a credit/identification 12 card; the
provision of such an apparatus which is capable of detecting whet her

h
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fingerprint of the owner of the car provision o

appar at us haying @_ﬂﬁiﬁ@i‘?ﬁﬁ'%t the ustisF thelcaPaNhatehekCal tutidal
whet her a voice print of 2 the user of the card matches a voice print

of the owners 23 prihtt6€ thedowhée REOthe Card; HHd ProviNidRieE aehng a
24 retinal scanning device and  associated neans for 25 verifying

whet her a redi nalmegthod othide withholdshetluar éar&G fromt &Iﬁesuﬁaﬁehbﬁﬁked
print of the owner of the card; the

7 user; and the prov1sion of such a method which is capable
.8 ~ of recording a fingerprint of an unauthorized user.

9 Also among the several objects of the present
10 invention are the provision of an improved apparatus for
11 veriinng an authorized user of a credit/identification’
12 card; the provision of such an apparatus which is capable

13 of detecting whether the card has been tampered; the

14 provision of such an apparatus having several scanning
15 devices for substantially ensuring authorized use of the
16 card; the provision of such an apparatus having a
17 fingerprint scanning device and associated means for

18 verifying whether a fingerprint of the user of the card

19 matches a fingerprint of the owner of the card; the

20 provision of such an apparatus having a microphone and
21 _associafed means for verifying whether a voice print of
22 | fhe'uSer of the card matches a voice print of the owner
23 of the card; the profision of such an apparatus having a
24 retinal scanning device and associated means for
.25 verifying whether a retinal print of the user of the card

26 matches a retinal print of the owner of the card; the
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4 WOBYH si on of such an apparatus whi ch wit hhol dSPCHESISASesS 2
from an unaut hori zed user; the provision of such an. 3 appar at us whi ch
I s capabl e of recording a fingerprint of 4 an unaut hori zed user; and
the provision of such an 5 apparatug which encrypts dat a

transm ssion when 6 comuni cating with a central database. 7
In general, a method for verifying an authorized. 8 user of a '
credit/identification card conprises the steps 9 of : 10 (a)

i nserting t provdsdonntof &uctprat aapatavusgwhichlivithhblds! ithe @araanni ng
stations, the card including a 12 surface having a strip thereon which

has i ngor natirom an 3 unaghhorized ouselry thecprofiside ofarsuchsamh as

an 14 i dentification nunber and ot her personal data, and at 15
| east 3ne fApparptus: whisheds cmpajiderwferesording a (:ingm:int of (b)
scanning the stri of the card at an 17 ~information strip

scanni ig st 8hi cAnantharizggaresesi: i And the previgiey taf isweh nam on of

the card including the
-5 apparatus vwhich encrypts data transmission when

6 communicating with a central database.

7 | In general, a method for verifying an authorized
8 user of a credit/identification card comprises the steps .
9 of: _ :

10 (a) inserting the card into an apparatus ‘having a
11 plurality of scanning stations, th.e ~card _including a-
12 surface having a strip ‘thereon which has .information
i3 germane to the owner of the card, s_u’ch as ah_
14  identification number and other personal data, and at
15 least one fingerprint thereon of the owner _of_ the card}
16 (b) scanning the strip of the .card. at an
17 information strip scan_ning station_ of the apparatus for
18 verifying the infomat_ign of the card including the

19 = identification number;

20 (c) comparing the information stored on the strip
21 of the card to information of the owner stored on at
22  least one accessible database in commum.cation with the

23 apparatus, the apparatus wrl:hholding the card from the
24 -user if the information on the card does _r;ot match the
25 information germane to the owner of the card which is

26 stored in the database:;
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19 I dentification nunber; 20 (c) conparing the infornhtion
stored on t WOMHRYS 21  of the card to information of the deTawsssnssssd

on .at 22 | east one accessible database in comunication with the 23
appar atus, the apparatus w thholding the card fromthe 24 user if the

I nformation on the card does not match the 25 I nformati on germane to the
owner of the card which is 26 stored in t®e database; WO 96/ 18168
PCT/.US95/ 15665 : 5 1 (d)
scanni ng the surface of the card at a graphic scanning station of the
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tanpered wity, the appggnpt %mé#@%&‘%tmg%“& th@ surface of the card

5 to a digital numeric Sequehce:

6 (£) comparing the surface of the card as scanned by
-7 the graphic 'scanning device and converted to a digital
8 numeric sequence to a digital numeric sequence stored in
9 the database for determining whether the card has been
10 tampered with, the apparatus withholding the card from
1_1 the user if the surface of the card does not match the’

12 surface of the card stored by the database;

13 (g) obtaining a fingerprint of the user:

14 (h) scanning the fingerprint of the user at a
15 fingerprint scanning station; and

16 (i) comparing the fingerprint of the user to the

" 17 fingerprint on the card and to a fingerprint of the owner
i8 of the card in the database to ensure authorized use of
19 _the card, the apparatus withholding the card from the
20 ﬁser if the fingerprint scanned by the fingerprint
21 scanning devic-e' does not match the fingerprints on the
22 card and in the database, whereby, upon matching the
23 user's fingerprin't'to the fingerprints on the card and in
24 the database for ensuring the user of the card is the
25 owner of the card; the aﬁ)parai_:us alldwing the user to usé

26  the card for a desired purpose.



11 the user if the surface of the card does not match the * 12 surface
of theW@AH8WBor ed by t he dat abase; 13 (g) OlRCIVUSIBYSESS
fingerprint of the user; 14 (h) scanning-the fingerprint of the
user at a 15 fingerprint scanning station; and 16 (1)
conparing the fingerprint of the user tp the 17 fingerprint on the
card and to a fingerprint of the owner 18 of the card in the database
to ensure authorized use of 19 the card, the apparatus w thholding the
card fromthe 20 user if the fingerprint scanned by the fingerprint
21  scanning deHi @ppaetudt £68t daridid neatPrdHd smethble of 2€he card
and in the database, whereby, upon matching the 23 user's fingerprint

~ to thez fi ngsreséent simvention dshpirises an Ihforimatidn skeip cannifyri ng the

user of the card is the 25 owner of the card, the apparatus allow ng
t he us®er todesice’for scenming the infbrmatcibrpwstpriye.of the WAra6and@l168
PCT/ US95/ 15665 ' ' ' ' 6 1 : An’
appar a4 us fmeanar rfamgconparingnethed information centainedi rirenthen

conprises an information strip scannjng
5 strip to information of the owner stored on at least one

accessible database in communication with the apparatus.

6

7 The apparatus withholds'the_ca:d from the user if the

8 information on the card does not match the information ‘
9

germane to the owner of the card which is stored in the

io0 database. The apparatus and database include éncryption

11 means for encrypting data _transmissions  between the -
12 apparatus and the database. A graéhic scénning devicé
13 scans the surface of the card in which thé graphic
14 scanning deﬁice digitizes the.surface_of the card by
15 imaging every line thereof. sﬁitaple means converts the
16 image of the surface of the card to a digital numeric
17 ‘sequence and means compares the surface of the card as
18 scanned by the graphic scanning device and gonverted,to
19 a digital numeric sequence by the ccnverting means to a
20  digital numeric sequence stored in the database for
21 determining whether the card has been altered. The
22  apparatus withholds the card from the user if the surface
23 of the card does not match the surface of the cérd stored

24 by the database. A fingerprint scanning devicé having a
25 pad upon which the user of the card presses with a finger

26 for obtaining a fihgerprint of the user scans the

%
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3 device for scanning the information strip of the card and 4 " means
for conpari nWO2¢88168f or mat i on contained in the 5 strip to PO USISASE65N
of st he owner stored on at | east one 6 accessi bl e database in

conmmuni cation with the apparat.us. 7 The apparatus w thholds the card .
fromthe user if the 8 i nformati on on the card does not match the

I nformati on 9 germane to the owner of the’card which is stored in the
10 dat abase. The apparatus and dat abase |nclude encryption 11 nmeans
for encrypting data transm ssions between the- apparatus and the

gﬂf h the gr hphi ¢ PEgSTRELA) ofF Enel nedty aplﬁans RIS peRze, ompaFss the
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scanni ng devi ce an converte a digrtal nunerrc sequence byt he
converting Mgans gatdpadd téi @rsre ARERGFIEEHCALR SbE" dhd NchBg. dat #hase
for 21 determ ning whether the cardgﬁas Eeen altereh © gg s

appar at us w shhol dgphatesr dwithholle UeRe | Eakle Srémacthe 2hiserf 1tfhetﬁerd
does not match the surface of the card stored 24 Dby the database.

fingerprint gcannifiggdtprinthastaithed By theadcimpsrphinth s8&nhsAg aévtlee
card presses with a finger

7 does not match the flngerprlnts on the card and in the
8  database. Thus, upon matching the user's fingerprint to
9 the fingerprints on the card and ;n the database for
10 ensuring the user of the card is the ownef of the card,
11 the apparatus allows the user to use the card for a

12 desired purpose.

13 Other objects, features and advantages of the
14 invention shall become apparent as the description
15 thereof proceeds when considered in connection with the
16 accompanying illustrative drawings.

- 17

18 Brief Description of the Drgwings:

19 In the drawings which illustrate the best mode
20 | presently contemplated for carrying out the present
21 invention:

22 | Fig. 1 is a flow chart illustrating a method for
23 verifying an authorized user of a credit and/or
24 identification card of the present invention;

25 ' fig. 2 is a block diagram of an apparatus for

26 carrying out the method of the present invention;
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t he user, and suitable neans conpares the 2 fingerprint of the user to

rint on the card 3 and to a fingerprint of the owner of the
4 dat abase to ensure aughorized use of the card. The

the fingerprint scanning device 7 does not match the
s on the card and-in the

dat abase. Thus, upon matching
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: Q her objects, features, and advantages of
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ceeds when considered in connection with the 16 acconpanyi ng

eatiPWhein in Fig. 3. |
Corresponding reference  numerals designate
corresponding parts throughout the several views of the

drawings.

Detailed Description of the Preferred Embodiment:

Referring now to the drawings, there is_generaliy

indicated at 10 a method (illustrated in Fig. 1) for-

verifying the authorized user of a credit and/or
identification card (illustrated in Fig. 3), generally
indicated at 12. Preferably, the card 12 should include
a surface 14 having at least one fingerprint 18 imprinted
thereon of the owner of the card 12. The card preferably
has a reverse side 15 (Fig. 4) which has an information
strip 16 such as a bar code or magnetic strip, imprinted
thereon which;haé information germane to the owner of the
card, such as an identification number and other personal
data. The information strip 16 and fingerprint 18 may be
imprinted directly onto the card 12 and protected by any
suitable laminate as is well-known in the art. As
illustrated in Fig. 3, the card 12 has twq:fingerprintS'
18 of the owner of the card imprinted on surface 14. The

card 12 may also include other information, such as a

t he

5

e card”’is the owner of the card,
?@*plus all ows the user to use the card for a 12- desired

4
S
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18 Brief Descr gtlon of the Draw ngs: 19 In the draw ng$ which
illustrate tMWO 681pde 20 presently contenpl ated for carPGI/O8p5(18665t he

pr esent 21 i nventi on: 22 "~ Fig. 1is aflowchart illustrating a
met hod for 23 verifying an. authorized wuser of a credit and/or 24
I dentification card of the présent invention;_ 25 Fig. 2 is a block

di agram of an apparatus for 26 carrying ou? the nmethod of the present
i nvention; WD 96/ 18168 _
PCT/ US95/ 15665 8 1 Fig. 3is

a credit car vent : 120
illustrat es he r?versgi%?zlfa é(%] ﬁei% ‘?nera{gdcarﬁ nﬁme aﬁh Edére§s °§
Correspondi ng I gh@ Rffer. f“&%”éﬂéuld peshAdetstoba tﬁﬂérﬁﬁaoﬁﬂtﬁﬁdpibts

t hroughout the several views of the. dr aw ngs.
Description gf th%f""&fé‘@ﬁhdiﬁ’%%lon is applicable to any situation

4 where it is desired to verify or authenticate that the
5  user of the card 12 is the owner of the card. The method
6 of the present invention is especially suited to
7 verifying users of credit cards. The method 10 may also
8 be used to verify the identity of authorized persons
9 desiring access to a restricted area (e.g., hospitals,
10 corporate research facilities, etc.). Fig. 2 illustrates
11 an apparatus generaliy indicated at 22, for carrying out
12 the method of the preseﬁt iﬁvention, the apparatus 22
13 being described in detail after the description of the
14 method 10 of the present invention. |
15 " Referring now to Fig. 1, method 10 initially
16 comprises the step of inserting the card 12. into an
17 . apparatus, such as appFratus 22, having a plurality of
18 scanning stations, namély an information strip scanning
19 station 30, a graphic scanning station 32, a fingerprint
20 scanning station 34, a voice print recording station 36,
21 é retinal scanning station 38, and a photograph scanning

22 station 40. As will be described in greater detail
23 below, the apparatus 22 may embody any number of designs,
24 so long as it is capable of performing the respective

25 verification steps of the method 10.



10 Referring now to the drawings, there is generally '11

i ndi caVOP6481680 a nethod (illustrat edgi n Fig. 1) fgr 121’CT>IIQQ?M1$6§5ng t he
authorized user of a credit and/or 13 identification card
(illustrated.in Fig. 3), generally 14 indicated at 12. Preferably, the '
card 12 should include 15 a surfaced4 having at |east one fingerprint

18 inprinted 16 t hereon of the owner of the card 12. The card preferably
17 has a reverse side 15 (Fig. 4) which has an information 18 strip

16 such as a bar code or magnetic strip, inprinted 19 t her eon whi ch has

i nfornption ger r@ﬁgefcbé:ﬂ?g U rtda titfto The apparatusl2l,athéncard
identiTication numper and other personal 21 data. - The information :
stripol6 anth fangers’ aft iffeoMation 2Stripi spannied dtatidry 3mtPorhe card
12 and protected by any 23 suitable lam nate as is well-known in the

art. 3As gdanning| tHe asegipn I6 gof3, thae cardl 12 Hes mexiffiyngbherints

25 18 of the owner of the card inprinted on surface 14. The 26 card
12 maya al soinformationhef theocaxd &2 inginding the igdentifieation

PCT/ US95/ 15665 . 9
5 number. This information is sent to a microprocessor 42
6 (Fig. 2) which compares the information stored on the.
7 infoi'mation strip 16, to include the card owner's
8  identification number, to information of the owner stored .
9 on at least one accessible database 44 (Fig. 2) in
10 communication with the microprocesso._r. 4_2 of the apparatus
11 22. In order to insure com'pl_et? security of data-
12 i:r'ansmissions between the apparatus and the database,

13 both the apparatus and database preferably include
14 = encryption devices for encrypting and decrypting data
15 transmission. If .the information on the strip 16 of the
16 card 12 matches the information stored in the database 44
17 for that particular card, the card 12 is examined by the
-18 next station (i.e., the .graphic s_cahr_iing station 32).
19 ‘However, the apparatus 22 withholds the card 12 from the
éo user if the information on the card does not match the
21 jnformation germane to the owner of the card which is
22 - stored in the database 44. The card 12, if confiscated,
23 may be stored in- any suitable compartment of the
24 apparatus 22 until the a_pparat‘us is _s_erviced in which the
25 cards 12 presented by unauthori:iz_e_d users and confiscated

26 by the apparatus 22 niaY. be properly addressed.
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1 phot ograph 20 of it's owner and the nane and address of 2 ‘the

owner. |t WO8IH6He understood that the nmethod 10 3 - of POBUSHSISEES
i nvention is applicable to any situation 4 where it is desired to
verify or authenticate that the 5 user of the card 12 is the owner of

the card. The nethod 6 of the present__invention is especially
suited to 7 verifying users of credit it ds. The nethod 10 may al so
8 .be used to verify the identity of authorized persons 9 desiring
access to a restricted area (e.g., hospitals, 10 corporate research

facilities, etc.). - Fi [ S , 1 rat enerally.
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strip scanning 19 station 30, a graphic scanning station 32, a
fingerprint 5 20 whetStemnithas ddem altexed.0i Thepimager 6€0the gutt&dé o1y
36, 21 a retinal scanning station 38, and a photograph scanning 22
station 40. 6 As of |[thédeaid @2 isdconvertetdetodatdigitaB nuber iy sédifence
apparatus 22 may enbody any nunber of designs, 24 so long as it is
capabl e of perforvhiich tis sedpdc the microprocessor 42 which compares the
8 digital numeric sequence of representing the surface of
9 the card to information directed to a prior scan of the
10 card which is stored on the aforementioned database 44 or
11 another accessible database in compun:i:cation with the’

12 microprocessor 42 of the apparatus' 22. If the digital

13 numeric sequence of the card 12 matches the digital
14 numeric sequence stored in <the database for that
15 particular card, the card 12 is examined by the next

16 . station. However, the épparatus 22 withholds the card 12
17 from the user if the digital numeric sequence of the card
18 does not match the digital numeric sequence which is
19 stored in the database 44. As with the information
20 scanning stai:ion 30, the card 12 may be stored in any
21 suitable compartment o;?'  the.! apparatus 22 until the
22 | apparatus is serviced in which the cards p;'ésented by
23 . unauthorized users aind confiscated by the apparatus may
24 be properly addressed. _ |

25 As illustrated ‘in Fig. 1, the card 12 is next

26 examined by a fingerprint scanning station 34. This step
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inserted i
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verify the

i cation steps of the nmethod 10. WO 96/18168 °

nto the apparatus 22, the card 2 . 12 enters an informati

ning station 30 for 3 scanning the strip 16 of the card 12 to
4 i nformati on of the card 12 including the identification

- nunber. This informati.on is sent to a“icroprocessor 42 6 (Fig.

whi ch conp
to includ
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22. hn o
bet ween th

dat abage prebmpabed toathslefidderpeintypsi on dhé aeard 012 candypbi &g and
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ares the infornation stored on the 7 information strip 16,
e the card owner' 8 @ identification nunber, to information

of the,ownep,sStiefhethog © an:f' W UG CEVvehe1oR ! i‘h&ﬁir&é the 9 2)

onnunlcatlon wth the mcroprocessor 42 of the apparatus

rdskr! OF Rhe eataMmbletd gﬁ@ﬂ*i'dhy aOifitiedpriht 18 WhithH 48

e apparatus and the dat abase both the apparatus
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ons
.and

cgdageé2printhesofhe the or owniesn sofr etlien t kardat almsethe 17

articular card, the card 12 is exanined by the
aforementzoned. database 44, or a separate accessible

database in communication with the microprocessor 42 of
the apparatus 22, to ensure authorized.use'of the card
12. As with the information stnip_and_graphic scanning
stations 30, 32, the apparatus 22 withholds the card 12

from the user if the fingerprint scanned by the

fingerprint scanning station does . not match the-

fingerprints on the card and in the database 44. If the
fingerprint of the user matches the.fingerprints:on the
card 12 and in the database 44, the apparatus 22 may
allow the user to use the card 12 for a desired purpose,
or, as illustrated in Fig. 1, the card 12 may be examined
by subsequent stations if 5 more exacting level of
verification is required. B

In the event that the user does not match the
fingerprint 18 on the card 12 or the fingerprint of the
owner of the card as stored in the database 44, the
method of the present invention further includes the step
of recording the fingerprint of the user. The purbose of
this additional step is to obtaln evidence whzch could
possibly be used to 1dent1fy the unauthorlzed user of the

card. The recorded fingerprint of the unauthorized user

bei ng

5

*
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18 next station (i.e., the graphic scanning station 32). 19 However ,
t he appar at Uy¥026/18868hhol ds the card 12 fromthe 20 user i f FOTRUS9S/15665
i nfrormati on on the card does not match the 21 i nformati on gernmane to
tthe owner of the card which is 22 stored in the database 44. The card
12, if confiscated, 23 may “be stored in any suitable conpartnent
of the 24 apparatus 22 until the apparatld3 is serviced in which the 25
cards 12 presented by unauthorized users and confiscated 26 by the
apparatus 22 may be properly addressed. WO 96/ 18168
PCT/ US95/ 15665 . é&, -1 . Next, the
card 12 is ekam RS abﬁraﬁ?ﬁ'@gﬂ‘&nn??ng fipgerpninks 5 FEATER i YRR
surface 14 o the card 12 is digitjz y J line t ereof.
The pur pose databages; nﬁﬁtf"i h8SsF¥ %Pﬁgniﬁ c#i ag'é?éaf Sir s WP oyee
determ ne i. Wgaﬁgb |t ha been altered. The image of the surface 14
6 of the card 1 %%ﬁ§9r? ‘to a digital nunmeric sequence 7 whi ch

s sent to the micr oDl ggeaant R ol SR eaahiiondy YA ladUE LS

sequence of representlng suar
5 necessary, the card 12 may be examined by the voice print

6 recording station 36, the retinal scanning station 38 and
7 the photograph scanning station 40. It should be
8 understood that any of these additional scanning steps
9 may be performed separately, or in any combination, and

10  still fall within the scope of the present invention.

11 Referrihg still to Fig. 1, the method 10 of the
12 present invention'may require the user of the card 12 to
13 speak into a voice print recording station 36 of the
14 apparatus 22 for obtaining a voice print of the user.

15 This <voice print is digitized and sent to the
16 microprocessor 42 where it is compared to a voice print

17 of the owner of the card 12 which is stored in the

18 database 44, or a separate accessible database in
19 communication with the microprocessor 42. As with the
20 other stations, if the voice print of the user does not
21' ~ match the voice print of the owner stored in the database

22 44, the apparaﬁus 22 withholds the card 12 until it is
23 properly disposed of. Otherwise, the apparatus 22 may
24  allow the user to use the card 12 for a desired purpose,
25 or the card 12 may be examined by subsequent stations if

26 ‘a more exacting level of verification is required.



9 the card to information directed to a prior scan of the ° 10 card

whi ch YEOWHE] on the aforementioned database 44 or  1RCT/USYSASHES

accessi bl e database in conmunication with the 12 m cr opr ocessor 42 of
the apparatus 22. |If the digital 13  nuneric sequence of the card 12
mat ches the digital 14 nuneric seqyence stored in the database

for that 15 particular card, the ¢ard 12 is exam ned by the next 16
station. However, the apparatus 22 withholds the card 12 17 fromthe
user if the digital numeric sequence of the card 18. does not match the
digitah nuneric esses R Chhet: i q:gl@b A As

Wi th t%e' informat%i on ?(?\W' ?g%rﬁdng'%stagﬁogﬁﬁ O,f;tqﬁu%&c;egr 12 mfy%ge stored
in any2 = 2lthe eHirHabbetoCDSR'inEda FetiiaPBtHiitly stativd l3gllog 22
apparatus is serviced in which the cards presented by - 23: unauthori zed
users and cthel apparhtystde Forarsbtsiming 34 retifalr gpeinty ogdrgesed. 25

As illustrated in Fig. 1, the card 12 is next 26 exam ned by a
fingerfrintuseamni ng Bhisi onetinaXhi prinkgp is tMew6/4€A€8 to the
PCT/ US95/ 15665 : 12
: 5 microprocessor 42 where it is compared to a retinal print
6 of the owner of the card which is stored in the database
7 44, or a separate accessible database in communication
8 with the microprocessor 42. As with the other stations, ‘
9 if the retinal print of the user does not match the

10 retinal print of the owner stored in the database 44, the

11 apparatus 22 confiscates the card. If the retinal print-
12 of the user matches the retinal print of the owner stored

13 in the database 44, the apparatus 22 may allow the user

14 to use ‘_the card 12 for a desired purpose, or. the card 12.

15  may be examined by subsequent photograph scanning station

16  40. | | |

17 : At the . photograph scanning st_ation 46, the

18 ‘photograph 20 on the card 12 is scanned and éompared .té"
19 a photograph of the owner of the card which,- is stored in

20 the database 44 for additionally ensuring that the card
21 12 has not been tampered with. This scannihg station 40
22  is preferably more sensitive than the graéhic scanning
23 station 32, since the 1atter_is,designed_to locate the
24 - various components of the card 12 rather than the details
25 . of the photograph of the owner. Thus, if the photograph

26 20 of the owner of the card 12 has been replaced by a



f
1 of the method 10 of the present invention requires the 2 user of the
card 12 to PwOYsM&I68 fi ngerprint 18 which is 3 conpar ed t o pcAUS9IS/15665
fingerprint 18 on the card 12 and to a 4 fingerprint of the owner
of the card in the 5 afdrenentioned database 44, or a separate
accessible 6  database iR comunication with the m croprocessor 42 of 7
t he apparatus 22, to ensure authorized use H*°the card 8 12. As wth
the information strip and graphic scanni ng 9 stations 30, 32, the
apparatus 22 withholds the card 12 from the wuser if the

not et ch % ne. Biirod¥ast e ﬁ?s“%% R, Bhe, 343 itecl lelort 3% |
the 13 110er RpidunGl bBanYIRG WRIGh e 4iPRGE" PRSP bdP addhoq,

card 12 and in t ase e apparat us’
to use the card lghd %i&dﬁ%éﬁ%dwm&o%&n i'ﬁcogﬁﬁ.zeaﬁhé'l:'tﬁé fﬁ@ébdfh;ﬁiél

1, the card 12 nay be exam ned 17 by subsequént stations | nor e
exacting | ewel ofdo 180t weitich Gaiéféby Stheluppdtatudd 22 confligcatescvaid
that the user does not match the 20 fingerprint 18 on the card 12 or the
fingerprint ®f thardll2 fwoerthd dser carIf theiphctbdraphe dbimdtete, 4he
the 22 nmet hod of the present invention further includes the step 23

of recording t he dppapeatus nwidll tdklowetheThesemr toseusé the card for a

7 desired purpose and the verification process is complete.
8. Turning now to Fig. 2, there is illustrated the
9 apparatus 22 of the present invention which coﬁprises an
10 information scanning device 50, a graphic scanning device
11 52, a fingerprint scanning device 54, a microphone 56 and’
12 means 58 for digitizing a person's voice, a retinal
13 scanning device 60 and a photograph sca;nning 'device 62.
14 The microprocessor 42 obtains the information gathered by
15 these devices and compares it to information stored on |
16 the database 44, or, as mentioned above, a plurality of
17 separate databases in communication with the
18 microprocessor 42. The apparatus 22 and databases- 44
19 preferably includg .encryption devices 63 for encrypting
20 and decrypting data transmissions therebetween. The
21 éncryption devices 63 effectively prevent soineone from

22 | tapping into the telephone l.ines to illegally steal or
23 copy the digital transmissions during the verification
24 process. Encrthion de'vfice;s‘? 63 of the type cqntemplated
'25' are manufactured by Dato_j:ek, Inc. of Dallas, TX. The

26 apparatus 22 may embody different forms, howevér, it is



24 this additional step is to obtain evidence which could 25 possibly
be usewggsnsiesnti fy the unaut hori.zed user of the 26 EeTiusos/iksssr ecor ded

fingerprint of the unauthorized user WO 96/ 18168

PCT/ US95/ 15665 13 1 —could Dbe
conpared to fingerprints stored in other 2 dat abases, such as
crimnal file databases, enployee 316 dat abases, etc. 4 As

menti oned above, if additional verification is 5 necessary, the card.12

may be exam ned by the voice print 6 recording station 36, the retinal

scanni ng station 38 and 7. the photograph scanning station 40. It
shoul dLbe emvisiomedstbati itawoudd ble wenstructed Ginilarlii®Q aBeps 9
may be perfornmed separately, or. in any conbination, and 10 still fal

wi t hi r2 t he aubpmatict teldersaachinen(MagM®) pr the liker sfhichy 18i|| to
Fig. 1, the nmethod 10 of the 12 present invention nmay require the user
of thedcardegigned tg recej¥arand; BracesFcEapMBnt recording station 36 of

t he 14 apparatus 22 fqr_.,obtaining a yoice print of_ the user. 15
This 4oice  prikere; spagigigaidy. Jthe i@ﬁ?m?&i%estr p &canning

5 device 50 is provided for scanning a bar code or magnetic
6 strips of the card 12.  As illustrated, the
7 microprocessor 42 includes means 64 for comparing the
8 information contained. in the strip 16 of the card 12 (to ‘
9 include. the card owner's identification number) to
10 information of the owner stored on the database 44. If
11 the information on the card 12 does not match the

12 information of the database 44, the apparatus' 22

13 confiscates the card 12. The information strip scanning
14 deﬁice 50 may be any of the commercially available
15 scanners for scanning bar codes, such as a scanner sold

16 by Symbol Téchhologies, Inc., Bohemia, NY under the model
17  'no. PDF 417. |

18 ' The graphic scanning device 52 scans surface 14 of
19 the card 12 for determining whether the card 12 has been

20 physically aitered. A converter 66 (broadly "converting

21 means") is provided for converting the image of the
22 surface 14 of the card 12 to a digital numeric sequence.
23 This digiﬁél numeric sequence  is sent: to the
24 | microprocessor 42 which further includes means 68 for
25 comparing the surface 14 of the card 12 as scanned by the

26 graphic . scanning device 52 and converted to a digital

{



16 m croprocessor 42 where it is conpared to a voice print 17 * of the
owner of theWQP6l8168 which is stored in the 18 database 4BcTruSys/iséss
separate accessible database in 19 comuni cation with the

m croprocessor 42. As with the 20 other stations, if ‘the voice print
of the user does not 21 mat ch the voice print of the owner stored in

t he dat abase 22 44, the apparatus 22 w fifholds the card 12 until it is
23 -properly disposed of. Oherw se, the apparatus 22 may 24 al | ow
the user to use the card 12 for a desired pur pose, 25 or the card 12 may
be exani ned by subsequent stations_if a nore exacting | evel of
verificationlis r ¢ sequengs By, 5956%““’31":“' 66 to a igital numeric

PCT/ US95/ 15665
Accor di ngl y, énet h&&%ﬂ&%osﬁ&feﬁeqm ctheie ‘E\%E?b%?e 4 (1% dn gapsther

| ook into a et|n scanni ng statiom 3 _ aratus 22 f
obtaining a et| n tﬁ?’aﬁt 5‘% Fﬂgmun;rcagag&wigh tlth? ?fg”g‘! ' r#) for
then sent Yo tﬁ%tefrﬁvﬁl sﬁ{e 4gad¥§'eif fx&s' ﬁ?orgg‘%ﬁgfkg Gith.

retinal print he card whi'ch
dat abase 5 If the digital numeric sequence which represents the

surface 14 of the card 12 does not match the digital

6

7 numeric sequence of the of the database 44, the apparatus

8 22 withholds the card 12; The graphic scanning device 52

9 and converter 66 may be any of the commercially available
10 graphic scanners and converters, such as a scanner

11 manufactured by Hewlett-Packard Corporation . of

12 California.
i3 The fingerprint scanning device 54 has a pad (not
14 shown) upon which the user of the card 12 presses with a

15 finger for obtaining a fingerprint of the user. The
16 fingerprint scanning device 54 scans the fingerprint of
17 | the user as obtained by the pad and sends it to the
18 microprocessor 42 which includes means 70 for comparing
19 the fingerprint of the user to the fingerprint 18 on the
.20 card 12 and to a fingerprint of the owner of the card in
21  the database -44. If the fingerprint 18 of the user of
22 the card does not match the fingerprint 18 on the card 12
23 or the _f'ingerprint ‘in the database 44, the apparatus 22
24  withholds the card. |
25 The fingerprint scanning device 54 may aleo include

26 a recording feature (not shown) in which the fingerprint



7 44, or a separate accessible database in comunication *8 with the
m cr oprWO24816842. As with the other stations, 9 | fpciresosREdegal print
of the user does not match the 10 retinal print of the owner stored in

t he dat abase 44, the 11 apparatus 22 confiscates the card. |If the
retinal print 12 of the user matches the retinal print of the owner
stored 13 in the database 44, the &Bparatus 22 may all ow t he user

- to use the card 12 for a desired purpose, or the card 12 15 may be

exam ned by subsequent photograph scanning station 16 40. 17

14

At th hot- h ' tati 40 h 18 hot h 20
the carli 12 P8 Co8 WRACEHA: LARP-RERE: b5 TeGorded faz batRp usH: ( FuBuner of

encur b ¢ e SEEFHEY 14 eo Tinaedpifil 2 Stk pkafipes. Tipld
Scanni ) o5eo0eddng Featutd MBLF Ak e T A abprkRekatn 0F, ShT ! ©

vari ousy cong?,qgﬁgﬁ Pizbleusatd 12 rather than the details 25 of the
phot ograph of the ?)vvner. Thus, if the photograph 26 20 of the owner

the cargl 12 has bpra feRgesSEilY scanninyA&P1d8 158 nay be any of the
PCT/ US95/ 15665 shyeepe Jiadide Y Y |

6 commercially available finge.rpr;’._nt scanning systems, such
7 as a fingerprint scanner sold by Electronic Data Systems
8  Corp., Dallas, TX or the fingerprint scanners disclosed

] in the Ldéfberg and Hiramatsu patents.. .

10 The apparatus 22 described thus far is capablé of
11 achieving the method 10 of the present invention, i.e.,-
12 capable of coinparing the" informatioh on the strip 16 of
13 the card 12 to information about the owner on the
14 database 44, determining whether the card 12 has been
15 altered, and comparing the fingerp_::_'int. of the user with
16  the fingerprint 18 on the card 12 and the fingerprint in
17 the database 44. The apparatus 22 may further include

is the aforementioned micfophone 56 and associated me_aris 58
19 for recording the user's voice, ‘the retinal scanning
20 device 60 and the photograph scanning device 62 for
21  increasing the level of verification. It should be
22 understood that the apparatus 22 may include each of
23 these additional devices or any combination the.réof,‘
24 dep‘ending upon the desired level of verification.

25 The microphone 56 is for ,r_ece'iving -the user's voice

26 when the user speaks therein. A recorder 58 (broadly

I's deSrgne he 2

4

of
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15 1 photogrggh of the user, and the card passes through the" 2
gr aphi ¢ sca¥PB¢186&t i on 32 wit hout being confiscated, 3 PUD/USYS/15665
m eroprocessor 42 will recognize that the photographs. 4  do not match
wher eby the apparatus 22 confiscates the 5 card 12 fromthe user. |If
the phot ographs do match, the 6 apparatgf will allow the user to use
the card for a 7 desired purpose and th erification process is
conpl et e. 8 Turning.now to Fig. 2, there is illustrated the 9
apparatus. 22 of the present invention which conprises an 10 i nformation
scanni ng dey ce § eaﬁxﬁ_rﬁﬁ.h'x“ec%ﬁlgi Q'%\‘:'o‘%ﬁs thé usgg'favé%egeéflﬁéftthe
scanni ng device 54, a m crophone 56 "and 1 neans ror digitirzing a
person's voige, Jidekt iNds s'éﬁen_iﬁﬁan&hagmqé&bgao% e dmdP YRR the
scanni ng devi ce 62. 14 he m croprocessor 42 obtains the Information
gathered by 3 15 andlwgesiignaresténdigend’ 83ghhlko foif @Hﬁiﬂrﬁ.ﬁxﬁ@r@iw'
16 t he dat abase 44, or, as nentioned above, a plurality of
separate databguesint of themusercati The wbibe primt i8 sent to the
m croprocessor 42. The apparatus 22 and dat abases 44 19 preferably
i ncl ude encigy/pti anickEoprosessSor 042 ewhight ingludds means decrfgt icumpiating
transm ssi ons t herebet ween. The 21 encryption devices 63 effectively
prevent sondgbne fthenvoice print of the user to a voice print of the owner

7 " of the card which is stored in the database 44, or in
8 another accessible database. If the voice print of the
9 user of the card 12 doés not match the voice print in the

10 database 44, the apparatus 22 confiscates the card 12

11 - from the user. The microphone 56, ref:order 58, and voice-
12 recognition software may comprise any of the commercially
13 available voice recognition systems, -such as a voice
14 recognition system sold by Texas Instruments "of Dallas,
15 TX. |
16 The retinal scanning device 60 is for obtaining a
17 - retinal print of the user after the user looks into the
18 retinal scanning device 60. The retinal print is sent to
19 ‘the microprocessor 42 which includes means 74 for
20 comparing the retinal print of the user to a retinal

21 print of the owner of the card 12 which is stored in the
22 ' database 44, or in anothér accessible database. If the
23 retinal print of the user of the card 12 does not match
24 the retinal print in. the database 44, the appai:atus 22
.25 withholds the card 12 from the user. The retinal



22 tapping into the telephone lines to illegally steal or ‘23 copy the’
di gi t aWQ 26448868 ssi ons during the verification 24 pr oCESHUSISHSBEsSY Pt i on
devices 63 of the type contenplated 25 are manuf actured by Dat ot eki ,
Inc. of Dallas, TX. The 26 apparatus 22 may enbody different fornms,
however, it is WD 96/ 18168 _
PCT/ US95/ 15665 , 20 16 1  envisioned that
it would be constructed simlarly to an 2 automatic teller machine
("ATM') or the like which is 3 designed to receive and process cards. 4
More specifica I_of or on_strip scannin de '
- provi ded foch nﬂ?nggﬁvbﬁ? n€6d n&ﬁne?‘m&‘ gdst % &Bﬁ%hﬁﬂgi Ccard :
12. u € el sor 42 includes nmeans 64
2 ag?}.hl; §§E"l’: ks, Ind1€of’ sadPalile gﬂ:r ‘?:a] te 1 ne |

for corrparl ng nfof nati on cont al n e strip 16 of the card
12 (tog 9 I nc he €haS i d C n to 10
|nforrrat|on of tﬁggowxfa s% or e %‘%Thgzdatlé@se 44. aﬂl‘? %B@B?%‘hph

i nforngti onseanhhagca@ié% @26541{1&11 nﬁ Cfoi Ngcanring tﬁEObKBEb?gapﬂfT het he

dat abase 44, the” apparatus confiscateS the Card
i nf or Mgt i ON26t GhPLHE ABEEATL2. This scanning device 62 is preferably

6 more sensitive than the graphic scanning device 54, since
7 the latter is designed to locate the main components of
8 the card rather than details of the photograph of the ‘
9 card's owner. This information is sent to the
10 ‘microprocessor 42 which includes means 76 for comparing

11  the photograph 20 as scanned by the scanning device 62 to’
12 a photograph of ﬁhe' owner of the card 12 which is stored
13 on the database 44, or .on another accessible database,
14 for ensuring that the card 12 has not _been tampered with,
15 namely, that the photograph 20 has nét been replaced by
16 the photograph of the user. If the photograph 20 on the
17  card 12 does not match the photograph in the database 44,
18 the apparatus 22 withholds the card from the user. The
19 photograph scanning device 62 may also be purchased from '

20 Hewlett~-Packard Corporation.

21 The microprocessor 42 of the apparatus 22 may be
22  chosen from any 'of_ the commerc_:j-ially available
23 microprocessors wherein the‘ software may comprise a
24 'menuing system such as a system designed by Galacticomm,

25 Inc. of Ft. Lauderdale, FL. It is envisioned that this

26 menuing system, when authorized use of the card is




i
14 device 50 may be any of the commercially available 15 scanhers for
scanni ng barWO24d8168s,ch as a scanner sold 16 by Synbol Te®oTIsosyssss
I nc., Bohem a, NY under the nodel 17 no. PDF 417. 18 The graphic
scanning device 52 scans surface 14 of 19 the card 12 for determning
whet her the card 12 has been 20 physically altered. - A converter 66
(broadly "converting 21 means") is provi¢ted for converting the inmage of
the. 22 surface 14 of the card 12 to a digital nuneric sequence. 23
This digital nuneric sequence is sent to the 24  m croprocessor 42

card 12 o5 ShannIShOELRE:  SpaBLER. 1YY earftFRenk e oBdhnR Exsm il o

a digital

PCT/USQS/lSé%S VV%&%&&ﬁgfﬁhch as credit, banking, mogey tra&sfer hosg?tal
sequence by §he cORVRehLENCGake %&ﬁtﬂiﬁﬁaﬁ&f?reﬁc 2In WA EEnnediSH, 1 N
the database 44 (or in another dat abase i n communi cation W th the

{n cropr gces t&ﬁr 423hé ogoftwaredmiag ralrwgod\haébegnehe for' & IgimgFef®pose
anpered w

5 use. For example, a hospital may require health care
6 authorization before admission or't:eatment. The system
7 software could be specifically designed to access and
8 store appropriate data for billing, such as date, type of
9 treatment, location of the facility etc. Other single-
10 purpose applications, such as bank ATM's would access and
11 store different information germane to the purpose. 1It’
12 is also contemplated that a machine code number and
13 location could be coded in a bar code format and affixed
14 inside the apparatus, wherein a separate bar code reader
15 (not shown) would read the bar code and store that
16 information with other information germane to each card
17 transaction. .
18 It should be observed that the method 10 and
19 apparatus 22 of the pz:es-en:t:_ invention are capable of
20 verifying the auﬁhorized user of a credit/identification
21 card, and of determiniﬁg'.whether .the card has been

22 altered. _

23 ' Whlle there is shown and described hereln certain
24 specific structure embodying the invention, it will be
.25 manifest to those skilled in the art that various

26 modifications and reerrangements of the parts may be made



5 If the digital nuneric sequence which represents the 6 surface 14 °
of theWoH6U8168 does not match the digital 7 nuner i c pOIvIsosess6®f t he of
t he dat abase 44, the apparatus 8 . 22 withholds the card 12. The graphic _
scanni ng device 52 9 and converter 66 may be any of the commercially
avai l abl e 10 graphic scanners and converters,” such as a scanner 11
manuf act ur ed by Hew et t - Packard %iwporation of 12 California.
13 The fingerprint scanning device 54 has a pad (not 14 shown)
upon mhlch the user of the card 12 presses with a finger for

dovi cd 54 SN0 aeharbind 43R the " Epinif and %g i BB B he-pac
"é‘BﬂpZ ng undekiving Hcenfy pr%ﬁ?-% TR oid, Pt G HaER TR0 O
dat abaszlr 2&%% LCe]t?l LS‘S?S: %gﬂ&?ﬁ:{‘ﬁg@g@g g{ fé}%‘ Caétﬁhe car doetshﬁot
ot abdse. 4 AL excrt zitz'*&zﬁﬁ‘ Ue inalEateqrby thelsoggerotindn, ¢

fingergri ntagsarided dcIgimes 54 nay al so include 26 a recording feature
(not shown) in which the fingerprint
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18 1 dﬂoﬂﬂéﬂéﬁauhiaendeMBm@m laced r ecorded for |ater usePCINUS05/15685
assconparing it to flng her databases. This 3  recording “
feature woul d assist in ion of the 4 unaut hori zed

5 The fi ngerprlnt scannlng deV|ce 54 y be any of the
commercially avail abl e fingerprint scanning stens, such 7 3
fingerprint scanner sold by El ectronic Data Systens 8 Corp.}\
or the fingerprint scanners disclosed 9 in the Lof berg and
patents. . 10 Claimg'€ apparatus 22 described thus far is capabl e of 11
achi eving the ne of the present invention, i.e., 12 capabl e of
conparing the in @tfé)’tmm .r| p 16 of 13 the card 12 to

i nformati on about owner on t 14 dat abase 44, determ ni ng whet her
the card 12 has been 15 altered,.and conparing the fingerprint of the
user with 16 the fingerprint 18 on the card 12 and the fingerprint in
17  theaidat abasa.44. a Thethpfargors vazridpinigir ahcrautidriited hSer té6f a

af orenmenti oned m crophone 56 and associ ated neans 58 19 for recording
t he user2s voi ce credit/didentiification card comprising the steps of:

3 inserting the card into an apparatus having a
4 plurality of scanning stations, the card including a
5 surface having a strip thereon which has information
6 germane to the owner of the card, such as an
7 identification number and other personal data,. and at
8 least one fingerprint thereon of the.owner of the card:; -
9 scanning the strip of the card at an information
10 strip scanning staﬁion of said apparatﬁs-for verifying
11 the infprmation of the card including the identification
12 number;
13 comparing the information stored on the strip of the .
14 card to information of the owner stored on at least one
15 accessible database in communication with said apparatus,
16 the apparatus withholding the card from the user if the
17 information on.the card does not match the information
18 germane to the owner of the card which is stored in the
19 | databasé:
20 écanning the surface of the card at a graphic
21 | scanning station of said apparatuslwhich digitizes the
22. surface of the card by imaging every line thereof;

QUL



20 devi ce 60 and the photograph scanni ng device 62 for 21° increasing

t he Iem!’ﬁﬂs% fiqation. - It should be 22 _under st oBETAURIY1S665c
apparatus 2 gé ‘ude each of 23 t hese additional devices or—any
conbi_na 24  dependi ng upon the desni&ﬂﬁkedfﬁvﬁéen% laced
veri The m crophong 56 is for user
Voi c€ #1610 t he user speaks therein. A recor B
96/ 18 : - 3 PCT/ U
19 1 “nmeans for recording”) records the user's voice after the
usgy has spoken iRhgehteny TP MIRyS Nt OBHPEAE! BE thd caer it
S|gnals to digital signals for obtaining a voice 4 print of the user.

g?v0|ce palaagﬁgageQhﬂé}ﬂaugeqdéncdpcroprocessor 42 whi ch includes neans

or conparing the voice print of the user to a voice print of the

owpsr 7 of t&am@atdnuhthh sarfacecdfi théheardt adascanded by said 8
anot her accessi ble database. |If the voice print of the 9 user of the
capd 12 doegraphimat scanhdngoi devipcentand ttenverbed dbe amsaigritalhe
apparatus 22 confiscates the card 12 11 fron1the user. The njcrophone
5627r ecor denub@risnseguence to a dlgital numerlc sequence stored in
28 said database for determining whether the card has been

29 tampered with, the apparatus withholding the card from

30 the user if the surface of the card does not match the ‘

31 surface of the card stored by the database:

32 obtaining a fingerprint of the user:

33  scanning 'thé. fingerprint of <the user at a-

34 fingerprint scanning station; and -

35 comparing the fingerprint of the user to said

36 fingerprint on the card and to a fingerprint of the owner

37 - of the card in the database to ensure authorized use of

38 the card, the apparatus withholding the card from the

39 user if the fingerprint scanned by the fingerprint

40 scanning device does not match the fingerprints on the

41 card and' in the database; whereby, upon matching the

42 user's fingerprint to the fingerprints on the card and in

43 the database for ensuring the user of the card is the

44 ' owner of the card, said apparatus allowing the user to

45 use the card for a desired purpose,

46 said method further comprising the step of recording

47 the fingerprint of the user of the card in the event the

O



12' recognltlon softma_e_nay~eeﬁﬁwfse any of the commercially i3
avai |l abl e vYQ®/1816%gnition sy te uch ‘as ‘a voice 14 reevgsmsm
system sol d by Texas Tms IIas 15 TX. 16 . he

retinal scanning deV|c alnlng a 17 retina ﬁ
user after the user - retlnal scanni ng a@@.
retinal print is sent to the ntcro Dcessor 42

nmeans 74 for 20 conparlng the retinal print of the user—To a ret|nal
21 print of the owner of the card 12 which is stored in the 22

et abashal, o o PBREE FE I LB BB e ahe i et on |
the datggase 44, die ARPIGL Un @21 Aharpil 400 dend "GufiSE od 26 TR

user. he reti

PCT/ US95/ 15665 : 20 1 scanni ng
devi ce 60 nay be purchased from Qoht hal m ¢ 2 | magi ng Systens, Inc. of
Sacramenyo, CA 23  The nd@iddY asaPBEEA!gortR2 inClldh UNC further
photograp

comprlslng the steps of:

requiring the user of the card to speak into a
microphone of the apparatus for obtaining a voice print
of the user; and |

comparing the user's voice print to a voice print of
the owner of the card which is stored in the database,

the apparatus withholding the card from the user if the

0w o ~ )] O o W

user's voice does not match the voice print of the owner

10 . stored in the database.

1 3. The method as set forth in claim 2 further

N

comprising the steps of:

W

obtaining a retinal print-of-the user at a retinal
scanniné station; and

comparing the user's retinal print to a retinal
print of the owner-of the card which is stored in the
database, the apparatus withholding the card from the

user if the user's retinal print does not match the

O 0 93 ()} (8} [

retinal print of the owner stored in the database.

1 4. The method as set forth in claim 3 further

2 . comprising the steps of:

(W
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t he casmbﬂﬂnnahl

dat ab

scanni

h

ase 44, (
the Xard 12 has rRRameing 3

ng device 62 which is for scanning the photograph’™ 5
canni ng device 62 is preferably 6 PCI/USISASESS t
nni ng devi ce 54, since 7 thetatter—+s—desig

nents of 8 the card rat hgps dhgmdetakl 3 of
card's . owner. This inf Sen
processor 42 which incl2@es neans - Hmﬂm ’Hﬂﬁ
ph 20 as scanned by the scanning devicé

of the owner of the card 12 which is stored 13 on the

or on anot her accessi bl e dat abase, 14 for ensurlgg
ng’e%agmvh of the %I‘V‘ theicand

20 on
ive
ned to
t he

t to
11

t hat
ogr aph
he

t he
r. The

e

of Ft

hotbgr aph %éa%qer?@aﬁes‘ieabﬁfnmf&#ﬂ%@i“ﬁéﬁgﬁit’m e phot og: ap'hf i
To Sﬁﬁté‘;‘raphlﬁ%mﬁbﬁ t“sﬁﬁg%? be 3Fr cRgatedr oRy < A
gL oS g SRR S dining Seagion o€ BASCORLERAZGEI A2 Gpnds
avaiy abl e | AP EEST LS YOSEEd o h&éoéav&seswofomﬁfﬁ@
menui ng systen1such as a system designed by (al actiiconm I nc
Lauggerdal e, ¢lat the! éaf@Vhakonet bledn iHinperda wiﬁﬁuﬂfﬁbsaﬁpsﬂ&tuﬂhen
aut hori zed use of the card is
9 withholding the card from the user 1f ‘the photograph on
10 the card does not match the photograph stored in the
11 database.
1 5. The method as set forth in claim 1 further
2 comprising the steps of:
3 obtoining a retinal print of the user at a retinal
4 scanning station; and
5 comparing the user's retinal print to a retinal
6 print of the owner of the card which is stored in the
7 ' database, the apparatus withhoiding the card from the-
8 user if the user's retinal print does not match the
° retinal print of the owner stored in the database.
1 6. The method as set forth in claim 1 further
2 comprlslng the steps of: _
3 scannlng a photograph of the user on the card at a
-4 photograph scanning station; and
5 oomparing the photograph as scanned by the
6 photograph scanning station to a photograph of the owner

-
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|
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21 1 WOGI8I68 pRleced ser {0 choose from nMREOT/USIS15665
options such’ as credlt ! “ transfer, hospital 3 .or health
care authorization etc. ction, 4  the software may al so

desi gned for a single- purpose use. For exanple, a hospit-at
require health care aut hor| zation bef &% admi ssion or tr{a\stSﬂEFﬁ
system 7 sof tware couI d be specifically designed to accass aﬂﬁpm
store appropriate data for billing, such as date, type of at nment ,

such AS”gSthhﬁl?Mf it i atudem s Sohed on Fhe daidinss 8 ARy
_ th
Sgg?ﬂgn%&taﬁdp%‘*?% 2:475h Bat 1oB. BBl SAHRSTE Vit Ynd el
[ 4 ﬁﬂggb fggﬁe
?no!t Xghown) woul gﬂr eadéﬂﬁlﬁ%pas%gggrgmgféfﬁg?gat El%t%:r ?'?% or rrg wth Tl

ot her inRfgprmatio r C a 7 r |
shoul d lraj'e00 obser\r):etg@ ?ﬁgta tdtbﬁéesarrig?ﬁocﬁll‘ﬁtlcé;1 %%é BEADGrabh dfored in 'the

11 database.

1l | 7. An apparatus for verifying an authorized user of a

2 credit/identification card including a surface ha#ing a

3 strip thereon which has information germane to the owner

4 of the card, such as an identification number and other

5 personal data, and at least one-fingerprint thereon of

6 the owner of the cafd, said apparatus a compriéing:
| 7 an information strip scanning device for scanning

8 the information'strip of the card:;

9 _ means for comparing the information contained in the
10 strip to information of the owner stored on at least one
11 acdessible database in communication with said apparatus,
12 the apparatus withholding the ca:d from the user if the
i3 information on the card does not match ﬁhe information-
14 germane to the‘owner of the card which is stored in the
15 database;

16 - a graphic scanning device.for scanning the surface

17 of the card, said graphic scanning device digitizing the

18 - surface of the card by imaging every line thereof;

19. means for converting the image of the surface of the
- 20 card to a digital numeric sequehce;

* c L L} s *



t he au%é‘?lfg ;

det er ni ni ng

.meban

enbody'gq‘&ﬁg&,l pUention, it will be 234 manifest

t he svarious .26 nmodi ficati ons and rear

may Vo 96/ 18168

PCT/ UR95 15665 ' wi t hout

s 175 o g et s, dzach s G

heggin shosbanféd by saidegeaphi¢ SaARing"deviterand"donvietdedy thhe scope

of the 5 appended cl ai ns.
23 a digital numeric sequence by said converting means to a
24 digital numeric sequence stored in saJ.d database for
25 determining whether the card has been’ tampered with, the
26 apparatus withholding the card from the user if the
27 surface of the card does not match the surface of the
28 card stored by the database; |
29 a fingerprint scanning de{rice__ ha_ving a pad upon
30 which the user of the card presses with a finger for
31 obtaining a fingerprint of the. user, said fingerprint
32 scanning device scanniné the fingerprint of the user; and
33 means for comparing the fingerprint of the user to
34 said fingerprint on the card and to a fingerprint of the
_ 35 owner of the card in the database to ensure authorized
36 use of the card, the apparatus with_holdi__ng the card from
37 the user if the fingerprint seanned by the fingerprint
38 scanning device does not match the f_.i.ngerprints on the
39 card and in the database; whereby, upon matching the
40 user's fingerprint to the fingerprints on the c_:ard and in
41 the database for ensuring the user of the card is the
42 . owner of the card, said apparatus al]_.o?ving the user to
43 use the card for a desired purpose,
44 said apparatusi; further comprising means for
45. recording the fingerprint of the user of the card in the
46 event the fingerprint of the user does | not match the |

of the present invention are 'capabl e of 20 veri
of a credit/identification 21 cal’@l‘mm.',_ﬁs.
t he card has been 22 al tered—23 Ahi

described herein certain 24 rhm%p&ilﬁjw&n ruce ur

2

WAL=

fying

| e

e

parts

+
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‘ .
d ai s VHAT IS_CEAFNEEFTS 1 . A nethod for
el ect roni cal¥Q26/LEKeS fylnﬁ‘gsm&mas Been mﬁorl zed user of a  PCT/US95/15665

?

credit/identification rising the steps of: 4
scanni ng an infornation entification ‘5 card in:

apparatus to obtain an i atlon de assigned to. q%naﬁ
card; 7 - locating an information f|§§ of the omner gp@ﬁﬁ@gﬂ

dat abase -in communication with said scanni ng appar at us, : _
information file being l|ocated using said 10 |dent|f| tion code;

said i a8fi 11 cat FSRIAAPEINE ¥ the BeRE Ry Mhd BrbGRRPriRE of the' SR

user of ,the 14 c n i mge of a correspondi ng physical attribute of
15 théaomner on %ggcggaaStored in the information file of 16 the

owner of the card to positively identify the user of 17 the card as the
owner of the card whereby upon nmatching 18 the user's imge to the

owner' s gorrespopyl ngmhaagepgardtué9 as Ut | $orehh0lhZegl 4 PmUSE IFae-thakd
for a desired purpose; 20 recording the inmage of the user
of the card in thompﬁasinguent the |nage of the physical attribute of the
user 23 does not match the corresponding inmge of the 24
correspoddi ng physi calh aticroplionesf the owner of the card 25 stored in
the information file of the owner of the card. 1 2. The net hod
as set férth in clai nmeangrtfar pecordipg shey user sofpthe card!si vgise

I mge of a second 3 physical attribute of the user of said identification
4 cardd® 5 aftexonbhei nyses; dhascoIRPkAR aidnte | e sdcnephens &pro

t he card6to a second |qageaof 3 corri pondi ng physi cal

btainin voice print of the user; and

7 means for comparing the user's voice print to a
8’ voice print of the owner of the card which is stored in’
9 the database,lthe apparatus withholding the card from the
10 user if the user's voice does not match the voice print
11 of the owner stored in the database.

1l 9. The apparatus as set forth in claim 8 further
2 comprising:

3 a retinal scanning device for obtaining a retinal
4 print of the user after the user looks into the retinal
5 scanning device; and

6 means for comparing the user's retinal print to a
7 retinal print of the owner of the card which is stored in
8 the‘database,.the apparatus withholding the card from the
9 ﬁser if the ‘user's retinal print does not match the
10 retinal print of the owner stored in the database.

* [ L M S *



7 attribute of the owner of the card stored in the 8° i nformation
file tﬂvﬁaﬁﬂﬂié& Wi vely identify the user 9 of t hePCHUMISHS665he owner

ufon 10 matching the useﬁ‘obfﬁmed—ﬂ—mges to the
¢ CQor espondi ng i mages said user is ﬁ%ih@ét'rﬁ?ﬁ' t ISe the 12 :

e purpose and 13 record ‘Hi | mages of
' card in the event 3tohe I mages ﬂl’ l,
- of the user do not match the cort es of the

16 correspondr ng physical attributes of the owner of the 17 card

srorl_ed in the i nforrranlrfhort# %%ér %o rfBRﬁhﬁglglalﬁa@d furth

The met hod as set erein sai step of oebt ai ni ng

an hpmage of <& mg?ﬁ%i?@ attri bute of the 3 user corrprr ses obtaining a
scanned I mage ngerprint 4 of the user. =~ 1 4. The

met od as set f okt lsddhifird} Advider P S8afining asSphbtegraphlior hen i mage
of a physical attribute of the 3 user conprises obtaining a scanned i nmage

of @ retinausér o ithe Wardie amer . 1 5..  The nethod as set
forth in claiml wherein said 2 step of obtaining an i mage of a physi cal
-at t 6i bute of thenkansufer compariag hheaphotrggnaphr as scampediby theuser.

6. The method as set forth in claiml whereinm said 2  step of

obt 8i ni ng ascamningidevige dica photdaxaph «f m pwnepaf dheycarsts
obtaining a %hot ographi c inmage of the 4 user's facial  features.

7 ich is stored on the database for ensurmg that the

8 card has not been tampered wi_.th - the apparatus .
9 .withholding the card from the user if the photogf_aph on

10 the card does not match the photograph stored in the

11 database. |

11. The apparatus as set forth in claim 9 further

1

2 comprising:

3 a scanning device for sc.anning a photograph of the
4 user on the card; and '

5 means for comparing the photograph as scanned by the
6 scanning device to a photograph of the owner of the card
7 which is stored on the database. for ensuring that the
8 card has not been tampered with,. the apparatus
9 withholding the card from the user if the photograph on
10 . the card does not match the photograph store_d in the
11 database, said voice print, retinal print and photograph

12 comparing means comprising a microprocessor.

I

e



1 Septenber 1997 1 The ,met hod as set forth in claim?2

wher ei n sai qW® 961818 ¢ nThizsShe i la(f?%ges of physical attri [RaTaESIsiseESe
user conprise the steps Il : u I scanned image of 4 " a fingerprin
of the user, and obtaini ] . ge 5 of a retinal prj g1

user. 1 8. The nmet hod as set 'fors? in claim?2
steps of obtaining i mages of physical attributes of the 3 BT
t he steps of obtaining a scanned i nage of 4 a fingerprint g—user,
and obtaining a voice print of 5 t he user. 1 9. The nethod
set forthin claifp? whereifhéahfpdratust @8s st FHrAini i) ¢TREES7 Ofurther
physi cal attributes of the 3 user conprise the steps of obtaining a

scanned igrage of dompri@simgtnal print of the user, and obtaining a voice

3
t

as

print 5 of the user. 10. The nethod as set forth in claiml

further 23 conprising retinadp samiing plevice oforNiobtaiving & arétinal
information to and from said renote database. 1 11. The net hod
as set fo¥th in cprint2ofutheenser afterprihs nipamhcdodle intenthepretinal
comuni cation of said 3 information to and from said renote database.
1 512. Thecanning device;fandh in claim1 further 2 conpri sing
the step of selecting a desired electronic 3 transaction froma
predet er f® ned nenu sysBeARfhERTs fomparing ckhe sugerhsr regdnad printkaitpe a

card. 1 13, An apparatus for verifying an authqrized user 2 ,
of -a credt/i dent???%%ﬂ-ci’lrg‘g?d’fr fheAmen Pt the fFardowhich is stored in
o 8. the database, t;he apparatus withholding the card from the
9 user if the user's retinal print does not match the
10 retinal print of the owner stored in the database.
1 13. The apparatus as set forth in claim 7 further
2 comprising: - |
3 a scanning device for scanning a photograph of the
4 user on the card; and
5 means for comparing the photograph as scanned by the
6 - scanning device to a photograph of the owner of the card
7 which is stored on the database for ensuring that the
8 card has not been tampered with, the apparatus
9 withholding the card from the user if the photogfaph on
10 the card do_es not match the photograph stored in the
11 . database.
1 14. The apparatus as set forth in claim 7 further |
2' comprising an encryption device for encrypting and
3 decryptihg data transmissions between said apparatus and

S
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3 strip thereon whieg :
4  of? i g an identification code assi gneRCIUSS15668he owner
of the . card, ra{us a conprising: 6 . a scanning deviee for

scanni-ng_Lae’g strip 7 © of the card ajitis siatainbagr

C

i denti f iCad® O e“from8 said inforpation stri; :_ . ns for
cormuni.cat #th a renpote database & 10 . fort ﬂ%ﬂlﬂg‘”’s’ﬂ Ff ormati on
file on sakd database which 11 corresponds to sai 11 on code;
12 means for obtaining an inage of a physical attribute 13 - of the

user of the 0 duaddpane, sdTiind ia6OMIREINAIR h BbeLBgtodRg Of Lhe

user 15 F2t%e N I'image of a coirespondrrng p _
attti bute s the card stored inthe 17 . information file
of The omné%ﬁ%#pﬁﬁﬁgﬁggévfgébositiVer 18 identify the user of the card
as the owner of the card 19  whereby upon matchi;hg the user's inmage to the
owner's 20 correspondi ng i mage said user is authorized to use the 21

cargl for a fgsi rgd gutaPcofiNYeZifying antathorizédondely oife amage of
the user of the 23 card in the event the inmage of the physical attribute
of 24  thecre@itfo@entfioatibnt bardoconppisingythengteps oifs 25
correspondi ng physical attribute of the owner of the card 26 stored in
thezinformati on #eadding tdre dmformaiticdne strdp on the cargy. s3zid
apparatus as set forth in claim1l3 wherein 2 sai d nmeans for obtaining an
i mage of a phfermatiantstbip having dnfomakion aamang $0,theng¥neri nt
scanni ng device, and 4 'said stored image of a physical attribute of t
own®r 5 eBrpheseardistored i mage of a fingerprint of the owner of 6
thescar d. ' ' '

comparing said'information_to-a-cdf:esponding set of

7 information stored in a remote database, whereby said
8 card is withheld if said information does not match said -
9 corresponding set of information stored in the remote
10 database; _

11 obtaining a digitized image of a surface of said
12 card; | o

13 comparing said obtained digitized.image of said card
14 to a corresponding digitized image of said card stored in
15 said remote database, whereby said card is withheld if
16 said obtained digitized image does not match said
17 ' corresponding digitized image stored in -said remote
18 | database; '

19 | obtaining an image of a physical?attfibute of the
20 user of the card; _ |

21 comparing said obtained image of said physical
22 attribute of said user to a corresponding image of said
23 physical attribute of said owner stored ip ‘said remote

I



1 The apparatus—as Set forth in claimi13 wherein 2 ‘said
means for OBYQPF(F‘HQ an lgﬁggl.gggénnm@t&al attribute 3  of .t RET(VSa5/15665

Compri ses a n1crophone v0|ce 4 print of

user, and sai'd stored Im !ﬁ cal attribute of -the_qwaer o
conprises a stored voic t he o r of the cardf__, \E

16. The apparatus as set forth in claim13 erein 2 sai

obt ai ning an i mage of a physical attribute 3 of the user c ;

retinal scanning device for 4 obtaining a retinal print of the user, and

said stgiged 5 - dd@disasd, %Méb$aéaf&tééfwtfs thﬁlﬁﬁ‘eﬂ‘“.‘c’f mrdﬁl?a'iﬁ’eé

stored inmage of a retinal print the owner of the card

The appaisat us as ﬁﬁ?é Obleh ddie! §h?bl%a‘1’“eé@&ﬂlgute 3dkes r??é\E'SmE%Eh sai.d
obtaining an i nage of a physical ribute 3 of the user conprises a

photo se@ni ng desticred aithage lof said OpRgsitaBlatiiribudy,Si apl AiFthédt e
of the owner 5 conprises a stored photo inmage of facial attributes of 6
t he own@7 of the wirsreby said cbtainedl imbge ofpsaiduphpsicsl dvttibutecdisi m
13 further 2 conprising an encryption device for encrypting and 3
decrypti28y data trecmmrdedi ohf bsaidenobtadnedpaimage amdf 4 saidaiphysical -

dat abase, sai d database including a corresponding 5 encryption device.
29 attribute does not match said stored image of said
30 physical attribute, said user being allowed to conduct a
31 desired electronic transaction if said obtained image of
32 said physical attribute of said user matches said stored
33 ~ image of said physical attribute of said owner.
1 16. The method of claim 15 wherein said physical
2 attribute comprises a fingerprint.
i § 17. The method of claim 15 wherein said physical
2. attribute comprises a voice print.
1 18. The method of claim 15 wherein said physical
2 attribute comprises a retinal print.
1 19. The method of claim 16 further comprising the step
2 of obtaining an image of a second physical attribute of
3 said user, and comparing said obtained image of said

second physical attribute of said user to a corresponding

image of a second physical attribute of said owner stored

o U

in said remote database, whereby said card is withheld if

_______________________'_‘_-'
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19. A nethod for rcal |y verifying the identity of an i ndi vi dual

att enptWR§o 1Y% oc gai n access to a service onPET/ESIMNISE  system
conprising the . obtai ning an i dentification code assigned to
an owner - of sai d service, | o'ﬂmstShébgHwBebﬂi Le@tion file
-of 'said ownek n a database in ggmuni catlﬂ Iu ﬁ onput er
system" saijd \ rnatlon file being | ocated using catlon code
obtai ning an i'mage of a physical attribute of said'i'n

conparing said obtained i nage of said individual to an i nmge of a

corgespondi ggi@hywbtadinet t ihdgée off said eeeondofplnpsical cautributeed in
the information file of the owner of the account to positively identify the
i ndgvi dual @6eshaoewatrtci s&bdi deprebponting eibredhcimige upbnsaddchi ng
“the indivuduals inmage to the owner's corresponding inmage said user is -
autiori zed secgndn physisalo attuibute; caandinfurthenr cvbesiehy t K3 idmage of
the individual in the event the inmge of the physical attribute of the’

i nHovi dual dbbtained nimaget RE comidsperarng iphypical tﬁé%hvé@poﬁai ng
physi cal attribute of the owner of the |dent|f|ca on co Ln the

i n1dr mat i onrerprdef dfc saideoRiained Anage, of s3ic ﬁét Ffb §aéet forth

in claim19 wherein said ste of otalmn anlma i gal ttribute
&“ﬂ.ﬁ?j@Fé

of 12he user atEKiPpLeLs SSFaPﬂ ngake cﬁﬁf’rgd PHEGEP AtagP the
us%. ' of said second physical attribute, _said user belng__

14 allowed to conduct a desired electronic transaction if .

15 - - said obtained image of said second physical attribute of

16 said user matches said stored image of said second

17 physical attribute of said owner.

1 20. The method of claim 19 wherein said Second physical

2 attribute comprises a voice print.

1 21. The method of claim 19 wherein _sa_.i_.d second physical

2 attribute comprises a retinal print.

1 22. The method of claim 15 further comprising the step

2 of encrypting transmissions of said infor.f_m'ation to and

3 ' from said remote database. -

1 23. Apparatus for verifying an authorized user of a

2 crédit/ identification card compris_ing:

TN



29 21. The method_as_set forth in claim19 wherein said step of
obt ai ni ng arWDP§j8168f a physical attribute of the user conpri €I UsSoNas66s Ny
a scanned i mage of a’r %lﬁdiemmfaceﬁhe user. 22. The nmethod as set

forth in claim19 where obtai ning an |rrage of a physical
ning a v0| ce print of--t+he—tser:

attribute of the user.

WO 96/ 18168 . PCT/ US95/ B8 6BEET HAS BEEfN g
10. . The apparat us as set forth in claim9 further j2 RE’L‘&%I’ISI NQ:
3 a scanni ng device for scanning a photograph oFTHe user

by the 8 “Scann MR, eF FRIRinY, pROFRERFR <SR BRBLS G0 8 o
hot  beof t anperaid AR Yol HaVihg Wleciifattin gerifid o Hhe

fromtheguser if dihfaPd QHERMARE,

6 means for communicating with a remote database
7 having correspondiﬁg set of information germane to said
8 owner of said card;

9 méans for comﬁaring- said information to said
10 | corresponding Set'of information stored in said remote
11 database, said card being withheld by said apparatus if
12 said information does not match said corresponding set of
i3 information stored in the remote database;

14 ‘means for obtaining a digitized image of a surface
15 of said card; | | -

16 means for comparing;said‘obtained digitized image of
17 said card to a correspon&inq digitized image of said card
18 stored in said remote d;tabase, said card being withheld
19 by said apparatus if said obtained digitized image does
20 not métch said corresponding digitized image stored in
21 said remote database;

.22 | means for obtaining an image of a physical attribute
23 of the user of the card;

24 . means for comparing said obtained image of said
25 physical attribute of said user to a corresponding imaée
26 of said physical attribute of said owner stored in said
27" remote database, said -cérd' being withheld by said
28 apparatus if said obtained image of said physical
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es not match the photograph stored in the 11
database 11. The apparatus as set forth in cPEFNS¥/IS6 her

conpri si ng. a scanni ng device for scann+ng*a—phengLaph~of the
4 2 ard; and 5 nmeans fo the -
phot _g' Pheend” s anned by the 6 sggnni ng devi ( ﬁ? of t he

wb b61614 4 N

owne which is stofed on the. dat |ng t hat
t he . card ‘has not been tanmpered wth,
wi t hhof di ng the card fromthe user if the photograph on the card
dogg not naaeeriﬂatahcuaaéaatb@t%%m Nghh@ déored fiﬂ gaid voice
print, retinal print and photograph - 12 conparing neans conpr|5|ng a
- Mg oprocesgRysical attrikh@eds/ aRacs PCT/ US95/ 15665 1 12.

The apparatus as set forth in claim7 further . 2 conprising:- 3
a 3ptinal scannimngarsvifor f gecolridng ngaidr obitadned image of said
32 physical attribute if said obtained image of said

33 physical attribute does not match said stored im_age' of

34 said physical attribute, s-aid, user being allowed to
- 35 -~ conduct a desired electronic transaction if said obtained

36 image of said physical attribute of said user matches _ .

37 said stored image of said physical attribute of said

38 owner.

1 '~ 24. The apparatus of claim 23 wherein said physical

2 attribute of said user comprises a fingerprint.

1 25. The apparatus of claim 23 wherein said physical

2 attribute of said user comprises a voice print.

1 26. The apparatus of claim 23 wherein said physical

2 attribute of said user comprises a retinal print.

27. The apparatus of claim 24 further comprising means

N

for obtaining an image of a second physical attribute of
said user, and means for comparing said obtained image of
said second physical attribute of said user to a

.correspo'nding -image of a second physical attribute of

o0 O = W

said owner stored in said remote database, said card |
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4 print of the user after the user looks into the retinal 5
scanni ng deVWOS6/18168 6 means for conparing the usecCTass5668
prent toa 7 retinal print of the owner of the card which i

in. 8 - - -the database, the ‘apparatus w thhol ding the card

user if the user's retinal print does not match the 10

of the owner stored in the database. 1 37 13 . Th as
set forth in claim?7 further 2 corrpri si ng: 3 a scanning-.

devi ceffor scanni ng a phot ograph of the u?]er on the card; and 5

H‘Ed v 2"252‘{ JoFu " s L "3 3%%?12&& Inage 5f #3iE 18 on
t Rﬁ; aY

\t/vi-teh, « ?ﬁseapg;rﬁatsﬁs £g & Ph%oﬁ& ng tﬁgr r‘%ﬁfr om Phe usersllr"?'qr rf

photogragn on  ldeored tlﬂﬁg%argfd%id‘oheﬁﬁhﬁhaélf}?sf@ﬁ Ot &R pRlte' Ed? ald |

the 11 dat abase. he appar as set forth 11
further 3@ CEPPAT SRS seanerﬁfmiéxorboﬂpﬂsfngfa&aaacrﬁ&t | FécoPding 3
decrypting data transm ssions between said apparatus and
11 said obtained image of said second physical attribute if
12 said obtained image of said second physical attribute
i3 does not match said corresponding stored imaqe'of said
14 . second physical attribute,
15 - said wuser being allowed to conduct a desired
16 electronic transaction if said obtained image of said
17 second physical attribute of said user matches said’
18 - stored image of said second physical attribute of said
19 oﬁner.
1 28. The apparatus of claiﬁ 27 wherein said second
2 physical attribute comprises a voice print.
1 29. The apparatus of claim 27 wherein said second
'2 physical attribute comprises a retinal print.
1 30. The apparatus.of claim 23 further comprising means
2 --for encrypting daté‘transmissions bgtween said apparatus
3 and said remote database. | ~____ﬁ__;____———

eet Has Been Replaced
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abase including a corresponding PS:'rIUss\SIliﬂItrypt I on

device. 1 A nmet hod of verifying an authorized user of a 2
credit/id (o card conprising the steps .of This8heet Has Been Re lgéggdl ng an -~
i nf or mati Q@%@?l on the card, said 4,4 mformat -

i nf or mat\on gerfane to the owner 5 of the t¢ar ﬂM"ﬂ m”l

conpari ng d information to a correspondl ng set of mat i on

stored in a renpte database, whereby said 8

f h ot
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stored int
i mge of a
obt ai ned di

obtaining a

card is withheld if said

tion
igitized

SrdhSEEt Pon i Thy chedit?ifi@ntiﬂ.cation cardCésmprigingai d

gitized i mage of said .card

to a corresponding digitized

| megge of satlfe cotepstofed in 15 sal d rermte_dat_ abase, whereby said

card is wit
4

5

6

~

10
11
12
13
14
15
16
17
18
19
20
21
22
23
24
25

26

hhel d i f
reading an information strip on the card, said

information strip having information ge_rn_lane to the owner
of the card:; .
comparing said information to a co;'j:'e_sponding set of

information stored in a remote database, whe:_r:eby said

card is withheld if said information does not match said |

corresponding set of information storéd in the remote
database; | | .

obtaining an image of a physical 'attributé of the
user of the card; | .

comparing said obtained image of said physical

attribute of said user to a corresponding image of said

. physical attribute of said owner stored in said remote

database, whereby said card is withheld if said obtained |

image of said physical attribute does not match said
stored image of said physical attribute, and further
whereby said obtained image of said physical attribute is

recorded if said obtained image of said physical

" attribute does not match said stored image of said

physical attribute; and

selecting a desired electronic transaction from ‘a

predetermined menu system, said user being allowed to

‘conduct a desired electronic transaction if said obtained

/
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16 said obtained di

|t|zed I rage does not mtch said 17
correspondlﬁycﬁﬁeﬁﬂﬂzed.
obt*ai ni ng an i nage of : a:,

plaggdsai d renote 18 PUTAISS/85665 19
' bute of the 20 . user.of the
card; 21 conp alned i mge of said physical 2

attrlbute of said user to a corresponding |n€ge of said 2
attribute of said owner stored in said renot WO _
PCT/-US95/ 15665 24 dat abase, whereby said card is wnthhel Aplo s
obtained 25 i mage of said physical attribute does not ch sald 26

obt ai ned ] nage. o?f%%%“*?'y;’s?%ﬁtéﬁr %S%emﬁ%f%erof?é%sdg%rﬂ%ﬁ
gtjz)?lege%rrabgag? sal:%id %re@yfﬁ @éceﬁ%ga??rl bwéi?*éflg %gg? ‘gﬂ{:ng al I ovve

to condugd a 31 gynerdesired electronlc transaction if said obtained image
of 32 sa[d physical attribute of said user matches said stored 33
i mage of said physical attribute of said owner. :

1 32. The method of claim 31 wherein said physical
2 attribute comprises_a fingerprint.

1 33. The method of claim 31 wherein said physical
2 attribute comprises a voice print.

1 34. The method of claim 31 vwherein said physicél‘
'2 attribute comprises a retinal print. |

1 35. The method of claim 32 further comprising the step
2 of obtaining an image of a second physical attribute of
3 said user, and comparing said obtéined image of said
4 second physical attribute of sgid user ﬁo a corresponding
5 image of a second physical_aﬁtribute of said owner stored
6 in said remote database, whereby said card is withheld if
7 said obtained image of said second physical attribute
'8 does not match sai¢ corresponding stored image of said
9 second physical attribute, and further whereby said
10 | obtained image of said second physical attribute is
11 recorded if said obtained image of said second physical
12' “attribute does not match said corresponding stored image
13 ‘of said second physical attribute, said user being
-
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1 - 16. The method of claim 15 wherein said physical 2
attrlbuwmmu I ses a fingerprint. 1 17. The meponusosisess ai m 15

A, D :
FpRysical 2 attribute conprises—a-veiece—print— 1
of claim 15 wherein said physical . 2 ribute

0 _ . t _
‘vetinal print. 1 19. The neE}g negt Ha . urt her
he step 2. of obt ai ni g an i mage [Glll4 ysi cal

-3 sai d user, and conparing sai dil i ] 4]; e of said

second physical attribute of said user to d‘corresponding 5

i mge of a second physical attribute of said owner stored 6 I'n said-
remdt e dat alddeweshctebgopduatc & dlesingd hategtreniec transagbisey 13 63
PCT/ US95/ 15665 - A sai d obt ai ned i mage .of 'sai d second physi cal
at S bute said obtained image of said second physical attribute og ;
16 said user matches said stored 1mage€ of .said second
17 physical attribute of said owner.
1 36. The method of claim 35 wherein saia second physical
2 attribute comprises a voice print. |
1 37. The method of claim 35 wherein said second physical
2 attribute comprises a retinal print. |
1 38. The method of claim 31 further dbmprising the step
2 of encrypting transmissions of said information to and
3 from séid remote database.
1l 39. Apparaﬁus for conducting a secure "electronic-
2 transaction using a credit/identification card
3 coﬁbrisiné:
4 means for reading an information strip on said card,
5 said information strip héving information germane to the
6 owner of the card;
7 means for communicating with '‘a remote database
8 having corresponding set of information germane to said
9 owner of said card;
10.' means for comparing said information to . said
il cbrresponding'Set'df information stored in said remote

* c L M 3 *
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does not natch ald correspondi ng stored i mage of sald 9°*

8

second physMPﬁlmlﬁal heet f V\/nereby said 10" PCDIOSON/ 136865

i mge of. said.second ph Mi te |s recorded if said

obt ai ned i nage of said ~attributée does -

sai d correspondlng stored |nage 13 of sai d second phys=

attribute, said user being . 14 al I owedito conduct a dedf da‘i

el ectronic transaction if -15 - said obtained i nage of sai d
physi cal attri-bute of 16 sai d user matches said stored I'nage of said

of ol ai M9 wher é"%séé?%e Stbid shpd, paing, Hitshern, pY, sadd ahmeeid L
voi oo P Tsaia srfernali R ik GhRER 323 41ELE0o38hH155 000 of

phyS|caI conpri ses a P& ha

ot hod g clai m ]ﬁxfédﬁﬁiﬁ £ OPB64Sd i e StEot datablbefNC! YPLI NG

transn1SS|ons of sal rmation to an romsal d renote database.
e B LI S s i B4 By st

16 of the user of the card;

17 means foi: comparing said obtained image of said
18 physical attribute of said user to a corresponding image
19 of said physical attribute of said owner stored in said
20 remote database, said 'card being withheld by said
21 apparatus if 'said obtained image of said physical
22 attfibute does not match said stored image of said’
23 physical attribute; and

24 xneané for recording said obtained image of saiad
25 physica1 attribute if said obtained image of said
26 physical attribute does not match said stored image of
27 said physical attribute, said user being allowed to
28 conduct a desired electronic transaction if said obtained
29 image of said physicﬁl attribute of said user matches
30 said stored image of said physicai attribute of séid
31 owner.

1 | 40. The apparatus of claim 39 wherein said physical
2 attribute of said user comprises a fingerprint.

1. 41. The apparatus of claim 39 wherein said physicai
2 attribute of said user comprises a voice print.
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neans. f!Uﬂ 915/&%!68.

card; = 6 (4n®

haV|ng cor
said card:

i nfQrmati on

dlgltlzed |

d
for corrparl ng sal d'“?ebt al ng%if%ll gé%z% ?ﬁg%‘ééa# r&?i,ﬂal pi‘ﬁ?&l‘d card to a

corresponding digitized i nage of said card 18 stored in said renote
dat abase, said card being withheld 19

PCT/ US95/ 15665
tion strip on said card, 4 PCTIUSIS/ES86S]

obt gi ned di gj3j zeghd e@r?paﬁbe&s 82 claim Q0! FitHerS Adhgld B Wehi

digitized i mage stor

v 0 N o 0 a2 woown

%)
(=]

11
12
13

14
15
16
17
18

19

for obtaining an image of a second physical attr:.bute of
said user, and means for comparing said obtau_ned image of
said Qec‘ond physical attribute of said _usér to a
corresponding image of a second physical attribute of
said owner stored in said remote database, said card
being withheld if said obtained image of said second
physical attribute does not match said c‘o_rresponding'_
stored image of said second physical attribute, said
apparétus étill . further comprising means for recording
said ol_.:_tained image of said second physical attribute if
said obtained image of said second physical attribute
does not match said corresponding stored image of said
second physical attribute,

said user being allowed to conduct _a._ desired
electronic transaction if éaid obtained image of said
second physical a_.ttribute of said user matches said
stored image of said sedoﬁd physical attribute of said

owner.

44. The apparatus of claim 43 wherein said second

physical attribute comprises a voice print.

* c L L s *

rhf ormati on gernmane to the 5 owner—of t he
ans for comunicating with amggpge@{g@gé%qé Beed 7

\espopetng set of information gernmane to s
3 . means for co’n%aring sai w”!
10 ' correspondlng set of information stored in

dat abase, said card being vmthhel d by said apparatus if 12 sa| d

ISt ored i n thg"orerr%}?é gg%é gse ggzlrﬁsaq‘%dbgg 'ﬁg 71&{1? ofgi'gt aR'Pﬁ%&Lfr metion

owner

by said apparatus if said



21A sai d renote dat abase; 22 means for obtaining an i mage
of a physi cavoasnsdute 23 of the user of the card; 2BCT/US95/15665
means for conparing said obtained. |nage of said 25 physi cal attribute

of said userto a correspondl ng image 26 of said physical attr] '
of said owner stored in said 27 renot e database, sai g BEEN
wi.thheld by said 28 appar at us if sai4P obtained i migaxs %fEE:‘L g0

physi cal WO 96/ 18168
PCT/ US95/ 15665 - 29 attribute does not match said ? i mge of
re

said 30 phygsi cal attr| bute and ns.for rdin
sai d obtdned i nd ole§ & f :-itu pﬂ€ & im a#?rl‘gﬁ?gelf‘f Sk dsecoqxd

tored i dhge o Bhyefoaf at¥eipy ys.ﬁﬁ%ﬁ* § 4 rotimal Fpuhl, LS 07 ¢

allowed to 35 conduct a de5| red electronic transaction if said-
objt ai ned 36_ i nmage of sai d physi ca! attri but e of said user matches 37
said storged i magey@f sphdl HPYsEsehsabE ERHIR 85 FRirtneid compri¥HY means
2 for encrypting data transmissions between said apparatus
3 and said remote database.
AR ini
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9 stored i mage of said second physical attribute, said 10 °

appar at us stwobe/igies her conprising neans for recording 11 :

obtai ned i nage of said second physical attribute if 12 ggyggﬁﬂ?g?ned
i mage of said second physical attribute 13 does not match said
correspondi ng stored i mage of said 14 second physical attribute,
said user being allowed to conduct a desired 16 el ectronic
transaction if said obtained inage of said 17 second physi cal

15

attribute of said user matches said .18 stored i mage of said second
physical attribute of said 19 - owner . 1 28. The apparat us of
claim27 wherein said second 2 physi cal attribute conprises a voice

print. 1
physi cal

29. The apparatus of claim 27 wherein said second 2
attribute conprigses a retinal pring= 4 380. The apparatus

of claim 23 further goaﬂq'%i1g means 2

1 for efffypting data
transm ssi ons betwagmoﬁﬁkﬁbwbparatus 3 | [and said efrot e dat abase.
Thi s Sheet Has Beep Regtkmced } | comparinG | | -

SCANNING i MEANS i
DEVICE 5 |
i
i I
. | [}
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31. A nethowodsasiesconducting a secure electronic 2 POTAIAS 84659 N
uskng a credit/identification card conpr|5|ng 3 the steps of: 4
reading an information strip on the card, said 5 i nformation strip
havi ng i nformati on germane to the owner 6 . of the card; 7

conparing said information to a correspondi ng set of 8 I nformati on
stored in a renote database, whereby said 9 card is withheld if said
informati on does not match said 10 correspondi ng set of information
stored in the renote 11 dat abase; . 12 $taln|ng an i mage of

a physical attribute of the 13 18  user of the card;

-af sai d

conparing said obtai ege—o By s
user to a corresponf 16 Al si cal _ sai d
owner stored in sai dat abase, ‘ er eby saM{@¥E :
withheld if said o age of saljjd physi cdl glifloes
not match said 19 ejfffof said p*ysical
further

3

i"" .
i

NAME
STREET ADDRESS
CiTY, TOWN, ZIP CODE -

14 | 20
S Fe 3

==

|

=
p

e t———

L A ——
INFORMATION STRIP [01:;]}‘0‘1‘?1 mloufmmmj/\q
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aid physical attribute is 21

said physical 22 attribute
23 physi cal attribute; and

t opi ¢ transaction frors._ﬂ,stﬁﬁte sheet -

-‘|red eI
..szlsE 518§f di hg al l owed to 19 gefgmggpt1gg7

20 ' mhereby sai d obt ai ned |nage of
recorded if said obtgine -

does not natch said st
24 sel ecting

PCT/ US95/ 15665 27

_'5g7a9a|d physi cal attribute of said user
mat ches 28 sai d stlorefd _1fmge—of—Sai d physical attribute of said 29
owner . 1 32. The nmethod of claim 31 wherein said physical 2
attribute conpriseclaimgngerprint. 1 33. The nmethod of claim 31
wherein said physi T £s cI1a Brigute conprises a voice print. 1
3& M%EFEIH sai d physi cal

34. The nethod of
_ 1 1. A method for ‘electronically verifying an

2 authorized user of a credit/identification card
3 comprising the steps of:
4 scanning an information strip of an identification
5 card in a scanning apparatus to obtain an identification
6 code assigned to an owner of the card;

7 locating an information file of the owner stored on
8 a database in communication with said scanning apparatus,
° said information file being 1located wusing said

10 identification code;
11 obtaining an image of a physical attribute of the
12 user of said identification card;
13 comparing said obtained image of the user of the
14 card to an image of a corresponding physical attribute of
15 the owner of the card stored in the information file of
16 the owner of the card to positively identify the user of
17 the card as the owner of the card whereby upon matching
18 the user's image to the owner's corresponding image said
19 user is authorized to use the card for a desired purpbse:
20 and
21 recording the image of the user of the card in the
22 event the image of the physical attribute of the user
23 does not match the corresponding image of the
24 corresponding physical attribute of the owner of the card
25 stored in the information file of the owner of the card.
1 2. The method as set forth in claim 1 further
2 comprising the steps of obtaining an image of a second
3 physical attribute of the user of said identification
4 card;
5 comparing said second cbtained image of the user of
6 the card to a second image of a corresponding physical

AR



1 35. The net hod of

2 ' attribute conpris
of obtaining an inmage of a

claim32 further conpri si

second physical attribut P 1$g;?ai {l iuser, and conparing said obtai ned
i mage of said 4 sedopd tcal at§rii bute of said userggwstitute sheet -
corresponding 5 I magé econd—physical attribute #¢f ' PR
stored 6 in saidre re said card igsvﬁ%ﬁ‘gﬁd if977
sai d obtained i mage of sa physi cal attribute 8 does not

mat ch said corresponding stored i nage of said 9 second physi cal
attribute;, and further whereby said 10 obt ai ned i mage of said second

physical attrjybuteatgriblte off cenédasnér Saifl AUHeal @aGd MBgereld Sand the

second physical 12 aftri e doe t match, sai d correspopdi st ored

g 13 € o "Carermian tHA L Tulen Res1 e ASTEER, e Sh8eE

WO 96/ 18168 9 of the card as the owner oPCHN&SOWalsb6¥hereby igon

al I oned to CﬂdeCtmg‘tgﬁﬂx € éeci}éeoxn"& torb"i:%g%%d OP.m'affgs:LStO th%a' gwner's
se ute o

obt ai ned i nage of ‘sal ond physical attri sal d user
mat ches sai dkt or c#o¥rageopfingi dmggesngaid user is authorized to use the
12 card for a desired purpose; and
13 recording the obtained images of the user of the
14 card in the event the images of the physical attributes
15 of the user do not match the corresponding images of the
16 corresponding physical attributes of the owner of the
17 card stored in the information file of the owner of the
18 card.
1 3. The method as set forth in claim 1 wherein said
.2 step of obtaining an image of a physical attribute of the
3 user comprises obtaining a scanned image of a fingerprint
4 of the user.

4, The method as set forth in claim 1 wherein said

1

2 step of obtaining an image of a physical attribute of the
3 user comprises obtaining a scanned image of a retinal
4 print of the user.

1 5. The method as set forth in claim 1 wherein said
2 step of obtaining an image of a physical attribute of the
3 user comprises obtaining a voice print of the user.

1 6. The method as set forth in claim 1 wherein said
2 step of obtaining an image of a physical attribute of the
3 user comprises obtaining a photographic image of the
4 user's facial features.
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17 " physi cal
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‘8. The method as set forth in claim 2 wherein said
steps of obtaining images of physical attributes of the
user comprise the steps of obtaining a scanned image of
a fingerprint of the user, and obtaining a voice print of

the user.

9. The method as set forth in claim 2 wherein said
steps of obtaining images of physical attributes of the
user comprise the steps of obtaining a scanned image of
a retinal print of the user, and obtaining a voice print
of the user.

10. The method as set forth in claim 1 further.
comprising the step of encrypting communication of -said
information to and from said remote database. -

11. The method as set forth in claim 2 further
comprising the step of encrypting communication of said
information to and from said remote database.

12. The method as set forth in claim 1 further
comprising the step of selecting a desired electronic
transaction from a predetermined menu system when said
user is authorized to use said card.

13. An apparatus for verifying an authorized user
of a credit/identification card including an information
strip thereon which has information germane to the owner
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9 means for communicating with a remote database and
10 for locating an information file on said database which
11 corresponds to said identification code:;

12 means for obtaining an image of a physical attribute
13 of the user of the card;

14 means for comparing said obtained image of the user
15 of the card to an image of a corresponding physical
16 attribute of the owner of the card stored in the
17 information file of the owner of the card to positively
18 identify the user of the card as the owner of the card
19 whereby upon matching the user's image to the owner's
20 corresponding image said user is authorized to use the
21 card for a desired purpose; and

22 means for recording the image of the user of the
23 card in the event the image of the physical attribute of
24 the user does not match the corresponding image of the
25 corresponding physical attribute of the owner of the card
26 stored in the information file of the owner of the card.

1 14. The apparatus as set forth in claim 13 wherein

2 said means for obtaining an image of a physical attribute

3 of the user comprises a fingerprint scanning device, and

4 said stored image of a physical attribute of the owner

5 comprises a stored image of a fingerprint of the owner of

6 the card.

1 15. The apparatus as set forth in claim 13 wherein

2 said means for obtaining an image of a physical attribute

3 of the user comprises a microphone for obtaining a voice
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16. The apparatus as set forth in claim 13 wherein
said means for obtaining an image of a physical attribute
of the user comprises a retinal scanning device for
obtaining a retinal print of the user, and said stored
image of a physical attribute of the owner comprises a
stored image of a retinal print of the owner of the card.
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17. The apparatus as set forth in claim 13 wherein
said means for obtaining an image of a physical attribute
of the user comprises a photo scanning deviée, and said
stored image of a physical attribute of the owner
comprises a stored photo image of facial attributes of
the owner of the card.
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18. The apparatus as set forth in claim 13 further
comprising an encryption device for encrypting and
decrypting data transmissions between said apparatus and
said database, said database including a corresponding
encryption device.
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of an account for said service;
| locating an information file of said owner stored on
a database in communication with said computer system,
said information file being-located using said
identification code; ,
obtaining an image of a physical attribute of said
~ individual; | |
comparing said obtained image of said individual to
an image of a corresponding physical attribute of said
owner of said account stored in the information file of
the owner of the account to positively identify the
individual as the owner of the identification code whereby
upon matching the indivuduals image to the owner's '
corresponding image said user is authorized to gain access
to said service; and ]
recording the image of the individual in the event
the image of the physical attribute of the individual does
not match the cbrresponding image of the corresponding
physical attribute of the owner of the identification code
stored in the information file of the owner of the

account.

20. The method as set forth in claim 19 wherein said step
of obtaining an image of a physical attribute of the user
comprises obtaining a scanned image of a fingerprint of

the user.
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21. The method as set forth in claim 19 wherein said step
'of obtaining an image of a physical attribute of the user
comprises obtaining a scanned image of a ' retinal print of

the user.

22. The method as set forth in claim 19 wherein said step
of obtaining an image of a physical attribute of the user
comprises obtaining a voice print of the user.
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