WD 00/ 04458 PCTI US99/ 15951 1 GLOBAL DOCUMENT HOSTI NG SYSTEM UTI LI ZI NG
EVMBEDDED CONTENT DI STRI BUTED GHOST SERVERS Techni cal Field This invention
rel ates generally to information retrieval 5 in a conputer network. More
particul arl invention relates to a novel nethod of hpsti 681364

di stributi naéogglﬁfigént on the Internet that addresses the problens of
Internet Service Providers (ISPs) and |ntlernet Content Providers.

Description of the Related Art 10 The Wrld Wde Wb is the IF?W t's
mul ti medi a FhOBARROEFMENT HQSEINGSMTTHM UTILIHNGAMBERIELL G Nicl'i ent
machi nes ePIARIBUTERSGHOSAPERVERED servers using the Hypertext Transfer
Prot ocol (HTTP), which is a known application protocol providing users
access to files (e.g., text, graphics, inmges, sound, 15 video, etc.) using
a standard pagenitesicrHiglldon | anguage known as Hypertext Markup Language
(HTML) . HTML provides basic docunent formatting and allows the devel oper
to specify "linksiid amstehetonseevetss apshdrdldy. tbnitherhat srmetetpaeadiigm a
network path to a server is identified by a so-called Uniform Resource
Locator 20 (KRL)chaitg acspeekal wyrd parfdcudefilg ngha hetewrionceriectson.
Use of an HTM.-conpati bl e browser (e.g., Netscape Navigator or M crosoft

I nternet Exphogefdval rdthlodeBt nashime drnvalivesibspeayf coatdran of tael i nk
via the URL. In response, the client makes a request to the server

identified iRrthged v @nGidrklsds £8d gﬁfbblré?@seio\fein@egﬁﬁtm@éﬁvi(ﬂe ot her
obj ect formatted accordi ng WO 00/ 0445

Providers (ISPs) and Internet Content Providers.

Description of the Related Art

10 The World Wide Web is the Internet's multimedia information
retrieval system. In the Web environment, client machines
effect transactions to Web servers using the Hypertext Transfer
Protocol (HTTP), which is a known application protocol providing
users access to files (e.g., text, graphics, images, sound,

15 wvideo, etc.) using a standard page description language known as
Hypertext Markup Language (HTML). HTML provides basic document
formatting and allows the developer to specify "links" to other
servers and files. In the Internet paradigm, a network path to a
server is identified by a so-called Uniform Resource Locator

20 (URL) having a special syntax for defining a network connection.
Use of an HTML-compatible browéer (e.g., Netscape Navigator or
Microsoft Internet Explorer) at a client machine involves
specification of a link via the URL. In response, the client

makes a request to the server identified in the link and, in

25 return, receives a document or other object formatted according



PCT/ US99/ 15951 2 to HTM.. A collection of docunents supported on a Wb
server is sonetines referred to as a Wb site. It is well known in the
prior art f&éo@m\ﬁ?{{) site to mirror its content at another mefvebasdspdeed,
at present, the only 5 nethod for a Content Provider to place its content
closer toits readers is to build copies »f its Wb site on nmachi nes that
are J|located at Wb hosting farns in different |ocations donestically and

i nternationabl yruThesg €ONiRs i0h WebastiRsn &Y &M caSofl § b SId8&%r is
Unfortunately, mrror sites place unnecessary 10 econom c and operati onal

burdens on GgRtenhe £raviders; +andst heyep do; ot of fer econom es of scal e.
Econom cal ly, the overall cost to a Content Provider with one prinmary site

and one mrror siteisigIDn@dialat WheepLhe, oSt o 8 RLOOLE PHIITALY Site.

This additional cost is the result of tw factors: (1) e Cont ent

Provi der W%Escgé‘ﬁﬁé‘&tﬁ é"étalhoach%gg‘;é‘lé%&h?“fr{l%ef Clol! hgféé’ﬁte 1 or

site, and (2) the Content Provi must " i ncur additio over head éxXpenses
assocl at §d ﬁﬂﬁ%ﬂogeggf ng C%J}%erntr rP?E)V?HL.PSto S lnag%r grﬁlsz%ghtlerrllt ac oesrefrorto t&gs
address problens associated wMmth mroring, cofpani es such as SCO,
Resonate, Bright Tiger. FS L2 scoar.llg teon, are. evel OHi n}gisoftware and
hardware that-wiit hel B Keep - morror 8ftes sib%cﬁrl i YBdMARY T oad a1 &h€ed.
Al t hough t hese chani are helpful to %]&e Cont ent Pr ovi de%“the,y fail
to  address TPRBCENABT | TG BrroBLelmbrs stal Sh 197" BUEATF E Sty
Provider is willi ng to | nCLiI‘ the costs associated with WO 00/ 04458
and internationally. These coples of Web sites are known as
mirror sites. Unfortunately, mirror sites place unnecessary
10 economic and operational burdens on Content Providers, and they
do not offer economies of scale. Economically, the overall cost
to a Content Provider with one primary site and one mirror site
is more than twice the cost of a single primary site. This
additional cost is the result of two factors: (1) the Content
15 Provider must contract with a separate hosting facility for each
mirror site, and (2) the Content Provider must incur additional
overhead expenses associated with keeping the mirror sites
synchronized.
In an effort to address problems associated with mirroring,
20  companies such as Cisco, Resonate, Bright Tiger, F5 Labs and
Alteon, are developing software and hardware that will help keep
mirror sites synchronized and load balanced. Although these
mechanisms are helpful to the Content Provider, they fail to

address the underlying problem of scalability. Even if a

25 Content Provider is willing to incur the costs associated with



PCT/ US99/ 15951 3 mrroring, the technology itself will not scale beyond a
few (i.e., less than 10) Wb sites. In addition to these econom ¢ and

scal abi li t&v(’) §% MmMrroring also entails operational difddmGebies: A
Content 5 Provider that uses a mrror site nust not only | ease and manage

physi cal space in distant |ocations, but Bt nust also buy and maintain the
software or hardware that synchronizes and | oad balances the sites.

Current solmit s dgqeheet CORLEMN g Priyeder 4111 0nsUPHEYI PHSRMREL, few
technol ogy and other itenms necessary to 10 maintain nultiple Wb sitées. In

sumary, m{fofingdequhkasioCondend;Roviders to waste econom ¢ and ot her
resources on functions that are not relevant to their core busi ness of

creating contenty, MYBRYEH, t oM WAL sndl S0, 0851 118 f Q§kain control
15 of their content. Today, some |SPs are installing cachi'ng hardware that

interrupts Mgﬁ,&i hetweeR: L hes Conient; Brevidet: cand; dhe %n%-o&{ggﬁt The

effect of su cachi ng can produce evastating results to the nt ent

cffect of such c: . g resirts to the Confe
ncourat @ hi TS E oo F o Vb oo L ReFBop et Bhek 1754 G0N BNt P
I

and adver t RMRg s SREEN LA e AR s B0er LT yroT e Py SRS
ef fectiveness. of the Content Provider’'s Vb pa e%, and (3 provgdi g
out dat ed |n?%ﬁ?ﬁﬁﬁq;%qﬁospﬁgwéﬁgt% %féaﬂﬁecﬁ ?g ERCT R 15 &°Fr uSEFat ed
and angry eﬁ%&éﬁggg'tﬁgosggégé45§urrent solutions require Content Providers
to supply personnel, technology and other items necessary to
10 maintain multiple Web sites. In summary, mirroring requires
Content Providers to waste economic and other resources on
functions that are not relevant to their core business of
creating content.
Moreover, Content Providers alsc desire to retain control
15 of their content. Today, some ISPs are installing caching
hardware that interrupts the link between the Content Provider
and the end-user. The effect of such caching can produce
devastating results to the Content Provider, including (1)
preventing the Content Provider from obtaining accurate hit
20 counts on its Web pages (thereby decreasing revenue from
advertisers), (2) preventing the Content Provider from tailoring
content and advertising to specific audiences (which severely
limits the effectiveness of the Content Provider’s Web page),

and (3) providing outdated information to its customers (which

25 can lead to a frustrated and angry end user).



4 PCTI US99/ 15951 There remains a significant need in the art to provide -a
decentralized hosting solution that enables users to obtain |Internet
content on woRRbfAsefficient basis (i.e., without burdeningp@givrikest
resources unnecessarily) and that |ikewi se 5 enables the Content Provider
to maintain control over its <content. Thet present invention solves these
and ot her problens associated with the prior art. BRI EF SUWARY OF THE

| NVENTI ON 10 |t Tlseme gemerials ebjseghidicide nyeesdnt theventi o6 poprdeviade a
conput er network conprising a | arge nunber of w dely deployed Interhnet

servers thatetentrani psganistingassivel ynfad -dnelbeeantisetsf tasdgwictur e
designed to serve Wb content efficiently, effectively, and reliably to end

users. 15 AnatbenefioEen@aneroal a0bpest ¢ of i dintPrRSeRt (KN¥eNt|ofhdx to
provi de a fundanentally new and better nethod to distribute Wb- based

content. TheurA¥LMhG Vit B rREbUEBeBr QYA dess & fTBtNOdnfoEn ¢ Nt gldigent |y
routing and replicating content over a | arge network of distributed

servers, s pr ehapabl ye Mé tdb e rgetbak 1280 o 2tk 6ROk on ARG hepe Pl gct of the
present invention is to provide a network architecture that noves content

close to the.yser+ The inventive architecture allows Wb sites to devel op
| arge audi ences w thout worrying about building a nassive 25

infrastructure to,handl & fhe assechat et LAl Ge YQLOURLA58, 11 ems

associated with the prior art.
BRIEF SUMMARY OF THE INVENTION

10 It is a general object of the present invention to provide
a computer network comprising a large number of widely deployed
Internet servers that form an organic, massively fault-tolerant
infrastructure designed to serve Web content efficiently,
effectively, and reliably to end users.

15 Another more general object of the present invention is to
provide a fundamentally new and better method to distribute Web-
based content. The inventive architecture provides a method for
intelligently routing and replicating content over a large
network of distributed servers, preferably with no centralized

20 control.

Another object of the present invention is to provide a
network architecture that moves content close to the user. The
inventive architecture allows Web sites to develop large
audiences without worrying about building a massive

25 infrastructure to handle the associated traffic.



5 PCT/US99/ 15951 Still another object of the present invention is to
provide a fault-tolerant network for distributing Web content. The network

ar chi t ect Uk pdoayssed to speed-up the delivery of richer Wirmpegessssand it
all ows Content Providers with | arge audiences 5 to serve themreliably and

econonically, preferably fromservers located close to end users. A
further feature of the present invention is the ability to distribute and

manage content oseflh dmdigemeloseck wit bgsltprdicsituphivegcibe ONMEHrovide
Provider's direct relationship with the 10 end user. Yet another feature

of the presantabDvendi®fants dedwdr@virde dfsehdudibut @dpseshabh€e. The
infrastructure for the Internet that shifts the burden of Wb cont ent

di stributi onetrepkt AeciCoid@iire RI0VsEEN £ § Os Gtk Ofe PL 6L £y abd - shuadr eds
of hosting servers 15 deployed, for exanple, on a global basis. In general,

the present yRVEAGESON iy & NEHWRKLK QBHBH@C}?M&detr@aki%HpPQL%é m&&er son a

truly gl obal scale. The inventive franmework all'ows a Content Provi to

replicat§ iE% Dste PO lfglf%%ﬁggghdagcgﬁmﬁgg?gbéegfggng%hgrf§5H'gé%verﬁat

t hroughout the 20 world. As an ition e ac content t

IS replicaﬁgga@%dagyoggqxﬁggggq@ggg_Iocation is specifically tailored to

viewers in that location. reover, content is automatically sent to the
ocation where 1 ks Lealeal o L DR o Al il n] Ve NBRY 911G, Part
to distribute and manage content over a large network without
disrupting the Content Provider's direct relationship with the
10 end user.

Yet another feature of the present invention is to provide
a distributed scalable infrastructure for the Internet that
shifts the burden of Web content distribution from the Content
Provider to a network of preferably hundreds of hosting servers

15 deployed, for example, on a global basis.

In general, the present invention is a network architecture
that supports hosting on a truly global scale. The inventive
framework allows a Content Provider to replicate its most
popular content at an unlimited number of points throughout the

20 world. As an additional feature, the actual content that is
replicated at any one geographic location is specifically
tailored to viewers in that location. Moreover, content is
automatically sent to the location where it is requested,
without any effort or overhead on the part of a Content

25 Provider.



PCT/US99/15951 6 It is thus a nore general object of this invention to
provide a global hosting framework to enable Content Providers to retain
control of $hgifusdzentent. The hosting framework of the preseaiussygnii on
conprises a 5 set of servers operating in a distributed manner. The actual
content to be served is preferably supported on a set of hosting servers
(sonmetines referred to as ghost servers). This content conprises HTM. page

obj ects that, convendional lymodbeqsgeved ofym 3 Contgnt nProvider. site. In
accordance with the invention, 10 however, a base HTM. docunent portion of

a Wb page bsoseqaved gfdm %%%t§98t§95m£%6¥ﬁ(%%ﬂé%a%%%eC$Q£é§tOE?%dyaeq%re

enbedded objects for the page aré served fromthe hosting servers,

preferably, Lhose, hostd g Selyergeneargstede client machine. By serving
the base HTM. docunent fromthe Content Provider's 15 site, the Content

Provi der mai nt ai s, contyal, over,ohbe.Contant . The deternnation of, whi ch

hosting server to use to sefve a given e obj et T VR f R EF By

ot her resourges ikn hosting.framework. In rticular, the framewqrk
includes§a sggcgédséégéﬁ) “Servers?d(or %eek&ﬁrﬁdﬁiﬁgrEég?efhatTQﬁe§ i gur ed
20 to provide top, |evel Domain Name Service (DNS). In addition, the
framework af$o ?ﬁ%|ﬂ%3¥ifﬁfﬁfadl§ePr% SRR e rPPortedr 9By 2 Pels diir d6Sf {PRat
are configured to provide low |level DNS functionality. Wen a client
machi ne i ssG&5VaER° QQ&Hﬁ@sFeEBrr?ﬁét%¥%§sﬂ59§tféﬁr§e§?ben Yebr pagéenthe
base HMIL docunent is 25 served fromthe Wb site as previously noted.
Enbedded ObF88P§1@Q§dﬁm@ﬂ£§ge objects that, conventionally, are served

from a Content Provider site. In accordance with the invention,

10 however, a base HTML document portion of a Web page is served
from the Content Provider’s site while one or more embedded
objects for the page are served from the hosting servers,
preferably, those hosting servers nearest the client machine.
By serving the base HTML document from the Content Provider’s

15 site, the Content Provider maintains control over the content.

The determination of which hosting server to use to serve a

given embedded object is effected by other resources in the
hosting framework. In particular, the framework includes a
second set of servers (or server resources) that are configured

20 to provide top level Domain Name Service (DNS). In addition,
the framework also includes a third set of servers (or server
resources) that are configured to provide low level DNS
functionality. When a client machine issues an HTTP request to
the Web site for a given Web page, the base HMTL document is

25 served from the Web site as previously noted. Embedded objects



PCTI US99/ 15951 7 for the page preferably are served from particul ar
hosting servers identified by the top- and | ow1evel DNS servers. To-

| ocate the @ﬁgé,@ﬂgg ate hosting servers to use, the top-I|evepctD¥do1893iver
determnes the user's location in the network to identify 5 a given

| ow- I evel DNS server to respond to the request for the enbedded object.
The top-level DNS server then redirects the request to the identified

| ow | evel DNSrsene¢epaybaprefdrdninnarer eseby@sridie JoquURSt akNhos@ihd P
address for the given hosting server that serves the object back to the

client. 10 Mureegenenahtysiéd vy RSsbbleatantsy i waneneasesyverdesifabl e)
to have a hierarchy of DNS servers that consisting of several |evels. The

| ower one nQ¥Q§tbntBQeaBb§%§¥fgﬁé Hd§%1ﬁ50§§fveQQQx9QE% tQhEh@opeﬁevéfghﬂﬁ
A further aspect of the invention is a means by which 15 content can

di stributedandcrephbicaheded WU eq - %OHBSSH&S‘ 1.Pfe %e \é%érﬁotcg h?éer%‘ﬁffse

of menory is optimzed subject to the constraints t there

suf fi ci egt nuRNGL0f ,GOPLES OSNsa%hv%@ gst Lo V%éﬁfsn'tsof% the denﬁed otht%e

copies of objects are spread at 'no ser ecomes ov rFoade copi es

tend to be | 2 server tinme oV« forward an coples
are Iocateég&%gggalgﬁi ose o Fe e Eant S tHat VS & e@qﬁggafﬁ%ts

Thus, servers opera Wi t hi rk d ot keep coples of aII of
the content ﬁgtgﬁgs% ?h%$e£%ﬁ<%§g §8WV FeeL Ly SEpicds tBRta Bt it
anmount of data o th t he entlre 25 system provides the required | evel of
Sereice. Thit&Ese 888t%%? AR 4ﬁ§§ anyIP address for the glgen hosting

server that serves the object back to the client.

10 More generally, it is possible (and, in some cases,
desirable) to have a hierarchy of DNS servers that consisting of
several levels. The lower one moves in the hierarchy, the closer
one gets to the best region.

A further aspect of the invention is a means by which

15 content can be distributed and replicated through a collection
of servers so that the use of memory is optimized subject to the
constraints that there are a sufficient number of copies of any
object to satisfy the demand, the copies of objects are spread
so that no server becomes overloaded, copies tend to be located

20 on the same servers as time moves forward, and copies are
located in regions close to the clients that are requesting
them. Thus, servers operating within the framework do not keep
copies of all of the content database. Rather, given servers
keep copies of a minimal amount of data so that the entire

25 system provides the required level of service. This aspect of



8 PCTI US99/ 15951 the invention allows the hosting schene to be far nore

ef ficient than schenes that cache everything everywhere, or that cache

obj ect s onlwo b#oEespeci fied | ocations. The gl obal hosting gamwseasds: i s
fault tolerant at each 5 |level of operation. In particular, the top |evel
DNS server returns a list of lowlevel DNS servers that may be used by the
client to service the request for the enbedded object. Likew se, each
hosti ng servbe pnedreriabl yalilogsudes hobimdy sserewer tot hat f&4s msed dfFiassHoe
the hosting responsibilities of its 10 associated hosting server in the
event of a takhuseh@onditha@ncachecevdiyihire ttherprases; éAvEdd achkeoad

bal anci ng across the set of hosting servers is achieved in part through a

novel techebguet$ asnid} st idekbBei Ehed erdeddeshsQbj ect requests. In
particul ar, each enbedded object URL is preferably nodified by 15

prepending a vi rtual g ssamendieshhareahdidr it he WRL1 + Mok e rgoneralday the
virtual server hostnane is inserfed into the URL. Preferably, the virtual

server hostnage; i peldles @ owal uey &§P@Fﬁdﬂﬁ§f&%EekgﬁdlEQe%%M%h%%&W%

nunber) generated by applylng a given h unction to t L or

encodi ng gi yep, 20 'Qfﬁsgca @bﬂe’%%i hﬁﬂ@@e%er's”éﬁa%@ﬁ %q%éj%se-r the

function serves to ran |str| ute t he enbed S over glven

set of virtugloserye or_hastnass. R g erprint val ue

for the enb ject iI'S genera ying a glven ' function to
t he enbeddeg gg% 5 This serve a erprint

that identirFisg etf&ﬁC|f qs%f824§§r9é¥€g}§ggfg%ly lncfuggs afbdg%y server
that is used to assume the hosting responsibilities of its
10 associated hosting server in the event of a failure condition.
According to the present invention, load balancing across
the set of hosting servers is achieved in part through a novel
technique for distributing the embedded object requests. In
particular, each embedded ocbject URL is preferably modified by
15 prepending a virtual server hostname into the URL. More
generally, the virtual server hostname is inserted into the URL.
Preferably, the virtual server hostname includes a value
(sometimes referred to as a serial number) generated by applying
a given hash function to the URL or by encoding given
20 information about the object into the value. This function
serves to randomly distribute the embedded objects over a given
set of virtual server hostnames. In addition, a given
fingerprint value for the embedded object is generated by

applying a given hash function to the embedded object itself.

25 This given value serves as a fingerprint that identifies whether



PCT/ US99/ 15951 9 the enbedded object has been nodified. Preferably, the
functions used to generate the values (i.e., for the virtual server

host name angotgggsdsg ngerprint) are applied to a given Wb pageuk#/idvst

of f-1ine process. Thus, when an HITP request for the 5 page is received,

t he base HTML docunment is served by the Wb site and sonme portion of the
page' s enbedded objects are served fromthe hosting servers near (although
not necessartiley embeddeHosk$tgt s heenl medt fia¢hi Nnerdfratabil®i, t kated t he
request. The foregoing has outlined sone of the nore pertinent 10 objects

and f eat ur estufcttib@spunesénto i garesrtdten thEheseuebj ects. , shaukdebei const rued
to be nerely illustrative of sone of the nore prom nent features and

appl i cati onssefvetrh@oknvent i od VRN i ngkheriReneii£ialp riesulbs aCaivde web
attained by applying the disclosed invention in a different manner or

nodi fyi ng t heygkd innYaNbEeN] ase Wddcke .desglk be@herﬁb‘%prkﬁ'mlrﬁquggbefozpbdrﬁea S
and a fuller understandi ng of the i nvention may be had by referrlng to

the foll gw [ ri f

DESCRI PTEON G THE DERITNGE 20 Fa'™s tore Commiete tnderetanding af The
present i nVentddRaa0dyk N5o ANANIATER.S! BEREOS A BIENGE shoul grgesgwee
the follow ng Detail scription tak I'n connection

secomen e S g 0 O sy SR s s o e
closest) to the client machine that initiated the request.
The foregoing has outlined some of the more pertinent
10 objects and features of the present invention. These objects
should be construed to be merely illustrative of some of the
more prominent features and applications of the invention. Many
other beneficial results can be attained by applying the
disclosed invention in a different manner or modifying the
15 invention as will be described. Accordingly, other objects and
a fuller understanding of the invention may be had by referring
to the following Detailed Description of the Preferred
Embodiment.
BRIEF DESCRIPTION OF THE DRAWINGS
20 For a more complete understanding of the present invention
and the advantages thereof, reference should be made to the
following Detailed Description taken in connection with the
accompanying drawings in which:
Figure 1 is a representative system in which the present

25 invention is implemented;



PCT/ US99/ 15951 10 Figure 2 is a sinplified representation of a markup
I anguage docunent illustrating the base docunent and a set of enbedded

obj ects; Fivaybgosdsd S @ high level diagramof a global hostipersestiem 5
according to the present invention; Figure 4 is a sinplified flowhart
illustrating a method of processing a Wehopage to nodified enbedded obj ect
URLs that is wused in the present invention; Figure 5is a sinplified state

diagramil | ustrariggrd@v the siBppheseat répwanintar ihaSpeNdsnd Oag HTTP
request for a Web page. DETAILED DESCRI PTI ON OF THE PREFERRED EMBODI MENT A

known | nternghgGhi@McS@Ramy iSMSkEeMht Snd MAEMed aSneht | Usd rated i
Figure 1. A client machine 10 is connected to a Wb server 12 via a

network 14. ofgeqhdd ust{adda.e purposes, 15 network 14 is the Internet, an
intranet, an extranet or any other known network. Web server 12 is one of

a plurality of Y& S3 Whi chrare @89§§S&P4ger%?rly ¢ Eﬁggﬁbafr}%%ﬁn}g&g@ggéﬁ

B
illustrated by machine 10. A representative client Ine 1

br owser §6’a@@h99bé%'QDKHQMQK%%%B%Bﬁgv%S | ;used to 20 access the servers of
e iTes

t he networKk. server ‘supports (collectively referred to as a

"\eb" site) i f. h ts and.objects. In th
[ ntornot par adi G TR M tyiorl AR Fb8 CHIURP o LGRTTTT 0P ) " B6%AFI ed

Uni form Re%?%é&?s%ﬁf%g%&ﬂgggLe'tg[%gg{ ﬁﬁ?%m@%ggggggé%gg?%nuﬁ that is

used in the present invention;
Figure 5 is a simplified state diagram illustrating how the

10 present invention responds to a HTTP request for a Web page.

DETAILED DESCRIPTION OF THE PREFERRED EMBODIMENT
A known Internet client-server system is implemented as
illustrated in Figure 1. A client machine 10 is connected to a
Web server 12 via a network 14. For illustrative purposes,

15 network 14 is the Internet, an intranet, an extranet or any
other known network. Web server 12 is one of a plurality of
servers which are accessible by clients, one of which is
illustrated by machine 10. A representative client machine
includes a browser 16, which is a known software tool used to

20 access the servers of the network. The Web server supports
files (collectively referred to as a "Web" site) in the form of
hypertext documents and objects. 1In the Internet paradigm, a
network path to a server is identified by a so-called Uniform

Resource Locator (URL).



11 A representative Wb server 12 is a conputer conprising a processor 18,
an operating system 20, and a Wb server program 22, such as Netscape
Enterprise pgh¥pisss The server 12 also includes a display spgppgdoggsia
graphi cal user interface (GUJI) 5 for managenent and adm nistration, and an
Application Programmng Interface (APlI) tilmt provides extensions to enable
application devel opers to extend and/or custom ze the core functionality
thereof through softeparecptoagi ansidmcldidieng1C0mBDa cé&abevay dorberkage §CA )
prograns, plug-ins, servlets, active 10 server pages, server side include

(SSI) functipnscaysdhasl,i k. opdrdCHESahi 20, VR4 Ch 1Y Jesv@rPBES9PEN
conputer that is x86-, PowerPC(r)- or Rl SC based, that includes an

operating sysieruduch astkBME)m R sc0keMEF0SOF e WIIdQWS 1295; sgnd t hat
includes a Wb browser, such as Netscape Navigator 4.0 (or higher), having

15 a Java Vifidaladchineot 1yMugnd.suppar b Lar; app! ical 1on pladgs | asror

hel per applications. A client nay al so be o0k conputer,

cOMput i NG, 0N 06 dieliner® EOR) affhiALER0R),  2pRl LANES,, QL any, of her such

devi ce connectable to the conmputer networ nin Figure 2, a

o1 ol Veb paasGamy Sepc ol Kb | NG y0, HIM ST oL bree

docurment 28, and many bedded o ., 1 nages, ;
160 30 T I ot Bl 6ol page. eIty o jore enbedded Lymges or
in the Veéb, %Sﬁé@f@ﬁ% i&grtxgkégghquﬁgﬁl2%%%82ggﬁggx;gﬁkyﬁggﬁ%g%g% Common
Gateway Interface (CGI) programs, plug-ins, servlets, active
10  server pages, server side include (SSI) functions or the like.
A representative Web client is a personal computer that is
x86~, PowerPC®- or RISC-based, that includes an operating system
such as IBM® 0S/2® or Microsoft Windows '95, and that includes a
Web browser, such as Netscape Navigator 4.0 (or higher), having
15 a Java Virtual Machine (JVM) and support for application plug-
ins or helper applications. A client may also be a notebook
computer, a handheld computing device (e.g., a PDA), an Internet
appliance, or any other such device connectable to the computer
network.
20 As seen in Figure 2, a typical Web page comprises a markup
language (e.g. HTML) master or base document 28, and many
empbedded objects (e.g., images, audio, video, or the like) 30.
Thus, in a typical page, twenty or more embedded images or

objects are quite common. Each of these images is an

25 independent object in the Web, retrieved (or validated for



12 change) separately. The common behavior of a Web client, therefore, is
to fetch the base HTML docunent, and then immediately fetch the enbedded

obj ects, WR{§hoadss typically (but not always) |ocated on ther/8a0RsBer ver
According to t%e 5 present invention, preferably the markup | anguage base

docunent 28 is served fromthe Wb serveri2(i.e., the Content Provider
site) whereas a given nunber (or perhaps all) of the enbedded objects are

served fromodihee)seeperstelAs. Withe bemsernpepiefer alfl ¥ @epi ¥eneenbedded
object is served froma server 10 (other than the Wb server itself) that

is close tothkeegbrentismashidien that bhse N@tMOURId@aded, sandefdat i s nost
likely to already have a current version of the required file. Referring

now to Fi gurigmddihbe sy operat i iempachbaves &y s t he i ngkagtgﬁéaem}pf(bme
present invention. As will be seen, 15 the hostlng system 35 conprises a

set of wi delhrdeploysy sesmess 4Ok HSCLYRE LoSAur Ce%)ccbrllé&néofén‘?hé ar ge,
fault-tolerant infrastructure designed to serve Wb content Iciently,

effectively, r%@gnEGLh@Q%Qiéﬁ) f%%§5§ghgh§Iﬁﬁﬁ¥ﬁ£§a§§¥§ggmfgggl§9gﬁ%ent

gl obal ly, or across any eS|r geographic regio be seen, the

noSting SystaTuRroubien Al Shid RbedeBLENH L 0L Uil Ronk AP LGNS

routing and replicating suc cont ent I's én t He
Pystem 35 SOC)SBfer L o8 {3 DIRLECLYRES L SELVSIS, (5F L hgiod
servers 38 22 Egggp%%wugggfe'ﬁgg% SBLHELS - d0re /L I NI 09T e sEI M oY,
preferably a given embedded object is served from a server
10 (other than the Web server itself) that is close to the client
machine, that is not overlcaded, and that is most likely to
already have a current version of the required file.
Referring now to Figure 3, this operation is achieved by
the hosting system of the present invention. As will be seen,
15 the hosting system 35 comprises a set of widely-deployed servers
(or server resources) that form a large, fault-tolerant
infrastructure designed to serve Web content efficiently,
effectively, and reliably to end users. The servers may be
deployed globally, or across any desired geographic regions. As
20 will be seen, the hosting system provides a distributed
architecture for intelligently routing and replicating such
content. To this end, the global hosting system 35 comprises
three (3) basic types of servers (or server resources): hosting
servers (sometimes called ghosts) 36, top-level DNS servers 38,

25 and low-level DNS servers 40. Although not illustrated, there



13 may be additional levels in the DNS hierarchy. Alternatively, there
may be a single DNS | evel that conbines the functionality of the top:|evel
and | ow | evgh oBa¥ers. In this illustrative enbodinent, theci/oyensdsye
framework 35 is deployed by an 5 Internet Service Provider (1SP), although
this is not a limtation of the present iiAvention. The ISP or |SPs that
depl oy the inventive gl obal hosting framework 35 preferably have a |arge
nunber of maehi hesaddiatianal Betklthen ghostDiNsemierareapponetedtatar@ 1§he

| ow- 1 evel DNS conponent 40 on their 10 networks. These machines are °

di stri but edthbreughpuie the ingabwork; 1pvel efralll yombhgYs at ke concantoratedy
around network exchange points 42 and network access points 44, although

this is notoa tequisemeie]l hdaddivtienel tha-desR.preherabd yi has @ SRkl
nunber of machines running the top-level DNS 38 that may 15 al so be

di stri but edeibroughoul e inetwer ke Abdhouglk net 18e88b1b9pes igd ting,
preferably a given server used in the framework 35 includes 'a processor,

an operati ng:syst€MdB e PrloRider UNESE) Wndows (NT. oL the like), a Wb
server application, and a set of application routines used 20 by the

invention. These,foulines @r gggeeﬁgni%r{tyi&m' %ﬁ@n&gg ol N $Pf tuare as a

set of instructions executed by the processor to performyvarious process

or Tethod sheps, 2l |hadesCeibed: 4 me dehall helet s etvsLp.ar e

preferably [ocated at t the n p

presence, oOf Eg)ég'n&%e%)/o%ﬁé%h?%é ucshgagf{ 1r5ugr15160th the ghost server

component 36 and the low-level DNS component 40 on their
10 networks. These machines are distributed throughout the
network; preferably, they are concentrated around network
exchange points 42 and network access points 44, although this
is not a requirement. In addition, the ISP preferably has a
small number of machines running the top-level DNS 38 that may
15 alsc be distributed throughout the network.

Although not meant to be limiting, preferably a given
server used in the framework 35 includes a processor, an
operating system (e.g., Linux, UNIX, Windows NT, or the like), a
Web server application, and a set of application routines used

20 by the invention. These routines are conveniently implemented
in software as a set of instructions executed by the processor
to perform various process or method steps as will be described
in more detail below. The servers are preferably located at the

edges of the network (e.g., in points of presence, or POPs).



14 Several factors nmay determ ne where the hosting servers are placed in
the network. Thus, for exanple, the server locations are preferably

det er m ned ypy o@odgmand driven network map that allows th_e FOvs9daEos( €. g. ,
the ISP) to nonitor traffic requests. 5 By studying traffic patterns, the
| SP may optim ze the server |ocations for4the given traffic profiles.
According to the present invention, a given Wb page (conprising a base

HTM. docunent anskeweissit felterbeddediond 8eirs) whkeseSen¥elodfidy destii-buted
manner. Thus, preferably, the base 10 HTML docunent is served fromthe

Cont ent PFOMEQ@édtﬁﬁﬁjﬂﬂh@th¥k.hO@&&sIhﬁnﬁ%ﬁ%mpT@? @H@QQQ§QHPQkﬁ%k§OHQr
sone subset thereof, are preferentially served fromthe hosting servers 36

and, speci hrgeaptdse HEN dROSLLNG S5 Y S Siednidhat-13EE H@@l&of@‘?ﬁg i-ent
machine that in the first instance initiated the request for t 15 Wb

page. In addiibpa, iy ‘%Jr%rv@r.lalel l(Q?‘Q.S, alg{é)si%ﬁ)h%ohﬁgkii.@gg igx,ﬁflﬁrcs r%'&@ests.

bal anced to ensure that a given enbedded object nmay Iciently served

froma %Veﬁyh%ﬁcﬁﬁg}]g:etrr‘égrfi@ %t{rgﬁls,C'éh%ntzs\ﬁ/ggmggsggg%rgi%eg%ef eqyires that

object to conplete t ge. 0 serve the n i'n thi's manner,

the URL as%QEéﬁcﬁgs Wohrhtt@l@ Tpgrngxdaj‘?p-c?%troifélg[s’qi fied. As is well- known,

each enbedded object that my be séerve a page‘has its own URL.

PRl the o8B TOLORTE LS L9 e L BLETdr outer s it
to the prES?ngé£§§¥gg %nbagg’B9&94§§§%£§%Q g%%gglggélof embedded objects)
is served in a distributed manner. Thus, preferably, the base

10 HTML document is served from the Content Provider that normally
hosts the page. The embedded objects, or some subset thereof,
are preferentially served from the hosting servers 36 and,
specifically, given hosting servers 36 that are near the client
machine that in the first instance initiated the request for the

15 Web page. 1In addition, preferably loads across the hosting
servers are balanced to ensure that a given embedded object may
be efficiently served from a given hosting server near the
client when such client requires that object to complete the
page.

20 To serve the page contents in this manner, the URL
associated with an embedded object is modified. As is well-
known, each embedded object that may be served in a page has its
own URL. Typically, the URL has a hostname identifying the

Content Provider’s site from where the object is conventionally

25 served, i.e., without reference to the present invention.



15 According to the invention, the enbedded object URL is first nodified,
preferably in an off-line process, to condition the URL to be served by

the gl obal yhes4bdag servers. A flowchart illustrating the psefeswgshsiret hod
for modifying the object URL 5 is illustrated in Figure 4. The routine

begins at step 50 by determ ning whether alsl of the enbedded objects in a
gi ven page have been processed. If so, the routine ends. If not, however,

the routinezrgebsdihe toexte eitbeddadnobiaect eiteddeP DAecht uat.eps Sdira
virtual server 10 hostnane is prepended into the URL for the given eibedded

obj ect. Themaditual, spryesrdost naman Bekudese aoMaldie , (@o0condit MaHTRE) t hat
is generated, for exanple, by applying a given hash function to the URL.

As is well-kmowao Behashvéans} iR takes: REHELILATEHRRGLN Ri k1SELHNGS as
i nputs and produces fixed Ilength 15 bit strings (hash val ues) as outputs.

Such functiqngusathsiyy tMO mgﬂe@nﬁétw&hﬂr in%oiirf‘;ﬁgai( g#sg%gjjééé‘%éﬂ“’o

different inputs that produce the sane hash val ue, en an | nput

and its hashovahgstbheés infeapidl g to find a different input wth the
sanme hash vaﬁue. Iﬁ step 54, the URL for the enbedded 20 object is hashed

into a value xx, ¥ thatiis 6413%’}115{3%‘%' g?ggtégob%*aget@rﬁnﬁﬂ% Sgﬁgﬁerh%sfl”%”f‘e-

This step randomy distributes t o] iven virtu server

host nanme. The pr N i,on.s not limted to generating the virtual
server hostﬁgﬁeeﬁégggﬁ y?ﬁi%éfﬁuiﬂﬁafﬁﬁg ?p%a%%153§t Fﬁ@dprﬁgeiﬁﬁﬁe.:[ an
aIternatlves%thgge£g££ed eangln%cho%,vhrtualIMQh%0égﬁ§§gePCTlUS%?/15951

Ine en owever gets the
next embedded object at step 52. At step 54, a virtual server
10 hostname is prepended into the URL for the given embedded
object. The virtual server hostname includes a value (e.g., a
number) that is generated, for example, by applying a given hash
function to the URL. As is well-known, a hash function takes
arbitrary length bit strings as inputs and produces fixed length
15 Dbit strings (hash values) as outputs. Such functions satisfy
two conditions: (1) it is infeasible to find two different
inputs that produce the same hash value, and (2) given an input
and its hash value, it is infeasible to find a different input
with the same hash value. 1In step 54, the URL for the embedded
20 object is hashed into a value xx,xxx that is then included in
the virtual server hostname. This step randomly distributes the
object £o a given virtual server hostname.
The present invention is not limited to generating the
virtual server hostname by applying a hash function as described

25 above. As an alternative and preferred embodiment, a virtual



16 server hostname is generated as follows. Consider the representative
host name al234. g. akamai tech.net. The 1234 value, sonetines referred to as
a serial nugbRbosBs ef erably includes information about thepgpusefisssich as
its size (big or snall), 5 its anticipated popularity, the date on which
the object was created, the identity of tke Wb site, the type of object
(e.g., novie or static picture), and perhaps sone random bits generated

by a given wsamdem fiosmetdnen.isOgeoursed 4é 51 INNLs.I equhkedet hate any given
serial nunber encode all of such infornmation or even a 10 significant

nunber of suebressponenis.ndstdead, ain3i he, Sidmliesln.aase, the s£14 alajpunber
may be a sinple integer. In any event, the information is encoded into a

serial nunbebmkRiddy rERIMRN Q@tagaﬂn§ér1§1“5%mﬂ€%r %%@@ngblﬁ-fﬂéfﬂdeglt s
used to denote size, a second bit is used to denoté popularity, a set of

15 addi tionahrBitstisn %tt endengtect he, date, ﬁ@dsigsg%ig déﬁ qt ed

above in the hashing exanple, the Serial nunber 1s a

bal anci ng_andf ofcdire6i g cenbaipy | Ypes Ofc. Lalbie ! ougeriall pes of

servers. Typically, nos e sanme page have the sa seria nunber

to n]n'nlzecEgthangﬂa%Qm EIQQSEkngH%%ﬁ d n %f QQN)tggggéfﬁﬁanﬁﬁQe%_p?{

page. This Trequirenent for arger

Mo the UREFor & S?tﬁ%‘%we Sea o B HEiRe BAE. FOSATANe | e R
I I nb 25 generated by applying a given function
{6 the URL 57 BbFoit A0 04355 ey Usbaissy 1o 18 nok “r8ifed WG

any given serial number encode all of such information or even a
10 significant number of such components. Indeed, in the simplest
case, the serial number may be a simple integer. In any event,
the information is encoded into a serial number in any
convenient manner. Thus, for example, a first bit is used to
denote size, a second bit is used to denote popularity, a set of
15 additional bits is used to denote the date, and so forth. As
noted above in the hashing example, the serial number is also
used for load balancing and for directing certain types of
traffic to certain types of servers. Typically, most URLs on
the same page have the same serial number to minimize the number
20 of distinguished name (DN) accesses needed per page. This
requirement is less important for larger objects.
Thus, according to the present invention, a virtual server
hostname is prepended into the URL for a given embedded object,
and this hostname includes a value (or serial number) that is

25 generated by applying a given function to the URL or object.



17 That function may be a hash function, an encoding function, or the
t'i ke. Turning now back to the flowhart, the routine then continues at

step 56 to \WwpHehhMAss @ given value in the object's 5 URL. Predpugdhyesit he
given value 1s generated by applying a given hash function to the enbedded

object. This step creates a unique fingeoprint of the object that is
useful for determ ning whether the object has been nodified. Thereafter,

the routineTheet Bumst idh Ssi=8p be0 aandseyehessicH) Wht Bntbeiaboyen@sion, or
background, the inventive global hosting framework is now described in the
context of anspeckéjc exanple. |In particular, it is assuned that a user of
a client machine in Boston requests a Content Provider Wb page nornmally

hosted in Atlant@rnfiof rddu UsikatbvenPUF RARESrdlt the assued gt the 15
Content Provider is using the global hosting architecture within a

network, whiehtMyedeadl oyl 56l Rberpat i@nal oiRaki 9aale 14 e@kil@r@:lj’cfétogal or
private. Figure 5 shows the various conponents of the system and how t he

request frogrihe sidfmadis, RhACESSER vINiS i%fgrgﬁ%ggﬁas%gg%%g&ﬁ taken by

way of 20 limtation, as w be “expl al ned. e er’s S a

request 1o LhecProvigers. e o8 Lec(Lemd)y Jhe Content . Provi der site i

Atlanta recéives the request int sane way it does as Rfcﬁ:aeeélgbal

oSt 10, - STRNGEK YELE Aok el o MPLETEN Sy TUe (LLLTSRES 13, 850.0he

PCT/USQQ/lS%E%ther the object has been modified. Thereafter, the routine
returns to step 50 and cycles.

10 With the above as background, the inventive global hosting
framework is now described in the context of a specific example.
In particular, it is assumed that a user of a client machine in
Boston requests a Content Provider Web page normally hosted in
Atlanta. For illustrative purposes, It is assumed that the

15 Content Provider is using the global hosting architecture within
a network, which may be global, international, national,
regional, local or private. Figure 5 shows the various
components of the system and how the request from the client is
processed. This operation is not to be taken by way of

20 limitation, as will be explained.

Step 1: The browser sends a request to the Provider’s Web

site (Item 1). The Content Provider site in Atlanta receives
the request in the same way that it does as if the global

hosting framework were not being implemented. The difference is

25 in what is returned by the Provider site. 1Instead of returning



18 the usual page, according to the invention, the Wb site returns a
page with enbedded object URLs that are nodified according to the nethod

i I Tustratedybiobdass fl owchart of Figure 4. As previously degefisedsosihe
URLs preferably are changed as 5 foll ows: Assune that there are 100, 000

virtual ghost servers, even though therelsay only be a relatively small
nunber (e.g., 100) physically present on the network. These virtual ghost

servers or ther tuahlghagt s areidient icbi ede byntdrer itest rageledOsite returns
ghost xxxxx. ghosti ng. com where xxxxx is replaced by a nunber between 0 and

99, 999. After phbe CobhestbdAdy derjMebustbechs: Apdated sweliNaf&¥ding to
information, a script executing on the Content Provider site is run that

rewites thenenhedded URLsstrd¥ef enabhy, ribgcpmheddedibRks Baness are hashed
into nunbers 15 between 0 and 99, 999, although this range is not a

limtation @frevtBasp e@@@@rﬁﬁiﬁ”%&%“URﬁQngg%§5¥EﬁiJUBEei%h&H?ﬁ%SX%tChEd to

reference the virtual ghost with that nu . For “exanpl e, ol | owi ng
is an enpedded URs.fromthe Provider's site: <IMs SRC = _
htt p://ww. provi der. coml TECH i mages/ space.story.gif> 20 If the serial

nunber for the Oﬁggﬁ&eréﬁéﬁréﬂéﬁéJaQ% EBg?oéﬁ*x%%ﬁ%aﬁﬁ%ﬁ?#%?géréé%%c éJgg]

preferably the URL is rewitten to read. .

[ 3host | 45T, 065l Bl BLSHRD STt BLOYLESE:, QI TERRALURORS! 529 1 79
physically present on the network. These virtual ghost servers
or virtual ghosts are identified by the hostname:

10 ghostxxxxx.ghosting.com, where xxxxx is replaced by a number
between 0 and 99,999. After the Content Provider Web site is
updated with new information, a script executing on the Content
Provider site is run that rewrites the embedded URLs.
Preferably, the embedded URLs names are hashed into numbers

15 between 0 and 99,999, although this range is not a limitation of
the present invention. An embedded URL is then switched to
reference the virtual ghost with that number. For example, the
following is an embedded URL from the Provider’s site:
<IMG SRC = http://www.provider.com/TECH/images/space.story.gif>

20 If the serial number for the object referred to by this URL
is the number 1467, then preferably the URL is rewritten to
read:
<IMG SRC = http:
//ghost1467.ghosting.akamai.com/www.provider.com/TECH/images/spa

25 ce.story.gif>.



19 The use of serial nunbers in this manner distributes the enbedded URLs
roughly evenly over the 100,000 virtual ghost server nanes. Note that the

Provi der siygoggfdssti|| personalize the page by rearrangi ngefigoMadsy OUS
objects on the screen 5 according to individual preferences. Mreover, the

Provider can also insert advertisenents dgnam cally and count how nmany
peopl e view each ad. According to the preferred enbodi nent, an additi onal

modi fication to the embestdedk WRLS nufbERIE: § O 1eNS WAHhaki bhei pd0e g1 ohal
hosting system does not serve stale information. As previously described,

preferably ampagheaf uthe daighigortahnedsi s dhe 1@@%@@6%%5115%
inserted into the enbedded URL itself. That is, each embedded URL may

contain a fisRAQeprhahe®f g datar tReWhiGh dd, ROiL %anV‘éﬁmi\*}g e underl,ying

i nformati on changes, so 15 does the fingerprint, and this prevents users

fro”]refere%@%ngagglgyc%ﬁé%réﬁa%n%egggdvggﬁgn§QK%%KQ% Igpgk? s?%rqgn]Of bits

and outputs what is sonetines referred to as a‘fingerprin $He stream

The | pO6t antBLARES L Yo Ofnd AR LILAOBLOELAL, LS, { haf, tg di fLere %ﬁg%%{%gﬁgg

al nost surely produce two feren I ngerprints. anbles o]

are the M2 S n owever ..ot her, nore_trans arent
met hods such ag Qg@ep@éﬂh;qﬂécfﬁhﬁFﬁa be s %}y FOF €8H8Fe§ ég
that the out put. eachthg hash is a 128 b|t S|gnature Thi s S|gnature can be

25 |nterprete§ as®@ ' nlnber and then inserted into the enbedded URL. WO
00/04458 PCT/USQgé%gEE&ng to the preferred embodiment, an additional

modification to the embedded URLs is made to ensure that the

10 global hosting system does not serve stale information. As
previously described, preferably a hash of the data contained in
the embedded URL is also inserted into the embedded URL itself.
That is, each embedded URL may contain a fingerprint of the data
to which it points. When the underlying information changes, so

15 does the fingerprint, and this prevents users from referencing
old data.

The second hash takes as input a stream of bits and outputs

what is sometimes referred to as a fingerprint of the stream.
The important property of the fingerprint is that two different

20  streams almost surely produce two different fingerprints.
Examples of such hashes are the MD2 and MD5 hash functions,
however, other more transparent methods such as a simple
checksum may be used. For concreteness, assume that the output
of the hash is a 128 bit signature. This signature can be

25 1interpreted as a number and then inserted into the embedded URL.



20 For exanple, if the hash of the data in the picture space.story.gif
fromthe Provider web site is the nunber 28765, then the nodified enbedded
URL woul d @l stdshdg | 00k as follows: <IMG5 PCT/US99/15951
SRC=htt p:// ghost| 467. ghosti ng. akamai . com’ 28765/ www. pr ovi der. com

| TECH i mages/ space. story.gif"> \Wenever2@ page i s changed, preferably the
hash for each enbedded URL is reconputed and the URL is rewitten if

necessary. fér amangfld, he fURheshdat & changesicaf on exanpl &y new 10 and
different picture is inserted. with the name space.story.gif, then the hash

of the dataspscdiddanant rardohherel ors e UBL sitseld wd hhedi bherent.
This schenme prevents the systemfrom serving data that is stale as a

resul t of updat eshd tddigiear bgbodhePans; L1FoL examp) e%foaé%wowg&st he

picture space.story.gif is replaced wth a nore up-to-date version on the
Content Proyjgler server. Because the data of the pictures changes, the
hash of the URL changes as well. Thus, the new enbedded URL | ooks the

. Pl he £ nt. 20 A
same exceptgg —'Uﬂxggghggg9§%7Lé@%%%%#ﬁ%%a&gﬂ.Eoﬁéi%&%@kﬁ@%%%ogégﬁfgg?user

that requests the p ter t € receives B the

new pi cture . i re Ls never_,referenced and cannot be m stakenly
returned i n/rlE) ﬂg/éﬁgge{%ﬁébgﬁ%f%gﬂﬁyt%l-fdzft'e information. In sumary,

preferably ther rare two hashi ng_oper ati ons 8%5 that are done to nodify the
pages of the Cont&nt” Brodi HaP® %Wﬂf’%pﬁ Ffﬁ@g)’ 18595 pash for each
embedded URL is recomputed and the URL is rewritten if
necessary. If any of the URL’s data changes, for example, a new

10 and different picture is inserted with the name space.story.gif,
then the hash of the data is different and therefore the URL
itself will be different. This scheme prevents the system from
serving data that is stale as a result of updates to the
original page.

15 For example, assume that the picture space.story.gif is
replaced with a more up-to-date version on the Content Provider
server. Because the data of the pictures changes, the hash of
the URL changes as well. Thus, the new embedded URL looks the
same except that a new number is inserted for the fingerprint.

20 Any user that requests the page after the update receives a page
that points to the new picture. The old picture is never
referenced and cannot be mistakenly returned in place of the
more up-to-date information.

In summary, preferably there are two hashing operations

25 that are done to modify the pages of the Content Provider.



21 First, hashing can be a conponent of the process by which a_ serial
nunber is selected to transformthe domain nanme into a virtual ghost nane.

As will be §8&80adshis first transformation serves to redirgghghy@odis to
t he gl obal ﬁggting systemto 5 retrieve the enbedded URLs. Next, a hash of

the data pointed to by the enmbedded URLs djs conputed and inserted into the
URL. This second transformation serves to protect against serving stale

and out - of - datetGORLEALn T &4R the HhesbosehVess. thnPrafelahl v, Lhesge 1 wo
transformations are perforned off-line and 10 therefore do nhot pose

potenti al peyfarTaReRHbetLL enecks.cq @%n%Egﬁgf&ﬂgﬁjkp%kﬂkﬁkeﬁgﬁg UBL, schema

is as follows. The illustrative domai n ww. donai hnane. conm frontpage.|pg is

transf or med i@ 1XXKX Y YnZgLZ. Nel {@%ﬁ%%gﬁ,mﬂé@geﬁr%%gft}%gg%&ﬁ%ﬂo"n@l

15 where: xxxx = serfial nunber fie ower 72777 =

(o Level DI Liel d-20gs, ok hor Lot ion, (.0 . JLnger pripl) (el 2

I'f additional levels . i erarchy are used, /
0 L0 AR R A et O ety MR It Rl 00l o
Tekeradtip s NERE: SRty TR R R
This second transformation serves to protect against serving
stale and out-of-date content from the ghost servers.
Preferably, these two transformations are performed off-line and
10 therefore do not pose potential performance bottlenecks.
Generalizing, the preferred URL schema is as follows. The
illustrative domain www.domainname.com/frontpage.jpg is
transformed into:
XXXX.Yy.zzzz.net/aaaa/www.domainname.com/frontpage. jpg,
15 where:

XXXX = serial number field

vy = lower level DNS field

zzzz = top level DNS field
aaaa = other information (e.g., fingerprint) field.
20 If additional levels of the DNS hierarchy are used, then

there may be additional lower level DNS fields, e.g.,
XXXX.Y1Y1.Y2Y2 zZz.net/aaaa/.

Step 2: After receiving the initial page from the Content
Provider site, the browser needs to load the embedded URLs to

25 display the page. The first step in doing this is to contact



22 the DNS server on the user's machine (or at the user's ISP) to resolve
the altered hostnane, in this case: ghostl467. ghosting. akanmai.com As w ||

be seen, tREy@heAsd hosting architecture of the present inyeptédNsos:
mani pul ates the 5 DNS system so that the name is resolved to one of the

ghosts that is near the client and is likely to have the page already. To
appreciate how this is done, the foll ow ng describes the progress of the

DNS query ttaé meas darveirabadehy tdercd inithinSt @Pr3at AShdN@HOUsl¥p) o
described, preferably there are two 10 types of DNS servers in the °

inventive syst&mne o la@¥ekeandost Ond eviel thibBe Lop. | evel DNS servers 38
for ghosting.comhave a special function that is different fromregular

DNS serversg$&§%n46%H§ﬂ%s@&u?h§k§£ﬁ@FEBHﬁinAsTQ§1§OBe|§¥§l NS SAOKE1S 38

include appropriate control routines that are used to determne ere in

15 the nEt“Qégtfhdﬁgﬁbﬂf%ﬁkgﬁﬁéegf @Hgnégg%gg%ogﬂg%ggioﬁrm%ﬁgﬁﬁ}ékgﬁﬁﬁhe

akamai .com (i.e.,” a | ow |l evel DNS) server I's cl ose- e the

d i n, i : f_top- | |. DN 38
com dored n Blg%gsyét[e}%g@oprtﬁggrégéyn%}geaﬁas r}%@%%feg too e oefveche, @gﬁggrvers

spread thro _ net wor k tol"erance. us,” a di _8p | eve
o o BPfLeots.t 15,20, UEEL 484 S0t 8 el e e v g
(01 =, 9L ven cqlisded ablggt) wher eas Lhe owsLeyel, DS, SeLeL A0t D
col l ection fron1m@§gﬁf%gg ngecﬁeistﬁ&&y%ggyiiﬁgyggédyg)0?{04458
PCT/ US99/ 15851955 query y the client.
Step 3: As previously described, preferably there are two
10 types of DNS servers in the inventive system: top-level and
low-level. The top level DNS servers 38 for ghosting.com have a
special function that is different from regular DNS servers like
those of the .com domain. The top level DNS servers 38 include
appropriate control routines that are used to determine where in
15 the network a user is located, and then to direct the user to a
akamai.com (i.e., a low level DNS) server 40 that is close-by.
Like the .com domain, akamai.com preferably has a number of top-
level DNS servers 38 spread throughout the network for fault
tolerance. Thus, a given top level DNS server 38 directs the
20 user to a region in the Internet (having a collection of hosting
servers 36 that may be used to satisfy the request for a given
embedded object) whereas the low level DNS server 40 (within the

identified region) identifies a particular hosting server within

that collection from which the object is actually served.



More generally, as noted above, the DNS process can contain several |evels
of ‘processing, each of which serves to better direct the client to a ghost

server. Theygh@sissserver nane can also have nore fields. Fafr/E3dARdse.
"al23.g.g. akamaitech.net” 5 may be used instead of "al23.ghost.akamai.com"”

If only one DNS |evel is used, a represenBative URL coul d be
"al23. akamai . com Al t hough ot her techni ques may be used, the user's

| ocation in the netawogdnaqrafiarahlsy nbsedestead el onki pgoaéss hesd Rordddress
of the client machi ne making the request. In the 10 present exanple, the

DNS server iseveuahi Dgvels tdre prackisBengf &hen dsemical thevgh thissde ot a
requirement. |If the user is using an ISP DNS server, for exanple, the

routi nes nakertbhe @ﬁélﬁﬁﬁédﬁ1tdiﬁabhbbg HUSEfed S | @%@tggoggaéeﬁééktﬂgﬁe can
Internet sense) this server. Alternatively, the user”s location or IP

address coukdsolBabe hhFectilan@ncoded Lpigthe w.gguest %.Sgg%méﬁécma. QP
f an’| P addr

| evel DNS. To determ ne the physical |ocation o ess I n the

netWDrk75prﬁg§r39|¥seér¥%§ﬂ§%d eveh . Sesver, il d oﬁ.net¥Pr$ElJny%et%ﬁ% i's
oca us, when a

then used to identify the relevant i on. or “exanpl e,
e ConeErbl 1, B 2her o PR B0 LA UL O L0 o 5
L reguest o ang, iSte (S0 BLER NG LSRROINE Hasecon el sddiess o,
the 913 840 ohe BOBlor el tautiie, Lover, Lovel, O, and akanmtech 25
PCT/U899/15gg%rg§S of the client machine making the request. 1In the
10 present example, tﬂe DNS server is running on the machine of the
user, although this is not a requirement. If the user is using
an ISP DNS server, for example, the routines make the assumption
that the user is located near (in the Internet sense) this
server. Alternatively, the user's location or IP address could
15 Dbe directly encoded into the request sent to the top level DNS.
To determine the physical location of an IP address in the
network, preferably, the top level DNS server builds a network
map that is then used to identify the relevant location.
Thus, for example, when a request comes in to a top level
20 DNS for a resolution for al234.g.akamaitech.net, the top level
DNS looks at the return address of the requester and then
formulates the response based on that address according to a
network map. In this example, the al234 is a serial number, the

g is a field that refers to the lower level DNS, and akamaitech

25 refers to the top level DNS. The network map preferably



contains a list of all Internet Protocol (I1P) blocks and, for each IP

bl ock, the map determ nes where to direct the request. The map preferably
i's updated Gebodg! |y based on network conditions and trapgirgsodmsédit er
determ ning where in the network the request originated, the top | evel DNS
server redirects the DNS request to a |ow4 evel DNS server close to the
user in the network. The ability to redirect requests is a standard
feature in thetBNSs sysiemofl mladddinteonetthistsedi rEcti encean beddong in
such a way 10 that if the local |low | evel DNS server is down, there is a

backup servesachhab bsoeontacd ethp Beetenabty,widre TH ditrere EQelté§Qe§€anp
on these top level DNS redirections for the ghosting.comdomain is set to

be long. Thing akbopse NS wAChin@pabtthecssern s ONSsekvers apd)ofk the 15
| SP"s DNS servers to prevent the top | evel DNS servers from being

overloaded dondlibeoddLaf@rt ghastd ng. akanmai . comin the DNS server at the
user's machine or ISP has expired, then a top |level server is contacted,

and a new redi regtion hocanlonals Lavc.! eyel,oNostigg. akaml,gom NS ser ver

is returned with a new TTL 20 stanp I't e sy em does not

cause a substantLolly Lat aes, nuther gt Lon,level, NSl ookups,han,uhat 1

done in the current centrali hosti n I Ons
t he vast

iy SR A LS00 A it
local DNS S%r%l ht 8 ?éé%?gé@/géageg gegsghogéég] %F%eature In the DNS
system. In addition, this redirection can be done in such a way
10 that if the local low level DNS server is down, there is a
backup server that is contacted.
Preferably, the TTL (time to live) stamp on these top level
DNS redirections for the ghosting.com domain is set to be long.
This allows DNS caching at the user’s DNS servers and/or the
15 ISP’s DNS servers to prevent the top level DNS servers from
being overloaded. If the TTL for ghosting.akamai.com in the DNS
server at the user’s machine or ISP has expired, then a top
level server is contacted, and a new redirection to a local low
level ghosting.akamai.com DNS server is returned with a new TTL
20 stamp. It should be noted the system does not cause a
substantially larger number of top level DNS lookups than what
is done in the current centralized hosting solutions. This is

because the TTL of the top level redirections are set to be high

and, thus, the vast majority of users are directed by their



server. Mreover, fault tolerance for the top |l evel DNS servers is

provi ded automatically by DNS simlarly to what is done for the 5 popular
com domai nywd@whisst ol erance for the low level DNS servers pegfigbaf¥oy is
provi ded by returning a list of possible |owlevel DNS servers instead of
just a single server. If one of the |owdsevel DNS servers is down, the
user will still be able to contact one on the list that is up and running.

10 Fault talw®jancescadral §ox be handled V&@waﬂbvém/ Hds@WngCaRLAQ! cd®chiani sm
wherein the client is redirected to a V | evel in aregion that 1s

known to hamxgvewfficient capacity to serve the object. This alternate
approach is very useful in scenarios where there is a | arge anount of

demand froma 1§.$peGhi CrLe0i Q1S Wgenfwe{ 'éo el%%%dpﬁépé‘&f&é’ﬁfga

region. In general, fhe clients are directe egions in a wa

Nl zes e, auenakl. bat ency xpgy gaced: b 1\;} S RioLEchob 1 Shs ey

constrai nt that Nno regi on pecomnes over | nimzing over al

subj ect ¢ to %laegl led&%§a0|t ‘HnSES?bg%??%g?ﬂé feriblytl Yﬁfg&ﬁgyed

usi ng a m A~ Cost I conmmudi i i nt the

user has the addr ess cl.ose-b n on1DNS server 38. The user S

| ocal DNS §¥ﬁﬂﬁ§%s ?3 ?%l¥rﬁ§<ﬂr § E m??%%ﬁﬂlﬁﬁwg éF@ei P Siple )

requests a ran on for the na host | 467. ghosti ng. akamai . com The
Bt 39%% “Bng"

WO 00/ 0445 FU8 OBAT TS |TGCAPAENGTE sePYerd iS5 9SpSREVEFe b one
returning Eﬂetkg ngress of

evel DNS servers 1is down, the user will still be
able to contact one on the list that is up and running.

10 Fault tolerance can also be handled via an “overflow
control” mechanism wherein the client is redirected to a low-
level DNS in a region that is known to have sufficient capacity
to serve the object. This alternate approach is very useful in
scenarios where there is a larée amount of demand from a

15 specific region or when there is reduced capacity in a region.
In general, the clients are directed to regions in a way that
minimizes the overall latency experienced by clients subject to
the constraint that no region becomes overloaded. Minimizing
overall latency subject to the regional capacity constraints

20 preferably is achieved using a min-cost multicommodity flow
algorithm.

Step 4: At this point, the user has the address of a
close-by ghosting.com DNS server 38. The user’s local DNS server
contacts the close-by low level DNS server 40 and requests a

25 translation for the name ghostl467.ghosting.akamai.com. The



one of the ghost servers 36 on the network that is close to the wuser, not
over | oaded, and nost likely to already have the required data. 5 The basic

mechani sm f\@ oﬁﬁﬂﬁﬁng the virtual ghost nanes to real ghospsri§9ohiassii ng.
One preferred technique is so-called consistent hashing, as described in

U S. Serial No. 09/042,228, filed March B3 1998, and in U S. Serial No.
09/ 088, 825, filed June 2, 1998, each titled Method And Apparatus For

Di stributingctQ1Respest svANDNg A Bowkabi byr&F RESQUNIGES chandponed by Jéhe
Massachusetts Institute of Technol ogy, which applicati'ons are 1 ncorporated

herein by refer eficehe Conss stontvdiashel UACELONS.+BKE thRe SYSEESLL ahust

under machine failures and crashes. It also allows the systemto grow

|
graceful ly, \ctNoHbtchangi Sihdkb WgﬁrﬁogPsiik%ﬁﬂﬁx9Eﬁ1%%8?tEgv g, t hout

|1
perfect informati on about the system According to the rnvention, the
virtual ghost hanes sbe hashed into real ghost addresses using a table
| ookup, where the table is continually updated based on network conditions

and 20 teaffic i u tq.insure | oad. bal ancing . and fault tolerance.
Preferabe, ata P% % s?%?%%ﬂ?ﬁgﬁﬁlggrc?%%?%ﬁﬁféhe Y %5Hagegﬁaftdﬁﬂ%%?ﬁxﬁor
exanpl e, serjal n r 1 resqglves t ghost 2 and 5, serial nunber 2

resol ves toréﬁés gggge%?zﬁaéﬁﬁ? 'er8§er8§% %¥£?4u}%ﬁ§9§9§62}§,ﬁ?"%ﬁﬁﬂ%ﬂ)

forth. The goal .is to 25 define the resolutjons so that no ghost exceeds
| Ts Capact (3 R TE Do G Pafl SS6F 18081 5. Sndtire N6t abS Hitbettof

al | hosts i all resol ions is
9 #1184 MLESR M T O d S L4 in Uls. serial No. 09/088,825, filed

June 2, 1998, each titled Method And Apparatus For Distributing

10 Requests Among A Plurality Of Resources, and owned by the
Massachusetts Institute of Technology, which applications are
incorporated herein by reference. Consistent hash functions
make the system robust under machine failures and crashes. It
also allows the system to grow gracefully, without changing

15 where most items are located and without perfect information
about the system.

According to the invention, the virtual ghost names may be
hashed into real ghost addresses using a table lookup, where the
table is continually updated based on network conditions and

20 traffic in such a way to insure load balancing and fault
tolerance. Preferably, a table of resolutions is created for
each serial number. For example, serial number 1 resolves to
ghost 2 and 5, serial number 2 resolves to ghost 3, serial
number 3 resolves to ghosts 2,3,4, and so forth. The goal is to

25 define the resolutions so that no ghost exceeds its capacity and



mnimzed. This is done to assure that the system can take maxi nal

advant age of the available nenory at each region. This is a mgjor

advant age Qy&hokaksti ng | oad bal ancing schemes that 5 tend g@r/6a6/i8s1
everyt hing everywhere or that only cache certain objects in certain

| ocations no matter what the loads are. IrR7 general, it is desirable to
make assignnents so that resolutions tend to stay consistent over time
provi ded t hdthathehkoadsaomumiter elfange 4hOsHEICIN id11a rshentitperkods of tinme.
Thi s mechanism 10 preferably al so takes into account how cl ose the ghost
he usemindndzbaw heayily dorded tBeugbostat s /3@ HDPRAL s DOt € t hat
the sanme virtual ghost preferably is translated to different real ghost

addresses aceaidhlgatiPambese dMendsaial $apl OCAlRA-J Nt Re Retwpt k. Fof ;g

to t

exanpl e,

assunme that ghost server 15 18.98.0.17 is located in"the United

States and tihat aaﬁék S@T ¥ agel 3288428145 | onated A2 LS Qéhemégw'%\ﬁ%t

request for

resolve st o tBa98o0cine Wtd.g, hBANeSL ARLAL AL NG d DuTel <Auhy Wil o

resolve to 132.68.1.28. 20 The

ghost [ 487. ghosti'ng. akamai . com ori gi hati ng 1 n~Boston

oW | eve servers nonrtor e varil ous

ghost ser verghkpst akecLALa pacount hiehr Joads, ia'yte HEAISLAL! NG, Vi Tl ual

ghost

t hat

runs o

embodi nent ,

for

10

15

20

25

nanes i'nto rea

ses. hi's I'S ha a’so ut i

host s. I I | DNS - .
chlepaoste andon e Lo eel IS, Severs D 918 s,

region so t t hey_can conpute 00/ 04458 PCT/ US99/ 15951 28 resol ution
each se?%%ﬁ ﬁﬁ ety %ﬁéjat6@¥?%

NﬁFfB%m%oRﬁﬁH%Qﬁf that the loads do not

change too much in a short period of time. This mechanism
preferably also takes into account how close the ghost is to the
user, and how heavily loaded the ghost is at the moment.

Note that the same virtual ghost preferably is translated
to different real ghost addresses according to where the user is
located in the network. For example, assume that ghost server
18.98.0.17 is located in the United States and that ghost server
132.68.1.28 is located in Israel. A DNS request for
ghostl487.ghosting.akamai.com originating in Boston will resolve
to 18.98.0.17, while a request originating in Tel-Aviv will
resolve to 132.68.1.28.

The low-level DNS servers monitor the various ghost servers
to take into account their loads while translating virtual ghost
names into real addresses. This is handled by a software
routine that runs on the ghosts and on the low level DNS
servers. In one embodiment, the load information is circulated

among the servers in a region so that they can compute

is

S



resol utions works as follows. The server first conputes the projected |oad
(based on nunber of user requests) for each serial nunber. The serial
nunber s arawbgﬁﬂmggocessed in 5 increasing order of |oad. Fpgrpaphsesrial
nunber, a random priority list of desired servers is assigned using a
consi stent hashing nethod. Each serial numper is then resolved to the

smal lest initial segnent of servers fromthe priority list so that no
server beconesscMefileadedr EQEhexaM € ndrbet-he @ﬁécﬁiéékfg%ﬂ i£3t E@hpfting
serial number is 2,5,3,1,6, then an attenpt is nade irst totry to map
the | oad forrddiesaidnal wovrbBerst oo 0NASE, 2rhel Gl his QN@54Q§Q§HQQQS£hg’ then

c

the load is assigned to both ghosts 2 and S. If this produ too much

| oad on either ddhasaqsenyeLs., lcoad_.}s ' d ts 2,3,

and 5, 15 a2§(§%£?brth. Thg proje%%ed Sggognage£e$v réggﬁ gégcgggﬁted by

| ooki ng at resaql uti.ons t [ \% nd by _._adding the

anount of |§%%”fﬁa%”#%e i ke gét% ﬁgkgéﬂF%?ggtﬁg% &%g? er- Fgﬁgtﬁgt seria

nunber. TEhi s, r.aducin esal utions is_nost_ effective en used
E 1&%%%%% n%fogdgg &E Poad! (gor eac% ﬁ%ﬁ%%fgyggFggiﬁ L2R9PH8 | t

in an iterative shi“on, erein the assign

state, wher Ver. rial .nunber is mapped.to _ever host. By refining the
resol ution ﬁﬁﬁcgﬁé c%ﬁ Fnaftée?%ﬁféwﬁﬁﬁ%%%§ ﬁ?oé%ﬁtﬁ%%éaqﬁ%qgoééCOP§155?g%ced

usi ng the m.ni num amount of replicatian (thereb maxi nmal |y conserving the
avail abl e met SrymignmetlESSi'ongjé1 W%llagﬁié‘fgg@éﬂ S9R 5G5P Ve FReEHTL for
t hese | ow | evel translations is set to be short to allow a quick

response wheit Foadits gePRttePoservers from the priority Iist so

that no server becomes overloaded. For example, if the priority

10 list for a serial number is 2,5,3,1,6, then an attempt is made
first to try to map the load for the serial number to ghost 2.
If this overloads ghost 2, then the load is assigned to both
ghosts 2 and 5. If this produced too much load on either of
those servers, then the load is assigned to ghosts 2,3, and 5,

15 and so forth. The projected load on a server can be computed by
looking at all resolutions that contain that server and by
adding the amount of load that is likely to be sent to that
server from that serial number. This method of producing
resolutions is most effective when used in an iterative fashion,

20 wherein the assignments starts in a default state, where every
serial number is mapped to every ghost. By refining the
resolution table according to the previous procedure, the load
is balanced using the minimum amount of replication (thereby

maximally conserving the available memory in a region).



one of the ghosts. The TTL is a paraneter that can be nmanipul ated by the
systemto insure a bal ance between tinely 5 response to high | oad on ghosts
and the | oagdqoippeased on the Tow |evel DNS servers. Note, hpwpy§ioisdshat
even if the %TL for the lowlevel DNS translation is set to 1-2 m nutes,
only a few of the users actually have to2do a |ow | evel DNS | ookup. Most
users wll see a DNS translation that is cached on their machine 10 or at

their |SP. Thus, ThOSITUSESS tgesdi 166t LyvdT wNg heianshaeabns DNS sar e pko the
cl ose-by ghost that has the data they want. Those users that actually do a

| ow | evel DiBok@okéipalame 8 vekY rs8Bbhsaddad, IRLeRCY cahovevest dies @t ency
is small conpared to the advantage of retrieving nost of the data from

close by. 1Bnlsopotied ghave,. faybtTéol £f ance fofdhe hgw Leyel, DNS servers
is provided by having the top |evel DNS return a list of possible |ow

level DNS Sﬁéﬁggﬁléf&ﬁ%ﬂt@lfe 3yt gl € SEMEre c?a%%g%%ée E%?w@éazﬁgéi%e'%yicts

system caches this list (part Oof the standar syste con

one of the oblsb,seruerx an 1 8dd B bhsled faddie Ll fishalgql s dlown for js0me

reason. The | ow eve servers e use of a stand eat ure

provide an gxbea heyeledledaul fiotol eRANCE I Or e GRSt Seryers: - ihep a

nane is translate instead of re Urnlng a ‘single nane; "a sis
LR E S T LS TR R SR A
Sﬁig:gbgg ?ﬁégr%g%fglgétégyiyc gggttgrgggsrlg%lfev%qn%%gtlogggbfﬁ &Jg% ot her
users will see a DNS translation that is cached on their machine
10 or at their ISP. Thus, most users go directly from their local
DNS server to the close-by ghost that has the data they want.
Those users that actually do a low level DNS lookup have a very
small added latency, however this latency is small compared to
the advantage of retrieving most of the data from close by.
15 As noted above, fault tolerance for the low level DNS
servers 1s provided by having the top level DNS return a list of
possible low level DNS servers instead of a single server
address. The user’s DNS system caches this list (part of the
standard DNS system), and contacts one of the other servers on
20  the list if the first one is down for some reason. The low
level DNS servers make use of a standard feature of DNS to
provide an extra level of fault tolerance for the ghost servers.
When a name is translated, instead of returning a single name, a

list of names is returned. If for some reason the primary fault

25 tolerance method for the ghosts (known as the Buddy system,



Step 5: The browser then nakes a request for an object naned
al23. ghosting. akamai .coni.../ww. provi der.com TECH 5

i mages/ spagey iffays 9i f fromthe close-by ghost. Note that the,ysgnssef the
original server (ww.provider.con) preferably is included as part of the

URL. The software running on the ghost pag§ses the page nane into the
original host nane and the real page nane. If a copy of the file is

al ready st ofggeon 4 f&%s%@igﬁestael&lﬂﬁnfatﬂl%,d%@_ L$iLgt %f&%ér‘%‘iﬁa%hz\,’%c“bm

however, no copy of the data on the ghost exists, a copy Is retrieve

the originab,Sesyah Ol AR BRESGNOST SRS MG, Note that the ghost knows who
the original server was because the nane was encoded into the URL that was

passed to the ghasly fomihbep19, bowsgl, (hee 2 comy.liasheen Letrieved it

is returned to the" user, pre y it is a store ghost for

answering f r-egu : ddi ti onal ,safequard, it mm preferable
to check t*%ﬁg{nﬁgﬁﬁégig?gll dgga oS8 v BEs F%%+@eﬁwﬁ%?4ééﬁﬁée done 20

by examcming the | P address of .the client before responding to the request
f or thef%iI%baﬁﬁﬁd§9§§eu§ PﬁV'?h£tﬁ%”?a Eggéeﬁﬂ§ngh$%ﬁ§(ﬂ &t L82PNS & er ver
is far away frong;Q% client. In such a case, the ghost server can redirect
the user to '&A"clOse E%@F&@Fna#o?eE%FQUEWW%PrQVF?EﬁiC%HH&€§§eFﬁgﬂyiéslikely
to be resolvggh%P 5 a server that is closer to the client). If the
redirect is™® 360PO%458T 31 PCRIUSOG P E5 5T LR F& LRSI O, thReANPST nust

be tagged to prevent further redirections fromtaking place. In the
preferred e%%é%ﬁ%ﬁ%ﬂ? rage name into the original host name and the real

page name. If a copy of the file is already stored on the

10 ghost, then the data is returned immediately. If, however, no
copy of the data on the ghost exists, a copy is retrieved from
the original server or another ghost server. Note that the
ghost knows who the original server was because the name was
encoded into the URL that was passed to the ghost from the

15 browser. Once a copy has been retrieved it is returned to the
user, and preferably it is also stored on the ghost for
answering future requests.

As an additional safeguard, it may be preferable to check

that the user is indeed close to the server. This can be done

20 Dby examining the IP address of the client before responding to
the request for the file. This is useful in the rare case when
the client’s DNS server is far away from the client. 1In such a
case, the ghost server can redirect the user to a closer server
(or to another virtual address that is likely to be resolved to

25 a server that is closer to the client). If the redirect is to a



redirection would only be done for |arge objects; thus, a check my be
made before applying a redirection to be sure that the 5 object being
request ed exsgisfsssd certain overall size. Performance for gcqigosiewsl oads
can al so be i1 nproved by dynam cally changing the server to which a client
is connected based on changing network conditions. This is especially

hel pful for audi o and vi deo downl oads (where the connections can 10 be | ong

and where qualdth¥1i seesoeci @ldry lltm%ttaB&)taétfteosw preFSRS, rhpe yser can be
directed to an alternate server in md- stream The control structurée for

red'reCt'ngIkQﬁr@EtgaﬁscﬁﬂmeaE¥d§ a5 Lo tfﬁt Z%EggggeébgMgbd£ﬁéc#t can

al so include software that is placed in the c rowser

pl ayer. 15 Ther:sabtuay e, il Lars Hhe Becf or aﬁ%eofobtj@%tc" s S £onnegt i on

and perhaps the status e network as we déermed”’

Cystom di r ot ?C‘Dh"“aﬁé‘”bt’ietw"arp%‘i&q ' C“a”ro’fe” e ”?Lrltﬁe%%%ﬁ

system direct I en rver i on.
20 Faultctol rance, for t he st rOV|ded a budd sten1 wher e
each ghodt ﬁ’g@ agd8§|n%at e‘H‘(’]E‘bSQCae yeXHS F‘S tfc%rt%lﬁbétvegé its buddy
takes over its %and | P dﬁ?S %% service |s not |nterrupted

Another feature Ema%?%t i~$Th PwPh%a S8t PGoBPROYE R to sit
idle waiting 25 for ilure. Instead, all of the machi nes are al ways

acti ve, %@P@M%@ NEGHE §STVERIMEHA FaiclarBthappesriedivs | oad

IS taken over by the buddy and then bal anced by the | ow | evel DNS system
to the ot herased on changing network conditions.” This is especially

helpful for audio and video downloads (where the connections can

10 be long and where quality is especially important). In such
cases, the user can be directed to an alternate server in mid-
stream. The control structure for redirecting the client can be
similar to that described above, but it can also include
software that is placed in the client’s browser or media player.

15 The software monitors the performance of the client’s connection
and perhaps the status of the network as well. If it is deemed
that the client’s connection can be improved by changing the
server, then the system directs the client to a new server for
the rest of the connection.

20 Fault tolerance for the ghosts is provided by a buddy
system, where each ghost has a designated buddy ghost. 1If a
ghost goes down, its buddy takes over its work (and IP addrees)
so that service is not interrupted. Another feature of the
system is that the buddy ghost does not have to sit idle waiting

25 for a failure. Instead, all of the machines are always active,



active ghosts. An additional feature of the buddy systemis that fault
tolerance is provided wthout having to wait for long 5 tineout periods.

As yet anotfigposaiety feature of the global hosting systempc@ydhbdig
mechani sm can %e used to keep the overall traffic for certain objects

within specified limts. One enbodi ment ofssthe gating mechani smworks as
foll ows. When the nunber of requests 10 for an object exceeds a certain

specified thmneshakd, at henihe hagpene! €RE Bb&LLid . NQL 3§EY¥e ! he, ol
This can be very wuseful if the object is very large. Instead, the clieéent

can be serwed ahBHCHa SaBddEhyORhect of hatvasksyd @%;s‘%'e'%ne% lERerc?E&lerf‘ later.

O, the client can be redirected. Another nethod of 15 inplenenting a gate

is to providectihe ghbend. WAD itk " redNdte ald QUE Eggo&" %]ggléeﬁﬁo receive

S
the object at a prespecified future tine. In this nmet t g ost” server

needs to chegl: thertipe on the iti gket ;befar vi;ng.the. gbj ect.  Th
i nventive globgl hosti ng schenelisgg mé@g §P~5ﬁ§§aﬁggékﬁsﬁg %?lt for’%ong
congl onegat g ,@f,.regipnals | SPs to leverage their network infrastructure to

generate hosting revenue, and to save on network bandw dth. An | SP

fferi the i t] I tin schene n give content K providers
?hee;L??ityetLnéggt#?ﬁd%ggg%ghggﬁﬁkygf?%%??ed?ggﬁefﬁéﬁP?ﬂeh8FB§§§§%ﬁﬁiﬁ OB
the 1SPs 25 t k, t . i fast ;and reliable access. Guaranteed we
WD 00/ 04458 2T CRSTTSHEE 5 201 P8 PaFt of el 1% PUereat Fot iy ToF

- i I |, hosting. allows for the creation of a
web- based b%%&@%%%’og%gktéyé¥%%ln spec19ied limits. One embodiment of the

service that
gating mechanism works as follows. When the number of requests
10 for an object exceeds a certain specified threshold, then the
server can elect to not serve the object. This can be very
useful if the object is very large. Instead, the client can be
served a much smaller object that asks the client to return
later. Or, the client can be redirected. Another method of
15 implementing a gate is to provide the client with a “ticket”
that allows the client to receive the object at a prespecified
future time. 1In this method, the ghost server needs to check
the time on the ticket before serving the object.
The inventive global hosting scheme is a way for global
20 ISPs or conglomerates of regional ISPs to leverage their network
infrastructure to generate hosting revenue, and to save on
network bandwidth. An ISP offering the inventive global hosting
scheme can give content providers the ability to distribute

content to their users from the closest point on the ISPs

25 network, thus ensuring fast and reliable access. Guaranteed web



satisfies this need. d obal hosting according to the present invention also
5 allows an ISP to control how and where content traverses its network.
A obal hosty,ggosfkyers can be set up at the edges of the |gPrpsoatyRrk (at
t he many netmork exchange and access points, for exanple). This enables
the ISP to serve content for sites that ifz3 hosts directly into the network
exchange points 10 and access poi nts. Expensive backbone |inks no | onger

have to carditer edurdanints af § ic friomt hgy Qﬁ%%b-@fa%\é'ddgﬁs§n§é§e the
net wor k exchange and access points. |nstead he content iIs serve irectly

out of the Ig3Ba1nebueiks LIREING HALHADLECNBLIGIK [ esoysces. for ot her

traffic. 15 Al though gl obal hosting reduces networ tra Is also a

met hod by m@kgqsghggakhi§ﬂ§%gﬁy capture a piece of the rapldly expandi ng
hosting market, whi Is currently estimated at over a billion dollars a

year. The gIobaIGﬁggg%ngogggﬁgl(g&o§h§%gpgov%ggﬁnggperouavggg%g€¥én%$?82 to

Content Providers ticul ;an glen o eust V!
sol utiongto j ve_t e.of their Wb sites t onestically
and |nternat|gﬁgg Sn ?ﬁp |ﬁ$¥h1¥§ehﬁgs?Pﬁg ROFT e S8hs GF BESEDRT et
Providers with fa t ble Internet access b prOV|d|ng a neans to
distribute 25 ¢8Afent ?%a{ eké?%%&?ﬁ’ﬁé?sc?rﬁok?ﬁt HPogtstlposiicdrPlan

: t k. In addition to other benefits
ggscflxgho?% ig 5%?@#%%@%%5%n:t i mggymgétwork exchange and access

points, for example). This enables the ISP to serve content for
sites that it hosts directly into the network exchange points

10 and access points. Expensive backbone links no longer have to
carry redundant traffic from the content provider’s site to the
network exchange and access points. Instead, the content is
served directly out of the ISP’s network, freeing valuable
network resources for other traffic.

15 Although global hosting reduces network traffic, it is also
a method by which global ISPs may capture a piece of the rapidly
expanding hosting market, which is currently estimated at over a
billion dollars a year.

The global hosting solution also provides numerous

20 advantages to Content Providers, and, in particular, an
efficient and cost-effective solution to improve the performance
of their Web sites both domestically and internationally. The
inventive hosting software ensures Content Providers with fast
and reliable Internet access by providing a means to distribute

25 content to their subscribers from the closest point on an ISP’s



bel ow, the global hosting solution also provides the inportant benefit of
reduci ng network traffic. Once inexpensive global hosting servers are

install ed g} opoddse Periphery of an ISP's network (i.e., atpdfigsddnss:
net wor k excﬂange and access points), content is served directly into

net wor k exchange and access points. As a ngsult of this efficient
distribution of content directly froman ISP's network, the present

invention subkstapkial ty ddmiraves c¥ebrsét eveddr ey fQIIBACES | R £OU rRSL 40
current content distribution systens, the inventive global hosting solution

does not regeilbR, eXOENSINLE m@%k@aaesbiﬁk§oﬁca1§%’5%0%%Qe9d@géa£é§gg€aatfr°"1

the Content Provider's Wb site to the network exchange an S

poi nts. 15 Aecsupmaryr of il r3peeiliberadyaptages afforded by the inventive
gl obal hosting schene are set forth below 1. Decreased Operationa

Expenses for Conpgnl RroMidense ¢MBgL Céég?%#%“éé?ye%%igggsggﬁLgff% ﬁ&éﬁ?F

Providers to purchase servers at eac e that "ho elrrT co

W th a1 o ent PEPPETGURT 1o by e SR Bad T Tor, = OGREORE " pr GV are

with different Ps aro e Wor addit’ion, are

[ I bl i catl] th ont.ent and i ntaining servers
P Those r coabR2Rh e fd Mol RSRRETD: coGmeventrancal Slear &Y prhcrar i 1y

Ketpaliagt R o B R R R S
their singl%f§9g£ggts {g§¥ibution of content directly from an ISP’s
network, the present invention substantially improves Web site
10 performance. In contrast to current content distribution
systems, the inventive global hosting solution does not require
expensive backbone links to carry redundant traffic from the
Content Provider’s Web site to the network exchange and access
points.
15 A summary of the specific advantages afforded by the
inventive global hosting scheme are set forth below:
1. Decreased Operational Expenses for Content Providers:
Most competing solutions require Content Providgrs to
purchase servers at each Web site that hosts their content. As
20 a result, Content Providers often must negotiate separate
contracts with different ISPs around the world. In addition,
Content Providers are generally responsible for replicating the
content and maintaining servers in these remote locations.

With the present invention, ISPs are primarily responsible

25 for the majority of the aspects of the global hosting. Content



Content on this server is automatically replicated by software to the
f'ocations where it is being accessed. No intervention or planning is-
needed by 076494 der (or, for that matter, the 5 | SP). Cont@idoofPbsdyi ders
are offered 1nstant access to all of the servers on the gl obal network;
there is no need to choose where content3zshould be replicated or to
purchase additional servers in renote |ocations. 2. Intelligent and

Efficient DatgvRepld galdraRanl) Msit LHReliNGrSOLUL | 0ns requile sgggggnt

Providers to replicate their content on sérvers at a conmerci al sting

site or tocsfd N dheinisCeRt-epL O Ma%&@a%%”%e?if&%d 3K/ \égrﬁ%Ware

Nei t her approach is particularly efficient. | ormer ~ sItu on

content 1s 841 te lcaladnal \AoSLNO &4 9RALIOD 00, L0E. 1d N eck Land Lhus

it is far away from nost users tfer case, the entire conteRt of

3, VeD o1 e LEARRed S AchBoLe SR VAL ie Lough anly 2 smal | portion
Tokob 20 |t ChECORSREAL FOCRITTY 146 e han o Fow S1IH% SWhrch fans
ot he. addslt o AV CRgS Ert CCo i Brgy FABFS. LAt THREUS EREPoRI |
sites remai n_consistent apd current, which is a nontrivial task for even a
few sites. %%/%ﬁmtpégﬂﬂ%w%%l@@tew PR ERCPPFESEIt dddiéhrnan,

content is automatically replicated to the gl obal server network in an
intelligents%ﬁﬁfrs in remote locations.

2. Intelligent and Efficient Data Replication:

10 Most competing solutions require Content Providers to
replicate their content on servers at a commercial hosting site
or to mirror their content on geographically distant servers.
Neither approach is particularly efficient. 1In the former
situation, content is still located at a single location on the

15 Internet (and thus it is far away from most users). In the
latter case, the entire content of a Web site is copied to
remote servers, even though only a small portion of the content
may actually need to be located remotely. Even with inexpensive
memory, the excessive cost associated with such mirroring makes

20 it uneconomical to mirror to more than a few sites, which means
that most users will still be far away from a mirror site.
Mirroring also has the added disadvantage that Content Providers
must insure that all sites remain consistent and current, which

is a nontrivial task for even a few sites.



efficient fashion. Content is replicated in only those locations where it
i's needed. Moreover, when the content 5 changes, new copies preferably are

replicated pyhppBid cal ly throughout the network. 3. Autonsgd-guéeansant
Managenent :%ny exi sting solutions require active nmanagenent of content

distribution, content replication and | oadgbal ancing 10 between different
servers. |In particular, decisions about where content wll be hosted nust

be made manual | ywiend:ihe 58S n9tnch6p! i Catidig dat %uicémgéﬁgiﬁg/i na.
centralized push fashion. On the contrary, the i1 nvention features passive

management . rBepLheati on i %qra%ailns@rospﬁgéﬂevpoaa@qnp%' égggﬂ%nsto dhat 15

content preferably is only sent to where it 1s truly ne reover, the

process preferabky issiMliy au ;< Lh P es not.have to worry
about how and wher e cont ent istdr%ggfe?gatl%d‘ee%%dﬁaot% h8 SBhY ehtO%F ovi der. 4.

ni i ted, Gast ELfeciys. SaalabiLiLY:y 20,Cometing, sol utions are not

scalable to nore t roof si FeCORGi M i ons

based oncmr i typi cally _used.in connection wth at npst. three or

four sitaes. C%ﬁgggé%fg‘%r%&/ loessgalféifﬁﬁagﬁgl?ﬂee TR lé:ﬁﬁg\#s@%?m?‘l'ellpﬁal]clé‘[ |0/n8 thg
entire site, the cost aof replicating conputing resources at all WO O 445

PCT/ US99/ 15551°5% o%%d%éej r%ﬁ%d"otr e conpl exity of supporting the widely

i sof t war ackages that Content Providers use on their servers.
varying g.p Xuégmatlc Content Management:

Many existing solutions require active management of
content distribution, content replication and load balancing

10 between different servers. 1In particular, decisions about where
content will be hosted must be made manually, and the process of
replicating data is handled in a centralized push fashion. On
the contrary, the invention features passive management.
Replication is done in a demand-based pull fashion so that

15 content preferably is only sent to where it is truly needed.
Moreover, the process preferably is fully automated; the ISP
does not have to worry about how and where content is replicated
and/or the content provider.

4. Unlimited, Cost Effective Scalability:

20 Competing solutions are not scalable to more than a small
number of sites. For example, solutions based on mirroring are
typically used in connection with at most three or four sites.
The barriers to scaling include the expense of replicating the

entire site, the cost of replicating computing resources at all



The uni que system architecture of the present invention is scaleable to
hundreds, thousands or even mllions of nodes. 5 Servers in the hosting
network ca § tion or crash and the system s overall fanGédoQEbsyis not
af fected. $%e gl obal hosting franmework nakes efficient use of resources;
servers and client software do not need §9 be replicated at every node
because only the hosting server runs at each node. In addition, the gl obal

10 hosting aeaves disd desi gRAG1EQIfYNo O hRNdand $hapl eqbay dparg that is
not required to be highly fault torerant 5. Prgtectron 5§é.ns€ﬂr ash

Crowds: ConpeEtigrsPdHi0RS @8200tcRF OV %M@egﬁnﬁggt or?rﬂye% ser A%

protection fromunexpected flash crowds. Al thou mrroring rel at ed

| oad- bal anci ng Sehdiliango SLLAv, AN AN Provifer o, Lo.dl Strrre%%te | 9gd

across a collection of servers, the aggregate capac e e ver §°nust
be suf i ci enta{oabiandlee ok gene@a?smg 3. Teans Mggﬁ%he : Naqge’ must
purchase and nmintain a [eve resources comrensu

h d G th hi ghl
vari abl 6 andchiesod b e '3@%2?3‘? ‘ %taratﬁfgr%ﬁi%%ggmaogoqaﬁv%i}ﬁgdira'9 ’
expensi ve agg ?% Iy ma efgu { resources The inventive hostin
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architectur o u
of fer Contept Provrder flash crowd i nsurance. That is, insurance that
t he networ kElwr PR RS 4§§f¢>€ﬁ?%99781579€5fe§8ur§ﬁﬁon%%?‘é@a’rﬁl yhedaptend and

rt unexpected her | oad on. the Provider's site. Because the ISP is
Z;g?gg;tings 6&?@€aneed to be replicated at every node because only

the hosting server runs at each node. 1In addition, the global
10 hosting server is designed to run on standard simple hardware
that is not required to be highly fault tolerant.
5. Protection against Flash Crowds:
Competing solutions do not provide the Content Provider
with protection from unexpected flash crowds. Although mirroring
15 and related load-balancing solutions do allow a Content Provider
to distribute load across a collection of servers, the aggregate
capacity of the servers must be sufficient to handle peak
demands. This means that the Provider must purchase and
maintain a level of resources commensurate with the anticipated
20 peak load instead of the true average load. Given the highly
variable and unpredictable nature of the Internet, such
solutions are expensive and highly wasteful of resources.
The inventive hosting architecture allows ISPs to utilize a
single network of hosting servers to offer Content Providers

25 flash crowd insurance. That is, insurance that the network will



t oget her on the sane gl obal network, resources are nore efficiently use
5 6. Substantial Bandw dth Savi ngs: Conpeting solutions do not afford
subst anti alybhanguégdt h  savings to I SPs or Content Provider sperhioongya; t he
use of mrroring, it is possible to save bandw dth over certain |inks
(i.e., between New York and Los Angel es). 3@ thout global 10 hosti ng,

however ,
| nt er net,

backbones.

Provi der s

incurred for nost content requests

nost requests for content wll still need to transit the
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20

' Ofo PPEFNHef Fretaaks -acdbssugh Ehe use of

mirroring, it is possible to save bandwidth over certain links
(i.e., between New York and Los Angeles). Without global
hosting, however, most requests for content will still need to
transit the Internet, thus incurring bandwidth costs. The
inventive hosting framework saves substantial backbone bandwidth
for ISPs that have their own backbones. Because content is
distributed throughout the network and can be placed next to
network exchange points, both ISPs and Content Providers
experience substantial savings because backbone charges are not
incurred for most content requests.

7. Instant Access to the Global Network:

Competing solutions require the Content Provider to choose
manually a small collection of sites at which content will be
hosted and/or replicated. Even if the ISP has numerous hosting
sites in widely varied locations, only those sites specifically

chosen (and paid for) will be used to host content for that

Content Provider.

ot

A1P5‘chosen (and paid for) will

t he



gl obal network, content is preferably constantly and dynamcally 5 noved
around the network. For exanple, if a Content Provider adds content that

will be of \,ghehfss to custoners located in Asia, the Contggfyayisder
will be assured that its content will be automatically noved to servers

that are also located in Asia. |In additige, the global hosting franmework
allows the content to 10 be noved very close to end users (even as close as

the user's buildhnghd rcddieraeasecat §hepEntiesfinse sBRLKEL) - o 8. t eI Aaed f or
G obal 1SPs and Congl oner ates: Most conpeting solutions are designed to be

purchased andvenanaged by, CantpentoPr ey dens 1 1Ny ok sWapm ar e alleady 15
consistently chall enged and consuned by the adm nistrative and operational

tasks of naragi ?go@aﬁimv@rs&b}fegerwfsi n\ﬁ@altﬂr\e%id@%isegnﬁc?@é@ﬂ% R&e
depl oyed by a global ISP, and it provides a new service that can be

offered to g@BEQDtngﬁﬁyﬁgeQ%nténtf?gtﬂféféﬁaﬁl cﬁﬁ%¥58§l§S?ﬁga%%%%gﬁﬁlly

mnimzes the operational and 20 nanager! requi rements” o

P i derg t I i e nt vider .to f.acus.on_its core business
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be automatically moved to servers that are also located in Asia.
In addition, the global hosting framework allows the content to
10 be moved very close to end users (even as close as the user’s
building in the case of the Enterprise market).
8. Designed for Global ISPs and Conglomerates:
Most competing solutions are designed to be purchased and
managed by Content Providers, many of whom are already
15 consistently challenged and consumed by the administrative and
operational tasks of managing a single server. The inventive
hosting scheme may be deployed by a global ISP, and it provides
a new service that can be offered to Content Providers. A
feature of the service is that it minimizes the operational and
20  managerial requirements of a Content Provider, thus allowing the
Content Provider to focus on its core business of creating
unique content.
9. Effective Control of Proprietary Databases and

Confidential Information:



| oses control over its proprietary and usually confidential 5 databases. To
remedy these problens, the global hosting solution of the present

invention eRgWoRfsihat Content Providers retain conplete cpatiQdy@yar
t heir databases. As described above, initial requests for content are

directed to the Content Provider's centraly Wb site, which then inplenents
effective and 10 control |l ed database access. Preferably, high-bandw dth,

static parts fomMapageomesiiest $oaueibatrtayed-d omdhe global hosting
network. 10. Conpatibility with Content Provider Software: Mny conpeting

sol utions regyilieaContients RFErders 04,15, Add k%@n@l%ggggfégoéﬁépﬂyéall

servers and dat abases. These particular, non-uniformrequilrene constrai n

the Content giBraMtdertss abidd ty La ppst ef f i vel . w._technal ogi es,
and Ry require expensive chané:esuto'atcx)n(?%#teE r%&#gg?gg %ﬁf%%%%ﬁ§¥i

o asLruct duae. Bogh il naidna Lhese bl oblam 4 g Lovent e, 20 ol gea

hosting architecture effectively ace ween vi der
and the §SPy and kL. do ke, any _assunptioqns about the systens or
servers used by ?%%Stbﬁﬁé2%%£g§ogpgg¥.pféh#%ﬁ%%&%ﬁ?,g?ﬁga%b%?% N%r ovi der' s
systens can r agde hanged or_conpl etely replaced w t hout nodifying
or 25 intersggFFgggtﬁg1ﬂﬁﬂgﬁffggga%gﬁ??£ngM%¥gﬁﬂﬁsoﬁﬁéﬁ4g%ntﬁﬂ7lﬁﬁﬂ%ﬂfﬁgﬁl
41 11. No &g%egfeégnc gwtl1 E%n?nic Cont ent, Personalized Advertising or
E- Conmer ce, "and No~ Sttt e caWent: MRy Tompetdatgrasesti ohs {euerbes nai ve

caching of %khve initial re i
, quests for content are directed to the Content
Provider’s central Web site, which then implements effective and
10 controlled database access. Preferably, high-bandwidth, static
parts for page requests are retrieved from the global hosting
network.
10. Compatibility with Content Provider Software:
Many competing solutions require Content Providers to
15 utilize a specific set of servers and databases. These
particular, non-uniform requirements constrain the Content
Provider’s ability to most effectively use new technologies, and
may require expensive changes to a Content Provider’s existing
infrastructure. By eliminating these problems, the inventive
20 global hosting architecture effectively interfaces between the
Content Provider and the ISP, and it does not make any
assumptions about the systems or servers used by the Content
Provider. Furthermore, the Content Provider’s systems can be
upgraded, changed or completely replaced without modifying or

25 interrupting the inventive architecture.



content) can interfere with dynam c content, personalized 5 advertising and
E-commerce and can serve the user with stale content. Wile other software

conpani es npted to partially elimnate these issupsr{§4ehdes3s
keepi ng conﬁpgmgﬁgﬁits for all cached copies), each of these solutions

causes a partial or conplete loss of funci{jonality (such as the ability to
10 personalize advertising). On the contrary, the gl obal hosting solution

does not interferg w i@ %B@E@éi&{b&fwi%“?%%m%“é&% nt,p%re?:%%'%:&zegd

advertising or E-comrerce, because each o ese tasks ‘preferably is

handl ed by the Lentialy §er¥ee fheidle %%%tﬁ%tst {gvé5§¥é 15 12. Designed for
Cc

the d obal Network: The gl obal hosting architecturée |slﬂTgth scal eabl e and

d- wi de t k., basis.. Th -d | bed
{us my be depl e, abpRebetL deat o pgrvark, bas! o, The above deser

functionality of each o onponent s tecture

referably is jnpl ed n_ .20 sof re _executable in a processor,
ganely, ag éﬁgggygﬁn?%ét?ﬁ% FhRsS of M%%WSW%EOE%DW?PEI(ﬁﬁﬁ?oﬁﬁ&&F%dresident

in the random access nmemgry of the conmputer. Until required by the
LgnputerF the set ﬁgﬁnﬁnggau%f??ﬂﬂﬁﬁﬁ%/ﬁﬁg S£Br 8 Y5 Hifotiser wdbhpatatke i
menory, for ex lLe, ih.a hard disk drive, or in a 25 renpovable nenory suc
as anyopticéF”ggg%‘(nglg9eﬁ?Qﬁﬁ %ﬂﬁ?%%feaC?EPB@P@ﬂdEB“P@FF@SQ?P@59%1 42 CD
ROM or flop di (for eventual use in a floppy disk drive), or '
downl oaded %ﬁéiPﬁiﬁwnFéﬁﬁé?aEﬁ otarsr 1ssHpat éPucheaaswdrdering counts on hits

for all cached copies), each of these solutions causes a partial
or complete loss of functionality (such as the ability to
10 personalize advertising). On the contrary, the global hosting
solution does not interfere with generation of dynamic content,
personalized advertising or E-commerce, because each of these
tasks preferably is handled by the central server of the Content
Provider.
15 12. Designed for the Global Network:
The global hosting architecture is highly scaleable and
thus may be deployed on a world-wide network basis.
The above-described functionality of each of the components
of the global hosting architecture preferably is implemented in
20 software executable in a processor, namely, as a set of
instructions or program code in a code module resident in the
random access memory of the computer. Until required by the
computer, the set of instructions may be stored in another
computer memory, for example, in a hard disk drive, or in a

25 removable memory such as an optical disk (for eventual use in a



I n addi tion, although the various nmethods described are 5 conveniently
inplemented in a general purpose conputer selectively activated or
reconfigur byosagf tware, one of ordinary skill in the artpiogded;1gdss0
recogni ze that such nethods nay be carried out in hardware, in firmare,

or in nore specialized apparatus construgbed to performthe required
nmethod 10 steps. Further, as used herein, a Wb "client" should be broadly

construed t @DTRAN) aby ELSEPIL @fisAr (€9APORERNt, S herLof; diy rgﬁ%ﬁ};%sﬁ ndirectly
connected or connectable in any known or |ater devel ope

conput er netwark) , SUehudm iRt eanehe L3 Jhed &mVeh," §§§1¥S€er5h°“'d

al so be broadly construed to nmean a conputer, conputer orn an
adjunct to acéqpputer or platform or any conponent thereof. O course, a
"client”™ should be broadly construed to nmean one who requests or gets the

file, and "servegp éédf{&jﬁn%h%XOﬂ@hpphnggéﬁﬁg§“¥t%ggﬁrgeféogggﬁkg%bthus

descri bed our invention aimas new an

peTI Useo! 16681 45 SELh) NETRHBEKEH o “SeTI TG b VBB 5AGE BB i ng a

'S dont i 11 405 ATORL SUGPAH BrvERCOHBRIGE G SCLEvBLeacH S 1 ude & UR.
Lgﬁérrgfngefngnbdl%L%%HJ.15h%%%dgrg xéﬂfgﬁhjx§%2¥35ngggtgggf s&gfngﬁgggg

may be carried out in hardware, in firmware, or in more
specialized apparatus constructed to perform the required method

10 steps.

Further, as used herein, a Web "client" should be broadly
construed to mean any computer or component thereof directly or
indirectly connected or connectable in any known or later-
developed manner to a computer network, such as the Internet.

15 The term Web "server" should also be broadly construed to mean a
computer, computer platform, an adjunct to a computer or
platform, or any component thereof. Of course, a "client"
should be breoadly construed to mean one who requests or gets the
file, and "server" is the entity which downloads the file.

20 Having thus described our invention, what we claim as new
and desire to secure by Letters Patent is set forth in the

following claims.



responsive to a request for the Wb page issued froma client machine,
serving the base docunent to the client machine froma content provider

site; and g the given enbedded objects to the cliepdrephRkdgag from
host i ng se5€%?§&¥§gntified by the virtual server hostnanes. 2. The net hod

as described in Caim1l wherein the hostifg servers are |located in a

conputer network near the client 15 machine. 3. The method as described in
G aim1l wherein the step of serving a gy enbedded object to the client
machi ne further includes the steps of: 20 redirecting the request firoma

first level domai n nang..fEHVEE éﬁSﬁEEF%Q@gFggéﬁéd%%gﬁhgi %g% SELYgL near

the client machine; and having t con I'n na server-resol ve

hosting servariiqfy A28 N8R AR ool ¥ gB o Gitaes gach ot °°
o o TSRS T L O DS et
t he enbedded gbj.ect.. 5 5. e, et hod as described in Caim4 wherein the
val ue ?3 d%ﬂ%}gfg&uﬁf 8n8ggiﬁﬁabﬂVEh SKFioPRELF 7T TheGilvER @i KEBFRAti on

selected froma of information consisting essential%y of . size data,

popul ar i ty TE" CPSEPPBR- daba BRicd comprising the steps o

responsive to a request for the Web page issued from a
client machine, serving the base document to the client machine
from a content provider site; and

10 serving the given embedded objects to the client machine

from hosting servers identified by the virtual server hostnames.

2. The method as described in Claim 1 wherein the hosting

servers are located in a computer network near the client

15 machine.

3. The method as described in Claim 1 wherein the step of
serving a given embedded object to the client machine further
includes the steps of:

20 redirecting the request from a first level domain name
server to a second level domain name server near the client
machine; and

having the second level domain name server resolve the
virtual server hostname to identify a given set of one or more

25 hosting servers for serving the embedded object.



10 object type data. 6. The nmethod as described in Claim1l wherein the

nmodi fied URL includes a fingerprint value generated by applying a given
function towbrbﬁm fibedded object. 15 7. The nethod as descri pegykdy6hsai m 6
wherein the value I's a nunber generated by hashing the enbedded object. 8.
The met hod as described in Caim21 whereinr4the markup 20 | anguage is HTM.
9. The nethod as described in Claim1 further including the step of
rewiting the nodified URLs as the content provider nodifies the Wb page.
25 WO 00/ 04458 PCT/ US99/ 15951 45 10. A nethod of serving a Wb page’

conprising a markup | anguagedase desupepidand @ Set 10{hepbedded abi gL,
each enbedded object identified by a URL, conprising the steps of:

prependi ng achestNBEBLhHO trha Rk Boea@uglq&mﬁ&%d% ed gs ggm ty SECS o

host name i ncl udi ng a val ue generated by applyi ng give iomto the

enbedded Obﬁ%ﬁktléﬂdténu&?%ﬁ@%%%ehooﬁ Leguest froma client browser
serving the web page. . The net%od as described in Caim10 wherein

the hostnanme value is generated by encoding given information, the given
information selected froma group of information consisting essentially

of : size data, DQPU'afﬁé>hé¥% %.a%rﬁggkggbed in Claim 4 wherein the wvalue

is generated by encoding given information, the given
information selected from a group of information consisting

essentially of: size data, popularity data, creation data and

10 object type data.

6. The method as described in Claim 1 wherein the
modified URL includes a fingerprint value generated by applying
a given function to the embedded object.
15
7. The method as described in Claim 6 wherein the value

is a number generated by hashing the embedded object.

8. The method as described in Claim 1 wherein the markup

20 language is HTML.

9. The method as described in Claim 1 further including
the step of rewriting the modified URLs as the content provider
modifies the Web page.

25



data and object type data. 15 12. The nethod as described in Caim10
further including the step of: nodifying the URL to include a fingerprint

val ue for tyg gopuegdded object by applying a given functionp¢putdgsesybedded
20 object. 13. The nmethod as described in Claim12 wherein the given

fingerprint value is generated by hashingsthe enbedded object. WO 00/04458
PCT/ US99/ 15951 46 14. A nethod of processing a Wb page conprising a

hypertext markuplbanguageasedecuieny AMbR ke @Bmﬁﬁ?@@gﬁl(?da YRGS,
each enbedded object identified by a URL, conprising the steps of: 5

prependi ng aadbhbyal bses VR hRstNaAR b nio: tde MRedhel éb%g'&%@,” e?l%ueo'de‘j

obj ect, the virtual server hostnane including a value generate y

applying a gh¥eAqédanst{ant tiQichhe rWRL 9y éhﬁuggkﬁﬁ@59g%ﬁgz%héwg¥eié"o%he

gi ven function randomy distributes the 10 enbe q _bsdoye a grviz

set of virtual sggy, a I as_described | i m

wherein the giveﬁ ffﬁ%??%%%igggﬁnéﬁ%ohﬁﬁﬁrﬁﬁag??b§9 1% E%Y?%ﬁ3&ﬁ§%ﬁﬁﬁ i?

descri bed i im 14 rel iven.. function is a has uncti qn., .

The method 85 dastrBaN ) nia A RE LA ERYHI T nAa: AgneFAEeSUEp e vind
a given function to the embedded object; and

in response to a request from a client browser, serving the

web page.

10 11. The method as described in Claim 10 wherein the
hostname value is generated by encoding given information, the
given information selected from a group of information
consisting essentially of: size data, popularity data, creation

data and object type data.

15
12. The method as described in Claim 10 further including
the step of:
modifying the URL to include a fingerprint value for the
embedded object by applying a given function to the embedded
20 object.

13. The method as described in Claim 12 wherein the given

fingerprint value is generated by hashing the embedded object.



including in the URL a given fingerprint value for the 20 enbedded obj ect
generated by applying a given hash function to the enbedded object;

wher ei n thQﬁg¥¢“%¥gﬁ ngerprint value identifies whether the pEnppddead; obj ect
has been nodi WO 00/ 04458 PCT/ US99/ 15951 47 18. The nethod as

described in daim17 further including the step of reconputing the hash
for the fingerprint value and rewiting the URL if necessary when the Wb

page i s changed.jg5 19. St &4 i ng r rative in a
14 nécdb S 6f§ﬂ&§%sQQ§P %a%%§ﬂ%§¥§(§m§%$s e

conputer network in which users of clien S conn server via

servi ce pro¥dlens, VheLehD Lhe, SeIY 6L SURRALLS, Pages aogﬁ%ggpgogﬁ%é%g@?eﬁn

mar kup | anguage base docunent and a set 0 enbe

each enbeddgd ohj.ect _ L.§ I ified. .10 by a UR e fr wor k comprising: a
first set g%ggﬁgﬁér%aFﬁa%ﬁﬁééégé|§%3§ﬁ665888tb%}%§i§¥ a at™r e 55TPHhet i dp

| evel servqﬁmgg%% gr8¥ldes a top level domain nane service (DNS)
resolution; a £~ 8ast one lower |evel server that provi des a | ower |evel

n
15 dona%n nane servicg.éDNS) resol.ution; wherein page requests generated by
the cliént machPAEESRFERY s@r Hcef Loy SERET sBP TRl d " QitienURLbERE df t he
first set of, servers as identified by the top level and | ower |evel
servers. 20026 ¥ eﬁSE i Y §Tamd WG R1a5uaksee T vad hastopaeminol pdinher

i ncluding a redundant top |evel server. 21. The hosting framework as

descri bed i i8caPr$82 8 teraPplying a given function to the URL or the

given object;
wherein the given function randomly distributes the

10 embedded objects over a given set of virtual server hostnames.

15. The method as described in Claim 14 wherein the given

function is an encoding function.

15 16. The method as described in Claim 14 wherein the given
function is a hash function.
17. The method as described in Claim 14 further including
the step of:
including in the URL a given fingerprint value for the
20 embedded object generated by applying a given hash function to
the embedded object;
wherein the given fingerprint value identifies whether the

embedded object has been modified.



i ncluding a redundant |ower |evel server. 25 WO 00/04458 PCT/US99/15951 48
22." The hosting franmework as described in Caim19 wherein a given one of
the first Spbopfuaservers includes a buddy server for assumdgudddfsdspsting
responS|b|I|t|es of the given one of the first set of servers upon a given
failure condition. 5 23. The hosting framgywork as described in Claim19
wherein the lower |evel server includes a | oad bal anci ng nechanisn1that

bal ances | oads am.osgha subsel £ ddwefiidest %eE19Im5fﬁ‘@H£% ﬁélugyﬁg
hosting framework as described in Caim23 wherein the anci ng

mechani sm i 8265 oihecaBRuRt: A (1EP-CA! kD tﬁ?qfljhrq(f%g{rg{n 1§bedded

obj ects whil e not exceedlng a capacity of any o o? Sérvers.

15 25. The hogtingf kaREWRTK; As, desar i rther, including an
overflow control mechanismfor nlnlnf¥?ﬁgh§ﬁ g%%éﬁ% ount COFPatency

experienced by client machi nes while not exceeding the capacity of any
gi ven subset of the first set of servers. 20 26. The hosting framework as

d bed d 2 overfl w_control mechani smincludes a
e cost milti asmed SIS Lt S08r oA s Bk tsoer1 8051

computer network in which users of client machines connect to a
server via service providers, wherein the server supports pages
each comprising a markup language base document and a set of
embedded objects and wherein each embedded object is identified
10 by a URL, the framework comprising:
a first set of servers that host the embedded objects;
at least one top level server that provides a top level
domain name service (DNS) resolution; and
at least one lower level server that provides a lower level
15 domain name service (DNS) resolution;
wherein page requests generated by the client machines are
serviced by the server and a given subset of the first set of

servers as identified by the top level and lower level servers.

20 20. The hosting framework as described in Claim 19 further

including a redundant top level server.

21. The hosting framework as described in Claim 19 further

including a redundant lower level server.

25



49 27. The hosting framework as described in Caim19 wherein the top
l'evel server includes a network map for use in directing a page request

gener at ed nt to a given one of the first set of SgIMEIHSHs93128.
The hostlngm?ﬁ%ﬁ%agrk as described in Caim19 wherein a server in the

first set of server includes a gating nechgnism for naintaining overal
traffic for a given enbedded object within specified Ilnlts 10 29. The

hosting frameworde as tdesebipedy| f&éﬁke&wd}l@%sw’e@é@t{b?& he, ¢4 lﬂlgflgfﬁpggéﬁn

conprises: means for determ ning whether a nunber requests

gi ven embeddleg: abi ehle proerdsca.gi van Uy sshold, and 45 raans, pesaonsiye to

the determning nmeans for restricting service of 1 én enggd

obj ect. 30. s Jhe, hoshing . hagBurk; as. descr mltaensdfa'qn 29 wherefn the

ven n O
restricting means conprises nmeans for “servingan obj oct T KAt © 28" Fs°5mal | er

h h Th host work as .described in
Elannfzg akgggﬁﬁﬂgﬁh%%@bggiggkveg tke e@ %ﬁg%ggr?b qg%f%?F%ﬁﬁ °fo receive

the given enbedded object at a later tinme. WD 00/04458 PCTI US99/ 15951 50
32. A nethod of serving a Wb page conprising a markup | anguage base

i h
docunment and a 5293t Thengggglngopfaen?etwsor aC 8escr1bed in Claim 19 wherein

the lower level server includes a load balancing mechanism that

balances loads across a subset of the first set of servers.

10 24. The hosting framework as described in Claim 23 wherein
the load balancing mechanism minimizes the amount of replication
required for the embedded objects while not exceeding a capacity

of any of the first set of servers.

15 25. The hosting framework as described in Claim 19 further
including an overflow control mechanism for minimizing an
overall amount of latency experienced by client machines while

not exceeding the capacity of any given subset of the first set

of servers.
20
26. The hosting framework as described in Claim 25 wherein
the overflow control mechanism includes a min-cost

multicommodity flow algorithm.



which is identified by a URL, wherein given enbedded objects each include
a URL that has been nodified to include a virtual 5 server hostnane, the
met hod cong&?%&&gﬂghe steps of: responsive to requests forp&hpsddhhospage
issued fromftirst and second client machi nes, serving the base docunent to
each client machine froma content provider site; serving a given enbedded
object to the first client machine 10 froma first hosting server

identified by a 27rstrhd modahinger¥ehewdOStNAMRs 2Rk NI A1k {18 Oi¥eRein
enbedded object to the second client nmachine froma second hosting Server

al so identithedchy tdee1 fdahr®brVihbbahe S VRS ROSE RE foksT§§de r@?&qgg as
e

described in CGaim32 further including the step of resolving t irs
virtual setyepabostaaid nefeds-addyessefand b8 L b3boNOSHd o $5Lve, 82 2
function of a location of the first client machi ne and |ocal traffic
conditions. ;20 34..dhenethod as described in CGaim32 further including
the steps of: as the given enbedded object is being served to the first
client machine, determ ning whether the given enbedded object 25 can be
served nore efficiently from anot her hosting server; and WO 00/ 04458

PCT/ US99/ 15951 5 i SO, rving_a remmi nder, of the given enbedde
object-to the fi%%t C}F%ﬁP%ﬁéé i%@a 7o 3ﬁﬂqgﬁcﬁégFPnbns§;?&ﬁ.f% Werein

a server in the first set of server includes a gating mechanism

for maintaining overall traffic for a given embedded object

within specified limits.

10
29. The hosting framework as described in Claim 28 wherein
the gating mechanism comprises:
means for determining whether a number of requests for the
given embedded object exceeds a given threshold; and
15 means responsive to the determining means for restricting

service of the given embedded object.

30. The hosting framework as described in Claim 29 wherein
the restricting means comprises means for serving an object that

20 is smaller than the given embedded object.

31. The hosting framework as described in Claim 29 wherein
the object is a ticket that allows a client to receive the given

embedded object at a later time.



35. A nethod of serving a Wb page conprising a markup 5 | anguage base
docunent and a set of enbedded objects each of which is identified by a
URL, mherehwoghwgﬁsenbedded obj ects each include a URL thapchasodness
nodified to include a virtual server hostnane, the nmethod conprising the
steps of: responsive to requests for the Wb page issued fromfirst 10 and
second client nmachi nes, serving the base docunent to each client machine

froma content pravi dermnsid&i Jes@hkving L heayitiual LVeL ,post into a
first address and a ségond addresg; sgrviﬁa §§§%€§ﬁ gﬁ%eéagd o] jECP}tO t he

first client peehipeyadd ggéumé%tfhgatahgéﬁig@ A %dlggggggsat t,he first

address; and sServing the given enbedded object to the's condd%??QHﬁ a6

machi ne fro econ L. e ocat ed at t.he secon ress. 20

The net hod gﬁgggsggig%%ﬁ?%#l a?ﬁféSbakérgﬁ?F?#ﬂagﬁﬂePtﬁggegg?ge?3H%§Fhane i's

resolved to | ddress .or .t he econd re according to where the

request foreFES %é%ﬁ%%gég[giiggﬁgtegsaﬁﬁer%ﬁiﬂfE%f??c188iﬂg?i?nﬁ$49?%%1

associ at ed r%%bgg 8£t5£§écquuteE networ k.. 25 WO 00/ 04458 PCT/ US99/ 15951
£hSd" of B8§

52 37. A né serVitg 2 Wh eCPTIEIhg s FEFRGp°F anguage base

docunent and a set of enbedded objects, each enbedded object identified by
a URL, conprisi née?%%ni%"éepgtoofr:eunéWi £Phgtihd'aIRPAGE AASEABetRRIY fdkjSéct t o

generate a and second client machines, serving the base document to each
client machine from a content provider site;
serving a given embedded object to the first client machine
10 from a first hosting server identified by a first virtual server
hostname; and
serving the given embedded object to the second client
machine from a second hosting server also identified by the

first virtual server hostname.

15
33. The method as described in Claim 32 further including
the step of resolving the first virtual server hostname into an
address for the first hosting server as a function of a location
of the first client machine and local traffic conditions.
20

34. The method as described in Claim 32 further including
the steps of:

as the given embedded object is being served to the first
client machine, determining whether the given embedded object

25 can be served more efficiently from another hosting server; and



5 nodified URL, the nodified URL including a new hostnane prepended to an
ori‘gi nal host nane, mherein the original hostnanme 1is naintained as part of
the nodi fi g bE%h use in retrieving the enbedded objectpMhesBMSys: @
cached copy 0 e enbedded object is not available; and 10 in response to
a request to serve the Wb page received sfroma client browser, serving
the Web page.

if so, serving a remainder of the given embedded object.to

the first client machine from a third hosting server.

35. A method of serving a Web page comprising a markup
5 language base document and a set of embedded objects each of
which is identified by a URL, wherein given embedded objects
each include a URL that has been modified to include a virtual
server hostname, the method comprising the steps of:
responsive to requests for the Web page issued from first
10 and second client machines, serving the base document to each
client machine from a content provider site;
resolving the virtual server hostname into a first address
and a second address;
serving a given embedded object to the first client machine
15 from a first hosting server located at the first address; and
serving the given embedded object to the second client
machine from a second hosting server located at the second

address.

20 36. The method as described in Claim 35 wherein the
virtual server hostname is resolved to the first address or the
second address according to where the request for the Web page
originates and local traffic conditions in an associated region

of the computer network.

25
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37. A method of serving a Web page comprising a markup,
language base document and a set of embedded objects, each
embedded object identified by a URL, comprising the steps of:

rewriting the URL of an embedded object to generate a
modified URL, the modified URL including a new hostname
prepended to an original hostname, wherein the original hostname
is maintained as part of the modified URL for use in retrieving
the embedded object whenever a cached copy of the embedded
object is not available; and

in response to a request to serve the Web page received

from a client browser, serving the Web page.



