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WD 2005/ 006654 PCT/ US2004/ 019699 SYSTEM AND METHOD FOR
wORBEROMMATI CALLY CHANG NG THE NETWORK LOCATI GTES2604/019699

NETWORK COVPONENT 5 RELATED APPLI CATI ONS [ 0001] This

nonpr ovi si onal patent application is related to the

¢ ,
g{{gﬁﬁx\%%%@%% SIE wa%@ L?VGEMNG THE
numnbe g ‘% %tﬁg , em ané thod _
for Dynamically Configuring 10 and Transitioning Wred
and Wreless Networks;" U S. Patent Application serial
RELATHI2 APPRICATOONS17061>, entitl ed "System and Met hod
for Describing Network Resource Availability and

[0661]CTHiS hompsovisiond.pakat a;mhcﬂmﬂ iscelated o terfoHowingnber
<042390. P17062>, entitled "System and Method for

contePSah &R SHiled BBhIS}H{J@ohEl: Batbfnt RAliGnsHUSS. Patent Application serial
Configuration Protocol erver and Rout er

s SU3SEET 085 b By, RGN BRI RN nfiuin
ook Fa{am%&e@sa%% R
eraII relate to the field of netvsg and nor e

<04BGOHIZ06 b eptitled Sysisymnd Mathad e Hesaripigg Netwotk Resource

progranmatically changing the network | ocation
Availstilityrand dospaaténs;” BACRGROUNIDlicatior 08 BIumvbasi <FQ;42390 P17062>
net wor ki ng technol ogi es are driving an evolution in

entxﬂé@le SysenAdd Méthbd EdriSyachbnaet Oatfigarationrof ®yanpiieHostser s
nobi | e networ ki ng technol ogi es expect to stay

Conﬁgtp'gﬁt‘}r}(? 1601 glﬁﬁﬁ‘ RYGef £rﬁlrkcﬁitél‘qﬁteﬁﬁc&l’ a5f eIyl Pﬁfeﬁm

0 ne Furt hernore, users of nobil

oo B AP35 R Sho AP B 853 oy 0 Do

| ace.
and DescI?iption of Networks.”

TECHNICAL FIELD

[0002] Embodiments of the invention generally relate to the field of networks and,
more particularly, to a system and method for progra1n1;1atjcally changing the network
location of a network component.

BACKGROUND

[0003] Mobile networking technologies are driving an evolution in the use and
structure of networks. For example, users of mobile networking technologies expect to
stay connected as they move from place to place and from network to network.
Furthermore, users of mobile networking technologies expect easy and seamless network

interface transitions as they move from place to place.
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WE2008/886684/ 019699 [ 0004] The term network conpBEERIS2004/019699
broadly refers to a node (e.g., a desktop, |aptop,

etc.) or a collection of nodes (e.g., a virtual

[000¢ ht Ehenatmnstivorkecomponent, breadly réfemslto b mode (eag.cadesktop, laptop,
network, etc.). The term node refers to a network

etc. FOPIRBE o Mioass @.21 ViRl priva® detwBrk, a BARIER|Ort04l 18cal area
node i nclude switches, routers, servers, clients,

kst at i I [ .
nerHe k3 Rk BBb s 2 HERRE Fpe it Bhhg e nBHRR interface
copponents fr | ace to pl d pet k to. Kk
Exarplieaite Mogh StTHIey oG orRer e R s Ay BEops,

and topol ogi es. Network conponents are typically
handhslds, gtintses, bebs, padthgdikewi t h parti cul ar net work
infrastructures and topologies. The term

[0805] The alovememaif nbtsvouls ecmporicnts fesrpgldcetio pace etdwetivork to
conmponent or to 10 an entire network. Wen used in

netwstR 64tés cOnktaMtlythangied M@oricifiashgitires RMoplogRls! Network
refers to the Settings of software, hardware, and

oA EHERS IR SRR p AR gt n

opclFRS It S4B R Lt b o RO oot oo
information_wth _ one other. 15 [0006] Modern .
an epEte st wptkg Whernisd spassaciatipn wih @ netywork gpmpegengreonfiguration

networ k conponents that interact with a network and,
refersite dhe sebtingss 0f sefewary, lmrdware cindt firowweare tha evablé thenetvearir .
These interactions produce a conbi nati onal expl osion

comPbndift t€EQQBNEH ForMBtinPwWiE a neBiRRs 86l a foadeiensd, cbefigiting a
net wor k conponents each having a distinct

netwdil fréfgfért@tc&%‘guring a plurality of network components to exchange information

with one other.

[0006] Modern networking technologies increase the variety of network components
that interact with a network and, also, the frequency at which these interactions occur.
These interactions produce a combinational explosion of heterogeneous networks
composed of many different network components each having a distinct configuration.
This combinational explosion of heterogeneous networks is further complicated by the
possibility that an initial network configuration changes over time as network components
are added and removed from the network.

[0007] The term network location broadly refers to, _for'example, the subnet, Virtual

Local Area Network (VLAN), and/or link with which a network component is associated.

Changing network location refers to changing the subnet, VLAN, and/or link with which a
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Thi s conbi nati onal expl osi on of heterogeneous networks
W2008/P6p%sY conpl i cated by the 20 possibility tPET/US204/019699
initial network configuration changes over tine as

networ k conponents are added and renoved fromthe

- nefWirO6porle@D1d 4bsothated eA tnk &iagliysicab@dbgioal donanection between a

refers to, for exanple, the subnet, Virtual Local

neﬁo?l@c&'ﬁ Uiﬁht‘ar{dvérfd&omﬁ&%%oh& Nk 1k ty"lﬂ:' W‘ﬁ‘edi(en?t yedtte

npone I'S assocl at ed Changi ng nefwork | o I on

o5 AR AR AR O e

co onent is associated. Alink is a physical

(e-Bo @ &1 elaFirorpaRetic Fignel Seristne & nem%wvapm% re pRreleT LAN,
associ ated network. A link may be wired (e.g., a cable

and/onn GengralPaskeldR adio EerwtmmomK and/ag a| Global Jystem me@lPll@
(LAN)) or it may be wireless (e.g., an

CoalrmaiicRicRg netiviok, ot @ VairelessrWirist Areq Netwerk)woThe Gengrah8ystem for
to a wireless LAN, 5 and/or a CGeneral Packet Radio

MMe@ﬁn%E%%E (GSPY /r%rsafoge%’fﬁblesﬁé%@GSMB OMX@ 09 (2000-7)

Communi cations network, or a ess Wde Ar

sa %ﬁm‘@#‘%egf DRTCR fé?ecbﬁmlénzéatlgﬁfig n" Ing ﬁ°nvagmna'
V9. 0.0 (2000-7 stangdard entitled, "

neigork &ila}gl%ihé@aw%ﬂ%&{l%ﬂ 2 RgfWoHnFompqpent %{Bﬁe@}ﬁﬁ%&f that a
networ k, changing the network |ocation of a network

uses phyaerdiytdisoppness pnd ther serionrest o fiak thet connestsihe Agisosls pepponent
di sconnect and then reconnect a |link that connects the

to themetwdrk.conponent to the network. BRI EF DESCRI PTI ON
OF THE DRAW NGS [ 00081 Enbodi nents of the invention
are illustrated by way of exanple, and not by 15 way
of limtation, in the fi gures of the acconpanyi ng

Bﬁﬁpwggaﬁu @Id\ﬁ(ﬁhrr gce nunerals refer to

simlar e emsnts gure 1 |s a bI ock di agr am t hat

D00 e AEleg ool Bre it SR Y of pxafd, ¥nd not by

i nventi on.
way of limitation, in the figures of the accompanying drawings in which like reference

numerals refer to similar elements.

Figure 1 is a block diagram that illustrates changing the network location of

network component 100, according to an embodiment of the invention.

Figure 2 is block diagram illustrating an embodiment of the invention abstracted

into four layers.

Figure 3 illustrates selected elements of exemplary network resource and

association file 300.
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Figure 2 is block diagramillustrating an enbodi nent

WO 200580665¥ ent i on abstracted 20 into four | ayer CT/US2004019699
Figure 3 illustrates selected el enents of exenplary

network resource and association file 300. 3 WO
2005Figupéd B4 HGTILLIRL0ASF 8l 888Iplary @ivefit detiviribdiate snapshot 400.
illustration of an exenplary current network state

snapshot 400. Figure 5 is an exenplary illustration

of nﬁfglvigé id BEQURpEBrMIRRRS orf SR ,gﬁHr?e pgw fublction call

pOSSiI unction paraneters. Figure ustrates

enpplary . network confiquration request 600. 5 Figure

S@W@g&%bﬁ%gﬁ\?ﬁ%qpaﬂﬂnﬁ%’ ation of selected

i nteractions between abstract functional |ayers in

net war k 78(} accor di n@ to an enbodi ment of the

i nveiBRERO ilksaies exertlany ne &P Ation Teguest 809 -ng

certain aspects of a nethod for programatically

changi ng the network | ocation of a network conponent,

accoFignrRy7 isc eancepingl dimstiation of selgeted intesantiopn betwgen abstract

Figure 9 is a flowdiagramillustrating certain
fuastpmel layat imnetebtio?D{, accoading bain embddimenndéfi thelinventien.

node according to an enbodi nent of the invention.

Figure 10 is a flow diagramillustrating certain

aspeRiptreds isa i@y dRdrdnollstiteippderaml dspedts anNshicttadifog a
node according to an enbodi nent of the invention.

R S A L AR bl i o

ccording..ta an.enbodi nent of the invention. Figure 12
en?abso%gn%}tgggxedpwéed‘ngﬁﬁ of selected el ements of exenplary

networ k 1200, inpl enented according to an enbodi nment

of tlpe [ nv,entﬁ on.. 4 WO 2005/ 006654 PCT/ US2004/ 0%9699
igure 9 is a flow diagram illustrating certain aspects of a method for

automatically configuring a node according to an embodiment of the invention.

Figure 10 is a flow diagram illustrating certain aspects of a method for

automatically transitioning a node according to an embodiment of the invention.

Figure 11 is a simplified block diagram of selected elements of exemplary node

1100, implemented according to an embodiment of the invention.

Figure 12 is a block diagram of selected elements of exemplary network 1200,

implemented according to an embodiment of the invention.
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DETAI LED DESCRI PTI ON [ 0009] Enbodi nents of the

woRYRMbi@dR enabl e network conmponents to change paatys20(ki/019699
| ocation without a user having to physically
di sconnect and reconnect a link (e.g., a cable). The
ability to programmatically change the network

DﬁI‘%ﬁEEP"]ﬂE@@Rﬂ)ﬂ@N\mk conponent 5 enables, for
exanpl e, a net

wor k conmponent to be noved from one
subnet to another "on the fly," thereby sinplifying

PRGN FRARRS PRl b ol ¥ aanspis g e network

networ k conponent is usef .0 test the nobility. of

lochE WHL0HS 4coT v BEMBRAL AirCases AMG R RBRRH & ik 6.2, a cable).
[00010] FIG 1 is block diagramthat illustrates

The hbility togregramnetivalhkchangathe aatvrirk locatior pfip nrtwosk permBefent
100, according to an enbodi nent of the invention. As

endblE3y\or eRarplE; a detwoek sumiponentp boemrived @dm ensaibaet fowanbther “on
coupled with network 120 and network 130 through VLAN

the¥W,* fhlrebd QmpliRIpIRARdRIdtPREhARMEn b rbAl-tire.t Rfsopiogydrhaticall
egy rGC{a emt1 g? ag systemfo%géchgngi ng thg netv\grokgy‘d atieatly

| ocatj on of .net 0 el I=JRT
cna iR sp Pl BB SRARE oot ulcBt (f i IRisopitiy of

- It is not necessary, hawever, that 15 all of these
mOél_é?@ﬁ’%qSP@/aesm WP@%&P“EBW'S be shown in order to

di sclose an illustrative enbodi nent for practicing

the invention, [00011] Referring to reference nuperal

100010k et FlH I tsdhqskidiagram dlont dsivates shanging AhaRetygry dpation of
110 through link 150. Link 150 nay be a wired |ink )
neterigcomponeni 510 dequading tovin enabaimexfitminyentipne hsshawn in FIG.
connection) or a wreless link (e.g., viaradio
1, detweriteiaepofént 1@0fis sdlectively coupled with network 120 and network 130
through VLAN switch 110. A person of ordinary skill in the art will appreciate that a
system for changing the network location of network component 100 may include more
and/or different components than those shown in FIG. 1. It is not necessary, however, that

all of these generally conventional components be shown in order to disclose an

illustrative embodiment for practicing the invention.

[00011] Referring to reference numeral 140, network component 100 connects to
VLAN switch 110 through link 150. Link 150 may be a wired link (e.g., a twisted pair
wired connection or a coaxial connection) or a wireless link (e.g., via radio frequency or
optical transmissions). VLAN switch 110 may provide a plurality of ports and may

support a plurality of VLANSs. In an embodiment of the invention, VLAN switch 110
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uray o e a p optical transm ssions

“@E%N"@W?ch 110 naz prov squoPt a plurality o PCVAURREN4/019699

In an enbodi nent of the invention, VLAN switch 110 5

WD 2005/ 006654 PCT/ US2004/ 019699 connects network
cogpeRtorerkimpogertdiOfide retyaok 130 eThoeomaccticmmape,for example,

for exanple, by associating network conponent 100
byvdssdriatingnaiwdrk icompommt 100 méthwoVKANI:loddfidtbA]etwork 120.

Referring to reference nuneral 160, link 150 is

interrupted. Interrupting link 150 broadly refers to

p[mnmdf@ahgyo FMOAdYinterhl 1602RAk | SURQAR b, msnupung
1 nk bet ween networ k conponent 100 and networ k

P M B A s

f f swit
befiiniisRaEs chtidonene 00 puactihte 4. a'ah pbogimtniaf mdmygption,
interrupting link 150 refers to altering the

VAN sitohil 0 ficiudes Wil QorSwitds /0 maw be ised 20 opemanhelose link
enbodi nent of the invention. 10 [00013] In alternative

158nBbelconfigusation of lswitcln ¥ éhiap e stmedinamsdequonitt filsny
provide |ink 150. In such enbodi nents, interrupting

Prcbg'rﬁlhnﬁﬁ@alryeiﬁt%hﬁﬁﬁﬁg luﬁlOISCE?éfél‘Bltcﬁalte‘ﬁi‘hg%é Bétrdfk filelt8 open or close
transmtter within the access point that provides |ink

swhP170ik 65 BRLbRIeHs of i AVEMRA{ NG 17 nk 150 may refer

to nerely nodifying a signal transnitted fromthe
access point to network conmponent 100.

[00013]  In alternative embodiments of the invention, an access point may provide
link 150. In such embodiments, interrupting link 150 refers to, for example, deactivating
the transmitter within the access point that provides link 150. Alternatively, interrupting
link 150 may refer to merely modifying a signal transmitted from the access point to

network component 100.

[00014] In some embodiments of the invention, a hub (not shown) connects
network component 100 to VL AN switch 110. The hub’s power may be controlled by
another network component. In such embodiments of the invention, interrupting link 150

refers to powering down the hub that connects network component 100 to VLAN switch

110,

[00015] A confirmation signal refers to a signal sent over link 150 to confirm that
link 150 is active (e.g., a heartbeat signal). If network component 100 does not detect the

confirmation signal, it may determine that link 150 is interrupted. The characteristics of-
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15 [00014] In sone enbodi nents of the invention, a hub

W@ pws/08tdn) connects network conponent 100 t BCVIUSRY04/019699
switch 110. The hub's power may be controlled by
anot her network conponent. In such enbodi nents of the

the icOvfaftation sighfltA4y btdnt@lled b ad electréfit €iles InAnpenydinent of the
down the hub that connects network conponent 100 to

) g 0180 S R A Bt
Siglj}?.lé?)ﬁ%’% . &ogﬁ.begfﬁé):tlrh%l gﬁgge&o%ﬁgg%%yeeglﬁgtﬁpg%‘é Lonflrnation signal
c(ﬁnfifrmati,on signal, it may determne_that lipk 150 js .
bropdly &5ipige.dbrer #Heé RIASHEERALCRIL: $e8iingy FOIENENEORISY DS BFMIBUIING
PCT/ US2004/ 019699 the confirmation signal may be )
the confimmuatipe dighgl tyrinterasting writhahé confirmation sigoalinydyidento alter its

the invention, interrupting link 150 refers to

statpr AgiesoR ofdhdry sRidhnihitigeiart agprédistecihaf the npid affintesactioalised to
provider to interrupt the confirmation signal.

altetpﬁﬁfs!tﬁé%f" Detivbfk &Qﬁ‘ﬁdn%%e?@x‘ihsﬁjngﬁé‘barti_@ﬁlﬁ@ﬂéﬁ/voﬂ@E&ﬁﬁonent.

o, Iinter alia, programmatically setting, configuring,
and/ or reconfiguring 5 the confirmation signal by

quo%]a.c tRéfgrrftﬂgttg réf%%ngé)xm&lérmaltgoo e%fe%@tjk td %Yélpﬁétwbﬂc
ter'its state. person of otdinary skill 1n the
art eciates that the type of interaction used to;
conihopgit 1D] & ahapeled 5 BIoBBTWA RaIboTHIBREh: CEATgUILE Gitvail broadly
particul ar network conponent. &80016) Referring to
referseipe@ithpiceonpetingaietwerl compengié d O withragdifereahnetwioplo pi
conmponent 100 is connected is programmatically
recanfignrjeglthe @etwiark g whivh meewowkrdoniponend | 190 1@is roeifgaradlytconnected.
ei t her connecting network conponent 100 with a

RecOhfifi@in@ithe AGWOBKE to Which heSRE tatpdnett 1 (lewaesNEInKILY Connected is
whi ch network component 100 was originally connected.

ﬁuﬂﬁ%&g& bEI% ﬁ]t}F%leﬁI&g Ws{ Pathi ¢ rinrfﬁ% ig’fr%lrsg'atge @H%gf?ﬁent of the

S ori gi nal connected 1s furt I scusse

. bel ow,d e t.o FlGs. and .10, In the illustrated

imveg B TN AR 0 P peiziiacdn FersiRhu it hepokomPoiént 100
configured to selectively connect network conponent

to eiflepy nefeork 42@ pr pefvoReidbrk 120 or network 130.

[00017] Configuring VLAN switch 110 broadly refers to programmatically
associating network component 100 with a particular VLAN switch port and, thereby,
associating network component 100 with a particular VLAN. The connections between
VLAN switch ports and network components may be specified in an electronic file. In an
embodiment of the invention, a software agent programmatically sets, configures, and/or
reconfigures the VL AN switch by interacting with the VL AN switch to alter its state. A
person of ordinary skill in the art appreciates that the type of interaction used to alter the

state of a network component depends on the particular network component.
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[000171 Configuring VLAN switch 110 broadly refers to
WO raenedt i cal |y associ ating networ k conponen®PCI($2004/019699
with a particular VLAN switch port and, thereby,

associ ati ng network conmponent 100 with a particul ar
VI[#0018] heR efertitrcibirefierenbe humenal 190, kS8 tic bstgtdished wrovide a
net wor k conponents nmay be specified in an el ectronic

ccfnhlleéiloanét\ﬁébn%t\%ﬂl%hfﬁ%ﬁénth)O bhe Pbth?HtlB@nIn s%nfeoérﬁlylﬁilﬁents of

agent programmati cal sets, confrlgures,
b ERRBGOR R o5 o st ?M & QF@*S%“%@??&WF PE sheifyof the

. skill art ap the type
iny E’Pat’:‘ﬂ? L%eﬁééapﬁfat%évl dndepe en&fnalf el?@fexé“}l?iq Wek 50 is a wired
conponent depends on thgogartl cul ar network conponent.

link (p-, 20t B IPes) AubHob 19D sgeeveleaolinic(fe. RRefie radinfequency
to reference nuneral 190, link 195 is established to

transonssibas ) in anembadiment dfahs\virwentivel, viathe illuspstee sinbddithent of the
and network 130. In sonme enbodi nents of the

inVéntRn] dstablishihg Kink 955 irelddag cIi)@fﬁE sWifek 126, i m‘aﬂégatlvlen

alternative enbodi ments of i nvention, link 195 is

en?o oﬁﬁﬂéﬁt %&‘21 gﬂﬁedt@ﬂ e&?ﬂ)@l@ﬂiﬁn&ﬂhh@ l195 lEé}Erseto %'3%1 grlég?{lgaligr c%gtrolling

palrr o
|IQ ss l.in vi.,a r.adi.o freque

a GOy Ibfifogg%l@}@?row hesiohits tﬁ&???’ﬁapa&'%ﬂmemwn Qhiprdinary
the illustrated enbodi nent of the invention,

skilkinghg 71 APpTECiRten that 4 typreofinissactipn gberoalier thie staroof 4 network
an alternative enbodinent of the invention,

coewpbadit idspendg oh ithﬂ(patﬁﬁﬂmefewsrldoon@bﬂgttammt i cal | y
controlling a confirmation signal provider to
establish the confirmation signal. A person of
O[0d0 TS Y T4 YetSdthéd altethatike embbdinRRfsQA R BYehtid ah BScby/ffint may
of interacfion used to alter the state of a networKk

préRIPRRENSS. ABREAHSmBAik mP@srt%IUhQiﬁhg n;gﬂﬁb%éﬂérsc@ NP Eﬁﬂﬁple,

[00019] In yet other alternative ment's of t
an,.acces rovide I i 9 In..
et R e Rane B SRRE e Pion PRl L Riopiesp iR 003 Ayeemagvely.
ctivati n the transmtter, within the access
esfbﬁiﬁg{)ﬂgtlﬁéﬁ l%érrew k?é%f p megely ompdifxings vigmal yeangmitted from the access
establishing link 195 nmay refer to nerely nodifying a
poigi tprgtworksgosmonertd 00r om t he access

n

[00020] In some embodiments of the invention, a hub (not shown) connects
network component 100 to VLAN switch 110. The hub may have a power on/off switch
that is programmatically configurable. In such embodiments of the invention, establishing
link 195 refers to powering up the hub that connects network component 100 to VLAN

switch 110,

OVERVIEW OF THE FUNCTIONAL LAYERS
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poi nt to network conmponent 100. [00020] In sone
weormberdionet s of the invention, a hub (not showPCT/US2004/019699

connects network conmponent 100 to VLAN switch 110.

The hub may have a power on/off switch that is

006213 MMabipzaity tHeaBbiditsed Agictibils, subbdiendnaiiiteainyention may
the invention, establishing 20 link 195 refers to

oy e R S g o
w55 VO BURRISRE TSR AR KRICE I, g

inve :

i Rt T SRR U, g e
verification and validation |ayer, and the physical

emhedimesnts dfdyenveitios, the fimctiohsuiay bie absteasted intoumeredeyasgjor fewer
an enbodi ment of the .invention abstracted into four

layeRY IS, 2 inthades eomtadlilaser 216 mbbrkeinag@herit Meyer D2@ Vetifivation and
the functions may be abstracted into nore |ayers or

vallB¥6h 1%92@6,%9@%&&&%%% z@ntrol layer 210,

net wor K manage [ayer 220; verification and

viahddat i ayer [ . ) .
ﬂ@%é% %‘égiwl‘élﬁwr?é@?n%%%oﬁ%?s@% tgPdial Y Kinghhfk provided
poi nt. for fupnctions provid by enbodi nents  ,af the
by prbedifegis, of tqumthna@mﬁzfgywa?ﬁ%aasa %@@g@&d?lmé}w%?sole
_console 10 directly on a node in close proximty to |
diredtly anet nesiekin slose prazumgity to the nefwerk egthroughssienoty logip session
Tel net). The functions of control [ayer 210 include

(e.gETEnt).i The Afictionsofsontallayes 2 1Qidhdiergentiatigg hétevodkt beenarios
| ayers to configure and transition the network based

andirdchifg tIERBEARRSs RESONBENre 968 HAR4iA6n tHemheBRorkHaSEH STEME
of the invention. Network scenarios may be generated

ger{ei?’arﬂgcpﬂ@t%oﬂg sdgﬁyri(%gingdglse%gmgﬁg%}g I%Tl fle iﬂs&t{bﬁt Wi ork scenarios may

contiguratl ons, ment o e’ nvention.

b iRl b p2R T LSRN B Rphions, in an
emtr)]c?c}il\clenrltkofstﬁg ?nalrreint(i)gn. nglrs]o,bc%n{r(oelplgycf)g%(iScllnak;lygcsnlélpa?el 231/ ise?‘?es of network
scenarios back-to-back. Each series of network scenarios can be reproduced by supplying
a seed logged in past scenarios, in an embodiment of the invention.

[00023] Control layer 210 determines the current physical layout and state of the
network based on its interactions with network management layer 220 and verification and
validation layer 230, in an embodiment of the invention. As will be further described
below, control layer 210 accesses network management layer 220 to perform network
configurations and network transitions. Transitioning a node broadly refers to, for

example, transitioning a node from a first network interface to a second interface, and/or

from a first subnet to a second subnet, and/or from a first Virtual Local Area Network

9
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eed | ogged in past scenarios, in an embodinent of
W%@"'“’HV’@ ion. [00023] Control |ayer 210 det er REF&§2004/019699
the current physical layout and state of the network
based on its interactions wth network managenment
(VLAN) tozpcamtiVILAN, Aid/er from adfingt topologylié daedond topojegy. The term
230, in an enbodi nment of the invention. As will be
netwoilktemsition esfeladl traaditoming omd s10hoteoles witflindBe astHa k.
net wor k managenent | ayer 220 to perform network

CQoUoRdpT E‘Nét%ﬁc i eg%ﬁfeﬂpl% ﬁf’@'}ﬁb\hﬂ@{ nuxﬁﬁﬁ"b?'fﬁﬂc@l'&hgﬁcludmg

a node broadly refers to or exanple, transitioning
o] G AL o
inf5ggiorh 1135 PR ISILS e muentss NtwSomaLAsSRIERt By 220 may be

second VLAN, and/or froma first topol ogy to a second
a thoalg@g,conm@entet‘pmllamln@am recenfiguringmetwdrk icomponents. In
transitioning one or nore nodes within the network.
alteaPeldmbisdiments ofitiredgesntion, nedyerk Mathgpmeni ldesg 220 uhdidns in
of functions including network configurations,

as$bRIaeh kvitl 18 Sitel RPErs iR RIR FEO 2 th Lh GH Efnﬁﬂ&lment the other
network state 5 information, In an enbodi nent of tHe

e %nﬁ‘#gé?ﬁét‘vgﬁﬁﬂwg%#wﬁwfrn@hO-
O e bl SR SRS TS o

association with the other layers illustrated in FIG
asspciafign il 300 INefwbddiesminee and-assesiation file 300 inclurdey: dmaniin
network state information from network managenent
netvayyk dedizOsection 200 Rb-Hyhdibic rigtworkudevicetsedtioned0dg p@wler management
el emrents of exenplary network resource and

devi66 ekiah 306, Hubk @ec&@@ 308\ iR KL3aP AW :CiRetd/otk APISANY &fviteR section
file 300 incl udes: dynam c network device section

31 @qgutep%hgﬂ @ Symfhid bk &ﬁ%@ﬁlﬂ?})ﬁ%&%%ﬁ%C@%&ﬁrer section 314,

rranagemsn VI ce section sect

| Lo tch section
and b tiPing @fictns sestion OB & MK e ettt Gup tivor: Component that
Protocol (DHCP) server section 314, 15 and addressing
proyides petverk adpinisrgve serpioeinsompbianeewith Reguesh FarCopments 2131

conmponent t hat
entitled, “Dynamic Host Configuration Protocol,” R. Droms, March 1997. As illustrated

in FIG. 3, network resource and association file 300 describes available network resources
and associations in a standardized syntax. Related U.S. Patent Application serial numbef
<042390.P17061> further describes network resource and association files.

[00026] Network management layer 220, in an embodiment of the invention, is
responsible for configuring networks and transitioning networks. As is further discussed
below in regard to FIG. 5, network resource wrappers 222, 224, and 226 may be used to

configure and transition networks. In addition, network management layer 220 may
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provi des network admi nistrative services in conpliance

woi hb5/deegguest For Comments 2131 entitled, " Dymramigs2004/019699
Host Configuration Protocol,”™ R Droms, March 1997. As
illustrated in FIG 3, network resource and

maAARERAIP %ch%k Judc&ho’%%r Has/otlt BsApchbaisafl lgendteileekdable text file

resour ces associ ations | n a st andardl zed synt ax.
tha%@sg BB AR i

oo B b OGRS SRR 20 B4 ere
respon3|ble for configuring networks and transitioning

snapsheief ke, cument retworkestae. di scussed below in regard to
FIG 5, network resource wappers 222, 224, and 226
ni890238 uFHG. 4 13 andlbuwstration of anekemparg ichifrent neovovrske stapshot
addi ti on, network nmanagenent |ayer 220 may 10 WO

40@. 00k PR6eREd 604 dHRRIA HABRARWIBK A habShAddD eSSrganized

al l ocation for network conponents and generate a

acc{o cﬂ‘fi’g?1 eto?)ﬂioré Ell,llﬁletstsl&%@tﬁor{s g?g; @[ﬂ%ﬁé&h#ﬁ 49%? r%?; il espgnet section

conmuni cati on a € ne

a net rk, confiquration and/ or transi.tiopn, network
confinipEEiaion apa s iy emERC e Bnpned it e b0 £, node
current network state. 5 [00027] FIG 4 is_ an
Sectlpm A5Q)r ANadsseasioni 0dnclpgss dnfprmafiqneaboutpatopsial mavgment.
snapshot 400. The illustrated enbodi nent of current
Inforstation kbeutpotentialapsventent 60y iisclodegalist o€ detwark topdlopges lmsed on
one or nore subnets sections (e.g., subnet section
net#ofk) top&lagies anbinbdrfaserdvailable eOfeaiods, Foi éxaftipld, 9Na Add¥Hontains
one or nore network conmponents within the subnet

an é@ BlanefPO& ad§;ﬁﬁf (aRf aft 862.1 M&@sﬁﬁﬁt'&%ﬁﬁ'&p HelWEIRS the node

I nformati on about potentla nove 10 In ormati o

nt| ncl ud
s aB538 P e B P, AR B Yot Nl lfistor 400
avai |l abl e to t.he node, For exanple, if a node contains
is moge ffly describeddn yrltrd MuSJtatent Applicationserial prmbenc cess
poi nt exists on the network),. the node is able to
<04r2§%Pb7Q&3a’nsAn 3020l tagetwarkradhpiesanden/&2k! laaoess point respectively
Net wor k state snapshot 400 is nore fully described in
refer &0 aheithork Sdapkataad in Apgeks peit thit @eiplpwithuh®EEEE 802.11 standard,

entitled “Wireless LAN Medium Access Control (MAC) and Physical Layer (PHY)
Specifications, 1999 Edition.” |

[00028]) After a network transition, multiple sections of network state snapshot 400
may be updated since some network transitions affect multiple network components.
Network management layer 220 uses network resource wrappers to programmatically
configure network components, in an embodiment of the invention. Network resource
wrappers abstract the functionality of a network component in a standardized way that

allows network components to be interchanged when the components provide the same (or

11
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15

15 <042390. P17063>. An 802.1 | a network adaptor and an
WEDOF0G66S4access point respectively refer to aPAEUSRNOK/019699
adaptor and an access point that conply with the | EEE
802. 11 standard, entitled "Wreless LAN Medi um Access
sirkitun} funkti¢idiicy), imaderbydiment oflthy GivehfibiY) TEpe AL brdihmaiatically
1999 Edition," [00028] After a network transition,
brér?gl}l x‘gﬁér@ toéeﬁ:ﬁbia BBForled W ¥\ Qkvat, Aafivwdt8 PRl R varfsource of
y

e updated since sone network transitions affect

ong‘%&io{:g&t@g{k%%ﬁmﬁg&ponents. Net wor k managenent | ayer

uses ne resource wappers to progranmatically

c [ qur ef wor k _conponents,..in an enbodi nent of th .
R R o e SRl R g e RS R wiaeer Fametion
functionality of a network conponent in a standardized
catha(0.t Nefworlardsevise weanpsr Ringtiom oalbHiGmay bp yseda farrexhmplye tb
when the conponents. provide the sane (or 11 WO
cofi}fiiné H VEGEN sWITdll. USeéh OF 8fitars iskillll iathe drtimsirecineb tHay similar
in an enbodi nent of the invention. The term

netWogle Ee’;\'ﬂ?&fehﬁ%é}b’be Kinfigted Wit Shflat Retdollt RBoWREE Wﬁeﬂﬂg% In an

by a software, "hardware, and/or firmware resourc

emg&ﬁnﬁpié {r;?;cf]? rlﬂﬁé% lfhe?é) E%%E\&{)%‘Cioqggez&gapgé&&r%s%%}ﬁg to each

exen‘p_ fron o r resou
cortiEnEARI Pty ‘%&ﬁ%ﬁgn Bclag "Table Jaiigees desgription of the fields

configure a VLAN switch. A person of ordinary skill in

of exsmplary ngiyysrk egsaures wirapper finefipacall @.wor k conponent s
may be configured with simlar network resource
wrappers. In an enbodi merfAmE It he i nvention, there is
a network resource w apper corresponding to each

conf igigIdabl e nef wor k' conponent TN rseshghtyy K- 1able 1

IPREGIBES @ JeSCTIERddR0F s hl TP hidress (cIF witch can
net wor k resourcpe gejﬂﬁne%&ﬁ@oﬁﬁgﬁoﬁbgmﬁgﬂm@¥ 1

FI iAhDLI}pHUIIFH JOUJT %A LI TS C LTS 11
Pags r%l?g f rom whj BHFS¥ 1&%%5'?%%3‘%*"3“11’1@ enable a Telnet

session to AN switch.

TotalPorts 515 TotalPorts 515 represents the total number of ports on the
VLAN switch.

ControlPort 520 ControlPort 520 is the port from which the VLAN switch is

being controlled, in an embodiment of the invention.

VLANI, VLAN2, ..., VLANI, VLAN2, ..., VLANn 525 provides one or more fields

VLANn 525 for representations of ports that are to be added to each VLAN.

[00030] Referring again to FIG. 2, verification and validation layer 230 abstracts all
devices that are used to verify and validate the current network configuration. These
devices may include, for example, packet sniffers, traffic generators, and other network
validation devices. In an embodiment of the invention, third party verification tools and/or
proprietary tools can be added to this layer to providé seamless accessibility to a wide

range of network analysis and traffic generation tools.
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be configured, in an enbodi nent of the invention.
weezsM6asHOPasswd 510 may be used to, for exanpf@/US2004/019699
enabl e a Tel net session to the VLAN switch. Total Ports
515Tot al Ports 515 represents the total nunber of ports
010003e] VUANMheMbodimenon the ahRatibn, SROAEworlol Rirtatioh d6vites are
the port fromwhich the VLAN switch is bei ng

m\}ﬂmN;blr Ie%jmg} Wﬁg@‘lﬁﬁ%ﬁ( ¥BHariBfexddbBioh WeeRbikORlid¥kidNevices may

.y VLA n 525 provides one or

d
N L T
e o BT, R S T s

validate the current network configuration. These 15
ongeubm o aofherymidintene VIrAN tamitesr, puidiemenstwerkisterface to

traffic generators, and other network validation
and@iét.ces. In an enbodi ment of the invention, third

party verification tools and/or proprietary tools can

beyoadsed (F(ﬁlutoﬁ‘! ef @Wnt&@eﬁt@é’\bﬁﬁ vEr#AEHtdA and validation layer 230 to

acceSS| bility t a wde Trange of network analysis and

8 A BRI o
A S SR S . BB

network validation devices nmay be placed on the
repeat toi theibentrad ldyient Conizal layeg i 0 é@emamwhﬂbw topgrform graceful state
contrast, conventional network validation typically

re¢ovesi pesed b thereprond lif myy gped amal reparkédiat the ver fivatinmsand validation
fromb5 one subnet to another, and/or one VLAN to

)Fegom%emég%% %lﬁo&bz% g@%%fﬁég?%ﬁ%ﬁ%ﬁ& Vao?ﬁﬁh&ﬁé to a state they
wet€ §il Bdf6R dnUro? Sont £bhuSitY the BxdAUEH o etk scenario.

[00033] Physical network layer 240 contains the physical network devices of
network 200 (e.g., physical network resources 242, 244, and 246). In an embodiment of
the invention, physical network resources 242, 244, and 246 correspond to network
resource wrappers 222, 224, and 226 described above with respect to FIG, 5. Control
layer 210 may request the functionality of physical network resources 242, 244, and 246
through a network configuration request.

[00034] FIG.6 illustrateé exemplary network configuration request 600. Network
configuration request 600 includes subnet group section 605 and device section 610.
Subnet group section 605 may be used to organize a plurality of subnet subsections (e.g.,

subnet subsection 615). Each subnet subsection may list information about the type of

network topology requested for the subnet. For example, a particular subnet may include
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perform graceful state recovery, in an enbodi nent of

WO 2005/60680¢ i on. During the execution of a net wBCE/US2004/019699
scenario, verification and validation |ayer 230

detects and logs results to 10 report to the control
bdthydred afid vireddss hetyerk fbologet Eeviceasciidnes Idanayt inchelefimformation
graceful state recovery based on the errors, if any,

aBROAGSEs thin £ RRubREd AtwbhecotfTgutdiientah@7 stithosRldnddE ineBile nodes
| ayer. Graceful” state recovery refers to reconfiguring

wﬂﬁﬂf’ﬂeﬁuéﬁ%@ﬁﬁﬁcﬁaﬁﬁ%ﬁaﬁ&ﬁtﬁ?%ﬁé’c ﬁ@uﬁa&{o\%\l&?@eﬂs%@ﬁow fully

error ccurs e execution o

SC 1 0. Physi cal . networ k |ayer t ai ns
IBREP et U Rase Apwlruisd Ssrahsmiet a0 S e R

physi cal network resources 242, 244, and 246). |In an

er{%Qﬁiishe nin eperationecantrpblayeiohl0 may sand netwerkmoRrfiguration request to

resources 242, 244, and 246 correspond to network
netwerkunaimgamanieyess 2202 Nefatk mandgdaéntdayee 20 dd tapinay use

with respect to FIG 5. Control |ayer 210 may request
ndtWerkf rHEUi&d:e‘WﬁbFérE’ t@ﬁro@fh\ﬁﬁh@tﬁiallz @Bﬁﬁ’%ﬂf e IS reddidees in

con

244, and 246 hr ough "a net wor i guration request.

p ic%ﬂ%gx]k 15yér248. Wﬂeﬂ?&%ﬁﬁlﬁ%&%ﬁr‘? r@ésyafrgga&@ﬂrtg network 200,

ontiguration request conti guration

request 600 includes subnet gro sectjon 605 an
oo ST Bing et R HEPets &g B8 v fed ff nE Stk Gmamndhl e 220 to
used to _organjze a plurality of subnet subsections .
abgtgacy the fugeipnalityafikerew gmsowes) In aembedimeat ofdhe bwentiqm non-
may |ist informati on about the type of network
configaiablgynetveark essoertes nray hh addedandior rEmovekfominetwark 200 at will
particul ar subnet may include 13 WO 2005/ 006654
beb4ubt WS H24 900 HriisHelt vt hetharded 1 infirRs Wit iondokfigurable
t opol ogy. Device section 610 may include information _
nefPQiteddafies Wi thin a requested network configuration
and a start position for nobile nodes wthin a
request ed network configuration. Network configuration
requests are nore fully described in related U S
Pat ent Asplﬁ\ldl cation serial nunber <042390. P17063>. 5
INTERRGTEINS AMONG THE LA¥ERS ot rol | ayer 210 may send a
network configuration request to network managenent
| H09836]2 2 FIGNR isvoeducepmalgingration af ssle@edintéractions betweaxy abstract
use
functional layers in network 700, according to an embodiment of the invention. Network

700 includes control layer 702, network management layer 704, physical network layer
706, and verification and validation layer 708. A person of ordinary skill in the art will
appreciate that, in alternative embodiment embodiments of the invention, network 700
may include more layers or fewer layers.

[00037] A user may provide an input to initiate a network scenario, in an
embodiment of the invention (not shown). Control layer 702 queries network

management layer 704 to determine if executing the network scenario is possible given the
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network resource wappers to progranmatically

woonéi/@asse t he physical resources in physical PEAVUE004/019699
| ayer 240. When new physical resources are added to
network 200, correspondi ng network w appers may be

cutérlt hb&brk Qorff?%u%fdﬁ DRI BTRE hetWBYEdceR#h fsQupdbrdsh tiRCéurrent

the functionality of the new resource. In an

nefSRE8 Coriiltari. ool G IO oR Hen R VAL AR 20l Sl om o
t will because network resource w appers are not
feeded to interact with non-confi gurabl e network
resources. 15 | NTERACTI ONS AMONG THE LAYERS [ 00036]
A0B038} | Otherwinecepireldrysr|70g sesokues the nstwerk| seenasig into a network
i nteractions between abstract functional |ayers in

confefuratiok ana@reatss awotiesygnmgareteokadnfipmttiaf reghest at 714. The
i nvention. Network 700 includes control |ayer 702,

netRAHESHE gﬁﬁﬂ@ﬁ QERREL thayy Entifl bne BIMSHCAIbnES b¥Vel ak @eLdtarting

706, and verification and validation [ayer 708. A
¢  nar . - , .

poffP 618 et 18 ofi odes oo anfbcrtort ey P Ebutgires the
I nventj.an, .network 700 i ngl ude.nore | a r

neti@yleqt {1 Seporsuessas of 10N ahile SOpGepHlon AY T8, Jf nptyork
initiate a network scenario, .in an enbodinent of the,

mapgggawnt lawer Hidrdogh aekTpporbany Failures ggeurring dugng thegonfiguration
network nmanagenent |ayer 704 to determne if

proessscednitiotylalybie7 (2etriggerk thecwemdichton sdpedidatidrelagenidg at Aé2.|
14 WO 2005/ 006654 PCT/ US2004/ 019699 current networKk

Vefifiddtioglwna tvhRdhtidh 14y%8 708 perfbignsiRtwerklesiGieation andid validation tests
supported in the current network configuration,

£R he FaUles Cortidl i febpor k verification and

an vap%’ atli&onﬁalgs Qlé{ ?Oa’g‘gg?z QO herwi se control |ayer
7 sol,bves the network scenario.i.nt.o a netwo
e Bk iR ERAE BB o Ffighodds. For
configuration request, at ,714. Th

example, agnetwork scenari%brlnay include transition?ng a node from a wired LAN

connection to a wireless LAN connection. Control layer 702 queries network management
layer 704 to determine whether a transition is supported by the network configuration at
722. If the transition is supported then control layer 702 requests the transition at 724.
Network management layer 704 reports success or failure of the transition at 726. If the
transition is successful, control layer 702 prompts verification and validation layer 708 to
perform appropriate tests at 728 and report the findings to control layer 702 at 730.
[00040] Embodiments of the invention may iterate the network configuration and
transition processes to enable multiple network scenarios to occur one after another.

Alternatively, the network scenario process may terminate after a single iteration. In such
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networ k configuration request may contain one or nore
WaRmsg66as wel | as the starting position on tiPET/US2004/019699
network for nobile nodes. Network managenent |ayer 704
configures the network at 716 and reports success or

an @hbotfiReR) thterfﬁxd?r@?foif HY Fni1éte@hetibik séeﬁ?fk? g}%?{yré ergported to a user

management | ayer 704 does nhot report an

j [ [guratio Q_process, .control
SRl S B8 L EnfR05s B AR oo S P
I 08 at . 712. rjificatiqQn and validation | ayer . .
73@5‘&{f oT%m}ge‘t%w\ﬁ@ér $ FC}FE%ﬁ% Wh theparticulyipethads gsgociated with
tests and reports the findings to control |ayer 702
empbodimgnts pHthgnyention exevdesribeddn tarins ofegmputet sefeware and hardware
transitioning one or nore nodes. For exanple, a
witk referekcestoanfiowaharta he medthists t6 beperforntdi byda eontdll aykr &id/or a
a wired LAN 15 connection to a wreless LAN

mesHpBReAt 19%er mtd ionSMituted¥RE mABKInSUG' éo&ﬂ)él?eﬁ?rfﬁ’%lﬁms made up of

management |ayer 704 to determ ne : _
oo 5 bAUIE ARG BestithlPud BN STttt b gbwotan
eSS AR a5 e s iR

transition at 726. If the ;rans'ition i's successful,
IngigietipRy tojcagyy outythe mathadston syirbly configused eomiputing dexides (e.g., one
| ayer 708 to 20 perform appropriate tests at 728 and
or mape ptocessersfafradietwgerk tconponéntpexecatyrey thé GdstaictiddOfrom computer-
[ 00040] Enbodi ments of the invention may iterate the

acCREBR e di®NThOEdAptee: 2B Btable AR SR IR BE G2RRA if 8 computer
enable multiple network scenarios to occur one after

prRnEls lanfhde® ol Y8 ok R el RERT A e 35800

2005/ 0061654 PCT/%%ZO_LM/ 019699 an_. enbodi rrenL,. t he ,
PrOYTRTIRE 128 uaeR SOWBHBINE R 4 THABAIFH SeRLAdr 5™ fRgjrugtions can be
reported to a user and a pseudo-random seed to )
ex¢ %artqtbéofﬁlarmw Platforms pad faryintsefacy toraceariehpoheperating

Turning now to FIGs. 8 through 10, the particul ar
sysiern osaddidiooc érabatiments fof tlenheaitior aresnatfdes dribed widngeferance to
are described in ternms of conputer software and
anﬁpﬁxﬁ%ﬂ&ﬁpro@rammﬂﬁg &{oR6£4) CIt wild bé apprevigea that a MagefjRithods
to be perfornmed by a control |ayer and/or a
programming languages may be used to implement the teachings of the invention as

described herein. Furthermore, it is.common in the art to speak of software, in one form
or another (e.g., program, process, procedure, agent, application, etc.), as taking an action
or causing a result. Such expressions are merely a shorthand way of .saying that execution
of the software by a computing device causes the device to perform an action or produce a
result. For ease of discussion, the entities performing the functions of each layer are
hereinafter referred to as agents. For example, the entity (or entities) performing the

functions of the management layer is referred to as the management agent. An agent may
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managenent | ayer may constitute state machi nes or
WOH06654pr ogr ans nmade up of  conput er - execut dIEUS2004/019699
i nstructions. Describing the nethods by reference to a
flomchart enables one of ordinary skill in the art to
bedgu@itdhle Sotftéht PERBORIBEIC, fitthwete)ar sontdicorhbifiticnCthé@0S if an
carry out the nethods on suitably configured conputing

enfRYin&s of fre9nvenfiof, 10 Or nore processors of a network
conponent) executing the instructions from conputer-

a i bl diay The co ter-executabl e ingtructi
HOOHA' | FIG R 4 flow Hagtarivitystrafing Ceriaimasgcts O Ao 1or
may be enbodied in firmvare logic. If witten in a ]
progragmatisallychangigs et wemkdpeatioq of @ ngtwark sgppoaent. Referring to
standard, such instructions can be executed on a
procssd blogk 810, aanetiverk engulagerhent agend fubtfshownhinterfuptsea link between the
vari ety of operating 15 systens. In addition,
neSvdrk dompoieht and theametworknn anerab&dimeht ek irnveaton)tiidnetwork
reference to any particular progranmm ng |anguage. It

mababdmdf BTSSR Ditdinid Hb?{e (rbr&l;ﬁni%’gu? tionﬁ‘x@gfc,@mﬁﬂ'@}f’) server. A

[ ahguageS may be uzed toblnph e teachings o
DHGE R S SR RDIRRLEHE eplile R G 14

«0r anqther (e.qg.,. ogr am, _process, proc re, agent,,
Daaﬁmcg‘iﬁsﬁ Gmbiggtation Pratocoll R Droms. £oatbbss 535 f ltermagive
a result. Such expressions are nerely a shorthand way
emgpdignept eithe fipsention dhe neworkananagement ageat may yeside on a control
conputi ng devi ce causes the device to perform an
node: t A poarson of oxtinere skill in éreudrt appkeviatesthet thé ndiverk amnagement agent
the entities performng the functions of each | ayer

ma?rr@sid@&{ Myef 4 Aimbe fof bifRelert Qe%rﬁg&ﬁiP&en@ér R¥PEPiStributed
he entity (or entities) performng the functions of

i ferred to as the nanagenent
am%@%ﬁmﬁng?é%%n 1"@nﬁa";‘j’F’TSﬁ?)‘\ﬁﬁg'2005/ 006654

P 2004/ 019699, be execut able content, control . .
R0T mieantine e Tk e disteafer gt AP or & pisgless link. I
enmbodi nent of the inventi on.‘n£§000_42 FIG 8 is a flow,
embodigieathof the ipventiandg wdueh the link épwired, inerrypiing the dink spay include
programmati cal |y changing the network | ocation of a
opengnigwwswitchoipogemtns tRafmission@verthe link, interrupting a confirmation

signal on the link, and/or powering down a hub that connects the network component to
the network. In alternative embodiments of the invention in which the link is a wireless

link, interrupting the link may include deactivating the transmitter of an access point that

‘provides the wireless link.

[00044] Referring to process block 820, in an embodiment of the invention, the

network management agent changes the network to which the network component was

 linked. Programmatically changing the network refers to either connecting the network

component with a different network or configuring the network to which the network
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5 process bl ock 810, a network managenent agent (not
WOHOGRt errupts a |ink between the network PCT/US2004/019699
conmponent and the network. In an enbodi ment of the

i nvention, the network mnmanagenent agent resides on a
cayprehicwibetigitdhf ¢apoeaed. othdmgitgihe coffiicRiomef the netwdrk is further
DHCP server refers to a server that is conpliant with

ddseribeiiel W fwithaepRa e Fi 4land FI@/nem C Host
Conf i gurat| on Protocol,"” R Drons, Cctober 1993. In an

a'[@(ﬁﬁ% | KEfelftheS3RoGe ke g?l{%c]?fo’ﬁ he afa Ql\ﬁ%%xg?ernl% ﬂ{ r{ﬁ% invention, the

net vvor manage may reside on

erso 0 skil | he art
%%%ﬁerearé oep W%ia%h@f Hw%ﬂa@%\%ﬁpe Bpek pompegent and the
re e on an a nunmber of different network
ChéB Star?&‘ffhlﬂg the link-mayinstinde gatghlishingmiired and/or a wireless
netvvork corrponents [00043] Interrupting the |ink may
linka dn semeientbodiment ofithe anventien, the link wstalslished irl prokess block 830 is
15 enbodi nents of the invention in which the link is

thevsaraelas tho ik thid twa tntéitepted M<proBoks btk 846, I@ﬁl@é%ﬁgle%mbodlments
switch that governs transm ssion over the link

of ity fﬂ'véﬁtmn' BQifferés 'T dvtBned ﬂrﬁbc{e}%gl bfo@? 8'36 nisor e%ﬁg{p?er in an

poweri ng down a at connect
the netvvo ative

enfi BRI lslpveionrs W{F‘i ik anferipladdh ar%ﬁﬁéﬁegsw and a
I|nk nterr p ing the Iink may include deactivating

w ﬂ%sstlﬁr‘gn%ﬁti‘tt@ edyin pprestblegk 8 %&I nt that 20 provides
the wireless link. [00044] Referring to process bl ock
gt9046]n dn ebodimmentsof thé invimtiominewtticlothe establishedlinkrik wired,
managenent agent changes the network to which the

establiskirgkthe dift amrinclwBes closing § eWitciP it Eaverad irfidlidsion over the link,
changing the network refers to either connecting the

estABTishRgka cd‘rﬁﬁﬂﬁﬂ&?h 110R the % E)%P ho@@ﬁWﬂﬁﬁg tlw)connects the

conflgurlng the ne mork to e net

kb / / 99 c0 n na
mel R B he MR TR P ER Rt SraBh g th which
o i TS kA et
enbodi nent of the invention, the
access point that provides the wireless link.

[00047] FIG. 9 is a flow diagram illustrating certain aspects of 2 method for
automatically configuring a network according to an embodiment of the inventinn.
Referring to process block 910, the network management agent (not shown) receives a
description of a network to be configured. The received description of a network to be
configured may be human-readable. The term human-readable refers to a description that
when displayed on an output device (e.g., a monitor, printer, etc.) is understandable to a
human reader. The received description may be randomly generated or it may be a

predetermined description of a network to be configured. If the received description is
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networ k managenent agent establishes a |ink between
WO r Kk conponent and the 5 changed net worBCT/US2004/019699

Establ i shing the Iink may include establishing a wred

and/or a wireless link. In sone enbodi nent of the
prédeveemincditheh Ramdy BkreesivabirbmhedhtibasoOsedderinekndiddrk

is the sane as the link that was interrupted in

defSrfiBAFoithe Rlscfiplton iy B pRIVARK WiFs PO difhBoditibnd fhe

I nventi on

i e R e St%fﬁ?g';%ﬁﬁyg*&? NefrorkBufigurasion
bl oc 0 and_a_ 10 reless link is established in
regie ss pwadxFEa® lswpmeb@weqxanw le-pfiroiererged deseptioneof a network

invention in which the established link is wred,
hawsg aistandaridimgd spmatax.i nk may i ncl ude closing a switch
t hat governs transm ssion over the |link, establishing
a[00048]i r Reefdrring so proadss dlock 920 inras, entodiment POYHRIihVihtion, the
a hub that connects the network conmponent to the
netMirMRTakagdnibnd hééh"t Babdty &mgﬂe%%&k‘%nﬁmﬁﬁem@ﬁ@ﬁtiﬂﬁ of

i n which 15the litnk is a wireless |ink, establishing

I h 0
net&*’é?géé BafFt. (R G BF RSB o AR oy Her the
i ramillustrating certain aspects
ros{rces Qb a@e%cf et 0T AR ODT B LR A TeRgMI R dodhen R B pRocess
according to an enbodi nent of the invention.
blogks PE0.r Forexamply, it asembedimrnioafthe inyenting, thernetwerkayenagament
agent (not shown) receives a 20 description of a
agenéteferekcasa lise of wativbrkooathondiits (¢.2¢ rétwetk rbsswrce pid associhtion file
a network to be configured may be human-readabl e. The

300, Shéwh HTBIG. 3§ 2¥AS hetwiosk ﬁ‘hﬁageﬁleﬁt 5’@?@ fnlap tthéﬁrpo&;tiﬁaie a V&A1 map

dlsplayed on an output device

é?_hl'n%ﬁﬁo 3{0 ¢ r | p?%esﬁe%‘/gﬁgﬂo%e c%gﬁghujg&' ﬂ%{h tﬁng?gfgfenced list of

e rece ion nay y generat e
netwgrkc%(ﬁwogﬁwéd 2554 O e Tratoend Aol Bebrotido b copgiured.

2005/ 00665. PCT/ US2004/ 019699 predeterni ned, then it
L r Relerriagfomresesublaek 93 4o ap pmbedisentefthe dryention, the

network descriptions or the description may be
netyedmaragementcreates a stapshot fiderolthie venfiguséd ndtwork. The snapshot file,

however, includes the one or more selected network components, in an embodiment of the
invention. The description provided in process 930 is a snapshot_of the configured
network including the selected network elements, in an embodiment of the invention (e.g.,
current network state snapshot 400, shown in FIG. 4).

[00050] FIG. 10 is a flow diagram illustrating certain aspects of a method for
automatically transitioning a node, according to an embodiment of the invention.
Referring to process block 1010, a network management agenf receives a description of a

transition for the node. Transitioning a node broadly refers to, for example, transitioning a
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i nvention, the received description has a standardi zed

vy paosoceet wor k configurati on request 600 sShowaTIUS2004/019699
FIG 6 is but one exanple of a received description of
a network 5 having a standardi zed syntax. [00048]

ndef feorh la Fstirtwork Gatedadel 18 GkseSad intePfadd) aBP oA Firs? kubnet to a
the invention, the network managenent agent selects

) r t i e I
S 208 M SRIGERS L SOVRANED LRV AN ! EpRFL R opotony
resources of the selected

in n _whet her the
tonae%e\%rﬁfogglﬁﬁ%nent provi de a resource requested in
exanpl e, in an enbodi nent of

pr@&eqis 10 bl ock 910. For . : di |

t HEOGSE, o nly Ay pmbadément of ghedinwention ciie meceived alescription has a
references a |list of network conponents (e.g., network

stansRodizedesyatad (a.gs dis syntaanllfisttated iBBOG. 6)Obe receivdddesdiption may
The networ k nanagenent agent nmay then popul ate a

beiurhanateadabilc when displayedl GEAPEMPulR Ve (E.8S RANGIAySckd or a
network to be configured fromthe referenced [I'ist of

P e S PRoy oo sapt AR b Behfied FEEhYESer HTREL B . For
Qce 0. .in_an .enbodi nent of the .invention

ex3e B e ol P PP EenSipeadf e Sl Ppand
configured network, The snapshot file, however,

PaFSﬁgmg cfigB e ngfwark manageraent dayen tq indliate thetyspsisions Also, the
in an enbodi ment of the invention. The description

reqi g desetintion maydegwodided by amsear(egs laclystef ddndnistrator) who wants to
configured network including the selected network

implearenni specifiedatvde maadiigient of the invention (e.g., 20
current network state snapshot 400, shown in FIG 4).

[ 0058 . | : . e :
LLODOSR Dbhiddhiles lode GHICBMP LR (anahifl ltteGRiudl'oF one or
' t . odi ne of it iLnventipon.

mdiOfiew P EhAIRL: R RERDBipTEH bidtc foaf b e ok Binoagement
%gegt recej ve‘g a description of a transition for the

ageH geiecti A BRLYTK SpmRepeRt. ft a lisbefneiwerkicomponents. tg support the
exanple, transitioning a 19 WO 2005/ 006654

nogetransisimnolescrigd 9o prosesss Hocknd (1 0f iIn s embodionekt ofithe rifivenéion, the

~to a second interface, and/or froma first subnet to a

list of network components has a standardized syntax (e.g., network resource and

association file 300, shown in FIG. 3). The determination of which network components
to select may be specified by the control layer (and/or a user) in a function call.

[00053] In an embodiment of the invention, selecting a network element may
include referencing the list of network components to identify resources that are available
within a network. The network management agent may create a virtual map of an existing
network based on the referenced list of network components. The network management
agent may then compare the received description of the node transition with the virtual

map of the existing network and select appropriate resources to support the node transition
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second subnet, and/or froma first VLAN to a second
wOL2088/00665d/ or froma first topology to a secorrdT/US2004/019699

t opol ogy. [00051] In an enbodi nent of the invention,

the received description has a 5 standardi zed synt ax

(e.£Sa WLAN bRitsh,ahasr hh hétets §ifd andlod fowéon/diffodarey] ¥esh
description may be hunman-readabl e when di spl ayed” on

e ORIV ol Fohoty Bl RBbCRCIEER 8 pibulates ot
virhaD AR Bt Bty 5 T P o R o Wil acted

| ayer and passed to a function in the network
ICSAB¢&Yenent |layer to initiate the transition. Also, the

10 recei ved description may be provided by a user

(180054] aRefestimgrioguiotess blockt 630, thewelevtet ietwark domjoasnisare

a specified node transition. [00052] Transitioning a
confiieed tpupr the destribe@Bodidrseivni MhelcbLfigRaeH 68%he Sblected

one or nore network conmponents. Referring to process

netRopE &r%%@nts%‘%nl{be&awgn f@?ﬁgmﬂe s ne?@t)ﬁ(céo?nn;?ogent and

net wor conmpon oma l[1st of networ conmpone

t pprt.t.he 15 node, trapsition describ N process
theyesH#RRSsnvioR of e rehRh b SRR, A yriRe guter may
. |ist of network conponents has a standardized syntax
mCLué‘.e gssociglinga nrtvosk Biieréace o the rqytep withithenode; tp be 3@ositioned.
_shown in FIG 3). The determ nation of which network
Simjlarkyoeadigering o VdAN switolnmaydnelpdecistoaatingythe hedecwortiertednsitioned
| ayer (and/or a user) in a function call. [00053] In
withia \anAN & VL AN dwichi nventi on, sel ecting a network
el ement may 20 include referencing the |list of network

GO0UBS| € "R Sfetrfhgi to %%Tdﬁ&yblbaé P E VAR SwARER isac\bﬁ'thgen%y,em an

W thin a network. e networ k nmanagenent agen
I f i S NG t K d -
el foldifiop gl S Vb B e Rod ey Fo PG et
{ t th . i ved .
on RS SRS Tk Al S it cvr

map of the existing network and sel ect appropriate

nety ik s@mpesent onrgstesite therporisouich 2 patisular ¥hA20). Wibe connections
2005/ 006654 PCT/ US2004/ 019699

between VLAN switch ports and network components may be specified in an electronic

file. In an embodiment of the invention, a software agent programmatically sets,
configures, and/or reconfigures the VLAN switch by interacting with the VLAN switch to
alter its state. A person of ordinary skill in the art appreciates that the type of interaction
used to alter the state of a network component depends on the particular network
component.

[00056] In an embodiment of the invention, a router is configured at process block
1030. A router may provide a number of network interfaces, in an embodiment of the

invention. Each network interface may be associated with IP address information (e.g.,
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| {e.a a VLAN switch, and/or an access point, and/or a

F0%AHof f nodule). In an  enbodi ment of t hePCT/US2004/019699
i nvention, the network managenent agent then popul ates
_another virtual map that corresponds to the network
intgrfaeq IR address ard sybans e erabledhelexclinags of pasketd with the interface. The
resources. 5 [00054] Referring to process block 1030,
IPtaddreseinfartration édrwactkintarfee medyt ke specified by bh glectOnicdile(s).
support the described node transition. The

CEFputify HRlloRRr BoallhSeRt ©CLEH azﬁ?b@ﬂ%§mfﬂg§2 SBiiRg "Efiguring,

be based on resources of the selec
ived descrd pti of the node .. .
anfRERRBEw e bETE6E HERaRSREHAA & hioplsy Byfftfacting with
i nc e associagting a network _ interface of the router
m\'ﬁﬂf {?uag%,% Safs-' 3015%5%% ‘?sz;)ﬂié’inﬂ’yo?lflélb!n the artjappregiates that the type of

. configuring a VLAN switch nay include associating the
Intggaghon usegdo alterike statsoéd netwaork campbrgut depands owithd\particular
swi tch. [00055] Referring to process block 1030, a
netvoiklcempomdnt.i s configured, in an enbodi nent of the
i nvention. Configuring a VLAN switch broadly refers to

af0e0s7]at INDHCPRr@: B 1R MhfbutWat SdcBMSKV030. 3n an
particular VLAN (in effect associating every 15

t . . .

e TR Ton, HAIEE et ot BReD Wbllihgjvp fypotions
orts.and nefwork conponents . nay, he ecified_jn

(g Rroyiding T addiiss Infrmiiond A nadTS Within dbE pehworkl e AERCP gorver
software agent programmatically sets, configures,

may 3§yastate ercoRrrmeyq meavark enteafages svitht eorepgondingdiPzasidress information
with the VLAN switch to alter its state. A person of

(e.pv M arklrgss sdubhét maskf dvd gatdwaDpThe habeiatidnsdietwben rierworkohterfaces
interaction 20 used to alter the state of a network

anceuRepaiding BFRRIdess eifoinhRiodaletdrfitl ek hidR h8¥slkeceive which network
conmponent. [00056] In an enbodi ment of the invention,

adRini K4 P AlnSHGRD flg gH Eﬁlﬂo%ne% gf&l%%?\@nﬂﬁxlf,it%%gs%pciaﬁ‘ons between

router may provide a nunber et wor aces, |
inpent. of the. inyention. Each network . .
nerARpEIRARETRY BirelreBginelP SatERY infipaligh e tained in an eleotronic
i nf ormat.i o e.qg., 21
file. r2',ronﬁgur1ng tqw (DH(%P server broadly refers to, inter alia, programmatically setting,

configuring, and/or reconfiguring the DHCP server by interacting with the DHCP server to
alter its state. A person of ordinary skill in the art appreciates that the type of interaction
used to alter the state of a network component depends on the particular network
component.

[00058] Referring again to process block 1030, a power on/off module may be
configured. In an embodiment of the invention, power on/off modules may be associated
with network components (e.g., hubs and access points), Configuring the power on/off

modules broadly refers to, inter alia, programmatically powering on or off the power
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WO 20051006654 PCT/ US2004/ 019699 interface | P address
wiosuenrst ) to enabl e t he exchange of packets pet/ASidoe019699

interface. The |P address information for each
interface may be specified by an electronic file(s).

orilsff iodulel BY irtB@ctitpivith (HY At ¥n/o2f BbdulbPso difet Aeirdtdtd: A person
progranmatically setting, configuring, and/or

off R ERAYY SHF MR 4 ?%@gﬁ?t% tHEP{ht%ﬁ&‘@é Jd3h reairc%xg Eéﬁ%itctgfalt?{ the state of a

the router by 1n cting w rou
tate. A person of ordinary.skill in the art

nel Gk onippRe ARpkmd: A8 tigARCtCHET TehyukEePaRs ed t o
alter the state of a network conponent depends on the
particul ar network conponent. [00057] A DHCP server
PO 316 4 iscsimplifed blosk disstsor ohwieted slements of exemplary
enbodi nent of the invention, a DHCP server provides

noded 4@}, kmplémiented taceriing t6 am embodisnent 6f the irvention.oNodé N0 may
| P address information to nodes within the network).

incTinde: BCET MmEreR6ca¥BO($) 9% DG, indérRorg 18 20/ orldi énd?6 IR Output:
interfaces with corresponding I P address information

inte@acds 11307 nefehiR %ﬁert@dé?éz Y 4@r%htro€z{r¥ntgﬂt59v\ﬁ1¥%agemﬂt agent 1160.

associ ati ons between twor'k 1 nt aces ’an

[ | P d i nf t] t ' whi ch
ThE AR e PR F RSt el QoS Pikrbegrl170.
I n an i{nﬁ@di nment. of the invention, the associations

Progessous TR (RGHEe 2 RIETOPEREESS Ok RICEAsOR Rl Pld programmable
address information is contained in an electronic

gatejarray (Kifad), @nplication ispecifivOntegeatod cirdni@AEIQ), rcefiralproaessing unit
inter alia, programmatically setting, configuring,

(CRAY boograramablkilogic idavjcé (RLIDHAR sietiMe deivesithit@codst imdructions:
with the DHCP server to alter its state. A person of :

frofr sYsteal stofié (e g.l Meibf AIN0),RBEEChEMESd HRbutk li’l?os%ﬁﬁ‘?rueﬁons by

interaction used toalter the state of a networ

; rticul ar_ network 2 . .
pe AR SR RERRLDERAL O IEMY o0 Betie B peention,
1030, . wer on/of f npdul e configured. In an
PIOS?FB%‘&?)?HQ 1s01p1p?<|>}'ger}t?ﬂ,\é(ﬁﬁ @ ‘,’rggévﬁg.lpr‘?ﬁ?ﬁ%’ﬁ nmodul es may

be associated w th network conponents (e.g., hubs and

b pWiemosy 1126may gugomngss mwidsovesietyoef] raérhoryndaides sncluding

broadly refers to, inter alia, programmtically

reagronkyrmergonyr(ROM) fefasable ppugnemmable read-only memory (EPROM),

electrically erasable programmable read-only memory (EEPROM), random access
memory (RAM), non-volatile random access memory (NVRAM), cache memory, flash
memory, and other memory devices. Memory 1120 may also include one or more hard
disks, floppy disks, ZIP disks, compact disks (e.g., CD-ROM), digital versatile/video disks -
(DVD), magnetic random access memory (MRAM) devices, and other system-readable
media that store instructions and/or data. Memory 1120 may store program modules such

as routines, programs, objects, images, data structures, program data, and other program
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22 WD 2005/ 006654 PCT/ US2004/ 019699 on/ of f nodul es by
WORMSHGFhg with the power on/of f nodul es to alPCEFUS2004/019699
their state. A person of ordinary skill in the art

appreci ates that the type of interaction used to alter
mtoldeles that perfidrnppartiailatasksed impRakht slepanssabettadtiifita types that
particul ar network conponent. [00059] FIG 11 is a

f@[lm@sflgtﬁﬁu@ ock di agram of sel ected el enents of
exenplary 5 node 1100, inplenented according to an

n \Y: de 1100, ma
O:IBMITEWDEP@QW@*@ gesis/gr ]?{éihfaiefll Hspd? u(ieﬁﬁardé:ﬁéc ‘?fr‘ve interface, a
%%t |nterfa es, 1 30,. network

gy dierifcdivg Tl B APYEN Onyeieriaesca el qere rial controller o
agent 1160. The illustrated el enents nmay be connected
sqp@g@@rc@mr@l&m otegial porstuainersal ssriabhwse@ISB)1poet, a display device interface
Processor(s) 1110 may i nclude a m croprocessor,
(erg.cvideromiapiet), & souridi catd] npodegr, andiiellikel0 gate array

(FPGA), application specific integrated circuit

(A00062] CIREWoRL indérPBES 1 14D ﬁaay inchideR Y ide REASUFBRIVare,

| ogi ¢ device (PLD), and simlar devices that "access

hdrﬁ'\%ﬁé Ua‘Hd’d? Qﬁmv‘farré) 19 1?1%’6?‘1%8%??%&:2121@? S}\g§ urg?sp%%etng yxtwor% ?gdt shown).

deco and execu

perf arj,thneti.c and | eratio
ﬁ’%&é O iedReent ey o niSpcs, LEAOGRRSges oot wispd (o, local
Iemsnt ed wth a plurality of processors. 15 [00060]
arwemﬁSwyr k) iderfacgy andhwirelsassé. s, wirdessvaedl atop nefwonkronterfaces.
devices including read-only nenory (ROM, erasable
Neswork intenfabé(s) I le@dnmyninglude notwork et cardéd)emid/oreipssts that
erasabl e programmuabl e read-only nenory (EEPROV),

provioé 9 ietReeiehgerta®8Nory (RAM, non-vol atile random
access nmenory (NVRAM, cache nenory, flash menory, and

0f0‘0983]”ehar gfofj@’ég £580 é\@ Eylo&éL?]QLO%BQ Sagslﬁag | 496190 P&t for a

or nore ppy di's

t I tilel d
W&’ Ehpihapl nfoflscotmbclinmreneadt HALFS) brmsgutabte cotent,
devi ces, and ot her l%‘)stemreadabl e nedia that store .
coRtrR ogie {5 &nd SKndld?, kPG4, etsibfismpvare, zu spig combination thereof, in an
;l))r ogram nodul es such as routines, prograns, objects,
empagdigest ofthe inventiors t breshodimers affthd dnventian éh whivhrcontrol agent
program
1150 is executable content, it may be stored in memory 1120 and executed by processor(s)

1110.

[00064] Management agent 1160 enables node 1100 to perform network
configuration changes and network transitions, in an embodiment of the invention.
Management agent 1160 may be executable content, control logic (e.g., ASIC, PLD,
FPGA, etc.), firmware, or some combination thereof, in an embodiment of the invention.
In embodiments of the invention in which management agent 1160 is executable content,

it may be stored in memory 1120 and executed by processor(s) 1110. In the illustrated
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23 WD 2005/ 006654 PCT/ US2004/ 019699 nodul es t hat
Wee20pmvaeePar t i cul ar tasks or inplenment parti cul RET/US2004/019699

abstract data types that facilitate system use.

[00061] One or nore I/Ointerfaces 1130 may include a
erhleudiment i td invention] bhdemenBageARDIT residel Gikihdshi€ node as control

interface, an optical drive interface, a parall el

ageRf 11'503?15 hl@ém&t?srétén%ddﬁﬁerﬁi of tP g&%ﬁ?%%/ c)QnﬁaneIgrem 180-and

Sel‘l al pOI‘t Unl versa serl a

%Qllg agesﬁré'l g chlgs F"o’ffgé’%er tert?u{g embodiments of

|nterface(s) 1140 3 i pclude a wide varijety of

the, BPVETe ContFRl Agad 50 ARIPEMaRaZeTRR ageRb] | 6% arp Aisribuiestacross
1100 with an associ ated network (not shown). In an

mevigtileadi onemodef the i nvention, network interface 1140
i ncludes both wired (e.g., | ocal 10 area net wor k)
i [(0865)ac Sy stentlintércainests] 170 permityddnth@sisaticactidtwednehie various
network) interfaces. Network interface(s) 1140 may

eldnheid 6 oaet Wos K Skﬂérﬁ Erdt&eBnifcdl P’K’f‘f)) m%‘ HcRide %Wvﬁ% %ﬁet& Rekignal

provi de a network i nterface. Contr ol agen

. £ nt r,0
hn%%?%%u%-}%?én% or 8IS of #tally %p%ﬁo%*?er%f@% ek Hhatist g, bridee,
tr,o ent 115 be execut ahl e ontent 15
DAl SRR Euisa) he MEPEPrOpTARLe Rl TBEL ) £ 1 oar e,
or sone conbination thereof, in an enbodi nrent of the
i 190868li 0X1G) k2 israddlacidingramart selgeterl elespantsorf examplary. hetwork
control agent 1150 is executable content, it nmay be
1266, omptementadeavoondiriglid @n @nbodnentibEthe iyvention.e deowdrk)1200 includes
1110. [00064] Managenent agent 1160 enabl es node 1100

cofit€ol Bi8Eé P20B, THI@P kérve01 29 0Nfout 121 5, %&N@s‘@ﬂ&ﬁ 1@2@' Virtual Private
network transiti ons, in an enmbodi ment of th

N 00 ST B BEGEL A v

conbl nati on thereof, in an
12%%@@6 ﬁstp?}fl ‘i nvention. In enbodi nents of the
ion in which managenent agent 1160 is executable
JBoeh: 9

Control node 1205 prov1des a single control point for executing network
configurations, network transitions, and/or network scenarios, in an embodiment of the
invention. A control agent (e.g., control agent 1150) resides on control node 1205 in an
embodiment of the invention. In alternative embodiments of the invention, a control agent
and a management agent (e.g., management agent 1140) reside on control node 1205.
Control node 1205 may be a general purpose computing device containing a control agent,
in an embodiment of the invention.

[00068] DHCEP server 1210 provides network administrative functions in an
embodiment of the invention. .For example, DHCP server 1210 may provide IP addresses,

subnet masks, and/or gateway information to network components of network 1200. The
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it my be stored in nenory 1120 and executed by

WO oiseews{s) 1110. In the illustrated 24 WO  PCT/US2004/019699
2005/ 006654 PCT/ US2004/ 019699 enbodi nent of the

i nvention, managenent agent 1160 resides on the sane
DHGPeseaer anytassdciatagendr mdreietwdrk aterfiaces twithecorresponding IP address
enbodi nents of the invention, control agent 1150 and

infHHREs: g RO5dress ]s@gnét‘?ﬁdsﬂearﬁgﬁéwﬁ') airfe ARHERtiohbetREen

ot her alternative enbodi ments thé i nvention,

n el I.
PRl BlsriE gg]cég%s@%fn%y?ﬁ@w%&ﬁi g Osbe lich nodes
ste nterc nnect. 1170 permts co ni,cati o bet ween

reHiRe HRIohFEVO AR ESHe THRsOnS, 7 61 g@g#@rﬁm of the invention.

|nterconnect 1170 may include a wde variety of signal .
DHCRessrviep atensielhnayretodhosefordiary skithinrthe it gnd will not be further

peri pheral bus, |ocal bus, host bus, bridge, optical,
destritssdreixcept as achaig tﬁegablatean dnmbhinﬂenwoﬂcth@ aiventiai. gihain

lines. 10 [00066] FIG 12 is a block diagram of

en?&idﬁﬁ&rﬁ%fﬂiﬁﬂvéﬁtﬁmqf neBXSRhA{aY e BBt YR LK res’k&&%n DHCP server 1210.

i npl'enment ed according to an enbodi ment of

¥
I R ffociblphlfe e DR G “ff’l?vlmb?%ﬁﬁ%%%e%% asa
Virtual, Priv Net wor kK ( VPN) b 1230, , and
mafagemes fpde p%@\&rer@\mme@%# e%&ﬁ‘g%‘l@ a8 (o fgdecon which a
1240, and access poi nt 1245. 15 [00067] Control node
mapgement dgertder apeitiogiof a spneganens egent) fesidesxecut i ng
network configurations, network transitions, and/or
NE0869K Smrarli2ds prdvn'ldara remited ofpettvork intérfaces mvardritsodiment of
A control agent (e.g., control agent 1150) resides on

thERRERLRIn. TR ndfbek iMlerfite rRAYROAsIR A te @ Ivith!TP aldBness fdf&‘ihatlon
In alternative enmbodi nrents "of the i nvention, a control

R B ?%%’é"%éﬁ%gmﬁaﬂ%ﬂm AR A et
oo o AR S LR B 5 s

i nvention. [00068] DHCP server 1210 provi des network
ex‘émaﬁog%%thev &elptgrie embpdimentscaf the invention.

[00070] VLAN switch 1220 pfovides a plurality of ports and supports a plurality of

VLANS, in an embodiment of the invention. Each supported VLAN may include one or
more ports. Each port may be connected to one or more network components. VLAN
switch 1220 enables an embodiment of the invention to group hubs together
programmatically into logical subnets. VLAN switches are well known to those of
ordinary skill in the art and will not be further described except as to how they relate to

embodiments of the invention.

[00071] VPN 1225 provides a mechanism for secure transactions in an embodiment

of the invention. In some embodiments of the invention, one or VPNs employ static IP
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enbodi nent of the invention. For exanple, DHCP server
wo2bés/0mees4pr ovi de | P addresses, subnet masks, pOT#IS2004/019699

gateway information to network conponents of network

1200. The 25 WO 2005/ 006654 PCT/ US2004/ 019699 DHCP

ad&@EsRnfipB¥%s 2BSReh 3P oMNRnR of TRE ivERENOh helwtiR Ha%ﬁéénent agent

with corresponding | P address information

d:géa?esfhe sﬁé”{?ﬂce LupiBs Kise dcogrﬁ'{lﬁﬁ@éﬁ with e ﬁgﬁ&ﬂ&%&,ﬁﬁg@red VPN.

tvveen I nt er aces and correspon

addre s info n det n I ch recei ve
Th R B el o e SElE: Qs WHPP%H&?,% ajdeggses on the DHCP
enbodi nent of the |nventi on. 5 DHCP serves are well
serkefoiiih the suhast &P eddreysgs that gorsgspond forthe specifict VEINJ Imaddition,
not be further described except as to how they relate
router 12D adiyrterdonfigdred keisolatearrdtwork trdffic an eitherizidb gfiehé VON so that
the invention a network nmanagenent agent resides on

onIPNIN $@ffHEik rdiddd) - Intdria] Hatfic Afers IDREHFIRAIR thel VBN (or firewall)
I nvention, DHCP server 1210 may be referred to as a

I'Eﬁm- pgglg { PR or Qﬁs}h
g?gl 10 & No éog;ﬁﬁi\ﬁho%@wgnana errentalggent s{%rewell
n of. a,nmana en eside 06 Rout er
kndil (PR RSB R SR pa AL A Wl ROt i Bithegceserlied goept s o
enbodi rent of the invention. Each network interface
howtheydelateteo smbadiseents efithe mvaatioess i nformation (e.g.,
interface | P address and subnet) to enabl e the
exchange of packets with the interface. Routers are
\[R9072k noltrshewld bh epprecifted thiit mefiexensk throughout this specifieatibn to “one
will not further described 15 except as to how t hey
embelimatit” tod “sndrabodiRehts nidant it b Pyeithia featdrd A8 G0dure/6AN
switch 1220 provides a plurality of ports and supports

chafhcRridhie hé.@d’lb&i n céhiSion | 'vﬂtlﬂﬂe RAHpRdinkeap fs 1g£lu3a?m at least one

i nventi on. Eac supported ULAN may I nc e one
o B0t el e B A8
nt of t he vention to ubs, toget her
appfﬁ”lfg‘?da tyocq gre ?fg’E?HFQ?éPcall G@BB‘E‘E{)@{] Y BRE §%P?‘élm9§t or “an
are well known to those of ordinary skill in the art
altegnativeembodistent ainfvarieusanorienscef] this gpesifieation are nat nesssarily all

they relate to
referring to the same embodiment. Furthermore, the particular features, structures or

characteristics may be combined as suitable in one or more embodiments of the invention.

[00073]  Similarly, it should be appreciated that in the foregoing description of
exemplary embodiments of the invention, various features of the invention are sometimes
grouped together in a single embodiment, figure, or description thereof for the purpose of
streamlining the disclosure aiding in the understanding of one or more of the various
inventive aspects. This method of disclosure, however, is not to be interpreted as

reflecting an intention that the claimed invention requires more features than are expressly
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enbodi nents of the invention. [00071] VPN 1225
W 958665 nmechani sm for secure transactions i RCEUS2004/019699
enbodi nent of the invention. In sone enbodi nents of
the invention, one or VPNs enploy static IP 26 WO
re2EbimCAACHH blasin PRAHES26 (e fOll 0w i clalths @ffect, dnvengive aspectsrlie in less
such enbodi nents of the invention, a network

thiR AR daEes oPPSALle fﬁi‘é 01?1@ %ﬁc%s&@&nﬁ@ﬁﬂcﬁf OTl:ﬁl‘éb!E%tcﬁau% et lowing
to comunicate with the statically configured

TR L L T,

dresses at Corres ond to th eci VPN. | n
Wﬁga?‘ﬂ dpm %arr%m & 1505 a5 yeREatE § P%"EF@& % is igenion.
network traffic on either side of the VPN so that
only VPN traffic is routed Internal traffic refers to
traffic within the VPN (or firewall) and externa
traffic refers to traffic outside of the VPN (or
firewall). VPNs are well known to those of ordinary
skill in the art and will not be further described
except as to how they relate to enbodi nents of the
i nvention. 10 [00072] It should be appreciated that
ref erence throughout this specification to "one
enbodi nent" or "an enbodi nent" neans that a particular
feature, structure or characteristic described in
connection with the enbodinment is included in at |east
one enbodi ment of the present invention. Therefore,
it is enphasized and shoul d be appreciated that two
or nore references to "an enbodi nent” or "one
enbodi nent” or "an 15 alternative enbodi ment" in
various portions of this specification are not
necessarily all referring to the sane enbodi nent.
Furthernore, the particular features, structures or
characteristics nmay be conbined as suitable in one or
nore enbodi nents of the invention. [000731 Simlarly,
it should be appreciated that in the foregoing
description of exenplary enbodi nents of the
i nvention, various features of the invention are
sonmeti mes 20 grouped together in a single enbodi nent,
figure, or description thereof for the purpose of
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Wc,trﬁgminingthe di scl osure aiding in the _
Ehey/ 6834 ng of one or nore of the various i FOEHB04019699
aspects. This nethod of disclosure, however, is not to
be interpreted as reflecting an intention that the
fred i nvention requires nore features than are
expressly 27 WO 2005/ 006654 PCT/ US2004/ 019699 recited
in each claim Rather, as the follow ng clains
Whakis glaimed isvent i ve aspects lie in less than all
features of a single foregoing disclosed enbodi nent.

L Thus mefodafghargingp nefworlg locatipn ofca natwatk epsapanept qogprising:
are hereby expressly i.ncorporated into this detailed .
descnf%f?v%wtw VFriRlig & ik hﬁ%*fegﬁéfwtweﬂq qunpapRntANd R

nege%g,rate enbodi nent of this invention. 5 28 WD
Y87 006654 CLAIMS What is clainmed is:

PCT/ . . chandi ng:.a. net wor,k
ocs TRNE eReREGHche pRIGThE REBI G p g hRe "
Pr OGkaBR@iAL ity bétWe%{ fHéEfe k%otub% R SRR HERSed network.
networ k corponent and a 5 network; changi ng the
network to which the network conponent is |inked; and
establishing a |link between the network conponent and
2. t he Theanglest GrdlBT K -whéreid Progi@hmadcly ifitediuplidg theRkdefiveen
progranmatically interrupting the |ink between the :
thewsdtworkkcotpoperteint tiesugbtivbrk somipMseds conpri ses: 10
powering down a hub that connects the network
conpowering down hdub ¢iahootnec .theliawork cvoaponknictoahemétwork.
wherein progranmatically interrupting the |ink between
t he network conmponent and the network conpri ses:

3. The method of claim 1, wherein programmatically interrupting the link between
the network component and the network comprises:

interrupting a confirmation signal from a cable that connects the network

component to the network.

4, The method of claim 1, wherein programmatically interrupting the link between

the network component and the network comprises:

deactivating a transmitter in an access point that connects the network component

to the network,
5. The method of claim 1, wherein programmatically interrupting the link between

the network component and the network comprises:

opening a switch that connects the network component to the network.
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[ [ [ng a confirmation signal froma cable that
%‘2%@@@#@2{ he network conponent to the networ k PCTAIS2004/019699

The nethod of claim1, wherein programmtically
interrupting the Iink between the network conponent

and e network. conprises: deactivating a transmtter
6 PO S SIaR & pEreth ABBIS NoRetariorwhleh fsonsework
. 5. The nethod of claim1, wherein
cap@%%@gt&%bk%gﬁ%’m?ﬁ ‘errupting the |ink between 20 the
net : t k,C rises. o ing, a
ui { o R ARRARY i Bl Rl B I S kSRR Hogt B bt Héoork; and
net virolran2hi Q20056296 9, 8. e
met \tqgggrof claim1, Wherg?rﬁe I@ﬂﬁgﬁﬁg‘% ﬁ%&%galv\%%gwgnetwork.
whi ch the network conponent is |inked conprises:
programatical |y di sassociating the network conponent
7.1 r orTlee théthed ofielaidd 1 kivhérefh chahgids Y REWER! th¥vhich the network
associ ating the network conponent with a second
componentlis liftked. comipeiseet hod of claim 1, wherein changing
the network to which the network conponent is |inked
conpregrammapically recoufiguriniglthe networlf. i guri ng t he net work.
8. The method of claim7, wherein programmtically
reconfiguring the network conprises: 10
progra tically configuring a Virtual Local Area
8. Net @%MCA clai 7.cxherein pregrammetieaily neeanfiguking the network
cod onent in a VLAN of the VLAN switch. 9. The nethod
P52 m 7, wherein programmatically reconfiguring the

" oub iR ErosRiAge SHRE Late At By ek (D) swich to

include the network component in a VLAN of the VLAN switch.

9. The method of claim 7, wherein programmatically reconfiguring the network
comprises:
programmatically configuring a router to associate a network interface with the

network component.

10.  The method of claim 7, wherein programmatically reconfiguring the network
comprises:
programmatically configuring a Dynamic Host Configuration Protocol (DHCP)

server to associate a network interface with Internet Protocol (IP) address information.

11.  The method of claim 7, wherein programmatically reconfiguring the network

comprises:
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15 network conponent. 10. The nmethod of claim?7,
Waaesion6dr ogr anmmat i cal Iy reconfi guring the netREI/KS2004/019699

conprises: programmatically configuring a Dynam c Host

Configuration Protocol (DHCP) server to associate a

network interface with Internet Protocol (IP) address

i nf @regrainonticaly donfigiitieg apoweord6{f chadube i, anvdssuosited network

programatical |y reconfiguring the network conprises:
cogpoRgnt2005/ 006654 PCT/ US2004/ 019699 progranmati cal |y

configuring a power on/off nodule to an associ ated

netvvork conponent. 12. The nethod of claim11, wherein

et h t
2 e e S B2 s
t k t to th t k.
cob Bl AR BE b RSB RBE £e ot bl St K
I t t dt h
o RePEHAESR 06 (RF LR, ROIBIRAT ARl G RISRM
a cabl e that connects the network conponent to the

network. 10 14. The method of claim 1, wherein
13est ghk nfeMdiboftdMnl 1, %e?é?ﬁ @ﬁ%hshhx% tRE iR bltweeR AR

and the changed networ k .conpri ses: activating a

coinpaeaband e chinged ne®iR SoMPH&ds: t hat connects the
networ k conponent to the network. 15. The net hod of

cl apravidingh eorfirmatioh aignabtbiangbleliBatl donkediethemetwdrk @omponent to
network 15 conponent and the. changed network

thegwtwerkses: closing a switch that connects the network
conponent to the network.

14.  The method of claim 1, wherein establishing the link between the network
component and the changed network comprises:
activating a transmitter in an access point that connects the network component to

the network.

15.  The method of claim 1, wherein establishing the link between the network-
component and the changed network comprises:

closing a switch that connects the network component to the network.

16. A system comprising:
a network component to connect with a network; and
a node to change the location of the network component, the node having a
processor and logic executable thereon to
interrupt a link between the network component and the network;

change the network to which the network component is linked; and
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16. A system conprising: a network conponent to

W6 t h a network; and a node to change tRET/US2004/019699
| ocation of the network conponent, the node having a

20 processor and | ogic executable thereon to interrupt

a link between the network conponent and the networKk;
change t hestaidisha diek bstween the networkecomepaneniomddhe phanged network.
l'i nked; and 31 WD 2005/ 006654 PCT/ US2004/ 019699

establish a link between the network conponent and the

hanged network.. 1 The system of claim 16, further
lfdonpn?ifesﬁyﬁgm Oécliﬂﬂb{q’gu%li‘%\%@@“?lﬂg?l i nk between the )

net twork:.. and wherein 5 the,

moder Tk BHIBARE M BRet Brort B MR e SBmeniil e et and
wh&@einnt errupt the link between the network conponent

and the network conprises the node having | ogic

exeayé AblhAR! B0 BrdcRsddP URd 1ol eblEnIR WrbdlPty iRIGRULAER link

the |ink between the networ ﬁ%onent an
betwéenah& nethrk ditpsnchit £18 GE n%m&ﬁ?rigdé ihdYedde Ha.viqg logic
conprising: 10 an access point to provide the Tin
exbattatie therdva to power dove MG hat Prskiddehe I8k BO¥een #Cnetwork
wherei n t he node having the processor and | ogic
cogpenertabd thetetwendn to interrupt the link between the
network conmponent and the network conprises the node
having | ogic executable thereon to deactivate the
access point that provides the |ink between the 15
1816t \@Fﬁygéﬁﬁﬁ@m’ Ignfurtheecomaprigingt. 19. The syst e(rjn of
claim 16, wherein the node having a processor an
| ogi®R 285588 DeBbioProYide thedik ketwersthe netweork eempenent and the

i nent is |linked conprises the
net\evho'rﬁ;hantdt%v Crl]eelg‘lmr k conpo al

the node having the processor and logic executable thereon to interrupt the link

between the network component and the network comprises the node having logic

-executable thereon to deactivate the access point that provides the link between the

network component and the network.

19.  The system of claim 16, wherein the node having a processor and logic executable
thereon to change the network to which the network component is linked comprises the
node having logic executable thereon to:

programmatically disassociate the network component from a first network; and

programmatically associate the network component with a second network.

20.  The system of claim 16, wherein the node having a processor and logic executable
thereon to change the network to which the network component is linked comprises the

node having logic executable thereon to:
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node having | ogi c executable thereon to:
W 2y5/00668¢ | cal | y di sassoci ate the network conpROENS2004/019699
froma first network; and 20 programmatically
associ ate the network conmponent with a second networKk.
20. The system of claim 16, wherein the node having a
pr ocprogmmmatitally geconfigwre wheddtwork. her eon t o change the
network to which the network conponent is |inked '
conprises the node having | ogic executable thereon
to: 32 WD 2005/ 006654 PCT/ US2004/ 019699
2hr ogFhgwustane of ¢lgin & oviferggu the nade havingarroce@sor afitldogic executable
stem of claim 20, wherein the node havi n%
thﬁ&’&& & Brerarmmaticaly seconfigwre dbg retworkesasaprises the node having logic

)%‘g%f; g@gfatl caIIy reconfigure the network conprlses t he
]ﬁ ogl c executable thereon to:

Net WP et t ﬂi%fﬁi a8 Vi o e N%E‘?%e?&i%ﬂ switch to
mﬁl;a rmnu gvg(‘t)xgrcg ggﬁ%lrt Iﬂ{SI E’g‘wwgem}f@?ﬁwdéﬁl yAn areiete

accessi bl e medi um providing instructions that, when
executed by an apparatus, cause the apparatus to 10

22, nta&ﬁuﬂ@kle@oﬂmd}hfa{?ﬂrﬁ‘@&ﬂphﬂﬁ network conponent and a
networ k; change a network t% whi ch the network

co rrmnrwemtrohﬁzally BkcRekibla AfbdiRS pAIVidiAE uﬁtrhbt'iﬂ‘hs Qﬁétv‘@ﬁéh &Q@uted by
network conponent and the changed network
anz@pparatus, cusethn apparbius 0 of cl ai m 22, wher ei n the
el ectronically accessible nedium providing
i nstiriggupionkink betweenshe netsvork nomaporent amd 2 petmiosk:us,
cause the apparatus to 15 interrupt the link between
t he CHaRgRot netwerko vdrich tha actwork nempondat isdinkeds 4nel
appar a tQ:, ., power down a hub that connects the
net Woif f&l %kﬂwah@ﬁwe@bth@ Retwosk gomronens andrthe changedinetwirk.
manuf acture of claim 22, wherein the electronically
accessi bl e

23.  The article of manufacture of claim 22, wherein the electronically accessible

medium providing instructions that, when executed by an apparatus, cause the apparatus to
interrupt the link between the network component and the network cause the apparatus to:

power down a hub that connects the network component to the network.

24.  The article of manufacture of claim 22, wherein the electfonically accessible

medium providing instructions that, when executed by an apparatus, cause the apparatus to

interrupt the link between the network component and the network cause the apparatus to:
deactivate a transmitter in an access point that connects the network component to

the network.
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W dbdamugyseVvi di ng i nstructions that, when execu%ﬁﬁ%&om/m%w

an apparatus, cause the apparatus to interrupt t
link between the network conponent and the network
cause the apparatus to: 20 deactivate a transmtter in

G R
m'EHﬁm@f)fdvffdiﬁ% Ristri@ bk Ak, WhitenQxebiliéd By #fapp 2icBudeRe apparatus to
el ectronically accessible nedium providing

changk thechidt@dgk to Ratlich th @BtwRER ebinBendRY isAThked Balse thSapparatus to:
cause the apparatus to change the network to which
t he peigraminaticaliyalisasdociase the Rksebrk aompondhe fropafict Hétwork; and
to: programmatically di sassoci ate the network
conppregrammatcally aksockte themetyvdrk camponent with a second network.
progranmatical ly associ ate the network conponent with
a second network. 26. The article of manufacture of

. Wherein the el ectronically accessible

laim 22, _
2o Lt fitisls firmrmufassire a6 elnim a2 whereinheslocsamiealrcbgssible
an. apparatus, cause the gpparatus to change the
R oG RERE i G oS e PISh XS anpgta%twn Rauge gha apparatus to
e BTG VRiqne RSBk TERE b o s o
26, ' i.cal i bl di
or oA EfBireAfly oD RRERP e pdE R0 Lt o Dy an

apparatus, cause the apparatus to programmatically
reconfigure the network cause the apparatus to:

2R OOT IR AFREle Rt | i ) .
o SR A AuBORLS Shamrad i, h Ol scessble

mediamrevidingindtruétiond @ht, When Mddted Wyl dnhhppdratudSeaufe the apparatus to
system conprising: a first node to"connect wth a
progammidticaliynrecanfigrotid neoserkicauseltbd gpaidies wet wor k
| ocation of the first node, the second node having a
pr oqwegramnzatigallypeonfigareex Virtual Eotd drepNetwork OVEANYGwitch to
_hub that links the first. node and the network;
include the network component in a VLAN of the VL AN switch.

28. A system comprising:
a first node to connect with a network; and
a second node to change the network location of the first node, the second node
having a processor and logic executable thereon to
power down a hub that links the first node and the network;
change the network to which the first node is linked; and

power up the hub that links the first node and the changed network.
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20 change the network to which the first node is _
Wa 20ewoge6mnd power up the hub that |inks the fipst/usmi®o19699
and the changed network. 34 WO 2005/ 006654
PCT/ US2004/ 019699 29. The system of claim 28, wherein
t he second node having a processor and | ogic
2% x ecTheadtstent bislaion28, whehsin ge sebendeideditin gca prbeeskortang logic
first node is |inked conprises the second node haV|ng
execyfpbledhercut mizhengethe netwotloto which tianfiest nwtelib Yinked comprises the
di sassociate the first node froma first network; and
sesons} refledaningilegit leyecutabbctheteontdie first node with a
second network. 30. The system of claim 28, wherein
t he Rreg@muNsiisally disossagjatg the Hestaeds frema firstgietwork; and
5 execut abl e thereon to change the network to which the

fi r ROFGMmatically assaefated ﬁfsé Bade; with a secopd aetyork. havi ng

| ogi ¢ executabl e thereon to: progranmatically
reconfigure the network. 10 35

30.  The system of claim 28, wherein the second node having a processor and logic

executable thereon to change the network to which the first node is linked comprises the

| ) second node having logic executable thereon to:

programmatically reconfigure the network.
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