1 SMART CARD TERM NAL SI DE DATA AND MANAGEMENT FRAMEWORK BACKGROUND

[0001] A smart card is an electronic card containing nenory and a
processor, simlar to a conmputer, for storing, processing, receiving, and
transferring data. In addition to their conpact size, smart cards are
further desirable because they are tanper-resistant and enploy a security
nodel , allow ng for sensitive and personal data to be securely carried and
stored. They are thus frequently utiliked for identification purposes,
financial transactions, and security access applications. O her
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storage of data may al so enploy smart cards. [ 00021 A smart card
terminal is a device that accepts and reads the data contained on a smart
card and thus accesses applications stored on the smart card. For exanple,
use of BAR W&rt card at a financial smart card termnal allows for
noney to be transferred to an account of a user of the smart .card, and an
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[0003] Presently, for a smart card containing one or more than one application,
difficulties exist in the discovery of the smart card applications at the terminal. The
terminal may not be aware of the interface provided by and the protocol used by the smart
card applications. The discovery issues create difficulty in the produqtiqn of applications
on the terminal end. Additionally, the security model of a smart card is not enforced on
the terminal. Thus a feature enforcing the security model of a smart card at the terminal,
while further allowing the terminal to obtain relevant information necessary for running
the applications of the smart card, is highly desirable. Further desirable enhancements to

smart cards and smart card terminals include error and usage management control.

SUMMARY

[0004] Interoperability between a smart card and a smart card terminal accessing an
application of the smart card is provided by a data and management framework. An
- application program interface (API) may be written to the data and management
framework, which is part of a smart card terminal infrastructure. The smart card terminal

infrastructure accesses, processes, and implements the smart card application contained on



2 the smart card. The APl provides necessary information related to the
smart card application to the termnal in order to allow a correspondi ng
term nal application to be devel oped. The correspondi ng term nal
application may then incorporate the information for interoperability,

di scovery, and security between the termi nal and smart card applications. A
security nodel and policies related to the smart card may be enforced by
the smart card termnal. 100051 2his Summary is provided to introduce
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subject matter nor is it intended to be used to limit the scope of the claimed subject matter.

DESCRIPTION OF THE DRAWINGS

[0006] The foregoing summary and the following detailed description. are better
understood when read in conjunction with the appended drawings. Exemplary
embodiments are shown in the drawings, however it is understood that the embodiments
are not limited to the specific methods and instrumentalities depicted therein. In the
drawings:

FIG. 1 is a block diagram representing an exemplary computing device;

FIG. 2 is a block diagram representing an exemplary smart card terminal;

FIG. 3 is a block diagram representing an exemplary smart card terminal
infrastructure;

FIG. 4 is a block diagram representing a data and management framework;

FIG. 5 is a flow diagram illustrating one embodiment of an interoperability method
between a smart card terminal application and a smart card application on a smart card;
and

FIG. 6 is a flow diagram illustrating one embodiment of a method of enforcing a

security model of a smart card on a smart card terminal.

DETAILED DESCRIPTION

[0007] With reference to FIG. 1, an exemplary system for implementing the
invention includes a general purpose computing device in the form of a computer 110.
Components of computer 110 may include, but are not limited to, a processing unit 120, a
system memory 130, and a system bus 121 that couples various system components

including the system memory to the processing unit 120. The system bus 121 may be any



FIG 5is a flowdiagramillustrating one enbodi nent of an interoperability
nmet hod between a smart card termnal application and a smart card

application on a smart card; and FIG 6 is a flow diagram
illustrating one enbodi nent of a nmethod of enforcing a security nodel of a
smart card on a smart card term nal. DETAILED DESCRI PTI ON [ 0007]
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media. Computer readable media can be any available media that can be accessed by the

computer 110 and includes both volatile and nonvolatile media, removable and non-
removable media. By way of example, and not limitation, 'computer readable media may
comprise computer storage media and communication media. Computer storage media
includes both volatile and nonvolatile, removable and non-removable media implemented
in any method or technology for stofage of information such as computer readable
instructions, data structures, program modules or other data. Computer storage media
includes, but is not limited to, RAM, ROM, EEPROM, flash memory or other memory
technology, CD-ROM, digital versatile disks (DVD) or other optical disk storage,
magnetic cassettes, magnetic tape, magnetic disk storage or other magnetic storage
devices, or any other medium which can be used to store the desired information and
which can be accessed by the computer 110. Communication media typically embodies
computer readable instructions, data structures, program modules or other data in a
modulated data signal such as a carrier wave or other transport mechanism and includes
any information delivery media. The term “modulated data signal” means a signal that has
one or more of its characteristics set or changed in such a manner as to encode information
in the signal. By way of example, and not limitation, communication media includes
wired media such as a wired network or direct-wired connection, and wireless media such
as acoustic, RF, infrared and other wireless media. Combinations of any of the above
should also be included within the scope of computer readable media.

[0009] The system memory 130 includes computer storage media in the form of
volatile and/or nonvolatile memory such as ROM 131 and RAM 132. A basic input/output
system 133 (BIOS), containing the basic routines that help to transfer information between
elements within the computer 110, such as during start-up, is typically stored in ROM 131.
RAM 132 typically contains data and/or program modules that are immediately accessible

to and/or presently being operated on by the processing unit 120. By way of example, and



100081 The conputer 110 typically includes a variety of conputer readable
medi a. Conput er readable nedia can be any avail able nedia that can be
accessed by the conputer 110 and includes both volatile and nonvol atil e
medi a, renovabl e and non-renovabl e nedia. By way of exanple, and not
limtation, conputer readable nmedia may conprise conputer storage nedia and
communi cati on nedia. Conputer storage nedia includes both volatile and
nonvol atile, renovabl e and non-renovabfe nmedia inplemented in any method or
t echnol QeiihRtic, Arepe Afustrafeardpetiting st 434 capplication peagratisel 35, other
instructions, data structures, pro r%ﬂ:nndules or other data. Conputer

st or agepyostama moduiesdas, and progeam data 134 ted to, RAM ROV EEPROM fl ash

menory or ot Ftﬁhoﬁm MY (GEHRS QY mAPaReMncllidgi bthkr vansedtlé/aontiraeinev{tyD) or
ot her optica i

di Sk storage, magnetic _cassettes, magnetic tape, . netic
di sk st volatis/nsmvolsiids corapwer E@?a:&edﬁ%fg% laaémecgiexam%ﬂwl& RS “TifiRHA A ch
can be H&r%ddi’sg fgiv%[:gmt Bt AR 54¢ Rl gf QiR itd moRNEmMIESIe, safivdlatiRCagseid by

t he conputer mruni cat1 on nedi a typically enbodies conPut er rea&abl e
i nst r uciredizs a Maguetict disk tdrives) 5 Ipthat) reads las svidtes de rererpryakls, monvalalle at ed
data signal such acarrier { o BRRRANS 2FeRABYable,

i ncl udeg"aﬁﬁ?/mi &?FB??’&I% a%l8Pﬁl%é\lra§s‘ﬁrf@3’ieglslg$h%€{egﬁﬂgﬁo%uI ated data s? <r31al "
neans ansheslatilet bpficdladisknes&)r suohr es of CIPRQANBrcac bther sentiss] guediar figed

in such a marper as to encode informati.on in th i . f | e,

and not TPIPAY LI/ PR TCRAYANIRi Y E"ﬂl%ﬁowgog?tge CROPY égto\?\% & gﬁ L%El?( %\%g g uggd(g{rp

wired n%m&gmpra{ﬂidﬁgétm% eﬂda@mmcmibmﬂe, ang avé mek desiteddpa nmgnlsntic:malpt’;c ]

acoustic, RF, Infrared an ther, wirel ess,. i.a. i natians ,of . agy t he

above slBEEHes A6 FATMORE) Gkt Clgital VRSN dégi%p 81%‘1*‘%1%8 IS SP@%&%“B? AN

[ 00091 EBﬁdcii,}/a%é FONE 'RIGY the30kd. N dasd GRROUESE 19 Okagpicalislicenhectédieo flls m of
or

vol atil e an nonvol atil e nenory such as ROM 131 and RAM 13%. ?}\14 asi
i nput / osypem Bsstdnihiaml sposreme e memagy dnsriacs such 35 A AR L 0h81D t o

transf ery| HRR REIVEENaR] AIEESHRaMiER IdRivE NS 5CRERYIEAllyLdéhnebteaho ake
during st%l%?{a%&g@ Pgﬂtypi cally stored ian 1RC]\/I i’31. RAM 132 ty;L ically contains

dat a andfystempnogi2drhynotimesabimemareinterfasgi Bichiay a8ddes2¢H1P-t 0 and/ or

presently bei e . ] ' [ Ya. WEtuSdedpavp! e,
and 4 not | i@??gfi gﬁ;&%gl"gf]aﬁ@f%%%@?@é%ﬂ%?ﬁ%ﬁ%ﬁ%ﬁj134}‘.aepp| i cation
pr ogr ansani3Blustiatedr iprBi.am rpovidesstd@e af ccoprodgraneadable igructions, dqt9010]
The conmputer ;110 nay al so incl ude .of her .renmovabl e/ non-r ,

vol ati | FTGHFE SPIPENEYFRICERIL PEARIcE 3nd gitier d@% f\‘/a(\)/%l;{/h eo(f‘oﬁéﬁa%rgr%ﬁe&olﬁll 1§/I,G'|11I’G 1
i |1 ust r afopSexampde, dihei Bdeddaiskedrdvkl 14hat itlessited rasnstotingrdfeestinigosystem 144,
non-renovabl e, nonvol atil

] neti c nedi netic disk driye 1.t hat
reads fr¥pligption PP@E“’E‘%IQE* RiosEm M&S&ﬁ%ﬁ&@%ﬁ?‘c&a&? %ﬂy'l ?e B8 an
optical @esKcsthp¥fentdahNdthet @R0thef $:018 @5 ot diffeferit frémr epsaxbiy ystem 134,
nonvol atil e optical disk 156, such as a CDﬁg\/l or _ ot her Sfti f@ @di a.

Ot her r e#PHERTQY HW‘F@%@'@M’%?’[ RFOBERT? Petsiy paf*?‘? BRI f3t-oPRGEUREAI a
that canshie1$84, dp?)li%&?or??ﬁi@&ﬂs( 1/452%&%6@&%5@1@@@%, drachrogam Bath 1a7€
mag fTash nmenory ca

not limted to, I

netic tape cassettes, rds, digital .

ver sat i | areciivgusdiffgreyit nambgrsikese tojlustrats|thef, at amdnipgyw, they pee difigfeat RONES-and

the likey lf?é? rr%gre%egi c%hlﬁg%déeanaﬂf&ﬁxa{iéfrp ;rﬁé‘ ke cpRECT Bt QudEpay §é4x§59sg E 3

121 through a n-renova menory interface such as an interface 140,
t he magnetdhcasda Keyboardel 625 andiacpaihing gevicall 6di semuranhe rafsged te asygmoase.y

connect e h e u . \ ' . S an
"t ort ac el S BERhIR ) el i MARIP (AR ShoWhD ey, RS tricifitnd

st orage jmdiick, ghinscprt edtellito\dishaschnnkt, wstthalikel Thebd Gd dthepinput devstDamge
of conputer readabl e instructians, da ructures, conmponents ram
oyl ob St GORBSHIEL 1S T Prosag i 20 Hatstehis fres SPUF AREHack, 18P B R,
hard di skosffled € Hel systerh| Buss bufiR§ WScoiinetted HyONBER iritedadey &ide Busl dhuctures,
application prograns 145, other program npdul es 146, and program data 147.

Not e t hafugthessePEaHplREhtsamepPTbrt #8piveesal fraial Bue (SBYr AgmPREpRht] o5 Qfher
operat | nw&ﬁ&&m&gﬁwﬁe R b8 idoRAdEPH BERydERy b BN vl ROedFrIdB IslcBiSas 136,
and program data 137. Operating system 144, application prograns 145, other
progr am rvisegl Berfapg 190d By @gﬁlglﬁnd@t the) moniPE eQIIBWCE T -éI%@ Wwahader ethprer e
toillustrate that, at a mnimum they are different copies. A user may
enter commands and information into the conmputer 110 through input devices
such as a keyboard 162 and a pointing device 161, comonly referred to as a
nouse, trackball or touch pad. O her input devices (not shown) nay include
a m crophone, joystick, game pad, satellite dish, scanner, or the like.
These and ot her input devices are often connected to the processing unit
120 through a user input interface 160 that is coupled to the system bus,

e Y o S N




peri pheral output devices such as speakers 197 and a printer 196, which may
be connected through an output peripheral interface 195. [ 0012] The
conputer 110 rmay operate in a networked environnent using | ogical
connections to one or nore renote conputers, such as a renote conputer 180.
The renote conputer 180 may be a personal conputer, a server, a router, a
network PC, a peer device or other comon network node, and typically

i ncludes many or all of the elenents déscribed above relative to the
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[0018] Alternatively, the smart card reader 210 may be an insert-able smart
card reader 210. If the smart card reader 210 is of the insert-able type,
access to the applications 230 of the smart card 220 is granted when the
smart card 220 or a portion of the smart card 220 is inserted in the
insert-able smart card reader 210. 1SO 7816 is an established standard
descri bing contact smart cards, such as an insert-able smart card 220. The
insert-able smart card 220 may be desi@ned according to the requirements of
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conponen a Sma se cryptographi c sewer provider 330; a snart
card keyﬁ'eipmn@gedq)mﬁcade: (B349D) onadeyrinpludinge an cerpbsgigicd @moqgmghleamih%

card nodul es, .340a- 10WN C SC -
wi nscar cfnﬁglffgﬁzll %&ngﬁga &t oﬁ%erret%r%%%ﬁe (%ﬁl ve%“qé%; ( ga‘gﬁﬂa% cglél?%aag ot
driver 3fpetatenat 32adip.frequency pD0236 MhEke. chqopngnmpylwlaewdlmgdarcﬁiﬁanemt

320 al l ows,devel opets to add togra ecur t] ch
2s the TERIRPraEY bR e B 5200 S < BehR v BB 520
al | ows fmmﬁem_ ofd, ¢ kandaddSex cheBgichides Gatpintss (1§1Iiuﬁyabhiﬁcrhathi:tmslt1ns a(n)h
secure envjronment .over a non-secure nedi, exa t he jnternet.. The
addi t i on@fiocirgaengy HomeE aad g yat %ﬁ%ﬂ’éﬁﬂ“ﬁ‘? zm"%wﬁwago ISR 31’3 6’0’3
enhanced{isRfitdidNpidtécbls the cryptographic security conponent 320 In an
exenplary and non-limting enbodi ment, the cr pt ogr aphi c, secu %“ %gnent

320 may be a ©O18] oAF"?ema}tWeb)h the|smest sa%) readerdiOmay b PongseTtp

embodi Mephge B?ocrypwrsﬁﬁpe em%ei:éaalafm@%peﬁeﬁe iRt-BB1Y 9B Chaesd toathgext
generation CryptoA 023] The smart card base crx&({)graphl C server

provi der ag8iGahiens Ziﬁbﬁﬁ’(h@ smrbwﬁr@ﬁpeamdtwhﬁmme\ﬁmpa@ orcyperionfch
as the s rgma(}f"hg'd% id e id Bk 1 ?g%[ Bblgasﬁr‘?arpggjdll%ﬁd%e 0. TRgOS/Ablis Gar d

base cryptographic server provider may contaln | ment ati ons of
crypt ogr egpiblished ataudmdsdeamblag gonuactmmart cardsisurk as a;xpn@gkdxih smasemcd 226

dynan o FPRAMTFOR prrabt b R koot B ERGRER SketShincle BRLreglfelifoor e,

facilit attandsall ISO 7816, which include criteria related to contents of the messages commands,

and responses transmitted between the card 220 and the reader 210; access methods to
files and data in the card 220; and methods for secure messaging. Other types of smart
card readers 210 may be employed, and there is no limitation to a proximity smart card

reader 210 or a insert-able smart card reader 210.



8 comuni cati on between an operating systemand the smart card base

crypt ographi c server provider 330. [ 0024] The smart card nodul es 340
may function to translate the characteristics of particular smart cards, by
comuni cation with the smart cards through the smart card resource nanager
345, into a uniforminterface for the smart card termnal interface
infrastructure 300. The smart card nodule 340 nmay be inplenented as a DLL.
The snmart card key storage provider 33B functions to performkey storage
oper ati ons agyg19fiuiTiRdsidt ARl 3PMhiayCetthih @neicrahottathan iankrapplicatiiu?0.300.

[0025] The smart card resource manager 34 be responsibl.e for. t ask
of nmanaBemexammess showariadlGe dr e sERgesaed g&ﬁ‘éﬁ‘ﬂ&?@@‘ﬁ%ﬁﬁw U255 Sone
per f or med LHRP MARSCHRY Vif] WISV, 440 iabil COALON Rtk ppainiaiiogs 080 and

S, e allo

resourc cat1on of readers and resources across ngéti le .
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ugrfxaq?éﬁp%gaﬁonsazﬁ éﬁ or 1R i t@zﬁﬁc&ﬁ %n sED&a P URYdti &P n

manager accessed direc rough a resource manager APl or

i ndi rectBy. Anyeogibiratomoitapphicatione 230 omydreontrined o thersewst 6a7d 248nager AP
is aset of finjctions that provide.dir c L, 66&nkht tdhe
smart card r éb@?ﬁcexnsﬁ'h 8?rd3t2§pmaf mCH'aSFﬁ%ﬂ% gqngc%fg?g&:tﬁ n%dr}gg(grre nt
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assi st in_the, devel opnent and c¢reafjon of th r i nal |4 i 5.
The ¢ er IAMPIEBIT Hif HRSAORS L1 arcbpomertesrit: Fidfom i hf Risafony
The dat a(gniloiR G0 ERMnakERERVET diro8 tondTEiynSdmba GBigageodalr or conditions a
wel |l as a usage nodel for communications bet wee card term nal

h t
200 and the dff2H cdihg st Cﬁliﬂ’dteE“‘PH}i‘éI“I‘f}?sui“ﬁ‘é‘nagpg ‘g?ii %ﬁ@g@%ﬁﬁl Prafewor k
310 may {a6;.20 %Bp{exiaﬁ}}, ia?ﬂ/ol?r A EEE NER' fpa@Brhig! )fufdtbns| NinaTudeid ol |

may be responsib e propagation of error nessages to the, term pal
appl i catapplisatR®S. 305;dat data rehdnamrageeraent TAMSEREF 1319102 FEWIPETaRBict SeCyRity
enbodi ment i s sh Do ddi ' 008 ity &6in 1325y a At 84t base
managenent r Pglirte%@kd'ﬁi(g&??\%éucﬂogg%%a%grrealns, evi ce_s,ysoftwar e, and/ or
har dwar erfpogrphicosenvergpronitier i330sa smret catidrigyastotage arrpvider 33pipoRfeAt PTG, an
error conditio nt pQ , u 9eNENt CAAPRRER e 430,
a commrﬁaﬁ‘gttﬁ‘%‘ﬂﬂ%g’%ggﬁg aﬁige cgrr}lﬁg;rloﬁlg‘gegi%ﬁ)ac%%gg%g%%go, ang a term nal
pol i cy CasmpREBLSAHOC/SC — winskAid2B83 50 adiancenfmoe readgpahint 343 (sddhnscthEons
as a link fro({HYt hgﬁ%{mr f—"g{d termnal 200 to a smart card application 230
by obt airAF 4HED 3¥Wated to the smart card application 230. The
information rajoabpd ThetdigpRpRiphtabedinity FonfRyenn820dtloas dévelopers to add

cryptographic security to applications, such as the terminal applications 305. The

cryptographic security component 320 allows for the creation and exchange of documents
and other data in a secure environment over a non-secure media, for example the internet.
The additional cryptographic security component 325 may provide similar but enhanced
functionality as the cryptographic security comi)onent 320. In an exemplary and non-
limiting embodiment, the cryptographic security component 320 may be a CryptoAPI. In
an additional exemplary and non-limiting embodiment, the cryptographic security
component 325 may be CNG, or a next generation CryptoAPI

[0023] The smart card base cryptographic server provider 330 may operate to
communicate with individual smart cards, such as the smart card 220, through the smart
card modules 340. The smart card base cryptographic server provider 330 may contain
implementations of cryptographic standards and algorithms to ensure cryptographic
security. The smart card base cryptographic server provider 330 may include a dynamic-

link library (DLL), which may implement functions and serve as a facilitator of



interface and/or a protocol of the application 230, which may assist the
termnal 200 in properly identifying and accessing the application 230 of
the smart card 220. Additionally, the information nay al so be used to
enforce a policy of the smart card 220 by making the term nal 200 aware of
t he existence and requirenments of the policy. (0029] A corresponding
APl , which corresponds to the smart card application 230, nmay be created by
for exanple a vendor or devel oper of t8e smart card application 230, and
the corgsapanidafich ARIwdER ¥intperdtingtsgitemandt the siaRcdard bascdeyplogmphic seovarhe
data and nanagenent framewor k 310. The interface conponent 410 may use this
corr espPio¥idsg 3A® to create a terminal application 305 corresponding to the

smart card apgjgfatiiRsmia? card module®330 malRmelicwto Gaficliteithe chRaoge Sodst
conponent 420 functions to detect an error related to the use of smart, card
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card 220. In an enbodi nent, the usage policy is the security nodel for_ the
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applicat.i gns 230. he .defined usa | i is violated, t usage.
manageneRtSBIHEH 6,41({0 %%“ﬂﬁ?/ RASEFL é“q ?theggﬁ‘f)‘?qg@?e%&mh {7 %ngﬁ’rkﬁalet %grmnal

at t enpt %pgg%tidh@ 305. bahpriessmse dpplidhdbhs Gpﬁ:cdojt‘r,esﬁc_hﬁl t&;ﬁﬁﬁrt hrﬂ%mmgﬁpmb ifgs
conponent y operate to relay usage i nforpation, i C . _be a
viol at i &%%E@f‘g%é? ahdTameses W IQdHﬁbﬁgﬁfﬂ%e TH6h Sopditien] BveH
vi ol at i 03 PhisdgBMAEAIEr EthinkiidaBbmd Bétwieen tHeshare bhrdC@frHindP000 and the §9032]
The conmuni cati on. conponent 440, for comruni cating _between the slr)rﬁrt card

220 and 9aé 23%aridditioralive the datp apdgnansggmerd Gamegybres! B e pPRIHfENON
exenpl ar o galRieeh AL IR in bh AR May AS réBBhiiBReM: BROMSpadieibh drhe
error condrtion management conponent 420 and’ the usage nmanagenent conmponent
430 nmay eredrapessagasr toethe derminaltapplictinms F08atA datacondpoarsgenenp framesork 3éPved
i nf or mat | i ne . - Qr i N, a usage policy violation, or
anot her °§§% toc%ln’%rrgﬁ?%@[}ing%&ﬂowqﬁhgﬁgi(?'or condi ti on managenent conponent
420 det ects af0027t or Theleatmglary datee anb enaphgérhentsframeworr 312 d0clades seveta an

indicatign of .;this error to the, camunication component 440, ..t he .

communi RPN S ST e rdits nERERIL” B PR RSP e fmtorface
card ter ¢ompdnedd@10han asriodr comditimgmandgeenedit  @inpoRssadgR20,na ush e afi@gement
instructions for user of the smart carng é 0 and tf{e t erm nal %98 T(?e
comuni cSIPRBHEEH ﬁSBn% (FommBniFAHon: ferpRent;4 éi 3\FORRCTHRR CUTPARFILIPPNERd 2

vi ol at i opr@inal Pelidisadtpiidnt a§or el ated to the smart card, as reported by the
usage nmanagenent con‘pl)vgne_nt 430. This indication may al so be displayed on
the nonitor 1§4028] ¢ [intsipe TrEeBeHLH & Bimciang o Hektfromohe sgsit fadei pt
of an i nglGat 900 86 adhael ERH apPiitonP30Yy GbtiRdHLint b AlonGBiatdiib thE SARR 2
log entry of the error or violation. The conmunication conponent 440 may
send a neaydaywlicetiom 230p| Thatinfowmation relptedploethe) appdicdtien t230pmeyiideludp an
indication :to the application of the error condition or usage violation.
The nessage sent to the application may, for exanple, produce a sound or
tone to serve as an alert that the nessage was sent.




[0034] In an enbodi ment, the data and managenent .franmework 310 may al so

i ncl ude the connecti on conponent 450, which may operate to create a channel
bet ween the smart card application 230 and the correspondi ng term nal
application 305 if no error is detected and/or the usage policy is
enforced. The created channel may be a secure channel between the term nal
200 and the card 220. 100351 The term nal policy conponent 460 may be
included in the data and nmanagenent fr&mework 310 in order to incorporate
addi ti ongl RAl hfd/6F a 3RS 6@&@%@&1&5&&1 230, tWisich e assisighe tertdival 200 in car d
application 230. For "exanple, a devel oper of the ter r}] nﬁl %g | i cati §20305
may Wi sipropsrlys tidentifyginga andnacessping die (appligdiony 230, Pl &heyi 268% 6fVa
particul gy, \ Cald : | Li I b ¢ QEy beSHd sk gl 20y be
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smart card application 230 . r r hat Didy ioret hod
may be i npl en@h?%ﬁ b%/ Cgrrg?%)r%tﬁ m%a]rigit ‘;é,trlfrzr:lﬁn% a%%qd}ggt 1:h('3) n&éﬁggiﬁg %Iirﬂl%ﬁtf%ffder
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cor r es poifesBeRding AR o L3ERE EtTBHPAL ABPUGANOY 1R YBFSPRYAIEAY 1o The Shart
card appligightigin#B0 is used. At 510, this information is obtained fromthe
APL The information related to_the smart card aaopl i cg&g n %%O‘qay %gl ude,
but is not |i 038l tThe gmor pendition MappSTREt GOMHONELL gb‘i‘ﬁ 5 19 flesh at 5
protocol | 4 h@n detdBbr of QB¢ iy, t1B0Edy af

t he smr%@%&é}g%gg%%?%?f%ﬁl% g%{aai”ntggh?’n?%%pnnti on related to the s}.,rrart
card apptdrosppuding 3ror sngssags: pEhetesdr nppsagsrmay Mprelayed dojthe spmgugication
conponen e gﬁﬂag TS s emisd1 Pooal
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managenesy thd af@vernditisiOmanagement 66@fdnehlt 43Q0the tehrer seaacordipglyodialyedto thee

smart card 220, which nay be tained as part of the i ormmt,j on,re dto
t he smar Fo@g}"&“‘éﬁﬁ?i"e&‘ﬂ"\éﬁn - %‘5‘9&85 egﬂf)g?aé/ 2 .Sulk'?ﬁ??&?‘ S A %ljlelﬁ%%t '
oper at i onoOaMethpfsitb@Ead AChpisIR iGN RBO Hiab s otumahe sofart dued B0 A gafy, the2dforat

the termnal. 200. The nonitorin eration . be con rent wth ,

anal ysi s CBRJigOR AR R FRIRRONGHt %%wyﬁfﬂu;@lsgpog t‘i‘é‘ggﬁﬁ} Pp?\éﬂe&ofg‘@y R
530, a d%ﬁbgh%t &8t n2sASE ft! tHE GontiNudiodti c2X eipénenb 240S@H ABBABRITENthe
conmponent 430, in order toO ascertain if the nonitored usage violates the
securityemetel . At 535, if the security nodel is violated, then a violation
message may b aye | | ﬁééi@ﬁ:% ok aRdsdYolfbySilatd Ng
a nmessage on gogﬂ;pﬁ%ug%—%rgé?%ﬁ ancs)ﬁF e nong?%ar}b‘%m, by (;%eg?i ng e? | og
entry of to e smatt aaib?220.0ln by enitwdiments et usage pbliey aethwaipeurity madel for the
appl i cat Ayt fa% 256.61%'(: 'saTJ?ol@Sr?l@ge ?fc%detdqnttﬂg 'I?f?%ht?&{ fe?ﬂﬁm t}ﬁfsﬁ{art
exanpl e, prodcuce 5 sound or Yone 10 serve as a notitication that the
message wasl amticatidnyndoalyitmat beoincodporatedain thg cotrespemding ABEwaidten tathekata

per for msda.n

d r%gnagement framework 310. The usage policy may be dependent on group policy
settings, local machine policy settiﬁgs, or application policy settings, for example. The
usage policy may be enforced by the usage management component 430, which may
obtain the usage policy and monitor the usage of the smart card 220 and its applications
230. If the defined usage policy is violated, the usage management component 430 may
enforce the policy by not allowing the attempted action to be processed. Additionally, the

usage management component 430 may operate to relay usage information, which may be



[0039] Followi ng the relay of the violation nessage, the nethod may proceed
back to 525 to further nonitor the usage of the smart card 220. If, as
determ ned at 530, the nodel is not violated, then further determ nations
may be made in order to determne if the security nodel is violated at a

| ater time. [ 0040] At 540, follow ng 520 and/or 530, if the security
nodel is not violated by the smart card 220, a secure communi cati on channel
bet ween the smart card 220 and the smdPt card terminal 200 may be created.
The chag{Aglatidhndeags € iR dodfminieatimciomponenpti umin detectivaraf a240lation of
enforced and/or after a deterninati%gﬂthat t he nodel has not been viol ated

in or dethepszgernadicy selatedda the 99t 549 %2Ae t ermi nal 200 to securely

communi cat e zper fRE "B dnbiRuhiBA SR @mbui | U5 fof colifmaiieatingChettveR Ghe For
exanpl e, after the data and managenent framewor kﬁx?tﬁo éet ern}nes that a

pr edef i sreatt sed R20tandrthe smartscard terminah 00, apy be @, further featuss ot S HISHPIY | on
channel ,may he : e ! 16N 868V e0 hotP RO BRBE céhdition

[ 0041] Q\%gﬁg,m%a?g%h%%@r%{e%ﬁ?ﬁﬁ g%g}li cation ma;/) be confi guredloto

f urt her mandgeneena dompuineat 4361 and thedisage anarsepmanl cPERPRERLt A3 may,delay
termnal policy conponent 4 aht : 3 CH B o feludko
est abl i gﬁg%m%ﬁgglﬁ% Tat ggg?ﬁr?éfﬁﬁﬁﬁ%ﬁﬁfﬁg gzl egg %gﬂélgét_ri 8??%%’5 on the
use of hherrsnddtéctivng 6 ud2Ek: polityarioktien, pravets: ypesit comamunieatione df the error

application 230. The configurat, be perfor foll ow 5 i f
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enforcing a security nodel of a sngart card 220.0n spart ca rm.n
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bt ai ning the security nodel of

. of the smart_ card 220 fromthe fra rk 310
may i ncleade20eaadithe taamingd 200 Jthejcemaypncation sompopeptfgay ﬁgﬁﬁaggsp (i
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smart card termnal I nfrastructure 300 "may function to assist in the,

devel opeage manhgemeat compofieny 4868 Hhitcindigahien sy alsp bodispiayed pp ths mepitor

appl i cat igcfn 305 corresponds to a smart card application 230. [0043] At
615, the1 Security nodel is incorporated into the snmart card term nal

appl i cati on J0633whThé cosmntimiedtippembnippnent 446 ppod receiphef emamdicationdof an
application 23 I

.. At 620, a _determ nation i t - hf.an or
condi £ GO GANEHOMES AEege Py D oa A PRy s afe Sfoh B fidleudl $h¢
det ect i QRNTAYMibAIREEIAPbIA! [4400may caid auneshye perhapplidation, dorexampledét ect
error conditions., At 6,23,, ugo,n ﬂﬁt ect.i on of é}?e error .(E.ondi tion at 139200’ an
error medderde nrayids agoRdicaion te heapplicahaneof W <aror SeRdition gy ysase yiplation:
transm tfiRomestige St @ tOAPHlicARSh ARYAGE BRAMPROPIIANCH b sd2hl SiEynp&s bavens he
error condition detection and may, upon detection of an error, transmt
not i fi caAm aert Brat theamessage Was setMe conmuni cati on conponent 440. The

conmuni cat i onpgRYAPONENUn 4fBodiRYent,Stha Matd 8nE M BhgdRERAEANBY oM ST Aydy8lse
correspondi ng nessage on a display device, such as the nonitor 191, b

cr eat i nginglule gheegrmmgetisin eqraparen #20,grhigly mayoperain merertg|a drnael ety £o an
appl i catd ofy Lﬂrapg))ﬁ@gt%f 233 3fd THS $88&pofilling Brrhid8] apRlcafith 308 iFRY, erfdi'is
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thin clients, network PCs, servers, workstations, |aptop conputers,
hand- hel thcorpopatedr s, progranmmabl e consumer el ectronics, nultinmedia
consol es, gane consoles, satellite receivers, set-top boxes, autonmated
tell er machi nes, arcade ganes, nobile tel ephones, personal digital
assistants (PDAs) and any ot her processor-based systemor nachi ne. The
ternms "program code"” and "code" refer to any set of instructions that are
execut ed or otherw se processed by a processor. Program code and/or data
can be inplenented in the formof routines, progranms, objects, nodules,
data structures and the |like that performparticul ar functions.




[0045] It is noted that the foregoi ng exanpl es have been provided nerely
for the purpose of explanation and are in no way to be construed as
limting. While the inventions have been described with reference to
various enbodinents, it is understood that the words which have been used
herein are words of description and illustration, rather than words of
limtation. Further, although the enbodi nents have been descri bed herein
with reference to particular means, malékrials, and exanpl es, the
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related to a smart card ication (230) on a snmart card (220);
error cdiition managenent conponent (420) for detecting an error of the

smart card (28837] At309SA0APTENARSTBNS g@’%&ﬁ’lﬁ&gag(eﬂ%ﬁ} aBlewRk %‘iﬁ'o’?%é‘
usage policy rel at ed to ’the smart card comruni cat
conponerfmaiizoy temringb20Q) iy obiringd. TdewABh coresponds to ther singip 2and amﬂlcaﬂnm
smart cajsg, tIﬁro%é}Qb c('eza%))he corresponding terminal application 305, information relating to
the smart card application 230 is used. At 510, this information is obtained from the APL
The information related to the smart card application 230 may include, but is not limited
to, an interface of the smart card application 230, a protocol used by the smart card
application 230, and a security model of the smart card 220. At 515, the obtained
information related to the smart card application 230 is incorporated, by for example the
interface component 410 of the data and management framework 310, into the terminal
application 305 that corresponds to the smart card application 230. After the terminal
application 305 is created by incorporating the information related to the smart card
application 230, various supplemental and optional data and management operations may
be implemented by the data and management framework 310.
[0038] At 520, the security model of the smart card 220, which may be obtained
as part of the information related to the smart card application 230, may be enforced. At
525, the enforcement operation may further include monitoring a usage of the smart card
220 at the terminal 200. The monitoring operation may be concurrent with an analysis of a
security model, or usage policy, of the smart card 220. At 530, a determination is
performed, by for example the usage management component 430, in order to ascertain if
the monitored usage violates the security model. At 535, if the security model is violated,
then a violation message may be relayed. The violation message may be relayed by
displaying a message on a display device, such as the monitor 191, by creating a log entry
of the violation, or by the transmittal of a message to an application, for example. The

message sent to the application may, for example, produce a sound or tone to serve as a

notification that the message was sent. Any combination of relaying the error message
may be performed.



2. The smart card termnal infrastructure (300) of claim1, wherein the
data and managenent franmework (310) is an application programinterface
(API'). 3. The smart card termnal infrastructure (300) of claiml1, wherein
the information related to the smart card application (230) on the smart
card (220) is at least one of (i) an interface of the smart card
application (230); (ii) a protocol used by the smart card application
(230); and (iii) a security nodel of the smart card (220). 4. The smart
card term nal[003g]r antluwing ehe(fm@) obthecvialation méssagddhe Gmtmd spaygproceedy

: l | Lo tsagar d
cor S, TR of $9EJo SRR e 18] B 208 ek o
f r ameworiie fdd6)is not vaﬂE&ecS, it ﬁnmeddétemmmmdms mhy be imadetin pedef 39 8tewhinglifii m

4, further co risi pllcatlon (305) corresponding to the
smart cadPg HP &cg}ﬁv{ﬁéé tErrt ed fromthe information related to

the smart car[@om]pl AE£840 qaué&&i@ 52nardier 5804 tmaewri@zﬁadews nd’thﬁo]samlﬂby card

t erm nal |nfrastructure(300 of claim 1, wh t error
managenehE SEGFFEFE AL0: % RPITE GPTARIIGTaR &P%%“ES%‘% e&g‘ﬁﬁﬁ“@ﬁwg%é 331‘? 0
the conmgairf ahddRrARAP206 thay 48 DredtbON TR hheinmal, Bhmade rafler the sadueitp mar t

card termnal infrastructure (300) of claim6, wherejn ghe cOo ni cati on
conponernodel o fhe eard 2205 gnforqes andiar afige a determination that the qu.dgl H‘]i‘-lsrf%ﬂ C%90)

*(331/965 | ?\?Iﬁ%atégpg geglﬁ%rgo} tl SRArA¥hA220NAARS RImi¥RT 200 % SdciielYicoRinAdniciaY be@
perform the intended functlons of the smart card 220. For example, after the data and
management framework 310 determines that a predefined security model is not being
violated, the secure communication channel may be created, by for example the
connection component 450.

[0041] At 545, the smart card terminal application may be configured to further
define a terminal policy and/or a terminal restriction. The terminal policy component 460
may perform .the configuration in order to establish and incorporate additional policies
and/or restrictions on the use of the smart card 220 and/or the processing of the smart card
application 230. The configuration may be performed following 520, 530 if it ié
determined that a security model of the smart card 220 has not been violated, and/or 540.

[0042] FIG. 6 illustrates an example method of enforcing a security model of a
smart card 220 on a smart card terminal 200. At 610 the security model of the smart card
220 1is obtained from a data and management framework 310 of the terminal infrastructure
300. Obtaining the security model of the smart card 220 from the framework 310 may
include reading an API that is applied or written to the data and management framework
310. The data and management framework 310 of the smart card terminal infrastructure
300 may function to assist in the development and creation of a terminal application 305.
The terminal application 305 corresponds to a smart card application 230.

[0043] At 615, the security model is incorporated into the smart card terminal
application 305, which is developed to correspond to the smart card application 230. At
620, a determination is made to ascertain if an error condition, which may be defined by
the security model, is detected. This detection may be periodically or continuously
performed in order to detect error conditions. At 625, upon detection of the error

condition at 620, an error message corresponding to the detected error condition is



15 entry corresponding to the error nessage; and (iii) sending the error
nmessage to an application. 8. The smart card termnal infrastructure (300)
of claim1l, wherein the usage managenent conponent (430) further operates
to relay usage information to the conmuni cati on conponent (440) upon
detection of a violation of the usage policy related to the smart card
(220). 9. The smart card term nal mfrastructure (300) of claim8, wherein
t he conmuni cati on conponent él 40) rel a an indication of the violation of
t he usagearsoiiftedy rBieaewdr con nensrmagemnd coponer 424 mayaperfome the epoy
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term nal &?l i cy conmponent (460) for incorporating termnal policies or
rest ri ct Poislaying hessror nesrrecIPdtReRF Y™ t he smart card application (230).

12. An interopsysaPi AstoinWRidpeetc bﬁéd’\'@ﬁ‘é“d@cl%@rémS@dlﬂxeh@rrﬁh}ﬂﬁé iBpRhicaRidi N
(305) and a smart card appli catl on (230) on a smart card 220) t he net hod
conpri si Agvhole or in part in one or more computing systems or devices. FIG. 1 illustrates the

functional components of one example of a computing system 100 in which aspects may
be embodied or practiced. As used herein, the terms “computing system,” “computer
system,” and “computer” refer to any machine, system or device that comprises a
processor capable of executing or otherwise processing program code and/or data.
Examples of computing systems include, without any intended limitation, personal
computers (PCs), minicomputers, mainframe computers, thin clients, network PCs,
servers, workstations, laptop computers, hand-held computers, programmable consumer
electronics, multimedia consoles, game consoles, satellite receivers, set-top boxes,
automated teller machines, arcade games, mobile telephones, personal digital assistants
(PDAs) and any other processor-based system or machine. The terms “program code” and
“code” refer to any set of instructions that are executed or otherwise processed by a
processor. Program code and/or data can be implemented in the form of routines,
programs, objects, modules, data structures and the like that perform particular functions.
[0045] It is noted that the foregoing examples have been provided merely for the
purpose of explanation and are in no way to be construed as limiting. While the inventions
have been described with reference to various embodiments, it is understood that the
words which have been used herein are words of description and illustration, rather than
words of limitation. Further, although the embodiments have been described herein with
reference to particular means, materials, and examples, the embodiments are not intended
to be limited to the particulars disclosed herein; rather, the embodiments extend to all

functionally equivalent structures, methods and uses, such as are within the scope of the

appended claims.



obtaining an application programinterface (APlI) witten to a franmework of
a smart card termnal (505); obtaining information related to the smart
card application fromthe APl (510); and incorporating the information
related to the smart card application into the smart card term nal
application (515). 13. The interoperability method of claim 12, wherein
obtaining information related to the spmart card application fromthe API
(510) conprises obtaining at | east oneldf (i) an interface of the smart
card appPWVhetisiGlajm¢di ) a protocol used by the smart card application; and
iii) aqse | 0f - s ¥ i
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ndicating a yi ol 2t opAP3Ra%%C3 220,
an error condition management component (420) for detecting an error of the
smart card (220);

a usage management component (430) for enforcing a usage policy related to
the smart card (220); and 4
a communication component (440) for communicating between the smart card

(220) and the smart card terminal (200).

2. The smart card terminal infrastructure (300) of claim 1, wherein the data and

management framework (310) is an application program interface (API).

3. The smart card terminal infrastructure (300) of claim 1, wherein the information
related to the smart card application (230) on the smart card (220) is at least one of (i)
an interface of the smart card application (230); (ii) a protocol used by the smart card
application (230); and (iii) a security model of the smart card (220).

4. The smart card terminal infrastructure (300) of claim 1, further comprising;
a card module (340) for providing the information related to the smart card

application (230) on the smart card (220) to the data and management framework )
(310).

5. The smart card terminal infrastructure (300) of claim 4, further comprising

a terminal application (305) corresponding to the smart card application (230) and

created from the information related to the smart card application (230) on the smart
card (220).

6. The smart card terminal infrastructure (300) of claim 1, wherein the error condition
management component (420) further operates to relay an error message to the

communication component (440) upon detection of the error.

7. The smart card terminal infrastructure (300) of claim 6, wherein the communication
component (440) relays the error message of the smart card terminal (200) by at least

one of (i) displaying the error message on a display device (191); (ii) creating a log



16. The interoperability nmethod of claim 12, further conprising:

creating a secure conmmuni cation channel between the smart card and the
smart card terminal (540). 17. The interoperability nethod of claim 12,
further conprising configuring the smart card termnal application to
further define a termnal policy or a restriction (545). 18. A nethod of
enforcing a security nodel of a smart card on a smart card termnal, the
met hod conpri sing: obtai ning the se]éurity nodel of the smart card froma
data and reatggenesporfdizgrevibe kerrof mebsage;vnd: (iidaeddingrting eapr essope tad

i ncor poratjin Cttpoe security nodel into a smart card term nal application
corresponaalpr?g T¥% he smart card (615). 19. The nmethod of claim 18, wherein

obt ai ni gg 4:he _securi.t e » t r . d managenent
framework %I}e %aerg g%rtgmgggldhf}g%trrn&cﬁgrf: %c@dr?p?iﬁgélgn frl’eag%rglgl{j%tﬁ%z?l% i cation
program i nhaidgament &ithporeenp(438) fitrthetr bpemtdsdo aeidy nsagageformiatibn tmtheor k. 20.
The met hOdco%mﬁxhi%Lt%nlc?dm}ggr{e%p ?4’409 8{)@1{ détedttbn of a violation of the usage policy

related to the smart card (220).

9. The smart card terminal infrastructure (300) of claim 8, wherein the communication
component (440) relays an indication of the violation of the usage policy related to the
smart card (220) by at least one of (i) displaying the indication of the violation on a
display device (191); (ii) creating a log entry corresponding to the violation; and (iii)

sending the indication of the violation to an application.

10. The smart card terminal infrastructure (300) of claim 1, wherein the data and
management framework (310) further comprises:
a connection component (450) for creating a channel between the smart card

application (230) and a corresponding terminal application (305) if no error is detected

or the usage policy is enforced.

11. The smart card terminal infrastructure (300) of claim 1, wherein the data and
management framework (310) further comprises:
a terminal policy component (460) for incorporating terminal policies or

restrictions related to the processing of the smart card application (230).

12. An interoperability method between a smart card terminal application (305) and a
smart card application (230) on a smart card (220), the method comprising:
obtaining an application program interface (API) written to a framework of a smart
card terminal (505);
obtaining information related to the smart card application from the API (510); and
incorporating the information related to the smart card application into the smart

card terminal application (515).

13. The interoperability method of claim 12, wherein obtaining information related to the
smart card application from the API (510) comprises obtaining at least one of (i) an
interface of the smart card application; (ii) a protocol used by the smart card

application; and (iii) a security model of the smart card.



detecting an error condition defined by the security nodel (620); and
transmtting an error nmessage corresponding to the error condition upon
detection of the error condition (625).

16
14. The interoperability method of claim 12, further comprising:

enforcing the security model of the smart card at the smart card terminal (520).

15. The interoperability method of claim 14 , wherein enforcing the security model of the
smart card (520) comprises:
monitoring usage of the smart card (525); and
upon a determination that the monitored usage violates the security model (530),

indicating a violation message (535).

16. The interoperability method of claim 12, further comprising:

creating a secure communication channel between the smart card and the smart
card terminal (540).

17. The interoperability method of claim 12, further comprising
configuring the smart card terminal application to further define a terminal policy
or a restriction (545).

18. A method of enforcing a security model of a smart card on a smart card terminal, the
method comprising:
obtaining the security model of the smart card from a data and management
framework of the smart card terminal (610); and

incorporating the security model into a smart card terminal application

corresponding to the smart card (615).

19. The method of claim 18, wherein obtaining the security model of the smart card from a
data and management framework of the smart card terminal comprises reading an

application program interface (API) applied to the data and management framework.

20. The method of claim 18, further comprising:
detecting an error condition defined by the security model (620); and

transmitting an error message corresponding to the error condition upon detection
of the error condition (625).





