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The first user device launches a software application for
communication with the server device.

&

The first user device provides a signal for user login to the server
device

¥

The first user device renders a web-based login page

The first user device sends a signal for account creation to the
server device via the web-based login page

The first user device provides a signal representing an email
address to the server device

S

The server device causes an activation email to be sent to the
email address

Figure 2A(1)

The server device grants access to the administrator who logs in
via a Web Portal Console

y

The server device receives an input identifying a user group for
registering the user
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The server device receives another input representing an email
address of the user

v

The server device causes an activation email to be sent to the
email address
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Figure 2A(2)
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The first user device displays the activation email // 220
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The first user input receives an input to confirm activation
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The first computing device renders a web-based interface, /

‘Account Activation page’

The first computing device receives an input to enter a password /
and a confirmation password
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The first computing device receives an input to send the
passwords
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The first computing device provides a signal representing the _/
passwords and an activation confirmation to the server device
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The server device registers the account with the password and
the activation confirmation
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The server device creates a user pairing identifier
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The first user device initiates a process for 311
retrieval of the user pairing identifier
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The first user device requests for the user pairing
identifier and user profile information
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The server device provides the user pairing

identifier and the user profile information
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The first user device stores the received user
pairing identifier and the user profile information
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The second user device receives a user input to start pairing
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The first user device presents a plurality of families of devices
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The first user device presents a list of scanned and found
devices
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The first user device receives a user input to select one of the
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The first user device scans for the devices of a selected family

scanned and found devices (the second user device)
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process?
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The second user device displayed a passcode
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The first user device initiates a pairing/bonding process with /
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The first user device receives an input of alphanumeric
characters or numbers
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The first user device sends the input of alphanumeric /
characters or numbers to the second user device
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The first user device and the second user device complete the

pairing/bonding process
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The first user device and the second user device establish a secure
channel
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The first user device and the second user device perform BLE App
Authentication
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The first user device sends a request to the second user device for the /
current pairing identifier
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The second user device sends the current pairing identifier to the first _/
user device
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The first user device provides the user pairing identifier to the second /
user device
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The second user device replaces the current pairing identifier with the /

user pairing identifier

Y

The first user device

No
causes the second

Is the current
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a default one?
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The first user device sends the serial number of the second user device /
to the server device for association with the user pairing identifier
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The first user device and the second user device complete the user- /

based pairing process
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