
1/11 

Multi-party Secure 
Computing System

102

102~N
102~2

102~3

101
101

101

102~1

FIG. 1 



2/11 

Receive biometric information fragment sent by terminal device
S201

S202
Perform joint feature extraction processing on biometric information 

fragment through locally deployed first feature extraction model 
fragment and second feature extraction model fragment deployed in at 
least one other node, to obtain corresponding biometric feature vector 

shard

FIG. 2 

Raw face image

Target biometric 
information

Biometric 
information 
fragment 1

Biometric 
information 
fragment 2

FIG. 3 



3/11 

Model Training 
Module

Model Parameter x

Fragmentation 
Module

Node 1

First Model 
Parameter Fragment

Node 2

Second Model 
Parameter Fragment

FIG. 4 



4/11 

First Convolution 
Module

First Interaction 
Module

First Activation 
Module

First Interaction 
Module

First Random Mask 
Module

First Pooling Module

First Interaction 
Module

First Random Mask 
Module

First Fully Connected 
Module

First Interaction 
Module

Node 1

Second Convolution 
Module

Second Interaction 
Module

Second Activation 
Module

Second Interaction 
Module

Second Random 
Mask Module

Second Pooling 
Module

Second Interaction 
Module

Second Random 
Mask Module

Second Fully 
Connected Module

Second Interaction 
Module

Node 2

FIG. 5 



5/11 

Obtain first convolutional feature fragment corresponding to  biometric 
information fragment through first convolution module

S601

S602
Combine first activation module, first pooling module, and second 

activation module and second pooling module in at least one second 
feature extraction model fragment to perform activation processing and 

pooling processing on first convolutional feature fragment, to obtain 
first pooling processing result

Perform fragmentation processing on first pooling processing result to 
obtain a plurality of pooled feature fragments

Process first pooled feature fragment through first fully connected 
module to obtain biometric feature vector shard

S603

S604

FIG. 6 



6/11 

Biometric 
information 
fragment 1

Biometric 
information 
fragment 2

Fragmented  
Convolution 

Kernel 1

First convolutional 
feature fragment

Second convolutional 
feature fragment

Plaintext 
Convolution 

Kernel 

Fragmented  
Convolution 

Kernel 2

Interact

FIG. 7 



7/11 

Biometric 
information 
fragment 1

Biometric 
information 
fragment 2

Plaintext 
Convolution 

Kernel 

First convolutional 
feature fragment 

Second convolutional 
feature fragment 

FIG. 8 



8/11 

第
二
卷
积
特
征
分

片

P11 0 P13 0

0 0

0

0 0 0

P22 P23

P31 P32 P34

P43

0 0

0 0

0 0 0

0

Q12 Q14

Q21 Q24

Q33

Q41 Q42 Q44

P11 0 P13 0

0 0

0

0 0 0

P22 P23

P31 P32 P34

P43

P11 P12 P13 P14

P21 P22 P23 P24

P31 P32 P33 P34

P41 P42 P43 P44

Q11 Q12 Q13 Q14

Q21 Q22 Q23 Q24

Q31 Q32 Q33 Q34

Q41 Q42 Q43 Q44

， ，

， ，

， ， ，

，

0 0

0 0

0 0 0

0

Q12 Q14

Q21 Q24

Q33

Q41 Q42 Q44

， ，

，，

，

， ， ，

P11 P13

P22 P23

P31 P32 P34

P43

， ，

， ，

， ， ，

，

P12
，

P14
，

P21
，

P24
，

P33
，

P41
，

P42
，

P44
，

Q11 Q13

Q22 Q23

Q31 Q32 Q34

Q43

， ，

， ，

， ， ，

，

Q12
，

Q14
，

Q21
，

Q24
，

Q33
，

Q41
，

Q42
，

Q44
，

Activation 
processing

Activation 
processing

First convolutional feature fragment Second convolutional feature fragment 

First convolutional feature recovery result Second convolutional feature recovery result

First activation processing result Second activation processing result

First activated feature fragment Second activated feature fragment 

FIG. 9 



9/11 

First activated feature fragment

P11 0 P13 0

0 0

0

0 0 0

P22 P23

P31 P32 P34

P43

P11 0

0 P22

P11 P12 P13 P14

P21 P22 P23 P24

P31 P32 P33 P34

P41 P42 P43 P44

，

，

Maximum 
pooling

Maximum 
pooling

0 Q12
，

Q21
，

0

P11

P22

，

，

P12
，

P21
，

Q11

Q22

，

，

Q12
，

Q21
，

Q11 Q12 Q13 Q14

Q21 Q22 Q23 Q24

Q31 Q32 Q33 Q34

Q41 Q42 Q43 Q44

0 0

0 0

0 0 0

0

Q12 Q14

Q21 Q24

Q33

Q41 Q42 Q44

Second activated feature fragment

First activated feature recovery result Second activated feature recovery result

First pooling processing result Second  pooling processing result

First pooled feature fragment Second pooled feature fragment 

FIG. 10 



10/11 

Collect raw face image

Convert raw face image 
into three-dimensional 

matrix D

Is there a face?

Perform fragmentation 
processing on three-

dimensional matrix D to 
obtain image fragment S_0 

and image fragment S_1

Load image fragment S_0

Use locally deployed feature 
extraction operator and feature 
extraction operator deployed 
in node 2 to extract features 
from image fragment S_0

Output feature vector shard 
FS_0

Load image fragment S_1

Use locally deployed feature 
extraction operator and feature 
extraction operator deployed 
in node 1 to extract features 
from image fragment S_1

Output feature vector shard 
FS_1

YES

Report error message 
indicating that there is no 

facial information

NO

Terminal 
Device

Node 1 Node 2

S1101

S1102

S1103

S1104 S1111

S1108

S1106

S1107

S1109

S1110

S1105

FIG. 11 



11/11 

1200

Biometric Feature Extraction 
Apparatus

Receiving Unit

1201

Processing Unit

1202

Transmission Unit

1203

FIG. 12 

Processor

Memory

Computer Device

1302

1301

FIG. 13 


