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A+ 300

Set a TLS mode for a newly-established TLS session to a NIC KTLS mode
and initialize a transmit tracking dataset associated with the TLS session
302

v

Within the TLS session, process sends in accordance with the NIC kTLS
mode while maintaining the transmit tracking dataset until detecting a lost
TCP packet or determining that the TLS session is done
304

) Yes
session done? ®

Resend data carried by the lost TCP packet in accordance with the NIC
kTLS mode and update the transmit tracking dataset accordingly
308

v

Determine whether at least one NIC kTLS threshold has been passed based
on the transmit tracking dataset
310

least one NIC
KTLS threshold
passed?
312

No

Yes

Switch the TLS mode of the TLS session from the NIC KTLS mode to a
software KTLS mode
314

X

Within the TLS session, process previously initiated sends in accordance
with the NIC KTLS mode, lost TCP packets in accordance with the
associated TLS modes, and new sends in accordance with the software
KTLS mode while maintaining the transmit tracking dataset until determining
that the TLS session is done
316

End

FIGURE 3



