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It is impracticable to use positive acknowledgement as the number of
returned acknowledgement mes- This invention relates to data
communications.  sages could swamp the primary transmitting station The
invention is particularly applicable to multipoint  and/or the network.
Clearly, the problem becomes communication between computers over a
communi-   5   more acute with an increasingly large number of see- cation
network.                                   ondary stations. Thus, there is
a need to limit the The majority of computer communications cur-   number
of acknowledgements. rently take place as a controlled interaction between
EP 263421 describes a "many-to-one" communi- two computers. This is known
as *point-to-point" In-  cations system which uses a basic form of
restricted teraction and is often achieved by means of a "virtual  10
acknowledgementtechnique. In this case, the central circuit, Le. a logical
connection between two comput-  station itself uses negative
acknowledgement to re- ers established and controlled by the communication
spond to data messages from remote secondary sta- protocols used by them.
tions, but employs a simple polling system to elicit ac- Increasingly, it
is necessary to establish "multi-  knowledgements from the secondaries as a
means of point" communication protocols. This situation is ana-  16
checking that they are operational. The central sta- logous to that in
other forms of multicast communica-  tion thus sends a polling request,
which is indepen- tions in which the transfer of information transmitted
dent of any data message, to each secondary in turn. by a source Is
received by all receivers tuned to ac-  The secondaries are then each
required to respond to cept the information and which are switched on at
the  their respective polling request, with a response time of transmittal,
for example a television transmis-  20  which merely acknowledges that the
polling request sion and reception system. Such a protocol should be  has
been received and that (by implication) the sec- both efficient and
flexible and yet as simple a means  ondary concerned is operational.
However, there is of controlling communications between large groups  no
special acknowledgement system with respect to of computers as possible.
other messages sent from the central station. A basic but relatively
unreliable protocol is provid-  25  One method for doing this is to send
"expicit" ed by, for example, the IEEE 802.2 Logical Link Con-  control
information to the secondaries, either as part trol protocol which can be
operated on local area net-  of a data packetor as separate messages,
instructing works (LANs). This and other protocols which operate  them
which messages to acknowledge. For example, on local and wide area networks
provide multipoint  one station ([err]) may be instructed to acknowledge
datagram services, i.e. data is multicast to all receiv-  30  data message
number 1 and every fiftieth message ers.
thereafter. Likewise, another station ([err]) may be in- There are two
basic techniques by which the cor-  structed to acknowledge message number
2 and ev- rectness of the data received can be monitored by pri-  ery
fiftieth message thereafter. This "priming" of sec- mary stations sending
data to one or more secondar-  ondary stations allows subsequent messages
to be ies. Both rely on the acknowledgement of a transmit-  35  sent
without such control information. As an alterna- ted message by sending
back to the originating pri-  tive to this instruction of the secondary
station ac- mary an acknowledging message notifying the origi-
knowledgement, each data message itself can In- nator of the correct
receipt of one or more previous  dude a station "identifier" which requests
the sec- messages.                                          ondaryto
acknowledge either this ora particular sub- Firstly, there is "positive
acknowledgement, in  40  sequent message. This ongoing acknowledgement
which messages are acknowledged upon correct re-   control is more suitable
for dynamically changing ception. If this acknowledgement is not detected
by  groups where it Is not practicable to predefine the en- the sending
primary station by a certain time, the  tire sequence of responses as
above. Since the In- message is retransmitted. This may be repeated up
structions are relative to the current message, they to a set number of
attempts, after which the link will  45  are independent of any absolute
sequence number be declared failed. This is the standard method of er-
that may be a part of the message. ror correction In a point-to-point link.
US4725834 describes a scheme whereby a sin- Secondly, there Is "negative
acknowledgement"  gle recipient secondary in a multipoint communica- in
which a message is sent back by a secondary to the  tion system Is
designated as a "token site" and is re- primary originator notifying the
latter of a loss of one  50  sponsible for acknowledging the received
multicast or more previous messages. Thus, each station need  message. All
the other sites in a group "listen" to both not acknowledge every message.
However, there is  the primary originator of the message and to the ac- a
compromise with the need to keep a copy of any   knowledgements from the
token sites. Should any of message not yet acknowledged, in case it has
been  the secondaries detect a gap In the messages it re- lost. The less
frequently each station acknowledges,  55  ceives, based on the monitoring
of both the messages the longer the uncertainty period and the more mes-
and the acknowledgements, it may request a retrans- sages must be stored.
mission from the token site. By rotating the token site in "one-to-many",
i.e. multipoint, communication  amongst all recipients in a group, it is
possible to en- 2    



3                   EP 0 409 578 1                 4 sure reliable
reception of all messages at all sites with  sion of the acknowledgement by
said at least one re- less acknowledgement than is required in a less so-
ceiver. phisticated scheme.                                   The
acknowledgement may be solicited from a Thus, there Is a method of data
communication  particularreceiver by including with the data message
between a primary source and a group of secondary   5   a request for that
receiver from which acknowledge- receivers which comprises:
ment is required to confirm that the messages to be transmitting data
messages from the source to  acknowledged have been successfully received.
This the receivers;                                     solicitation Is
made of the receivers In accordance transmitting an acknowledgement from a
re-   with the cyclic sequence. ceiver, on correct receipt of a data
message transmit-  10  This "dynamic acknowledgement" allows the buf- ted;
and                                           fer to store only those
messages not acknowledged storing, in buffer storage means, a set of latest
by each receiver as part of a particular set in time. data messages, for
retransmission of at least one of  Conveniently, each receiver will
acknowledge a the said set in the event that no acknowledgement of
slightly different set as the set of data messages is at least that said
one of the said set of data messages   15  amended with the transmission of
a new one. When is received successfully by the source.           any one
particular data message has been acknowl- However, one problem to arise
when such a      edged as part of different sets acknowledged by each
scheme as this is implemented is that all members of  receiver it can be
discarded. a group must maintain an accurate list of the group   A method
employing such a protocol has the ben- membership. This requires a complex
reformation   20  efits that it provides high reliability, at least on a
par protocol (as described in US 4725834) in the event of  with
acknowledged point-to-point communications even a single secondary station
failure.           protocols, coupled with reduced bounded transmis-
Another problem Is that an increase in the group  sion time. size requires
a proportionate increase in the capacity  The present invention also
extends to a data com- of the buffer storage at each secondary. Either
this,  25  munication system comprising: or the number of instruction
messages used to rotate    a primary source for transmitting data mes- the
designation of the token site must increase pro-  sages; portionately.
a plurality of receivers each including means The scheme is also
inefficient in that all acknowl-  for transmitting an acknowledgement on
correct re- edgements must be processed by all group members.  30  ceipt of
a data message; and Forsome applicationsthe strictordering of messages
buffer storage means for storing a set of latest from different sources
required by this protocol is ex-  data messages and including means for
retransmit- cessively elaborate. On the one hand, this works well  ting at
least one of the said set In the event that no ac- for ensuring the
consistency of a distributed data-  knowledgementof atleastthatsaid one of
the said set base, such as the local area network (LAN) for which   35  of
data messages is received successfully by the it was designed. On the other
hand, this imposes an  source; characterised in that: excessively long
completion time on each transmis-      In accordance with a cyclic sequence
among at sion which would be unacceptable in certain other ap-  least some
of the receivers, each receiver in the se- plications.
quence is arranged to transmit an acknowledgement It is an object of the
present invention to provide  40  indicative of correct receipt by that
receiver of a set a flexible, reliable and easy-to-use multipointcommu-  of
latest data messages transmitted, the set acknowl- nicatlons protocol that
can be implemented using ex-  edged by a respective receiver comprising a
plurality isting network standards.                          of data
messages corresponding to the plurality of re- The present Invention Is
characterised in that, In  ceivers In the sequence, the storage means being
ar- accordance with a cyclic sequence among at least  45  ranged to store
the data messages transmitted up to some of the receivers, each receiver in
the sequence  and Including the latest message transmitted by the transmits
an acknowledgement indicative of correct  source, at least one receiver in
the sequence ac- receipt by the said receiver of a set of latest data mes-
knowledging a set of data messages which differs sages transmitted, the set
comprising a plurality of  from the set acknowledged by the or each other
re- data messages corresponding to the plurality of re-  50  ceiver in the
sequence by inclusion of the latest data ceivers in the sequence and the
stored messages    message transmitted by the source prior to transmis-
corresponding to the transmitted messages up to and  sion of the
acknowledgement by said at least one re- including the latest message
transmitted by the   ceiver. source, at least one receiver in the sequence
ac-     Preferably, each data message comprises a re- knowledging a set of
data messages which differs  55  ceiver Identifier code and this is used to
solicit an ac- from the set acknowledged by the or each other re-
knowledgement from a receiver in accordance with ceiver in the sequence by
inclusion of the latest data  instructions in the code. The data messages
have re- message transmitted by the source prior to transmis-  ceiver
identifier codes in accordance with the cyclic 3    



5                   EP 0 409 578B1                 6 sequence. Thus, a
dynamic acknowledgement solici-     The receiver may transmit a request to
retransmit tation is sent along with the data message, ensuring  a data
message to the source and/or receivers storing that the correlation between
the data message and  the message. the correctsolicitation in the sequence
is maintained.  The said latest data messages can be stored at In one form
the solicited acknowledgement is delayed   5   the source and/or at least
some of the receivers. for a number of data messages in accordance with
When the latest data messages are stored in at least further instructions
contained in each data message.  some of the receivers, an initially
incorrectly received Normally, the numberof data messages forwhich  message
is available for retransmission from each of the acknowledgement is delayed
would be establish-  the receivers holding that message in turn according
ed during the initial connection establishment phase  10  to the position
of that message in each buffer associ- rather than be transmitted in every
data message.  ated with each of those receivers. Each listens for the This
delay is usually equal to the number of data mes-  retransmission and if it
hears this prior to sending its sages stored in the bufferat the secondary.
Sincethis  own copy, it cancels its own transmission. Thus, only number
rarely changes, it is not worth the extra over-  one retransmission should
occur. head of repeating it each time.               15      In one form,
the source also stores old messages In practice, this may be achieved by
using a com-  transmitted before the said block of messages in case
bination of "explicit control" and dynamic control. A  one of the receivers
fails to transmit an acknowledge- special control message ("Connect
Request) is      ment In sequence. The source would maintain stor-
transmitted before transmission of data begins to one  age of the old
messages for a predetermined period or more secondaries. Part of this
message may iden-  20  In the event that no response to a request to
acknowi- tify a number of secondaries which are thus "pre-des-  edge was
received from such a receiver. ignated" to respond to the first few data
messages.   A subsequent data message may be transmitted The numberof
secondaries designated can be related  from the source before an
acknowledgement of the directly to the resilience level (i.e. the number of
re-  correct reception of the previous message is re- ceiving stations that
can fail before any of the mes-  25  ceived, the previous message being
stored until the sages are lost) and hence the number of messages   said
acknowledgement is received or a predeter- stored at each secondary. Thus
all secondaries note  mined period has elapsed. This is known as "forward
this number before data transmission begins.       windowing". There may be
a need to adjust this "resilience lev-  A receivermay be removed from the
sequence by el" during the connection but this will only be by a   30  the
source removing the requirement for that receiver small amountatatime. One
wayofdoingthis istouse   to acknowledge correct reception of the latest
data a very small data field (say I or 2 bits in an already  messages in a
particular cycle of the sequence, while partially used byte) to indicate an
increment or decre-  the receiver maintains its memory of data messages
ment in the number. Since the protocol Is reliable  until the next cycle
when it can be removed from the there should be no problem with stations
holding dif-  35  sequence. ferent identifying signals as to what the
number      The present invention thus provides a communi- should be since
all have received all messages.    cations protocol specifically designed
to allow flex- The buffer storage requirements and traffic on a  ible,
reliable and simple interaction between any network on which the protocol
according to the inven-  number of computer applications. It may also
provide tion is used are largely independent of the number of  40  an
extension to the current point-to-point protocols receivers in the
acknowledging group, assuming a  which only cater for pairs of processors
communicat- network with an acceptably low error probability. This  Ing
with each other. protocol requires minimal processing at the receivers,
The skilled person will be aware that such a reli- save for a comparison
between the sequence num-    able and flexible protocol can be implemented
on a bers of successive messages. There is also minimal  45   wide variety
of network arrangements. For example danger of traffic congestion as the
sending of ac-  the protocol according to the invention can be Imple-
knowledgements is strictly controlled by the station  mented on those
networks considered In US4725834 transmitting the data.
discussed above, for example, LAN's implementing Preferably, each data
message also comprises a  International Standards Organisation (ISO) 7498
"De- sequence number which the receiver compares with  50  scription of
basic reference model for open systems the sequence number in the previous
data message  interconnection" - 1984. to determine whether any messages
have been           The present invention can be put into practice in
missed. In this regard it Is also preferable if the end  several ways, some
of which will now be described by of a stream of data messages is followed
by at least  way of example, with reference to the accompanying one dummy
message which can be compared by the  55  drawings in which: receiver with
the last data message received in order  Figure 1 is a schematic block
diagram of a one- to determine whether the last data message transmit-
to-many communications network on which the ted has been missed.
present invention can be implemented; and 4    



7                   EP 0 409 578 B1                8 Figure 2 is a
schematic block diagram of a series  which has a control field soliciting
acknowledgement of transmitted messages and acknowledge-       by the
station [err], say. Once the acknowledgement ments according to the present
invention.      has been received correctly by the master it may infer The
function of the present invention is to provide  that all messages up to
and including message num- a reliable transmission of data from one
computer   5   ber 1 have been received correctly by station [err].
connected to a communications network to a number     Message number 2 has
a control field which sol- of other computers connected to the same
network,  icits acknowledgement from station [err]. Once the ac- as shown
in Figure 1. In the network illustrated [err] rep-  knowledgement has been
received by the master it resents the master transmitting station or
primary  may infer that station [err] has received correctly all source of
data. The direction of flow of data is Indicat-  10   messages up to and
including message number 2. ed by the arrows. [err] to [err] represent
secondary re-    This series of solicited acknowledgements con- ceiving
stations where n is the number of receivers.  tinues throughout the
receivers In the group accord- The master transmitter [err] and each
receiver [err] to [err]  ing to a cyclic sequence determined by the control
comprises a transceiver unit T/R, a digital interface  field address in
each message. unit I and terminal equipment P. The transceiver T/R  15  If
messages are numbered uniquely and sequen- is setup to accept on behalf of
the particular receiving  tially, a single confirmation message can
acknowi- station certain categories of message transmitted  edge the
receipt of all messages up to and including from the source. The interface
I receives the messag-  the sequence number contained within the acknowl-
es and conditions them for relaying to the terminal  edgement. Thus, each
station need not acknowledge equipment P. It also instructs the transceiver
T/R in  20  every message. In so doing there is a compromise transmitting
from that receiver. The implementing  with the need to keep a copy of any
message not yet protocol is largely confined to the interface  within the
acknowledged In case it has been lost. The less fre- transmitter [err] and
the receivers [err] to [err].         quently each station acknowledges,
the longer the The following description of the Invention as-  uncertainty
period and the more messages must be sumes the presence of an underlying
relatively unre-  25  stored. liable "multipoint" datagram facility by
which a mes-  In general message number (n) is acknowledged sage may be
sent to many (predetermined) receivers.  by the station [err] in sequence.
The master can thus in- Thus, by "datagram} is meant a single data packet
to  fer that the station [err] has received correctly all mes- be sent
overthe network, the deliveryofwhich cannot  sages up to and Including (n).
be guaranteed.                                30      Having solicited
acknowledgements of correct The master station has complete control overthe
message receipt from all the stations in the group, the number of stations
acknowledging each data mes-    master Is able to deduce that at least
message num- sage. Acknowledgement instructions may be subse-   ber 1 has
been correctly received by them all as it Is quently rescinded or altered
by further transmissions  the only message of that particular cycle
sequence of control information.                       35  common to all
sets of messages acknowledged by the The protocol uses a unique secondary
station   group since the last solicited acknowledgement in identifier
within the control field of each data mes-  each case. From this
determination the master can sage. In addition, there may also be a need
for a spe-  discard message number 1 as it will not be required cial case
in which none, or all of a predefined subset  to retransmit it to any
station. of receivers should acknowledge data. This can be   40  At the
start of another cycle of solicited acknowl- achieved by the use of codes
which are invalid as sta-  edgements, which is simply a continuation of the
ac- tion identifiers and/or the use of a "flag" indicating  knowledgements
of multicast messages, message whetherthe code refers to a station
identifieroran al-  number (n+1) is acknowledged by the station [err]. As
terable predetermined set of stations.             before, the master can
infer that all messages up to However, in the following example the
simplest  45  and including message (n+1) have been received cor- form of
the "dynamic soliciting" control is used, name-  rectly by [err]. ly a
single station identifier is included in the control  At this time the
master has received acknowl- field of each data message. It is also
possible to have  edgements from all the stations that message num-
acknowledgement solicited simultaneously of the    ber 2 has been correctly
received. Thus, message same set of data messages from different receivers.
50  number 2 may now be discarded. Each of the stations [err]... [err] is
multicast with the  Referring to Figure 2, another example of a pro-
messages. In each message the control field con-   tocol according to the
present invention is illustrated. tains a station identifier. The station
identifiers are  The message blocks 10 comprise a data field 12, a re-
added to each message in turn in a predetermined,  ceiving station
identification address field 14, a se- but alterable, cyclic sequence so
that each station   55   quence order number identifier field 16, and a
data must acknowledge in accordance with the cyclic se-  message
Identification field 18. The receiver identi- quence.
fication address field 14 and the sequence order Consider a notionally
first message number 1   number identification field 16 together make up
the 5    



9                   EP 0 409 578 B1                10 control field. The
control field may, of course, contain  missing message(s) by the use of a
"selective reject other information e.g. a checksum facility to ensure
message which specifies the sequence number of the integrity of the data
message packet. The data  the lost orcorrupted message which the particular
re- message identification field 18 indicates that the  celver requires to
be retransmitted. This will be re- block 10 is a data message as opposed
to, for exam-   5   ceived by the station holding a copy of the requested
ple, a selective reject, retransmitted data or other  message which will
then be retransmitted. type of message.
Whilst it would be usual to store the messages This embodiment of the
present invention illus-  not universally acknowledged at the primary
trans- trates a protocol which combines priming and solicit-  mitting
station forretransmission it is equally possible ed acknowledgement.
10  for one or more secondaries to be nominated as a In this particular
embodiment the control field  storage site that can be accessed to
retransmit the solicits an acknowledgement from a particular sta-  lost
data message. Having the storage ofthe messag- tion, say [err]. by
requesting it to store the next 3 mes-  es confined to the primary station
limits the group sages numbers M+1, M+2 and M+3, and only then to  size to
the storage capacity available at the primary. acknowledge correct receipt
of these three messag-  15  By distributing the buffer storage to nominated
sec- es. Station [err] is in turn similarly instructed to store  ondaries
this potential limit on group size is alleviated. message numbers M+2, M+3
and M+4, and so on, for   Indeed, It is equally possible to distribute the
simulta- all stations In the group. The acknowledgement trans-  neous
storage of messages among the secondaries mission 20 comprises an
acknowledgement message   in order to spread the storage load further. ACK,
the station identification 14 and the sequence   20  If distributed
buffering is used, the selective re- identifier field 18. The
acknowledgement transmis-  ject message can be transmitted as a multicast
to the sion may also incorporate other fields, e.g. relating to  whole
group of receivers as well as to the transmitting buffer space available,
station. This allows stations to overhear each others The acknowledgement
sent by, for example, sta-  selective rejects so that, should several of
them miss tion [err] Is transmitted after correct receipt of message   25
the same message only one selective reject need be number M+3. Similarly,
[err] acknowledges after cor-  sent. This is achieved by allowing only the
station rect receipt of message number M+n+2 after the next  which would
normally have acknowledged the miss- cycle sequence has been embarked upon.
In this    ing message to send its selective reject as soon as way, the
deferred solicited acknowledgement of cor-  the loss is noticed. All other
stations wait a short per- rect receipt continues indefinitely around the
cycle  30  iod before sending selective reject and, should they sequence.
hear selective reject from any otherstation, they post- The general
principal is that of taking acknowl-  pone the transmission of their
selective reject since edgements in a cycle of length L, say such that in
the  they know that retransmission of the missing mes- space of L messages,
each receiver has acknowl-    sage has already been requested. edged at
least once and that for every cycle of ac-  35  Other stations which
receive the message cor- knowledgement starting anywhere in the group there
rectly on the first multicast will ignore the requested will be a common
message acknowledged which can   retransmissions whilst those that
requested it will re- be discarded. Doing this means that it is only neces-
ceive it and then await the next message. In the rare sary to keep the L
latest messages for retransmission  event of this retransmission procedure
not working in the event of bad or no reception. This is because  40  due
to continued errors, It may be repeated up to a all the stations have
acknowledged correct receipt at  predetermined number of times. Should it
still not least up to the number of the current message minus  have
succeeded, failure of the connection will be in- L.
dicated to the receiving station. When a network is first initialised to
follow a se-  The above regime of selective rejection works quence there
will be a set of messages in the first cy-  45  only If the secondary is
alerted to a missed message cle which will not be part of a full buffer of
messages  or sequence due to the reception of a following mes- to be
acknowledged. To overcome this, a number of  sage. This will not occur if
the message missed is at receivers are "primed" to provide acknowledgements
the end of a burst of messages. Such errors will re- to the first few
messages, even though their buffers  main undetected until such time as
more messages are not full, by a special control message which pre-  so
are transmitted some time later. In order to limit the cedes the first data
message.                     recovery time for such "tail-end" errors,
additional The protocol between the primary and the sec-  empty or "null
date" dummy messages can be sent at ondary receivers is set up to compare
the sequence  the end of a burst if no furtherdata is ready fortrans-
number of a transmitted message with that sequence  mission within a
predetermined period. The use of null number it is next expecting. From
this comparison it  50   data messages involves a compromise between the
will be able to determine whether it has suffered a lost  requirement of
prompt correction/reinstatement of message. in the event that it has, based
on the com-  messages and a desire not to overload the network parison, it
will then request a retransmission of the  primary and secondaries with
excessive null data 6    



11                 EP 0 409 578 1                 12 message traffic. To
accommodate both of these, the  age required by this protocol grows
linearly with the protocol is setuptotransmit null data messages atex-
number of receivers in the group. This can be over- ponentially increasing
times after the last data mes-  come by the storage of messages not just at
the pri- sage up to a maximum period which will not load the  mary but also
at some or all of the receivers as well. network significantly. Clearly,
any other decrease in   5   To achieve this the significance of the
acknowledge- the frequency of null data messages could be devised  ment
must be redefined. As well as indicating that the according to a specific
application.               secondary has correctly received all messages up
to As an example, in a LAN implementation, null   and including the one
being acknowledged, the ac- data messages may be sent 100 milliseconds, 400
knowledgement must also indicate that the second- milliseconds, 1. 6
seconds and 6. 4 seconds after the   10  ary will store the previous L
messages on the behalf lastreal data message. Thereafter, they are sentat
10  of the primary and will not discard them until its next second
Intervals to provide a continuous check on the  acknowledgement. correct
functioning of the station. This particular   Thus, each secondary has a
store of L messages choice of times and multiplying factors gives each
prior to and including the one at which it is acknowl- secondary two
chances to detect the failure within  15  edged. Since each receiver
acknowledges a different half a second of the message loss but only loads
the  message, each will have a different set of L messag- network with a
message every 10 seconds between    es in its buffer. The set of stored
Lmessages in a buf- data bursts.                                      fer
at each secondary overlaps with those stored in Since each receiving
station acknowledges in   the previous and subsequent secondaries in the
se- turn, any that has failed will be detected within, at  20  quence. As
long as less than L secondaries fail there most, one sequence cycle of
length L by the fact that  will always be at least one copy of each message
that it has not returned an acknowledgement within a pre-  survives.
determined time after being solicited to do so. How-  In the event that a
secondary misses a message, ever, there is also the possibility that this
event could  its selective reject message is sent not just to the pri- be
due to a single transmission error such that the ac-  25  mary but to the
rest of the group. On receipt of the se- knowledging secondary station
failed to receive the  lective reject message, up to L receivers could re-
particular message that it has to acknowledge or the  spond by sending a
copy of the message held in their acknowledgement was corrupted on its way
to the pri-  buffer. To avoid swamping the network with many mary station,
the receiver having received the mes-  such retransmissions, each secondary
holding a sage and performed correctly.                 30  copy of the
requested message calculates its "priori- To allow for a distinction to be
drawn between the  ty" based on how close to the top of the last-in first-
two different message reception failures, the second-  out buffer the
message in error is. The secondary ary in question Is not immediately
reported as having  with the highest priority, i.e. with that message clos-
failed. Instead, it is first marked as "suspect". The pri-  est to the top
of the buffer, transmits the message Im- mary will retransmit the message
for which acknowl-  35  mediately. The lower priority secondaries await
their edgement is outstanding but may then continue with  turn to transmit
the message based on a calculation subsequent transmissions, while
retaining the previ-  of a time delay for each priority level in the
buffer. ous messages over which there is doubt about recep-  Each low
priority secondary will only transmit the tion so long as it has sufficient
memory to do so with-  message if it does not detect transmission from a
sta- out having to discard any of the L current messages.  40  tion with a
higher priority during its alloted accumulat- This condition is necessary
since the primary has no  ed delay time. confirmation that the old messages
held, predating    This priority scheme can be further adapted so the L
current messages, have been received by the  that the primary only
retransmits the most recent L suspect secondary.
messages only. It need only keep the previous L ac- If the suspect station
Is functioning correctly, it  45  knowledged messages. All older ones may
be dis- should acknowledge reception again or accept and   carded by it.
acknowledge the retransmission if it had missed the   The throughput of
this protocol can be improved previous message. It may also send selective
rejects  by not waiting for the acknowledgement for one mes- for other
messages previous to this one that it had  sage before sending the next,
provided the previous missed. On receiving this the primary knows that all
50   message is stored in case the acknowledgement is is well and
reinstates the station as "functioning".  not received. This scheme Is
called "forward window- If, however, no such message is received within
Ing" and can be applied provided that the secondaries a predetermined time,
the station is marked as "dead"  have sufficient additional storage
capacity to cope and the high level application software, to which the
with the high speed bursts of messages that result. network is Interfaced,
is notified. The oldest messag-  55  As described with reference to Figure
2, the re- es retained for retransmission to the now dead sec-  ceiving
secondary may be requested to acknowledge ondary are then discarded.
"the L'th message after this one". When a distributed As noted briefly
above, the size of the buffer stor-  buffering scheme is to be used as
well, this advance 7    



13                 EP0409578B1                     14 warning allows the
secondary to allocate storage for  Claims the subsequent L messages which
It is expected to store and be ready to acknowledge immediately upon  1. A
method of data communication between a pri- receipt of all of them. This
also means that it need not  mary source ([err]) and a group of secondary
re- keep storing messages all the time, but only after it   5  ceivers
([err]), the method comprising: has been requested to do so.
transmitting data messages (10) from the Because the protocol solicits an
acknowledge-     source to the receivers; ment periodically from a receiver
it may be desirable      transmitting an acknowledgement (ACK) to
"syncronise" all the receivers from time to time In  from a receiver, on
correct receipt of a data mes- orderthatthe source Is able to make an
up-to-date as-  10  sage transmitted; and sessment of the current condition
of all the receivers     storing, in buffer storage means, a set of at that
time. To do this a common address solicitation  latest data messages, for
retransmission of at is sent requiring acknowledgement from all the re-
least one of the said set in the event that no ac- ceivers in the sequence.
Typically, an FFFF address   knowledgement of at least that said one of the
can be used for this.                         15      said set of data
messages is received successful- On the other hand, in a reasonably
inherently re-  ly by the source; characterised in that: liable
communications network itmay bejustifiable to       in accordance with a
cyclic sequence solicit an acknowledgement In the sequence only af-   among
at least some of the receivers, each re- ter a batch of several messages
have been transmit-   ceiver in the sequence transmits an acknowl- ted, on
the assumption that all in the batch are likely  20  edgement Indicative of
correct receipt by the said to get through successfully. The trade-off in
this is  receiver of a set of latest data messages trans- that an entire
batch of messages may have to be re-   mitted, the set comprising a
plurality of data mes- transmitted in the event that corruption or
non-recep-  sages corresponding to the plurality of receivers tion of only
part of a batch is detected. Thus, no ac-  in the sequence and the stored
messages corre- knowledgement is required of each and every mes-  25
sponding to the transmitted messages up to and sage and the acknowledgement
traffic is thereby re-   including the latest message transmitted by the
duced. To achieve this the control field for each mes-  source, at least
one receiver in the sequence ac- sage in a batch except the particular one
soliciting so-  knowledging a set of data messages which dif- knowledgement
of the batch is furnished with a dum-   fers from the set acknowledged by
the or each my address not associated with any of the receivers,  30  other
receiver in the sequence by inclusion of the say 0000, for example.
latest data message transmitted by the source In the above, the protocol
according to the Inven-  prior to transmission of the acknowledgement by
tion has been described in terms of providing high    said at least one
receiver. performance one-to-many" transmissions. However, by invoking the
protocol at any station that wishes to  35  2. A method as claimed in claim
1 in which each and transmit, it may easily be extended to give reliable
every receiver In the sequence acknowledges a "many-to-many"
communications. Each invocation of     different one of successive sets of
data messag- the protocol is then uniquely Identified by the station  es,
the sets differing as to the latest data mes- address of the transmitting
station.                  sage transmitted by the source prior to the
trans- The protocol described relies on the primary hav-  40  mission of
the corresponding acknowledgement. ing an up-to-date knowledge of the
receivers with which it is communicating. The addition of a receiver  3. A
method as claimed in claim 1 or2 in which each to this list is simply
achieved by inserting it into the list  data message comprises a control
field, having a of receiving stations and soliciting an acknowledge-
receiver address code (14), which solicits the ac- ment from it in this and
all subsequent cycles of ac-  45  knowledgement from at least one of the
receiv- knowledgement.                                        ers, the
successive data messages having re- If the distributed buffer scheme is
employed, the  ceiver address codes for soliciting acknowledge- removal of
a station from the list must be achieved in  ment in accordance with the
sequence. a controlled fashion. This Involves marking the station as
"leaving" such that It will not be requested to so-  50  4. A method as
claimed in claim 3 In which the ac- knowledge on this cycle but will still
listen forand sup-  knowledgement solicited by the control field is port
selective reject messages for those messages it  delayed to Include a
number of following data holds. When its turn in the cycle is next reached,
it Is  messages in accordance with further instruc- notified that it may
then and onlythen discard its mes-  tions in the control field or a control
field in a pre- sages in its buffer and stop receiving. The station fol-
55  viously transmitted data message. lowing it in the cycle is asked to
acknowledge instead. 5. A method as claimed in any of claims 1 to 4 in
which each data message control field also com- 8    
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secondary to allocate storage for  Claims the subsequent L messages which
it is expected to store and be ready to acknowledge immediately upon  1. A
method of data communication between a pri- receiptof all of them. This
also means that It need not  mary source ([err]) and a group of secondary
re- keep storing messages all the time, but only after it   5  ceivers
([err]) the method comprising: has been requested to do so.
transmitting data messages (10) from the Because the protocol solicits an
acknowledge-      source to the receivers; ment periodically from a
receiver it may be desirable      transmitting an acknowledgement (ACK) to
"syncronise" all the receivers from time to time in  from a receiver, on
correct receipt of a data mes- orderthatthe source is able to make an
up-to-date as-  10  sage transmitted; and sessment of the current condition
of all the receivers      storing, in buffer storage means, a set of at
that time. To do this a common address solicitation  latest data messages,
for retransmission of at is sent requiring acknowledgement from all the re-
least one of the said set in the event that no ac- ceivers in the sequence.
Typically, an FFFF address   knowledgement of at least that said one of the
can be used for this.                         15      said set of data
messages is received successful- On the other hand, in a reasonably
inherently re-  ly by the source; characterised in that liable
communications network it may bejustiflable to      in accordance with a
cyclic sequence solicit an acknowledgement in the sequence only af-   among
at least some of the receivers, each re- ter a batch of several messages
have been transmit-   ceiver in the sequence transmits an acknowl- ted, on
the assumption that all in the batch are likely  20  edgement indicative of
correct receipt by the said to get through successfully. The trade-off in
this is  receiver of a set of latest data messages trans- that an entire
batch of messages may have to be re-   mitted, the set comprising a
plurality of data mes- transmitted in the event that corruption or
non-recep-  sages corresponding to the plurality of receivers tion of only
part of a batch is detected. Thus, no ac-  in the sequence and the stored
messages corre- knowledgement is required of each and every mes-  25
sponding to the transmitted messages up to and sage and the acknowledgement
traffic is thereby re-   including the latest message transmitted by the
duced. To achieve this the control field for each mes-  source, at least
one receiver in the sequence ac- sage In a batch except the particularone
soliciting ac-  knowledging a set of data messages which dif- knowledgement
of the batch is furnished with a dum-   fers from the set acknowledged by
the or each my address not associated with any of the receivers,  30  other
receiver un the sequence by inclusion of the say 0000, for example.
latest data message transmitted by the source In the above, the protocol
according to the Inven-  prior to transmission of the acknowledgement by
tion has been described in terms of providing high    said at least one
receiver. performance "one-to-many" transmissions. However, by invoking the
protocol at any station that wishes to  36  2. Amethod as claimed in claim
1 in which each and transmit, it may easily be extended to give reliable
every receiver In the sequence acknowledges a "many-to-many"
communications. Each invocation of      different one of successive sets of
data messag- the protocol is then uniquely identified by the station  es,
the sets differing as to the latest data mes- address of the transmitting
station.                  sage transmitted by the source prior to the
trans- The protocol described relies on the primary hav-  40  mission of
the corresponding acknowledgement. ing an up-to-date knowledge of the
receivers with which it is communicating. The addition of a receiver  3. A
method as claimed in claim 1 or 2 in which each to this list is simply
achieved by inserting it into the list  data message comprises a control
field, having a of receiving stations and soliciting an acknowledge-
receiver address code (14), which solicits the ac- ment from it in this and
all subsequent cycles of ac-  45  knowledgement from at least one of the
receiv- knowledgement.                                        ers, the
successive data messages having re- If the distributed buffer scheme is
employed, the  ceiver address codes for soliciting acknowledge- removal of
a station from the list must be achieved in  ment in accordance with the
sequence. a controlled fashion. This Involves marking the station as
leaving such that it will not be requested to ac-  50  4. A method as
claimed In claim 3 in which the ac- knowledge on this cycle but will still
listenforandsup-  knowledgement solicited by the control field is port
selective reject messages for those messages it  delayed to include a
number of following data holds. When its turn in the cycle is next reached,
It is  messages in accordance with further instruc- notified that it may
then and only then discard its mes-  tions In the control field or a
control field in a pre- sages in its buffer and stop receiving. The station
fol-  55  viously transmitted data message. lowing it in the cycle is asked
to acknowledge instead. 5. A method as claimed in any of claims 1 to 4 in
which each data message control field also com- 8    
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a sequence number (16) which the receiv-   or each of those receiver(s) is
removed from the er compares with the sequence number in the fol-  sequence
by the source removing the require- lowing data message to determine
whether any      ment for that receiver to acknowledge on one cy- messages
have been missed.                        cle of the sequence while
maintaining it in the se- 5      quence in order to allow access to its
buffer for 6. A method as claimed in claim 5 in which at least   the latest
data messages to enable retransmis- one dummy message is transmitted by the
sion of a message from that receiver, if neces- source atthe end of a
burstof data messages, the  sary, until the next cycle when the receiver is
re- receiver comparing the last data message re-      moved from the
sequence for all purposes. ceived with the dummy message to determine  10
whether the last data message of the burst trans-  13. A method as claimed
in any preceding claim in mitted has been missed.
which the data messages and the acknowledge- ments are transmitted over a
common communi- 7. Amethod as claimed in claim 6 in which the dum-
cation network. my message is repeatedly transmitted with de-  15 creasing
frequency afterthe lastdata message of  14. A data communication system
comprising: the burst is transmitted.                               a
primary source ([err]) for transmitting data messages (10); 8. A method as
claimed in any of claims 1 to 7 in          a plurality of receivers
([err]) each in- which the latest messages are stored in buffers  20
cluding means for transmitting an acknowledge- at the source and/or at
least one of the receivers.  ment (ACK) on correct receipt of a data
message; and 9. A method as claimed in claim 8 in which, when
buffer storage means for storing a set of the latest messages are stored in
the buffers in  latest data messages and including means for re- at least
some of the receivers, and a message is  25  transmitting at least one of
the said set in the unacknowledged by at least one other receiver     event
that no acknowledgement of at least that that message is retransmitted from
one of the re-  said one of the said set of data messages is re- ceivers
holding that message, and, if necessary,  ceived successfully by the
source; characterised further retransmissions are made from each of     in
that: the said receivers holding the message In turn,  30     in accordance
with a cyclic sequence preferably until the message is successfully ac-
among at least some of the receivers, each re- knowledged, the order of
retransmission being     ceiver in the sequence is arranged to transmit an
defined according to the position of that message  acknowledgement
indicative of correct receipt by in each of the buffers associated with the
receiv-  that receiver of a set of latest data messages ers.
35      transmitted, the set acknowledged by a respec- tive receiver
comprising a plurality of data mes- 10. A method as claimed in any
preceding claim in     sages corresponding to the plurality of receivers
which the buffer stores a proportion of old mes-  in the sequence, the
storage means being ar- sages transmitted before the said set of latest
ranged to store the data messages transmitted messages in the event that
one of the receivers  40  up to and including the latest message transmit-
fails to transmit timely acknowledgement in se-   ted by the source, at
least one receiver In the se- quence, the buffer retaining the old messages
for  quence acknowledging a set of data messages a predetermined period In
the absence of such     which differs from the set acknowledged by the
acknowledgement and discarding the messages       or each other receiver in
the sequence by inclu- thereafter if no response to a request to acknowl-
45  sion of the latest data message transmitted by edge is received from
that receiver in that period.  the source prior to transmission of the
acknowl- edgement by said at least one receiver. 11. A method as claimed in
any preceding claim in which a subsequent data message is transmitted  15.
A system as claimed in claim 14 in which each from the source before an
acknowledgement of 50    and every receiver in the sequence is arranged to
the correct reception of a previous message is re-  acknowledge a different
one of the successive ceived, the previous message being stored at
sets of data messages, the sets acknowledged least until the said
acknowledgement Is due to be  by receivers differing as to the latest data
mes- received.                                         sage transmitted by
the source prior to the trans- 55   mission of the corresponding
acknowledgement. 12. A method as claimed in any preceding claim in which,
when the latest messages are stored in  16. Asystem as claimed in claim 14
or 15 in which the the buffer(s) at at least one of the receivers, that
receiver includes means responsive to a control 9   
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message, which field comprises  mined period in the absence of such
acknowl- a receiver address code (14) which solicits the   edgement and to
discard the messages there- acknowledgementfrom atleastone ofthereceiv-
after if no response to a request to acknowledge ers, the following data
messages having receiver  is received from the one receiver in that period.
address codes for soliciting acknowledgement in   5 accordance with the
sequence.                  24. A system as claimed In any of claims 14 to
23 in which the source is operable to transmit a subse- 17. Asystem as
claimed in claim 16 in which each re-  quent message before acknowledgement
of the ceiver includes means responsive to a further     correct reception
of a previous message is re- code In the control field to delay the
transmission   10  ceived, the previous message being stored at of the
solicited acknowledgement to include a     least until the said
acknowledgment Is due to be number of following data messages.
received. 18. A system as claimed in any of claims 14 to 16 in  25 A system
as claimed in any of claims 14 to 24 in which the receiver includes means
for comparing   15  which when the latest messages are stored in the a
sequence number (16) in the data message        buffer(s) at at least one
of the receivers, the control field with the sequence number in a fol-
source includes means for removing the require- lowing data message to
determine whether any      ment of that or each of those receiver(s) to ac-
messages have been missed.                        knowledge in one cycle of
the sequence while 20      maintaining the requirement for each said
receiv- 19. Asystem as claimed in claim 18 in which at least  er to store
the latest messages in its respective one dummy message is transmitted by
the           buffer, to enable retransmission of a message source at the
end of a burst of data messages,    from such receiver, if necessary, until
the next each receiver being arranged to compare the last  cycle is
complete when such receiver can be re- data message received with the dummy
message   25  moved from the sequence for all purposes. to determine
whether the last data message transmitted has been missed.
26. A system as claimed In any of claims 14 to 25 in- cluding a
communications network connected 20. A system as claimed in claim 19 in
which the     between the source and the receivers over which source is
operable to transmit the dummy mes-  30  the messages and acknowledgements
are trans- sage repeatedly with decreasing frequency after   mitted. the
lastdata message of the burst is transmitted. 21. A system as claimed in
any of claims 14 to 20 in  Patentansprflche which the latest messages are
stored in buffers  35 at the source and/or at least one of the receivers.
1. Verfahren zur Datenkommunikation zwischen el- ner Primarquelle (So) und
einer Gruppe von Se- 22. A system as claimed in claim 21 in which the lat-
kundfirempfangern (S ... S) mit den folgenden est messages are stored in
the buffers in at least  Schritten: one of the receivers, and the receiver
or receivers  40  Obertragen von Datennachrichten (10) holding said
messages include means for selec-    von der Quelle zu den Empfingern,
tively retransmitting at least one such message,       Obertragen einer
BestAtigung (ACK) von If such message is unacknowledged by another
elnem Empfinger, bei elnem korrekten Empfang receiver, the order of
retransmission from the re-  einer Obertragenen Datennachricht, und ceivers
holding the messages being defined in  45      Speichern einer Gruppe der
letzten Da- accordance with the position of the one message  tennachrichten
in einem Pufferspelchermittel, In each of the buffers, retransmission
preferably  zur Wieder0bertragung durch die Quelle von zu- continuing until
successful acknowledgement is    mindest einer der Gruppen, wenn kelne
Bestiti- received.                                         gung von
zumindest derelnen Gruppe der Daten- 50      nachrichten erfolgreich
empfangen wurde, 23. A system as claimed In any of claims 14 to 22 in
dadurch gekennzelchnet, daIL which the buffer storage means are also ar-
gemaB elner zyklischen Sequenz unter zumin- ranged to store a proportion of
old messages      dest einlgen Empfingern jeder Empffinger in der
transmitted before the said set of latest data mes-  Sequenz elne
BestAtigung fGbertrigt, die den kor- sages In the event that one of the
receivers fails  55  rekten Empfang durch den Empflinger einer to transmit
timely acknowledgement in se-         Gruppe der letzten Obertragenen
Datennachrich- quence, the buffer storage means being ar-        ten anglbt
wobel die Gruppe mehrere Daten- ranged to retain the old messages for a
predeter-  nachrichten entsprechend den mehreren Emp- 10    19
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fingern in der Sequenz und die gespeicherten     I bis 7, In dem die
letzten Nachrichten in Puffern Nachrichten entsprechend den Obertragenen
der Quelle und/oder zumindest elnem der Emp- Nachrichten bis zu und
enthaltend die letzte     fanger gespeichert werden. durch die Quells
ubertragene Nachricht enthalt, und zumindest ein Empfanger in der Sequenz
Si-   5   9. Verfahren nach Anspruch 8, In dem, wenn die ne Gruppe von
Datennachrichten bestatigt, die    letzten Nachrichten in den Puffern in
zumindest sich von der Gruppe unterscheidet, welche durch  ainigen der
Empfanger gespeichert werden und den oder jeden anderen Empfinger in der
Se-      sine Nachricht durch zumindest einen anderen quenz durch das
Hereinnehmen derletzten durch    Empfinger nicht beatilgt wurde, diese
Nachricht die Quells Obertragenen Datennachricht besta-  io  wieder
Gbertragen wird, von elnem der Empfan- tigt wird, vor der Obertragung der
Bestitigung   ger, der diese Nachricht hAlt und, wenn n8tlg, durch den
zumindest einen Empfanger.             weitere Wlederflbertragungen
durchgefflhrt wer- den, von jedem der Empfinger, die die Nachricht 2.
Verfahren nach Anspruch 1, in dem jeder Emp-      haiten, vorzugsweise bis
die Nachricht erfoig- finger der Sequenz sine verschiedene von auf-  i5
reich bestatigt wurde, wobei die Abfolge der Wie- einanderfolgenden Gruppen
von Datennachrich-     derabertragungen gemiA  der Position dieser ten
bestatigt, wobel sich die Gruppen bezflglich  Nachricht in jedem der Puffer
bezuglich der Emp- der letzten durch die Quells tibertragenen Nach-
fIanger definiert wird. richt vor der Obertragung der entsprechenden
Bestdtigung unterscheiden.               20  10. Verfahren nach zumindest
einem der vorange- henden AnsprOche, in dem die Puffer einen Anteil 3.
Verfahren nach Anspruch I oder 2, in dem jede     der alten Nachrichten
speichern, die bevor der Datbnnachricht ein Steuerfeld enthalt, mit einern
Gruppe der letztn Nachrichten dann Obertragen EmpfAngeradrellcode (14), der
die Bestitigung    warden, wenn einer der Empfinger kelne zeitge- von
zumindest einem Empfinger anfordert, wo-  25  naue Bestatigung in
derAbfolge Obertragt, wobei bei die aufeinanderfolgenden Datennachrichten
der Puffer die elton Nachrichten fOr eine vorbe- Empfingeradreicodes zur
Anforderung einer        stimmtb Dauer wahrend dem Nichtvorhanden-
Bestatigung gemAi der Sequenz enthalten.         sein einer solchen
Bestitigung speichert und die Nachrichten danach verwirft, wenn keine Ant-
4. Verfahren nach Anspruch 3, in dem die durch das  30  wort auf sine
Bestitigungsanforderung von dem Steuerfeld angeforderte Bestitigung
verz8gert    Empfinger in dieser Periode erhalten wurde. wird, zum
Enthalten elner Anzahl von folgenden Datennachrichten gemnA weiteren
Instruktbonen  11. Verfahren nach zumindest einem der vorange- In dem
Steuerfeld oder elnem Steuerfeld In Sher  henden AnsprOche, in dem sine
folgende Daten- vorangehend Obertragenen Datennachricht.  3      nachricht
von der Quails Obertragen wird, bevor eine Bestatigung des korrekten
Empfangs eSner 5. Verfahren nach zumindest elnern der Ansprliche
vorangehenden Nachricht empfangen wurde, I bis 4, in dem jades Steuerfeld
der Datennach-  wobel die vorangehende Nachricht gespeichert richt such
sine Sequenznummer (18) enthalt, die   wird, zumindest bis die Bestatigung
fil9g ist Ober- der Empffinger mit der Sequenznummer der fol-  4o  tragen
zu warden. genden Datennachricht verglelcht, zum Bestim- men, ob irgendeine
Nachricht ausgefallen ist.  12. Verfahren nach zumindest einem der vorange-
henden AnsprOche, In dem, wenn die letzten 6. Verfahren nach Anspruch 5, in
dem zumindestel-    Nachrichten In demlden Puffer(n) von zumindest ne
Dummy-Nachricht durch die Quelle am Ends  45  elnem Empfanger gespeichert
werden, der oder sines Biindels von Datennachrichten Obertragen   jeder der
Empfinger aus der Sequenz durch die wird, wobel der Empfinger die letzte
empfange-   Quelle entfernt warden, und zwar dadurch, daa ne Datennachricht
mit der Dummy-Nachrichtver-    das Erfordernis fOr diesen Empfinger
bezfiglich glelcht, zum Bestimmen, ob die letzte Daten-     Sines Zyidus
der Sequenz zu bestitigen entfernt nachricht des Obertragenen B10ndels
ausgefallen  5o  wird, wahrend es in der Sequenz erhalten wird, ist.
um Sinen Zugriff zu deren Puffer fur die letzten Datennachrichten zu
ermoglichen, zum welteren 7. Verfahren nach Anspruch 6, in dem die Dummy-
Ermdglichen der Wiederfibertragung einer Nach- Nachricht wiederhoit mit
einer sinkenden Fre-    richt von dem Empfinger, wenn ndtig, bis zum quenz
tObertragen wird, nachdem die letzte Da-  ss  nichsten Zykius, wenn der
Empfanger von der tonnachricht des B(indels Obertragen wird.       Sequenz
fir aile Erfordernisse entfernt wird. 8. Verfahren nach zumindest einem der
Ansprfche  13. Verfahren nach zumindest einem der vorange-    21
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Ansprflche, in dem die Datennachrichten  17. System nach Anspruch 16, In
dem jeder Empfan- und die Bestfitigungen Ober ein gemelnsames      ger
Mittel enthalt, die auf einen weiteren Code in 



Kommunikationsnetzwerk Obertragen warden.        dem Kontrolifeld
reagleren, zum Verzogern der --+
iObertragung d*r angaforderten Bestitigung, so 14.
Datenkommunikationssystem, mit           5       daeleineAnzahl von
fOlgenden Datennachrichten eaner Primirquelle (SO) zum Obertragen
enthalten ist. von Datennachrichten (10), mehreren Empfingern (S1-...S),
die Mittel  18. System nach zumindesteinemderAnspriche 14 zum Obertragen
einer Bsstitigung (ACK) auf-      bbs 16, in dem der Empfinger Mittel zum
Verglei- grund dem korrekten Empfangen ainer Datbn-  io   chen eaner
Sequenznummer (18) In dem Steuer- nachricht enthalten, und
feld der Datennachricht enthilt, und zwar mit der Pufferspelchermntteln zum
Speichern ei-     Sequenznummer in einer folgenden Datennach- ner Gruppe
der letzten Datennachrichten und mit  richt, zum Bestimmen, ob irgendeine
der Nach- Mitteln zum Wiederiebertragen von zumindestei-   richten
ausgefallen ist. nerderGruppen, wenn kelne Bestilitigung von zu-  15
mindest einer der Gruppe der Datbnnachrichten  19. System nach Anspruch 18,
in dem zumindest ei- erfoigreich durch die Queile empfangen wurde,    ne
Dummy-Nachricht durch die Queile am Ende dadurch gokennzelchnet, daf
eines Bfndels von Datennachrichten Obertragen gemaB eaner zyidischen
Sequenz untbr zumin-      wird, wobei jeder Empfanger zum Vergleichen dest
einigen der Empfinger jeder Empfanger der  20  der letzten empfangenen
Datennachricht mit der Sequenz derart angeordnet lst, daB er sine Be-
Dummy-Nachricht angeordnet ist, zum Bestim- stitigung fOr ain korrekbes
Empfangen durch den  men, ob die letztb Obertragene Datennachricht
Empfanger von zumindest einer Gruppe der letz-   ausgefallen ist. ten
(2bartragenen Datbnnachrichten iibertragt, wobel die durch eanen
entsprechenden Empfan-  25  20. System nach Anspruch 19, in dem die Quelle
zur ger bestatIgte Gruppe mehrere Datennachrich-     wiederholtan
Obertragung derDummy-Nachricht tan entsprechand den mehreren Empfangern der
betrieben warden kann, und zwar mit elner sin- Sequenz enthalt, wobai die
Speichermittbl zum    kenden Frequenz, nachdem die letzte Daten- Speichern
der Obertragenen Datennachrichtbn      nachricht des Bundels Obertragen
wird. angeordnet sind, bis zu und enthaltend die letztb  30 durch die
Quelle Obertragene Nachricht, wobei  21.
SystemnachzumindesteinamderAnsprtiche14 zumindest ein Empfanger der Sequenz
eane         bis 20, in dem die letzten Nachrichten In den Puf- Gruppe von
Datennachrichten bestitigt, welche    fern der Quelle undloder zumindest
einem der sich von der durch den oderjeden anderen Emp-    Empfinger
gespeichert warden. fanger in der Sequenz bestitigten Gruppe unter-  35
scheidet, durch das Einbeziehen der letzten   22. System nach Anspruch 21,
in dem die letzten durch die Quelle fbertragenen Datennachricht,
Nachrichten In den Puffern In zumindest einem vor der Obertragung der
Bestitigung durch den    der Empfinger gespeichertwarden und der Emp-
zumindest eanen Empfinger.                       finger oder die Empfanger,
welche die Nachrich- 40     ten haltbn, Mittel enthalten, zum selektliven
Wie- 15. System  nach Anspruch 14, In dem  jeder         derObertragen von
zumindest einer dibser Nach- Empfander der Sequwnz zur Bestatigung elner
richtbn, wenn diese Nachricht durch elnen ande- unterschiedlichen  der
aufeinanderfolgenden      ran Empfanger nicht bestfitigt wurde, wobel die
Gruppen von Datbnnachrichten angeordnet ist,     Abfolge
derWiederfibertragung von den Empfan- wobei slch die durch die Empfanger
bestfitigten  45  gern, welche die Nachrichten halten, gemni der Gruppen
gemES der letzten durch die Quelle       Position der anderen Nachricht in
jedem der Puf- Obertragenen Datennachricht vor der Obertra-     fer
definlart wird, wobel die Wlederfbertragung gung der entsprechenden
Bestitigung unter-       vorzugswelse fortgefthrt wird, bis ine erfolgrei-
schelden.                                        che Bestitigung emplangen
wurde. 50 16 System nach Anspruch 14 odor 15, in dem der   23. System nach
zumindest einem derAnsprOche 14 Empfinger Mittel enthalt, die auf ain
Kontrolffeld  bls 22, In dem die Pufferspeichermittel auch zum In der
Datennachricht reagleren, wobel das Feld  Spelchern sines Antellederaltbn
Nachrichten an- eanen Empfingeradrellcode (14) enthilt, der die  geordnet
sind, welche bevor der Gruppe der letz- Bestitigung von zumindest einem der
Empfinger  5s  ten Datennachrichten empfangen wurden, wenn anfordert, wobel
die folgenden Datennachrichtbn  der ane der Empfanger kelne zeltgenaue
Best- Empfingeradrellcodes zum Anfordern der Be-       tigung in der
Sequenz Obertrigt, wobel die Puf- stitigung gemES der Sequenz enthalten.
ferspeichermittel zum Spelchern der altbn Nach- 12    23                 EP
0 409 578 B1                24    1  I!11111     l !11 richten fOr sine
vorbestimmte Dauer angeordnet   parmi au moins certalns des r6cepteurs,
chaque sind, wenn keine solche Bestatigung erfolgt, und  r6cepteur dans li
sequence 6met un acquitte- 



die Nachrichten anschlieaend verwirft, wenn kel-  ment indicatif d'une
r6ceptlon correcte par ledit ne Antwort auf sine Bestlitigungsanforderung
r6cepteur d'un ensemble de derniers messages von dem einen Empfinger in der
Period eomp-   5  de donn6es 6mis, I ensemble comprenant une fangen wurde.
pluralite de messages de donn6es correspondant A la pluralite de r6cepteurs
dans la sequence et 24. System nach zumindest einem derAnsprfiche 14    les
messages memorises correspondant aux bis 23, In dem die Quelle zum
Obertragen einer   messages 6mIs jusquda et y compris le dernier
nachfolgenden Nachricht betitigbar ist, bevor die  io  message 6mis par Is
source, au moins un r6eep- Bestatigung des korrekten Empfangs elner vor-
tour dans la saquence donnant l acquittement angehenden Nachricht empfangen
wurde, wobel      d'un ensemble de messages de donnees qui eat die
vorangehende Nachricht gespeichert wird,     differentde l'ensembleacquitt6
parleou par cha- bis die Bestitigung zum Empfang fallig ist.      que autre
recepteur dans la sequence par Inclu- 16     sion du dernier message de
donn6es emis par la 25. System nach zumindest einem derAnsprfiche 14
source avant lembsilon de l'acquittement par le- bis 24, In dem, wenn die
letzten Nachrichten In  dit au molns un r6cepthur. dermden Puffer(n) in
zumindest elnem der Emp- fIanger gespeichert sind, die Quelle Mittel zum
2. Procede solon la revendication 1, dans lequel Entfernen der Anforderung
enthilt, daS der oder  20  chaque et tout recepteur dans la se6quence jeder
der EmpfAnger in elnem Zyklus der Se-      acquitte un ensemble diffirent
d'ensembles suc- quenz bestitigt, wahrend die Anforderung ffirJe-  cessifs
de messages de donnees, lee ensembles den der Empfinger zum Speichern der
ietztbn      etant differents par le dernier message 6mis par Meldungen In
dem enteprechenden Puffer auf-      la source avant l'emission de
l'acquittement rechterhalten wird, so daa die Wiederubertra-  25
correspondant. gung einer Nachricht von elnem solchen Empfan- ger
erm5glicht wird, wenn n8tig, bie zur Vervoll-  3. Proced6 solon la
revendication I ou selon la re- standigung des nachsten Zyklus, wenn dieser
vendicatbon 2 dans lequel chaque message de Empfinger von der Sequenz fOr
alle Zwecke ent-   donn6es comprend un champ de commando, fernt warden
kann.                       so      comportant un code d'adresse de
r6cepteur (14), qui sollicite lacquittement A partir d'au moins un 26.
System nach zumindest einem derAnsprflche 14    recepteur parmi les
r6cepteurs, lea messages de bis 25, mit einem Kommunikationsnetzwerk, wel-
donn6es successeifs comportant des codes ches zwischen der Quells und den
Empfingern      d'adresse de r6cepteur pour solliciter lFacquite- verbunden
ist und Oiber das die Meldungen und  35  ment en conformite avec la
sequenoe. BestAtigungen fibertragen werden. 4. Proc6d6 solon la
revendication 3, dans loquel l'acqulttement sollicite par le champ de
comman- Revendloations                                       de ost retarde
pour comprendre un nombre de 40      messages de donnees suivants en
conformite 1. Proc6d6 de communication de donn6es entre        avec
d'autres instructions dans le champ de une source primaire (SO) et un
groupe de r6cep-  commands ou un champ de commando dans un teurs
secondaires (Si... Sn), le procede compre-  message de donnees 6mbs
precedemment. nant les etapes consistent A: 6mettre des messages de donn6es
(10) a   45  S. Procede solon l'une quelconque des revendica- partir de la
source vers leas rcepteurs,         tions 1 A 4, dens lequel chaque champ
de 6mettre un acquittement (ACK) A partir      commando de message de
donn6es comprend d'un r6cepteur, sur r6ception correcte d'un mes-
egalement un numero de shquenco 16, quo le re- sage de donn6es 6mls, et
cepteur compare avec le numero de sequence m6moriser dans un moyen de
memorisa-  50    dans le message de donn6es suivant afin de de- tion tampon
un ensemble des derniers messages    terminer si tout message quelconque a
6te man- de donn6es, pour r66mission d'au molns un mes-   qu6. sage dud it
ensemble dans I'eventualit6 qu'aucun acquittement d'au moins ledit message
dudit en-  6. Procede solon la revendication 5, dane lequel au semble de
messages de donnees ne soit recu  wS   moins un message fictif est emis
parle source A avec succes par la source, caracterise en ce     la fin
d'une rafale de message de donn6ees, le r- quo:
cepteur comparant les dernblrs messages de en conformite avec une sequence
cydlque     donn6es recue avec le message fictif pour deter- 13    25
EP 0 409 578B1                 26     | ||||||| |||||| ||||| li| I! *C  L
M  s* miner silo dernier message de donn6es de la ra-  se6quence de fagon A
permettre I'acces A sa me- 



fale emise a ete manqu6.                         moire tampon pour les
derniers messages de donneos afin de permettre la remission d'un -   7.
Proc6d6 selon la revendication 6 dans lequel le   message & partir de ce
r6cepteur, si n6cessaire, message fictif est 6mis de maniere r6pet6o avec
5  jusqu'au cycle sulvant oOi Is recepteur eat enlev6 une frequence
decroissante apres que le dernior  de la s6quence pour tout motif. message
de donn6es de la rafale ait 6t6 6mis. 13. Procede selon l'une quelconque
des revendica- 8. Proc6d6 solon l'une quelconque des revendica-     tions,
dans loquel les messages de donn6es et tions I A 7, dans lequel les
derniers messages  lo  les 6quipements sont emis sur un r6seau de sont
memorises dans des memoires tampon au       communication commun. niveau de
la source ethou a au niveau d'au moins un des recepteurs.
14. Systeme de communication comprenant: une source primaire (SO) pour
emettre des 9. Proc6de sWlon la revendication 8, dans lequel  15  messages
de donn6es (10), lorsque les derniers messages sont m6morns6s           une
pluralit6 de recepteurs (SI... Sj) cha- dans les m6moires tampon dans au
moins cer-      cun comprenant un moyen pour 6mettre un tains des
recepteurs et qu'un message n'est pas  acquittement (ACK) sur reception
correcte d'un acquitt6 par au moins un des autres recepteurs,  message de
donn6es, et ce message est r66mis A partir d'un des rhcep-  20     un moyen
de memorisation tampon pour tours conservant ce message et si n6cessaire,
m6moriser un ensemble des derniers messages d'autres reemissions sont
effectu6es a partir de  de donnees et comprenant un moyen pour en chacun
desdits recepteurs conservant le messa-   re6mettre au moins un parmi ledit
ensemble dans ge tour A tour, de preference jusqu'b ce quo le
l'eventualit6 qu'aucun acquittement d'au moins message solt acquitt6 avec
succes, l'ordre de  25  ledit message dudit ensemble de messages de
reemisslon etant d6fini conform6ment A l posi-  donn6es n'est recu avec
succbs par la source, tion de ce message dans chacune des m6moires
caract6ris6 en ce quo: tampon associ6es aux r6cepteurs.
en conformit6 avec une s6quence cyclique parmi au moins certains des
recepteurs, chaque 10. Proced6 solon l'une quelconque des revendica-  30
r6cepteur dans la sequence est dispose pour tions prec6dentes, dans lequel
la m6moire tam-   6mettre un acquittement indicatif d'une rbcep- pon
memorise une proportion de messages an-      tion correcte par ce r6cepteur
d'un ensemble des ciens 6mis avant ledit ensemble des derniers     derniers
messages de donn6es mis, l'ensemble messages dans l'eventualit6 qu'un des
r6cep-     acquitt6 par un r6copteur respectif comprenant tours 6choue pour
6mettre A temps l'acquitte-  35  une pluralite de messages de donn6es
corres- ment dans la s6quence. La memoire tampon re-     pondant a la
pluraltit de r6cepteurs dans la se- tonant les anclens messages pour une
p6riode     quence, le moyen de memorisation etant dispos6 d6termin6e en
l'absence d'un tel acquittement et  pour m6moriser les messages de donnees
emis rejetant les messages apres ced si aucune r6-    jusqu'A et y compris
le dernier message 6mis par ponse A une demand. d'acquittement n'est rogue
40  la source, au momns un recepteur dans la sbquen- de ce r6cepteur au
cours de cettb periode.       ce acquittant un ensemble de messages de don-
nees qui diffbre de l'ensemble acquitt6 par le ou 11. Proced6 salon l'une
quelconque des revendica-    parchaque autre r6cepteur dans la s6quence par
tions precedentes, dans lequel un message de     l'indusion du dernier
message de donnees 6mis donnees suivant est 6mis a partir de la source  45
par Is source avant l'emission de I'acquittement avant qu'un acquittement
de la r6ception correc-  par ledit au molns un r6ceptour. te d'un message
precedent ne soit regu, le mes- sage pr6chdent6tantm6morisd au moinsjusqu'A
15. Systbme salon la revendication 14, dana loquel ce quo ledit
acquittement puissent Atre requ.    chaque recepteur et tout receptour dans
la se- 50     quence est dispose pour acquitter un ensemble 12. Procede
selon I'une quelconque des revendica-    diff~rent d'ensembles successifs
de messages tions precedentes, dans loquel lorsque les der-  de donn6es,
les ensembles acquitt6s par les re- niers messages sont memorises dens la
ou les     cepteurs differant quand au dernier message memoires tampon A au
moins un des receptours,    emis par la source avant emission de
I'acquitte- celul ou chacun de ces recepteurs est enleov de  55  ment
correspondant Ia sequence par la source on enlevant la necos- sit6 pour ce
recepteur d'acquitter sur un cycle de  16. systbme solon la revendication
14 ou solon la re- la sequence tout en maintenant celul-ci dans la
vendication  15, dans lequel le rcepteur 14    27                 EP0409
578 B1                  28       *       L          1 comprend un moyen
repondant A un champ de     23. Systeme solon l'une quelconque des
revendica- 



commands dans Is message de donnees, lequel      tions 14 a 22, dans loquel
les moyens de memo- champ comprend un code d'adresse de recep-
rnsation en tampon sont 6galemont disposes pour tour (14) qui sollicite l
acquittement a partir d'un  memorbser une partie de messages anciens emis
des recepteurs, les messages de donnees sui-   5  avant ledit ensemble de
dernlers messages de vants comportant des codes d'adresse de rcoep-
donnees dans l'eventualite qu'un des recepteurs tour pourla sollicitation
d'acquittementen confor-  echoue pour emettre l'acquittement temps dans
mit6 avec la sequence.                           la sequence, les moyens de
memorisation en tampon etantdisposes pour retenirles messages 17. Systeme
solon la revendication 16, dans lequel  10  ancions pour une phriode
dhterminhe on l'absen- chaque recepteur comporto un moyen repondant     ce
d'un tel acquittement et pour rejeter les mes- a encore un code dans le
champ de commando       sages aprbs coux-cl, si aucune reponse a une pour
retarder l emisslon de l'acquittement sollici-  demande d'acquittement
nWest reoue a partir de t afin de comprendre un certain nombre de mes-   ce
recepteur pendant oette periode. sages de donnees suivants.
15 24. Systeme solon l'une quelconque des revendica- 18. Systeme solon
l'une quelconque des revendlca-   tions 14 a 23, dens lequel la source est
mise en tions 14 A 16, dans lequel le recepteur comprend  fonctionnement
pour emettre un message sui- un moyen pour comparer un numero de shquen-
vant, avant quo l'acquittement de la reception ce (16) dans le champ de
commando du message   20  correcte du message prhchdent ne soit recu, le de
donnees avec le numero de sequence dans un    message precedent etant
memorise au moins message de donnees sulvant afIn de dhterminer    jusqu'A
ce quo ledit acquittement solt recu. el tout message quelconque a ete
manque. 26 Systeme selon l'une quelconque des revendica- 19. Systeme solon
la revendication 18, dans lequel  25  tions 14 A 24, dans loquel lorsque
les derniers au moins un message fictif est hmis par la source  messages
sont m6morises dans la ou les memoi- A la fin d'une rafale de messages de
donnees,    res tampon sur au moins un des recepteurs, la chaque recepteur
etant prevu pour comparer le    source comprend un moyon pour entever la
ne- dernier message de donnhes requ avec le mes-     cesslte de celul ou de
chaoun de ces recopteurs sage fictif pour determiner si le dernier message
3o  d'acqultter dans un cycle de la sequence tout en do donnees emis a eth
manque.                    maintenant la nhcessit6 pour chaque dit recep-
tour de memorlser lee derniers messages dans 20. Systeme solon la
revendication 19, dans loquel la  so memoire tampon afin de permettre la
reemhis- source est mise en fonctionnement pour emottre   sion d'un message
a partirde ce recepteur, si ne- le message fictif de maniere repetee avec
une  35  cessaire, jusqu'a ce quo le cycle sulvant soit frequence
decroissante apres quo Io dernier      acheve lorsque ce recepteur pout
Mtre enleve de message de donnees de la rafale ait ht emIs.     Ia sequence
pour touts raison quelconque. 21. Systeme solon l'une quelconque des
revendica-  26. Systeme solon l'une quelconque des revendica- tions 14 a
20, dans lequel lee dernibrs messages  40  Hons 14 A 25 comprenant un
reseau de commu- sont memorleds dans des memolres tampon au       nication
relie entre la source et les rhceptsurs sur niveau de la source etlou au
niveau d'au moins   loquel lea messages et acquittements sont hins. un des
rhcepteurs. 22. Systbme solon la revendication 21, dans lequel  46 lea
derniers messages sont memorises dans la memoire tampon dans au moins un
des recep- tours et le recepteur ou lea rhcepteurs conser- vant ledit
message comprennent un moyen pour reemettre selectivement au moins un tel
messa-  60 ge, si un tel message nWest pas acquitte parun au- tre
recepteur, I'ordre de reemission A partir des recepteurs conservant les
messages 6tant defini en conformite avec la position dun message dans
chacune des memoire tampon, la rhhmis- s5 sion continuant de prferenoe
jusqu!a ce qu'un acquittement soit recu avec succes. 15    


