CLAIMS

What is claimed is:

1. A system comprising:
at least one processor;
at least one memory communicatively coupled to the at least one processor; and
wherein, when at least one encryption key needs to be generated to encrypt a key, the at
least one processor is configured to:
generate the at least one encryption key;
encrypt the key using the at least one encryption key to generate an encrypted
key;
split the encrypted key and-the-atleast-one-encryption-key-into-at-least-eneinto a

first set of first key components, wherein at least a first subset of the first set of first key

components ef-the-at-least-one-set-of-key-compenents-can be used to reconstruct the

encrypted key, wherein the first set of first key components are configured to be provided

to a first plurality of users; and

split the at least one encryption key into at least a second set of second key

components, wherein at least a second subset of the at least the second set of second key

components can be used to reconstruct the at least one encryption key, wherein the at

least the second set of second key components are configured to be provided to a second

plurality of users; and

erase the key from the at least one memory.

2. The system of claim 1, wherein the at least one processor is configured to:
combine the encrypted key and the at least one encryption key together before splitting

the encrypted key into the first set of first key components and the at least one encryption key

into the at least enethe second set of second key components.
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53.  The system of claim 13, wherein the at least the second set of the-second key components
includes a plurality of sets of key components;

wherein the second plurality of users includes a plurality of sets of users; and

wherein each set of key components of the plurality of sets of key components is

configured to be provided to a corresponding set of users of the plurality of sets of users.

64.  The system of claim 13, further comprising:
at least one network interface communicatively coupled to the at least one processor and
configured to communicate with external computing devices, the at least one network interface
configured to:
cause the at least one network interface to communicate the first set of the-first

key components to first external computing devices for the first plurality of users; and
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cause the at least one network interface to communicate the at least the second set
of the-second key components to second external computing devices for the second

plurality of users.

#5.  The system of claim 46, wherein at least one of the first set of the-first key components
and the at least the second set of the-second key components are communicated to users in at
least one of email, Short Message Service (SMS), Multimedia Messaging Service (MMS),
instant messaging, push notification, push verify notification, polling a notification, pulling a

notification, or by Bluetooth, WiFi, or near field (NFC) transmission.

86.  The system of claim 1, wherein, when the key needs to be generated, the at least one
processor is configured to:
generate the key before encrypting the key using the at least one encryption key to

generate the encrypted key.

97.  The system of claim 1, wherein the at least one processor is configured to encrypt the key
by being configured to apply at least one exclusive or (XOR) operation to the key and the at least

one encryption key.

108. The system of claim 1, wherein the at least one processor is configured to: (1) split the

encrypted key into the first set of first key components through at least one of polynomial

interpolation or Shamir secret sharing; and (2) split the at least one encryption key into the at
least enethe second set of second key components through at least one of polynomial
interpolation or Shamir secret sharing.

119. A system comprising:

at least one processor;

at least one memory communicatively coupled to the at least one processor;

at least one network interface communicatively coupled to the at least one processor and
configured to communicate with external computing devices; and

wherein the at least one processor is configured to:
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generate a private key;

generate at least one encryption key;

apply at least one exclusive or (XOR) operation to the private key and the at least
one encryption key to encrypt the private key using the at least one encryption key to
generate an encrypted private key;

split the encrypted private key and-the-atleast-one-encryptionkey-into-atleast
eneinto a first set of first key components, wherein at least a first subset of the first set of

first key components ef-the-at-least-one-set-of-key-compenents-can be used to reconstruct

the encrypted private key, wherein the first set of first key components are configured to

be provided to a first plurality of users; and

split the at least one encryption key into at least a second set of second key

components, wherein at least a second subset of the second set of second key components

can be used to reconstruct the at least one encryption key, wherein the at least the second

set of second key components are configured to be provided to a second plurality of

users; and

erase the at least one encryption key from the at least one memory.

1210. The system of claim 914, wherein the at least one processor is configured to:
combine the encrypted private key and the at least one encryption key together before
splitting the encrypted private key into the first set of first key components and the at least one

encryption key into the at least enethe second set of second key components.




1411. The system of claim 941, wherein the at least one processor is configured to: (1) split the
encrypted private key into the first set of first key components through at least one of polynomial

interpolation or Shamir secret sharing; and (2) split the at least one encryption key into the at

least enethe second set of second key components through at least one of polynomial
interpolation or Shamir secret sharing.

1512. A system comprising:
at least one processor;
at least one memory communicatively coupled to the at least one processor; and
wherein, when anat least one encryption key needs to be used that is encrypted as an
encrypted key, the at least one processor is configured to:

receive at-least-onea first subset of a first set of first key components from-atleast

a first subset of users that can be used to reconstruct the encrypted key; and

receive at least a second subset of a second set of second key components from at

least a second subset of users that can be used to reconstruct the at least one encryption
key used to decrypt the encrypted key into a decrypted key;

when the atleast-enefirst subset of the first set of thefirst key components is
received from the atdeast-thefirst subset of users that can be used to reconstruct the
encrypted key, reconstruct the encrypted key; and

when the at least the second subset of the at least ene-eneryptionkey,reconstruct

the enerypted-key-andsecond set of second key components is received from the at least
the second subset of users, reconstruct the at least one encryption key; and

when the encrypted key and the at least one encryption key have both been

reconstructed, decrypt the encrypted key into the decrypted key using the at least one
encryption key.
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1913. The system of claim 1245, wherein the at least the second set of the-second key
components includes a plurality of sets of key components;
wherein the at least the second subset of users includes a plurality of subsets of users; and
wherein each set of key components of the plurality of sets of key components is
configured to be received from a corresponding subset of users of the plurality of subsets of

users.

2014. The system of claim 1215, wherein the at least one processor is configured to decrypt the
encrypted key by being configured to apply at least one exclusive or (XOR) operation to the

encrypted key and the at least one encryption key.

2315. The system of claim 1245, further comprising at least one network interface
communicatively coupled to the at least one processor and configured to communicate with
external computing devices; and

wherein when the at least one encryption key needs to be used, the at least one processor

is further configured to:
cause a request for key components to be communicated to users using the at least

one network interface.

2216. The system of claim 1521, wherein the request for key components is communicated to
users in at least one of email, Short Message Service (SMS), Multimedia Messaging Service
(MMS), instant messaging, push notification, push verify notification, polling a notification,

pulling a notification, or by Bluetooth, WiFi, or near field (NFC) transmission.

2317. The system of claim 1215, wherein the first subset of users is the same subset of users as
the second-plurality-of subsets of users.

2418. The system of claim 1245, wherein the at least one processor is configured to reconstruct

the encrypted key and the at least one encryption key through at least one of polynomial

interpolation or Shamir secret sharing.
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2519. A system comprising:
at least one processor;
at least one memory communicatively coupled to the at least one processor;
at least one network interface communicatively coupled to the at least one processor and
configured to communicate with external computing devices; and
wherein, when a private key needs to be used, the at least one processor is configured to:
cause a request for key components to be communicated to users using the at least
one network interface;
receive atleast-enea first subset of a first set of first key components from-atleast

a first subset of users that can be used to reconstruct an encrypted private key; and

receive at least a second subset of at least as second set of second key components

from at least a second subset of users that can be used to reconstruct at least one

encryption key used to decrypt the private key from the encrypted private key;
when the atleast-enefirst subset of the first set of thefirst key components is
received from-the-at-teast the first subset of users that can be used to reconstruct the

encrypted private key, reconstruct the encrypted private key; and

when the at least the second subset of the at least the second set of second key
components is received from the at least the second subset of usersene-encryption-key,

reconstruct the-enerypted-private-key-and-the at least one encryption key;

when the encrypted private key and the at least one encryption key both have been

reconstructed, apply at least one exclusive or (XOR) operation to the encrypted private
key and the at least one encryption key to decrypt the encrypted private key using the at
least one encryption key; and

erase the private key from the at least one memory after use.
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2820. The system of claim 1925, wherein the request for key components is communicated to
users in at least one of email, Short Message Service (SMS), Multimedia Messaging Service
(MMS), instant messaging, push notification, push verify notification, polling a notification,

pulling a notification, or by Bluetooth, WiFi, or near field (NFC) transmission.

2921. The system of claim 1925, wherein the at least one processor is configured to reconstruct

the encrypted private key and the at least one encryption key through at least one of polynomial
interpolation or Shamir secret sharing.
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