
A subsystem prevents unauthorized replace- ment of boot-up firmware (e.g.,
BIOS (63)) em- bedded in modifiable non-volatile memory de- vices (620)
such as flash memory. The firmware device is contained in a secure boot
device (54) which is responsive to the host processor (50). The security
protection is established by the en- cryption and decryption of the boot-up
instruc- tions using a secret key (64) shared by both the secure boot
device (54) and the host processor (50).    


