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CLAIMS: 

 

1.  A method for autonomic incident triage prioritization of incidents affecting a plurality of 

computer systems, the method performed by a computing module comprising: 

receiving user defined parameters associated with each of the computer systems and 

receiving asset parameters associated with each asset contained within each of the computer 

systems; 

receiving incidents affecting assets of the computer systems; 

computing an incident asset score for each incident whereby the incident asset score 

for each incident is computed using the asset parameters associated with each asset 

contained within each computer system; 

assigning incident severity values to each of the received incidents; 

computing incident severity scores for each of the received incidents based on the 

incident severity value of the incident and the incident asset score of the incident; 

generating a prioritized incident list based on the incident severity scores of the 

received incidents; 

providing the prioritized incident list to security analysts; 

retrieving, for each incident, identities of assets affected by the incident, wherein for 

each asset affected by the incident, retrieving identities of all the assets contained in a 

computer system related to the affected asset; 

retrieving severity weightage values accorded to all the retrieved identities of assets 

wherein the severity weightage values are contained within the received asset parameters; 

and 

computing the incident asset score for each incident by summing severity weightage 

values of assets contained in a computer system affected by the incident, summing the 

severity weightage values of all the assets in the computer system, and dividing the summed 

severity weightage values of assets contained in the computer system affected by the incident 

with the summed severity weightage values of all the assets in the computer system. 

 

2.  The method according to claim 1 wherein the assigning the incident severity values to 

each of the received incidents comprises: 

identifying normalized incidents from the received incidents and allocating 

predetermined incident severity values to normalized incidents; 

identifying un-normalized incidents and determining, using a machine learning model, 

if the un-normalized incidents may be matched to normalized incidents;  

whereby 
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for each un-normalized incident that matches a normalized incident, allocating the 

incident severity value of the normalized incident to the un-normalized incident; 

for each un-normalized incident that does not match a normalized incident, allocating 

a predetermined high incident severity value to the un-normalized incident whereby the high 

incident severity value comprises a value that is within an upper range of the predetermined 

incident severity values for normalized incidents. 

 

3.  The method according to claim 1 wherein the assigning the incident severity values to 

each of the received incidents comprises: 

identifying normalized incidents from the received incidents and allocating 

predetermined incident severity values to normalized incidents; 

identifying un-normalized incidents and determining, using a machine learning model, 

if the un-normalized incidents may be a close match to normalized incidents;  

whereby 

for each un-normalized incident that is a close match of a normalized incident, 

allocating a prorated incident severity value of the normalized incident to the un-normalized 

incident based on the percentage of the match between the un-normalized incident and the 

close matched normalized incident; 

for each un-normalized incident that does not match a normalized incident, allocating 

a predetermined high incident severity value to the un-normalized incident whereby the high 

incident severity value comprises a value that is within an upper range of the predetermined 

incident severity values for normalized incidents. 

 

4.  The method according to claim 1 wherein the user defined parameters comprises 

service level values associated with each of the computer systems and whereby the 

computing the incident severity scores for each of the received incidents based on the incident 

severity value of the incident and the incident asset score of the incident comprises: 

applying the service level values associated with each computer system to incident 

severity scores of incidents that affect assets of the computer system. 

 

5.  The method according to claim 1 wherein the computing the incident severity scores 

for each of the received incidents based on the incident severity value of the incident and the 

incident asset score of the incident comprises: 

plotting a normalized plot using the incident severity scores of the received incidents; 

determining outlier incidents using the normalized plot; and 
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applying a positive reputation coefficient to the incident severity scores of the outlier 

incidents, whereby the positive reputation coefficient causes incident severity scores of the 

outlier incidents to increase. 

 

6.  The method according to claim 5 further comprising: 

determining from the normalized plot commonly occurring incidents; and 

applying a negative reputation coefficient to the incident severity scores of the 

commonly occurring incidents whereby the negative reputation coefficient causes incident 

severity scores of the commonly occurring incidents to decrease. 

 

7.  The method according to claim 1 wherein the user defined parameters comprises base 

response time parameters that are associated with each of the computer systems, the method 

further comprising: 

computing an incident response time for each of the received incidents based on the 

base response time parameter of the computer system associated with each incident and the 

incident severity score of each received incident, the incident response time being determined 

as: 

Incident Response Time = Base Response time x 2(a-Incident severity score) 

for received incidents. 

 

8.  The method according to claim 7 further comprising: 

receiving elapsed time for the received incidents from the security analysts; 

determining, for each received incident, if the elapsed time of the incident exceeds the 

incident response time of the incident; 

tagging incidents having elapsed time that exceeds the incident response time of the 

incident with an expired flag; and 

optimizing the predetermined incident severity values of normalized incidents tagged 

with expired flags. 

 

9.  The method according to claim 8 wherein the optimizing the predetermined incident 

severity values of normalized incidents tagged with expired flags comprises: 

applying a positive reputation coefficient to the incident severity value of incidents 

tagged with the expired flag to cause these incident severity values to increase. 

 

 

 



25 
 

10.  The method according to claim 1 further comprising: 

receiving an unresolved incident list from the intelligence analysts wherein the 

unresolved incident list comprises incidents that remain unresolved; 

notifying a system administrator of the unresolved incidents in the unresolved incident 

list; and 

removing the unresolved incidents from the computing module. 

 

11.  A system for autonomic incident triage prioritization of incidents affecting a plurality of 

computer systems, the system comprising: 

a processing unit; and 

a non-transitory media readable by the processing unit, the media storing instructions 

that when executed by the processing unit, cause the processing unit to: 

receive user defined parameters associated with each of the computer systems and receiving 

asset parameters associated with each asset contained within each of the computer systems; 

receive incidents affecting assets of the computer systems; 

compute an incident asset score for each incident whereby the incident asset score for 

each incident is computed using the asset parameters associated with each asset contained 

within each computer system; 

assign incident severity values to each of the received incidents; 

compute incident severity scores for each of the received incidents based on the 

incident severity value of the incident and the incident asset score of the incident; 

generate a prioritized incident list based on the incident severity scores of the received 

incidents; 

provide the prioritized incident list to security analysts; 

instructions for directing the processing unit to: 

retrieve, for each incident, identities of assets affected by the incident, wherein for each asset 

affected by the incident, retrieving identities of all the assets contained in a computer system 

related to the affected asset; 

retrieve severity weightage values accorded to all the retrieved identities of assets 

wherein the severity weightage values are contained within the received asset parameters; 

compute the incident asset score for each incident by summing severity weightage 

values of assets contained in a computer system affected by the incident, summing the 

severity weightage values of all the assets in the computer system, and divide the summed 

severity weightage values of assets contained in the computer system affected by the incident 

with the summed severity weightage values of all the assets in the computer system. 

12.  The system according to claim 11 wherein the instructions to assign the incident 

severity values to each of the received incidents comprises: 
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instructions for directing the processing unit to: 

identify normalized incidents from the received incidents and allocating predetermined 

incident severity values to normalized incidents; 

identify un-normalized incidents and determining, using a machine learning model, if 

the un-normalized incidents may be matched to normalized incidents; whereby 

for each un-normalized incident that matches a normalized incident, allocating the 

incident severity value of the normalized incident to the un-normalized incident; 

for each un-normalized incident that does not match a normalized incident, allocating 

a predetermined high incident severity value to the un-normalized incident whereby the high 

incident severity value comprises a value that is within an upper range of the predetermined 

incident severity values for normalized incidents. 

 

13.  The system according to claim 11 wherein the instructions to assign the incident 

severity values to each of the received incidents comprises: 

instructions for directing the processing unit to: 

identify normalized incidents from the received incidents and allocating predetermined 

incident severity values to normalized incidents; 

identify un-normalized incidents and determining, using a machine learning model, if 

the un-normalized incidents may be a close match to normalized incidents; whereby 

for each un-normalized incident that is a close match of a normalized incident, allocating a 

prorated incident severity value of the normalized incident to the un-normalized incident based 

on the percentage of the match between the un-normalized incident and the close matched 

normalized incident; 

for each un-normalized incident that does not match a normalized incident, allocating 

a predetermined high incident severity value to the un-normalized incident whereby the high 

incident severity value comprises a value that is within an upper range of the predetermined 

incident severity values for normalized incidents. 

 

14.  The system according to claim 11 wherein the user defined parameters comprises 

service level values associated with each of the computer systems and whereby the 

instructions to compute the incident severity scores for each of the received incidents based 

on the incident severity value of the incident and the incident asset score of the incident 

comprises: 

instructions for directing the processing unit to: 

apply the service level values associated with each computer system to incident 

severity scores of incidents that affect assets of the computer system. 
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15.  The system according to claim 11 wherein the instructions to compute the incident 

severity scores for each of the received incidents based on the incident severity value of the 

incident and the incident asset score of the incident comprises: 

instructions for directing the processing unit to: 

plot a normalized plot using the incident severity scores of the received incidents; 

determine outlier incidents using the normalized plot; and 

apply a positive reputation coefficient to the incident severity scores of the outlier 

incidents, whereby the positive reputation coefficient causes incident severity scores of the 

outlier incidents to increase. 

 

16.  The system according to claim 15 further comprising: 

instructions for directing the processing unit to: 

determine from the normalized plot commonly occurring incidents; and 

apply a negative reputation coefficient to the incident severity scores of the commonly 

occurring incidents whereby the negative reputation coefficient causes incident severity 

scores of the commonly occurring incidents to decrease. 

 

17.  The system according to claim 10 wherein the user defined parameters comprises 

base response time parameters that are associated with each of the computer systems, the 

method further comprising: 

instructions for directing the processing unit to: 

compute an incident response time for each of the received incidents based on the 

base response time parameter of the computer system associated with each incident and the 

incident severity score of each received incident, the incident response time being determined 

as: 

Incident Response Time = Base Response time x 2(a-Incident severity score) 

for received incidents. 

 

18.  The system according to claim 17 further comprising: 

instructions for directing the processing unit to: 

receive elapsed time for the received incidents from the security analysts; 

determine, for each received incident, if the elapsed time of the incident exceeds the 

incident response time of the incident; 

tag incidents having elapsed time that exceeds the incident response time of the 

incident with an expired flag; and 
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optimize the predetermined incident severity values of normalized incidents tagged 

with expired flags. 

 

19.  The system according to claim 18 wherein the instructions to optimize the 

predetermined incident severity values of normalized incidents tagged with expired flags 

comprises: 

instructions for directing the processing unit to: 

apply a positive reputation coefficient to the incident severity value of incidents tagged 

with the expired flag to cause these incident severity values to increase. 

 

20.  The system according to claim 11 further comprising: 

instructions for directing the processing unit to: 

receive an unresolved incident list from the intelligence analysts wherein the 

unresolved incident list comprises incidents that remain unresolved; 

notify a system administrator of the unresolved incidents in the unresolved incident list; 

and 

remove the unresolved incidents from the computing module. 

 

 


