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central processing unit (CPU).

[0003] One area that has grown in recent years is the need for humans to interact
with industrial control systems in the course of business operations. This includes
employment of human machine interfaces (HMI) to facilitate operations with such
systems, where the HMI can be provided as a graphical user interface in one form.
Traditional HMI/automation control systems are generally limited in their ability to make
“users aware of situations that require their attention or of information that may be of
mterest to them relative to their current tasks. Where such mechanisms do exist, they

tend to be either overly intrusive {(e.g., interrupting the user’s current activity by “popping




up" an alarmdi splay on top of whatever they were
currently looking at) or not informative enough
(e.g., indicating that sonething requires the user's
attention but not providing informtion about what).
Oten tines, the user nmust navigate to another

display (e.g., a "detail screen", "alarm sunmary" or
"hel p screen”) to determ ne the nature of the
information or even to determ ne whether such
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applications are provided jJitate nore efficient
interactions with industrial” autonati on systens. In
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provided to mitigate navigation issues with human machine interfaces (HMI) and/or pop-

up problems associated with such interfaces. By exploiting situation-specific data or
“information of interest”, e.g., based on factors such as the user’s identity, role, location
(logical or physical), current task, current view, and so forth, an HMI can be provided to
superimpose such situation-specific information upon the user’s current view of the
automation control system (“base presentation™) in a manner that communicates the

essence of information as well as its importance/priority/urgency without completely




essence of information as well as its
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ilﬂF%‘?JT‘“aC@Qné‘g@t% aAVB¥E1] Fig. 3 is a diagram
illustrating an exanpl e base presentati on and overl ay.
[0012] Fig. 4 is a diagramillustrating an alternative
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[6009] Fig. 1 is a schematic block diagram illustrating a graphical user interface
system.
_[0010] Fig. 2 is a schematic block diagram illustrating a context component for a

graphical user interface system.

[001%] Fig. 3 is a diagram illustrating an example base presentation and overlay.
[0012] Fig. 4 is a diagram illustrating an alternative base presentation example
and overlay.

[0013] Fig. 5 is a diagram illustrating an example system for presenting

information to a user based in part on context and location.

[0014] - Fig. 6 1s a flow diagram illustrating an interface process for presenting
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[0013] Fig. 5is a diagramillustrating an exanpl e
system for presenting information to a user based in
part on context and |ocation. [0014] Fig. 6 is a flow
diagramillustrating an interface process for
presenting 3 information to a user in view of context
and/ or |ocation. [0015] Fig. 7 is a diagram
iIIustrating an alternative system for presenting
gustrlal control éornatlon 0 a user. [0016] Fig.
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[0019] It is noted that as used in this application,
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p‘rdlsgfaa m“%@éjrfa%e,co Wﬁ%e fike arg intended to refer to a computer-related entity,

either hardware, a combination of hardware and software, software, or software in
execution as applied to an automation system for industrial control. For example, a

- component may be, but is not limited to being, a process running on a processor, a
processor, an object, an executable, a thread of execution, a program and a computer. By
way of illustration, both an application running on a server and the server can be
components. One or more components may reside within a process and/or thread of
execution and a component may be localized on one computer and/or distributed between
two or more computers, industrial controllers, and/or modules communicating therewith.

[6020] Referring initially to Fig. 1, a graphical user interface system 100 is




way of illustration, both an application running on a
server and the server can be conponents. One or nore
conmponents nmay reside within a process and/or thread

of execution and a conponent may be | ocalized on one
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communi cating therewith. [0020] Referring initially

to Fig.. 1, a graehical_user_interfaqe system 100 | s
d’@gﬁ%ﬁéﬂr wgpduztrial ayamptionsnviorret 1on cuRTPPaRAERE migrface
I59st6RN06 TR B8 %t feR@part BF £ hfR&emadHisd ﬁf@rﬂa@éﬁﬁw}mn, fR iR bimited
| east part of a human nachine interface ( ), but 1Is
rigretoi Fot exdmplds drednterfadeoystema®picen be ¢reployadde fasddate viewing and
S 1 n loyed. to facilitate View and .
BRI Pl O ol P PR dor B R A L Ry JPcitea
Y Bipaieht (cakactieel$ refanddl 0 heRESHCinaiiRMhatiof] deiests)) forming part of a
(collectively referred to herein as an _automation
PEAUCHPR §YVIOBMRHT, dntprigce spters 10R inglides # disPlan oopRARNLLO,
oG CondpabAT20 Al HELRfin SotthSRAY3 RERQDABbnchL £40, and
interaction conponent 120, base presentation conponent
raatexi commposenigdhent 140, and context component 150.

AL o it BR0RY PR i can e S olafy R aaa

G e ARplay dete @Scompbidhi biih,as h&h@Nos it€lyisi6 R ¥Pipeter, mobile
nobi |l e device, web browser or the Ijike. In . .
FaYieP-cYROArO st PbRa tike ningrevicds, aemation derises a9 igfprmation or
b R R S A SR
cdamarabemsije npnes e The data sardreepresented me ondf orahqrh afi alpbanumeric

characters,,.graphi cs, anjnatjans, .audi o and, vi deo. :

el et ABRaR Al Bl St Gt g e Sin be statc or
dlﬁﬂ@m Ealalnicall9 tdPproVidd enfbuhMoNEA FANtiMS af Sdinpéd d¥Rv@ss occur. Still
changes or events occur. Still further yet, one can

ifwlesr yets ong ¢ap intpract withesthe sverfapgd 00 vig theviatqrantien sempepsnt 120.
nent : i i . .

100 T TP nternidf Shonlient 13 CLR6REARIGORPRRM a1 the display

tafpeunaht | B &idwes:ives npirt cooeming thg displayadi objdcsyoad information.

g%’ects and inforgation” Jnteracti on conponent 120

CYRIAF LGP oY l}_t’- F?‘bﬁ??%i"%’g‘@?t, ‘W_ﬁ @ger e PEFFS CRPUE CaR

COEDORPRIbY Rt fh®Gdatibtl @Blkd fdnCAl) P thterd &l RAGhrOWitR M4 us

interaction therewith. Various identification
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touching a graphical object. Other input devices are also contemplated including but not
limited to gesture detection mechanisms (e.g., pointing, gazing...) and voice recognition.
[0023] In addition to object or information selection, input can correspond to
entry or modification of data. Such input can affect the display and/or automation
devices. For instance, a user could alter the display format, color or the like.
Additionally or alternatively, a user could modify automation device parameters. By way

of example and not limitation, .a conveyor motor speed could be increased, decreased or




device may be by a touch screen device such that
identification can be nmade based on touching a

gr aphi cal object. OQther input devices are al so
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superimposed information without overly distracting a user’s attention. In addition, items

can gradually become larger/smaller, brighter/ ditmner, more/less opaque or change color
or position to attract more or less of a user’s attention, thereby indicating increasing or
decreasing importance of the information provided thereby. The positions of the items
can also be used to convey one or more of locations of equipment relative to a user’s

- current location or view, the position or index of a current task within a sequence of tasks,
the ability to navigate forward or back to a previously visited presentation or view and the

_like. The user can also execute some measure of control over the use/meaning of these




overview of information or essential content.
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[0028] By way of example, as a user navigates through interface system 100
(physically or virtually), the system 100 can determine and track their identity, their roles
and responsibilities, their areas or regions of interest/responsibility and their activities.
Similarly, the system can maintain information about devices/equipment that make up the
automation control system, information such as logical/physical locations, operating

‘status and the types of information that are of interest to different persons/roles. The.




simlar or previous interactions wth automation
devices. Simlarly, device conponent 220 detects or
deternmi nes context data pertaining to automation
devi ces including control systens, devices and
associ at ed equi pnent. Device context data can include
but is not |imted to |ogical/physical |ocations and
operating status (e g., on/off, healthy/faulty...).
Ret ur ni tp FIG the context, component 130 can .
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nd UhusSidertiPintorinatled gerinandlioPlsay's 6@ramPRRMonLAA activities, among
Di spl ay conmponent can then utilize such data in
b things.ng whi ch base present ations and or itens to

ay as Ajot t
g?vva)] of exanp %to ﬁﬁ%é%é; d1s§¥h g' 3'6? EA J%&%d tﬁg%@ay
i cohpiohat d 18 yEFignd ﬁﬁﬁ) renflgh )Isshoaldl lgﬁ appreviatet] uﬂﬁt Higplay BO@(as well as

syste 0 ndeter e.and track. their ent i
SN g T8 I B 1) faci B8 ebyiCand g gHndie with respect
e Sh@o\fs aSpectsUFeREmbcbOARANREIDINdI{ SherNdte hbtGhdant to limit the subject
activities. Simlarly, the systemcan nai ntain

i 1F|Yfi§lltlﬁﬁ!11 oy rapoet Risnlpe ) isegluilgsrdinse piesantatiar 8 1 pompyésing two

. I % %e%ﬁ:}(}lg? g'g & lkf%lgé ?ﬁ(ga[r%rst @Ipﬁéé g?\fvlﬁlggs a%?%%{% uqr?otor a s?]cond value

taypp e$e@:fnd ipnfpr BBatd prasehtadon At Galed inchidey sotgapes a§$dciaeafdanith the
e Ao P gt S e P B e st S con 31
| REOCASTREY thd it WisHldydambs & ¥s deﬁ{e%drmﬂeqﬁldaerp?m&n 9 border
a user's carrent location and activities, am)ng
tcHifiieg spacp 0 bosiditipnrie bisg presermatipn B0, wavios enrps 32G3%h @9 Iaby

1
ﬁ%ﬂe{ gﬁpbr%‘/%g %}1 ﬁﬁardéotsﬁg 13}‘}/ S efitt m%%gg?%m geﬁg Pfd giado%ﬂ are

eCI ate

(gaspheef his@sicaldhfophaion40 1t61i1 39]2 providesiisfofiifioh degirdiﬂé ellbyatlon
facilitate clarity and upnderstanding with res

VRIS ¥t pweste rdtor Hieny 3y indicalgs attanpien; isdeqis .‘@1 respect to the
taaﬁceﬁéarﬁ@%d%mzﬂéﬁmhwah 1ﬁJ1€at§>H%a@ﬁEl Iﬁfﬂffﬁzﬁfoh%aw‘aﬁable
any manner. Display 300 includes a base presentation

31pon e@mﬁlon@lf thy itewo fortizatdase.cliem 826 ecshtumken fepresentatipinied details
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putheansshec ff diemyisntiony ThiRositiomngge b@mﬁqah@}ea@chpl@e it does not
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der ee space tion to
BRé :aearmatmmpnsad entirelg overtsise presmta3ia0 332 Iunare smhB enough not to
dIS Ftthat vid related or situation specific
i“AY Pﬁé? SﬂSpTOtV Yand 321 are

-[0030] A user can interact with any of the display objects which may cause the

display to change. For instance, if a user selects or otherwise identifies item 325 the
display 400 of FIG. 4 could result. As illustrated by FIG. 4, the interface system updates
the base presentation 410 to show the selected information and automatically
- superimposes new, situation-specific information that is related to the updated display
400. In particulaf, items 410, 420 and 430 are displayed. Item 410 provides information
regarding a shift production report and item 420 identifies that help is available for




graphs of historical information and item 322 provi des
information regarding vibration analysis with respect

a notor. Item 323 indicates attention is required with
respect to the associated punp and item 324 provides

an indication that help information is avail able upon
selection of the item for instance. Item 325 is

shrunken representation of details regarding the base
presentatiaqn 310, Ite 320, 1, 322, and .325_are
! b SO HR ot Fsvame pifey 410 aeP BT 3ioh 8ETE pEigus base
ti&scRALiGPIRY of Fid. 3t Meh8GRaR FRRRM B ipRIVidul baskGRENARESN 310 by
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is related to the updated displa 400. In particular, .
&R 410, Ono0r BEe US1: @P@%ﬁ_"%ﬁﬁ? éﬁpsqrtléﬁsoz@wser N, where N is
. i A i
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finheragt witls priddgr napigate slrbagh system J00r Asxthewer(s) J04enonta 89 thiessystem

unken version of the prevwi ous base presentatjo
S8 Vo Mt Rl P B B o et ¥'orn
.bﬁﬁﬁnﬁf(ﬁ&é%‘ﬁicﬂh% Edth 33& 0¥, ASBERE ForiGerdihany t4rRASQ S04 ciibe
430, [0031] Referring nowto Fig. 5, an exanple system
swleyed; suehasd WH@ts wenampandior passygrds fus sxdpplag In other aspects,

: SE%% B ng}[hsg faltéxﬂﬁtﬁfeﬁﬁéntf‘ﬁ@at%@ nf¥hnd] ayd %ﬂn?ehii@%l.ggentication

ustri automati on envi ronnent. e system
itheg lutibizes physidahEloravtdristo unigue todudividoanpbinetotbe appficiated tthat a

i@?urgl%g%t &g{ﬂg{?ﬁa '%b?c %ﬁ:egfa{gr fegléiﬁg%%{i]\gﬂl? éygﬁe?n{ M&duaﬁ%%ﬁ c)ﬁterations
a0 lodHHich@dhsad idtchBd] oFall HRhIMSBE cdpe ofkBY HERT &) deBOHRE and
equi pment(s). The information retrieval conponent 502

@ppended elaimsher configured to make a determ nation or

1 ence . i f { OfR S : : t
00 0 € <[ RRHBE Y e ORI B2 U iR i SRP Dol 502 can
Fetermine bhdor tiack teossglextsrachnsents®s. eThis irformation can be retrieved

‘from one or more database or other storage/retrieval means that can include a user/role

context data component 510 and/or a user/role historical data component 512. The
context of each user can be, for example, the role, position, responsibilities, authorized
programs, areas or regions of interest, activities, etc. as it relates to the particular user.
[0034] The information retrieval component 502 can further be configured to
access historical data 506 from a device equipment context component 514 and/or a
device/equipment historical component 516 that include data relating to device(s) and/or

equipment. For example, information regarding the devices and/or equipment that are
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an int eger equal to or greater than one, can
physically and/or virtually (e.g., renotely) interact
wi th and/ or navi gate through system 500. As the
user(s) 504 contacts the system 500, the informtion
retrieval conponent 502 obtains, receives, requests,
and so forth information regarding each user 504. A
means for identifying each user 504 can be enpl oyed,
é&cj‘llﬂ?a e%ﬁl e usgtﬁer {_{,)&n ags%n? E%J/Sl{olé a%glvt\llogglﬁyr o ?éigformation that is
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the context of each user 504. This information can be
%86ri eved fromone or nore database or other

gelre can i /o]
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eﬁﬁbﬂl@ﬁt I%Bel'e@ﬁﬁﬁﬁﬁfént laﬁl}dughj@q@%meﬁhq whdre NUis bff il RS cdndbe

he parflcu ar user. e Information retrieva
cn;mptomé rdor $0as informhtien. héor ehanploTkildimedhts ean induedssthe operating

Sl Rt R Ingrey G20l PSR CuF BIRATER <GB Bithess of each
Fevipeeqiipméit Ge. . naperatiig| listeofdaliobdinyd dplagerted, dexi ce(s)
and/ or equi pnent. For exanple, information regarding

{PB6lev| ce?h%lmﬁwmatl@atﬁtwmmmﬁmépé con migks ¢ @nmaatwn
tv%h%th@#‘ﬁ Qéé?*sbé?uzog@%f&lare&m yiﬁg g Qﬁéﬂ ty
6] I n alne an or stored.

or maf1 on
Heeingdbpspoént amd rstahlene dreatefnoappitgs emd/omlilkages Heogéeuaﬂle two sets of

SIC L ocatipns eratjng, stat
- Eeeign TR ER 06 BRtchDine s DGR s ip S At Mndion that may
B td16va81o UdSBT SurRBEIOOAtioNS Bhd dclVRSs. Fé&Hex@MpRPH CheréR an alarm on
operator of the automati on control system may have a

@idevige and/earpiesk of gguipment, basechommthe sserepnigrigthguser may be presented

eacﬁﬁa%ﬁ ?&Sm?tﬁ s&% V\ﬂﬁﬂ‘?@onﬁfnont ﬁ%h9¥s%P a6 é)ﬁ aﬁ?/lﬁlehlglf()?cal

user eac user erac
HiiOrmatioe indicitothavthe aser 562 isiney ﬂiter@ibéﬂlﬁﬂl@&’ntarﬁﬂﬂarlcbvme and/or

fe&&{a&%&t t% niiogll'lje{t%% rgtge\lfl Qggrtngor}elqs 5 OIJII \;1 lonrolt Icglt?zzlsenctj 2150?1 ini%?nqétion to
‘the user. This determination can be made based on the user role, context, historical, and
_other information obtained as well as the device/equipment context, historical, current,
.and other information. If a determination is made that one or more user 504 would be
interested in such information, the information is presented to the one or more user
interested in the data, as shown at 510.

[0037] By way of example and not limitation, if an operator is working in the

| bottling area of a brewery, system 500 can automatically present that operator with
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[0035] The information retrieval conponent 502 can

al so be configured to interact with real-tine data
518 regarding the device(s) and/or equi pnent
associated with system 500. One or nore device,

| abel ed Device 1 through Device N, and/or one or nore
equi pnent, | abel ed Equi pnment 1 through Equi pnent N,
where N is an integer can be nonitored for status

|nfornat| n. For exanple, real ata cap inc|ude
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information I ndicate that the user 502 is not

iiptoBnatianed mtaresty AVislss far purpgsesdvimlicyy gf explanatien. theent |
LRGN d C%Ho% dnfldbdcR¥EH asgaoggﬁﬁygfgctégés l’mble und@tood and

present i nformation e usef
éppeciatedabdt te methodedogyasisothosited b(yrthtt brderudertsy aslseme acts may

cont ext ofi cal and ot tion ,obt.ai ned
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made that one or nore user 504 would be intereste

- suaeihedplemyirapldaliemetiecly b tpirsentethas ascppweldneaelated Seifs or

r . r .
e ophbin 3 e e, STUrEtch ol A f0Rhted 8 MAPMEhired to
dmpizpenod metlioéolm@ydxsi d@gcnbadhhem bottling area of a

ry, s ten15 utomatical |y present that
Sﬂi}vﬁt or W F\ methy |6H§ § bfgfr%‘aﬂo‘ag’tm%‘iﬁ&’ %ﬁ?ﬁe@ﬁttto one or more
Q@&‘r V@lttﬂdﬁﬂﬁxlonﬁﬁlﬁé Hlsreq{wsﬁﬁ\g s&ﬁ‘{ﬁtﬁfe& AT MorSRth RIERRE(s). The

| ocated 1 n the area in which the operator is |ocated.

S$hfieicneg ¢ap,bei bfasql qmdmtlésn aﬁc,eloeaﬁlgnmwdfor o8 tex¢ irr # puagugpion facility by
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er MAt ormati én

: Skﬂkﬂ@qﬁﬁmhhgydanmemgnamﬂbﬂﬂ.eqU|pnent | ocated in that
area at substantiall§ the sane tine. In addition_gr ) _
- P40 nat i vdibg progess&0R begingat H2,whaEe ARE Prmetg asers are identified.

The identification of the user can be performed utilizing a plurality of identification
techniques and the disclosed aspects are not limited to any one known technique. Based
on the user identification, user information is retrieved, at 604, and can include contextual
information and/or historical information. At 606, real-time data regarding the devices
and/or equipment is obtained.

[0041] The method continues, at 608, where a determination is made whether a

user interest matches the device and/or equipment information obtained. For example,
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sanme area mght be presented with information about

di fferent devices and equi pnent, specifically, those
related to the electrical systens in that area of the
facility, at substantially the sanme tine as the
operator and mai nt enance engi neer are presented
information. [0038] Fig. 6 illustrates a nethodol ogy
600 for presenting user(s) with infornmation of
interest. \\ile, for purposes of sinplicity

Basg ¥SGhS Cqnext apddpgRaT y‘fP%n%lﬁBﬁn‘?eféﬂ’amH%%ft?ﬁ ipfegpnce can
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escr ereln.
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to any one known techni que. Based _on the user

idirenssion; agpropided tosadd altamativasoledhpsedsand IV prasepsingiengigopments
E}&dthgéﬁbdeﬁggc Egd %g{g&%%gﬁlethgg formati on and/ or
or on

hi st ori cal real -tinme data

ek di ng ﬂ"hmm:ﬁu Foed, amatlﬂbhmtwesmtqnnﬁm is psovadiddbn@enipulating
[0041] The neth coni.i nues,
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based on a usér's context and

exar%nl@anhp ol holemcropelding o i e fmgndicd eseowith can
S AT \8 S M B 10 ARG Brnecton

orna reg eVICG
component 740 is provided to set up connectlons to one or more sources 750 to supply

data to the element. The system 700 can also include an update component 760. The
update component 760 can monitor one or more sources and detect changes to particular
data being utilized by the presentation component 710 for an element, Hence, the update
component 760 can be communicatively coupled to the presentation component 710 and
connection component 740. The update component 760 can receive, retrieve, or
otherwise obtain the location and identity of data of interest from the presentation
component 710 and can then monitor the particular source 750. If a change is detected,

the update component 760 can inform the presentation component 710. Subsequently,
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particular area of an industrial setting. If the
determ nation or inference is that the user would
nost likely be interested in the information ("YES"),
the nethod continues, at 608, where the information
is presented to the user(s). It should be understood
that nore than one user can receive substantially the
identical information or different information at

substantially t same t| I f the detern1n t
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re sources 750 to supply data to't t.
' Etﬁéemmwwwﬂw amdivitlea) usercgrogiemambenshial & a:[mmmnémg

inibon e . L R Goad SopempIocRran b P8 e Al

Ghteddry 6finByndalion MaES 68k 84 SHaif WTRRBEREvelLQ phdbibifsd from
el enent. Hence, the update conponent 760 can be

ES8AYiNG cati vel y coupl ed to the presentation conponent

I&@H nd Cg@g@ ‘fﬁds&gte‘s: M%ﬂ%ﬁb Zfls?em J&?fo&’ B%%%&ln\%d the interfaces
nent can recel Ve, r1eve; or “otherwi se

dbttcabdfd lideein| SaaifliromFand, thel glsteni 9000fan dadivedecf prbsra:hﬁﬁe[s tomponent

fr t he presentation onent 710 and can t
ﬁ?rmf]b“r Prg @taaap £ormpengnt ém &eesge apg C‘H‘t@ﬁ%@tﬁog with one or

HRireebRehts addi@ & B BASHr&BROAE NMetthiRR 9988nd SR tédfonent 930
present ati on conmponent 710. Subsedquently,

can be utilized to influence the format as well as the data prov1ded by an element.

‘Connection component 940 is communicatively coupled to the presentation component
910 and one or more sources 950 and is operable to establish a connection between the
presentation component 910 and one or more data sources 950. An update component

960 monitors one or more data sources via the connection component 940 to enable

detection of data changes and facilitate notification of the presentation component
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12 the update conponent 760 can provide the
presentation conponent 710 with the updated data or
the presentati on conponent can retrieve the data
itself via the connection conponent 740. It should
al so be appreciated that this type of polling

nmet hodol ogy can be executed by a source for exanple
utilizing a serve-let, thereby elimnating the need

(trmeh Miorghag e SRR MancirtiG) At P Ee e securit
CinoReRIND WV@ethmiiidativél§ coupEibipiéestaiiisehipotsht 0eo ghd.

The security conponent 810 can include an o )
aliaeilitatesiconrdleh date pregeniechry @erpenin dAecordieglirftpeghanism is provided

CORORE Ry Q:T(%ast s-gg% C?{'étlg S&%&ﬁéﬁ (j)l'ﬁ?tocaé%%g(mr i?égiﬁed users. By
eterm nes e lTdentity of a user. For éexanple, a user
- Ny deexasfledthe sechrityrdogipoaent 920 cam@reida satupigysadontihls for a user to

Aut henti cation can al sq. be acconplished by receiving a
e A JTHEFEEAGEaRon eqppopieqt 1P Ky th préseht only
t e AUDaRIrbSkd RP HeQBRARERY cI&F thORBr, BRYsONated bRRB bF p6sition.
aut hentication. Bionetric authentication utilizes

pHiesidendity efthe vser equld eorae frainquside the pystamy PYLsarls as freyp computer
B BUPEDE o OGN OO B APl

not use
paformgan®diehyble 4 étemdnatfoncif aluséraatieniey fgreingance 2tilzing the

3-D.,.), signature, typing pattern (e.g., speed
R§HHiEOmponoE 00 F ot GYoBPIS S S| GRPORR GG FFRbieg a username

The gﬁw?dltAﬁﬁﬁit%lyCQ{m:? B89 be 8dRdRE RYLKEIESgAzB8t the component to
credenti al component 830 with d %y of the

the identi
veelitateThiemetrie ddentifiedtiononponent 830 nat ches the user

K@é{g] pg: :)IUEP 1%[21{)}8% ?l%ﬁﬁl%?ﬁtisﬁg%s g%séﬁ??dglﬂer%ilg gz&‘l i?lc Iu&é Q %?Aphical User
Adrer eSO @ intefROAYR the. vayioud dingfonadts for pfdiéding industrial control

credentials specify the type, class and/or, category
JntorRaiaLseh Thgtasinglads subsnialiyany tyngof application that sends,

é{e%fe@%?ﬁo}é@s@é, bRl R .létgéjfaétﬁ%pﬁt%ﬁi, fgcagcs, %ﬁg?lﬁ)‘)sl formats,

ustrates an alternati've system 900 ]
pmdoe senmgnichtes ouipwdbacasl/ordeclitatel eperhtioneifithe Giterptiser For

to Fig. 7, .the syste 00 can incl.ude a.presentation
SSmpltemeh i F o deaniiie i bt SEEOIBLH Vet
gﬁ@@ﬁeataﬁhcﬂigﬂ oftePiyp® hppl ik nd Chh Béuillided. TAEGUI cardidtRde a display
el emrents added to a.%ase presentation. Settln%s 920

diwing e exmorschgrvabiecpdoot shaynbiacydmgisdipspests as configurable
(SRR Dl b 08, SR e A5
anuitipleicoafiguralily diemugibex) shapes, belopy, exe dhatand soundsirofaeilitate
gé’gﬁ‘?}gg%‘%&imggwgg%%gﬁu%éﬁ\%@gﬁg ﬁi@%al!l glsg Bl%{u%Q la%lutrglity of other
‘inputs or controls for adjusting and configuring one or more aspects. This can include
receiving user commands from a mouse, keyboard, speech input, web site, remote web
.service and/or other device such as a camera or video input to affect or modify operations
of the GUI..

[0046] It is also noted that the term PLC as used herein can include functionality
that can be shared across multiple components, systems, and or networks. One or more

PLCs can communicate and cooperate with various network devices across a network.
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presentati on conponent 910 and one or nore data
sources 950. An update conponent 960 nonitors one or
nore data sources via the connection component 940 to
enabl e detection of data changes and facilitate
notification of the presentati on conponent 13 thereof,
inter alia. The system 900 al so includes a security
conmponent 970. The security conponent 970 is

nmuni.cat i ve coupl ed to presentati on, component 910
i emistidaSedatplaropvs o e, b uuaRE G B yode, cottputer,
/@ aBAES Hufah MAthitg terfAce TR that FommuRicaiéi §ithe nb@vork which
ensure that at |east sone data is presented only to

doelndasicortsol crutoraation; qridées pyblig setwegks. Rhg/ Plof caixalpppenmunicate to

¢ . : g
(418 SR Yok SRR ROALs s AR RIS HodhRE Wt ddlag Analoe,
Tligital Thregamasslrihtligent 100 mudnkentotit Progeamihiiitde cotedlersy

onl data that .is raopriate for the securit evel . .
Soutmutcplifes mifsiessunha iEn Dok (p8 b pan e Bubli
| B Rrkd dhcR s e Inteer, iinbE, @ BioklaQPh AtveiEQué® Control and
system 900 such as from conputer or qégﬁran1lmg%n or

e :

nrinitis, Pratopel (REDingtt o7k cldimg SreviseNeiomil Contsqisst Ot
rn%ﬁ%rﬁseinaléﬁ% IE{I@'H’HD Yh/by-€ R%QJO%L@’%%ZI&%%] ]?%Eeﬂ)l?sn Pﬁ)fﬁbﬁ%, ;vireless

user s or ‘I nstance securl
artpeke Bériad pidtodbty; aekanbitk, Intedgitiphthe aétwodngevivesn tan include
coul d request ser na and password. terpatively,
afat}gw%ﬁﬁlﬁs@s @gﬁmret %5?% _aeﬁw P cglaﬁ‘@?eats)o?ﬁléese mfriﬁslﬁéa%mnems
tsfch £s3Gidchdsabith VikQabdat Greh AR %?Nmpaﬂiﬁ%ﬁm} WANS,

noted that the interfaces descri herein Ccan include
Preyies pitesidysirouters, firavealls addual gvite newiork @Fbtdenicesh serers,

vari.ous _conponents f.or ovi di.ng i.ndustrial ;C .0l
AP SRRy B HudtSh o Hll Sl PO R p i i,

qog4a7ype ofwiamphid st desribdibdbosendides vatibts &vdlary aspects. It is,
processes, and/or nmanjpul ates factory input data,
rof ERr¥e 80t RASEpled describy sersconceiiahieorplipation; o spwgonents or

i kill in th
SR L of L £ 8Tl O B gl e
asgyuetagnizd thet any furthagéanehinaiding and geoohtatonswebpodsibbsas er

t hou t her e Lication an be wutilized he..
SR eGSR BB R 2 ey B e A G pldfions
ARjdEfdafiond ikl vEHAIM) (o IS tieUplitand ewbs othe appended claims.
configurable icons, buttons, sliders, .input boxes,

artbermosh totheicsisat thattheterm ( dslidayids vwdin pither fadetiled
oy 80 Ly, 0 ol SRS pEDRRERe P st e
ttéren footnprifiag’ss. “cbmprsiog’t is dmterptdel whdn emgiboyet a0 a itranditicial word
a gl rality of other inputs or controls for adjusting
Ahac@Rfi guring one or nore aspects. This can include
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recei ving user commands from a nouse, keyboard, speech

i nput, web site, renote web service and/or other

devi ce such as a canmera or video input to affect or

nodi fy operations of the GU. [0046] It is also noted
that the term PLC as used herein can include
functionality that can be shared across nultiple
conponents, systens, and or networks. One or nore

PLCs can comuni cate and éggﬁgrate wi th various

networ k devi ces across a 14 Thi s can include
swhsitienhiRlliy any type of control, communications

nodul e, conputer, 1/0 device, Hunman Machi ne Interface
(HM)) that communicate via the network which

inclu .0 or ubl i c networks.
T%e %@%ﬂﬁlg%K@gﬁéﬁﬁ%% mpgnma%d gontrol vari ous
ot her ad Ru$t@as baddPhesamatichpddidpotiéfd th displdil besor merk eldhnegts of an

ital, Programred/Intelligent I/O nodul es,

dFﬁ@FwﬁﬁaﬁF%ﬁWﬁﬂmgwgbﬁ? ol lers, comunications

modul gge oﬁﬁgret 614y s tﬂ’c%ré%‘éﬂ[éﬁll{r BferitipONonGREbase

i nclude public "networks such as the I'nternet
|pteseatngesconvaent fo pravidedndustriahemito! afiomation @oesedl  and
“Information Protocol (CIP) networks including

Devi ceNet and Control Net. Other networks include

2 her Mk sydiddh BFtainRe, foéteer kbfbriftheh Hinsn mitidheimterface (HMI), to
Profi bus, wreless netmorks serial protocols, and so
iagikivate viswingand ingmaction avifhdusgpRseaitioe Gampenent ol hedieplay items.
various possibilities (hardware and/ or software

conmponents). These include conponents such as
Swi t c s sydterh of¢lpimsall orl 2o fmtheneaeprisitamodikpliidontdonent that renders

capabi it LANs NS, ..proxies rout er

AP o resp ey P i PRt U i e B a monitor,
SRJoMPhter, a ibbiRtHeSice CATRUFBBRowseeNT | gur ati on tool s,
nonitoring tools, and/or other devices. [0047] V%at

has been descri bed above i ncl udes various exenplary
aspechf, ersItenll 3{)?1&1?1& ﬁit% dl%&lgflﬁﬁﬁ S&?As@ocﬁzﬁe&j\?ﬁﬁ Bl'pﬁﬁlumenc
every concel vabl e co onents or

rhiceis] gropless, ﬁmmaponrspmxhxsom;ddﬁm [ b| ng these

aspects, but one of ordinary skill in the art nmay
recogni ze that many further combinations and
Ber mutrat k of 8aiBPS ThddiRa is sOEE of ﬂpda@ddsﬂynhheanssw&ﬁde

descri bed herein are intended to enbracé all such
anfounationdm seal-time @b thanges Gresenthecowar i at i ons that fal |
wWthin the spirit and scope of the appended cl ai ns.
Furthernore, to the extent that the term"includes" is
wsed Mhe eystdme bf ¢lhimsdetb &) fugttler dﬁwsixxgtandmemudmlnponem that

%{:%iyg? 11@?1%(1%5%3{%] ollna 8{' ggl%ndqsp?ay 0%_] etg:?s a{nrglcinfé%z}q:lonl assoclated to the
display objects.

7. The system of claim 6, the interaction component receives input from a user or

system, where user input corresponds to object identification, selection or interaction with

the interaction component.

16




term"conprising” as "conprising"” is interpreted when
enpl oyed as a transitional word in a claim 15 CLAI M5
What is clainmed is: 1. An industrial automation
system conprising: at |east one base presentation
conponent to display one or nore el enents of an

i ndustrial control environnment; and one or nore

di splay itens that are dynanically superinposed on the

b se resentation c e t to [OVId i ndustri.al .

v GHMCHOR hEIREH & 6 o Mithsr Combrisphast SpstismiB et
]ooﬂﬁéﬁéxﬁ%ra@mrohéhw a human machi ne |nterface (HM ),
to facilitate viewing and interaction with base

presentatlon conponent or the display items. 3. The

ste Al r r
SSV onr@el—l(r% . y{t%] o@g%%rtggideﬁtgféaﬁﬁﬁ c&rﬁ%&neﬁt ﬂrlc!eigcée% a4 Sdc'tch, ahystylus,
ftrarnhhaal d ksybloard ot keypad evith rbsfpebud |dh;gla§éd infeshtian e t@.fchacreen

nj tor, uter, a nobile device, and a
Sesire ghch that lgﬁﬁlgﬁgiﬂgfl 5#% Y Teiepased an oyclgng & ﬁ@pﬁfglpﬂbwt a
| deGHiIFe RERLGS SRpoAbRToM $dicHeBAMIRRDpondRar act ers,
graphi cs, animations, audio or video data. 5. The
system of claim 4, the dat a |s static or updated

nam-cal Vi n ion in.r
d"r)q)an e@ 8 o#'%eeni;'/ g% é&o cégtﬁrg hlé{.h% i ns S¥hs°0 IéffnrT Ion%e"%§ LR
5varﬁmg,tdmeﬂarmonm schedude.an i nter act | on conponent that
receives input concerning one or nore display objects
and information associated to the display objects. 7.
Hhe Syitk&Bidh of 1A 160 14 e b S ALALASh SRPeRaR Wenerates,
receives input froma user or ‘system whére user
iresines.ceitierssponbivins ¢ goiphivet reprermtitioned s iporductiel awirpament
_11_10_11_1(!111_15(3 En?ef:(gr n?(’ﬂ'g: \_31_3_] _ec[‘}s gprefﬁ%tmug;é?a\rg%%s g? 1ng(rrgpﬁ,§ e%ergllmn}g to devices.
further conprising at |east one i dentification

conponipt for ?t | east one use
12, e system of claims 1 to 11, the dlsplay items provide information of interest and

correspond to an icon, a thumbnail, a _dlalog box, a tool tip, or an object display.

'13.  The system of claim 12, the display items are transparent, translucent, or opaque

and are of various sizes, color, brightness, or animated including fading in or fading out.
14, The system of claims 12 or 13, the icon is utilized to communicate a type of
- information being presented, where the thumbnail is employed to present an overview of

information or essential content.

15.  The system of claim 14, the thumbnail is a miniature but legible representation of

information being presented and is statically or dynamically updated.
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9. The systemof claim@8, the identification conponent
i ncl udes a nouse, a stylus, a trackball, a keyboard
or keypad with respect to displayed information, a
touch screen device such that identification can be
made based on touching a graphical object, a gesture
detecti on conponent, or a voice recognition conponent.
10. The systemof clains 6 to 9, further conprising a

TBneaure sveich SE1GE, Cods, it drifiindd Srgorio & affisg e das

Rfefeh balie@Bd EORRRASNmARNEKFALRS bright@wR ditBRer digfliysEMRGue
or obtains a_graphical representation of a production

éhipilqy&rﬂﬁﬁhc’tngm&f@ U dliiﬁl?baywﬁigat@@ct m@ordggs% f,lgl.ser.’s attention, thereby
{RRRR e ne PSS AT RS SRR

di splay itens provide information of interest and

rrespond to icon, t hunbnai | ,,.a .di al og bo .
Udol 0y af e K furde praprisesidivetias Bouegr obfhe Gata items to
Goave ohé or bR dTi6dtiaNs dfleqiBmRhErelali A RAISSAS current location or
transl ucent, or opague and are of various_sizes, .
@V the pasitigh on Blex obp cynftesle withing sgamange phigsksgor ar abity to
f adi - ' . .13, the
in%glﬁ&?sf ut |q ?r;o égkiggae %%%%ﬁﬂlg{t%ﬂg%eg%g&go?pﬁfﬁf ormati on
bei ng presented, where the thunbnail is enployed to

rese an overvi.ew of _information or essenti al

QBn: orthe St ¢ iyt 17 R Prmpang psEoq i apRent o ensble
A uIbitb e Mditerdc @R iR a SRS @Mt 1QMing resbitfre daBlth/Rhange
being presented and is statically or dynam cally

d¥sernstater to pgtiviegupdaties wnpstselgstist. cl aims 1 to 15, further
conprising a conmponent to adjust the data itens to be
viewed as larger or smaller displays, brighter or

domre Thelswpinaytclaiopdqud 8, fitthel cdyprisiag achaagi dogpondmn ko

i splays to,attract nore or ]ess of a. user's ..
%FFE’H’P% serisdstiity, rolerlgration id‘?ﬁlcﬁlﬁ’é P@&%‘Fﬁi)g Cgyent activity, or

BEARA B Ycd IR WithaREdndion dbviPdsayed i nformation. 17.

he system of claim 16, further conprising adjusting
positions of the data itens to convey one or nore of
l,acat on f i relative to g.user' [ t .

PBc at 1A Sfem SN TR bl Buf SfpegRoftitBSCcified Vi F Mevipe
camjsonwint thiidelectatderReRindd cdnbék data PErtaiing i huitddatiod devices
nayi gate forward or back to a_previousl¥ visited

m%&%aﬁ confrghsystems; dsxices gnd asppoiaisdsauipmynt.c) ains 1 to

17, further conprising a selection conponent to enable
a user to view and interact with data in fuller detai
i2hc| uThegysprestoolain2f), Gather ¢dvagrisoizgangenponent to create mappings or

linkages between at least two sets of information and identify information germane to a

user’s current Jocation or activity.
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fromstatic to active updati ng upon selection. 19. The
systemof clains 1 to 18, further conprising a context
conmponent to determne a user's identity, role,

| ocation (logical or physical), current activity, or
previous interactions wth automati on devices. 20. The
systemof claim 19, the context conponent is
associated with a device conponent that detects or

fernjne nt ext data r.taini tq automation
o o o B ig B € B P foist ey SR i
as s oCigah&@etifOsHedTBitre badd prel@Ratfons FR M g¥enGhdistiial Bontrol system
further conprising a conponent to create nappi ngs or
|GoRkeEes bet ween at |east two sets of information and
i dent i foord2h t "s current
Iocatf%% or 6??6#?8#9%%g§%seﬂgﬁgFﬁg§ﬁéo generate an
i ndus tantoataticaiyt adpistingthisplhp odormmdomtad thie ngprs psadusin thgcontrol
one or nnr@y@ﬁﬁgg%resentations for a given industrial
ONFPSPIEY € QI T3S UREET MR8 *bne or nore users
current context; and automatically adjusting display

information to the users based upon the control ]
Apst erihsanthod ofghim2Refuher compriging awlomegcallysppgiimposing data on

9ﬂ9&%§§nm&ﬁmk%@e nmet hod of claim 22, further
‘conprising automatically superinposing data on the

base presentations. 24. The nmethod of claim23, the

ta pears Jinside qr w.thin proximty taq the,base
PoccdtBrrind J3larmad. HECH APsRsarse g gAY 1 the base
fodéseh@fiosOonpri sing providing a selection conponent to
~Select a superinposed data item associated with the

base presentation. 26. The nethod of claim 25, the

per i . . |
e, TRSRRRRuhDE: 2R A AlgiRng 1 fuipdREGebton
Eooguadnt ansebtat asupdrmmpdseddatautear ass@dadebivih tetiasnpresentarign.
a data structure stored thereon for an industria
control interface, conprising: a first data field to

PeCi e AW ith 3k, H.0 XeRnpS Yl RN ARINEsRRbSA] data, Fnachine
second data field to specify a user context; and

data, warning data, attention data, help data, or production data.

27. A computer readable medium having a data structure stored thereon for an
industrial control interface, comprising:
a first data field to specify an industrial control environment context;
a second data field to specify a user context; and
a third data field to control display interface operations base in part on the

industrial control environment context and the user context.

28.  The computer readable medium of claim 27, further comprising a field to control

a size or an opaqueness of the display interface operations.
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athird data field to control display interface
operations base in part on the industrial contro
envi ronment context and the user context. 28. The
conmput er readabl e nedi um of claim 27, further
conprising a field to control a size or an opaqueness
of the display interface operations. 19 29. The
conmput er readabl e nedium of clainms 27 or 28, the third
a field includ an .indicatiop,of user ' .
B 11 <opisptr KGRI Resb Bl GRuiaf 25t 2 iR fae feld includes an
Clafiiceidn FGlus¥d MentRY, role) 1O¥AtRMI 10gRh B3 48RS cirdnl activity, or
automat i on devices. 30. An_ industrial controller
i ievpysigierackigmpvits sematipndexiceyr generating a base
presentation of a factory; means for determning a
user context within the factory; means for controlling
aB3yr aphn pdiistdgleonireitee iftertee femprismgf act ory; and neans
for automatically.adjusting data i.tens on the base
pr esedPEF 57 56’913%?"@\/6 tgpe preprataion of AfaTE user cont ext .

20 means for determining a user context within the factory;
means for controlling a graphical user interface for the factory; and
means for automatically adjusting data items on the base presentation in view of

the determined user context.
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