WD 03/ 084255 PCT/ US03/ 09914 DETECTI NG A COUNTERFEI T ACCESS PO NT IN A

W RELESS LOCAL AREA NETWORK BACKGROUND 1. Field of the Invention [0001]
The presewD mgesii on generally relates to wirel ess | ocal paramsonetynor ks.
More particularly, the present invention relates to detecting a counterfeit
access point in a wreless |ocal area network. 2. Description of the

Rel ated Art [0002] Conputers have traditionally comuni cated with each

ot her through wred |ocal area networks ("LANs"). However, with the

i ncreased demand for nobile conputers such as | aptops, personal digital
aosi stants, andEREGTING A GPUAEERFEEE ACGESS PRINKINA WIRELESS have
devel oped as a way for conput §'S AtLOAﬁWHTNﬁW ith each ot her through
transm ssions over a wireless hedium using radio signals, infrared
signals, and the like. [0003] In order to pronote interoperability of WANs
wi th each other and with wred LANs, the | EEE 802.11 standard was

devel oped as an international sta}?\ﬁQK@R‘BWANS. Cenerally, the | EEE

802. 11 standard M@%L{Ig%ﬂﬁgnﬁﬁ present users with the sane interface as
) ileallo

an | EEE 802 w red wing data to be transported over a
wi rel ess ned{@0ol] [0 prkentlinveatign gétfeAdlly rplatesitol &/inetess bcal dréa netepdased

mobility over wired LANs. the secur]j.t f co nj.cation ver a WLAN can
vary for rea@l)‘ﬂ’g panhigplaty.dhe H@Ferﬁﬂ%vseé‘h?xfﬁiatﬁﬁ tp%yef ?Cﬁ'ﬂﬁer?ﬂngcéﬁ%e, a
counterfeit ?5ﬁ9§§a@ﬁgem§@dla§ea%tw@ut hori zed access point in the WAN
Stations in the WLAN can m stakenly associate with the counterfeit access

poi nt and can send confidential information to the counterfeit access

poi nt, wthoyt know ng.that .t gunterfeit access point s unsecure.
Consequent | y,ﬂ' t he "¢ tl@‘r‘f’%f}}eﬁgeéégaslgnpoi nt can obtain confidential

i nformation {00021 Soaiputishdve tiadRionbcormanicated §lith, eatin6thef dsqiphe of a

CoUnt T et rod Tocal are networks (-LANE). However, with the increased damand for
mobile computers such as laptops, personal digital assistants, and the like,
wireless local area networks (“WLANSs”) have developed as a way for computers
to communicate with each other through transmissions over a wireless medium
using radio signals, infrared signals, and the like.
[0003] In order to promote interoperability of WLANSs with each other and with
wired LANSs, the IEEE 802.11 standard was developed as an international
standard for WLANs. Generally, the IEEE 802.11 standard was designed to
present users with the same interface as an IEEE 802 wired LAN, while allowing
data to be transported over a wireless medium.
[0004] Although WLANS provide users with increased mobility over wired
LAN:S, the security of communications over a WLAN can vary for reasons that are
not present in wired LANs. For instance, a counterfeit access can pose as an
authorized access point in the WLAN. Stations in the WLAN can mistakenly
associate with the counterfeit access point and can send confidential information
to the counterfeit access point, without knowing that the counterfeit access point
is unsecure. Consequently, the counterfeit access point can obtain confidential
information from stations in the WLAN. Accordingly, the presence of a

counterfeit access point can present security problems in a WLAN.



WO 03/ 084255 PCT/ US03/09914 SUMVARY [0005] In one enbodi nent of the
present invention, a counterfeit access point in a wreless |ocal area

net wor k iwodebgrsed by receiving beacon frames at a det ectam/usn3/owine

wirel ess | ocal area network, where the beacon franes are transmtted over
the wreless |ocal area network by one or nore access points. The received
beacon franes are anal yzed at the detector to detect the counterfeit
access point. DESCRI PTI ON OF THE DRAW NG FI GURES [ 0006] The present
invention can be best understood by reference to the following detailed
description taken in conjunction w SBMMARYconmpanyi ng dr awi ng figures, in

which like p be .r ferre ta. b i ke nunera 0007 i 1 shoms
an exenpl aryﬂ@}g]n eé‘h%" IREL P 8}?%3 |%lﬁvf%n)a§%vg?{fgl agﬁ%Spgggérra [ 0008]
Fig. 2 showswaBleexXRORl aédncdwbikiislecteqed by eReliig hddcen Muhed 8Sdekeslin ar ea

network ("W.LAN'); [0009] Fig. 3 is an exenpl ar flow diagramillustrating

various st at the vefelessdeqabarsa nptwozk, whexe the boaen franges are Gansmstiehovex difpl ar y
embodi ment OI“%%S%%%@” eaor?ét\%rk gfcbg;e%g nfbre F&%gé) 1I1trsa'ﬁe {ch%&l)efcog 5 shows

an exenplary e an a ol n counterfelt access poi nt
sendi ng beacé&ames arenalypéDathe dat@xor&oﬂhmtsthanommfmi acyssfpomte di agr am of a
process for detecting a counterfeit access point in a WAN, [0013] Fig. 7
shows anot her exenplary flow diagramof a process for detecting a

counterfeit access poi nbfgst@mw(ﬁmofa@ﬁE[mwnﬁglG@REgom anot her

exenpl ary flow diagram of a process for detecting a counterfeit access
point in a WO0MR6] D& preb&DiIDESER Gl NS OOWS stdad tyrmearerice tpthevoldieviagmor e

o o Lt A% RESSRcp B Sl b g5 P o
in which like parts may be referred to by like numerals:
[0007] Fig. 1 shows an exemplary Open Systems Interconnection (OSI) seven
layer model;
[0008] Fig. 2 shows an exemplary extended service set in a wireless local area
network (“WLAN");
[0009] Fig. 3 is an exemplary flow diagram illustrating various states of stations
in a WLAN;
[0010] Fig. 4 shows an exemplary embodiment of an access point sending a
beacon frame;
[0011] Fig. 5 shows an exemplary embodiment of an access point and a
counterfeit access point sending beacon frames;
[0012] Fig. 6 shows an exemplary flow diagram of a process for detecting a
counterfeit access point in a WLAN;
[0013] Fig. 7 shows another exemplary flow diagram of a process for detecting a
counterfeit access point in a WLAN; and
[0014] Fig. 8 shows another exemplary flow diagram of a process for detecting a

counterfeit access point in a WLAN.

DETAILED DESCRIPTION
[0015] In order to provide a more thorough understanding of the present

invention, the following description sets forth numerous specific details, such as



2 WD 03/084255 PCT/ US03/ 09914 specific configurations, paraneters,

exanpl es, and the like. It should be recognized, however, that such
descriptiwoo3sssaaes i ntended as a limtation on the scopePofi/ushgopiesent

i nvention, but is intended to provide a better description of the exenplary
enbodi nents. [00161 Wth reference to Fig. 1, an exenplary Open Systens

I nterconnection (OSI) seven |ayer nodel is shown, which represents an
abstract nodel of a networking systemdivided into |ayers according to
their respective functionalities. In particular, the seven |layers include
physi cal | aysnecif@Zonfigiradeisopatiamgterso cxaayes, and thetlkel ilhshonkshher 104
corresponding to.l ayer 2 twork . | . r ondi ng.. er 3,
Cransport | aysrenied By FussdBHaREl ey Eur v FREUERER b ool ¥

cor r espondi ngop® of th Piesent iRVEBOAL Wit iiDiRtendydto prdvide abetsizsctiptign of o | ayer 6,
and application layer 114 corresponding to |layer 7. Each layer in the OGS
nodel only i Resxemplngepedimentyi t h t he | ayer i mredi ately above or belowit,

and differen ?ﬂgq &,\j\g@g ' [ i th each
other only EP? e %ﬁ%@?%ggt?gg%%ggﬂ%éﬂ?b v ?#ggggpgpgﬁggéﬁﬁggéers 100 and
116 can ef f @SI) yoley lp@mmodeliaskovat, viieh eprosentsaye abarsctgoddwfiwn pr ot ocol s.
For exanple, in _ogne exerrHJ ary .enttodi ment,..conput.er 100. can comruni cate
with conput Bftwergngsystenfividediiniq lpyervaceerling o tg?‘ﬁffé@%{?‘ivﬁg a frame from
appl i cation flngl&falifidéd MipaFRERi! BE s 1§|yafsomemde§ﬁ;?siéa@yaﬂyerhﬂ ow it until
the frame reaches physical layer 102. The frame can thén be transmtted to
physi cal | ayeorrespondadg todaygsut data 1ink layar 1 (st eqpeegpersting torlayry 2, vetwhrk ayer above

physi cal | ayer until the fra reach a j cation layer 114 of
conputer 11 GE‘yf%@)%ffnﬁ‘Peoﬁd fo &5 ﬁitr@?%ﬁ%yapﬁgr CWGF%cfnéiénsgy PIosT ﬂ’ar ea

net wor ks (" VieAbiSn )aégppm &respaidido 16y 3, pricbdntdtinghyct42 cohéspbnding r esponds
to layer 2 of the | seven_ |ayer nodel, as described above. Because | EEE

802. 11 oper atodayeito, ped/anpligatian lebier 11égprewpring 9 byenbdBpch Ipygrdp theg and
above can Op%f‘h%d@fo‘i@yre ﬁiéé}gctgggégg with'the 19%8&:9&%1%&?%&@'@% BelbwEE 802 wired

LANs. Furthernore, a ove can e uhaware e net Vor k
actual | y tr amapdiffetengcainputedtl 00 ayél 56 canasochrbalioate directly with each other

only at the physical layer 102. However, different computers 100 and 116 can

effectively communicate at the same layer using common protocols. For
example, in one exemplary embodiment, computer 100 can communicate with
computer 116 at application layer 114 by propagating a frame from application
layer 114 of computer 100 through each layer below it until the frame reaches
physical layer 102. The frame can then be transmitted to physical layer 102 of
computer 116 and propagated through each layer above physical layer 102 until
the frame reaches application layer 114 of computer 116.

[0017] The IEEE 802.11 standard for wireless local area networks (“WLANs”)
operates at the data link layer 104, which corresponds to layer 2 of the OSI seven
layer model, as described above. Because IEEE 802.11 operates at layer 2 of the
OSI seven layer model, layers 3 and above can operate according to the same
protocols used with IEEE 802 wired LANs. Furthermore, layers 3 and above can
be unaware of the network actually transporting data at layers 2 and below.
Accordingly, layers 3 and above can operate identically in the IEEE 802 wired
LAN and the IEEE 802.11 WLAN. Furthermore, users can be presented with the

same interface, regardless of whether a wired LAN or WLAN is used.



Accordingly, layers 3 and above can operate identically in the | EEE 802
wired LAN and the |EEE 802.11 WLAN. Furthernore, users can be presented

wi th the weanms42si er f ace, regardl ess of whether a wired LANTAISOMNMSN i s
used. 3 WO 03/084255 PCT/US03/09914 [0018] Wth reference to Fig. 2, an
exenpl ary extended service set 200, which fornms a WLAN according to the

| EEE 802. 11 standard, is depicted having basic service sets ("BSS') 206,
208, and 210. Each BSS can include an access point ("AP') 202 and stations
204. A station 204 is a conponent that can be used to connect to the W.AN,
whi ch can be[08d8) Wath Ipfarcra;blt@Flthaan mmyaryammﬂmem«feset 20 whieh be

f d f :
2 ctat fon 200 EaA LAY Repihe Buip IR SAIDRAdRa T bRARed Fodue bt - ana

the like. |gradéidts OBSSY) Q(D@tZOQthaQ‘lOCEactSBSQQﬁﬁ ithifel 8 cERE pbiges such as
aut hentication, deauthentication, privacy, delivery of data, and the |ike.

[0019] Each EARY) 392 Mt@ms@@mt@w%m éé@rnpowni thapepndre @9@({ hr ough an
link,
s 1 er st0hed o e NI Whith EAfAy RIS, BORME AR, uRERURED AHZT

descri bed abeanehe refedreddans aﬂdiehwo)laaﬂdpjermppmarkﬁhtsrtfaidebjatd dfor$estaticees, such
as associ ation, .disassociatjon, distribution, int egratl on, tﬁn?]ﬁt he |ike.
fft

Accordingly, @ étﬁtlﬂpz%‘?”cl%ﬁ'? lapiemeampHicE 2 RFsoRakdigiial gssistansang Cits BSS
206, 208, ang, a’djdﬂxonagg ﬁ@?@fzeﬂ%u ﬁﬁ% stafién sérﬁ'&@élﬁféh@%d{%t%%@%n called a

di stribution systeny or s e backbone of the W
di stributi ond&jaﬁteatwazmﬁ pravacynddlively dfdeta, andrtéabéks and wired connections.

[ 0020] Wth e to F 2 and 3, u | E 802. 11
oo oo ST RS Tsosridan CoBluniahiectiy i AL AR HeSiEh e i ¢ an
AP 202 in orfgk, suétpaélgpgeﬁamg aadib oeﬁnfﬁr&ﬁs'igrzdi@em?e@ﬁ WEANZShsmhgeor di ngly,
with reference to Fig.~ 3, station 204 begins in State 1 (300), where

station 204 hafl igpeitierhe Eta¢ltéPe?@2 can suppertsaion senvinea s esaribah abgvegE | n
S e T T e
to an AP 202dis@ibatibhenicilafion, and the like. Accordingly, an AP 202 can communicate

with stations 204 within its BSS 206, 208, and 210, and with other APs 202

through medium 212, called a distribution system, which forms the backbone of

the WLAN. This distribution system 212 can include both wireless and wired

connections.

[0020] With reference to Figs. 2 and 3, under the current IEEE 802.11 standard,

each station 204 must be authenticated to and associated with an AP 202 in order

to become a part of a BSS 206, 208, or 210. Accordingly, with reference to Fig.

3, a station 204 begins in State 1 (300), where station 204 is unauthenticated to

and unassociated with an AP 202. In State 1 (300), station 204 can only use a

limited number of frame types, such as frame types that can allow station 204 to

locate and authenticate to an AP 202, and the like.

[0021] If station 204 successfully authenticates 306 to an AP 202, then station

204 can be elevated to State 2 (302), where station 204 is authenticated to and

unassociated with the AP 202. In State 2 (302), station 204 can use a limited

number of frame types, such as frame types that can allow station 204 to associate

with an AP 202, and the like.



[0021] If station 204 successfully authenticates 306 to an AP 202, then
station 204 can be elevated to State 2 (302), where station 204 is

aut hent i cabedos«sand unassociated with the AP 202. In St aCe/R0y/GO) ,
station 204 can use a limted nunber of frame types, such as frane types
that can allow station 204 to associate wth an AP 202, and the like. 4 WO
03/ 084255 PCT/ US03/09914 100221 If station 204 then successfully

associ ates or reassociates 308 with AP 202, then station 204 can be
elevated to State 3 (304), where station 204 is authenticated to and
associ at ed WQ0R2lAH siroipn 204 tiemuecegsfoplip agsocigtes of sraswoiptesa8 st ABny frane
types to co i,cate w Al t [ Q ] WLAN. | f
station 204%&?‘%‘@@5’“5@@5@%§g|g’1aetg iﬁg%%n%g {eff@ggi’%%ﬁ%él%@e%qgt ation 204

can be transhithémigtell @ Sddsociated withi¥el DOZ. eln Sthte 3t (@049 BtalO 200 ein usecei ves
deaut hentication notification 312, then station 204 can be transitioned to
State 1. Unddyframetypesto gapmynicale yahoAR 205 and otheiotiations 204 in the

aut hent | cat eqtndif SIS0 18650l Bt RRSANAL oG, 620 ALY 2B

associ ated with one at any tine. th reference again to
Fig. 2, onceca st tadnsnion2dth Statedthetheimoatad stabomAM theaseeivesed wi th an AP

202, the station 204 can cammunicate with a her, station ,204 in the W.AN.
In particul afica eﬁ‘%‘i"l}r‘i“’?@ﬁ”?&‘rﬁ@e&‘ﬁn taﬂﬁ%gg‘gwmltﬁme%mt@éqadqress, a
basi ¢ servi C_@Jn%@rtthéﬂ'ﬁfiﬁ 8@2.??5&9&&&%&% Q(dh%%bgéhtheﬁt'f%téﬂ to@ﬁ?érérﬂat' on
address, to its associated AP 202." The AP 202 can then distribute the

message to tAEs20Asimnitapehshpbuel danedlyadie asheciated withane &P 2dateny tims. t he

nmessage. Thj J,nat.i on _addr ess.. cgn_speci f t.ation 204 .in_ the sane
nes 50e, 20n10vg3F WA A8HNTS B BB 35diop 308 Sl Rk IS, DRI |
the AP 202 t h¢sotigied withsdnr ARQD2 QRe §ti861£2042¢4. cotRidddatAMithaueierdtgion2 depi cts

an extended service set 200 having three BSSs 206, 208, and 210, each of
whi ch i ncl udé04 hythe WkAN; dpparpigular,iastaiion 204 cpesendarmesspgellpving®  an ext ended

sorvice, S5 SMeSARGLO,HAE AU ERSRRRE poiE, 395 210, o o

802. 11 st anddedtinati@f wideesss, t6titatac@iialiddAR 202.aSBOAPE0R can then distribute the
message to the station 204 specified as the destination address in the message.
This destination address can specify a station 204 in the same BSS 206, 208, or
210, or in another BSS 206, 208, or 210 that is linked to the AP 202 through
distribution system 212.
[0024] Although Fig. 2 depicts an extended service set 200 having three BSSs
206, 208, and 210, each of which include three stations 204, it should be
recognized that an extended service set 200 can include any number of BSSs 206,
208, and 210, which can include any number of stations 204.
[0025] Under the current IEEE 802.11 standard, before a station 204 can associate
with an AP 202, station 204 first locates the AP 202. With reference to Fig. 4, an
exemplary system that can be used to locate an AP 202 using beacon frames in a
WLAN is shown. More particularly, according to the current IEEE 802.11
standard, AP 202 can transmit beacon frames 400 across transmission range 402.
Stations 204 located within transmission range 402 can detect beacon frames 400.
In addition, stations 204 can use information in beacon frames 400 to locate AP

202’s BSS 206, 208, or 210 (Fig. 2) at a later time.



with an AP 202, station 204 first |ocates the AP 202. Wth reference to
Fig. 4, an exenplary systemthat can be used to |locate an AP 202 usi ng
beacon frapws/iosa2sma W.AN i s shown. More particul arly, accecaiusg3/oit he
current | EEE 802.11 standard, AP 202 can transmt beacon franes 400 across
transm ssion range 402. Stations 204 | ocated within transm ssion range 402
can detect beacon frames 400. In addition, stations 204 can use
information in beacon franes 400 to | ocate AP 202's BSS 206, 208, or 210
(Fig. 2) at a later tine. 5 WO 03/084255 PCT/US03/09914 [0026] Generally,
beacon fr amel026DGerarally;beacda framhesraPRichp mctudehnigsmatiemsuchypp &ametimecon frame
i nterval /rat sequence nu r, tinmesta capabi lity .i.nforpation SSI D,
supported r aﬁ%aﬁm %ﬁ@ed?te%pga??’ﬁ%lﬁg?%%rg%rr’ R Sg‘?m@’i Craé%l?lﬁé'el aﬁggnr%témt’ DS)
paramet er segSI,sgppiried Yates Rk B8 o PHYa2drRéter sets tire@Reqiehee (DKe. [ 0027]
According to the current |EEE 802.11 standard, sendi ngi_ beacon franmes 400
from AP 202 BAMBET et fresvancy henpinge(EH) parpmeterset padticiliég- i n the WLAN can

be lost if A - e : i if AP 202
does ot senlPBLbASRS Rl (RGERERIATA BFRmANE celdithe bARbARRRS: | ot A
202 by passuo®irym ABReDcarpbd Gptionialy rtdveevier, somAFuzidnalitysh éedWLadNat i on 204
can send a probe . request to locate AP 202. However, .nore b i dt h and

time can be F¥YRA ]P%td?f*? 202 slogs Betsend, eazea%rﬁwefﬁ 0. ‘Z{antﬂ‘&‘ievﬁz}&)g&y sends a
probe requesodGok Q5AMIRaENR fraflds 400UEhAG J0d Bay h bd BAMoNEcE APIBADy204, 11
AP 202 does not send beacon franes 400 periodically, the roam ng Stations

204 can sendpassdiely listepiregsfos sigpalsifiodi ARI209. Insteaddsatiano2Qdommatsend hprohp.
However, periodical sendi robe reguests.fromthese yoamn tations
204 can consm%eég%l‘?%ﬁtﬁfg@ %@‘ﬂdﬁ?‘ﬁ?‘ﬁr’dﬁ %li’taf‘a&él.dﬂ? ?‘PrgatﬂfEFtc?rbﬁ?reﬁPlr%*ﬂ%ZOZ does
not send beaggyh stdtRAL94 4 theaW I AN AdiveduallP4enddgsiobOieqfestth Rcie Ape request,
then both station 204 and AP 202 can be unaware of the other. Accordingly,

al t hough sendPhgFutwsnere faneamingstatipnn? (i 28D 202 doesqot spndi bsaean  sendi ng
beacon frames 400,64 ‘%Ho Fea gt%g?garﬁiﬂggtgﬁgnst%scahhégrg& b@gﬁl'éqgé’st?f the WAN

[ 0028] However, “sending bea ramne rom can al so
periodically in order to locate the AP. However, periodically sending probe

requests from these roaming stations 204 can consume even more bandwidth and
time. In addition, if AP 202 does not send beacon frames 400 and station 204
does not send a probe request, then both station 204 and AP 202 can be unaware
of the other. Accordingly, although sending beacon frames 400 from AP 202 can
be optional, sending beacon frames 400 from AP 202 can improve the
functionality of the WLAN.

[0028] However, sending beacon frames from APs in a WLAN can also
compromise the security of communications over the WLAN. As noted earlier,
WLANS can provide users with increased mobility, in comparison to wired LANSs,
but the security of communications over a WLAN can vary for reasons that are
not present in wired LANSs.

[0029] For instance, with reference to Fig. 5, a counterfeit AP 500 can obtain
confidential information from a station 204 by posing as an authorized AP 202.
More particularly, counterfeit AP 500 can transmit beacon frame 504 across a
transmission range 502. Beacon frame 504 can include information such as frame
type, beacon frame interval/rate, sequence number, timestamp, and the like.

Stations 204 located within this transmission range 502 can detect beacon frame



conprom se the security of communi cations over the W.AN. As noted earlier,
WLANs can provide users with increased nobility, in conparison to wred
LANs, buwotosesesxurity of comruni cations over a W.AN canPcarugod/a9i4 easons
that are not present in wired LANs. [0029] For instance, with reference to
Fig. 5, a counterfeit AP 500 can obtain confidential information froma
station 204 by posing as an authorized AP 202. Mre particularly,
counterfeit AP 500 can transmt beacon frame 504 across a transm ssion
range 502. Beacon frame 504 can include information such as franme type,
beacon fr aneS¢htAferaletacting beasen fiames Odusieiian 2Q4; ep gss0sinte With comdenfsike.

Frame 6 w0 037 oSSRt th 8 sbhROFEY AP R045 AR iRl A80ABC PURCRT,
station 204 Oate &ssdstedivithwohiteffoit APPSR thtion EAHEM), trankinit@ohfidensial zi ng t hat

counterfeit AP 500 is not an authorized AP 202. Once associated with
counterfeit W@@G@OD;&%RW‘% feptodP 68% transmit confidenti al information to

counterf el t (3P o3 ot UoRCSE af ettt %gédgggr@ﬁ@w%erfe't AP,

a counterfei can pose as an au orize I'n particular
counterfeit péeadanaathodsideAP202 Inpdrmﬂmccnmtafmmwé(]@ bar deedudd 202, such

as the SSID f aut hoyi zed AP 2 C.a for ed AP 202,
and the |i kem?mfﬂf’ﬁ ‘%Htla“%“?)%g‘gge%& Q/A %g{;ﬁis bﬂ*tlé?i“\ﬁﬁpﬂ; #(#e same SSI D
as aut hori zeg,APARORdrds8 fo AMROARR] APBR ORI the AKA't €5ilRérkei?RP300 c&@n obt ai n
and use the MAC address of authorized AP 202. In addition, counterfeit AP

500 can | ocathenbtsselllfﬁglmghwﬂh@lmﬂam&%@ aAlauszc%AB\ZQthu@zrm:u on in the

WLAN. In sone lLicatio erf i t. AP 500, a stronger

si gnal acros® p?ﬁg lWAV\‘I"’inEer%Ptd@r%% tal%@“ PsetthgﬁfAé@% e 5assom ate with
it instead ofutRerizdrAZ 26l AR ad@ition| &ﬁﬂﬂ&feﬁ@%ﬂ%cﬁﬂdéﬁteﬁﬁ@fﬁeaﬂ% 500 can
obtain confidential information from _stations 204 by posing as authorized

APs 202, coupttberizedtANPE2 waryordkdetectien dbthe JMEADR Jn£BME aBBUGAPRS; probl ens i n
a VLAN ACCOLSliuiale APSHEEA] RhfiftNfIbel digna BeronHle WAL ANMORIG R e used

to i nprove security in
entice stations 204 to associate with it instead of authorized AP 202.

[0031] Because counterfeit APs 500 can obtain confidential information from
stations 204 by posing as authorized APs 202, counterfeit APs 500 can create
unacceptable security problems in a WLAN. Accordingly, detecting counterfeit
APs 500in a WLAN can be used to improve security in the WLAN.

[0032] With reference to Fig. 6, an exemplary process for detecting a counterfeit
AP is depicted. With reference to Fig. 5, assume for the sake of example that AP
202 is an authorized AP and that counterfeit AP 500 is an unauthorized AP
attempting to pose as authorized AP 202. As described above, AP 202 sends
beacon frames 400 and counterfeit AP 500 sends beacon frames 504 in an effort
to associate with stations that would associate with authorized AP 202. As such,
as also described above, beacon frames 504 can include similar information as
beacon frames 400 in an effort to pose as beacon frames 400. For example,
beacon frames 504 can have the same sender MAC address (i.e., the MAC address
of authentic AP 202) and the same beacon frame rate.

[0033] In step 600 (Fig. 6) of the present exemplary process, detector 506
receives frames from APs having transmission ranges that include detector 506.

As such, in the exemplary scenario depicted in Fig. 5, detector 506 receives



[0032] Wth reference to Fig. 6, an exenplary process for detecting a
counterfeit AP is depicted. Wth reference to Fig. 5, assune for the sake
of exanplwotohas428f 202 is an authorized AP and that countremrfusos/o9¥rs 500 is
an unaut horized AP attenpting to pose as authorized AP 202. As descri bed
above, AP 202 sends beacon franmes 400 and counterfeit AP 500 sends beacon
frames 504 in an effort to associate with stations that woul d associ ate
wi th authorized AP 202. As such, as also described above, beacon framnes
504 can include simlar information as . beacon frames 400 in an effort to
pose as beacbeachn fiamss 400and-y}4 BmrptherizedbARZHR and appshaoed cawntprdgie t he
sane sender M%% dgereescivéli .e., the MAC address of authentic AP 202) and

t he sane beacon ftra rare: [0033] In step 600 (Fig. 6) of the present
exenpl ary pr (0039F In slep 602 Wig. W) SdetéctareiObaseabii@itR rhte @wARS fhavdsiige

transm ssion ranges that include defector 506. As such, in _the exenplary
scenari o depfeewad tndeterguingsa measused Bams ppge.r Kergixgmple ingneponfguratian,
PCT/ US03/ 099 f f A0 R nd
unaut hori zed&éc]tgﬂtﬁfgqﬁ?%nt&%ﬁ%é%gb%gggg%ﬁlv% y.sq%%%rg]&?ggétpgﬁgéfsg (Fig.
6), det ect or tibfe6 Foeteusaksof dxampd, essatmevhatdetetton 586 caungs a toead@f 100 t 0

determ ne a asured frane rate. For, exanple, .in one_configuration,
det ect or SOG%HH(%‘HWF’ ‘?lﬁéh é?‘elﬁ?la’a’e%g%?ofqeﬂf&ﬂpgg%%‘ggﬁe&‘F‘il‘l‘f[]f a period
of time. FobedcBR fRA1ES 400 afd S0M ldGring@ s SWEEHANAlrAEt £6 b, RORIsCRYMpR, & tot al

of 100 beacon franmes, which in the exenplary scenario depicted in Fig. 5
woul d i ncl udéhe theasursd beacondanzORtesis d03tunes gar $eagnda 5 second interval . As

such, in thi |.e asur ed acon frame rate .is 20 franes per
second. 1 0033 ER Py oo ie T etiefét 98GR Pates BEmEB i o ild BB . e
frame rate t etatdderantd atec A de3ebadaibove, Alse sigsd fabrdata ool Be obtimed fidhed frame
rate can be obtained from the information provided in the frame itself. In

the present Hrdnfsraationpramided inthe frame iselt duthsaaessnt eempte. peumeithatbeacon
frame 400 'Sth]eosteft&%@ﬁofﬁﬁmg?ﬁﬁgfgg%ﬁ%ﬁ? nﬁ%@%ggbggg) ?Eﬁésepeéké&gﬁe%%‘” ed frame

rate is 20 franes per secon t ), detector 506
det er m nes i tlekribediasicvef the imeAfured frdmt eatt ¢x20 frames per second.

[0036] In step 606 (Fig. 6), detector 506 determines if a counterfeit AP is detected

based on the comparison of the measured frame rate to the stated frame rate.
Again, in the present example, the measured frame rate is 20 frames per second
and the stated frame rate is 10 frames per second. As such, in the present
example, detector 506 determines that a counterfeit AP has been detected based
on the difference in the measured frame rate and the stated frame rate.

[0037] With reference now to Fig. 7, another exemplary process for detecting a
counterfeit AP is depicted. With reference to Fig. 5, assume again that AP 202 is
an authorized AP and that counterfeit AP 500 is an unauthorized AP attempting to
pose as authorized AP 202. As also described above, unauthorized counterfeit AP
500 can obtain the MAC address of authorized AP 202. Counterfeit AP 500 can
then use the MAC address of authorized AP 202 as the sender MAC address in
beacon frames 504 in an effort to associate with stations that would associate with
authorized AP 202. ‘
[0038] In step 700 (Fig. 7) of the present exemplary process, detector 506
receives frames from APs having transmission ranges that include detector 506.

As such, in the exemplary scenario depicted in Fig. 5, detector 506 receives



based on the conparison of the neasured frane rate to the stated frane
rate. Again, in the present exanple, the neasured frane rate is 20 franes
per secoraoO oafsithe stated frame rate is 10 franes per seeomdisoHsosuch, in
the present exanple, detector 506 determ nes that a counterfeit AP has
been detected based on the difference in the -neasured frane rate and the
stated frane rate. [0037] Wth reference nowto Fig. 7, another exenplary
process for detecting a counterfeit AP is depicted. Wth reference to Fig.
5, assunme again that AP 202 is an authorjzed AP and that counterfeit AP
500 is an unbtichnfiRmedddpand Yninm Agtheszed,08 08 andunandharized camtardit  As al so
descri bed ab eyoou;%get Hgélgzed counterfeit AP 500 can obtain the MAC
address of au horiz 02. Counterfeit AP 500 can then use the MAC
address of a[00BO) Iizsep P02 @0 7y sletdotor S66 demphieCitrddqense hambaada@on franes
504 in an effort to assom ate with s%eatlons t.hat woul d. associ.ate with

aut hori zed Ascoyed famgaehesgquengsnupprer Ofjaprevigu ref’ﬁ‘@“b&é’é‘@ﬁ‘f“het Bnpl ary

process, det genéaﬁmce&e'rééesm BERilcagdVee thaﬁl ROMLSSI on ranges

that include detector 506. suc in the exe scenario depicted in
Fig. 5, det edttestosyH neeelwsxaelseaaomlﬁ@/mwmnmﬁb BBCCIBY Mgl addressadon fr anes
400 and 504 h m aut or| %O%gggzdd naut |zed é%unter eit AP 500,
respecti vel y 15805 a|.n|1|e SFROFT a 56558 cf?‘iﬂve §2CB M %es t he

sequence nurrﬁﬁfch@sf thd sedRE MINE€AddredyoY aheutﬂwlzeemea&ect&me&ongfam@ tR¢ evi ously
received frame with the sane sender MAC address. More specifically in the

present exarrﬁﬁqeenqmenmbeaef@emene@@e@@eérmtoah%wmeﬁmmrqu det er mi nes

t he sender ress ess of
t he recei veg/g}beacglﬂrf:reé‘%gbe%r&%ctﬁ relt{s}gn erg'{%@%gd&eg@ﬁ%%an au hori zed

AP, det ect or e&fiér. corrpares the sequence number of the received beacon frane
to the sequence nunber _of reV| ouslé recei ved beacon_ frame fromthe sane

aut hori zed AH04Ghinsema4 @t‘%r é,diete@gmsiO determmes 11 3 souatesigit Aduis detegted7) |
detector 506p4gheh Qﬁ@@o?nﬂa‘hs@n SPtHQts&{ueﬁéet nuffber $f HRUEGERA frame to the

sequence number of a previously received frame. If the sequence number of the
received frame is consistent with that of the previously received frame, then
detector 506 saves the sequence number of the received frame as the sequence
number of a previously received frame. However, if the sequence number of the
received frame is not consistent with that of the previously received frame, then
detector 506 determines that a counterfeit AP has been detected.

[0041] More particularly, in accordance with current IEEE 802.11 standard, APs
send frames with sequence numbers that follow an incremental pattern. For
instance, assume that authorized AP 202 sends beacon frames 400 having
sequence numbers in ascending order such as 100, 101, 102, and the like.

[0042] Assume that detector 506 first receives beacon frame 400 having sequence
number 100. As described above, when detector 506 receives beacon frame 400,
it examines the sender MAC address of beacon frame 400 to confirm that the
sender MAC address matches that of an authorized AP, which in this example is
that of authorized AP 202.

[0043] Assume that beacon frame 400 having sequence number 100 is the first
beacon frame received from AP 202. As such, because the sequence number of

the received beacon frame 400 can not be compared to that of a previously



based on the conparison of the sequence nunber of the received frane to the
sequence nunber of a previously received frane. |If the sequence nunber of
the recewoadodnsame is consistent with that of the previ orsiyusSogaewiaed
frame, then detector 506 saves the sequence nunber of the received franme
as the sequence nunber of a previously received franme. However, if the
sequence nunber of the received frane is not consistent wth that of the
previously received frane, then detector 506 determ nes that a counterfeit
AP has been detected. [0041] More particularly, in accordance with current
| EEE 802. 11 ®mreinddbercomframedi@fdthe seanecapumbes ofjtherreecivadriseean framae f ol | ow an
i ncrenent al %te{n. Fot instanceémiins1 U t?ea\;ti a thogii Zael?e AP EIOZ sends
beacon franes’ 480 %5%%@6“‘@&6%‘}?8% Aunber’s 4iPheYA%t nrﬁf:ngjeo der™ #40K as 100,
101, 102, anglpg he like. [0042] Assune that detector 506 first receives
beacon franme 400 havi ng sequence nunber 100. As described above, when

det ect or 506[Q0éébN\¢é’saS§)‘§a@:gﬂt dategter MGgeceiyes adeasamisame A4 Hemder MAC addr ess

f b f i: e 3 t hat of
o author zel el AL <60 NS dBhnbiifed SRUERAMRAASE S BuHBRAR"S TNal ©
[ 0043] AssumAPtioat Alsasomé dareowddé fdindP 300 hegieanbeacom framie 500Qsing t he fir st

beacon frame received from AP 202. As_ suc hecause the sequence nunber of
t he recei vedﬂ’ﬁéﬁ’é‘?fﬁM/ﬁgr?éd@éﬁoéé‘H“%Fd@é) r‘rﬂ'&’r"%ﬁi’e’f’ésstuﬁé?ttgg‘ftg% previously 9

WO 03/ 0842553 églé)&mb%?%Aeaaoﬁcfﬁarf{@@bmawcwnmiﬂmsoé fesgsequence number

of the recei eacon frane 400 1s stored as the new sequence nunber of a
previ ously r Aceirdaglhedendetectanf06 d@iparéOibd 4¢quisoee mushemef theatcetesdect or 506

recei ves a beacon frame,504 from counterfeit AP 500 ich.is unauthorized
and attenpti 53"?’6&68’&""3%“86\%{}“%‘?’?3?3’_ 18 Eb 95%“58“&’2’5%(50“‘& counterfeit
AP 500 has ngébbézﬁ@@(}@&i‘fddmc&%axﬂélw}ﬁch inhRiseRaE e 196D, A £6 Hotof

aut hori zed AP 202. However, assune that the sequence nunber for beacon
frame 504 sepensigjentodasesty detectarS Bpdeterming. that AcopnigriagIAP SQHmas bgert ect or 506
conpar es thedgtg&ggnce nunber of the received

[0045] If detector 506 determines that the sequence number of the received frame
and the sequence number of the previously received frame are consistent, then the
sequence number of the received frame replaces the sequence number of the
previously received frame, and the new sequence number is stored. For example,
if the sequence number of the received frame is 101, then 506 stores 101 as the
new sequence number of a previously received frame.

[0046] The IEEE 802.11 standard is a family of specifications, which includes the
802.11, 802.11a, 802.11b, and 802.11g specifications. The 802.11 specification
provides 1 or 2 Mbps transmission in the 2.4 GHz band using either frequency
hopping spread spectrum (FHSS) or direct sequence spread spectrum (DSSS).
The 802.11a specification, which is an extension to the 802.11 specification,
provides up to 54 Mbps in the 5GHz band using an orthogonal frequency division
multiplexing encoding scheme rather than FHSS or DSSS. The 802.11b
specification, which is also an extension of the 802.11 specification and
commonly referred to as 802.11 High Rate or Wi-Fi, provides 11 Mbps
transmission (with a fallback to 5.5, 2 and 1 Mpbs) in the 2.4 GHz band using
DSSS. The 802.11g specification, which is the most recent extension of the
802.11 specification, provides 20+ Mbsp in the 2.4 GHz band. Undoubtedly,
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beacon frame, which in this exanple is 50, to the sequence nunber of the
previously received beacon frame, which in this exanple is 100, they are
not conswetosns425As such, detector 506 determ nes that a ecmruses/dmis AP 500
has been detected. [0045] If detector 506 determ nes that the sequence
nunber of the received frane and the sequence nunber of the previously
received frane are consistent, then the sequence nunber of the received
frame replaces the sequence nunber of the previously received frame, and
the new sequence nunber is stored. For exanp i f the sequence nunber of
t he recei vedfufthemext¢nsiong and thﬁéﬂfo@@éd’élpai‘l@@2lldlspa@ﬁﬁfﬁ@ns aeikebyiodisce nunber

of a previous e ] The | EEE 802.11 standard is a famly
of spemﬂca?ﬁkéérlll he%evén ST e e 802.11, 802.11 a, 802.1 I b, and

802.11 g Spe[lDDfW]CthdcedSk‘ilanéEhelt}BfIhBcﬁﬁer&ﬁmleﬁﬁ@&ttioﬁmfﬂwmildas 1 or 2 Mops
transm ssion in the 2.4 band u5|ng ej.t her. frequegéé p ng, _spread

spectrum ( FHBSyifisation, pdetel %fel(ﬁfé‘ﬁw SHF dglinedfa¢r Fhanneisddsio, ki THe 4302, 11a
speci ficatiogy 4\%*11;%*32' 5.30,6 C}%@st@nlsﬁ ahﬁ'@ﬂg)o h?el?ﬁe&faﬁﬁéié‘% o, Provides
ban gona

up to 54 Nbps iIn using an ort requency di vi sion

mul ti pl exi ngd&d@psik, 59, ¢ had64 natused. IhkpalkidBshmets 33538, 42Thed 802rel | b
specification, which is also an extension of the 802.11 specification and
comonly ref®cled to as 802.11 Hi gh Rate or W-Fi, provides 11 Mps

transm ssi onjoo4gf 1 aﬁec&ﬁhﬁ&aﬁl& {n@ carrent 131p?éﬁ@en1at%b§ the 802t 2.4 GHz band

using DSSS. The 802.1 | g specification, which is the npost recent extension
of the 802.specidiseteor,adetal ofnl 4 q@amnlsj@rg dzﬁned\ﬂygp channelsd - D4)4 Iethe Band.

Undoubt edl y, 10, 0, 03/ 084295 PETI LS03(09944 d
ther ef or e aclFMRAT gt vaen BERTareeienails P2t bl SRS PR R shea

and avail abl 4 4l usé® future. [0047] I n accor dance mnth t he current
i npl ementation of the 802.11 a speC|f|cat|on a total .of 16 channels are
defined (i .el0048h¥itheteferegice tgBie. San ayghorized AP202 opgratesdn asingless 60, 64,

159, 153, 154, giqnja%]r')en do? Cltﬁ:f Vﬁca@ga%ggééa@e &%nﬁ%n 4 A80H2, 56, 60,

and 64 are use apan, are
operates using the 802.11a specification, authorized AP 202 uses one of the

defined channels in the 802.11a specification (i.e., channels 34, 36, 38, 40, 42, 44,
46, 48, 52, 56, 60, 64, 159, 153, 157, and 161). Similarly, if authorized AP 202
operates using the 802.11b specification, authorized AP 202 uses one of the
defined channels in the 802.11b specification (i.e., channels 1-14). Authorized
AP 202 can also operate in dual-mode in which case it uses both the 802.11a and
802.11b specification. However, even in dual-mode, authorized AP 202 uses one
channel in the 802.11a specification and one channel in the 802.11b specification.
[0050] With reference now to Fig. 8, another exemplary process for detecting a
counterfeit AP is depicted. With reference to Fig. 5, assume again that AP 202 is
an authorized AP and that counterfeit AP 500 is an unauthorized AP attempting to
pose as authorized AP 202. As also described above, unauthorized counterfeit AP
500 can obtain the MAC address of authorized AP 202. Counterfeit AP 500 can
then use the MAC address of authorized AP 202 as the sender MAC address in
beacon frames 504 in an effort to associate with stations that would associate with
authorized AP 202.

[0051] In step 800 (Fig. 8) of the present exemplary process, detector 506

receives frames from APs having transmission ranges that include detector 506.
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used. [0048] In accordance with the current inplenentation of the 802.1 Ib
specification, a total of 14 channels are defined (i.e., channels 1-14). In
the US, wbanfnei2ss 1-11 are used. |In Europe, channels 1-13raraSozendi4 | n
Japan, channels 1- 14 are used. [0049] Wth reference to Fig. 5, an

aut hori zed AP 202 operates in a single channel in a given 802.11
specification. For exanple, if authorized AP 202 operates using the 802.11
a specification, authorized AP 202 uses one of the defined channels in the
802. 1l a specification (i.e., channels 34, 36, 38, 40, 42, 44, 46, 48, 52,
56, 60, 64, zixssuchwethe exemplapycscanrrio, degicted iadig: S, deteelor ARG TegaidiesAP 202

oper at es st gehingaR8ado b SBSEY Lol aPULAas SeSlRE 202 tRET"e O

t he deflnedcgl?‘l S Ih |ca|on annesll4)
Aut hori zed APsZ)OZregpa@naé]go operate in dual rmde in Whl ch case it uses both
the 802. 11 a and 802.11 b specjficatio er, even in dual - node,

aut hori zed At00§élzhu%@%8Q¥n@lg Shadstrefori 5961dﬁ@“8@‘25 the chawgjescysed éasgndihand one
channel in tf I{P%‘aﬁ\%s brRREHe {;i‘f%é‘ltl ‘Qhen db%wso&\%écglvregf,@;csggﬁl RO to Fig.

8, anot her exe npl ary proces or détectin counterfert pi ct ed.
Wth referendé&erntinés the s&deﬁ]&hﬁﬁr&dcﬁg@eﬂoﬁﬂnabed&l@n%mslf the sendehdtACed AP and

that counterfejt AP 0.1is an unaut hori zed AP tte se as
aut hori zed AJAZ?F’ECS %ég%lp?&o’&l aes B’@&gﬁmt heg ngbéggte%ﬁ‘ﬁ feit AP
500 can obt ab%&@u&é%ﬁo%@ﬁﬁﬁé%eﬁon%ﬁ@rH@&oﬁ?angé)%th%mzeflfbe't AP 500 can

then use the MAC address of authorized AP 202 as the sender MAC address in
beacon franespesitation,dlne réfaﬁmlmsqd)toassd)meéaeecqm frametsandlodes inltlag besoon d

associ ate a horl 202. 005 80 f the
present exenﬁﬁﬁl?y'fbp%gg gtor G S F%%‘letl@g g’i’?éb ‘g)rno%?" s havi ng
transm ssi ondétamging tHehvhhniel Géadde s@lﬁitﬁéb%coﬁ@ﬁme 1A1teat31y) Aéte&tor 506

PCT/ US03/ 09914 As such, in the exenplary scenario depicted in Fig. 5,

det ect or 506¢3ncdeseronre th shanws! on which thobraserirame vas sercaedrie Aetewmindp 202 and
unaut hori zeducount e f €iiti A ROBeacdof FRAR! Y GLdbrdance with the 802.11a

specification, the channel used to send the beacon frame is not included in the
beacon frame. Thus, detector 506 can determine the channel on which the beacon
frame was received to determine the channel used to send the beacon frame.
[0053] In step 804 (Fig. 8), detector 506 determines if a counterfeit AP is detected
based on the channels used to send the beacon frames. More specifically, as noted
above, authorized AP 202 operates using a single channel. Thus, in one
embodiment, detector 506 determines that a counterfeit AP has been detected
when at least two beacon frames with the same MAC addresses are detected that
were sent using two different channels.

[0054] In another exemplary embodiment, detector 500 is configured to operate in
multiple modes. More specifically, in a first mode, detector 506 determines that a
counterfeit AP has been detected when at least two beacon frames with the same
MAC addresses are detected that were sent using two different channels without
regard to whether the two different channels are in different 802.11 specifications.
In a second mode, detector 506 determines that a counterfeit AP has been detected
when at least two beacon frames with the same MAC addresses are detected that
were sent using two different channels and the two different channels are in the

same 802.11 specification.

12



[0052] In step 802 (Fig. 8), detector 506 determ nes the channels used to
send the beacon franes. Morre specifically, when detector 506 receives
beacon f raiows/084265 determ nes the sender MAC addr esses of PCmaAIShEemooN
frames. |If the sender MAC addresses of the beacon franes are the sane,

t hen detector 506 determ nes the channels used to send the beacon frames.
In accordance with the 802.1 Ib specification, the channel used to send

t he beacon frane is included in the beacon frane. Thus, detector 506 can
exam ne the channel field in the beacon fane to determ ne the channel used

to send the B¥WASbH theamsentaxemplans erpbodimene theanede ipoehickedgtedter ¥0mi ne t he
channel on wh fir Epdﬁ)tz t,he channel
used to send” é%&eig%c}%n& e(r%g:r(%eb a non\é@@%tﬁ aaﬁllct:heO%vq\ne{l the Bl g}f@%fnd i

speci fi cati omodé.hBochranipds, ifseitbrized 2@R02tiH &nderaotolopame insludidhodd)cl uded in
the beacon frane. Thus, detector 506 can-deternm ne the channel on which

t he beacon f“?tﬁ‘ﬁ@r Hiscandesrlpeigd foorfate inihsdirstiaodadeserilied abere €i6-send t he
beacon frarre ] nes if a
counterfeit g‘ tﬂé%:t{}l e%hﬁ%gfggé%@sg ﬁ%@% g(ﬂ[ﬁ&e sglgételg%? Sgcggﬁ‘{mt]he beacon
frames. Mor efrax}neswithahad sayne mszddeﬁsesadmdetpctadltwaeménﬁBlﬂg)@vcoper ates

using a sing i n gne det ect 506 det er m nes

chanpel ., Thuys,
that a count eﬁe@w ﬂ@nﬁﬁgw @hreaé&déetvséﬁt eﬁﬂwwatdlff@ag&c %ewae%n frames

with the Sa”&ff&&t@d@ﬁ?%ﬁ&%c’éﬁ@ns@eiﬁﬁftlﬁﬁlkﬂm 2065 Rn&@hto SidrAE irf H¥al
di fferent channels. [0054] In another exenplary enbodi nent, detector 500 is

confi gured tmodpatetactoriSA0 cambe Sémcéedmdmgratwtbe sqsend mOdaﬂbgcnbﬂﬁawml r st

node, detect det.er es tha nte AR h et ect ed when
t Feast & voliSeaeorg el e eleiCan R iR dealen el 20 IPE RothER, °F ha
were sent uskigies Withdhd $2ieaVIA ChtiingsetsSareidttecred that %%&nt@sm@ﬁ&dﬂer the two
different channels are in different 802.11 specifications. |In a second

mode, det ect Biiesa channglsrang dae tio-diffarenbehanaels arerin M same 8028dd det ected when
at least two ;Q; ﬁféaﬁ Iflramss with the sane MAC addresses are detected that
were sent using ifferent channels and the two different channels are
in the sanme[@38] WitlsefatidecaFignt, th 2xMepas/ H8dases dFeedriHd8@BovOHt 4

detecting a counterfeit AP in a wireless local area network can be performed using
software and/or hardware installed on a detector in the wireless local area
network. In one embodiment, the detector is a station in the wireless local area
network. Additionally, the station can be mobile, portable, stationary, and the
like. For instance, the station can be a laptop computer, a personal digital
assistant, and the like. In addition, the station can be used by auser as a
diagnostic tool, by an administrator as an administrative tool, and the like, to
assess the quality of communications in the WLAN.

[0057] One advantage of the present embodiment includes allowing the station to
passively monitor the WLAN to detect a counterfeit AP. By passively monitoring
the WLAN in this manner, the station can detect a counterfeit AP in the WLAN
without burdening AP 202, consuming bandwidth, or interfering with traffic over
the WLAN.

[0058] Although the present invention has been described with respect to certain
embodiments, examples, and applications, it will be apparent to those skilled in
the art that various modifications and changes may be made without departing

from the invention.
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[0055] In the present exenplary enbodi nent, the node in which detector 500
operates can be sel ected based on whether authorized AP 202 operates in
dual nodEO 0Bos426xanpl e, if authorized AP 202 is known noPCrasSopewate in
dual node, detector 500 can be selected to operate in the first node
descri bed above (i.e., determning that a counterfeit AP has been detected
when at | east two beacon franmes with the sane MAC addresses are detected
that were sent using two different channels without regard to whether the
two different channels are in different 802.11 specifications). If

aut hori zed AP 202 is known to operat €AMRial node, detector 500 can be
selected to operate in the second node descri bed above (i.e., determning
that a countweﬁﬂ%}n.AP has been detected when at |east two beacon franes
with the sane iddr esses are detected that were sent using two
different channels and the two different channels are in the sane 802.11
specification). [005613%¥\V}Ch reference to Fig. 5, the e.x%g;)l ar){ processes
descri bed abbve f&rmetied abqsterhing acoumeHrl asEssponting Wirdletsdecal pisaa)  ar ea
network can PewRef Eqhpshdising software and/or hardware installed on a
detector in the wreless Tocal area network. In one enbodinent, the
detector is a st atdceiningbeatm fraimed at ssleteotoalin theodreleselavatl irea Adktiork,onal | vy,
the station can be bile, portable, s i onary,. and,th like. r

ot ance, ¢ hETSEH PR RSteah TR oS EE RSt e e A e ar gk BY

assi stant, apgk MfodeidéBess pbinB¢ehd i on, the station can be used by a user as
a diagnostic tool, by an adm nistrator as an adm nistrative tool, and the
like, to assess enabyraugihersceniedbepannriamasiabths detecidnao Yetast a QUDBTEt One
advant age of [-es ent | s allowing the station to

passi vely m%%c{é gsr]potlﬁégweA ?@g&c}gfaéé{eagl%{(%b&ﬁt erfeit AP. By passively
nmonitoring the WLAN in this manner, the station can detect a counterfeit
AP in the WLAN w_t hout hurdeni ng AP 202, consum ng bandw dt h, or
interfering %ith framethodefglaimdywhopeenalyzoeslompristugh t he present

i nvention has bee mggr' | rﬁg%g j qu',ﬂq?nts,

exanpl es, and appPll)tgatl odn%ﬁgﬂ%%\cn!afll qu%pfg@%%?%eg}etaﬁgggﬁs I1Ted in the
art that various dediminogta oesusddeatvarfganse rakyy abé made wi t hout departing

comparing the measured beacon frame rate and the stated beacon frame

rate.

3. The method of claim 2, wherein a counterfeit access point is detected if the

measured beacon frame rate and the stated beacon frame rate are inconsistent.

4. The method of claim 2, wherein obtaining a stated beacon frame rate from
the received beacon frame comprises:
examining a beacon frame to obtain a beacon frame rate stated in the

beacon frame.
5. The method of claim 2, wherein determining a measured beacon frame
rate comprises:

counting the number of received beacon frames during a period of time.

6. The method of claim 1, wherein analyzing comprises:
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fromthe invention. 13 WO 03/084255 PCT/ US03/09914 CLAIMS W claim 1. A
nmet hod of detecting a counterfeit access point in a wireless |local area

net wor k cwopBisi283): recei vi ng beacon frames at a det ect or PCm/ush®09si4 el ess

| ocal area network, wherein the beacon frames are transmtted over the

wi rel ess |l ocal area network by one or nore access points; and anal yzi ng
the received beacon franmes at the detector to detect a counterfeit access
point in the wireless |ocal area network. 2. The nethod of claim1, wherein
anal yzing conprises: obtaining a stated beacon frane rate froma received
beacon frane; detkipifing hegauenee asmberiromadcserivedbracomfranegid conparing t he

measur ed beacon fct, arlr ttﬁ &t inE S teﬁaéeetgmlﬁ)%? OOQSJ unfHef pt 2 The met hod
c el q? flsq&g#%cl}érg)lf) he

of claim2, wherern unt er access poln measur ed
beacon franepreaiodsigiiecdived ehahefhneacon frame rate are inconsistent. 4. The
met hod of claim 2, wherein obtaining a stated beacon franme rate from the
recei ved beacon frame conprises: exam ning a beacon franme to obtain a

beacon frame;rat erfl Heffddlof challff 6, RAGCATR E6RB feitrocdsd DolfE i WiscRld iflHRI M 2,
beacon frane

wherein determning a nmeasure rate conprises: counting the
nunber of redehined spantcmunttzresd tersequenee pembardfdtie previously @eceied net hod of
claim1l1, wheyein anal yzing conprises: 14 WO 03/084255 PCT/ US03/ 09914

obtai ning a %"ﬁ%%‘@@eﬁﬁ%ﬁ‘g?nsﬁt a received beacon frane; and

8. The method of claim 7, wherein a counterfeit access point is detected if the
obtained sequence number and the sequence number of the previously received

beacon frame are not sequential.

9. The method of claim 6 comprising:
replacing the sequence number of the previously received beacon frame
with the obtained sequence number if the obtained sequence number and the

sequence number of the previously received beacon frame are consistent.

10.  The method of claim 6, wherein the sequence number of the previously
received beacon frame is associated with a medium access control (MAC) address
of the previously received beacon frame, and wherein analyzing comprises:
obtaining a sender MAC address of the received beacon frame; and
comparing the sequence number of the received beacon frame to the
sequence number of the previously beacon frame if the obtained MAC address is
the same as the MAC address associated with the sequence number of the

previously received beacon frame.

11.  The method of claim 1, wherein analyzing comprises:
determining a sender MAC address of a first received beacon frame;
determining a channel number used to send the first received beacon
frame;

determining a sender MAC address of a second received beacon frame;
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conparing the obtained sequence nunber to a sequence nunber of a
previously received beacon frame. 7. The nethod of claim®6, wherein a
counterfewbDoaogess point is detected if the obtained seqeemasosnwyer and

t he sequence nunber of the previously received beacon frame are
inconsistent. 8 The nethod of claim 7, wherein a counterfeit access point
is detected if the obtained sequence nunber and the sequence nunber of the
previously received beacon frane are not sequential. 9. The method of
claim6 conprising: replacing the sequence nunber of the previously

recei ved beacon fg%twmmigtawh@wl spnbeiisgd &trd Mecserentbreceived begeonbt ai ned
sequence nung aéﬂl(a the sequence nunber of the previously received beacon
frame are consistent. 10. The nethod of claim6, wherein the sequence
nunber of the prewhewtleyendee MACaddizeses ofitHerfanteand Seamdaetemtedbentdnh a nmedi um
access contrgl (MAC), address of the previously received beacon frane, and
wher ei n anal E‘inﬁ@arééli*Fpﬁ“?eéc.’m%’tnz%tHF H%@%ﬂ%ﬁ%ﬂnmﬂﬁm%ﬁg toendiike 1 ecei ved
beacon frames 28k seORPBLLOY chiigs.sequence nunber of the received beacon
frame to the sequence nunber of the previously beacon frame if the

obt ai ned MAC address is the sane as the MAC address associated with the

sequence nu r of, the revj ously received pbeacon frane, .1 The.nmet hod of
claimi, vvhrerrgi n ih%lwg\oﬁé’?ﬁlcﬁlﬁﬂﬁils‘gé?mﬁl& eﬁéﬁé“’%ﬁ@%&bﬁ ‘%’/E&tegdﬁress of a
first recei vad ReasardchaiR] nufsirs brd diffe@nd channel nunber used to send the
first received beacon frane; determ ning a sender MAC address of a second

recei ved beacon frame; 15 WD 03/084255 PCT/ US03/09914 deternmning a
channel numbes usqg, FauRANY cfif 13EROY BE BLAGH ARRAE Y. AR lEA, AN when the

sender MAC addresses 0O second recel ved beacon
802.11 specification, and wherein a counterfeit access point is detected if the

determined channel numbers are different and the channel numbers are in the

same 802.11 specification.

14.  The method of claim 13, wherein the 802.11 specification is a 802.11a

specification or a 802.11b specification.

15. The method of claim 1, wherein the beacon frames are received below a

network layer in an Open Systems Interconnection (OSI) model.

16. The method of claim 1, wherein the beacon frames are sent and received

according to the IEEE 802.11 standard.

17. The method of claim 1, wherein the detector is a station in the wireless

local area network.

18. A method of detecting a counterfeit access point in a wireless local area
network comprising:
receiving beacon frames transmitted over the wireless local area network;
examining a received beacon frame to obtain a stated beacon frame rate;

determining a measured beacon frame rate; and
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frames are the sane, conparing the determ ned channel nunbers used to send
the first and second beacon franes. 12. The nethod of claim 1ll, wherein a
count er f eWD 0aogess point is detected if the determ ned clramnsb3/menbers are
different. 13. The nethod of claim 11, wherein the beacon franes were sent
using a 802.11 specification, and wherein a counterfeit access point is
detected if the determ ned channel nunbers are different and the channel
nunbers are in the sane 802.11 specification. 14. The nethod of claim 13,
wherein the 802.11 specification js a 802.11 a PeC|f|cat|on or a 802.11b
speci fication. 15compiinggbapgasyredheseon Famepue andhthestatqshsaesy fampes are

recel ved bel o @ adet WGk AXEloc 8 Rt GPBR IALERAl ALenEaRRECT T on (OS1)

nodel . 16. ereint eacon franes are sent and
received according to the IEEE 802 11 standard 17. The method of claiml,

wherein the detector is the wrel | ocal etwor k. 18.
A met hod of tec{rpﬁﬁleﬁ")g(ﬁ?zﬁ éa‘t" %fE’é’és%o“BE?Ffr%ft ALEPSHPIRE }Sé{eé??gll B2 area

net wor k  conppegdp béa@&?fréﬁh@gatb@ﬁ&% stat @ Baicdd R‘E}ﬁg‘ratté %@rfa‘(%nsis'&%tw rel ess
| ocal area networ exam ning a received beacon frame to obtain a stated

beacon frane rate; determ ning a neasured beacon frane rate; and 16 WO

03/ 084255 P USO 099 oyrpar,i,ng, t he measur beacon t. and t he
st at ed beacg%-éf ra g@d g @BP gt‘ggergl&fn“toé]fl*ééﬁ%ﬂ aﬁﬁeééggln{)ﬁa‘ﬁ%c ﬁ

wirel ess | ocgife rdaBared BbMIN HrameSate M theithred bedcof Ifihi® rA ard\BigfeRind. a
counterfeit access pint is detected if the neasured beacon frane rate and

the stated beacon frane rate are not consi stent. 20. The nmethod of claim

19, wherein cou fai p i i ed beacon
frame rate agd t hghgfnaefﬂ eog ogggggﬁgf‘?g%%mr%tt ée}%alﬁgé gg}éfgeurrganpsacgﬁ?‘%%e met hod
of cl ai m 18, rathesmaprisestet er mi ni ng a nmeasur ed beacon frane

counting the number of received beacon frames during a period of time.

22. The method of claim 18, wherein the beacon frames are received, the
received beacon frame is examined, the measured beacon rate is determined, and
the measured beacon frame rate and the stated beacon frame rate are compared at

a detector connected to the wireless local area network.
23. The method of claim 22, wherein the detector is a station.

24. A method of detecting a counterfeit access point in a wireless local area
network comprising:
receiving a beacon frame transmitted over the wireless local area network,
wherein the beacon frame includes a sequence number; and
comparing the sequence number of the received beacon frame to a
sequence number of a previously received beacon frame to detect a counterpart

access point in the local area network.

25.  The method of claim 24, wherein a counterfeit access point is detected if
the sequence number of the received beacon frame and the sequence number of

the previously received beacon frame are not sequential.
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rate conprises: counting the nunber of received beacon franes during a
period of time. 22. The nethod of claim 18, wherein the beacon franes are
recei ved,wohe/sa2exei ved beacon franme i s exam ned, the neagoragobeacon rate
is determ ned, and the neasured beacon franme rate and the stated beacon
frame rate are conpared at a detector connected to the wireless |ocal area
network. 23. The nethod of claim22, wherein the detector is a station. 24.
A nmet hod of detecting a counterfeit access point in a wireless |ocal area
networ k conprising: receiving a beacon frane transmtted over the wrel ess
| ocal area network, wherein the beacon frame includes a sequence nunber;

and conparigg th?héﬁgﬂﬁﬁ%?cﬁ ggog%dgg . recei ved beacon frane to a
sequence nunber of a previously recefved beacon franme to detect a

counterpart accesplgodignhe saquetive duathel ofthe pravédushyrieceié&d bebhen fretmbhod of

claim 24, wherein a counterfeit.access int is detected if the sequence
number of t heitheBetequencpaNmbr 95 BnEcaal g??éogéf&a@di@eﬁawm Bmbyr

previously raeebdatdiRACRATrdh@arR! AE SeqiRhceSRMMRRALE M prdviold R3LQ8A255
PCT/ US03/ 09914 26. The nethod of clalm25 conprising: replacing the

sequence nunbeaconframearqeequéntiall y recei ved beacon frane with the sequence
nunber of the received beacon frane if the sequence nunber of the received
beacon frame and the sequence nunber of the previously received beacon

frane are seguent TA¢ methdd of BRiMREREpHAking! ai m 26 conpri sing: storing the
sequence nunber of the previously received beacon frane after replacing

t he sequence numbétpring theisequsnes nynbenef thecpevieus!y scetygd beagen fiamanficre

sequence nu npeg)(ﬁ:aecg\g et}dp gequlgrgc%i n}ﬁ%ep 58ma ri')rga)ié(g{ggl regQVedTltle%c&? I:rgl%g vmht tﬁ!e ai m 24,

wherein the r rame 1 ncku nmedi um access control (MAC)
addr ess, andssyuericinunibeeofiheuerded bomddarfranie. t he

28. The method of claim 24, wherein the received beacon frame includes a
medium access control (MAC) address, and wherein the sequence number of the
previously received beacon frame is associated with a MAC address of the
previously received beacon frame, and wherein analyzing comprises:

obtaining a sender MAC address of the received beacon frame; and

comparing the sequence number of the received beacon frame to the
sequence number of the previously beacon frame if the MAC address of the
received beacon frame is the same as the MAC address of the previously received

beacon frame.

29. A method of detecting a counterfeit access point in a wireless local area
network comprising:
receiving beacon frames transmitted over the wireless local area network;
determining a sender MAC address of a first received beacon frame;
determining a channel number used to send the first received beacon
frame;
determining a sender MAC address of a second received beacon frame;
determining a channel number used to send the second received beacon

frame; and
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previ ously received beacon frane is associated with a MAC address of the
previously received beacon frame, and wherein anal yzi ng conpri ses:

obt ai ni ngwve osesuies MAC address of the received beacon frameT/tsngloooconpari ng
t he sequence nunber of the received beacon franme to the sequence nunber of
t he previously beacon frame if the MAC address of the received beacon
frame is the sanme as the MAC address of the previously received beacon
frame. 29. A nmethod of detecting a counterfeit access point in a wreless

| ocal area network conprlsabf: receivig? beacon franmes transmtted over
the wirel ess | ocaVher @8 senden¥FAC addrsssss af thedstand seoad reggyed Pgreds of a

[irst recel VEMPEAE M LR BompdfbSheuaLiing: GRAROGhIREA oMk, send 1 e

first recei ved beacon ermning a sen er ress of a second
recei ved beafignaid soend beiednefrmmes togletect h aonedrfeitiadoess pose dn the veiesiesst he
second recei ved beacon franme; and 18 WD 03/ 084255 PCT/ US03/ 09914 when the
sender MAC al98Rlc¥edetWetk he first and second received beacon frames are the
same, conparing the determ ned channel nunbers used to send the first and
second beacon frames to detect a counterfeit access point in the wireless

| ocal area n2Q.wor Khe B6thoTlo€clain RBdwhdreinl aatom@efeit whensepointisclotentedf ei t

access point_is, detec det ned channel nunbers are different.
31. The net h%‘adS?enBV’ﬁ%lﬁg lwlré\i‘eé? ﬁret%ﬁtgérﬁléacon franes were sent using a

802. 11 specification, and wherein a counterfeit access point is detected if
the determ ned channel nunbers are different and the channel nunbers are
in the sane3B02. The mgkerpf elaim 8f. whereinthebepson famss weresent BIng dherein the

802 11 speci ¢oLPf LirlcRtich, P whireh a ERMETACRELR Boftht iuded'ir IR

speci fication
determmed channel numbers are different and the channel numbers are in the

same 802.11 specification.

32.  The method of claim 31, wherein the 802.11 specification is a 802.11a

specification or a 802.11b specification.

33.  An apparatus for detecting a counterfeit access point in a wireless local
area network comprising:
a detector in the wireless location area configured to:
receive beacon frames transmitted over the wireless local area
network; and
analyze the received beacon frames to detect a counterfeit access

point in the wireless local area network.

34.  The apparatus of claim 33, wherein the detector is configured to:
examine a received beacon frame to obtain a stated beacon frame;
measure a beacon frame rate; and

compare the measured beacon frame rate and the stated beacon frame rate.
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33. An apparatus for detecting a counterfeit access point in a wreless
| ocal area network conprising: a detector in the wireless |ocation area
conf i gur eslotosnsa2esei ve beacon frames transmtted over thepairnshsze®id ocal
area network; and anal yze the received beacon franmes to detect a
counterfeit access point inthe wireless |ocal area network. 34. The
apparatus of claim33, wherein the detector is configured to: examne a
recei ved beacon frane to obtain a stated beacon frane; neasure a beacon
frame rate; and conpare the asured beacqn franme rate and the stated

beacon frame3¥at eThe arpagtioal) QuRES WHSTUSE S i copsigureddo SpMd it us of
claim 34, mﬁﬁrﬁb%&f*?@ceﬁ%ﬁ%%ﬁ% ﬂra?né%%‘:rjihg?lrpt%ﬂo& 8f GRS ndehire QEE‘&%B of

recei ved beacon anes during a perio Ime to neasure a beacon frane
rate. 36. Thé&amppaeat us of claim 33, wherein the detector is configured to:
exam ne a received beacon frame to obtain a sequence nunber for the

recei ved beacon franme; and conpare the obtai ned sequence nunber to a

sequence nunbgr ofh@apAkAYd Sttddith IﬁQﬁieY&@tl?Qﬁ%fer@d}ﬁ}gu%ﬁ-to;r he apparatus

of claim 36, wherein the sequence nunber of the previously received beacon
frame is associ at examine h receivedibasmoadmstoobinin o sequin) nubhr dersthe of t he
previously recei V‘SE bea%ron fra({re, and wherein the detector is configured
to: obtain a™SENHePARE"4HE 885 of the received beacon frame; and conpar e

the sequence numbesmpdre tecobidifel wqdelteanmibef oal@quénck hembeesfuence nunber of
t he previously beacon frame if the obtained MAC address is the sane as the

MAC addr ess BREyswshireerivadtisaeanelraiBguence nunber of the previously received
beacon frarme.

37.  The apparatus of claim 36, wherein the sequence number of the previously
received beacon frame is associated with a medium access control (MAC) address
of the previously received beacon frame, and wherein the detector is configured
to:

obtain a sender MAC address of the received beacon frame; and

compare the sequence number of the received beacon frame to the
sequence number of the previously beacon frame if the obtained MAC address is
the same as the MAC address associated with the sequence number of the

previously received beacon frame.

38.  The apparatus of claim 33, wherein the detector receives the beacon

frames below a network layer in an Open Systems Interconnection (OSI) model.

39. The apparatus of claim 33, wherein the detector is a station in the wireless

local area network.

40. The apparatus of claim 33, wherein the detector is configured to:
determine a sender MAC address of a first received beacon frame;
determine a channel number used to send the first received beacon frame;

determine a sender MAC address of a second received beacon frame;
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38. The apparatus of claim 33, wherein the detector receives the beacon
frames below a network |ayer in an Qpen Systens |Interconnection (QOSI)

nodel . 390 o3hes28ppar at us of claim 33, wherein the detect ®CTIESH®I4Ati on in
the wireless |ocal area network. 40. The apparatus of claim 33, wherein
the detector is configured to: determ ne a sender MAC address of a first
recei ved beacon franme; determ ne a channel nunber used to send the first
recei ved beacon frame; determ ne a sender MAC address of a second received
beacon frame; 20 WD 03/084255 PCT/ US03/09914 determ ne a channel nunber
used to send the deleaniae psbemebpupladsed torsepdhe sspendisesivedieas@thder MAC
addr esses of gta{}n%i st and second recei ved beacon franmes are the sane,
conpare the detetmned channel nunbers used to send the first and second
beacon franes. 41whéheheaepdorMAE adfiressegiofthErstdirlrsecondarecaiviel eat@i t access
point is detected if the determ ned channel nunbers are different. 42. The
appar at us of TaMgs Axe4he sappe FRMAate e ‘gf‘é%{&iﬂedf?héﬁ%"sl grsdispd tssnddhes 802, 11

specificati Oﬁrst%ﬂ sé@@ﬁ%ﬁ&d&oﬁ‘ﬁ%ﬁl&g.t erfeit access point is detected if the

determ ned channel nunbers are different and the channel nunbers are in the
sanme 802. 11 specification. 43. The apparatus of claim42, wherein the

802. 11 specification is 802..11 ecificatiqgn or a 802..1 .1b )

apeci 11 oati ol 44 ThAaRRsEH: B <1EL R RETSh 3 R rBL AR AFFYeLmput e
execut abl e gRARidrRiSAlBehneRnGAbEE 8fd @FfereacCcess point in a wireless | ocal
area network by instructing the conputer to operate as follows: receiving

beacon franmes transmtted over the wireless | ocal area network at a
station in t Wi IessJil C e : a i cei ved
beacon fr amsgiat t[rﬁg AR tﬁ%ﬁ%?lgg%&’gﬁe@{‘%ub%g g? Ql st‘g%ge%@%ﬁ%ll Rt in the
Wi rel ess | ocgb2.a1 epecifiavion,land wherein a counterfeit access point is detected if the

determined channel numbers are different and the channel numbers are in the

same 802.11 specification.

43.  The apparatus of claim 42, wherein the 802.11 specification is a 8§02.11a

specification or a 802.11b specification.

44. A computer-readable storage medium containing computer executable
code to detect a counterfeit access point in a wireless local area network by
instructing the computer to operate as follows:

receiving beacon frames transmitted over the wireless local area network
at a station in the wireless local area network; and

analyzing the received beacon frames at the station to detect a counterfeit

access point in the wireless local area network.

45.  The computer-readable storage medium of claim 44, wherein analyzing
comprises:
obtaining a stated beacon frame rate from a received beacon frame;
determining a measured beacon frame rate; and
comparing the measured beacon frame rate and the stated beacon frame

rate.
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45. The conput er-readabl e storage nedi um of cl ai m 44, wherein anal yzi ng
conprises: obtaining a stated beacon franme rate froma recei ved beacon
frame; dwoaBEB425Hg a nmeasured beacon frane rate; and conpamiusg3/odves
nmeasured beacon frane rate and the stated beacon frame rate. 21 WO

03/ 084255 PCT/ US03/ 09914 46. The conputer-readabl e storage nedi um of claim
45, wherein determning a neasured beacon frame rate conprises: counting

t he nunber of received beacon frames during a period of time. 47. The
conput er -readabl e storage nmedi um of cl ai m 44, wherein analyzing conprises:
obt ai ni ng a sequence nunber froma received beacon frame; and conparing

{he obt &l ned 4§e9uaRE SolhiiREfeal bl sHRAVEARRRUTDRI 85, Ihe: Bl SHRl, T ecel vl

beacon frame. 48. uter-readabl e storage nediumo alm wherein
a count er f ei a measwred bequon fitaniesaebeptiees: i f t he obt ai ned sequence nunber and

t he sequence nunmber of the previousl ecei ved beacon fra e not
sequential . 49. Tﬁ%urE’é‘&ﬁlﬁﬁ’é‘%’g?eéé’cﬁé‘?fﬂé%gﬁ%?c&@é@%idﬂﬁ%ﬁ penog f time.
conprising: replacing the sequence nunber of the previously received
beacon frame w th the obtained sequence nunber if the obtai ned sequence
nunber and t Hé sdhaemmputarirdadableftotdge nadawvm ofislaym #écwhereid apelyziog franme are

consistent. 50. The conputer-readabl e storage nedi umof claim47, wherein
t he sequence ““MBMEr of the previously received beacon frane is associ at ed

with a medi um aceamisORnidqatnde¥mben s fecaived béachh Gmelady received
beacon franme, and wherein analyzing conprises: obtaining a sender MAC

address of the re€cemnpaingibeebiained spgiengmhanmbesioaseaigneiaumbeseéace nunber of
t he received equence nunber of the previously beacon
PRERERNER hlghfam

franme if the ess’'I's

48.  The computer-readable storage medium of claim 47, wherein a counterfeit
access point is detected if the obtained sequence number and the sequence number

of the previously received beacon frame are not sequential.

49.  The computer-readable storage medium of claim 47 comprising:
replacing the sequence number of the previously received beacon frame
with the obtained sequence number if the obtained sequence number and the

sequence number of the previously received beacon frame are consistent.

50.  The computer-readable storage medium of claim 47, wherein the sequence
number of the previously received beacon frame is associated with a medium
access control (MAC) address of the previously received beacon frame, and
wherein analyzing comprises:

obtaining a sender MAC address of the received beacon frame; and

comparing the sequence number of the received beacon frame tolthe
sequence number of the previously beacon frame if the obtained MAC address is
the same as the MAC address associated with the sequence number of the

previously received beacon frame.
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the sane as the MAC address associated with the sequence nunber of the
previously received beacon frame. 22 WO 03/084255 PCT/ US03/09914 51. The
conput er -weadakl2ss st or age nmedi um of cl ai m 44, wher ei n analPCaruUsy3/0WeNpPri ses:
determ ning a sender MAC address of a first received beacon frane;
determ ning a channel nunber used to send the first received beacon frane;
determ ning a sender MAC address of a second received beacon frane;
determ ning a channel nunber used to send the second received beacon
frame; and when the sender MAC addresses of the first and second received
beacon framdk ar &he pempyerereadahipepiage meduing af davm fbavharein @aalyAHngber s used
to send the C&hg}ﬁges_and second beacon franes. 52. The conputer-readabl e
st orage nedi um Claim51, wherein a counterfeit access point is detected
i f the determ neddetbaninglg avendaMdAaradetiss bLa Erdt recbived bboacoadrmpiet er - r eadabl e
storage nedi um of claim 51, wherein_ the eageglath%éarres were sent using a

t

802. 11 speci fi cat AgRMigMg aghanpsl fumbgssd & Bheeseivpdbeacons det ect ed
if the deter ﬁja&gd channel nunbers are different and the channel nunbers
are in the sane 802.11 specification. 54. The conputer-readabl e storage
medi um of claim 58etemhiamgiasehdhe MAE adil_ress pEz sdcondtdceived beawo8Piant; | a
specification or 8et§r9nzlh%1glabch% gel InL}n g} usad to sze?i’ld the second received beacon

frame; and

when the sender MAC addresses of the first and second received beacon
frames are the same, comparing the determined channel numbers used to send the

first and second beacon frames.

52.  The computer-readable storage medium of claim 51, wherein a counterfeit

access point is detected if the determined channel numbers are different.

53.  The computer-readable storage medium of claim 51, wherein the beacon
frames were sent using a 802.11 specification, and wherein a counterfeit access
point is detected if the determined channel numbers are different and the channel

numbers are in the same 802.11 specification.

54.  The computer-readable storage medium of claim 53, wherein the 802.11

specification is a 802.11a specification or a 802.11b specification.
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