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METHOD AND DEVICE FOR IMPLEMENTING IDENTITY ENDORSEMENT ON

BLOCKCHAIN
Technical Field

The present disclosure relates to the field of data information processing, and more
particularly, to a method and a device for implementing identity endorsement on a blockchain.
Background

A blockchain is a new application mode of a computer technology such as distributed data
storage, point-to-point transmission, a consensus mechanism, and an encryption algorithm. A
blockchain technology is widely used in finance, healthcare, copyright, communications, Internet
of Things, file management, and other technical fields. The blockchain technology can ensure the
integrity, permanence, and unalterability of all data, and may solve the technical problems of
deposit, tracking, and backtracking in the above technical fields.

In the existing blockchain technology, an address or account on the blockchain cannot be
contacted with a real user entity having the address or account, and there is a certain degree of
anonymity. When the blockchain technology may be applied in technical fields such as finance,
healthcare, copyright, communications, Internet of Things, and file management, in the
architecture of the existing blockchain accounts, an account cannot be actually contacted with a
person or entity in a real environment on the blockchain, causing that the user identity cannot be
confirmed. Since accounts of users on the blockchain are independent of each other, when a user
in the real environment holds a plurality of private keys, a service-offering third party cannot
offer perfect services to the user based on the user identity; or for an information request, the
resulted information is not complete.

Summary of the Invention

In order to solve the above technical problems, the present disclosure provides a method and

device for implementing identity endorsement on a blockchain. The method and the device are

configured to solve the technical problems in the prior art that a service-offering third party
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cannot offer perfect services to a user based on the user identity or resulted information is not

complete for information request due to failure to confirm user identity on a blockchain.

According to a first aspect of the present disclosure, a method for implementing identity
endorsement on a blockchain is provided, that may include:

step S101: submitting, by a user as an applicant, certification information to a third-party
certification authority, reviewing by the third-party certification authority, generating a
certification statement according to the certification information, generating, by the third-party
certification authority, corresponding deposit information of the certification statement
according to the certification statement, storing the deposit information on a blockchain,
attaching the deposit information into the certification statement, and returning a complete
certification statement including the deposit information to the user, the user being an individual
user or an enterprise; and

step S102: requesting, by an information requester, for the certification statement from the
user, informing of, by the user, one of own accounts, decrypting the own certification statement
and then sending it to the information requester in a secure manner, checking, by the information
requester, in the blockchain, verifying the validity of the certification statement and the
qualification of the third-party certification authority, and completing user identity certification
after confirmation.

Further, step S101 may include:

step S1011: registering, by a user, an account on the blockchain;

step S1012: submitting, by the user as an applicant, certification information to a third-party
certification authority;

step S1013: reviewing, by the third-party certification authority, the certification information,
generating a certification statement according to the materials submitted by the user, and signing,
by the third-party certification authority, the certification statement with a private key;

step S1014: returning, by the third-party certification authority, the signed certification

statement to the applicant, signing, by the applicant, the certification statement with a private key
2
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corresponding to an account of the applicant after confirming that information in the certification

statement is correct, and returning the certification statement signed with the private key
corresponding to the account to the third-party certification authority;

step S1015: generating, by the third-party certification authority, corresponding deposit
information of the certification statement according to the certification statement signed by the
applicant, storing the deposit information on the blockchain, attaching the deposit information
into the certification statement, returning a complete certification statement including the deposit
information to the applicant, and storing, also by the third-party certification authority, a
complete certification statement including the deposit information; and

step S1016: storing, by the applicant, a complete certification statement including the deposit
information.

Further, the user identity may be supplementarily registered after step S102, and
supplementarily registering the user identity includes:

step S1021: issuing, by a user, a supplementary certification application and sending the
application to a blockchain smart contract, the supplementary certification application containing
signature information of an account of the user that has been certificated, and signature
information corresponding to one or more to-be-supplementarily-registered accounts;

step S1022: verifying, by the blockchain smart contract, whether the account that has been
certificated is valid, if yes, proceeding to step S1023, otherwise, ending the supplementary
registration;

step S1023: certificating, by the blockchain smart contract, whether the user is an actual
holder of the to-be-supplementarily-registered account, if yes, proceeding to step S1024, and if
no, ending the supplementary registration; and

step S1024: binding, by the blockchain smart contract, a plurality of supplementarily
registered accounts submitted by the user to the deposit information of the certification statement

that has been certificated.
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Further, verifying, by the blockchain smart contract, whether the account that has been

certificated is valid may include:

S1: checking whether account information submitted by the user exists in the blockchain, if
yes, proceeding to S2, otherwise, the verification failing;

S2: determining whether the account information has been certificated, that is, whether the
account has been bound to the deposit information of the certification statement , if the account
submitted by the user is a main account, determining whether the main account has been bound
to the deposit information of the certification statement , if the user submits a sub-account,
checking whether the sub-account has a main account associated therewith and determining
whether the main account has been bound to the deposit information of the certification
statement , if the account information has been certificated, proceeding to S3, and if the account
information has not been certificated, the verification failing; and

S3: determining whether the bound deposit information of the certification statement has
been canceled, if yes, the verification failing, and if no, passing the verification.

Further, the user identity may be canceled after step S102, and the cancellation of the user
identity may include two cancellation modes: a user-based active cancellation mode and a third-
party certification authority-based cancellation mode.

The user-based active cancellation mode may include:

S1: sending, by the user, cancellation information to the blockchain directly by
himself/herself or through an agency;

S2: after the blockchain verifies the user identity through the account, canceling the deposit
information of the certification statement of the user; and

S3: monitoring, by the third-party certification authority, the generated certification
statement, and if the deposit information of the certification statement that is actively canceled
by the user is found, executing, by the third-party certification authority, an internal cancellation
process to cancel the certification statement of the user stored in the third-party certification

authority;



10

15

20

25

WO 2021/073502 PCT/CN2020/120634
The third-party certification authority-based cancellation mode may include:

1): sending, by the third-party certification authority, cancellation information to the
blockchain;

2): after the blockchain verifies the authority identity through the account of the third-party
certification authority, canceling specified deposit information of the certification statement ; and

3): after confirming that the cancellation is successful, informing, by the third-party authority,
the user of that the user identity has been canceled.

According to a second aspect of the present disclosure, a device for implementing identity
endorsement on a blockchain is provided, that may include:

an identity registration module, configured to submit, by a user as an applicant, certification
information to a third-party certification authority, review by the third-party certification
authority, generate a certification statement according to the certification information, generate,
by the third-party certification authority, corresponding deposit information of the certification
statement according to the certification statement, store the deposit information on a blockchain,
attach the deposit information into the certification statement, and return a complete certification
statement comprising the deposit information to the user, the user being an individual user or an
enterprise; and

an identity certification module, configured to request, by an information requester, for the
certification statement from the user, inform of, by the user, one of own accounts, decrypt the
own certification statement and then send it to the information requester in a secure manner,
check, by the information requester, in the blockchain, to verify the validity of the certification
statement and the qualification of the third-party certification authority, and complete user
identity certification after confirmation.

Further, the identity registration module may include:

a registration sub-module, configured to register, by a user, an account on the blockchain;

a certification information submitting sub-module, configured to submit, by the user as an

applicant, certification information to a third-party certification authority;
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a reviewing sub-module, configured to review, by the third-party certification authority, the

certification information, generate a certification statement according to the materials submitted
by the user, and sign, by the third-party certification authority, the certification statement with a
private key;

a confirmation sub-module, configured to return, by the third-party certification authority, the
signed certification statement to the applicant, sign, by the applicant, the certification statement
with a private key corresponding to an account of the applicant after confirming that information
in the certification statement is correct, and return the certification statement signed with the
private key corresponding to the account to the third-party certification authority;

a first storage sub-module, configured to generate, by the third-party certification authority,
corresponding deposit information of the certification statement according to the certification
statement signed by the applicant, store the deposit information on the blockchain, attach the
deposit information into the certification statement, return a complete certification statement
comprising the deposit information to the applicant, and store, also by the third-party certification
authority, a complete certification statement comprising the deposit information; and

a second storage sub-module, configured to store, by the applicant, a complete certification
statement including the deposit information.

Further, the device for implementing identity endorsement on a blockchain may further
include: a supplementary registration module, configured to supplementarily register the user
identity. The supplementary registration module includes:

a supplementary certification application sub-module, configured to issue, by a user, a
supplementary certification application and send the application to a blockchain smart contract,
the supplementary certification application containing signature information of an account of the
user that has been certificated, and signature information corresponding to one or more to-be-
supplementarily-registered accounts;

a first determination sub-module, configured to verify, by the blockchain smart contract,

whether the account that has been certificated is valid;
6
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a second determination sub-module, configured to certificate, by the blockchain smart

contract, whether the user is an actual holder of the to-be-supplementarily-registered account;
and

an information binding sub-module, configured to bind, by the blockchain smart contract, a
plurality of supplementarily registered accounts submitted by the user to the deposit information
of the certification statement that has been certificated.

Further, the first determination sub-module may include:

a check sub-module, configured to check whether account information submitted by the user
exists in the blockchain;

a determination sub-module, configured to determine whether the account information has
been certificated, that is, whether the account has been bound to the deposit information of the
certification statement , if the account submitted by the user is a main account, determine
whether the main account has been bound to the deposit information of the certification
statement , if the user submits a sub-account, check whether the sub-account has a main account
associated therewith, and determine whether the main account has been bound to the deposit
information of the certification statement ; and

a cancellation determination sub-module, configured to determine whether the bound deposit
information of the certification statement has been canceled.

Further, the device for implementing identity endorsement on a blockchain may further
include: an identity cancellation sub-module, configured to cancel the user identity. The
cancellation of the user identity may include two cancellation modes: a user-based active
cancellation mode and a third-party certification authority-based cancellation mode.

According to a third aspect of the present disclosure, a system for implementing identity
endorsement on a blockchain is provided, that may include:

a processor, configured to execute a plurality of instructions; and

a memory, configured to store the plurality of instructions.
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The plurality of instructions may be configured to be stored by the memory and loaded by the

processor to perform the method for implementing identity endorsement on a blockchain as
described previously.

According to a fourth aspect, a computer-readable storage medium is provided. The storage
medium stores a plurality of instructions therein that are configured to be loaded by a processor
and perform a method for implementing identity endorsement on a blockchain as described
previously.

According to the above solutions of the present disclosure, based on the existing blockchain
address or account system, the user identity may be endorsed for a user in combination with a
qualified and capable third-party certification authority. The third-party certification authority
may issue a certification statement to prove the identity after completing the identity verification
for the user. The certification statement may only be stored in the form of a Hash value on the
blockchain, which can confirm the real identity information of the user and will not leak the real
identity information of the user. Moreover, without changing the existing account system,
identity information is added to an account and can be verified in the blockchain.

The above description is only an overview of technical solutions of the present disclosure. In
order to understand the technical means of the present disclosure more clearly and implement
them in accordance with the content of the specification, example embodiments of the present
disclosure are described in detail below with the accompanying drawings.

Brief Description of the Drawings

The drawings constituting a part of the present disclosure are used to provide a further
understanding of the present disclosure. The present disclosure provides the following drawings
for illustration. In the drawings:

FIG. 1 is a flowchart of an example method for implementing identity endorsement on a
blockchain according to the present disclosure;

FIG. 2 is a flowchart of an example method for registering and certificating user identity

according to the present disclosure ;
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FIG. 3 is a composition block diagram of an example device for implementing identity

endorsement on a blockchain according to the present disclosure.

Detailed Description

In order to make the objectives, technical solutions, and advantages of the present disclosure
clearer, example technical solutions of the present disclosure are described below clearly and
completely with reference to specific embodiments of the present disclosure and the
corresponding drawings. Apparently, the described embodiments are only a part of the
embodiments of the present disclosure, rather than all the embodiments. Based on the
embodiments in the present disclosure, all other embodiments obtained by those of ordinary skill
in the art without creative work shall fall within the protection scope of the present disclosure.

First, an example method for implementing identity endorsement on a blockchain of the
present disclosure is explained in conjunction with FIG. 1. FIG. 1 shows an example flowchart of
a method for implementing identity endorsement on a blockchain according to the present
disclosure. As shown in FIG. 1, the example method includes the following steps.

step S101: submitting, by a user as an applicant, certification information to a third-party
certification authority, reviewing by the third-party certification authority, generating a
certification statement according to the certification information, generating, by the third-party
certification authority, corresponding deposit information of the certification statement
according to the certification statement, storing the deposit information on a blockchain,
attaching the deposit information into the certification statement, and returning a complete
certification statement including the deposit information to the user, the user being an individual
user or an enterprise; and

In step S102, an information requester requests for the certification statement from the user,
the user informs of one of own accounts, decrypts the user's own certification statement and then

sends it to the information requester in a secure manner, and the information requester checks in
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the blockchain, to verify the validity of the certification statement and the qualification of the

third-party certification authority, and completes user identity certification after confirmation.

The existing blockchain account system may divided into an address account and a name
account. The address account may be derived from a private key. In the name account, an
account name may be set by a user and is not related to the private key. In the present
embodiment, the above two accounts are collectively referred to as an account.

In step S101, a user submits, as an applicant, certification information to a third-party
certification authority, the third-party certification authority reviews the certification information
and generates a certification statement according to the certification information, and the third-
party certification authority generates corresponding deposit information of the certification
statement according to the certification statement, stores the deposit information on a blockchain,
attaches the deposit information into the certification statement, and returns a complete
certification statement that may include the deposit information to the applicant for registering
the user identity. The user identity is unique and is used to indicate a person or an entity in a real
environment.

Specifically, a method for registering user identity according to the present disclosure is
described with reference to FIG. 2. FIG. 2 shows an example flowchart of a method for
registering user identity according to the present disclosure. As shown in FIG. 2, in this example
step S101 may include the following steps.

In step S1011, a user registers an account on the blockchain.

The user may have a plurality of accounts. One of the accounts is a main account, and any
remaining accounts may be sub-accounts.

In step S1012, the user submits, as an applicant, certification information to a third-party
certification authority.

In order to facilitate the user to certificate a plurality of accounts at a time, in the certification
information sent to the third-party certification authority, the user may add one or more sub-

account information including signature information of each sub-account, and the account
10
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information and signature information of the main account of the user, the one or more sub-

account information, and signature information corresponding to each sub-account are all
submitted, as the certification information, to the third-party certification authority.

In step S1013, the third-party certification authority reviews the certification information and
generates a certification statement according to the materials submitted by the user, and the third-
party certification authority signs the certification statement with a private key.

The private key used by the third-party certification authority is a private key of the third-
party certification authority.

In step S1014, the third-party certification authority returns the signed certification statement
to the applicant, and the applicant signs the certification statement with a private key
corresponding to an account of the applicant after confirming that information in the certification
statement is correct, and returns the certification statement signed with the private key
corresponding to the account to the third-party certification authority.

After confirming that the information in the certification statement is correct, the applicant
uses the private key corresponding to the account of the applicant to sign the certification
statement to indicate the approval of the content of the certification statement.

step S1015: generating, by the third-party certification authority, corresponding deposit
information of the certification statement according to the certification statement signed by the
applicant, storing the deposit information on the blockchain, attaching the deposit information
into the certification statement, returning a complete certification statement including the deposit
information to the applicant, and storing, also by the third-party certification authority, a
complete certification statement including the deposit information; and

In the present example, the complete certification statement including the deposit information
is composed of a certification statement signed by the third-party certification authority and then
signed by the account corresponding to the applicant, and additional deposit information. The
additional deposit information is used as accessory information and does not need to be signed.

The main account and the sub-account may be distinguished in the deposit information of the
11
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certification statement. The deposit information of the certification statement includes a main

account and a plurality of sub-accounts of the user (if the user does not have a sub-account, sub-
account information is not included), the Hash of certification statement information, and
signature information of the third-party certification authority.

In step S1016, the applicant stores a complete certification statement including the deposit
information.

In the present example, the applicant may keep the complete certification statement including
the deposit information to himself/herself, or may entrust it to a third party or a storage type
blockchain for storage after encrypting it. For the case where the same user sends a plurality of
accounts for registration, it is possible to bind different accounts of the same user to the same
deposit information of the certification statement .

The complete certification statement information kept by the user to himself/herself may
include: a main account, a plurality of sub-accounts (if the user does not have a sub-account, sub-
account information is not included), an original text of submitted certification information,
certification statement information Hash, signature information of the third-party certification
authority, and blockchain deposit information.

Another embodiment of the present disclosure may be used to implement supplementary
registration of the user identity. For example, after the user has registered the user identity, the
user has registered other sub-accounts, or the user has not registered all accounts during the user
identity registration. At this moment, the user identity may be supplementarily registered.

Specifically in this example, the supplementary registration of the user identity includes the
following steps.

step S1021: issuing, by a user, a supplementary certification application and sending the
application to a blockchain smart contract, the supplementary certification application containing
signature information of an account of the user that has been certificated, and signature

information corresponding to one or more to-be-supplementarily-registered accounts;

12



10

15

20

25

WO 2021/073502 PCT/CN2020/120634
In step S1022, the blockchain smart contract verifies whether the account that has been

certificated is valid, if yes, the process proceeds to step S1023, otherwise, the supplementary
registration is ended.

Specifically, verifying whether the account that has been certificated is valid includes the
following steps.

S1: checking whether account information submitted by the user exists in the blockchain, if
yes, proceeding to S2, otherwise, the verification failing;

The account information submitted by the user may be the main account or the sub-account.

S2: determining whether the account information has been certificated, that is, whether the
account has been bound to the deposit information of the certification statement , if the account
submitted by the user is a main account, determining whether the main account has been bound
to the deposit information of the certification statement , if the user submits a sub-account,
checking whether the sub-account has a main account associated therewith and determining
whether the main account has been bound to the deposit information of the certification
statement , if the account information has been certificated, proceeding to S3, and if the account
information has not been certificated, the verification failing; and

In S3, it is determined whether the bound deposit information of the certification statement
has been canceled, if yes, the verification fails, and if no, the verification is passed.

step S1023: certificating, by the blockchain smart contract, whether the user is an actual
holder of the to-be-supplementarily-registered account, if yes, proceeding to step S1024, and if
no, ending the supplementary registration; and

Specifically, certificating, by the blockchain smart contract, whether the user is an actual
holder of the to-be-supplementarily-registered account includes the following steps.

If the account type is an address account, address information of the user may be derived
according to signature information of an application sent by the user to the blockchain smart
contract, and it may be determined whether the address information is the same as address

information stored in the deposit information of the certification statement .
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If the account type is a name account, the name account may contain an address list. Address

information of the user may be derived according to signature information of an application sent
by the user to the blockchain smart contract, and then it may be determined whether the address
information is contained in the address list of the name account. Algorithms for deriving address
information from signature information include, but are not limited to, ECDSA and RSA
algorithms, depending on the support of a specific blockchain for the algorithms.

In step S1024, the blockchain smart contract binds a plurality of supplementarily registered
accounts submitted by the user to the deposit information of the certification statement that has
been certificated. The user does not need to repeatedly submit relevant identity materials to the
third-party certification authority.

Step S102 of requesting, by an information requester, for the certification statement from the
user, informing of, by the user, one of own accounts, decrypting the own certification statement
and then sending it to the information requester in a secure manner, checking, by the information
requester, in the blockchain, to verify the validity of the certification statement and the
qualification of the third-party certification authority, and completing user identity certification
after confirmation includes the following steps.

The information requester sends a request to the user. The request is used to request for the
certification statement of the user.

The security mode may be, for example, an HTTPS mode.

The information requester checks in the blockchain according to a certification statement file.

The validity verification of the certification statement may include: in the case where the
certification statement file contains the name and signature information of a certification
authority, calculating a corresponding Hash value using a Hash algorithm from an original
certification statement file, and then comparing the Hash value with the Hash value in the deposit
information of the certification statement stored on the blockchain. If the Hash values are the

same, it means that the certification statement has passed the certification.

14
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The qualification verification of the third-party certification authority may include:

determining according to actual usage scenarios. For example, the certification authority must be
a certification authority recognized by the local government.

Further, the method for implementing identity endorsement on a blockchain according to the
present disclosure may also include an identity cancellation process, which has two identity
cancellation modes, namely, user-based active cancellation and third-party certification
authority-based cancellation.

In this example, the user-based active cancellation method includes the following steps.

In S1, sending, by the user, cancellation information to the blockchain directly by
himself/herself or through an agency;

In S2, after the blockchain verifies the user identity through the account, the deposit
information of the certification statement of the user is canceled.

Specifically, the user may specify to cancel information under a certain account, or directly
cancel the identity. If the identity is canceled directly, the information of all accounts
corresponding to the identity will be invalid.

In S3, the third-party certification authority monitors the generated certification statement,
and if the deposit information of the certification statement that is actively canceled by the user
is found, the third-party certification authority executes an internal cancellation process to cancel
the certification statement of the user stored in the third-party certification authority.

The third-party certification authority-based cancellation method may include the following
steps.

In S1, the third-party certification authority sends cancellation information to the blockchain.

In S2, after the blockchain verifies the authority identity through the account of the third-
party certification authority, specified deposit information of the certification statement is
canceled.

Since the third-party certification authority cancels the user identity, once the user identity is

canceled, information of all accounts corresponding to the identity will be invalid.
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In S3, after confirming that the cancellation is successful, the third-party authority informs

the user of that the user identity has been canceled.

Please refer to FIG. 3, which is a composition block diagram of an example device for
implementing identity endorsement on a blockchain according to the present disclosure. As
shown in the figure, the example device includes:

an identity registration module, configured to submit, by a user as an applicant, certification
information to a third-party certification authority, review by the third-party certification
authority, generate a certification statement according to the certification information, generate,
by the third-party certification authority, corresponding deposit information of the certification
statement according to the certification statement, store the deposit information on a blockchain,
attach the deposit information into the certification statement, and return a complete certification
statement comprising the deposit information to the user, the user being an individual user or an
enterprise; and

an identity certification module, configured to request, by an information requester, for the
certification statement from the user, inform of, by the user, one of own accounts, decrypt the
own certification statement and then send it to the information requester in a secure manner,
check, by the information requester, in the blockchain, to verify the validity of the certification
statement and the qualification of the third-party certification authority, and complete user
identity certification after confirmation.

Further, the identity registration module may include:

a registration sub-module, configured to register, by a user, an account on the blockchain;

a certification information submitting sub-module, configured to submit, by the user as an
applicant, certification information to a third-party certification authority;

a reviewing sub-module, configured to review, by the third-party certification authority, the
certification information, generate a certification statement according to the materials submitted
by the user, and sign, by the third-party certification authority, the certification statement with a

private key;
16
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a confirmation sub-module, configured to return, by the third-party certification authority, the

signed certification statement to the applicant, sign, by the applicant, the certification statement
with a private key corresponding to an account of the applicant after confirming that information
in the certification statement is correct, and return the certification statement signed with the
private key corresponding to the account to the third-party certification authority;

a first storage sub-module, configured to generate, by the third-party certification authority,
corresponding deposit information of the certification statement according to the certification
statement signed by the applicant, store the deposit information on the blockchain, attach the
deposit information into the certification statement, return a complete certification statement
comprising the deposit information to the applicant, and store, also by the third-party certification
authority, a complete certification statement comprising the deposit information; and

a second storage sub-module, configured to store, by the applicant, a complete certification
statement including the deposit information.

Further, the device for implementing identity endorsement on a blockchain may further
include: a supplementary registration module, configured to supplementarily register the user
identity. The supplementary registration module may include:

a supplementary certification application sub-module, configured to issue, by a user, a
supplementary certification application and send the application to a blockchain smart contract,
the supplementary certification application containing signature information of an account of the
user that has been certificated, and signature information corresponding to one or more to-be-
supplementarily-registered accounts;

a first determination sub-module, configured to verify, by the blockchain smart contract,
whether the account that has been certificated is valid;

a second determination sub-module, configured to certificate, by the blockchain smart
contract, whether the user is an actual holder of the to-be-supplementarily-registered account;

and
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an information binding sub-module, configured to bind, by the blockchain smart contract, a

plurality of supplementarily registered accounts submitted by the user to the deposit information
of the certification statement that has been certificated.

Further, the first determination sub-module may include:

a check sub-module, configured to check whether account information submitted by the user
exists in the blockchain;

a determination sub-module, configured to determine whether the account information has
been certificated, that is, whether the account has been bound to the deposit information of the
certification statement , if the account submitted by the user is a main account, determine
whether the main account has been bound to the deposit information of the certification
statement , if the user submits a sub-account, check whether the sub-account has a main account
associated therewith, and determine whether the main account has been bound to the deposit
information of the certification statement ; and

a cancellation determination sub-module, configured to determine whether the bound deposit
information of the certification statement has been canceled.

Further, the device for implementing identity endorsement on a blockchain may further
include: an identity cancellation sub-module, configured to cancel the user identity. The
cancellation of the user identity may include two cancellation modes: a user-based active
cancellation mode and a third-party certification authority-based cancellation mode.

An embodiment of the present disclosure may further provide a system for implementing
identity endorsement on a blockchain, that may include:

a processor, configured to execute a plurality of instructions; and

a memory, configured to store the plurality of instructions.

The plurality of instructions are configured to be stored by the memory and loaded by the
processor to perform the method for implementing identity endorsement on a blockchain as

described above.
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An embodiment of the present disclosure may further provide a computer-readable storage

medium. The storage medium stores a plurality of instructions therein that are configured to be
loaded by a processor and perform a method for implementing identity endorsement on a
blockchain as described above.

It should be noted that the embodiments in the present disclosure and the features in the
embodiments may be combined with each other if there is no conflict.

In the several embodiments provided by the present disclosure, it should be understood that
the disclosed system, device, and methods may be implemented in other ways. For example, the
device embodiments described above are merely illustrative. For example, the division of the
units is only a logical function division, and there may be other divisions in actual
implementation. For example, multiple units or components may be combined or may be
integrated into another system, or some features may be ignored or not executed. In addition, the
displayed or discussed mutual coupling or direct coupling or communication connection may be
indirect coupling or communication connection through some interfaces, devices, or units, and
may be in electrical, mechanical or other forms.

The units described as separate components may or may not be physically separated, and the
components displayed as units may or may not be physical units, that is, may be located in one
place, or may be distributed on multiple network units. Some or all of the units may be selected
according to actual needs to achieve the objective of the solution of the present embodiment.

In addition, the functional units in each embodiment of the present disclosure may be
integrated into one processing unit, or each unit may exist alone physically, or two or more units
may be integrated into one unit. The above integrated unit may be implemented in the form of
hardware or in the form of hardware and a software functional unit.

The above integrated unit implemented in the form of the software functional unit may be
stored in a computer-readable storage medium. The above software functional unit is stored in a
storage medium and includes a plurality of instructions to make a computer device (which may

be a personal computer, a physical server, or a network cloud server, etc., required to be installed
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with Windows or Windows Server operating systems) to perform part of the steps of the method

in each embodiment of the present disclosure. The aforementioned storage medium includes: a U
disk, a mobile hard disk, a Read-Only Memory (ROM), a Random Access Memory (RAM), a
magnetic disk or an optical disk, and other media that may store program code.

The above are only example embodiments of the present disclosure, and are not intended to
limit the present disclosure in any form. Any simple alterations, equivalent changes, and
modifications made to the above embodiments based on the technical essence of the present

disclosure still fall within the scope of the technical solution of the present disclosure.
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