METHOD AND SYSTEM FOR PROVI DI NG NETWORK AND ROUTI NG PROTOCOLS FOR
UTILITY SERVI CES FI ELD OF THE | NVENTION  [0001] The field of the

i nventi on WR2YBASSEbneral Iy to networks and networ k- baPEd/US2¢98/99687er
systens, and nore particularly relates to a nmethod and system for
provi ding network and routing protocols for utility and hone area
services. SUVMARY COF THE | NVENTI ON [0002] The exanpl e enbodi nents
illustrate a routing schene and protocols in an 10 RF network

(terrestrial S or gt

tuo- vy commiEE B SN S STENT HOR RROSTDITG NET WA arp
(ay  devi ces. " and RAUTIRIEPROFOCTL FORBHILIEY SERMICER' 2" ay
network, interconnecting with the Utility Host System (also referred
to as Back Ofice Server or BOS) which is an I P host in a 15 wireless
the exanpl e enbodi ment i o £rvEIHROF AT IKENIION'S cncapsul ated i n
EPv4 for trapoipsiTaa ﬁehrocﬁu@hnvmohymteﬁgdnyranw&némaﬂ@ ai\bet®loBitlBased he
met hod fgg routin kets in th w rel ess LAN network includes
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pr ovi di ng anC%’e%%ss ﬁsmﬁtanﬁme piafulatiyrelieste A methadgnd sysemder (e. g.
of I'Pv6 int OG{IREWDM&Q(%d&&angSpr&Mf&ﬁtlﬁt? ahfBoral 283 ENRYs bet ween
t he LAN and N, and providing a plurality of IPv6 endpolnts or
devi ces that appear to be directly connected to the AP at the IPv6

|l evel . [0Q03] Physically, thk ngﬂ,{ﬂ; e capabl e of
establishing radio transm ssion pa ?Tﬁ{%ﬁilgﬁﬁir éﬁlt’:t ly (single hop
to AP) or . t ol080Rler TEPwGmpdy erobsdifents illustrap atrmtﬁdg)sphmmjaxtdlmOab@mn arhm
and net hpds i S, .naventiaon de ow .t he rkt

cinder t h AR 2Bl AR 3P A RRRELLAR SRk FEISRGH04Ra0 antte bt

| ayer (Layerway edminheic&¥sins bordekn utild§\ahe BSmO Heiasi€Suc @ Blettpic ntHt&s,0ver
avai | abl e networks, sel ect tgﬁ networks to join, choose an order ‘ed

set of vi abl ¥aSGHUElcER §IBAGgRisEDuten Awiqmatica (DAY gpviess HKENPIFBISE i ng
schene, regi &dvides)¥hhthré FendiRSHHRART NAULSrSK! Blert dHRehiBBiwiRAhB (Y

link cost, and ultimately register with the APs 30 assom ated wt

one or nore Bpstystem alsp ﬁ?@%t@@rﬂklé()fﬂqf?éseﬁ@t A0BRSYWbisbveayIP mstines s
conduct egh by bR A4aR WAN §FideMEENBGE %ﬁﬁoﬁugtﬁgf g WP GeRAGKR R
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[Pv6 packets in the wireless LAN network includes providing an Access Point (AP)

.)

that can perform encapsulation (e.g. of IPv6 into IPv4 packets) in its capacity as the
20  gateway between the LAN and WAN, and providing a plurality of IPv6 endpoints or
devices that appear to be directly connected to the AP at the IPv6 level.
[0003] Physically, the endpoints or devices are capable of establishing radio
transmission paths to the AP directly (single hop to AP) or to other IPv6 devices
(multi-hop to AP), and the algorithm and methods of this invention describe how the
25  network topology under the AP is created and packets are routed using the data link
layer (Layer 2 in the OSI model). Devices or nodes come up, discover available
networks, select the networks to join, choose an ordered set of viable upstream
candidates as their next hop in their routing scheme, register with the upstream
nodes having the best path and link cost, and ultimately register with the APs

30  associated with one or more of the available networks. The network discovery



5 multi-ingress routing schenme, where a network node can be part of
mul ti ple networks via one or nore APs (gateways). [0004] The above
and ot her W0 afognseddt f eat ures, including various novel HETASLES/YI6687

i npl enentati on and conbi nati on of elenments, will now be nore
particularly described with reference to the acconpanyi ng draw ngs
and pointed out in the 10 claims. It will be understood that the
particul ar nethods and systens descri bed herein are shown by way of
illustration only and n s limtations. As will bhe understood b
those sii 11 ctror emosed by Bikatcsf indiner e troblese Ry BaRERe D ream
herein may b teeAPAyErds to/te RSy HEE SYStem! WHle exphed irsmRatasiolini ALY
departing fromthe scope_ of the invention. 15 BRIEF SCRI PTI ON OF
THE DRAW NGsHedB pogssgud &R proyides the ARt vaith the anqst @ireent nofiomgd tie network
ar chi t ect ur e,ffin QP& RASRIAL SanGIRTY stream 6 g@%h PR B s,
alternate representation of the overall network architecture of

one possibl emgltbngicarrouting ShOME, Whageia sct®Ork sods cge hepat ofmultipleock

di agr am of i S utili f one possi bl e enbodi nent
[0088] Fi gufhee Bﬁ?‘éggé‘%“gﬁrr;e‘{s"té%f‘gﬁ%% 5t he bi t by bit structure of
the |ink | ay@004leatlss atolve anpathkeirefertd fpatupest Rdludidy Jalo@Ojovei @Mi% o3
shows the format of the Network. Advertisenent nessage sent out by a
node. about  UFEIERSYiSARH CEMATUA FLAREA A BT Y DRAGURPBYCHETY [ 0010]
Figure 4 is @s&itealwifi RetréRp ieHhe At@nipatying diakendsQul pbBitddadk th the
constructed at. a node after it receives network advertisenments from
i ts nei gtbordaims. It wigibpumderstogd ghat thepagiculay mefiods and systemsdesstibedut es
of differenthd QbR PR Dy WhFlor MR¥rADARAIPIRSRN LS BhitdidQ0%s wifl 822]
Figure 6 shows the forrragl for an "upstreamregi stration” nmessage sent
by a node t oungatstaedbytiease skisd metherart, thopdsiiples andrfeatires desnbekbarghe
format for " . I.Strati n daenent,” ssage sent by
the upst r eart BB SR RS Bl I SR Sing FER3RTE S e
exanpl e for n&bpd affthamvelt®nr egi strati on” nmessage sent by a node to the
AP it vvilsshes to register with.

BRIEF DESCRIPTION OF THE DRAWINGS

[0005] TFigure 1A illustrates the overall network architecture of one possible

embodiment.

[0006] Figure 1B is alternate representation of the overall network architecture of
20  one possible embodiment.

[0007] Figure 1C is a generalized block diagram of a wireless utility network of

one possible embodiment.

[0008] Figure 2 is a representation of the bit by bit structure of the link layer

header of a packet being routed.
25 [0009] Figure 3 shows the format of the Network Advertisement message sent out

by a node about the best path to a particular network known by it.

[001 0]4 Figure 4 is a simplified representation of the routing table constructed at a

node after it receives network advertisements from its neighbors.

[0011] Figure 5 is an example of a list of routes of different route types that may
30  be present at a node.

[0012] Figure 6 shows the format for an “upstream registration” message sent by a

node to another node upstream.



5[ 0015] Figure 9 further illustrates the contents of the AREG

nei ghbor description contained within the "AP regi stration" nessage.
[ 0016] Fi gNiP&BI5&Sibws a net wor k where an end-node i s ®EHAB2G8H6687a
multiple relays to nore than one APs providing egress into one WAN
network. [0017] Figure 11 is a representation of the ordered list of
upstream hops generated 10 in the end node M 1041 for egress to

Net wor k during the process of comng up in the network depicted in
Figure 10. | igure. 12 depicts the network of Figure 11 where a
Change i n onO3st ¢ REBry Fis a8 sXRBp izt fur seoB ot o 13 1o a
represent at i gdknoWlddpEmEROmeeagslsdnt 5 th@ﬁxp&tfbifnﬁﬁﬂ@‘t&@:@%glﬁeﬂ%\ﬁd@.t ed in
the end node Mfor egress to a Network during the process of route
updating i n t09d4heFigsrad sapicsaapleifpmmt fuiea “f»%’.rewmamp’ megsaggsemby a
represents a $iple APs s, relays an

end- poi nt de?/?(%ggkl%o%h\%g%ﬁ\g@gggéﬂl 0021] Figure 15 shows the map
of link cost H0bEk wEgnre furthheillnstiites thhadntawnof2be AREGhdighboRBescription
conmuni catiop_ | . ith e ot her. i,n_one possi bl e enbodi ment [0022]
Figure 16 prg?/qt%gégjsvé@sl%:ﬁ?epﬁlﬁ Sgr?tl?%én???ﬁgﬁti on used in Figure 17.

[ 0023] Fi gur @01§)] i Bigareslosidivg a@ktvidie whetétad ed@heddisitahnditdaimultiple

pr opagati on ocess that occurs when a node is booted up_in the
net wor k of Ffé F&"i‘ﬁrettga’b@fe‘géﬁ%}”idwesfW@?ﬂ‘}e%pﬁﬁ“‘é‘”’?é{-descri bes a

mul tiple egr gﬁ#]"mi’ LR B BeL¥REdenfa00h bOME Btderia 1fsP6f L?piﬁ'gaﬁﬂhkﬁs?enerated
routing. DETAI LED DESCRI PTI ON OF THE PREFERRED EMBODI MENTS [ 0025]
In the fH | olithgerfzadeiM il Pohior egresstaiNsbserk dafing sl raeresd ofcomipge i c
nomencl at ur ey, . . ihde a thorough understandi ng of the
various 30i nbgﬁfﬁgkgﬁgg%#?lglﬁrg\épbsed herein. However, it will be
apparent to [9&8]skFiguedl2 depidiethanttworlaof Ripesd 1 syiend 4 changeinainesf dree
not required.i,n order to practice the various inventive concepts

di scl osed helruél? s 25 occhrid!

[0019] Figure 13 is a representation of the reordered list of upstream hops

15 generated in the end node M for egress to a Network during the process of route
updating in the network depicted in Figure 13.
[0020] Figure 14 represents a sample network where multiple APs s, relays and
end-point devices come up one by one.
[0021] Figure 15 shows the map of link costs between all the nodes that can

20  establish RF communication links with each other in one possible embodiment.
[0022] Figure 16 provides descriptions of the notation used in Figure 17.
[0023] Figure 17 is a summary of the route determination and propagation process
that occurs when a node is booted up in the network of Figure 14 to get established.
[0024] Figure 18 describes a multiple egress/multiple network configuration for

25  adaptive routing.

DETAILED DESCRIPTION OF THE PREFERRED EMBODIMENTS
[0025] In the following description, for purposes of explanation, specific
nomenclature is set forth to provide a thorough understanding of the various
30  inventive concepts disclosed herein. However, it will be apparent to one skilled in
the art that these specific details are not required in order to practice the various

inventive concepts disclosed herein.



WO 2008/ 156544PCT/ US2008/ 006687 [ 0026] Sone portions of the detailed
descriptions that follow are presented in terns of algorithnms and
synbol i c rePrYSarHt | ons of operations on data bits w PRTASZ0YHERIt er
menory. These al gorithm c descriptions and representations are the
means used by those skilled in the data processing arts to nost
effectively convey the 5substance of their work to others skilled in
the art. An algorithmis here, and generally, conceived to be a

sel f - consi st seguence .of seri al aral l e s | eading to a
Gosi 7 od s eoul2er S8R BEa0hs 8Fbr Buatetuckiont el o BT ars Btectiha'i®
physi cal quaih bffgorthid2id dyimbBiie wptlesbftaiGHsHE opératidrin dARVRMEFithit hat
all of these and sinmlar terns are 10 to be associated with the
appropri at e PHRRYIE MERRNN L hese @leoritunig dgscrphensand serressnisHONs asp tes

applied to tRess WJueby thbickillddnh @RabR6idstif @by toThédt eﬁe&&t@ﬁgpm% RS

apparent fromthe foll ow n?( di scussion, It ig appreci at ed

t hr oughout t $wbstdrescafithsil werk tdiothersskilleddn thejalrt. Amajgerghms's berehands
"processing"_gr 6o 3O 1.Qr G i.ng" or Jde Lnnpg"
G opl ayt ng- EerlF R lo 1813 sl bl o ofSHERT A 1,
conput er sysleading tira dasired esule| Elod stepsiace thosqetuirigg chexipatiohd@tphysical
mani pul ates and..t.ransforns data represented as physical (electronic)
guantities wWIHAFRSS: he conput er systenls registers and nenories into

ot her data sjooyjar Itghé12®beBEnt @imasi, REY &It ahat UM tHebd A siintlfd tBroid Qe
conput er  system nenpries _or registers or other such informtion

st or age, 14 r alRdifiassocBtpdoyithiths gprippaals phisical eenitiesgind prremgieliseony enient

i nvention al Bgelk el o tRsAQRAIRLY TGS s {ﬁcanmtaaabhﬁnﬁe@ssaﬁi QRS
herein. This apparatus may be specifically constructed for t 8

requi red purfiondhs folpwing disopssiempiris epprecigehthabthrqughpuiskee desenintiony
sel ectively gg séﬁﬁﬁsqﬂilﬁf#ﬁ' t?r?r?snsfubl%sr ‘gﬁloc%si ”%‘?“Pc'siﬁégi b gch%mufaEigg’egr In
uc u e stor r

t he conputer. a co er program may n-a conpu
readabl e st ofdeteemimens”wmn’“dsplahing’sor thellike, seflaoto tRSadtioniahé drocessesaofia t ype
of disk jncluding fl y disks, opti.cal disks, CD .and ~
mmgnet i o-bpt 10 e R xS S R SpmBLE e i PamiBbftes ks
nmenories (" Rpdlorms BRREeschieRROYBysicab@Reirbsic DfuadfifidsGaithig ledSmpafer any
type of nedia suitable for storing electronic Instructions, and each
coupl ed to aSYEEHPLASEISIEES IIRFBRRSS 180 ofltsn Jg¥p sipplarkyrepspsepiehes physical
processes, agnthniBENGEEn RIRDBIPURY sEE hdndki8s Hi%tegisReS Sfek ¥udhe! at ed or

restricted to any particul ar conputer or other apparatus. Various
gener al - pur p@éematjen eragendtangraissior dr display gevaepsans i n accordance with

Speci al | oed 2l Phlerein Lhvelfth MBS RN L RRAT HE
required st romstraioes hgeina Thar appanptus indytve specfieilg wensiubted &ppbarcqhirain
the descript li:nPrBos%s%lo? 1 'mallynco%ipcriljsg ia%grierélbp%qpc{sg %gnqlgutgrns}éﬁ%\ireqy aci,tlsvated or
reconfigured by a computer program stored in the computer. Such a computer
program may be stored in a computer readable storage medium, such as, but is not
25  limited to, any type of disk including floppy disks, optical disks, CD-ROMs, and
magnetic-optical disks, read-only memories (“ROMSs”), random access memories
(“RAMs”), EPROMs, EEPROMs, magnetic or optical cards, or any type of media
suitable for storing electronic instructions, and each coupled to a computer system
bus.
30 [0029] The algorithms, processes, and methods presented herein are not inherently
related or restricted to any particular computer or other apparatus. Various general-

purpose systems may be used with programs in accordance with the teachings

-4-



not described with reference to any particul ar progranm ng | anguage.
It wll be 5 appreciated that a variety of progranm ng | anguages may
be used tovonpisasesmt the teachings of the invention aspdesseioketses?
herei n. W RELESS NETWORK [0030] Referring to Figure 1A, a

comuni cations network includes a plurality of 10 devices 140 and 130
("nodes") linked to one another (at |east one or nore) and to one or
nore Access Points (APs) within a wireless LAN 160. Unl ess ot herw se
not ed, APs TTB%/ be alternatively referred to as "Gateways”". The APs in
turn may be PYTFRREDF if B1aY REOVE COMEsMEnhROONHTUC marespesialized BORATAYS v a
one or nore PatRl ke rehhfed ﬁﬂé@foeaieil,y WedgqiiF @i iabKs vAWANSD thes® baCK
office system may be inplenented 15 on one or nore conputing devices,
for exanpl e 8ystearswilllappear from thadpscaptiocbrlew Insaddition, hE@ressntsheantion is

Figure 1B, a . J: s [KS.1[.0031]
Reforring. t onticpuy o] oiRLAREEE bR hAR PRl O lIRE Sl SA R Yoo
130 and/ of ceptaaied hetvevatydefiregsmiGiR ahgubdes, maplye whed coingrlement the
avai l abl e nei?g r.ks é,il(g) 20 t%%/) Iiatenhn to all neighbors it can set up
links with, 1REN B L1° BRB PR “SHBRTD"FBMrn, and may choose a set of
vi abl e upstream candi dates as their next hop. Note that in one
presently preferred enbodi nent, CPDs nmay act as a proxy for BPDs.
However , ~ al t SFRELESE MOV RES s may allow BPDs to participate directly
as nodes in W&BO]‘N‘ R%fe%?g 13 YRE KAV, E&%Eni@atﬁ%@i&é‘twoﬁ?in’éﬁﬁ@?& Slﬁ;ality of

[ 0032] Node a constant powered device 140 in Figure 1A, "hears

about t h&0 t wdeiess idP ked 1§ONC‘nodesd linkpd  afe anpibert (phleashane prempxs) kndl 0
(wi th uni que jts:nei [oF i.t . _both
A1 30 and NSy it ARSES boldi (e Sl SVRALS 1S 16E LB otllebee ) 0
t hese WANS. hotedio'es rhdyi b dltermatigtly réferredostas EGatewayb®s The B Ps ik 6un Maj 8¢

M2 and M12,. of, .the type stant Powe ice 140 in order, t
comuni cat e WHEH BORE ‘fyrgc(’)rfe%{"?%o?{;ﬁéy S {§§$)%érv\}ae?nel‘§69°rﬁgswogfs ]ﬁﬂese
nodes may cotypicallg Wide AtdatNergoika lpivesN) ! A kuok offite sPdlerh infdy befimpR¥lenkk@ps
and corrﬁépondi ng link costs g(f?dj acency cost between the | ocal node
and the hext OhBP) AR CCHRPHAL G&YQ’E’str(%‘&(PEBHq ‘seéﬁalpsﬁwr Whéngl by
the next hopierydrash a9 Q% SHISER EB dnd thfMeShPletenicdSldss Yhd &t thér
upstream nei ghbor and gateway 120. Gateway 120 may keep track of the
net wor k t opon®@y9kand capabilities of all devices in its control, and

Thet ot SAFRCRSMHASO T PTE MR A R SL AR e

regi strat i onsnd/or constant powered devices (CPDs) 140, may discover available networks 110

20 by listening to all neighbors it can set up links with, may select one they should join,
and may choose a set of viable upstream candidates as their next hop. Note that in
one presently preferred embodiment, CPDs may act as a proxy for BPDs. However,
alternate embodiments may allow BPDs to participate directly as nodes in the
wireless network without a proxy.

25

Example 1

[0032] Node M-1, a constant powered device 140 in Figure 1A, hears

about the two networks WAN-1 and WAN-2 of the type WAN network 110

(with unique IP addresses) from its neighbors and register with both AP-1
30 and AP-2 of the type Access Point 120 that provide egress to these WANS.

It does this through the upstream nodes M-5, M-6, M-18, M-2 and M-12, of

the type Constant Powered Device 140 in order to communicate with BOS-1

-5-



10 W RELESS UTI LITY NETWORK [ 0033] The foll owi ng exanpl e enbodi nent
provi des for a network-based system and net hod of nonitoring and
control | i fgoa00ansas¢4y neter in a utility network. 0034PCHUSLOE00B687i S
a generalized block diagramof a utility network 170 that nmay be used
to i npl enent enbodi nents of the present invention. Uility network
170 15 may include one or nore electronic devices 171, or nodes. In a
preferred enbodi nent, the electronic devices 171 may be connected

over a wireless |lo I ar wor k In the exanple of a

utility network, ?fﬁg %8“’5‘ H&L%BP%%F AR CHARNHDE

corres pondr ng tO t@bl@&hﬂhﬁﬂﬁb&@&'hﬂrof ﬁ@;ft\hbﬁﬁarﬂrc%ﬁeéﬁbhdﬁ@@mldfcbété ty. As

shown in the exanpl e enbodi nent, nul ti sl e LANs may be used, 20 which
Qy

may or may not owi@fIeggicy sers hetwesn the log wﬂe@mééhermr bonend the petivcosts
connected to (or )

W rel ess LANs. Th(gg‘rl gg cgét;) fg%]eys ﬁ?“&@b@%@%ﬁ%ﬁ%@@%@ .engterS
Exanpl es of el ectltaglfmﬂdwlipsersam ocighima @sd gatergdyulld. lﬁatctwa;yylZﬁonhyskeep

whi ch may incl ud | it er or nect utilit er.
ALty morer &0k S et R oy RGPS braibaicthi i helfEl e
quantity, typicaldnd akso2fien aevidést debkﬁa?hﬁﬁitﬂh%chystatwh@fhﬁ sthdds of Seir
gas, etc. Uility. nodes whi con ect to tility nmeter. may include
a network int er f APENRAIRIENeIRH C‘?ﬁb‘ ¥i |“He)at%ﬂle§ TREPHRLIORS: nay

i nclude one or nore RF transceivers for communi cating on one or nore
wi rel ess LANs, and gad(r include one or nore utility nmeter interface

devi ces % W{I%IEILES ILITYONETNYRKnt erf ace with nultiple meters,
whi ch may orgggy| Nehe fﬁ%@'fng %ng{ﬁteﬁqfd' ofthert FWRQE ?dr Shetwotk ha system

electricity, gas, water, Ity no es rrayasornc
i n-prenise d@xdrm@hwdmfenélawng@.né comiedlingt aputility me@mrs:eumiaymemmlt hr ough

i n- i K h b I
D e o Qu R SheBh R FRBBe hS B RE L
provi de a cotansed &aimpltﬂﬁedt leﬂibomﬁiemeiftﬁehfeesehﬂ 1hvérmoﬁ0dﬁhesmist\tz&& 170

i n-prem devi ce Addrtlonall utilit e may provjide a
communi ¢kt i oRaY Inchide gR§ 95e‘8ﬂretq1ﬁ$ PWC F\é‘ﬁ?sslgldé\ﬂoéé% I&ﬁd’rgfﬁ%e% rel ess

communi cat i o&sbdih¥RY the 6ROPGHE 86Vided 1V N ehay bl LbdntcR@der {3 POEssTIRNM eSS
of 5 electronic devices include conmuni cation devi ces, such as set

top boxes (aaetyierk (bANId@% Imthe seaeple of eytiliy satwork,dba BANimay beed evi si on
del i very), I t )
cooki ng. appl| a%r%BHIOGIgt%%Q nb%ﬁglﬁﬁﬁ? go%érsﬁ&fdngﬁ'baa i gexl%?é(g br sel-r\hwirgé
consol es, stir dgeltldiev i Aeshowhds thesaaamekegmbeﬂmae)lt nmﬂtmlre WA Idey/bec@sd
such as I t [ fouter, r of net
devi ces, i%h?rqlélgg%lr % %8 ‘%% H%Ihf %}V%If GA1 cgéangnconneged
transportati tor(oxdmrpacﬁﬁ) omlyaﬂs mele@et LAN wﬁ{ulmles/n(ete@sr LANarrmhenod%m may
electric or brldc or otper v icI , \i\/nich éor ot .be able
"pl ug-i n" SR eleelont davies, xsmmso! SoREREF Letrsno gy inelude
Comde ty su@hitpioddsShith Gial YcludRRhRilitAmBRESM mELIInHes té &8 ufllity hier. [AVD
pl ayers, set top boxes, gam ng consoles, etc.), or other devise which
may be found IRy Bel s deyicsivugsis capphipefyncssus ParRreAgupRity, toricaityer
| ocat i omps Reéo%ﬁodr@mﬁe%m&l@mphﬁarah g& Bet W &Id%& Rich wo(‘aes
171 and the wireless LAN 1727 For exanple, a relay could provi
conmmuni cat i dﬁllﬁhmﬁﬁemwmlﬂe@cﬁm@@émewde@ﬂcl fvecommuasahmm e of
L o1 oL e SuAFhAORly rUBS5o B AB1P Builol s cRBBN RGOS bk 41
net work such as nete fronrc devic Cf S, etc? my also
perform as rmb@ysirelem dLAd*@I, ar;dsmamncRﬂe pB¢ 6mmatuluhtyfmelet intnfacolevidel €&
devi ces or software on,the n TeW|r | ess LAN 172 nmay
be any type %Yerbm&lﬁfl&' aode may \R/geféo ce with Lﬁg‘ﬁ%gﬁp ‘I‘?‘ STy not meter
comruni cHt i ofiffechadon@hoditiess QRchas Ieléaﬁrﬂcﬂﬂé‘gaﬁrvih&éica&) btiligedey meeiltd v

preferred enbodinent, one or nore of the wireless LANs 172 are FHSS
include an in-premise device mter ace to connect to in-premise devices through an

in-premise network (which may or may not be a wireless network). In-premise
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25[ 0036] The LANs 172 are typically connected to one or nore access
points (AP) 173. A given LAN rmay be connected to only a single AP, or
may be corMeceusdsasst two or nore access points. The acc@€$/USH00®68T73
may be connected to one or nore wi de area networks (WAN) 174. The
WANs 174 may be connected to one or nore back office systens (BQS)
175. The back office system may handle a variety of 30busi ness or
managenent tasks, including participation in the collection of
metering information, managi ng.nmeter.ing devices, security for the
network, or VPF(Srth&_?‘&et‘i‘)Bﬁ‘étSég IRARIPTHEE QREICPT PP HIGA COPURISEIRRIS Nk
Exanpl es of hagkenahé hﬁlﬂg%ﬁé&é S1Fthé DCheR&e d¥¥kes. Additionally, the utility node
2008/ 156544PCT/ 1152008/ 006687 billing and accounti| ng systemns, " proxy
servers, outBerigErdgatcopmusycatiapsslinkbetwirep thesinpsenise Aevacagand theyvireless
network), datg,§ ﬁﬂ&’"” ; et
conmmuni cati ons n%@%%rggs ﬁ%fvﬁ’lk)c m%%etogpﬁﬁ%w% VA ,r%?rggfeggﬁbi nation
of both, Sayeletromieriegmeeingkile goromenioationoiegicps, sudcas|sst top bdkaess maybe

i ncl ude an el ectronic device elay.. an access. point, a.router, or
2 B0S. Some HEGULCARIHelEon ok stglife FikyisRR SPAVELY hOSPIIE SRBRESS IS be
capabl e of cefrigeniterahdang, htE ) ¢dokindapptias@iR:tdIRYoputeRPabbapaing
conmmuni cati ng on %ither 1Pv4_or LPv6 Sorreégodes may be ca%abl e of
encapsul at i n‘gevfﬁ?/ '%&%P%nsf}?sasﬁor ERIEVIEERIRSLS: SCRYaS- Elcoehysrking dgices
nodes may besuaRhereldy, £abid) h&desHsbittPbttck WA Bler ﬁéﬂv@H&ﬁ% @Vick®, PJhbN& or
networ k. The communi cation between nodes, and the routing and used

wi t hi n tHe victlahenes, baiteniviraas dencenBukpekation deeiees, Fgnsperiaiion vegicles
descri bed KV . J f

embodi mont | AT SR B arario AR pLoierERSR it BiloF bl hot e

mul ti - egr es sgbhaitot phigrig? tszsutdity grid tdwecdive a theteeedimpnitngedeconupodityeduch euit e
to/froma 15 .pation, . whi ch pay  us a t and/.or.history. of

st abl e upst r%gc?ﬁtl% geg%ﬂalonvl\nneg (rleevécrﬁg r(eo%i?ri\ﬁsgbgly 5‘%&6‘%&?{%"8 b?’fﬁs’ gan¥mg

det er m ni ng doasolex xic. ) ha@mthardevieeivhith n&yﬂ)a(f&ﬁiéi.i? hrhoirfeﬁ?lﬁir&ss?ﬁ‘dddﬁray or ]
preferred enbodi nent, hop,count re not use or eval uating the pat
cost, bek> ar RS ogwgwﬁ&wrr Rl dupde COETHBLERPHRGVER Defiront
such an enbagvises 71 sd B8R iRRYs BANAG. FhEexatiples a Wik cduleplooiest
metric value as the 20preferred route to transmt packets. [0039] In

one present | SPIBREREAtOB s Herriarironig deviae anlthp irdaseenture of theerrqlesst he

network. Unless otherwise noted, other devices in the network such as meters,

electronic devices, gateways, etc. may also perform as relays, and relays may

20  perform the functions of other devices or sofiware on the network.

[0035] The wireless LAN 172 may be any type of wireless network, and may use
any frequency, communications channel or communications protocol. In one
presently preferred embodiment, one or more of the wireless LANs 172 are FHSS
(Frequency-Hopping Spread Spectrum) networks.

25 [0036] The LANs 172 are typically connected to one or more access points (AP)
173. A given LAN may be connected to only a single AP, or may be connected to
two or more access points. The access points 173 may be connected to one or more
wide area networks (WAN) 174. The WANSs 174 may be connected to one or more
back office systems (BOS) 175. The back office system may handle a variety of

30  business or management tasks, including participation in the collection of metering
information, managing metering devices, security for the network, or other functions

as may be desired in an AMI network. Examples of back office systems include
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initial network di scovery scanning process by the new node through
all slots or channels to get to all (preferably) its neighbors and to
get acknowedyensit4 responses and an initial value of PCHUSIsIcEsy
estimates to those discovered neighbors. 25This initial link quality
estimate may be used to select a nunber of best upstream neighbors to
talk to (the nunber selected may be configurable). [0040]

Regi stration of a node with its upstream nodes, in the presently
preferred e Ht neans that the nodelnEensto use th gae b
upst ream nod “’fgo%“ ShFoNDUNg ysigisy ROEY REYSA outags CPRoNEEme (s may be
regi stering wdetifin b helityRetwR) IR dRrideydignd, eRam 30 node will add the
regi stering downstream node to the downstreamrouting table entries
mai nt ai ned bif0BRle Dgdeswikn Hisromuyyucatigss Rewpiknhich manbea IAN G 8ceed
to maintain 4Pt %rdabimb Edaﬁbﬂ%b&&%ﬁ@ﬁédrxgﬂurﬁ@ﬂé’hmﬁ nd &%&ngdt%lé?ode
in response to the registering ownst r eam node es routing
t hr ough eachNodé¢sgnayanduge af @pcabmyc deyice pretay, @xasiess geint.iaxontgr, or a BOS.

i nformati on per.i cal ly i rder to.r main sync_and exc
Dncket e | o RERLESIS Hdrbe s tR S S ichE TR thil, S e EXGBRNA®
enbodi ment,  tdemtrivating on{IHed,echifei sggi¢ heayloe@apabieyofttatramini@riag on elther

T P Lot ot B T P PR e

interval (fopacg¥amdionay,sBfic@odey maf be?a@nemo REESsh: an[[OG¢hndlBrough an
registration_of a node with one or nore of the APs may then take

place. THI s Heginstyoski Bke snrpmurisatign hetwreanadesond the m»&pgmuw Withindd
the register alalel t at us

of “the node. e HiRAGSchAmbhaf e B e od A kBRI mb R 0 p

may occur pebélowi caI I y but nore infrequently than the registration

with an upst £ ) [r

frequency is ong?t he %ned) resen@f%;r%g% gvelrbxdl {1 rou?mg ﬁ%&ﬁggﬁeﬁlg ?L%‘loﬁ b‘%
ADDRESSI NG h&0dh]ti-dgmesy/mniien gk 43, algbda&hm fortdla&anmg asoptiaaimu watina
net wor kK pay eldentl d for en to-end r.outin articul ar
networ k by 2SRl Weirh e B8 p Rt antisdo. Bl SRR A ¢
conposed of Bd‘@nskr@ﬂh@@hm@&é ttfe métri6 4orietermpindth net@ibp oraBekir: ;ﬁﬂaclaett
host part. Upon successful registration by a node with the AP, the AP

20 may hand ¢ prsaRtly pseferrest eoppodimenty hop qoupigars %PEFét)f%%‘i%PﬁgH@ t he
network conf baHeak! o arciléd irbiknt &%nh@e% 0 Balchied S ROkoulh & | X
associated with the subnet the node I's Pnl ng e node nmay then
send a Dynantmb®@N8enipeineds maysebest theRmge 2/11361)6 bwesthmmeMtr ks tHost
Uility st er. en an application server wishes to
send tra |c8ﬁe§_% %%%F%%{étspraf%# it may resolve the node's DNS 25
name i nto an[00B96 &dategrssehidy plefyed etbodiR)ent, @ubduting prétocal ghudetien thaN t o
the correct AR. .If t WAN i s 1Pv4-based, | Pv6 packets e
encapeul at ediHi AFORBURCUED oGRSt bY Bleernae Rypuah o A

t hrough the émﬂelgt@gwto A (préteraBiPfpits héighHoRrAidue detl dioviladdeatenvoul d be
decapsul ated. [0043] A node may register with multiple networks

ei ther on t hEsEAEs P aginifal vadieRfilink gualitypsimates twﬁh%ﬁ disgavered geighbprs.
set the p§i oThiYniQidRk duBlitylebEm e e sdd toREIAN I imber of best upstream

neighbors to talk to (the number selected may be configurable).

[0040] Registration of a node with its upstream nodes, in the presently preferred
embodiment, means that the node intends to use these upstream nodes for egress to
another network. In response to registering with the upstream node the upstream
30  node will add the registering downstream node to the downstream routing table
entries maintained by the upstream node. The upstream nodes may also proceed to

maintain up-to-date timing information about the registering node in response to the
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to based on its estimation or calculation of the | owest cost path. In
the presently preferred enbodi mrent, the node will have an | P address
for each MEORIBRSGS#4 i s registered with. The DNS servePChp28sw6i7at e
these I P addresses with the node's hostnane in a preferred order
according to the policies defined on the DNS server. Wen a BOS
Server in the WAN network wi shes to send traffic into the wirel ess
LAN, the DNS server goes through the candi date EPv6 addresses in

order while 5 resolving the node's, hgstnarne. As described above, the
WAN | i Pv4 cl @aateﬁaggbﬁlqiomﬁr%a@anw SHoyhag F*\ﬁg}lggr?éd} @‘gﬁ Packet at

the BOS ser vgeferdbl@dtt hp W eRRfieRtinthE [hiGRFOR bérdddcally S brtef @ rERaRlie
tunneling. LINK LAYER ADDRESSING 10 [ 0044] Each node 130, 140 may be
identified foncppdiexchangepackets MitheRE wlizige BHSH tagheiapgsn in theyearrent
addr ess assi gpgshi i Bﬂﬂ!él i LS 15p0ed

node has only a ér?l%& tr(géinnte i?padéle. %ggﬁlgaszkgh%g%?%%ms cang%%g’ brqr]u;fuf:ﬂ{l]l pl e
di scret e 3 i n&pliey émirgidfessten exchakgelnaydre trdghrebi derahas teypinoalatay 8
bytes long and,is the device' s MAC address. The Jink.|a br gadcast
ntdr ess may By T R RpEEpEe AL S S e Rtie B PCRT ¢ oc
with this | opel1]or DThdegitratadsfesmdanethphebemabd of the ADSERGehdalake
everyone who receives them RF Link Layer Packet Forwardi ng o
[0045] Fi gur®aee- g seistatan pracespill i PieBRt B Ahie addde fegijiering

header whi chhdlYo A9fAkiRY tdbRCardnNh bl 08 s@fhs SX HeHoBEH phoihe. trab! e
bel ow. [0046] The flags carried by the link |ayer header shown in

Fi gure 2l0r eregiselion of anele with:the inpyceIurTsEadirdiy W xoosinfoaeay el e
1 Bit(s) Noge rt%‘;r‘s?ﬁ{ibxp@vlitﬁr&n upstream node. In the presently preferred embodiment, the
P

frequency is on the order of once every 12 hours.

ADDRESSING
15 IPV6 ADDRESSING:
[0042] Each node 130, 140 in the wireless communication network may be
identified for end-to-end routing in any particular network by a unique IPv6 address.
IPv6 addresses are typically composed of two logical parts: a 64-bit network prefix
and a 64-bit host part. Upon successful registration by a node with the AP, the AP
20  may hand the node a set of TLVs (Type Length Value) containing the network
configuration, including the IPv6 globally routable preﬁx associated with the subnet
the node is joining. The node may then send a Dynamic DNS update request (RFC
2136) to the Network Host Utility System (BOS) DNS server. When an application
server wishes to send traffic into the Wireless LAN, it may resolve the node’s DNS
25  name into an IPv6 address for Layer 3 (IP) routing through the WAN to the correct
AP. If the WAN is [Pv4-based, IPv6 packets may be encapsulated within IPv4 with
appropriate prefixes for tunneling through the IPv4 cloud. At the BOS, the received
IPv6 packet would be decapsulated.
[0043] A node may register with multiple networks either on the same AP or on
30  multiple APs, in which case, it may set the priority order for the networks it belongs
to based on its estimation or calculation of the lowest cost path. In the presently

preferred embodiment, the node will have an IP address for each network it is
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0-3 Version Protocol version nunmber. |If a higher version is received,
the frame is discarded. 4-7 Protocol 1d Hi gher |ayer protocol id:
0x03: SSNwouasngpspr ot ocol 0x04: 1 Pv4 Networ ki ng pr ot @ColuS2008Q8687

| i Pv6 Networking protocol O0x07: Datalink trace 8-12 Address Count

I ndi cates the total nunber of addresses contained in the data |ink
header, including the source, destination and any internediate
addresses for source routed packets 13-17 TTL This is set when the

packet is generated. The initial value is set to 'Default TTL' and is
confi gur abl eegigeediwith. ; TheJAUP serpr ey asvesdfe Rsee Praddrestrs ithdkenode’s

traverses. Isgameih b pRiferfddf3&Lr according to the policies defined on the DNS server.
When a BOS Server in the WAN network wishes to send traffic into the wireless
LAN, the DNS server goes through the candidate IPv6 addresses in order while
5  resolving the node’s hostname. As described above, the WAN IPv4 cloud may be
traversed by encapsulating the IPv6 Packet at the BOS server in an IPv4 packet with

appropriate prefix to enable tunneling.

LINK LAYER ADDRESSING
10 {0044] Each node 130, 140 may be identified for routing in the Wireless LAN by a
unique link'layer address assigned to its radio interface. In this embodiment, each
node has only a single interface. Other embodiments can have multiple discrete link
layer addresses. Link layer addresses are typically 8 bytes long and is the device’s
MAC address. The link layer broadcast address may be hex ff:ff: ff:ff:ff: ff (all ones).
15  Packets transmitted with this local broadcast address are preferably processed by

everyone who receives them.

RF Link Layer Packet Forwarding ‘
[0045] Figure 2 illustrates the bit composition of the link layer header which may
20  carry the information as explained in the table below.

[0046] The flags carried by the link layer header shown in Figure 2 are shown in
Table 1:
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Set to 0 on packets that don't use source routes.
when t he packet
every hop wbeogsasdset traverses.
8 levels of priority,
26 Source Route Bit
hop- by-hop route to be used between source and destinati on.

s first sent into

| ndi cat es whet

This is set to O

the network. It is increnented at

her the packet contains the entire
27

23-25 Priority The DLCpcaysrooswspert s
this field maps directly to those priorities.

Preserve Source Route Set when the L2 forwardi ng code shoul d preserve

el enents in the source route when forwardi ng a packet downstream

this is not
hop address
Reserved fo
flags are f
packet. In

the flag ca

illustrated| fd

addr ess of

preferred e
list of hop
otherw se o
5fi nal addr

elthe L2 forwarding

| f
code may strrp out internedi ate

vﬁ%tGSIC

ergl T nas made a f
100471

2@%[ di g decisiom —28-31TReserved
eSCTIPYRY r ated in Fiqure 2. the

bpd3owg
[ he pr

dvéaygoﬁ he source 4
esently preferred

detoRss] wEsiduned ar 8 aNRAEAdréigh fshe
ROGR, R Hamelif8is&Rged e Saddress o

I 11TV

Fi
[ he nd
mbodi n
addr ¢
nly th
PSS | 9

ent,

I UU DUL LU LHC
diiptecal Idt he sourc
xt hop the packet
if the Sourd
sses ending in th
e one next hop is
t he destination

ade ac faW. Kok An
luanaoL QUUICDD lUU*UJ

cHighefrlaxes prosocobidi owed by t he
Soutet Skl utie, 0 ooer

e Rou en the entire
e destixfdtiPph Natthrkmg prato¢abc| uded,
SpeC'J&‘divaé&teﬁx'/% er case t he

t he®pa NERR 8‘Hﬂt 0.
0x07: Datalink trace

<

8-12

Address Count

Indicates the total number of addresses contained
in the data link header, including the source,
destination and any intermediate addresses for
source routed packets

13-17

TTL

This is set when the packet is generated. The
initial value is set to ‘Default TTL’ and is
configurable. The TTL is decremented every hop
that the packet traverses.

18-22

Current Offset

Set to 0 on packets that don’t use source routes.
This is set to 0 when the packet is first sent into
the network. It is incremented at every hop the
packet traverses.

23-25

Priority

The DLC layer supports 8 levels of priority, this
field maps directly to those priorities.

26

Source Route Bit

Indicates whether the packet contains the entire
hop-by-hop route to be used between source and
destination.

27

Preserve Source Route

Set when the L2 forwarding code should preserve
elements in the source route when forwarding a
packet downstream. If this is not set, the L2
forwarding code may strip out intermediate hop
addresses once it has made a forwarding decision.

28-31

Reserved

Reserved for future use

[0047]

As illustrated in Figure 2, the flags are followed by the source address of

the node generating the packet. In the presently preferred embodiment, the source

address of the flag can never be set to the broadcast address.
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[0049] If the source route bit is set, the packet header contains the
full path the packet wll take. Note that a packet can be source

rout ed betweesvstisgs4nodes with no internedi ate hops (i . ecr/udehds/dsts7i s
2, and the destination address is either a node or broadcast

address). This is a mechanismthat nmay be used to interrogate

i ndi vi dual 10 nodes 120, 140 froma term nal such as a debuggi ng
nobi l e station. [0050] If the source route bit is not set, the L2
forwardi ng code on a node may _nake a deci sion based on the val ue of

the Address ©B9d8k #‘\ﬁéllht!;tfa‘lﬂélm Bigyrep, the sopree pddrpgsds Eodlowed b thej agddeegsiof
to1lona pa&l'é%xz%&fri% SRRE i 108D deho R g&&%ﬁrﬂ&ew&% b, frhle”)

or Central Server (150), 1t neans the packet to any
15egr ess nod8owee Reute mttiheet thes tleemantitef list hEhopdalidessses@odimg in the gesbtaton

than 1, it h addr e esmt forwardin
table at t h(rarE (%]ggsgsalr%élug(i Oﬁgg‘?'ltsc i?_rgy hé’°é‘§§’e’§ |1§1%’fe°128§'.18f erﬁaﬁq’ggfses
in the faof wafinklnaddresdib ehefdestiratios thegiakkedissto bt dantetkoby preference, from
| east desira st desirable. [0051] If the Address unt is
greater t hanﬁ)ﬂs?]heI %%lfceaaweg& 1§ %‘*&’dg? B‘Jlfk‘ft&‘eé dey gopfping tiedht! ppth the
destination pRxeEsR tgte Q@AY Bt b PALKEN cah Bk Iswr@e m\ﬁ\&@rbeavééhfnfv@ h&&Us with no
destination 1s chosen, the previous network should be renoved (either

by decr ement infgmediptedieps (orer detd Gt igBranil ﬁh} dgsfinatipe a@reww@ler papép or
Rermoving th BE&‘ékt%'dﬁreF%t s Wh ?ne!cﬁgrﬁ?ﬁi t oy 9@\:1%d & HiG o chflSndividual

occurrence of routin ere a pa et coul'd be re-1njecte
further Hhaynddeoh?9, HéOdﬁ@m 2 wammhswhana tithmgging giabak s@bswur ce. [ 0052]

node s L2 1 ol G801 HePEIBusdBLERTM Btk Bt gm B8 Bhadbi ol B B ppec

when the TTLmbhlecod®isicebased oetheagrs oftieh diress Court fiecldleBdr cR@diplepif tiite
| ocal host are, deljivered l,igl t he stack.  Nodes r\;\,}rso 14Q which are
sendi ng masséé%@sst oyat is eapal tg 4 o3 geRpsket beng genhitioRbie REHAY towirds ¥l ce

route must pr&weRaiY) crelentdilsder PR 0Rtit Jneﬁfs&hé;k&k&%abeé fHvalieB %o 81y

the | ongest path they have leading to th . The maxi mum TTL "rmay
WO 2008/ 15565%115@'{1,0(1}52'0@%}@@6ﬁwe%elféWﬂ@G%éﬁpumlstgﬁ@tfadhﬁnrﬁ dtpeansr .

| h the preseid i RIaRIdE £ QERA RO war BAC o8l B rﬁod%"'altcfhaélwlﬁglsg%l

destination address set to L2 broadcast e not forwar
Del i very of @mcseeisstlrpa@iset&elagdtpssa elrthbfqrwandmgdabledtg@hebyomhee BdGed

(Data Link E@?élj’elﬁakg E’t o%llﬁgééf%’glr rt?os?geestlr%ble y be inplenented as

uni cast pac ene and are al so preferably
acknow edged[OOBl] [ Eftm@Adm@ssﬂldﬁnelst@emnMnme paeket eatgrdetsnicdash

packets. 130 140 sen ackets t hb, t he MAC
| ayer medl r e‘%gg’i ?ﬁﬁ‘ﬁﬁtéqn 1gfcajes rcP SEORPT ] ﬁ‘g“%vgﬁlegé‘ld‘ dertdds of
the transm S@dsaﬂanoﬁhecl{t@&m&prl:%@srnmrkl%ﬁ&nd SO MM &ed (Qthet By S
information on a per-nei ghbor basis
decrementing Current Offset or zeroing out the previous field). Removing the
previous network is intended to help reduce the occurrence of routing loops, where a
packet could be re-injected further away from the destination than the original
25  source.
[0052] Preferably, the TTL gets decremented when a packet goes through a node’s
L2 forwarding. Packets going through L2 forwarding are dropped when the TTL
becomes zero; messages with a zero TTL destined to the local host are delivered up
the stack. Nodes 130, 140 which are sending messages to the AP (gateway) 120
30  without using full source route must preferably set TTL to be at least the number of

hops on the longest path they have leading to the AP 120. The maximum TTL may
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10 ROUTI NG SUBSYSTEM [0054] In the preferred enbodi nent, the routing
subsystem may be divided into four functional conponents: neighbor
scan and dvec@msaseg44l5nei ghbor mai nt enance node regi st PATUSIDOSUGERT
upstream nei ghbors node registration with AP [0055] The presently
preferred enbodi nent of the routing subsystemutilizes the 20 code
entity DLF (Data Link Forwarder) for Layer 2 routing and the code
entity MLME (Media Access Control Sub-Layer Management Entity) for

acqui ring nei ghbor nodes and nmintaining timng informtion between
nei ghbors. T%Cﬁlguﬁeﬂtbéﬂh%mts‘éa@he[nIW‘NEG%EHFIBB’ijﬁe@ds"*&b"é‘l‘neﬂpﬁcmm

25NEI GHBOR S%Mﬁh'%e[?ie%}%ﬁﬂd&@&%@%%&&% larearﬁat Earked, may

initiate network discovery whe for exanple: It has no viable
egress nodes[00P3] i @mry&fmasime@km i preéargblﬁmowwmw thaﬂlcﬁlé)mt h

upstream nodges L her nLsiragive
part fai ur etuk CoFEaISRr SRR e refka By BO ML RLURL b oo Plb et By
to one of5 it the APSSheBerhqiahé drealsol prafetably dcianevdedgdd e w mpmﬂi{e 1o$end

adverti sed 00 s _such s BPD, 130 njti at et wor k
di scovery, {5’? g@(‘léﬂf)l\%)gé’gluplcﬁﬁé’a? el}'i‘%"r%olr#)ﬂia‘{ lé‘?ls °ErD node
140) has beeﬁhxﬁiﬂi&&ﬂ&MA[@%&]méﬁebmtr@@mﬂeﬁommgmﬁ@mb%vmmd@ccess

di scovers nei ghbori ng nodes using two basic processes: broadcast
di scovery an th %F@W?Suﬁh e’l}l]eé)gtwqm éqyeémﬁbh@p(ggﬂggrs% this information on a

per-neighbor basis.
10
ROUTING SUBSYSTEM
[0054] In the preferred embodiment, the routing subsystem may be divided into
four functional components:
- neighbor scan and discovery
15 - neighbor maintenance
- node registration with upstream neighbors

- node registration with AP

[0055] The presently preferred embodiment of the routing subsystem utilizes the

20 code entity DLF (Data Link Forwarder) for Layer 2 routing and the code entity
MLME (Media Access Control Sub-Layer Management Entity) for acquiring
neighbor nodes and maintaining timing information between neighbors. The DLF
interfaces to the MLME through a set of APIs.

25 NEIGHBOR SCAN AND DISCOVERY
[0056] Nodes such as CPD 140 may initiate network discovery when, for example:
o [t has no viable egress nodes (it is not associated with any APs) |
e Communications with upstream nodes have been severed, either

administratively, or due to part failure or propagation loss
30 e A periodic registration message to one of its APs has failed at least 3 times

® A new network is advertised
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5 the MLME may find all of the node's adjacencies (or directly
connected RF |inks) through a "broadcast discovery process". It may
do this ramndemBysdset det ernmi ne when it should start sendcngshooedesast
di scovery frames and then choosi ng the channel on which to send the
broadcast discovery frame (channel section may be done randomy). It
may then cycle through every slot, transmtting each successive

10br oadcast di scovery franme on the next slot, wapping at the | ast
slot. In the preferred enbodinment, this process guarantees that a

broadcast di B98Ter Yodgssueh 2sBRIRAB0 may dnitiaty nethors discqvarys frs eK@pplen the
sequence of fif1eoFIASHPRR&AN GNP P ndd0 92 hal Bedd\ev&¥aNPl € enmbodi ment s

there are two nbdes to broadcast discovery: aggressive and passive.
VWhen power edl0868] t hethelexdampde embodiments aagde diswivess nkightiosugnaiey usimgievo

where it se . ou i sGove f£anes random zed ipherval s which may
be 1 1 the or halc WpeeieFrnu R sLR0TRy Ry AERRBFUfEs Hoshitdeds &S te
when t he 5aggthe 3SILME miysfiraival of thelnadel sadjdeasciaXpr diegttly onreasd iRFdinks)

di scovery node, npde may.wait a nuch lLonger tinme between sending

br oadcast di @E‘B\ﬁgﬁygﬂag??é disGoy By PIPqess oflt W%@‘E%’&‘&eﬁm Wit‘?]E?t@_?.‘me

20[ 0060] Oncgnhérie skbukFaxe sehdRicA SRR adt AfcdRENFaBed BIddRR I hobatlg BENCY) |
or a set of neighbors, the MLME may then query the discovered

nei ghbor s f ofhaprdiop winghdtesenbthg bErgeeast diseovery. > (charmebgectioemay bect
nei ghbors w [ [ ' . Ls&aQver
he networ k Shsrrsaed; ey Rk e s et L e S R ok Sufe R

| ar ge nuttberbrofidcastalirsgvdry fiamees the naxd slob strappingatholass sprar i the peaferred
25devi ce) . The, Nehahoals JHeLy . IRGhagksm gi%aﬁéa%‘I &E&Q‘&é fPanyd ingén‘? on
guery/ response: a node recelvgng a nelgﬁ or query applies the
criteria to,evyenefanadlirythebpping eemence dftls HHSS-based netwoelt.er abl y, al |

t he nodes th "majch" the criteria are placed in the nei ghhor
response. |f ﬁhég ler i“ttg? RIS e’&f’ﬂ’/‘éﬁ‘?ﬂtﬁ I&Fer‘?‘l‘fé e H@Beﬁ tﬁq’(‘ Cgsit Blscqﬁﬁ;y: be
placed in t hgshakigh AR pds8sONGRn pdierdef 88 lthe J&%%A&Eexﬁ@fyaﬁg&&éiw t he

DLF when di scovery is over i.e. all (preferably) nodes have been.
queri ed Yor diBEOVeryTeedsHsESit sendls aut disqonppytirames abradomredintg vl yaich
those nei ghbonsue il 006k MShithcbbifls! iithayPnid bR oDt he
MLME the DLF Wﬂ)?_mt ry anrdé’ﬁ{r:%ea%@grt.i s%ﬁénég?gggg rQ%%to eés&ln?otdu%a}%x the
acconpl i sh t#ggzessize Kispyvety dratiindps xpircdNdn passive Aeevery sede mtiod¢ HADV)

TESe0es | L UGB E SLBURRL A Sl RGRLITEE

t he pat h costheanitr bfpimesnt of the egress routes. Path cost is the

| owest CEOSt [0060] Once the discovery process has found a neighbor (adjacency), or a set of

neighbors, the MLME may then query the discovered neighbors for théir direct

neighbors (preferably, all of the direct neighbors will be provided in response). This

may be done to discover the network environment more quickly (in contrast to

broadcasting a large number of frames in hopes of contacting any one particular

25  device). The neighbor query mechanism is preferably a simple query/response: a
node receiving a neighbor query applies the criteria to, preferably, all nodes in its list
and, preferably, all the nodes that “match” the criteria are placed in the neighbor
response. If no criterion is given, all the nodes in the list may be placed in the
neighbor response.

30 [0061] The MLME may notify the DLF when discovery is over i.e. all (preferably)

nodes have been queried for their neighbors and an attempt has been made to reach

those neighbors.
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associated wth that egress (AP), anongst all candi date paths. Hop
count is the highest nunber of hops that nust be taken to reach that
egress. Hopocwaniesiss used to prevent routing | oops, andcresmetondesed
in conjunction with the path cost. The fornmat of the NADV nessage is
shown in Figure 3. The Destination MAC address is the 10 MAC address
of the device the network advertisement is ultimately comng from In
nost cases it is the egress point (or the AP) since networks are

identified bﬁ/) t heir egress nodes. 100641 From.the adverti sement
recei ved in POAE2lF oPsingtheisbot nrighbarsdault wnbythe ddeMELRe Péﬁs"l"lud’étané find

routing tabl eﬁlvkhﬁ&% é?%sts tﬂ@ut&e t Y‘ﬁi‘é&f §%c§§$tl%]@ﬁlksetasktﬁ}%s%§ r Q&G ot ( AP)

i dentifying each e networ e avall able paths to that
egress node. A@'r@@ﬁ@mbl”)(NAéh‘é)mga‘sagehéomﬁaﬁ demitas ip e LME’ sineightiop éable.

with a next cribing th th adth link and
Dih socra. (ARSI TRORAPSS Ritdb{ab AivcleBs <BlqrRBte B e plabs 3
per manents enintlydé thetphth dostnd hop/raemhet‘thetegfeasnrola&saﬂmhrcbstsedlebcywesheost

node etc. In the eferred e ment, t de to

gt ster i oot GHE B eEoq ARb B rst e hOan B b P (58t Shs nk
and pat h cospighest Rurhb® oNBSPMRAM st bdRkéLRTEachChd @Erey TS BRAE B ub&Mto
use other criteria including validated reliability of the link in
provi ding | drrqunérqwﬁeg toops, ang ig pat upesk lmpwun%wné%ﬁh%bp gatfoogthdhe format

i nformation t trh I

Figure 4. [Oe({)%%“];ﬂFr omt gge?%usy {)ﬁglr%ﬂgﬁe in grﬂrrééq?%ﬁg l\EAgZagh%gﬂs

const ructd a ¥MayGredddésmgf thre d2Gine st Ihtm)rk ameetlmrlentlaultmﬁtelmfcommﬁqnathnn

MAC addresseg t%aste¥ﬂe ee CeI atoen(%t %Qlceas‘d %sks Cl entl er}rcost
for it. In theSPERLd %ré?%rre SHERICYORE A ere sth

sel ection prefresands. assocr at ed vvrth the dest i natr on and may be one

of the five: rc te ho dire adj ,

br eadcr ur nb, [0@8 g‘%ﬂnt g Yﬁr?—:se%‘eﬂ%d eg"ég l%ﬂ‘egﬁ’ﬁ‘hﬁhgﬁﬁfqp%ﬁﬁaﬁ%?aéh
types that rﬁeaaelé@n kdrﬁ&@@iarbﬁhﬂgﬁblen@rs@glhé Met3BriRla@higible ¢h dhomnt
case of adestrnatron of the hop-by-hop type, it is listed along with

t he next %op(ﬁrﬁ)wﬁmlﬁénemh@éthrmwrrsa a@%@@@a@l@b&rpa%de&ar REIEsSaRdef
the source- reuked %E&r ofdfle QJaﬁgMHEE %Qﬁsdrfbe?w&l'a(ﬂe& Yo fhagse&smmrg

t he destrnatronrnt forwar tiple entries for the
sanme dest i nathe typewdpatheandithe buk and pattecastsd dihe dagpimdicetedinecland whiogke -nmay

be_det er m neg, ot Y LG PG R0 (I RRHRaE 85 Layckhol B the noge.

presently preféerre odT ent rying reac Ion

t he exanpl e &el hivhe ph&rnad@mbodinheni ithestiode sll daddofo refietehwith lihyat bplspream

entries at |nta a. linked list i.n orde i ncr

ot costt  mtsTcrREnEdr AbseL ot PG Epi) b GarrT I SPeORE. KaReT be

routing inf ogiiBddiibntsiapusd StBet cifterlaifcladiHE ¢AidARASeliailay 6RiHR IMkSOUT Ce

route entry for_  Destination 4, bX structuring a forward set, of paths
¢

to the destiPavideg lopgticensgressto t aetyprker%weamlmhelnfqrﬁ@ﬂﬁ%aféu% | |

use the bre f: sing traffic at
Sone. poi nt Tz HOEhpd @ the iRl Bl S il Ruin PIRRER

[0065] From the routing table information, nodes may construct a forwarding or

25  next-hop table with a list of destination MAC addresses, a type associated with each
address, and the path cost for it. In the presently preferred embodiment, the type
reflects the selection preference associated with the destination and may be one of
the five: source-routed, hop-by-hop, direct adjacency, breadcrumb, or local. Figure
5 provides an example of the route types that may be listed. In the presently

30  preferred embodiment case of a destination of the hop-by-hop type, it is listed along
with the next hop from the source node. In the case of a destination of the source-

routed type, an array of hops is explicitly stated with the destination in the
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[0066] In the presently preferred upstream and downstream nei ghbors

are constantly maintai ned via MLME beacons or targeted periodic

keepal i ve wesaggess4used for synchroni zi ng the cl ocks amdrassws/oies?

t hat nodes can still exchange packets 15 with each other. This

constant contact and feedback may be used by the L2 routing |ayer for

mul tiple purposes, which may include: Neighbor updates are

comuni cated to downstream devices in timng update beacons.

Nodes use the MNE to detect if their downstream or upstream has %one
T

20away. [ 006FWAIdHEdable: Ydiinle anfries ik theifame destinpiiqn may blistedviartbeorderor
exanpl e, whepfprefdRStE SHRIE Sy I i's
detected Li nkpraual ity changggggfm)ot hébc?ﬂﬁb e@w'g)!yr?e agfé?gnoeg%?{{o%@t e
present |y pr&edrsenlyarpistedrembodimianis whenirgsg tor wacipPéstivationetunrthe vel y,
to all wupstr i . i [ t he node
recal cul ates t ep[P éggeg‘?vg t? %ﬁ%&;eg\%]ifﬁo . §°§§?€‘§§H‘%§Z§?’P %‘%gs tzlatn% e's
cost to iis onpstaimsinmsilgked listambdidyr effiacrgasingtgach @B6tIntothed Bmbodiniehs,

networks it routes through,. it distributes.this informtion in the
hext ot of TRteDeasRh suovs b reriinihttin Maglbgs te skt

presently preddrts efar aGdarg eotéertst BPDKstinafi & M8yl s@lictufindh RRVERL LHof
with a "Neighbor Ljist" nessa with the protocol t ield set to

_message, . ype !
0x2 indi cat i PRIhs Prbg dé&t%wpiagﬂreﬁﬁ- sYetgp owaﬁrgh%dm@n%edqﬁ god wilkyspheed.
I'n one embodpRRdHrumb fiute £ 854 piekdd @ PhithotEMENRIWRE b8P n £HANTI NY

t he cost of existing networks. Wen an upstream di sappears, causing a
particul 8 network effectively become no |onger routable, a ™Neighbor

Li st" message is sg,ﬁgg '%Mﬁ\,ﬁi@/}d@fs@l type set to Ox3 to indicate

that the 5 network een renove romthe upstream nodes network
i st. [0070] [0066) hin the pssarttlyypreferédupsaeane aixbdowrestrtam ABlghbas arenot i f i ed
about changes i

registrati onc‘%?é@*;‘ig‘té‘\ép%%%doﬁgwﬁ?@ gg@ggﬁ?{g%gghgg&?%y@gb@nﬁﬁ%e
sent by ever ysed @steymétirdrifing iR oARKS aPAsering thaHddBPAN GAN eRéHAnge packets
conplete list of their upstream nodes, and/or the link costs to each
of them1® witheachother. This constant contact and feedback may be used by the L2 routing
layer for multiple purposes, which may include:
e Neighbor updates are communicated to downstream devices in timing update
beacons.
* Nodes use the MLME to detect if their downstream or upstream has gone
20 away.
[0067] A node’s upstream link characteristics may change, for example, when:
e Upstream node goes away
e A new preferred upstream is detected
e Link quality changes (smoothed over time)

25 [0068] In the presently preferred embodiment, these rules are applied recursively,
to all upstream nodes in a path. When an adjustment occurs, the node recalculates
the costs to each of its egress nodes. When a node’s cost to its upstream
significantly changes the cost to one of the networks it routes through, it distributes
this information in the next set of MLME beacons to its downstream nodes.

30  [0069] Inthe presently preferred a change in network information is propagated
with a “Neighbor List” message, with the protocol type field set to 0x2 indicating
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10 [0071] In the presently preferred enbodi ment, the M.ME keeps two
snoot hed averages that can be used by the DLF for determning |link
costs for wooawsngsspur poses: a snoot hed RSSI and a snoorbeasiong/mess?
success percentage. The term "snoot hed" refers to the type of

averagi ng done on the data. In the presently preferred enbodi nent,
the averagi ng uses the fornul a: snoothed average = A * 15 average + B
* sanple; B = (1 - A). This type of averaging does not require a

| arge anount of nmemory for storage (as opposed to storing the last N
sanpl es) andhé %Wﬁgé‘sbo%ﬁl?geéﬁ%fb‘bge‘ﬂﬁﬁ%ﬂfﬁ@- prone gmbpdimpent, thip gan reflpgt
hi story ref effiifethNONRHEE of aﬁngﬁgfmfeaéo@@om{sﬁ%g FetlBfksC Wikdath wpeRALhed
average. This nmay be controlled by the A and val ues: | arge val ues
mean that thésappearsgauinga patieulpy network effhetivelyrhecoroe nalangenmgliabk, a

O her enbodid ) ' t ' S L ar
desirabl e ung%g t ogﬂ&} Le@gﬁseéfp g%\%‘?%{rileklgéc‘gr%fﬁc?ﬁgﬁ%&vF’O%xtﬁ?tmlqﬁcea?ﬁggl th? S
t he receiiednawgrkdias beenaambied fincih dleet wpstreabinhedes abtwerkityt. be rreasijr eﬂ
for all fra eceiyed frama node. In.sone, enbodi nents it on as
i ted use DR nid HE Brerly iy e Cam el AP stk Acied gpois ienebes
i ndi cati on oferivbk thpdlodPB the periciliEnedvolktegibtkdiion ni¥siees Ml e ublosd taRY
frame is received froma node, the RSSI of that frame is averaged

into the snob¥ieECRBEEs MY brgenhly aFetrage NgthibihadiFas nftyorgpnd May he
presently pr&hefif EQOﬁ?iQf}qisf@ﬂheir b GreatHoles, &E{ﬁf liﬂgé&?sgk %ﬁ&x of them.
he b quality and ther

criterion is used as est nmeasure of link efore
i n maki ngd r ol@07Hg bebe picssnsly praferred emlwdingent.cbe MIME keerisage singothed or m

of packet su ! d t enot.e frames
ot her than t%ﬁgﬁse@%{%gtblg %&rtgretgk ?) g’g éggéﬁ?r%nﬁ'lrggg ﬁ@ﬁg‘?s Slﬁ)ér(ﬂ&lrg%t frame
sent to a nogepdsas:getedthed RSSS aldp phoghabigfteducesss percémade. dle tdrm
interference,or due.,ta the. receiver being busy. The jnfo success
percent age, iR°° 25’8@1&1’5‘53&,’5@){' ?Yﬁé‘i%%‘?%é’&é%ﬁ %-%‘E:I ]I(?di’%ﬁmf)‘?ilf t hose
frames that préRrea@e@bbditheNdR averaking i thdfob@iladdifodidd dveRigt cares at
the start_ of the cammunications, provides a link quality neasure that

does notlVardreteedtl y sHels B Adl oad Tofs aeohavemgingdoespd reqyrs adgge ess

per cent age iasn&emsfﬂ%sﬂ,fbpsmﬁﬂeﬁ@o bd kg1 c}%é le@flﬁlsgﬁélegb%hiaisx' >
NODE REQ STRATI ON W TH UPSTREAM NEI GHBORS [ 0074] Each node ‘may

explicitly rhagiagppiroligbteramdvat o $isterain Hagtenn histarntederd o haw msieh the ngw
t k. Thi L Strat | i
Rrtenpt t o KaMSSEeh i i phin TS ek PR BERARHE e MY B,

node, and keeguea: large A values mean that the average has more history than smaller A

20  values. Other embodiments can use other averaging techniques that are desirable
under the prevalent network conditions.
[0072] The RSSIis the received signal strength indicator. This value may be
measured for all frames received from a node. In some embodiments it only has
limited use in link quality calculations as it may not give a clear indication of the bit

25  error rate of the link. Preferably, when any frame is received from a node, the RSSI
of that frame is averaged into the smoothed RSSI using the averaging formula.
[0073] In the presently preferred embodiment, the “info” success percentage
criterion is used as the best measure of link quality and therefore in making routing
decisions. The “info” success percentage is a form of packet success rate. The term

30  “info” is used to denote frames other than the ones that started the communications.
The first frame sent to a node targeted on its hopping sequence can fail due to

interference or due to the receiver being busy. The info success percentage, in

-17 -



10 downstreamrouting table entry. This assures that traffic can not
only flow towards the egress, but also back to the node. [0075] The
node regi swerasusdsid i t s upstream node by sending it anptibpstiasessss?
Regi ster” message. The "Upstream Regi ster” message contains the
device's type, and a nei ghborhood health netric. The nei ghbor hood
health netric is used to cull 15 downstream nodes when an upstream
becones overl oaded. Devices with a | ow nei ghborhood health netric
(and therefore presunmably | ow path diversité% are preferential

Sel ect ed bef BFBOHEAEE0M FHme Bt theigaisd Rl IEaEorEd ot e 057 6)
The format formd bt obRRCbRARTINRAELAL pRVIdRDA 1ifE Eﬁ%@frﬂe&ﬁé’@ﬁﬂ dde€ ot VAry

Figure 6. The nessage type indicates it Is an reamregistration.
The nei ghbor Biseidly wisk thedoad ef thé¢eeceizpry Hiherifo sucdessaierdentage isi considered takron

a conbi nati op _@f .t e -potential and active upstream nodes.
[0077] Poten |e§FStB€(§%Jreeam l?l%é@éh ither positively or negatively

acknow edge "Upstream Regi ster” nmessage using an "Upstream

eal th 15 updat ed GILOREGH PEToN BereP Y L e A S dgenent

Potential up nzpma&ﬁ&»ﬂe%agyeexhﬁ&gbv@ﬁs%?twiﬁnﬁ@uﬁs%&a%eégeﬁwﬂ§Ed&%m
e

nodes. [0078] The format for tt pst ream Regi stration

Acknow edgeniri metypiks Jdis regisigatinnmeass tagthe apstreamypode il npyydittempete
that it is aeesUShl@AMATRG St %b@tﬁ‘iﬁ@éé%‘s‘fiﬂﬁ . afbRspgge. The
"Seq Nunt is teﬁe%sequenpe %unber soer_lt by th y 30 ggg%eéstore% n the

" Upst r eah Regpwnstigarn gontingdaide griry. THus sssaresithativaféc oén ndtentyeligyo trvardsan

be one of thﬁle%g}gég%{;%éow%% th'él%gﬁ successful |l y added Ox/, Node

failed to be a e rej ected due to hi gh load 0x3, Node is
al ready bei nfp0ms] nTht¢ nedt oREIEs HGtSTF&ddrObb W BiHeAfing AGANUpéirérmt e

registers itgelf wth an by sending.a yni cast " AP Register”
Teasage. ( ARESESANSARRS, o Uit BETR e FIFEaEr Spritns UdrUce LT
nodes in theafd ,fsei{@bwow HeBRh miehR. '@ nsloRbdrAchbdRMRN HiRBR idSsddrschgam
nodes, and the link cost associated with each of these upstream

nodes. |15 madovarsEEae aAdei whea aniupsiresm brepmes aericadrdi Ravicenwitherlry
(repr esent ed,Gvhohif o8 HeRARSmBLE]Sndthe e ROS Fre MELIDY 169 patiRBlelsE) dre COSE .

preferentially selected before devices with high neighborhood health metrics.
[0076] The format for the “Upstream Registration” message is specified in Figure
6. The message type indicates it is an upstream registration. The neighborhood cost
20  isthe neighborhood health metric based upon a combination of the numbers of
potential and active upstream nodes.
[0077] Potential upstream nodes either positively or negatively acknowledge
“Upstream Register” message using an “Upstream Registration Acknowledgement”
message. A device’s “Neighborhood Health” is updated based on the value of this
25  acknowledgement. Potential upstream nodes give less weight than acknowledged
upstream nodes.
[0078] The format for the “Upstream Registration Acknowledgement” message is
given in Figure 7. The type indicates that it is an “Upstream Registration
Acknowledgement” message. The “Seq Num” is the sequence number sent by the
30  requestor in the “Upstream Registration” message. The status code of the response
can be one of the following:

e (Ox0, Node successfully added
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[ 0080] The format of the AREG nmessage is given in Figure 8. The Type
is set toindicate it is an AREG nessage The Mbit is set if there is
nor e dat a wo2@enshs44Seq Nunber is the sequence nunber oPCTAUE2008/006687
regi strati on nmessage. Message nunber is 15 used when the registration
message is sent in nultiple parts. Each AREG Nei ghbor descri bes an
upstream node in the paths used by the registering node. [0081] The
format for a AREG Nei ghbor description within the AREG nessage i s
given in Figure 9. The MAC address corresponds to the upstream node
or a network edre®d, Nednfailedtptbeadded egi steri ng node is informing the
AP about. Cost (is r o either the upstream node or
the network egr esgsnglglo(r?ﬁ egfeﬁéﬂ escgﬂ) The E bit is the Network
Egress Node bifts. 043, Nsdesletalrbz{dytﬂaﬁlgnﬁmgﬂaﬁed description represents a
net wor k egress node and not an upstream nei ghbor. [0082] Wen the
node is successfully registered wwth the AP, the AP will place the

node in i4s routlﬁgDEQQ@]Smﬁ[@amwae it keeps up to date state on
t he node. The 25 node sends periodic registration nmessages to the AP

(on the or deﬁO%?] edaoge lezlsﬁﬂsartselijwm@n byjspndingeumieast 4P Regisier

tabl e when if @ﬁ@

m sses thr ee co utl e regrs ré%egﬂﬁgké@élggglgqgfﬁpﬂa&as OfH)]&B/}Fthe
cull ed fromARs néﬂ«sk mmmengglstaﬁh@nochmdesasumttdammﬂds tand thee-lindkgiostt er
itself [0083] In.r ns a successf rst tinme r.eqis

the ap wi | resvurd B oG drdnie BRED Todrs dt by ol ERERAIRHE b

net wor k monf ¢agdidateinetvirkd @épradenea . bFTHm &grdsk 86de8 @ tHoBE hetdBrksR AR the@it her
things, the AP's globally routablelPv6 prefix, APs WO

2008/ 156544 F%H- US2008/ 006687 MAC address, DNS server address, network
transni ssi on[é)bsmer PhfdemADE 1 hREG’rﬁéés@é%hE véﬁirﬁlt‘l?&g gt Orﬂe%/ybéls set to

routing. 10084] 'If an AP becones overl oade many nodes it
can begin tomélSFP‘Ie s ge ARHGameprage Bredbitda pliibthers ineovotaiato send. Sag

eval uate th'ﬁmmfelj P8kl eﬁ&e M}ﬁé ﬁ{ﬁeff%ﬁ%gl{)ﬂg{ae\é\%rggs eS8 gé LSHP%{QS the

AREG nessages, my ermve eal dates from
net wor K. 15100&5(1 w'ﬁhmtlmrregsimtioga npnsmgens edt jprmndepls pafts. aEavh AR EG Neighbop

b ed f | the Fi 10 and 11. Fi 10
hovs. the | SOUEOS AR EHUABURIE It (I PHORBEC RS SATAPE 2022 provi i ng

egress to Ne[towr]k TAOBmatHet @ARFRINEG@BHor deeeripflod QdRin tﬁamﬁﬁ Hesh3gaird
Access Points AP1 and AP2 are assuned to be _al ready up. 1041 |s

the first endYeibddgHede Ihs B&%@g Hesscoregndspioithe ?Wgeﬁ@mﬁqu%etwor

described belows pdabliat @@ r ﬁdd@ tissmfdf'ﬁlrlg'fcﬂg APOBbSt. Uoshis |the,t he
links that are detected an l'i shed able 2a Networkl 1010
AP(1021)20  recorded cost to either the upstream node or the network egress point being

described. The E bit is the Network Egress Node bit. It is set if the neighbor
description represents a network egress node and not an upstream neighbor.
[0082] When the node is successfully registered with the AP, the AP will place the
node in its routing table, and make sure it keeps up to date state on the node. The

25  node sends periodic registration messages to the AP (on the order of every 12 hours.)
The AP will update its routing table when it sees subsequent AP registration
messages. If the AP misses three consecutive registration messages, the node will be
culled from the AP’s routing table, and it will need to re-register itself.
[0083] Inresponse to a successful first time registration, the AP will preferably

30 send down a set of TLVs containing any network configuration information. This

list can include, among other things, the AP’s globally routable IPv6 prefix, AP’s
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AP(1022) R(1031) R(1032) R(1033) M 1041) Networkl 1010 5 10
AP(1021) 5 20
WO 2008/156544 PCT/US2008/006687

10

15

MAC address, DNS server address, network transmission timers and any other
variables relating to L2/L3 routing.

[0084] If an AP becomes overloaded with too many nodes it can begin to cull
nodes that have other candidate networks. It may evaluate this by looking at the
different networks reported in the AREG messages, and may remove the healthiest
candidates from the network.

[0085] The presently preferred process of a node coming up can be summarized as
follows using the Figures 10 and 11. Figure 10 shows the layout of the network with
AP1 1021 and AP2 1022 providing egress to Network 1 1010. Relays R1 1031, R2
1032, and R3 1033 and Access Points AP1 and AP2 are assumed to be already up.
M1 1041 is the first end-node whose process of coming up in the network is
described below. Table 2a and 2b lists the link costs of all the links that are detected
and established.

Table 2a
Network1 1010 | AP(1021)| AP(1022) |R(1031) | R(1032) | R(1033) | M(1041)

Network1 1010 5 10

AP(1021) 5 20 40

AP(1022) 10 30

R(1031) | 20 10

R(1032) 40 10 10 30

R(1033) 30 10 15

M(1041) | 30 15

-20-




40

AP(1022) 10 30 R(1031) 20 10

10

15

20

WO 2008/156544 PCT/US2008/006687
Table 2b
Link Link Cost
AP(1021) <> Network (1010) 5
AP(1022) <> Network (1010) 10
R(1031) «> AP(1021) 20
R(1031) «> R(1032) 10
AP(1021) & R(1032) 40
R(1032) < R(1033) 10
AP(1022) « R(1033) 30

[0086] When M1(1041) comes up, MLME neighbor scan discovers R2(1032) and
R3(1033) adjacency in the first step. Upon establishment of adjacency, R2(1032)
and R3(1033) send Network Advertisement messages. Specifically, in the second
step, R2(1032) sends a Network Advertisement message advertising one egress route
to Network 1 (1010) via AP1(1021). The message contains the MAC Address of
AP1(1021), the network address class or subnet mask (IPv6 or IPv4 address), the
adjacency cost to M1(1041) as seen by R1(1031), the maximum number of hops it
takes to reach the egress node (2), and the lowest cost of the path out to the network
(35). Using a short notation, we can state [R2(1032) sends NADV(30,
MAC_ADDRESS(AP1(1021)), 2, 35)]. It is to be noted that R2(1032) does not
advertise the direct route it has to AP1(1021) because the path cost is 45 which is
greater than 35. Next, in the third step, R3(1033) sends NADV message in response
advertising one egress route via AP2(1022). In the short notation we can write
[R3(1033) sends NADV(15, MAC_ADDRESS(AP2(1022)), 1, 40)]. This is
followed in the fourth step by M1(1041) calculating the total cost of networks by
adding the path cost and link cost and creating an ordered list of next upstream hops
to use. Upstream node R3(1033) has a total cost of 55 while upstream node
R2(1032) has a total cost of 65. R3(1033) is therefore preferred and placed above
R2(1032) in the list as indicated in the tables 2a and 2b above. In the fifth step,
M1(1041) attempts to register with R3(1033) by sending an Upstream Registration
message to R3(1033), reporting no other possible node for this egress. The sixth
step occurs when R3(1033) sends an Upstream Registration Acknowledgement
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message to M1(1041) accepting M1(1041). M1(1041) is accepted because it has no
other potential node for this egress. This is followed by the seventh step where
M1(1041) attempts to register with R2(1032) by sending an Upstream Registration
message to R2(1032), reporting no other possible node for this egress. Next comes
the eighth step where R2(1032) sends an Upstream Registration Acknowledgement
message to M1(1041) accepting M1(1041). M1(1041) is accepted because it has no
other potential node for this egress. In the ninth step, M1(1041) attempts to register
with AP2(1022) by sending AP Registration Message. It reports R3(1033) as an
upstream node it intends to use. The tenth step follows where AP2(1022) accepts
M1(1041) by sending AP Registration Acknowledgement Message and passes
M1(1041) the network configuration (notably IPv6 address, DNS address,
AP2(1022)’s network prefix). AP2(1022) can now route to M1(1041). The next
step or the eleventh step is where M1(1041) attempts to register with AP1(1021) by
sending AP Registration Message. It reports R2(1032) as an upstream node it
intends to use. In the twelfth step, AP1(1021) accepts M1(1041) by sending AP
Registration Acknowledgement Message and passes M1(1041) the network
configuration (notably IPv6 address, DNS address etc, AP1(1021)’s network prefix).
AP1(1021) can now route to M1(1041) as well. Next, in the thirteenth step,
M1(1041) sends a Dynamic DNS (RFC 2136) UPDATE message to the Network1
DNS server with its IPv6 address through AP2(1022). The last step occurs when
M1(1041) sends a Dynamic DNS (RFC 2136) UPDATE message to the Network1
DNS server with its second IPv6 address through AP1(1021).

[0087] The method for updating routes when a change occurs in the network is
illustrated using an example of a link cost changing in the network of 1000. The
changed network is depicted in Figure 12 with the only difference being the dark line
indicating that the cost of the path from R1(1031) to AP1 (1021) has changed from
20 tos.

[0088] First, R1(1031) updates R2(1032) via MLME because R2(1032) uses
R1(1031) as an upstream to AP2(1021). R2(1032) re-computes its cost to
AP2(1021). The cost is now 15. R2(1032) updates M1(1041) via MLME about the
new path cost which is 20. M1(1041) then recalculates total cost of networks by

adding the path cost and link cost and creates a reordered list of next upstream hops
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to use. Upstream node R3(1033) has a total cost of 55 while upstream node
R2(1032) has a total cost of 50. R2(1032) is therefore preferred now and placed
above R3(1033) in the list. The re-ordered list of route information is shown in
Figure 13. Finally, R1(1031), R2(1032), and M1(1041) sends the updated
information to both AP2(1021) and AP2(1022) via their next periodic AP
Registration message.

[0089] A small-scale RF network depicted in Figure 14 will next be used to
illustrate the preferred embodiment of how the route determination and propagation
works in a typical scenario where the Access Points (series 1520) and relays (series
1530) are brought up first and then end-points (series 1540) are turned up. As
illustrated in Figure 15, the link costs are mapped between nodes that establish
communications with each other in the RF layer. Figure 16 is used in conjunction
with Figure 17 to illustrate the preferred embodiment wherein a complete sequence
of exchanges occur between the nodes to establish routes or paths for delivery of
packets upstream into the advertised network or downstream from the advertised
WAN network into the RF network.

[0090] It is to be noted that in Step 4 of Figure 17, R2(1532) never advertises the
3-hop route for Netl through R1(1531) back up to R1(1531). This technique of not
advertising routing information back along a path already traversed is called “split
horizon” technique and prevents routing loops.

[0091] In one presently preferred embodiment the routing mechanism is adapted to
be compatible with, and take advantage of, the Frequency-Hopping Spread
Spectrum (FHSS) access scheme used in the wireless network of the preferred
embodiment, and leverage some of the inherent operational features of FHSS.
Regular timing updates are necessary in the frequency hopping technique to address
clock drifts at various nodes which need to remain in synch to synchronously
exchange packets. The routing protocol keeps packet overhead to a minimum by
using the frequency hopping timing updates as “keep-alive” messages for sending
link status information. Alternately, timing updates can also piggyback on any data
packets that are forwarded. Unless otherwise noted, keep alive messages are
messages sent to update information, and may be sent regularly. “I’m alive”

messages, which may also be used to update routing information, are typically sent
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to use. Upstw@@mﬂ@w&,daa(ea&ﬁansﬁmma total cost of 55 while upstream
node 20 R2(10321)6 has a total cost_of 65. R3(1033) is therefore

pr ef er r el0 antPOB8lac Brthe prsferadambpdment af the discloged imxentioni har@Wingn t he
tables 2a anﬂr aﬁ?m&%edlh@reﬁrh eg btdcBnid L%@ﬂ)ab ;]nozﬂj,jﬁﬂﬁ b&aR Wireldls

register wt 1033) by sendi ng an stre Regi stration nessage to
R3(1033), repdwoiknygharoa bedsen igropsiodiceroasidast bom cettdis kegwe squefibie si xt h

ZE: E E 0\(/)\/IC ggéz X‘ﬁ&%g@&&e@éég }ha§ 8pgéslg%rsu&§l éc%%ng e‘ﬂlé glj’o%éa(s)t%eacon which can

be received by multiple neighbors is much more efficient than sending a routing
15 update to each neighbor. A beacon is also a shorter transmission with lower
overhead than a routing update as there are no acknowledgement messages and
therefore less re-transmission packets upon failure.
[0094] In one presently preferred embodiment the routing protocol described
herein is designed to exploit the collective computing resources of the devices
20 (nodes) in the network instead of relying on one gateway at the root of the wireless
network to calculate and distribute routes to all nodes. The end-point selects a
preferred set of an ordered multiplicity of upstream nodes to use as next hops to go
out to a WAN network through multiple Access Points (also referred to as gateways)
based upon the egress route advertisements with the associated path costs for each
25  route and each hop. Upon failure of the primary route upstream or to the Access
Point, the fall back to secondary routes and/or Access Points in the end-point’s
database is immediate without any wait for a routing algorithm to re-converge since
the routes are already pre-converged.
[0095] In one presently preferred embodiment, the routing protocol allows nodes
30  to migrate from one WAN network to another WAN network. When an upstream
node advertises its known routes to a downstream node, it sends out a set of egress

routes to all available WAN networks. The routing table at each node lists next hops
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20  passing through it. “Breadcrumb” routes are discarded from the node’s routing table

when the allocated memory is full and when they turn stale after a specified amount
of time. These routes, which are in addition to advertised routes, serve to expand the
list of redundant links available to a node for ensuring successful transmission of a
packet.

25 [0098] The example routing protocol described herein enables the sorting and
preferential ordering of next hops available to a node to route packets to a
destination in an IPv6 network. The sorting logic may vary in different
implementations. In the current embodiment, the sorting logic uses both the origin
of the route information as well as the path cost to the destination and link cost to the

30  desired hop. For example, a next hop picked up from a “breadcrumb” route that was
gleaned from passing traffic using an infrequent path is given less preference than a

next hop tagged as being used frequently in “hop-by-hop” traffic. Multiple next
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enable several layers of (almost) instantaneous failovers. For example, if AP-1, a
device of the Access Point type (1810), fails then the next available AP-2 may be
25  chosen, essentially, immediately. Further, if AP-2 fails, packets could fail over to
routes via AP-3, and so on. Consolidating all the APs at a more central location
encourages network advertisements of routes through all the APs to the end-point
nodes, resulting in registration of these end-point nodes with all the APs instead of
one or two APs as in the scenario where the APs are spread out. These routes up to
30  the different APs at the central location look very similar in terms of link costs,

insuring that they all make it to the routing table (in the preferred embodiment) of

the nodes and thus provide a robust failover mechanism. Relays (1830) may be used
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5 directly one by one for packet exchange. The routing protocol in
this invention disclosure uses an abstraction of a broadcast whereby
the |ink IV89Qe8h$cd4dcast franme using the 8-byte MAC adBEEYE2004/008687
ones (ff:ff:ff:ff:ff.:ff in hex) is transmtted on every slot or
channel starting at a randonmly chosen slot and with a predeterm ned
wait tinme between each transmi ssion. 10[0093] In the preferred

enbodi nent of the disclosed invention, the routing protocol descri bed
herei n uses pe [ eSS, et vor
where a beac%n&?eglaéﬁ@rggl 003%455%%‘53 semt%mg?or%e &t |t?1erffn% Bsa‘ﬁlé)ncy
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is also a shﬂ*&egndﬂﬁuugmﬁﬁmﬁmgdﬂhﬁﬁkJomer over head than a routing
update as_there are no acknow edgenent nessages and therefore | ess

re-transm sslW@MBlhadhemnyenipphas hﬁqnlﬂe@nbpém]reﬁewn%@ Rertéosidant | y
preferred enbaeddiBbi! BGwE RNl Bol BE b n%pzl SRR ORE KRS b 3t that i
designed to exploit the col |’'ective co f?ng resources o evi ces
20 (nodes) i s possiblet snabddyitsingerdiopfin swlcgﬁcrfgnmtbﬂehzgahesmf tt t he
root of the Icula and tribute .es.to

al | nodes. gfeﬁjegé%lo)?%[’n\ég{ésliaegc%b%ga%orvgf eﬁlfsgaay b& O8F W4 O%r(%g?réﬂg from
mul ti plicitythespinpsftheamventies t o use as next hops to go out to a WAN
net wor k ro multiple Acces Points (al so r ferred t 0 as, gat eways)
based upgﬂ ﬁ'gg‘ggr Jgé Yhﬁﬂ%fe% Aphqdiment ‘?e'iﬁbi‘ ustrative aagthonldawt Bait h
costs for eagdhsidbred aestrictiadeh A30Hay e sbipRbf kR 111%11@109‘15 10 By tmpary
route upstreamor to.the Access oint, the fall back to secondary
rout es and/ o#PPRdedskaimpyrather than the @recading deseriptiony ardafheasiatiens andedi at e
wi thout any ¥Rialdnfwidc St itdn gl&?:é% (g M Raifr§ b ﬂi’eﬁﬁ&ﬁoﬁ;‘e%ﬁﬁ) g
routes are already pre-converge I n one presen pre ferr ed
enbodi ment, therin: outi ng protocol allows nodes 30 to migrate from one
VAN netmork to anot her WAN networ k. Wen an upstream node adverti ses
its known routes to a downstream node, it sends out a set of egress
routes to all avail able WAN networks. The routing table at each node
lists next hops through nultiple Access Points for all avail able WAN
net wor ks, maeking a quick mgration possible in case of the primry or
default network becom ng unavailable. [0096] In one presently
preferred enbodi nent, each node registers itself with all the
upstream nodes it intends to use. The upstream node can now keep a
5downstreamrouting table entry for that node. Traffic destined for
an end-point can now be routed primarily hop by hop where only the
next hop fromthe source or any node subsequently is added to the
message header of the packet. O course, the destination address is
routinely included. Source routing where the entire ordered |ist of
nodes t hrough which the packet has to pass is explicitly stated by
the gateway 10 in the nessage header is also within the scope of this
algorithm The routing protocol disclosed in this invention allows
each node to have nultiple next hops in
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its know edge base and gives it the ability to choose fromthem for
hop- by- hop forwardi ng. By doing so, the packets can circunvent

probl ematic Iinks without transm ssion failures and retransm ssions,
and is far nore advantageous in a wireless 15 network where the RF
links tend to be transient in natur &LAMM&ddition, the current

i nvention avxQiLdfigPen-ended route discovery |oops that source routing
techni ques are forced into in the presence of failed |inks. [0097]

The exanpl e routing protocol described herein has provisions for
"breadcrunmb” routes i,ch are alternate routesagleaned y a node from

traffic 20 passi ny™FHPGAGFCYIRE 1 BIALeRs? GO UPGATES DAt COMFBEE f rom
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shows a par t gl BEcif&t ¥QfikadgRlQ¥ment scenario that |everages the
routing algorithmdescribed in this application to provide for |oad

bal anci ng and r olupsi raveipk of/ the paeldiaseleshisg a 20§t 102] amhbeg theubutag stored
al gorithm d?r? ﬁlreirggtgnght%lg,i I%r IfoS ag{igé ﬁl%lrggeliyed%%a?gt %(P lhee s%)gciﬁed destination
node; and
forwarding the packet to the next hop in the selected route,
wherein the selection of the route includes:
determining whether a preferred route exists for transmitting the

received packet to the destination address based on the first route and the

-28 -



depl oynments such as the one illustrated in Figure 18. The notion of
registration with nultiple egress points and the notion of
configurable link costs may be | everaged to enabl e several |ayers of
(al nost) instantaneous fajl overs. For, exanpl i.f AP-1, a device of
the Access Point 2 {fp¥ opg8eatergyie o thesped of airés&lat%qdamcgl@&é-l@%y
be 25chosen, essenidlthdle; didmedi ately. Further, if AP-2 fails,
packets could fail over to routes via AP-3, and so on. Consolidating
all the APs at a nor eizehe¢ralent ¢t honpehomdr ages inedeonined to exist,
advertisements of routes through all the APs to e .end- poi.nt nodes,
feoul ting i n reqrapeits B e e dnndihe i T aked Wi Bt Oee
instead of one or two APs as in the scenario where the APs are spread

out. These routes up to 30 the different APs at the central |ocation
| ook very si2ni | afhenmetodsobiclainnk, edwren thaswiing teblgt furthey in¢lbdesake
it tother | t -i o nreferr enbhodidren of the nodes
and thus pr g’\g%ﬁggg%e lr%g%ﬁlsa %10]? gig#gf\yglrg ¢ %ﬁegelds% “ eflr@[?é?atel@g ??rﬁfl‘ﬁeél
used to extdestthatibenéd@aahhowirtlas@nadwdedtions Aemiosk.f or better AP to
end- poi nt node ratio. Furthernore, traffic managenment policies on the
APs may be utilized to adjust |link or path costs at the Access Points
to achi eve load 1 . bl e resource reservation for certain
types of trgffich%%?§%g§?ﬁ$%3§¢%vention has been described with
reference to partwlerdiaselecimdofriet wext Hopetve forwiatding the deeeivehgadkyt is
apparent to those skilled in the art . that if is ssi ble to enmhod
The | nvent | GRAERoaBERRS e RiFETSE HUPTRien THoBel B hherreICIResT
enbodi ment s jges6ici-pgds above. This may be done without departing from
the spirit of the invention. 10[0104] Thus, the preferred enbodi nent
is nerely illustrative and should not be considered restrictive in
any way. The sco of the invention is given by the.appended cl ajns,
"2t her i hant he. precesinigorear i pehar Bhitds eyt af PBrE S ke
equi val ent s owldingfedfdnh atvkédakdpdifke range of the clains are intended to
be enbraced therein. CLAI M claim |.A nethod of routing in a
W rel ess communi cati ons network, conprising: A at a given node in
t he network,. perfQrm fol L,owng.operations: di vering. ...
et gnbor nodes 1 ATENEthd 8F el oL Rl Bh R EicoBIE e RLt Sksitving
| east one acleessdepahdpacken it ot tedviersg brbwdédnt the faagss peinvaed tie &@6fMbn
comuni cations network and the w rel ess communi cati ons networKk;
registeringnﬁﬂ%h t he di scovered access point; selecting a
plurality of nodes anong the di scovered nei ghbor nodes as next hop
nodes for comunicating with the di scovered access point;

6. The method of claim 2, further comprising:

at

transmitting the route used in forwarding the packet to at least one other

node in the wireless communications network.

7. The method of claim 6, wherein the step of transmitting the route used in
forwarding the packet to at least one other node in the wireless communications

network is performed when a determination is made that the preferred route exists.
8. The method of claim 6, wherein information transmitted with the route

includes at least one of the preference value associated with the transmitted route

and the path cost of the transmitted route.
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receiving routing information fromat |east one of the discovered

nei ghbor nodes; constructing a routing table fromthe routing
information received fromthe di scovered nei ghbor nodes, wherein the
routing table include first ute and at. | east one alternate route
to a given desti ﬁjé?ﬁ %h%’o#eclizi”i’? »E‘éf%ﬁ%ﬁneegn%:ommm cati ons network;
and storing the rf&kk}a'rd]ﬁ% tr3Blis itab1é hsfolthMiesh MRARInAReferen iHURRAMENT
to storing the routing table, performng the fol |l owi ng operations at
t he gi ven népeeifying the pregeresduirder of apamkistroutes tvea givemadestioatianonagle in the
specified destination node in the wirel ess co ni cati ons ,net wor.k
the recei ve&g}b}g%: néctagfnﬁscl %%Yvﬂrg( a0dedt 1 FL | YK & ?resI?%gorn? e Hon¥rHlg™St o
t he speci fi edmaesidatiahd wiworkde and at | east a partial route to the
speci fied destination node; upon recei pt of the packet,
selecting a route fromanong the routes stored in the routing table,
for forwardijpng t r ' ket he. i fled t] i ode;
and forwar dilg'g t ﬁzle p@%ﬁgq%? o&éﬁﬁle?’n‘g%?reﬁlogls?ﬁ%&g% E‘g’lggﬁfre%&%%dﬁ@?@“
wher ei n t he bs@ldesstingnatofledsheoneodiseoverg| ftd@s: to the ndliet efnMithd N@ireless
whet her a preferred route exists for transmtting the received packet
to the dest CARIGHHMKIEEYKased on the first route and the at I|east
one alternate route to the specified destination node included in the
routing table; and in the event that the preferred route is

det erm ned tld. exiTdt metlepl delang 10h&urthec eoraprisingut e i ncl uded in the
packet with the gref erreq r%tsjte. (21 The nethod of claim1, wherein
the routing tabl &FHMHHRTYPHCTE RS BT H PR ESTagPH IR RSN BRORFS g

a preferred Qs gRjadefstcdl HRERRHE tfatidl 8Be thetvibrRi Abelks ARSI REHER nm@é%ggesi n
the wirel ess commni cati ons network. 3. The method of claim 2,

wher ei n sel éedluding pffomntpsionextat Reast b egresswdd iofi ghet Wirelessceinwaghipamet
i's made accar V%r}lg to the preference information that specifies the
preferred order’of alternate routes. 4. The method of claiml,
wherein the route included in the received packet originated from an
access point. 5. The nethod of claim4, wherein the route is a

conpl ete rodte spderhadpiichimiddastheneomppiées: is to traverse between
the access point cgigﬁlla{hbf a%ﬂ%ﬂ%'o? @omgcﬁng nodes from among the discovered

neighbor nodes, based on the egress node information received from the
discovered neighbor nodes; and

selecting at least one forwarding node from among the discovered
neighbor nodes to forward a packet to the egress node, based on the calculated

priority list of the sending nodes.

13. The method of claim 11, further including:
receiving information on at least one egress node of the wireless
communications network via routing update messages and new routing

advertisement messages received in response to a node's keep-alive messages.

14.  The method of claim 2, wherein the preference value associated with the

route is based on the path cost of the associated route.
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6. The nethod of claim2, further conprising: transmtting the
route used in forwarding the packet to at | east one other node in the
W rel ess communi cations network. 7. The nmethod of claim®6, wherein
the step of transpitti t route used jn forwarding the packet to
at | east onétsot h eﬁ%ﬁgg‘i ﬂp‘gﬁ]é“ \l;\lnaﬂr‘@heé% tt%ﬁﬁtgrﬂoétalfs Pa¥Fd Hhenablgast ane

perfornmed whenidk gelig), TRakEBRNith SorPdRERMte to??raﬁgrﬁi.gﬁBﬁ @ﬁgﬁ&%%lon

exists. 8. The nmethod of claini6, wherein information transmtte

Wi th the roatEajtnckgnest dithd matstassreatef withéhqpadh ersence val ue
associated with the transmtted route and the path cost of the
transmtted route. 9. The nmethod of claim2, further conprising:
forwardi ng neuti Mhetndh@l bNEIGIATERL | WRerbinGhe §htA%obr RERHENS Bnk RHAHRL ON
specifying the preferred order of alternate routes to a given

dest i nat i on lepstiene hopthiebvesamedes deng osegmrat olbs foutetodhe dasasstpodriaisiogher
node in the wreles ! i cati.ons network. 10. The nethod of claim
1, wherein 5?%%§9§%§g%g@ggggﬁﬁgpghodes i ncl udes broadcasting at | east
one discovery frame to the nodes in the wirel ess conmuni cations
network. 11, The nethod of claim 10, further conprising:

recei vi ng nét'wor knegeded of g  # sehsspin therath gest ivigAensnAe of hop eadnse
to the broadcasted di scovery frane, the network egress adverti senent
nmessages including information on at | east one egress node of the

wi rel ess corffuni datnothcledfwtait. 1, fdrher Thaprimhgod of claim 11, further
conpri si ng: cal cul at.in riority list of forwardi ng nodes
from anong t he dir%%%gea’l%gtg%ﬁgroq?o@é , eﬁlé%“‘e&o‘@f’nni\l’,ﬁ\ge EYFBYBICABRNS

i nformati on peerk Ved ihicRRRdilte s (Bgl\ﬁgrﬁgné"ﬁ'sgém&{t cﬁoéjﬁaite #the access
sel ecting at |east one forwardi ng node from anong the discovere

nei ghbor nodemtto forward a packet to the egress node, based on the
calcul ated priority list of the sending nodes. 13. The nethod of
claim 11, further including: receiving information on at |east
one egress node qﬂle&md@iih@a@ﬁq,we@@@ﬁgi@gs network via routing
updat e messages and_new routing advertisenment nmessages received in
response to a nodcyikkbep- Afgivmtigpssrrgease flom Theoget Modthsf eirdem 2,
wherein the v ) ociated with the route is based on
the path coscg&giu(ﬁgc}%{e}g%snseg\%&%t? route. 15. The method of claim 14,
wherein the pat hregstring thasedeupon aikt |oFapddedNforofecedvindk egtbad i fodte
link reliability,. or a success rate of transm ssion of packets al ong
at | east a $¥gmWB4ioNof the route associated with the path cost.

20. A wireless local area network system, comprising:

a plurality of nodes that are part of a wireless local area network;

at least one access point in communication with at least one of the nodes
in the wireless local area network, the access point being in communication with a
second network and constituting an interface between the second network and the
wireless local area network; and |

at least one back office system in communication with the second network,
and configured to communicate with at least one of the plurality of nodes via an
access point of the wireless network, wherein at least one of the nodes is
configured to:

discover neighbor nodes in the wireless local area network,
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16. The nethod of claim 14, wherein the path cost includes a link
cost for at |east one hop between nodes along a segnent of a route to
t he access point using a correspondi ng nei ghboring node. 17. The

met hod of cl aim 14, wgaer ei nagre tpath cost js independent of q)op
count. 18. The met hod"§PYEI2h1HFUONCraGEeSH BPINE GpRsHIWing gn interface between

regi stering wth (s sd-8aphetRBR rdtBE WRdical BcAHE ridhvbiRe comuni cations
network, the internedi ate node being along a segnent of a route to

the access point. 19regster wish Hedlisooverediaeness pdint; t her conpri si ng:
receiving a registrat ise@t@ﬁﬁ%ﬂ? géo a node_in.the \é\%rel ﬁis
comuni cati ons net wor RY “8rid® M 1?5@%?@??%8’% SEONFHL npIghboT nodes a5
nodes for recei vinegt IR@esSy hedds or CHn@hiBEAtRIR. witl2fhe Aol drBl B&Ssd iR
area network system conprising: a plurality of nodes that are part

of a wireless |ocal afeg\§etoppk informationgfroineaisteaginencaet dwsdiseivstedi n
comuni cation w th at | east one of the nodes in the wireless |ocal
area network, the access pdint being in communication with a second

network and constit ut icogst@t antoetifigesldatoneahe rh@ingem@sicharich Wosdveand
the wirel ess | ocal area _network; and at | east one back office

system in comunittost fhsrdisgorared meighbeumrienevgei, the reptiag inhly indeles ¢
comuni cate with i n Vi : ess
poi ntof the. i r o &dETRRld AlfasPlnd MDA GK, Srer RS KR8 1E 62
configured to: divestasetocakarghbeaworlgdes in the wirel ess | ocal area

net wor K, di scover at |east ane access pqint constituting an
i nterface between thes?é%@ﬁaoﬁg{g\%l?ﬁl% gi“f?é”\ﬂﬁ?el ess local area

network, register W thedehR dprOUBHRFAFEESStoPPITRificd destinafi§h ﬁ&?}e o)
plurality of nodes anong the di scovered nei ghbor nodes as next hop

utility nodes foithcwigless ceminpgicaiiens ndtwodk, suleguant tacteing thoiraiting

receive routing infonnation fro t |least one of t di scovered

nei ghbor nodes, _t'gﬁjle’ rElhecroefii‘%l%/ ?(Lﬁfqggﬁ?lfi]ﬁ&nﬁd feﬁ%]?agmflragﬁﬁe?%‘éoqe%‘m_ to

i nformation receitweshetifiemdehtthadvs GOUE bRH aREE 1N1088&, to WA ERiciTiddhe
routing table includes a first path and at | east one alternate path

to a given desti HettingHomBete; i n the wirel ess | ocal area network,

upon receipt of the packet, select a route from among the routes
stored in the routing table by determining whether a preferred route exists
for transmitting the received packet to the destination address based on the
first route and the at least one alternate route to the specified destination
node included in the routing table, and in the event that the preferred route
is determined to exist, replacing the received route included in the packet
with the preferred route; and

forward the packet to the next hop in the selected route.

21.  The system of claim 20, wherein the network is a utility network, and each

of the nodes is configured to transmit information on a metered commodity.
22.  The system of claim 20, wherein a node receives its network address and

prefix upon registration with the at least one access point constituting an egress

point of the wireless network.
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store the routing table in the given node; recei ve a packet to
be forwarded to a specified destination node in the wreless

comuni cati ons network, subsequent to storing the routing table, the
recei ved paéket éncludlng a_destination address corresponding to the

speci fi ed désti ndtif SHIHBARL i 2 Whetdn the nodesingtwork addreppisi g of an
speci fied degsid fHaki 0P 1eHEss. upon recei pt of the packet, select
a route fromanong the routes stored in the routing table by
determ ni ng whether a preferred route exists for transmtting the
recei ved paﬁg t he degﬁj E}log ress pased n th flrﬁ%%route
and the at Féast 'OReSAfTerHattdPo P’e"t’ iR et p(‘é’é‘ie SRR Hlizesn 2
node i ncl udedqhdhclMp ﬁgtsbf@dls?wtﬁlm BRfodol f&ﬁ@mﬁ%ﬁﬂkaﬁr@aﬁa&% among
preferred route is determned to exist, replacing the received route
i ncl uded |nthd@dpamccwsmllﬂh@tbceﬁ@mﬂ@d route; and forward the
packet to the next hop in the selected route. 21. The system of
claim 20, wherein the network is a utility network, and each of the
nodes is configured to transmt infornmation on a netered conmodity.
22. The system of claim 20, wherein a node receives its network
address and prefix upon registration with the at | east one access
point constituting an egress point of the w rel ess network. 23. The
system of claim 22, wherein the nodes network address is one of an

| Pv4 or an | Pv6 address. 24. The system of claim 20, wherein the
wirel ess network utilizes a frequency-hoppi ng spread-spectrum
protocol for communi cating packets anong the nodes and access points
in the network.
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