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The present invention generally relates to surveillance systems, and

especially to systems and methods for managing sensor devices and viewing data
for situational awareness in a surveillance system, such as, ‘e.g., the VIDEO
FLASHLIGHT™ system, ' described in U.S. published patent application
2003/0085992 published on May 8, 2003, herein incorporated by reference, in
which videos from a number of cameras in an particular site or environment are
managed by overlaying the video from these cameras onto a 2D or 3D model of a

scene.

BACKGROUND OF THE INVENTION

Over the years, security has become of major importance. The number
of sites or regions in which surveillance is desired has increased. As the number
of sites has increased, so has the demand for the number of surveillance security
systems. In an environment in which surveillance of a large site or region is
desired, a conventional system typically monitors the activity within the site or
region using a variety of sensors including video, radar, RFID and access control.
The sensors are positioned throughout a site or region, and the sensors provide
event (or threat) information relating to the activity within the site or region. For



The sensors are positioned throughout a site or region, and the sensors
provide event (or threat) information relating to the activity within the
site or region. For 1 WD 2006/071259 PCT/ U52005/ 019651 exanple, an event
may be an a4 #PVilto stream or other information senseBChbys@os/mesmsor in an
area of the site or region. Not only has the demand for the quantity of
security systens increased, so has the demand for nore sophisticated
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THE | NVENTI O¢wed at a time on a display. Furthermore, event information is usually viewable
or accessed only within the site or region in which the sensor is located. Event
information from one (remote) site cannot be accessed by another site (locally).

In the current environment, sensors are located across the globe af
various sites (typically located great distances from the local site or region) and it
would be desirable to have remote access. In addition, these conventional
systems do not enable security personnel to configure the sensors as desired
locally or remotely. Finally, event information is rarely received instantaneously.

There is therefore a need for a method and system that will overcome

the disadvantages of earlier systems.

SUMMARY OF THE INVENTION

A security system is disclosed in which several separate sites or regions

are connected over a network. A variety of sensors are available at each
networked site along with its own system and network, devices, computers and
sensors. The system includes an assembly of software components that run in a
distributed manner on the networked sites. The security system with these
software components makes all sensors visible in an integrated display from any



A security systemis disclosed in which several separate sites or regions
are connected over a network. A variety of sensors are avail able at each
networked site along with its own system and network, devices, conmputers and
Sensors. Thews(ﬂ/%”f)@%q?%%cl udes an assenbly of software conpBEEHSWOYHASIrun in
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network, a pliotesactivg ipptrugtioangi oy thio mAnegingacaMpenaictld® Wangginge component
controls communications to and from the sensors and has a rules engine storing
rules therein. Each of the rules being associated with a respective device on the
network, and causing the managing computer to take an action in response to

output from at least one of the devices.

According to another aspect of the invention, a security system comprises a
computer network, a plurality of managing modules each connected with the
computer network, and a plurality of sensors, each connected with a respective
managing module by a communication link other than the network. Each managing
module has a rules engine defining at least one action to be taken in reaction to an
output from one of the sensors. One of the managing modules receives a
transmission over the network from another of the managing modules acting as a
proxy server for a sensor attached thereto and displays on a display device thereof

data from the sensor.

According to still another aspect of the invention, a method of security
monitoring and management comprises providing a modular managing terminal



conputer network, and a plurality of sensors, each connected with a
respective nmanagi ng nodule by a comuni cation |ink other than the network.
Each managi n Ozgﬁs(wgze has a rul es engine defining at | east one action to be
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Figure 1 llustrates a security system according to a preferred

embodiment of the present invention.
Figure 2 is an exemplary screen shot of a computer display operating
with the system of the present invention displaying the capabilities and

functionalities of the system.

DETAILED DESCRIPTION OF THE PREFERRED EMBODIMENT
Figure 1 shows security system 10 in accordance with a preferred

embodiment of the present invention. The security system includes an assembly
of software components that run in a distributed manner on a set of networked
“sites” or instances, each of which includes potentially its own system, network,
devices, computers and sensors. Generally, the security system is run by one or
more HAWK terminals, which are supported either on a PC computer with the
usual components, i.e., RAM, disk drive and other data storage devices, a mouse,
a keyboard and a monitor or a display, or else on a PDA, with the usual

connectivity and 1/O alternatives thereof, and connected with the network.



DETAI LED DESCRI PTI ON OF THE PREFERRED EMBODI MENT Figure 1 shows security
system 10 in accordance with a preferred enbodiment of the present

i nvention. 1;28 (?o%félf' |_ty system i ncl udes an assenbly of software conponents
that run in 20810 But ed manner on a set of networked "P&T{USH05/g}o681

i nstances, each of which includes potentially its own system network,
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connecti on e trolling conmuni cati on anobng devices across the

net wor k basrergﬂgtﬂe é@tgfoﬁ? rules running on an internal rule engine in each
HAWK term nal that deflnes its relationship with each of the devices on the
network. In the si rrﬂxhdam sioipledA\K HAWKesysienas, s siggle HHAWK terminatdd corsnected
connect ed V\At a

detectors, Wﬁ@ég’nda@%pégféf@ {%gglp%l’e%ﬁépaéqrﬁé%\ggg\%%uc fey Cdequgmpsum as

term nal COBEM@Pe?sat %ﬁc W ¢dhneaeld ab ttﬁ@ dewides abhrv@ﬂghﬂhée H)@N“(Ort%rrﬁih‘él
receives data fromthe devices as well as transmtti ng conmands to

various devi emmumigatesniritigeach pe t%ﬁﬁmlﬁﬁ%éhl’oéﬁb tharraighri Red neesivek d@% ed
o Pone T AEHERe s B2Vl Bh kg s pRee S B B A
al arns when smmetbs tige iCSmndﬁ‘!l(Eltlbad th@ugh thacktwerkdesédtoron, rulerenging irakiey any
har dvar e or ls-i%/\./l}e’aie?m%\é r#vat g%es specific pre-determined actions in response to pre-
defined device events. The device events can be alarms when something is
detected, or a machine condition, or virtually any hardware or software event that
can result in the device issuing an output. On receipt of the output, the HAWK
terminal applies the rule relevant to the outputting device and takes whatever
action is specified by the rule, which can be no action, or any command pdssible

for the device or devices on the network,

For example, a simple rule for a HAWK terminal might be “if motion
detector 1 senses motion, turn camera 2 to point in a preset direction”, Other rules
might be “if camera 2 transmits images, direct camera 2 to transmit its video to
digital video recorder 1 on the network for recording”. More complex rules,
including some that affect the display shown {o the operator or administrator on the
screen of the HAWK terminal display device associated with the PC computer
supporting the HAWK terminal software and functionalities, may be created, such
as “if smoke detector 1 is activated and motion detector 1 has been triggered more
than three times in the last hour, and if it is after midnight on a weekend, then



can result in the device issuing an output. On receipt of the output, the
HAWK termnal applies the rule relevant to the outputting device and takes
whatever action is specified by the rule, which can be no action, or any
command posADIRNHEY t he device or devices on the net woPRT/UFmNSEx@Ipl €, a
simple rule for a HAWK term nal m ght be "if notion detector | senses
notion, turn camera 2 to point in reset .direction". Other rules mght be
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Network 22 is may be a limted area network, e.g., an Ethernet network, but
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Returning to Figure 1, sites 18 and 20 contain devices, a recorder 23
and various sensors 24, 25, 26, and 27, but no HAWK terminals. Each of these
devices is connected through a server to the network, and is accessible to each of
the other HAWK terminals 15, 17 and 19 through the network at its I[P address or

URL.

Site 13 includes only a radar sensor 29 and HAWK terminal 17, while
site 14 is simply a HAWK terminal program module running on a personal digital
assistant or PDA and that preferably has wireless access to network 22, whether
by cellular, Bluetooth, IEEE 802.11g, or other technology. HAWK software
component 15 at site 14 enables the operator to access to any sensor at any éite
remotely (wirelessly) using a PDA through the other HAWK terminal as a proxy or
directly through the URLs of the recorder 23 or the sensor server 20.

Site 16 includes a variety of sensors of different types including a fence
sensor 28, an access control device 30, RFID sensor 31, video camera 33, and
video alarm device 35 all connected to HAWK terminal 19, that links them to the
network 22, and also provides a management functionality as shown in Fig. 2.



and various sensors 24, 25, 26, and 27, but no HAWK term nals. Each of these
devices is connected through a server to the network, and is accessible to
each of t WK termnals 15, 17 and 19 through t he netmork at its

| P addresshﬁogaugbzgé te 13 includes only a radar sensof Z3FSIHFIHA

termnal 17, while site 14 is sinply a HAW term nal progran1nDduIe runni ng

accest 1o metvor b 29 SSRLTLER" 2R LR Bifing HioflaR &'<Pik g3 ol i 8PS

ot her technaohogyich HENCTEof¢ obthe systemp areeait ldeﬁtlfaetd [sy tadorldodarsadyl iesnd. Below

operator to,access to .sensar at, ,an essl s'ng a
PPA Iy ough RS GnaRar it Saieh aariogd vishy sBoys Sided desiydd Foft BLaledih "Prr s
of the recokdrsor’shnfratdien pRBAEK 684 VRIEoZdM %Id@ld&suméyfﬂ@@r@ervmwm of
sensors of different types including a-fence sensor 28, an access control

devi ce 30, mcmts@ﬁé@vtbqrules@é&%@ﬁ@t&ara%wéﬁwmna&eﬁead@plﬁwéaﬂla@luég@ al |
connected tgq %‘éﬁoﬁ% gl pé?nst%@féet' df'gé/%gé\%ﬁ@t tt@e hhssz eﬂag\@mg%tg[@%&a' SO

provi des a nanagenen unct i ona

PCT/ 1182005h@§aq&8&ewsnmednshouldilb@ re:pprtedheto I-HA&\KJsteafr bamd odi el dendca oﬁd:laaene
view or map 37 @Enﬁ]v\,hi c.&t e sensors Iof Pe S@I f e all |dent|{ﬂ

col or codes S¥FM L¥HEEVERES: Q@ RIS CPTPIEK dgHRIARIO 0\%9%83%?8%‘ k@W%hows
video recei Y@ébcfnrse%@véﬁt's&ﬁtc%@me%emﬁ% .5@@%@0":@ vﬁ&v@%%\/\m all \dbﬂ@@sfrom
a device such as recorder 23, which is control % he rul es of

particul ar Hathe systenand ardevige sentgl/epnggunakien u/d%lé4 dhsat elews @ﬁn’wleqf/ %1
that lists a) e g I

pr edet er m n§8§%%oul O&%,% bg ggﬁéd{hg mrt%}e%gszp bﬂgg% Frﬁm?h @&@gemgpa?%e
event, the s@eeting aPTdrcamerarte tittopant exzabeh ermmetpadm:uta‘r wea;c@mﬁgumtlonaot i on

taken in response, t event ces Th ere S, al s ce e 43
hoina a1 Soes o  Thng updhe iR don SBE Tt Wb ai R Lo SeaMa Rl 576 vi ew
45 that all (P%Nngﬁnﬁlﬁél' of a

Information in each window of the screén of Fig. 2 may be accessed by
mouse click for example or keyboard key stroke. As in any windows envircnment,
these windows can be resized or closed as desired. The set of these Hawk
software components and the connections between them are site and operator
specific. New software components may be started and plugged in, or stopped and
removed based on usage and external and internal events from locally and
remotely connected sensors and devices. The contents of the console and

attributes of the HAWK software components are described in detail below.

Security system 10 incorporating Hawk software components allows for
control, configuration and visualization of multiple sensors of all types across many
sites. For example, HAWK terminal 19 can have a rule that the video from sensor
33 is to be recorded on recorder 23. When video is available, the HAWK terminal
rule will cause the video to be sent to the server 18 and be recorded on recorder
23. It also allows monitoring and configuration of sensors from a single location.

The security system is designed to integrate a variety of sensors including alarm



devi ce therethrough using the interface I1/O of the termnal. Controls may be
directing a PTZ canera to tilt, pan or zoomin sone particul ar way.
Configurati f Jevice includes setting up the rule for dealing with it
in the rulégaéﬁgpﬁgng the HAWK termnal. Infornation iPRTESWSMUKtdow of the
screen of Fig. 2 may be accessed by nouse click for exanple or keyboard key
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HAWK security system console.

Alarms are shown in an integrated list view. This view can be sorted by
time, sensor type, location, priority, acknowledge state or any other attribute of
alarms. Alarm records are saved in a database that is accessible from any
authorized security system console on the network. The alarm view also provides
the ability to group alarms into situations based on a set of conditions. Situations
can be viewed as a whole, or the constituent alarms can be seen. The operator
can change the status of an alarm by acknowledging it, ignoring it or turn it off
which sends a control signal to the alarming device if applicable.

This view also lets the operator view additional data related to the alarm
such as a video clip, photograph, report or other data about the alarm from the
alarming device.

Alarms are device events, and for each HAWK terminal in the system
that has set up a communication rule with the device indicating the alarm condition,
there is a rule in its rule engine for what action or actions if any are to be taken

responsive to the alarm, as discussed below in greater detail.



A. Alarmview This is the user interface to all alarns/alert sources that
are plugged into the systemeither locally or renotely. This situation view
i ncl udes w@&g 0?0 ros, fence alarnms, access control or breach al arns, radar
and ot her YOV ns.  These may cone over the netwoPET(SRHGIW6He
protocol, or be hardwired to the HAW security systemconsole. Alarns are
shown in an int egr list view. This view can be sorted by tine, sensor
type, |ocation, Mnovw edge state or any other attribute of
alarms. Alarm records are saved in a database that is accessible from any
aut h_orji zed secuLi lt)ThWﬂts@l‘Hprmmlee drueheintataver ikto Eh@%cabafjencmhtaw”aj sltef

provi des t abi 0 intg situations based on a set o

condi ti ons. t&%rﬁﬁa{'\ gq?%%f&*@@(ja%a B e, or the constituent alarms
can be seen. The operator can change the status of an al arm by

acknowl edging it, icgnekdddrdd viQializtiicghit off which sends a control signal
to the alarmng device If applicable. This view also lets the operator Vi ew

additional data related to the alarm such as a video C|I£ phot ograﬁhtse
report or other dat'Risalseene MW sispiavst 2 gianbieation af sEheMaEss. casrialifateiie ar e

devi ce eveng)ﬁ togfég)hfsor C LA &l Bf"larblﬁ‘aﬁlp a%ﬁ;ﬁ%comﬁ t635e %‘ﬁh b a

communi cat i e devi ce |nd|cat|n he tion, ere is
aruleini pgobepkbe varr)gmgreewutrcvrfrsaan(mm mmam&tyaxftfomnatsi fit 'asnmean’etct prdyejet aken

responsi ve to t he aW {Ef% cus bel ow i ) reater
2006/ 071259 PR (RI6E fg%%fi” QPCPH dﬂ@@c ”@Vlﬁaé‘BFeR/ pB?%P/‘Fd’é@r Pequery
interface i o (GsthgltRs en6edy,: &hé"u@@r the pafl & 8y IAt@ddranaadndiridsesr sied by

any attribute. C Large area visualization
heading and Zoom in or out in a continuous manner. This component provides the

following functionality.
Display of sensor location at their correct position with respect to the site.
Display of sensor coverage and strength of coverage if applicable

Animated display of sensor coverage on the ground and above the ground

for moving sensors

Animated display of alarms at their reported locations with graphical
indications of sensor type, priority and response status. Other graphical

attributes may be used to indicate additional attributes of the alarm,

Animated  display of tracks from radar, video and other devices. The
includes the ability to show 'individual or fused tracks from external fusion
pProcessors.

Display of connected devices at their appropriate locations. This display

may be animated if the devices are in motion.

Display of connected users at their location.



This scene view di splays a conbination of schematics, aeriallsatellite
phot ogr aphs, maps and 3D nodels of arbitrarily large regions (up to the
entire gl obeposdio7isy ying resolutions and in a variety QrfiRbf8bsst 1S
meant to provide spatial context for a security installation. Interactive
navi gation is possible over the region. Using the nouse, the user can pan
to any latitude Drgidyosfadculy zaheany headi ng and zoomin or out in a
continuous manner. This conponent provides the follow ng functionality.

Di spl ay of sensogp |ocation at their corre osition with respect to the
oite. Displ ay. oPUsBhebISear Raeoin e Pl RRT spb g ke FRTRr eS8 o

Ani mat ed di spl ay|agfudeeftzPbn§iMRS &R sR8 sbBEfiQEesramhatel above the ground for
novi ng sensors Animated display of alarns at their reported |locations with
graphical indications_of sensor type, priority and response status. O her
graphi cal  attri BueBsohRiPRsEIassion etngt"?%éh%‘ﬁfﬂ &S R 9rIRUeR] oIy THGtIRGUGES t he
alarm Ani mated gy Akdens | . ot¥i deo and ot her devices. The

i ncl udes the abi ?’?f@gﬁ%e\giegtwg ind?’vtiy uélﬁgfgé’felgés/'ed tracks from external
fusion processors. Display.of connected devices at their appropriate

| ocations. This @psfiplagt seagorperadevieaselly idicking thewigaphigakerdpresantations.

D spl ay of conne d; I i o] i - 07 ‘

PCT/ 1J 8200510196@&@ B@?F%ﬁ% g%é’[?re%t f/&;z&éﬁ@% dﬁ)’gcre%oséggg/csaﬁ%ﬁﬁg'b96‘6%‘?%t and

click and reportanad camatecthe gecutitpaystemaconsbiesi t ude and | ongitude or in site
specific coordinates Query of properties for entities shown as a graphical

object. This i d I .devi . , :
: 'S nc&gnﬁguraﬁor%i roPEéwce%vtl)ycc %klnsg%gpérsaph?c% Fespreégn (aat?ons(.at ¢

D. Video Viewer (VV)

This is a control to view real-time video streams. Each stream is
displayed in an on-screen window and provides control for pausé and zoom, This
will be simple NxM Matrix of the different video feeds, where N possible video

sources will be seen in one of M windows on the screen.

E. Recorder controls

This provides playback, play-reverse, seek, pause, single step and other
controls of both Digital Video Recorders and Meta-data (Alarm) recorders. Data
recorders for radar and other sensors will also be controlled by this recorder.
Essentially this as a device control window for a recorder, and the result of clicking
or otherwise activating controls is that the HAWK terminal transmits a command
signal over the network to the recorder device directing the indicated action, and
receives streamed back over the network video being played back.

F. PTZ camera controls

This would contain controls to all the PTZ units that are connected to the
system. It provides the capability to configure presets, control pan tilt and zoom

-10-



Control of sensors or devices by clicking their graphical representations.
Thi s includes al arm devi ces, recordi ng devices, sensors, control devices

and renote ywheoRkRSHEI ty system consol es. Configuration giciARMbERSsPY
clicking their graphical representations. D. Video Viewer (W) This is a

control to viewreal-time video streans. Each streamis displayed in an

on- screen WfpAeiwrangndraeeyiugeo#OnWiein Eammaads eargnehtzesam thd iAW KMt imikg
sinple NxM Matrix of the different videq feeds,, where N possible video

sources Wi | |Sepgs dBe FaMETs rENyNaRAis i h ARy §8 WEWINGCRYBMCIES, RECOFERAIB AL r ol s
Thi's provi de%oﬁ#}%ﬁ%es@' ThENEIraRsmRSBKs aPe¢fRRer B0 itpétk%lvmrrﬂmﬁr
ot I g Met a- dat a F ar

control s of Digita I deo Recorders an nM recorders.
Data recordesrin €.0r, sitadHi, anddsestt Hyrlosainonsctian lined sonbavarionn winadd asyint hi s

recorder. Essenti.all hi.s _as devi ce cont.r i,ndow for, a .r rder.. .and
Lhe rocui t GETRcRh Injwhihah 45 PEBRER s00NH s ABRRRR ind HARTR IS nali
term nal tragshe IBaddeesmRiHe cah@@aad4,over the network to the recorder device
directing the indicated action, and receives streaned back over the network

vi deo bei ng pl ayed gagk! I/: PTZ caggra ?ogtrol s This would contain controls
to all the PTZ unit®: X '0$ the system It provides the

capability to configure presets, control pan tilt and zoom -10 WD

2006/ 071259 PCTI US2PRie/)d9688d a Jrapithlan@riacsl i edbnivdliing HnAded \iRilric SRREHIS are
entered, the HAW ternminal sends the canmera commands to nodify its view ng

par anet er s, tBalgwouldidedipeiwhat yideofernf Wewldigo intees baglpphRaiteansni ssi ons are
either local to the HAWK termnal, as in e.g., site 16, and sent by | ocal

connection |ines ornel Wl iaanhrd &gk @s in camera 24, in which case the
signal is sent via rhv%m??m HAWK t er m nal
This is an interactive window in the HAWK terminal that allows the
terminal to transmit signals to control external devices such as TTL, Dry contact
closures or serial communications. The display shéws signals that are received
from devices over specific hardware intgrfac';es besides the network interface. It

also allows the HAWK terminal to generate signals or dry contact to interact with

devices that accept such inputs.

l. Rule Engine

The rule engine is at the heart of the security system with Hawk software
components. Each HAWK terminal has a rules engine defined by stored data that
tells the HAWK terminal what action to take in reaction to some event at a device in
the system. The rules engine various components to be connected in a dynamic
manner, and it manages and it brokers internal component connections and
communications in the site and throughout the network.

Events are dynamically bound fo actions that respond to those events,
meaning that if an event occurs, the HAWK system will take an action prescribed
by the relevant rule. This enables the security system components to be developed

11-



to the | P address of the canera 24. G Video/Mtrix switcher controls This
provides a graphical interface to controlling a Video Matrix switcher that
woul d defi neonvedorvisdeo feeds would go into a bank of nDpE4EEBesfibesP I €Ct
hardware controls This is an interactive window in the HAWK term nal that
allows the termnal to transmt signals to control external devices such as
TTL, Dry contdependentis ane$h@1 bsmd tlgethematinirctirhée ofise ralbendinentisy staftewsd
signals that .are received from VI ces ov? \?g{)em fic hardware interfaces
besi des the %@E’%‘P’P@pi’?ﬁ@??ééﬁq”'ﬁ INJPERONSP 1B GE 'Y HIBIIGXARSt er mi nal to generate

signals or dry contact to interact wth devices that accept such inputs. 1.

Rul e Engi ne The FUWh@r@cﬂﬁty V& et @apdmy th® ffolld\@ing eRMElidnalEES e 4rf  Hawk
software conponents. Each term nal has a rul es engi ne defined by

stored data 9Vl astaxenplase HAMEKEE di shawd barated dhatomnit %th@élf@qt'ﬁ”ﬁlééé*ﬂaton to
sorme event %saitsd%'nﬁ?ga c8mb ribft‘loﬁyéé geﬁon-ghﬁlali LHa%S bENGHRR éj\éﬂ{/'r%‘dcﬁ)ie%o'ﬁ?otﬂgms

to be connected 1 n nages an ers’i nternal
conponent cogaTadty sytsheramjalso @mhracerhmltmasn\:amtlbheﬂse r@de andinehraoudymaaticaipe

t k. E t d dt t t.h th
cvents,  medl GTREEHT O s, MRV TS, FOHE. RAGSYRYBRIWACH (A ae

action prescddngshentywhich a‘ll@h@‘(’@mfuhléﬂl&raht hbpeerdaliies the security system
conponents to be developed 11 WD 2006/071259 PC171j 52005/ 019681

i ndependent |y and then bound together at run time. The rule engi ne al so
starts and stops cHie¥oMantos! aé'@nreqw red in response to energing events. The
security system supports the followng functionalities which are given as

exanpl es. However, it \shiRidl bndidGKeblbBA foRR4vigRIeH ofarakiseamd.i ty that
View change to look at the position that a camera is pointed.

Alarm triggered viewpoint change: when user clicks on the alarm
icon, the rule causes the view to center on the alarm location and

zooms to it to a predefined level.
PTZ Based Controls
Direct control of a PTZ view using GUI buttons

Map based PTZ control: a PTZ camera points in the direction of the

location clicked on the visualization view
Matrix Gontrol

Camera selection for an output monitor

PTZ selection for an output monitor
Recorder Control

Pause

-12-



results froma conbination of actions that can be individually realized by
the security systemis also enbraced in this invention. The rul e engine can
dynami cal | wotdogopespponents on the network, and route eyephs,fehiegn | ocal
or renote conponents which allows new functionality to be realized. View
Mani pul ati on Mouse controls or scrollbars for navigation over the scene.

Vi ew change to | ook a@layhe position that a canera is pointed. Alarm
triggered viewpoi nt change: when user clicks on the alarm icon, the rule
causes the viewto cejter on the alarmlocation and =zoons to it to a
predefined | evel. PT BBsed controls Direct control of a PTZ view usi ng GUI
buttons Map based PTZ control: a PTZ canera points in the direction of the

| ocation clicked on tRevevéesual i zation view Matrix Control Canera sel ection
for an output nonitor PTZ selection for an output nonitor Recorder Control
Pause -12 WD 2006/ 071259 PCT/ US2005/019681 Play Stop Reverse Frane
Forward Frame Rever sé@8&dIC™ET der over tine and text entry field for
cut/paste tine

Frame Reverse
Seek: slider over time and text entry field for cut/paste time
Rules

Connection Rules; These define the assembly of components that
comprise the security system console. This could be different for
different sites of the security system. For instance the security system
on a PDA may only have an alarm view, but one on a PC may have
the alarm, device and visualization components. All of these views

are controlled by the rules of the individual HAWK terminal involved.

Configuration Rules: This allows a user to configure the system and
set device and visualization parameters. Generally this allows for
flexibility and also scalability of the system. It is not a complicated
matter to add a large number of new sensors, for example, using this
type of rule. In fact, the present system affords especially desirable
scalability, meaning increase in the size of the system, because the
HAWK terminals are modular and adapted to connect to the network
and to flexibly control any devices that the configuration rules for the
terminal devise. New devices added to the network can be accessed
by their IP addresses or URLs, or by any other method when the
appropriate rule for communication of the HAWK terminal to the
device is set up.

13-



Rul es Connection Rul es: These define the assenbly of conponents that
conprise the security systemconsole. This could be different for different
sites of th® mewuriisty system For instance the securitypsyss?imoios a PDA may
only have an alarmview, but one on a PC may have the alarm device and

vi sual i zati on conponents. All of these views are controlled by the rules of
the individual HAW tEremtallesnettingd and Gedifing uukisi for Flbteishibsi betaldeows a

e o B e ST b U, S DSl L BB L

It is not a conplicatqbcté@irbRr mbRUAERD AstEHARDNBHIE stadisRENBRBEMES byf O
exanple, using this type of rule. In fact, the present system affords

especi al | y desirabl e thgcfieabiThess, rulgsaaHide) theigrediste ibehewer $f ze gect iy

system because the L nal: | ar and adapted to connect to
the network and to fI&xi b%@acg%ﬂu?rlﬁf%ﬁgﬂgggi ces that the configuration

rules for the term nal devise. New devices added to the network can be
accessed by thei r RuRsachir be $ady imtridaRb.o oraxabyplarey rudé naghtntes frespartsére tbhe

appropriate rule for communi cation of .the VWK termnal to the. device is
Set up. - 130 SR ORI RIS ey BT P LB S LAMER It ORI G SPdie PR olng

edi ting rul geothef ruletadld Peshedonbiob Weamighl alReEeof rRYantsteatichse) 4 eBRs®f t he
system Events and actions are selected from nmenus and associations are

est abl i shedingfeagpgensivithgf sensereifein arfResey FeAPSssYaita@vekeble videpifiam a

behavi or of S i Sl 4. d [ | 1Y n be

ey s Pl BELE  oBHEFD Y B hol el ORIy EHbEus
increase the rate of recording of video from a set of video cameras in the system”

Generally, a rule is triggered by an event of some sort with a device with
which the relevant HAWK terminal is associated, and the responsive action can be
anything within the range of viewing, control, management or other capabifities of
the HAWK terminal acting as either a front-end interacfive device or as a
controller/proxy /server connected with the network 22 and with the many devices

available thereon directly or through another associated HAWK terminal or locally.
User Roles

The HAWK security system supports two distinct user roles:
administrator and operator. Administrators configure the various devices info a site-
specific security solution. Operators use the system to monitor alarms and video
and control sensors and other devices in real-time. The user interface and
authorization for configuration and control is customized for the user. The security
system features single logon to the network for a user who must be authorized only

once.

The security system is the next step in situational awareness for security
at medium-to large-scale facilities. As tactical situations become more complex and

the number of sensors grows, security forces are increasingly challenged to quickly
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a notion detection sensor alarm rotate a PTZ canera to cover a specific
| ocation Another rule could be "responsive to a high nunber of radar

det ecti ons Way2086/6@890r | Nncrease sensitivity of sensorsSpiRuddy616&1. OfF
"responsi ve to available video froma canera, direct the recorder to record

it" or "responsive to a change in tenperature increase the rate of

recordi ng ofntarbearid @¥pans & edleryihd@freatyrahasdcarityneyssyptamplifieenaeahdly, a
rulelstrlgkered by an event of sonme sort wi,th a device wt whi ch t he

rel evant HAWKCERatRD A Infuitiveadydl gpalgxt @ﬁ&p?%mrteg FoREiAPECERTEEIPT LhLYRE:
anything w Fd%'apoﬁ L&ﬁgrcﬁﬂmﬂ% &fm&{l'txﬁ?é‘ A9rm§ 284 (Rl asTh %%oﬁﬁforiﬂg%F video,

capabilities o term acti'ng as elth front-end Interactive
devi ce or asadar, awess cbhisolanddRyID) eeripeed tacilitiect ed with the network 22 and
with the many devices available thereon di rectly or t hrough anot her

associ ated HAWK te Tﬁeqﬂé\é\&{ péﬁ%gzée!cymgl r#%féé‘{\ 5%’@ es f%%ng ggﬁégiﬁt?és.syﬂ em

supports two distin r an oper ar or

Adm ni strators configure the various devices into a site- specific security
sol ution. Opé&uatizat @nuixwltuhe-my&pte@nve @enrgm'phm vialvaoima siteds)y iatbeg wielindistaht r ol
sensors and ot user interf

dev "
aut hori zati 9P 5 f&%ﬂ%‘"ﬁéﬁﬁ'ﬁ%‘?%ﬁ sg%orgegﬁtpgp GQUeERds Bd ?%ﬁ%ﬁg\“ﬂa&user. The

security systemfeatures single logon to the network for a user who nust be

aut hori zed @dhitol: AbMRY td BEt SERIBHIFY Yne YpéRItibhal dhaeadiensticst &fvariBusiskngdrsonal
awar eness for securit at mediumto large-scale facilities. As tacti cal

situations BEbKIRG: fdAlRrEbLRYRER LA deIafR ANGNIlRHRS tBTessIsBIREM GPHARS INhing t v
forces are Ejflég@g@ﬁ/bﬁglc}ﬁnﬁ@% 1&{1 fd 6r?llﬁ‘é"c§)|ﬁ{r¥( forlfa %QQrW @%@Q%meras

PCP/ US2005/ I hterpr et an respond to energing threats, The security
syst em si npradargs ac¢asst asktrolbyystemat iRfgDamnt nRaAi tdcadoni sysiéme candexnatrikat
permts the rz%‘ﬁ’d assessnent of the type, |ocation and output of multiple
al arns, as we['fMELE integrated nmonitoring for video,

Storage: Recording and retrieval of raw or processed/analyzed sensor information

(data) in time and space.

Rules: Logic for system behavior that enables users to define system function in
response to an external event such as an alarm, a screen event such as a mouse

click, or an internal system event, such as an operation completion.

As apparent from the diagram of Figure 1, the security system is
scalable and capable of supporting hundreds (and eventually thousands) of
sensors. Expansion simply requires the connection of the new devices to the
network with a discrete IP address ofr URL through which each can be
communicated with. Larger systems having LAN networks with numerous devices
can also be added by providing a HAWK terminal to act as a local proxy server
connecting the LAN to the network and the resources thereon, either through
HAWK terminals also acting as servers, or thorough servers linking devices directly

to the network,
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radar, access control and RFID equipped facilities. The HAW based security
system provides the follow ng capabilities: Visualization:

Ml ti pl e- pewsyzestd7yase geogr aphi ¢ view of a site(s), al ongWid) (Ysi/(ﬁ%@l

di splay of information about sensor |ocations, coverage and aP arm
conditions. Control: Ability to set or nodify the operational
characteristics of Thargystesn isemwuenﬂmwsdleagandéblalaadrabmroameg @nd,pl@t arm
nmonitoring tines and aLarg%%Etlons i ncludin rn1on/off configuration
and on- | i ne"BYFOFHCNEHHS W AR GH§iE %%‘?F@ radars, access control
systens, RFID and RF | ocation systens and matri x- smntchers St or age:
Recording and repileviak fofe %oawg 1°1 d%@t@@&éeaﬁmmémﬁ of 8RS Preddht QhVERtLAN
(data) in tinme and space. ?IC for system behavior that enables
users to defihge a@g;isft!@herf@ﬁb@dlmemmo Ff&'pwﬁ@nt@awbee%‘éﬁiﬁ?ﬁawltb@@rde%w as an
alarm a sc nmouse click, or an internal system event,
such as an ﬁg@ﬂ@ %%%(%ongggﬁﬁggf As apparent fromthe diagramof Figure 1,
the security systemis scal able and capabl e of supporting hundreds (and
eventual | y thousands) of sensors. Expansion sinply requires the connection
of the new devices to the network with a discrete |IP address ofr URL

t hrough whi ch each can be conmunicated with. Larger systens having LAN
networks wi th nunmerous devices can also be added by providing a HAVWK
termnal to act as a | ocal proxy server connecting the LANto the network
and the resources thereon, either through HAW termnals also acting as
servers, or thorough servers linking devices directly to the network. -15
WO 20061071259 PCT/ US2005/ 019651 The systemis consequently easily
expandabl e and able to plug and play new conponents w thout disruption to
syst em operati on.
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While the foregoing is directed to enbodi nents of the present invention,

ot her and further enbodi nents of the invention may be devi sed w t hout
departing fromthe basic scope thereof. -16 What is clainmed is: 1. A
security systemconprising: a conmputer network; a plurality of sensors each
connected to the conputer network at a respective network address and each

generati n@vﬁﬁ?%ﬂﬂng@‘iéﬂ relating to a respective area, and transmtting
sai d sensing data over 'the network; a nanagi ng conponent connected with the

net wor k and coAmetudgtsystemicomprising: sensors by access thereof through the
associ ated network a drests qg the network and processing sensor information
recei ved from S REASH WO sai d nanagi ng conponent having a display with an

interface screamgamy di@ehSorstedthioniktietiNg tREBSMPEter Retiierk TR Gk pactR¥St em
and an input device through which the wuser can enter interactive

i nstruct i oeivaerk addeesseanayear) ggiatikthsensieg datedriaiingdo @oeppertive aseatansl | i ng
conmmuni catj . - fromsaid sensors, said nmanagi ng
conmponent Hdaﬁgﬁﬁg%{iéa@@%ﬁ@?@eﬁéioﬁ{gr @%g}%tvr\{éﬂ(:‘nul es, each of said rules being
associ ated w t b raafi®&gpg cd mpenseinsmiheotedseitidtheetietmbkk asdhcomniunicgingvgihne,
responsi ve to out ed by the managin nponent over thg net wor k

Top e dhe Sarebro By asress tiatraiouah Tha AaTAIs GRDUNE AN SR BIPTHATH o

take an a%hg%oé&sﬁﬁcé%ﬂ%?ﬁﬁo%étrbntr@@eiﬁléb?roﬁ§§é18is@h§’6’rs‘,’"ith sai d sensor,
wherei n sai action includes the managi ng conponent transmtting a

communi cat i on saidonanading skemposashnavinda cispta it With asdoteiface dcreenedokvinglor ess
t hereof on the qgtwork. 2. &he sec ri:[»ﬁ/ systcfm of (% aim
B

i spl ay Sl 2SS ertsre anHBre SR e e o Ry RV B UG B8 1
security sigst e4n ehtetirémclivevistractionse tHe sy @apensmiyer age area
said managing component controlling communications over the network to and
from said sensors, said managing component including a rules engine storing rules,
each of said rules being associated with a respective sensor on said network, said
rules engine, responsive to output received by the managing component over the
network from one of said sensors, causing the managing component to automatically
take an action in accordance with the rule associated with said sensor, wherein said
action includes the managing component transmitting a communication to one of the

sensors through the associated network address thereof on the network.

2. The security system of claim 1 wherein the display shows a description of a

location of each of the sensors.

3. The security system of claim 1 wherein the display shows a coverage area

of each of the plurality of sensors.

4, The security system of claim 1 wherein the sensors each transmit to the

managing component a signal indicative of a condition of said sensor.

5. The security system of claim 1 wherein the plurality of sensors includes at

least one camera, and said managing component directs said camera to transmit
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of each of the plurality of sensors. 4. The security systemof claim1l
wherein the sensors each transmt to the nanagi ng conponent a signal

i ndicative of a condition of said sensor. 5. The security systemof claim1l
wher ei n t hewsl 00ad7115y of sensors includes at |east one paffgERos/@BGSai d
managi ng conponent directs said canera to transmt -17 WO 2006/ 071259

PCT/ U52005/ 019681 video therefromto a recorder device connected with the
networ k so ayideo theretonh tosniatotded devich epanected witlTtike networktsp as/ftetreperdf cl ai m
1 wherein th«gI vhHe%lt% f sensors includes a plurality of caneras, one of
sai d caneras % g a A¥ol I abl e canera that can have vi ewi ng paraneters

t her eof adj usted, sal d managi ng conponent sending a comuand to said canera

to cause adj ystne of the view ng, par tersthre 7. e se ity
Systom of "l & m o mSFRITY KPR Charta: Py e Birant 20eHIsSSSE BERENA | o
sai d canera b@r&rﬂ”éﬁczﬁﬁér‘é%t GREbf 9$|d%Bﬁe\’éseﬁ‘élﬁ@a%hﬁ@ﬁélﬁé%aﬂé?@&t%@%ah”

response to a transm ssion from anot her sensor on the network

security sysheva dewirigparameligrsrteengot a@uwda@amgﬂ%@gﬁwmp@m@ﬁége@ag at he
vi deos and 9?&%%&8%? Warﬁ%rrattﬁgaﬁégﬁv@s{rﬁént%'fﬁ% ﬂ%wgty% éé}%n%térgltﬁé/re f. The

security systemo onen
providing for a user to add a sensor on the network to the pIurallty of

sensors or t m),gh an as ect némgl cation with one of salg sensors.
10. The secufit Ay St e W preliy 5819 TARgIRIGHMRNIER i ng
and retri eWH@ﬁcoﬁﬁPﬁaﬁ@%@éxd'd&Wﬁrﬁ'@é béh“sé»'étﬂ@étrﬁéﬂf‘bf Pk ﬁéw%@%d@rﬂé&‘ré‘g
component. 11. The security systemof claim1l wherein the plurality of

sensors i ncl theeof i egsponseta attrajemissiareiramaanethar geaser omtheagivnge to
predeterm ned alarm conditions. 12. The security systemof claim 11l wherein
t he managi ng conponent receives

8. The security system of claim 5 wherein the managing component processes

the videos and generates a map of the videos for display by the display.

9. The security system of claim 1 further comprising a configuring component
providing for a user to add a sensor on the network to the plurality of sensors ar to

modify an aspect of communication with one of said sensors.

10.  The security system of claim 1 further comprising a component storing and

retrieving the sensar information under control of the managing component.

11.  The security system of claim 1 wherein the plurality of sensors includes
sensors that generate alarm signals in response to predetermined alarm

conditions.
12. The security system of claim 11 wherein the managing component receives

the alarm signals transmitted over the network, and generates a list of the alarms
for the display device.

-18-



the alarmsignals transmtted over the network, and generates a |list of the
alarnms for the display device. 18 13. A security systemaccording to
claim1l1, and further conprising: a nanaging nodul e connected with the
conput er network; an additional sensor connected with the nmanagi ng nodul e by
a conmuni cation |link other than said network; the managi ng nodul e having a
rul es engi ne storicggtrul es, each rule defining at |east one action to be

taken in rdact otf yaWS(B‘?mrﬂ?PO'qu'EﬁﬁoaC?'é%&e%@ %th_gﬁéo’iﬁ‘lp_“?zﬁ‘igd sensors on the
network; the rylgsnedgl ﬂ%ézgj}cle E&%h JEREPRAR ShdTRSMb Bter Metwistkng a proxy rule

causing said nanaging no e to act as a proxy server for said sensor
att ached t her eto asditional sensonsonnectad avithrtbennsai agirgemeduleowea cohenwocaiioner

network tq _said nagi. conponent, and sai d managi ng conmponent di spl ayi ng
on the di g'ﬂ[%é’y]etrﬁga'bg?'aq}eﬁ‘ﬁ%k’sai d sensor. 14. The security systemof claim

13 wherein sai thoprRNGGINgahed B MREINY MAEKIERFIne SRHNgHUTERS ehbie rfe e Ahing at
connected with said other of said managi ng nodules by transmtting a

conmmand t HeFdpeastion ¢hbe dakeronHeactsn toandoHanbiRM @ esaaste ene of saiér ver .

15. The S%%Hgélrsyonst}ﬁﬁtn%'ﬂvpfk'd aim 13 wherein the plurality of sensors
includes one of a plurality of video devices, radar devices, access control
devi ces, RFID dmzdruléeacgneehsor maniing thedde inoludiyg aysoenrudé calisingsad

wherei n the managi n dul e displays information relatin 0 | ocation of
the Sensor a4 g OGUR @ 45 aa Hox SREST ForSAR FRESURTAE BFElRAna e ol ai m
13 wher ei Rrdnlfhitddfta flohPSaibiR_nSENSRY thé‘@bMQﬁ%r%etv@&rﬂ%Ts_bﬂf‘rn%aéih? sensor. 18.
A nethod of security nonitoring and managenent conprising the steps of:
component, and said managing component displaying on the display the data from

said sensor.

14.  The security system of claim 13 wherein said one of said managing modules
configures the sensor connected with said other of said managing modules by
transmitting a command thereto through said other of said managing modules as a

server.

15.  The security system of claim 13 wherein the plurality of sensors includes
one of a plurality of video devices, radar devices, access control devices, RFID and

fence sensors.

16.  The security system of claim 13 wherein the managing module displays

information relating to a location of the sensor with the data from the sensor.

17.  The security system of claim 13 wherein the data from the sensor includes a

condition of the sensor.

18. A method of security monitoring and management comprising the steps of:
providing a modular managing terminal connected with a network to which

are connected a pluraality of sensor devices each having a respective IP address;
configuring said managing terminal communications with the sensor devices so

that the managing terminal communicates with the sensors by access thereto through
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provi di ng a nodul ar managi ng term nal connected with a network to which are
connected a plurality of sensor devices each having a respective | P address;
configuring said managi ng term nal comruni cations with the sensor devices so
that the managing term nal conmunicates with the sensors by access thereto
through -19 the respective I P address t hereof on the network; receiving at
sai d managi F% ter LF (gns S| Of] rom.sai,d sensor devices over the

net wor k; {%ﬁpr‘? tag €qs ‘?1@8 ?@f} ??ﬂ”ﬂéh a rul es engi ne having stored
a respective rmé@anfn V\g at8sil ahn&ging tereiingltrateriigicns fro@ Jaid Sed o dedieBs sensor
device determ ”'&% et her the managi ng term nal takes no action in

response t ®V&" tha Re1¥RIkSsi on over the network fromthe associated sensor

device or takes i3OGt 8B ARLIAT d fhil SRARSG gty SRksIng LRRSFTSSI on over

the network froms nsor Vi Ce; erein ction | des the
nanagi ng t eespeuive rularfeneadh ogsad seosmuieivimtsi the rule foheastkessosordievicee vi a t he

respective (#P addre%tther@of on the \/\ga 19. .The net hod 3f claim 18
wherei n sai FE&HNGH ber 8 edraging | edFeraH Keg LA HOAHBITERHE P 2di r ect i ng
the sensor tAg\hGesibP ofOMABMHBRbM brh IhdadScMt8l BEnsHHDEER didtak&sard out put
data fromthe sensor device, sending a command to another sensor device to

adj ust a paasaﬁeltatad aqi@neeresmmedb§9|datmn$grue$10eouerstfhlea3etwcewfr@re said serisgr
managi ng teJ nL%a a display corresponding to the transm ssion of the sensor
devi ce. & met hod of claim 18 and further conprising: adding additional

sensor deVI ces iwhet6iRrnReE bictitn Widudsithe ReinNaQiny; teAfthal G@ASMALMJ 89 sai d
addi tional sensor, devices for comunication with said managi ng nodul e.
communication to the sensor device via the respective IP address theredf on the

network.

19.  The method of claim 18 wherein said action being selected from the
group consisting of directing the sensor device to communicate with a recording
device to record output data from the sensor device, sending a command to
another sensor device to adjust a parameter thereof, and displaying on a display
device at said managing terminal a display corresponding to the transmission of

the sensor device.

20.  The method of claim 18 and further comprising:
adding additional sensor devices in connection with the network; and
configuring said additional sensor devices for communication with said

managing module.

21.  The method of claim 18, wherein the rules of said rules engine controls the

transmissions from said sensory devices.

22.  The method of claim 21 and further comprising

displaying to a user on a display device of said managing terminal a map
display wherein all of the sensor devices are indicated, and

receiving from a mouse of said managing terminal a click input identifying

one of said sensor devices:

-20-



21. The nethod of claim 18, wherein the rules of said rules engine controls
the transm ssions fromsaid sensory devices. 22. The nethod of claim2l1 and
further conprising displaying to a user on a display device of said managi ng
term nal a wapos@repd ay wherein all of the sensor devi cagtar®odsnidisgat ed, and
receiving froma nouse of said managing termnal a click input identifying
one of said sensor devices; -20 WO 2006/ 071259 PCT/ US2005/ 019681 di spl ayi ng
on said display dspiaiagonisaidedisgay devive adavtersctive admdavolwitb@onaold | nt er f aces
for said sensor d lilhﬁe' recfei vi.ng a f%t her click input related to said

i nteractive WHYIW FFIMRESTA 3O 38RSOr48Y'Sut put ti ng a command over the
network to said s&qi@ng devither clidRinplit eelaRibe dalfin@radtedingbRfRInMs4ile sensor
device is a novenent controlled camera and the control command transmtted
causes the JBPRSCA80@ reposition itself, 24. The method of claim 18 wherein
one of the senso | ' ' POy ‘g transmts
stream ng vi deo ?H@%ﬁﬁ%}?@nﬁn\g %ﬁé@%ﬁ%%?“e? m na%{aﬁ%@?d%%. nmet hod of claim
24 wherein the managi ng term nal displays said- streanm ng video on a display
nonitor t herZ%of . '

-21 . . .
The method of claim 22 wherein the sensor device is a movement controlled
camera and the control command transmitted causes the camera to reposition

itself.
24,  The method of claim 18 wherein one of the sensor devices is a video
camera, and the camera transmits streaming video therefrom to the managing

terminal.

25.  The method of claim 24 wherein the managing terminal displays said.
streaming video on a display monitor thereof.
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