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,mmmwwm HE | NVENTI ON PORTABLE ELECTRONI C DEVI CE AND

METHOD BACKGROUND OF THE | NVENTI ON The
presietit i nvention relates to a portable 5 electronic
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regpgpse to a coomand transmitted from external

equi pnent, and a data TGRLr gIF %%h%glvgwlg%ner al, an

IC card as a portable eI ectronic

conf irgiiraed $0 EtL'E@TR@NﬂcCﬁWI%E! %Ned”’%%e%dt\f’r%cﬁﬂe METHOD

car d- shaped housi ng of stic materi al

like. The IC card céAdKGmdweor neldagyaypeayol atil e
menory, such as an electrically erasabl e programmuabl e

read- onl y menume (dEPROMerari én fhaashe ROM o Whi s €am 15
mai ntai n data wi thout requiring power supply. This IC
car d erlecerds ivadiesusedatwen it tile prenveleat iviec HEMY Y .example,
In recent years, a technique has been devel oped to
r edu@e COREUSiILE@ taforndmisirdtadee arshpre s roso driatedsieng in
IC card can be provided with a | arge-capacity
nonv&leélplopéeZGorTé‘w&r@Wma'Pm§rat”f‘?é‘llt(@e@arfcr%farﬁmael

rge amount of data, so that it is widely noticed as

la nextUgEREPari 6R9 CarRtaFrG el e s an I C card

inits mai and

whi ch nt enn i S edde ,
-:Adql chI gan%?lr nes??%r}a dnd " ggp acre Ve datl rtt'd3 GF Yrhpnic

card y.gader/ @ﬁk%%&lbhr%Hg@o that an IC chip is embedded in

a card-shaped housing of a plastic material or the
like. The IC card of this type includes a nonvolatile
memory, such as an electrically erasable programmable
read-only memory (EEPROM) or a flash ROM, which can
maintain data without requiring power supply. This IC
card records various data to the nonvolatile memory.

In recent years, a technigue has been developed to
reduce the size of nonvolatile memories, so that the IC
card can be provided with a large-capacity nonvolatile
memory. Thus, the IC card can handle a large amount of
data, so that it is widely noticéd as a next-generation
card.

Further, there is an IC card in which an antenna
is embedded in its main body and which can transmit and
receive data to and from a card reader/writer through
wireless communication. This IC card can read and

write data by wireless communication.
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W rel ess comunication. This IC card can read and
wite data by wirel ess communi cation. 2 Furthernore,
there is a portable electronic device such as an IC
book in which an 1 C sheet that includes an IC chip
and an antenna or a contact termnal is bound to
enabl e wireless or contact comrupication with 5 a
card reader/witer. Proposed in dpn. Pat. Appln. KOKAI

Publication No. 2003-006578 is an adm ssion and

departure t.r ol m t hat perforns access control
or entry cEchﬁncrkbeTrmoﬁ clﬁb‘?rr?g LR rBPr bRP a8t s8¢ bRPahg device

d A4 , d th rtabl e
eleggt ﬁlgwsc SldérgsllscIeC;% o?essrl ggndl hgo%rzel c%}b‘?‘%r @‘% Jtrhcfjs‘mles
system @ cafith Jeadel/wd alSrinstald ed 'pela}nlnal is

doorway, and the portable ect roni ¢ devi ces ar

expesiethd @ behelid @/r%rletﬁe &afé’or{&?@@f&!}ﬁxﬁ&r@fca%n with

In sone portable electronic devices used in th
conventdaanilr cadidrsRirarteand departure control system
descri bed above, successive pieces of adm ssion and
depart ur e Hntfrgrgeat i ion Fore. Rar edRppil 0. akOKAL PublidStion
conventional adm ssion and departure control system

20 hdwev @00 3adticdsiton sorardepharitarieon rdrof mdgpaxtise control
sinply additionally recorded to the I C w thout

r ef erséfﬁ’d@“t dhadl megdip s cste S shformatd breatertthey tdametrol,
of admi ssign or departure. In this case, there is a

pr obFEMLUCY SRRHASY, Ath AL Qi cHet LR SRAIN RS onimess,
departure 25 t he rtabl e el ectronic deV| ces, if
any, b 2ot %}edg’tseect eg)%hﬁwape“‘oﬁ%lescﬁﬂee devices

PasspAly c§lﬂ%&mybove According to this system, a card
reader/writer is installed in a doorway, and the
portable electronic devices are expected to be held
over the card reader/writer.

In some portable electronic devices used in the
conventional admission and departure control system
described above, successive pieces of admission and
departure information are stored into an IC. 1In this
conventional admission and departure control system,
however, admission or departure information is simply
additionally recorded to the IC without reference to
already written information at the time of admission or
departure. In this case, there is a problem, for
example, that past wrongful admission or departure
using the portable electronic devices, if any, cénnot
be detected. There are some modern passports in which

an IC chip and an antenna are embedded. If any
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an I C chip and an antenna are enbedded. If any - 3
imm gration entry or exit information is sinply
additionally recorded to one such passport, for
exanple, wongful entry or exit may possibly be
over| ooked. 5 BRI EF SUMVARY OF THE | NVENTI ON An obj ect
of one enbodi nent of the invention is to provide a
portabl e el ectronic device and a’data control nethod
capabl e of high-reliability control. In order to
attai.n thea%gove object, in.the 10 enbodi nent of the
a

i nvention, & por CATE SFe&tridni’ L FAACEST ¢ ScHfiRjuf ed
t ' [ t d
0 pgﬁﬁg% oB%qggfz%%%rbgdr%%P%p%§éﬁﬁ: g&%%g?ggg ;Or

recel ved from external “equi pme

st or aggmpeetl i QR WairGh SHeLes Jard.ays pieces .of
i nf or nat ?on, a t\f%nsm' ttelrr%?eoceie\;{gl:;E sr%élt %Sr?s\ﬂ]%lélh be
t ranskits canddrecei ves data to and fromthe externa
equi pnent, a determ nation section which determ nes

whet her or not dabRIpai sedvmkvhow irthe dayaneepiai ned
in.a wite command is stored by the storage section

when t heAw iotog ecamuendnies ameceliiveththy ft 28 nvention is to
transmtter/receiver section, a witing section which

wr i t BEOVREewR] Pergabact eleke rondrrage vseet iaonl iaf datd sontrol
concl uded by the determ nation section that the data

pai r BELRPENCERELIEI PE BABA-E6ALaPAd tivn coime narli.t e

command i s _stored 3% the storage section, and an 25

abnor mal i Y WEPRTNGCsEEEiRdR Wi RROYFs €9 Jewe . in the

trangm 2r /[ recei.v section.to transmt a result of
dete%ﬁ%ﬁgﬁﬁgﬂ%oﬁfaghgrﬁﬁVﬁpﬁlPS’tﬁepgfﬁépﬁél%%ﬁﬁﬁﬁﬁﬂﬂc

device is configured to perform processing in response
to a command received from external equipment and
comprises a storage section which stores various pieces
of information, a transmitter/receiver section which
transmits and receives data to and from the external
equipment, a determination section which determines
whether or not data paired with write data contained in
- a write command is stored by the storage section when
the write command is received by the |
transmitter/receiver section, a writing section which
writes the write data to the storage section if it is
concluded by the determination section that the data
paired with the write data contained in the write
command is stored by the storage section, and an
abnormality warning section which causes the
transmitter/receiver section to transmit a result of

determination on abnormality to the external equipment
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114 if it is concluded by the determ nation section
that the data paired with the wite data contained in
the wite command is not stored by the storage
section. According to an aspect of the invention,
there may 5 be provided a portable el ectronic device
and a data control method capable of high-reliability
control. Additional objects and” advantages of the
enmbodi nents will be set forth in the description which

(ol v and L parko ), be ooyl ous, romife oy,

descrlptlon

Inverttﬂeor& g;da g;c &tgp %dvmttaeqeé t°§f %Qﬁt nveption., .

may be re by neans

| NSt RuTRRE %dnﬁﬂaefd and fLamynat |
poi nted out hereinafter. 15 BRI %%%%ﬁ%g#?%ﬁgci??%#?“

SEVERAL ViAW K i PR Np e bt Gf 1 hs ﬁn@@ﬁ@?@ﬁt ' M@ere may
view showi ng a configuration exanple of an |IC book

accortdi my dvd dene a grbadibients 1 ddtGor?id dav tOCknd a data

di agram showi ng a configuration 20 exanple of the IC

book camd r 1t evertinesl cwhedidle azitoridimegre timlhei oyecontrol.
enmbodinent; FIG 3 is a block diagram showi ng a

confi gur atﬁ%tlémﬂplcévlﬁcttﬂneanqht@lvmt@@eanof Csheet

of the IC book shaown in FIG 2; 25 FIG 4 is an
expl§W§F6P§mﬂﬁébﬁﬁﬁﬂsﬁ@Wﬁﬁfzﬁoﬁﬁﬂﬁ4%ﬂﬁQﬁ|Qﬁ§@§@ﬁﬁﬂQﬁ which

of e |nfornat Qn wite transmtted from
t he ﬁgﬁh1na 6£€élé¥ﬁﬁﬁ1W#i¥nE% vious from the

description, or may be learned by practice of the
invention. The objects and advantages of the invention
may be realized and obtained by means of the
instrumentalities and combinations particularly pointed
out hereinafter.

BRIEF DESCRIPTION OF THE SEVERAL VIEWS OF THE DRAWING

FIG. 1 is a perspective view showing a
configuration example of an IC book according to one

embodiment ;

FIG. 2 is a block diagram showing a configuration
example of the IC book and a terminal device according
to the one embodiment;

FIG. 3 is a block diagram showing a configuration
example of the interior of an IC sheet of the IC book
shown in FIG. 2;

FIG. 4 is an explanatory diagram showing a
configuration example of exit information write

commands transmitted from the terminal device shown in
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5 FIG 2 to the IC sheet of the I1C book; FIG 5 is an
expl anatory di agram showi ng a configuration exanple
of an entry information wite comuand transmtted
fromthe termnal device shown in 5 FIG 2 to the IC
sheet of the IC book; FIG 6 is an explanatory diagram
show ng an exanple of personal information stored in
a personal information storage Section of the IC
sheet of the IC book shown in FIG 2; 10 FIG 7 is an

expl gl oy Y agANSWNG an Jexarple of . hi story

i nformati on of entry/ exi or mat1o red in an
entry/ exiteidnf oy nat i gp St r@g;ﬂ chi 9 e 1C

sheet of the | C book sho I n lé? C%; %%‘ %pl"él%g @

fl O\A@Mrﬂigfu@atlﬂdrﬂgiaﬁk!l@ I QGESSBS,y It d € on write
term nal device shown in FIG 2; FIG 9 1s a owchart

for idomusitnidattiragh SAia0RESs &5 orp ef O radh Whein &y €4 tshown in
information wite command in the |1C sheet of the IC

book Fdltowm2 itw ElhG IZ ishaerceifverhie BN FIG 10 is a
flowchart for illustrating processes perforned when

an entry iffCor rfatisormwed tel otmand diegtde $i@whepetanf
the 1 C bogk shown in FIG 2 is received. DETAILED
DESCRFETPER OF P9 SQWENTINAS % tA Poratatied dlrect ramtisonal
devi ce .data control nethod according to a

embod" %?“a Phe eSS ST Nt forF i 15C fRhefis G b IC
In detall WL nef grgnee to 6 -

FIG. 7 is an explanatory diagram showing an
example of history information of entry/exit
information stored in an entry/exit information storage
section of the IC sheet of the IC book shown in FIG. 2;

FIG. 8 is a flowchart for illustrating processes
in the terminal device shown in FIG. 2;

FIG. 9 is a flowchart for illustrating processes
performed when an exit information write command in the
IC sheet of the IC book shown in FIG. 2 is received:;
and

FIG. 10 is a flowchart for illustrating processes
performed when an entry information write command in
the IC sheet of the IC book shown in FIG. 2 is
received.

DETAILED DESCRIPTION OF THE INVENTION

A portable electronic device and a data control

method according to an embodiment of the present

invention will be described in detail with reference to
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the acconpanying draw ngs. An | C book according to the
enbodi nent of the invention will be described first.
FIG 1 is a perspective viewfor illustrating an 5
outline of a configuration exanple of an I C book 1.
The 1 C book is used for a personal authentication

medi um such as a passport book, .bankbook, conmpany ID,
or student ID. The IC book 1 is ?orned by sandwi chi ng
rectangul ar 10 inside pages 6 between two rectangul ar

cover or_one cover doubled in the manner
shomﬁ§F%%§%§£%3Ay%ﬁﬁ ﬁ%ﬁﬁ?%fthen1on one si de edge.

As shown i I hsi de incl ude an
Sheot L1, Whi th Tk chnauod o th ont| SRBRIETE A | Fae
pr oviiggebnd tdh an 11C Y i 3y apd- an antenna 7. The
|C sheet 11 is integrally fornmed in the follow ng

manner. First, B patd efdrPedhevant eapardr of 11 @ UPLPURY an
or the like is forned on a base material of a

pol yetiiylieree aesi morsfliciu rast jpn yetdyd Bneot esepht habait e1 .

20 (PET). The IC chip 113 is nounted by the flip-chip

met hdde did hamek olsverssel dinde reever seomall faceserof i ddieion
resul ting substrate are held between noncrystalline

pol yESIEITPEHAY) asheetts SiPqHe BiKe avah lsud} lectednpany 1D,
vacuum hot pressing. 25 Although the IC sheet 11 is
forné&ﬁ%%ﬂ%%ﬂq1 Hhe antenna 7 for wireless

connunicaphgg f& h q§terna i prent, a cont act

! c]Orﬁﬁjlr‘ﬁ%%?q?u%an SR P M & perepngular

. O
term nal for- contact

on a ;$iyifRce Y d e mhert 1o rectangular covers 2 and 4

(or one cover doubled in the manner shown in FIG. 1)
and binding them on one side edge. As shown in FIG. 1,
the inside pages 6 include an IC sheet 11, which is
embedded with an IC module that is provided with an IC
chip 113 and an antenna 7.

The IC sheet 11 is integrally formed in the
following manner. First, a pattern of the antenna 7 of
aluminum or the like is formed on a base material of a
polyethylene resin, such as polyethylene terephthalate
(PET) . The IC chip 113 is mounted by the flip-chip
method, and the obverse and reverse surfaces of the
resulting substrate are held between noncrystalline
polyester (PET-G) sheets or the like and subjected to
vacuum hot pressing.

Although the IC sheet 11 is formed including the
antenna 7 for wireless communication with external

equipment, a contact terminal for contact communication
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The followng is a description of a control system

for the portable electronic device, the control system
bei ng conposed of the electronic device and a term na
5 device. FIG 2 is a block diagram schematically
showi ng a configuration exanple of the portable

el ectronic device (IC book) apd a termnal device
13 according to the enbodinment o6f the invention. 10
The terninal device 13 is connected to a card

r ead yboard 14 CRT_15 rint &r
etc. %r rlrﬁ]pﬁjﬁe devi ce SF 3 st}béo a1T1]r ous

”E”DF'GS Tﬁg'f%ﬁﬁchﬁgs a Q§'d§£&r EP{%#eéf £hgontrol system

term nal device uncti

t r ang@s PN pokd AN reafe%ﬁiﬁ&ﬁé Qj@vnpcé romd h@orﬁ&cpfoé(ystem

1 through the card reader/witer 12 and a functi

var i @4s ngreeasses kasethon datardeceived d&omihe 4 Gninal
sheet 11 of the book 1. For exanple, the term nal

devi ceviZemites data to 20 a nonvolatile nenory in
the 1C chip 113 showmn in FIG 1 by transmtting a
wite combeid foris ke darak tai adwean Gclbookt dcd ht pughowing a
the card reader/witer 12. Further, the term nal
devi G@“f%%é&sl%t%aﬁwpdrﬁ tHe 4 o p-al® ylectronic device
trans a_read command to the | C book 1. 25 The
card ! &]é:a it &N 2 (TSR ok 95 devigecording to the
comunj, ca | on W tt?&ﬁqhe IC book 1. The reader/witer

V,

12 i STESH G ed clock 8 suppl y,

et conagl o o on S0 Ll L

reader/wrlter 12, keyboard 14, CRT 15, printer 16, etc.

The terminal device 13 includes a CPU, various
memories, various interfaces, etc. Further, the
terminal device 13 has a function for data transmission
and reception to and from the IC book 1 through the
card reader/writer 12 and a function for various
processes based on data received from the IC sheet 11
of the book 1.

For example, the terﬁinal device 13 writes data to
a nonvolatile memory in the IC chip 113 shown in FIG. 1
by transmitting a write command for the data to the IC
book 1 through the card reader/writer 12. Further, the
terminal device 13 reads data from the IC chip 113 by
transmitting a read command to the IC book 1.

The card reader/writer 12 is an interface device
for communication with the IC book 1. The

reader/writer 12 is configured for power supply, clock
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term nal device 13, the card reader/witer 12 uses
these functions to activate the I1C chip 113, transmt
5 various commands, receive responses to the
transmtted conmmands, etc. The keyboard 14 functions
as an operation part that is operated by an operator
of the termnal device 13. The pperator can input
vari ous operating 10 instructions and data by
operating the keyboard 14. The CRT 15 is a display

devi ¢ at displays vari,ous i eces of infornmation
under P%Hyéoﬁtersgl SRS elﬁrﬂq?éilatadé?vrafbs”llss“ﬁ{é and

pri nE%‘E:{#)@l%%“f%% tQ rllcgfg resyl ts o\f}aaﬁp c:ergsclonrl bg/l by the

the term nal device e fo

desciiphiial 10Hethe el G35hegle %%rdlé%égg¥y%f'1er(%%r1%es

the IC sheet 11 is a portable ectronic device

|S b@hﬁ@el Iﬂhﬂcﬁ:ﬁ%dsct@ogl@t%vat% &h’ qcpm 1 @OO.K:
The 1C sheet 11 is configured to be act vat & ansmit

enabwedlbcsopemahaﬁswhe@cbhv@sr%%p@%&@éfﬂ$\MHé1transmltted
el ectronic power froma host apparatus such as the

t er ntpahaddgi cett3. If the I C sheet 11 is connected

to the term nal device 13 through contact

communi cafffén kepae rids 14 ffunctianst ke eontastrdteran nadre

on |tg surface, for exanple, the sheet 11 is activated

25 of PEcé?pPpsFaéﬁér &Yi R§ PERERtard ofl Gdle Swpplipalr slavice
t he ger al devi e 13 throu%h the contact term na

as a mi CREF 8 O nCErf 2081 VA oliife OPC IsHiddtg 11
s 09H§€9B891585tQ%d %atan%l g%%%é ?né?t%@ %é@board 14.

non- contact communi catli on,
commypicakes 4 th Eh81%%&€&”%EVQ%%'%%a%3d3@5 3 g various
pieces of information under the control of the terminal
device 13. The printer 16 serves to print results of
processing by the terminal device 13.
The following is a description of the IC sheet 11.
As shown in FIG. 1, the IC sheet 11 is a portable
electronic device that is bound into the IC book 1,
€.g., a passport book. The IC sheet 11 is configured
to be activated (or enabled to operate).when it is
supplied with electronic power from a host apparatus
such as the terminal device 13. If the IC sheet 11 is
connected to the terminal device 13 through contact
communication, that is, if it has the contact terminal
on its surface, for example, the sheet 11 is activated
on receipt of operating power and clock supply from the
terminal device 13 through the contact terminal as a

communication interface.
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the antenna 7, the sheet 11 receives radio waves from
5 the termnal device 13 through the antenna 7,
comuni cation control section, etc., as comuni cation
interfaces. In response to these radio waves, the IC
sheet 11 is activated, generating operating power and
cl ocks through a power circuit. 10 The IC sheet 11 is
provided with a storage area |1a (persona

i nformation storage section) in the nonvolatile

menory in 3.. .The personal informatio

storaée sé%?% ﬁg]$§ %i&r(f%w??Pn%%E%gs%?ythe terminal
i nf orgpatiiqn 4for, Qrt..dncl d|n a

photogglgr%r a|3? grer onal i n or?Cma%T on, x”plr‘f?tjd%l?'e that is,

PasSPGr t; CUNM Wi BltGs I\:»Hrtt &he t‘é‘@rnlllc;lasfgec%v e|153 through

provided with an area || entry/exit or na

st or age seelnon) f, Ortﬁehesh%téﬁ age lﬁgc@f\f@@tféﬁ%'&aves from
record in the nonvol atile menory in the IC chip 113.

20 FltGe 3eirmimail ark idiagramischemtial 4y shoning a
configuration exanple of the IC sheet 11 according to

t he fiomgunagleddiorertordfralhesdatvient,i artc Thead Calneetiddtion
is configured so that a nodule 112 is incorporated in

a hénsiERdadest: cmstit RS e tmithdmrlyradie wiees, the IC
nodul e 25 112 is formed with one or nore | C chips 113
conné@?@& Il iex B&trdta tet e TS Tigva corflat ed iRawer and
(co |nterfaces for one body. The nodul e

112 &g‘efd’ 3 P rﬁ%?%tdy 111 01;] thedllc

. Fl G t he nodul e
i?gegflshgﬁﬁtﬁﬁﬁWQ?e%h.1%rﬁﬁ Fofes” (%%%Hf+%p Bl ehertge area
101,1&%“¥§k%%®ﬁ§¥“¥ﬂ¥&éﬁ§%&on éﬂéyéééagn%trghlqgi'the

program menory 4, power circ
nonvolatile memory in the IC chip 113. The personal

\

information storage section 1lla is stored with
necessary information for a passport, including a
photo-portrait, personal information, expiry date,
passport country, etc. Further, the IC sheet 11 is
provided with an area 1lb (entry/exit information
storage section) for the storage of an entry/exit
record in the nonvolatile memory in thé IC chip 113.
FIG. 3 is a block diagram schematically showing a
configuration example of the IC sheet 11 according to
the first embodiment of the invention. The IC sheet 11
is configured so that a module 112 is incorporated in a
housing that constitutes a main body 111. The module
112 is formed with one or more IC chips 113 connected
to external interfaces for communication (communication

interfaces) for one body. The module 112 is embedded
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5 105, voltage detection circuit 106, and

communi cation interface 107. The control elenent 101
serves to control the IC sheet 11 as a whole. It
performs various processes by operating based on
control progranms and control data 10 stored in the
program nmenory 104 or the nonvolagtile nmenory 102. The
nonvol atile nmenory 102 is conposed of a
witable/rewitable nonvolatile nenory, such as an

EEPRQ%‘%hJ|ﬁ§ﬂ13%%b/H_ @an¥ye198 gH%%%igg?igégaaéggn in

st orage section. control prograns

are wid!en t the, dEmiy. mﬁvﬁspmi@g Qﬁetfée%@sg@ 11

of the I C sheet 11. Program es, data frles,

are(ﬂﬁdluﬂbélhtéﬁhﬂﬁﬂmﬂgfﬁﬁéﬁtnF@PfYné&%%li@Ele memory 102,
exanple, and the control progranms and the vari ous

dataWﬂﬂaﬁﬂlaMMémdﬂytIDIJKpEb@fé@Smeﬁ@f%hF@4,t@@Wer circuit
nonvol atile menory 102 is provided with the persona

i nf orlielt,i ol tstaw alpst egecitdroncildeuandl 0 e & rydwitication
informati on storage section Il b nentioned before. The

vol atlinte Mefs L0003 functions as a working 25 nenory.

The volatile nmenory 103 al so serves as a buffer that

t enpor ar i 1YSteRES Yat S Yeshy pPbcesseds byo ¢hrtrol the IC

trol el nt 101. For exanple, the volatile - 11
ﬁgnmﬁs‘y?“efgseﬁ"@ Forff i"YHEd t ot t ENpor AF NS VAT e detecesses by
[ fr.omthe term nal devjce 13 through the
recekﬁﬁgk qéh?i?ﬁ%ﬁ' ace TUL T TheP Prog aim Hhorsr aoal jdata

comuni ca
a nonvodald | '@{@rﬁ/rogﬁrér{]%erkgryrfdj ool’lrslélheStrg)orne\goWa.ltt,lhle
control prograns,

memory 102.

The nonvolatile memory 102 is composed of a
writable/rewritable nonvolatile memory, such as an
EEPROM or flash ROM. The memory 102 functions as a
storage section. The control programs and various data
are written to the memory 102, depending on the usage
of the IC sheet 11. Program files, data files, etc.,
are defined in the nonvolatile memory 102, for example,
and the control programs and the various data are
written to those files. Further, the nonvolatile
rmemory 102 is provided with the personal information
storage section lla and the entry/exit information
storage section 1lb mentioned before.

The volatile memory 103 functions as a working
memory. The volatile memory 103 also serves as a

buffer that temporarily stores data being processed by

the control element 101. For example, the volatile
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control data, etc. The program nenory 104 is
incorporated into the IC sheet 11 in such a manner
that it is stored with the control prograns and data
in the stage of manufacture. In other words, the
control 10 prograns and data stored in the program
menory 104 are previously incorporated into the IC
book 1 according to its specifitations. Further, the
program nmenory 104 is stored with a passport book

appl i cation f variou ocesses 15 assocjated with
entry éil Yi oﬁﬁhf?dhg 5%% %o%?r?ﬁmp%ﬁ%ﬁﬁﬁﬁ 9pareapata

det eryg t nt r t_informtion
is st ore %gbee%mu?{ n@goé%frh%%]ss%orjtgebeﬁ %}bﬁ??%}ét?%ﬁ

In thegase whers, the dGatieefodl performs 20

non- cont act conmmuni cati on the power circuit 105

gener at es ORerstddighP Qo ANd1 64 0CKS, fﬁ&%éﬁgtm%}{%ﬁory
received fromthe card reader/witer 12 shown in

2, anthsupp iesetihem 1o eacted nitdhe st 132 Fhe,

vol tage detection circuit 106 nonitors a voltage 25
suppldat-nal tdeacormttral  dlfengntodiinm rldneo Mol T@geE: s
detection circuit 106 functions as a reset circuit for

t he doMtIGIOEtéaferitntOILhel I C THeegomunircation a manner that

interface 107 is a transmtter/receiver section,
whi CH%&ﬁnﬁﬁ%ﬁdegVWt Fhe Keordaral remerdng iand dota in the

shown N g. I the I C sheet 11 is realized as a
cont actt 9558 IMETeHEsE Wve B Yrhtfilnitdd on T erdrieeol
\}m()l?cl C s sq}cﬂféja?:a mdcatrl Otr]'lecopnrtcggollarr?ergetnllc?rny 104 are

previously incorporated into the IC book 1 according to
its specifications.

Further, the program memory 104 is stored with a
passport book application for various processes
associated with entry/exit information. The control
element 101 can determine whether or not right
entry/exit information is stored by executing the
passport book application.

In the case where the IC sheet 11 performs
non-contact cdmmuniéation,_the power circuit 105
generates operating power and clocks from radio waves
received from the card reader/writer 12 shown in
FIG. 2, and supplies them to each in the module 112.
The voltage detection circuit 106 monitors a voltage
supplied to the control element 101. The voltage
detection circuit 106 functions as a reset circuit for

the control element 101.
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reader/writer 12 to performsignal transm ssion and
reception, and a contact section for use as-an

ext er nal interface. If the I1C sheet 11 is realized as

a non 10 contact | C sheet, on the other hand, the

conmuni cation interface 107 is conposed of a

conmuni cati on contr ol section for wrel ess

conmmuni cation with the card Ttedder/witer 12 and an

ant enna as an external interface. 15 FIG 4 is an

expl anat ory di agram showing a forpat exanple of exit
infornatic#%%w? SOH AT t AR RT 2 €8d107 r 6fn Bhe

term i.C 3 shown in FIG 2 to.the IC sheet 11

of the IEﬁ%%ﬁﬁé%ﬁkeﬁﬁ§¥Sﬁtsﬁ?ﬁ%ﬁ?ﬁﬁW%ﬁcvw??@m%%hﬁﬁﬁﬂ§ with
i ncl ydg A re r M terF%%’shg?%’inLg G.agq If the IC

"Data”. "CLA" is an instruction class, ich™is
one- by tdatia forredesidanatd ng dhe 4P Yhe @1c sheet, the
processing command. "INS" is an instruction code,

whi cledmnworieduyitoen dattae fice orgeri ng-gnoopesagton. In

this exanple, "INS" is given 25 by "XX" that is

i ndi camimnpe igfa tarproperrdatican fart Msn tiwigi cleXédntacts the card

information. "P1" and "P2" are instruction paraneters,

each refderyyrijsich 3 s omebiamn datena hdi catswesofom and

set value used in executing an operation. "Lc" is

t hr e 5P 1Patra 2hdi GRIBACofSedel Prenfeh w$e aa$ Dat aéxternal

porti.on. }Data" ﬁéﬁ used for an operation based on the
E6iTcer ned.

commantd %5 &6 Ehs thishesant el s e bizednt ai asnon-

uhi R RECT P HEE WoviTbe A 1T hat fedthe dommunication
interface 107 is composed of a communication control
section for wireless communication with the card
reader/writer 12 and an antenna as an external
interface.

FIG. 4 is an explanatory diagram showing a format
example of exit information write commands transmitted
from the terminal device 13 shown in FIG. 2 to the IC
sheet 11 of the IC book 1.

The exit information write commands include “CLA”,
“INS”, “P1”, “P2”, “Lc”, and “Data”. “CLA” is an
instruction class, which is one-byte data for
designating the type of a processing command. “INS” is
an instruction code, which is one-byte data for
ordering an operation. In this example, “INS” is given
by “XX” that 1is indicative of an operation for writing

exit information.

"P1l” and “P2” are instruction parameters, each of
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FIG 5 is an explanatory diagram show ng a format
exanple of entry information wite conmands .
transmtted 10 fromthe term nal device 13 shown in
FIG 2 to the IC sheet 11 of the IC book 1. A
description of the same items as those shown in FIG
3wll be omtted. The entry |nf03:]rmt|on write conmand
"INS" is given by "YY" that j di'cative of an
operation for witing 15 entryhlnfornaf:ll%n . f
Speci fj.cal | t he et 11 own in refers
tg t B rzlcelygve ot??gfa tlalﬂ§"n P cofe| Uted tHatvahpe used
nd |s“ ecei ve

|e§| 1t‘oun Jﬁg%v‘%t nt ry S0 or met T ont %%%e%okﬁ%%%ddata
is %Qldl%%l\&)%j dff t Wlérﬁq‘g}pu@f’ Rl 6” Ig’Or o? t|‘(‘)IP]ata"

expl anat ory di agram show ng an exarrp e of

stor ag lu@etohefoqeraspr@erétrﬁ&{ B4 on St orage &ﬁ&éﬁcﬁ’”

Ila shown in FIG The personal i1 nformation storage

sect icomckladds 2[51 S:ImrseCéxMrﬁphléhe‘r@a(tFé'f Yot £ of M‘@ date,
| C book 1 as a passport, the issuing country code of

t he &dmetr yrich conritaty tdwelehake 1a i Sowrsstiedin tht€ich the

. passport nunber or 14 identification nunber of the

book tErMdmg 1t e aee, 1 Yatse iroftdlikedh, and sex of a
person to whomthe IC book 1 is |ssued FIG 7 is an
expl anatorF)F% ayrieim &Th Gk Fnlge Tt o BY ekt @ ofhowing a format

i nformati red in the entry/eX|t i nformati on
st or agé&™ gg@tl n 95 Ys HoW? |“hatljl@§ WE 1t S Mg oG tansmitted

| nfor/rlng;n QR stt%ra Slﬁ%lel()’gtn d c}@g;;nedﬁ &2 o the IC

entry/e recor
sheet 11 of the IC book 1. A description of the same

items as those shown in FIG. 3 will be omitted.

The entry information write command “INS” is given
by “YY” that is indicative of an operation for writing
entry information.

Specifically, the IC sheet 11 shown in FIG. 1
refers to the received command “INS” and concludes that
an exit information write command is received if “XX”
is found and that an entry information write command is
received if “YY” is found.

FIG. 6 is an explanatory diagram showing an
example of information stored in the personal
information storage section lla shown in FIG. 2.

The personal information storage section 1la is
stored with the expiry date of the IC book 1 as a
passport, the issuing country code of the country in

which the book 1 is issued, the passport number or
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entry or exit, the type of inmgration, entry or exit,

10 and the country code of the entered or exited

country, corresponding to a record nunber indicative

of the order of recording. The following is a

description of the operation of the control system

descri bed above. 15 FIG 8 is a f4omchart for

illustrating processes in the t¥t mihal device 13

shown in FIG 2. Wien the I C sheet 11 of the IC book 1

Is detected.. by the card reader/witer 12, the
termﬁé%”3ﬁ£ﬁ%:thﬁp PP @ Fé?t?%?kr%sp%ﬂgetﬁﬁtaaWér date
t he . (Ste 0 S11). Thereupon, the termna

dovi & T Trog D R 1 BReet oT. VPR, het T o ohegk 1 is
11 i si & nan-contact |C sheet, the term nal device 13
perforns anti-collision processing, thereby securing

conmuni catrom, W ths the e§@§§ﬁaééry§§i58§aﬁeéﬂgw§hge?n

device 13 transmits a wite comman tothe ICs

11 (SbemiBR)af |imidwenasen oftexéd 1iProsesshingy /Eher
termnal device 13 transmts the exit 15 infornmation

wr i t erncflormmeidi shewriagdl@ce3idn 1the $i@wsheetrid, 2n

the case of entry processing, the termnal device 13
transmts T entry/ enflormfoonat wnt steoapandeshown 11b is
in FIG 4 to the sheet 11. 5 When the conmand is
transtHdaSt, FhEReMaalt RIS 13thecdivesand time of
response fromthe IC sheet 11 _corresponding to the

transt tted ‘cdiirand rﬁ_etpy@Lﬂf. LMkt &T ¢ ekPonsentry or exit,
con e O 5 I L, ot DS s,

not processing 1S norma

corresponding to a record number indicative of the
order of recording.

The following is a description of the operation of
the control system described above.

FIG. 8.is a flowchart for illustrating processes
in the terminal device 13 shown in FIG. 2.

When the IC sheet 11 of the IC book 1 is detected
by the card reader/writer 12, the terminal device 13
transmits initial response data to the sheet 11 (Step
S11). Thereupon, the terminal device lB_recognizes the
IC sheet 11. 1If the IC sheet 11 is a non-contact IC
sheet, the terminal device 13 performs anti-collision
processing, thereby securing communication with the
sheet 11.

The terminal device 13 transmits a write command
to the IC sheet 11 (Step S12). 1In the case of exit

processing, the terminal device 13 transmits the exit
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10 1 C sheet 11. Based on the received response, the
term nal device 13 determ nes whether or not
processing is normally conpleted in the IC sheet 11

(Ste
t he
t hat

p S14). Thus, if a response OK is received from
| C sheet 15 11, the term nal device 13 concl udes
there is no abnormality_ (%tSep S15) and

term nates the processing. |If aTesponse NGis

rece

ived fromthe |IC sheet 11, on the other hand, the

L ; H k !
;ggg}ha(P?§¥%§§Eé§§§%§q%% %%%n%ﬁ?Wé g%egéérggoFothe Ic
the afnarmmelily {Slep Sidde £ Qnd:lSoAtlouehart for

illustrating processes perforned

i nfo
ICDb
conc
rece
IC s
prog
cont
meno
The
sect
whet

an”exi
rd@dn 0fh Wdd el COMBNd-d shhes 41 sheety 11,85 - hhes on
ook 1 shown in FIG 1 is received. 25 If It 1Is
lwdiete tdatmdre sdin i d orn@t i oncyrihe sigosangd i s
ived (Step S21), the control elenent 101 of the
heet Mheradse acpasspor t s booknprnogetaqg) f epe 16rmt g1
ram nenory 104 and executes it (Step S22). The
[V g e rehtr elell vk e vespouse decesi ons bassideon 11
ry contents stored in the nonvolatile nmenory 102.
COMTOIP BN Erfishtt A 0N S Uinied 1 st bed acetenardi h3tépnSE3) .
ion. First, the control elenment 101 determ nes
1S e HE SRl At hetit A Mat iore Wid hi@hethat indicates
devi ce %3 is established (Step, S23). If it

e |
e mé'ﬂ]c Sed Thatet tHe Tt Ut ati Hé?ﬁr??:]gw ofPTRleted in the

is c
est a
101

i shed Sin Step 10 S23), the control el enent
?edt erm née;ﬁv\het her or not

Based on the received response, the terminal
device 13 determines whether or not processing is
normally completed in the IC sheet 11 (Step S14).

Thus, if a response OK is received from the IC sheet
11, the terminal device 13 concludes that there is no
abnormality (Step S15) and terminates the processing.
If a response NG is received from the IC sheet 11, on
tﬁe other hand, the terminal device 13 concludes that
there is an abnormality (Step S16) and warns its
operator of the abnormality (Step S17).

FIG. 9 is a flowchart for illustrating processes
performed when an exit information write command in the
IC sheet 11 of the IC book 1 shown in FIG. 1 is
received.

If it is concluded that the exit information write
command is received (Step S21), the control element 101

of the IC sheet 11 reads a passport book program from
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the country code of the exited country contained in
the exit information wite command is coincident with
the country code of the I C sheet issuing country
stored in the personal information storage section
lla (Step 15 S24). If it is concluded that the country
code of the exited country cont aned in the exit
information wite conmand i S not® coincident with the
country code of the |C sheet issuing country stored

nt ersonal nf or ion storage section |la (NO
: n S{ngpeoﬁrzﬁgr?%éner%%ﬂ r]g& e ePETH 94T et br §SERP 552

t f th t / t f
g?orgagﬂégﬁﬁgﬁgﬁgﬁ#(qwé)make; ?% gr%%?%%ﬁighgéﬁ ?%%d on

of trM%ﬂd%FEégnﬂéH@§r§%dfgﬁ 1§néﬁgd8§%§éi%%lle memory 102.

corresponding to the largest recor

det ermTidnesonhel hesl Giedoty dherhddof st 1 080 4| Qhﬁi/natlon
information (Step S25). If it is concluded t af

up-t edatiord nformation 17 stored in the entry/exit

i nformati on storage section lib is entry information

(YES i n StEprs825)the heortont Y of leredenentd 1 104t dehen 8 N@Sether
whet her or not the country code of the exited country

cont AMéP Y mMuthe lexduthiarftorgmition Bl wr i tlee commaick 1 sdevice
coi ncident with the country code for up-to-date entry

i nf orimatiSoF St eF e t e BntT39) eX| t1fi¥f ok preeoomluded that

st or e se tian i (St ep S26). it is concluded
that T Ak o ian da tee?dtmwcbﬁ%. {Rdtep
in t Oi§X|t |nfor t|on wite

coi nci S th ?ﬁnﬁﬁ%ﬁ?”gb&é%fq$ ??ﬁ@%ﬂ?stwﬁ?ﬁﬁ%¥ or not
entr%Héﬂgyﬂﬁgf§NE5Hé”§¥jﬂﬂ%tggatégr é&%%ry contained in the

exit information write command is coincident with the

The

country code of the IC sheet issuing country stored in
the personal information storage section 1la (Step
S24) .

If it is concluded that the country code of the
exited country contained in the exit information write
command 1is not coincident with the country code of the
IC sheet'issuing country stored in the personal
information storage section 1lla (NO in Step S24), the
control element 101 refers to up-to-date information of
the entry/exit information storage section 11lb, that
is, information indicative of the type of immigration,
entry or exit, corresponding to the largest record
number, and determines whether or not the information
is entry information (Step S$25).

If it is concluded that the up-to-date information
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i nformati on storage section lib (YES in Step S26), the
control elenment 101 attaches the up-to-date record
nunber to the date, tine, country code, and exit 15
information contained in the exit information wite
conmmand and wites themto the entry/exit information
storage section lib (Step S27). .Thus, in this case,
the control element 101 of the I'C sheet 11 functions
as a witing section. 20 Then, the I C sheet 11
transmts OK or_  nornal , |nfornat|on as a response,

to t K&K 4 |“nft5]ren§tnit§r¥/ne\ﬂﬁ']1 e U Ot o° i ge section

| 13 S28 t
:)(reg(r:nesg)l n%’el S ? r m %‘zt R ([Y]_?@ere 4 e%zeﬁ by il control
S24 Eh@hg%%el%qu%%Q%rna% %b?ﬁ“§ghég] equQ%%ggg%ry code

contained in the exi mat 1 on erte

coi ngirdemfe Wik ddhe o e@Unt I frode, &f the L sheets nformation
i ssuing country stored in 18 the personal information

st or age teeciomgantila s( ¥eS ridl deSite iy iS2#H)shd heo Gty dode for
el ement 101 determ nes whether or not history

i nf oupatticonlaite shared iint drive teindrr YWexidd imfirdrednon /exit
storage section Ilb (Step S29). In other 5 words, the

cont iolf cgivgrraen BOD rdetee sHates whetherStrp S#d) the 1 C

~book 1 is amnt one. If the information is already

stored in tthe tentS yaitudatt drimit i e stordigey seteioh the

lib n Step S29 the control elenent, 101 goes

to s%éﬁ& 855 QY 4%@&&%&% SN o [ e dplon write

o1 B L LB NG B SP RPNer e LMDl e -

eXItto'—'gi %ﬁ%&ﬁHRIWﬁﬁ&gn%r%PeSSI Wred in the entry/exit
information storage section 1lb (YES in Step S26), the
control element 101 attaches the up-to-date record
number to the date, time, country cocde, and exit
information contained in the exit information write
command and writes them to the entry/exit information
storage section 1llb (Step S27). Thus, in this case,
the control element 101 of the IC sheet 11 functions as
a writing section.

Then, the IC sheet 11 transmits OK or normal end
information, as a response to the exit information
write command, to the terminal device 13 (Step S$28),
whereupon the processing is terminated.

If it is concluded in Step S24 that the country
code of the exited country contained in the exit

information write command is coincident with the

country code of the IC sheet issuing country stored in
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If it is concluded in Step S23 that the nutual
authentication with the termnal device 13 is not 15
established (NOin Step S23), if it is concluded in
Step S25 that the up-to-date information stored in the
entry/exit information storage section lib is not
entry information (NOin Step S5), or if it is
concluded in Step S26 that the country code of the
exited country 20 contained in the exit information
Wit corrmand ;ltnot coincident with the country c

for the dp-to- ST of Mt 3 6h S0 i b4 héY S in
f £ t b
gptgxégég%zlﬂeo{ gggl%ﬁorag%%zec %§ik§%ﬁ éﬂﬁﬂﬁ?mﬂhether

end ig¥ ergraty ’or%zs i AEIRANSS, 25 ta S he, ex] tthe Sngmy/exit

information wite conmand, to the term nal

(St eRnS3na twher @R ddha dW0GasSi 119 | $te eﬁ@ pat efh other
Thus, in this case, the control elenent 19 101 of the

I C slwee:tdsll thign eldnan® 1as Jameabnorgml dd de rividd Nehether or
section. FIG 10 is a flowhart for illustrating

pr ocesseshepdrf domed Iwhien aamient rond nf OIrﬁraiHeomrv\ircbﬁrﬁation is
conmmand in 5 the I C sheet 11 of the IC book 1 shown in

FI G 2l rieedyr s¢eingsd 10 fthet drst moteet iudeich fidata ttihen entoyage

i nformat i on vvrlte command is received (Step $41), the

cont S6Cti8Nedei (IFF of 1Hhen S2heetthil qard®t element 101

assport gram fromthe program nmenory 104
gnd g)??é:’ut%é)s |ttep% ep §4€2)no THE W rign é{sen%rﬁrq@llhn the
t
?ﬁée{ glro%% evvi% éCeEeo;%%ot uagte%uts ent,| cta}ltel ocnonv%rol

element 101 goes to Step S$27, in which it performs exit
information write processing.
If it is concluded in Step S$23 that the mutual
authentication with the terminal device 13 is not
“established (NO in Step S23), if it is concluded in
Step S25 that the up-to-date information stored in the
entry/exit information storage section 1lb is not entry
" information (NO in Step S25), or if it is concluded in
Step S26 that the country code of the exited country
contained in the exit information write command is not
coincident with the country code for the up-to-date
entry information stored in the entry/exit information
storage section 1lb (NO in Step S$S26), the IC sheet 11
transmits NG or abnormal end information, as a response
to the exit information write command, to the terminal
device 13 (Step S30), whereupon the processing is

terminated. Thus, in this case, the control element
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established (Step $43). If it is concluded that the 15
mut ual authentication is established (YES in Step
S43), the control elenment 101 deterni nes whether or
not the country code of the entered country contained
inthe entry information wite commuand is coincident
wth the country code of the |IC _sheet issuing country
stored in 20 the personal infor i on storage section
lla (Step $S44). If it is concluded that the country
code .of, t entered country contained in the entry

i nf orlﬁ)ajt iogfﬁ i iﬁe Sgb%ﬁqtaﬁol i 'Ot Tt it deht 2R e A bty
coun f the I C sheet issuing country stored
in thg%gg?loﬁg%é%%ﬁbrnation storage section Ila (NO

in Step S44)g. the 1§%tfpéw%%f@%o}0}%fr§§§§r(z|§%£r9g processes

up-to-date information of - e en

| nf oroBtfichest MHRGE S QY lidso Adtats o Sord 8 OLIBLION i1
i ndicative of the type of immgration, entry or exit,

cor r espondi ntretea tihe dANgRStIq ecad 1 HHRE! . i@ngrg. 1 is
det er m nes whether or not the information 5 is exit

i nf omemeiloied(.Step S45). If it is concluded that the
up-to-date information stored in the entry/exit

i nformati dif sittoriggeyechidad thdr ithexént nf onfathoni on
(YES in Step $S45), the control elenent 101 attaches

the UPH6- GRMEAEC o TRnfIered ol SIeR e dat &he igmntrol
CouTS B T AT SN AT LS oo
e SRR T, e LA 15T
end irf@LMmayibgn, as a response

The control element 101 determines whether or not
mutual authentication with the terminal device 13 is
established (Step S43). 1If it is concluded that the
mutual authentication is established (YES in Step S43),
the control element 101 determines whether or not the
country code of the entered country contained in the
entry information write command is coincident with the
country code of the IC sheet issuing country stored in
the personal information storage section 1la (Step
S44).

If it is concluded that the country code of the
entered country contained in the entry information
write command is not coincident with the country code
of the IC sheet issuing country stored in the personal

information storage section lla (NO in Step S44), the

control element 101 refers to up-to-date information of
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15 to the entry information wite command, to the
termnal device 13 (Step S47), whereupon the
processing is termnated. If it is concluded in Step
S45 that the country code of the entered country
contained in the entry 20 information wite command
Is coincident wth the country e of the I C sheet

i ssuing country stored in the personal informtion
storage section Ila (YES in Step S44), the control

Clomae EHLEIBLS, L DAL 080 & NI AL TRLLOD O 1De et

entry/eX|t | ormati on Sstorage

i's, iinforimedd o d ndi catd ve of & her {MQEtgg?ooft%%migration,

immgration, entry or exit, correspondin

| ar gestt mee dnunbeso - A, 1 Ne s yhe
not the i}ﬁf ormation is exi t&ﬁ]ﬁé;nngfi %%@(IS%]S%GQS%S%%C?W

It i swaneed udedi tdwede drien i -die it € b Af REPBtihONi nOf rmation
the entry/exit information storage section I1b is

exi t lisnfesrirmtiroto (MeES am Sttegp ) ), . t he control

el ement 5 101 determ nes whether or not the exit

i nformat i drf tHatis cornaivded hehzounbhe yupotde-odté hinf&@mation
sheet issujng country stored in the personal

i nf orSh&XTiSGh 1St dhify N Settq ot 11H 9 Bnat bprdsteradre section

ent r)ill xi,t infaornmation stor a&gﬁ section lib (Step

s49) T 4% %@%dﬁbﬁl%lﬁ‘t Sthe ¥5¢R $47or nete geentrol

t hat nt ai.n he .countr code of the IC sheet

i ssuie%%mggll}nflro;l salttgtr CQ’%% e URer¥aiaiie i i or it ErPer to

storage segqtd onjla is stored | the entry/exi :

i'nformat i on <t orage SO = P/ YES! i?‘lnt]_}éfe]pn jation

the conkiglh %@@hé%t@%ﬁ%&ﬂ)ﬂae@l%%ri@e 1(:50m\l\1411a|r‘10€§1 and

it perforns entry information wite processing.
writes them to the entry/exit information storage
section 11lb (Step S46). Then, the IC sheet 11
transmits OK or normal end information, as a response
to the entry information write command, to the terminal
device 13 (Step S47), whereupon the processing is
terminated.

If it is concluded in Step $45 that the country
code of the entered country contained in the entry
information write command is coincident with the
country code of the IC sheet issuing country stored in
the personal information storage section 1la (YES in
Step S44), the control element 101 refers to up-to-date
information of the entry/exit information storage
section 1lb, that is, information indicative of the

type of immigration, entry or exit, corresponding to

the largest record number, and determines whether or



10

15

20

25

If it is concluded in Step S43 that the nutual
aut hentication wth the term nal device 13 is not
established (NOin Step S43), if it is concluded in
Steps S45 and S48 that the up-to-date information 20
stored in the entry/exit information storage section
11b is not exit information LNgg n Steps S45 and $48),
or if it is concluded in Step & that the exit
informati on that contains the country code of the IC
sheet, J,SSyj ry. stared in the persona
i nf oh(r)lgt fcg{nen gﬁ“ﬁ%@ t)s/leoc i%osn ﬁlgc ilsn%cglim%ttjo?nedés}]eﬁ? Hei8) -
entry/ exi ty 4 nfior;nmt | Cl 1b ( in. Ste
$19) " the 1 Shost 4T e T NG b Hbricy el end s5tmation
| nf oFatHeN erAs | HESP AMTR s e et YaddfQUIIBLI oM 1,
wite command, to the termnal device 13 (Step S50),
wher exgan itntfe yataacessi (WES Sid @’ﬁ@ﬂ‘ﬂim, Ifh hforﬁ?,(ﬂ'él element
information wite comuand is received, 5 as described
abové 01t ke tleCrsineat whetdfert her Iothatle kxirtefielfodad e that
up-to-date information stored in the entry/exit
i nf oCR&Ettiagh ssttidreage waeti apdelpf fthtehe C isifesrtmats oniris
entry information for the exited country, exit
i nf o MRS iSOG e ititeo Rees @rt) yindidnmatgion storage
infornatLon'ﬁyora e section lih, and normal end

[

i nf 0Pt TOR i's % ranSHAEE o Hhfe S/ 11 tdeé fgrmag ion

1f t ' t.i it i s received,
the. Sretamen o R IR an®” Wndet o it 4 nirormt ired

Stor@@atl Bplhe,ant ry/rxid, Jinf0 r‘{(ﬁ?ﬂiﬂ Q Qafnsctaolr A RE gctréq? ry

I[Ib. If 15 the information'is e fh orrmat] on

i nf ocERlel @F the SiOI@@ Nt stdﬂi%gerv]:toruw t%)gj ts U gt itcfine

st or age
personal information storage section lla is stored in
the entry/exit information storage section 1lb (YES in
Step S49), the control element 101 goes to Step S46, in
which it performs entry information write processing.

If it is concluded in Step S43 that the mutual

authentication with the terminal device 13 is not
established (NO in Step S43), if it is concluded in
Steps 545 and S48 that the up-to-date information
stored in the entry/exit information storage section
1lb is not exit information (NO in Steps S45 and S$48),
or if it is concluded in Step S49 that the exit
information that contaiﬁs the country code of the IC
sheet issuing country stored in the personal
information storage section lla is not stored in the
entry/exit information storage section 1lb (NO in Step

S49), the IC sheet 11 transmits NG or abnormal end
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section |lib, and normal end information is transmtted
to the term nal device 13. Thus, the IC sheetll;
checks the processing for normality by determning 20
whet her or not the stored information is paired with
information to be witten. According to this
arrangenent, the | C book continually refers to past
records of entry/exit- informati and determ nes

whet her or not the Iast 25 witten entry/eX|t

i nfor, ion s ri witing Wr on

Th
ent ryJ7 exfimathjfod} oﬁ’] %%?P%S%&%c’i%ed ephry Jinformation

ded tab
cl oot Pon € VS o & Hal 6 HbHLY bl o Bl Fod. €apabPe $70).
hi ghefird &l @ ldHey Mésoéln%di {'flrgmé@@ |'s not

limted directly to the scrl%ed above,

and its COHPQHQ?R&Kﬁ@ylﬁﬁbr§a§ﬂ@9dWPgténcgﬂﬂégaegs received,
forms without departing fromthe scope or spirit

the iawetddonibddirdtere, wid oUS shdwenti ons vRY b@ book 1
formed by suitably conbining a plurality of .
conporeless desdrtiehenh - tro-commect i Hormd  fon t dweo £ Od egoi Nige
enbodi nent, For exanple, sone of the 10 conponents

ac corad iy /teox itth € rferratsdi imy emtbodh grerge ataiyorbel 1loni t I edthe
Furt her nore, conponents according to different
embodi IS TP B EHbiheld Zarrasgia T efhr |the hexited

present nbodi ment , for exanple, the IC sheet is

expe TV Y 1 &P i3 FHEAUp-1- It aed Nt horentry/exit

i b and BORTHnE VAo Br I0T 11 Stbradnal end"

i nf or; qpftdﬁ{étllsbrpqlsr ecdravﬂsmétedl nf hneattleornmltr?a{) device 13.
If the entry information write command is received, the
IC sheet 11 refers to the up-to-date information stored
in the entry/exit information storage section 11b. If
the information is exit information, entry information
1s stored into the entry/exit information storage
Sééfion 11b, and normal end information is transmitted
to the terminal device 13. Thus, the IC sheet 11
checks the processing for normality by determining
whether or not the stored information is paired with
information to be written.

According to this arrangement, the IC book
continually refers to past records of entry/exit
information and determines whether or not the last
written entry/exit information is right. Thus, writing
of wrong entry/exit information can be detected. In

consequence, there may be provided a portable
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witten. Alternatively, however, the |C sheet may be
configured to refer to past records of entry/exit 20
information stored in the entry/exit infornmation
storage section |Ib and deternine whether or not there
exi sts any non-correspondi ng i nformation.

Al ternatively, noreover, the_lczﬁpeqp may be
configured to ascertain that the ol dest one of the
past records of 25 entry/exit information stored in

the %'ltercyr_/r@ﬂltc denvfj]oc{]é‘rﬁt’]r{oona Séa%a?ee%g?e%t%i ?r?le’lgl'illlcg%itg@%able of

exit i nformation. € case

used HiQhed 241 RASSPAN QI he | i ke, the entry/exit
inforﬁg{ioﬁgﬁist be ﬁéndfé nore strictly. According

to the | CheetiBfentieh ei@@%ﬂeﬁimﬁ@é&répﬁgcﬁf’gv@o the
however, the entry/exit information can be checked

for autleritiesitt Wesidhi ded efrrencedd the MstMohts may be
i nformati on. Thus, there may be provided a portable
el ectembeidg edevinc ewcad i@ dldtcar msc ontttod u tred dyeh CaRabf @om the
of higher-reliability control. According to the
pr es &FCPENPSdiISFEATLL (He thor tiablent islrect ronithedgviverious
has been described as a passport book 10 in which the
| C sHEEEN L OBSURGY Mswdreime Iﬂy;%?qfﬁﬂky Qﬂmﬁxnxng(a

vice is.not limted to this, and this invention may
gfsopgé”&&& Yed it FOAMP 6T deRtEies idevigwadiator svith

ided -w I hip and a ransm tter/receiver
ot Fas M BNl RPN, S R 15 the

frOnb%ﬁb%ﬁgﬁkseg%%ggqugg¥aﬁ65%#%%%%%&%&%5%%&%%ﬁ&g%% may be

for exanple, be an

CaSho%@&@edpas$ﬁQQﬁerh@r%@r@omﬁaﬂénﬂgugg%ofgfﬁg to
different embodiments may be combined as required.

In the present embodiment, for example, the IC
sheet is expected to refer to the up-to-date
information stored in the entry/exit information
storage section 1llb and determine whether or not the
stored information is paired with the information to be
written. Alternatively, however, the IC sheet may be
configured to refer to past records of entry/exit
information stored in the entry/exit information
storage section 1lb and determine whether or not there
exists any non-corresponding information.
Alternatively, moreover, the IC sheet may be configured
to ascertain that the oldest one of the past records of
entry/exit information stored in the entry/exit
information storage section 11b is exit information.

In the case where the IC sheet is used for a



10

15

20

25

Addi ti onal advantages and nodifications will 20
readily occur to. those skilled in the art. Therefore,
the invention in its broader aspects is not limted to
the specific details and representative enbodi ments
shown and descri bed herein. Accordingly, various
nodi fi cati ons may be nade w tho 4de__part!ng fromthe
25 spirit or scope of the generdl” inventive concept as
defined by the appended cl ai ns and their equival ents.

- 1., A t abl | ect iC, .,
25 \Q%JC% ggf‘;%ﬂr‘%t)llske the p%rt%g]/gégbgﬁ% 8$%gglon must

. 1 .
devi &e e ~ pr'ocessi

CommﬂaiHéﬁaﬁéﬁﬂhéfé”etf?Géifﬁj ﬁgyépg?gé’téPe IC sheet of

the
portabl e el ectronic device conprising:”a Storag

sect itofe WY St e SH VR 10Uy PLISGES, Of o wd L OT Bt L Olnt By /exit
transmtter/receiver section which transmts and

r eceiives datta dro @dvd Be aRddies @xt &F Naht 9k DIBAY ;  10h a
determ nati on section which determ nes whether ~ or not

dat a nediqrethas ttp wiid er idatar comabnest idnh a Whde, there may
command is stored by the storage section when the

Wit @ FhHMEd @ reveiade Bledterenansiities /aeted véata
section; 15 a witing section which wites the wite

dat a S8 t e M i fR33he s cohichlubkit hycomerol .
determ natj on section-that the data paired with the.

wite datd COMEHed T T theIF T TRt cHRfRAEIPEt st bRedopytable

the %tl%rc\?\\%% Siecthieovni;cetaﬁmdasz%eaenn aé)gsocrpﬁlvelzé yagNaaE ngl)gsgsport book

section I Ch causes e
in which the IC sheet is bound. However, the portable
electronic device is not limited to this, and this
invention may also be applied to any other suitable
device that is provided with an IC chip and a
transmitter/receiver section that transmits and
receives data to and from external equipment. The
alternative device may, for example, be an IC tag,
bankbook, credit card, cash card, passbook, ID card,
cell phone, etc. |

Additional advantages and modifications will

readily occur to those skilled in the art. Therefore,
the invention in its broader aspects is not limited to
the specific details and representative embodiments
shown and described herein. Accordingly, various
modifications may be made without departing from the
spirit or scope of the general inventive concept as

defined by the appended claims and their equivalents.



transmtter/receiver section to transmt a result of
determ nation on abnornmality to the external equipnent
if it is concluded by the determ nation section that
the data paired with the wite data contained in the
25 wite command is not stored by the storage section.
2. A portable electronic device cording to claim1,
wherein the deternination section concludes 26 that

- the data paired with the wite data is stored by the
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storage section if counﬁﬁégi?%gEg?gpggegggcup-to- dat e

entry information store tionis

coi ncident] wi th ﬁ%%%g6YeiQiQEg?Eh98 geigé!&hgcgprﬁgorms

infornation in a case where a conmmand receive
trangiddeddieeeiyere SO IONc L eguib @B bfer8Xit ved from
information to be witten. 3. A portable electronic

devi e taaoordigwgh tmnered ai thd, pyhesgl® ¢h&ctronic device
determ nation section concludes 10 that the data

pai r exPwitis it wite data is stored by the storage
section if up-to-date information stored by the

storage sett3lonrdce exdetiof ovhiachoatonea caseouhepeecas of

.comynd. received by the transmtter/receiver section

requirEL MY P inf ormation to be witten. 15 4. A
portabl e el ectronic device according to claima1l,

wherei n t He Wiy St T onc W et eSSt heCr VR &Chdhranesits and

th ection if_n her it information, nor
en?r?k%%%%%ﬁifﬁgkiﬂ§%§¥3$g%r%@ fﬁ% %%Eﬁ%@% s%%??%%e“Fh

a case wherega commnd, 1 C&%X@Qor@’w%{]g}eﬁcgete%:rpines whether

;ransnit;er/recelver_sec i'on reqguires
i nf orgL AN d4 PEMIII &Mt h write data contained in a write

command is stored by the storage section when the write
command is received by the transmitter/receiver
section;

a writing section which writes the write data to
the storage section if it is concluded by the
determination section.that the data paired with the
write data contained in the write command is stored by
the storage section; and

an abnormality warning section which causes the

~transmitter/receiver section to transmit a result of
determination on abnormality to the external equipment
if it is concluded by the determination section that
the data paired with the write data contained in the
write command is not stored by the storage section.

2. A portable electronic device according to

claim 1, wherein the determination section concludes
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5. A portable electronic device according to claim2,
wherein the determ nation section concludes that the
data paired with the wite data is stored by 25 the
storage section if the country information contained
in the entry information represents an issuing
country of the portable electjogi§ device, if 27
up-to-date information stored b he storage section
is the exit information, and if the exit informtion

whi ' he sane country information as that
oflfﬂ%hggnlﬁéqi% Drivat T oR V%Qgt%P%dwﬁﬁt?h%ag?oﬁagétored by

sectiofe i de S-1he case; yhere L Sn%?m@ﬁgo%rggﬂf\éggﬁ?%’yup—to—

the transmtter/receiver seciion ¥eqU|r

- - i 6 reable e i - :
o L a0, bt el S BT ek PSLLER. Eoccion .

an entsyiexddntlOsi 4 oEomEE OP 5405 AGS: SECtEQR whi ch
stores entry/exit information and history

i nf orimefdom t iand hes etas¢ hehe tet £r oMM AONr SEEL VO by the

det er m nes whether or not data on the history

i nf ortrean o tsteor ek byl vde st tidrextéqui ndoromei onit

storage section are paired in a case where 15 a

comm%ﬂﬁ?%ﬂﬁﬁkRﬁiQR/Q?mﬂ%¥%ﬁ@@ﬁtter(recelver section

requires exit information or entry information to be

wWritten. .'A]bd??%%ﬁ%l%l%%??bﬁ@%l@e@?%bcﬁc@©¢§rﬁgngoto

any e of claims 1 ta 6, which further conprises a

modul e S 3 %’nc%ueaﬁ?%d‘ £ HRE VY § DS At oS Gt E%Wll‘ldes

body }ﬁsh dihe yodul e is }%n orporatted 8. Adata

contro}PﬂerAr,reEt O(j:1 usedﬂl)ln a pV%)Jf abt—r ¢ Write data 1s stored by
the storage section if up-to-date information stored by
the storage section is exit information in a case where
a command received by the transmitter/receiver section
requires entry information to be written.

4. A portable electronic device according to
claim 1, wherein the writing section writes the write
data to the storage section if neither exit information
nor entry information is stored by the storage section
in a case where a command received by the
transmitter/receiver section requires the exit
information to be written.

5. A portable electronic device according to
claim 2, wherein the determination section concludes
that the data paired with the write data is stored by
the storage section if the country information

contained in the entry information represents an

issuing country of the portable electronic device, if
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el ectroni c device which includes a storage section

whi ch stores various pieces of information and a 25
transm tter/receiver section which transmts and
receives data to and from external equi pnent, the data
control nethod conprising: 28 determ ning whether or
not data paired with wite dat fontained inawite
command is stored by the std?ag% section when the
wite conmand is received by the transmtter/receiver

sectign:. 5 witing.the wite data to the storage . '
section ?% g%%ei%ﬁ%QﬁﬁﬁE&ﬁﬁi?W@Ee?hgydgF% paPFedeswseRtion is
t he ' t ' i he ite co nd is . .
e e e A IR DB0, Ly DB ML OB S ion wnicn

tran%ﬂﬂﬂﬁdge&%v;hé%&@@:%%%%hﬁﬂ%@l%? gﬁ%k" L the

of determ nation on abnor mal i extern

equi prenty i fnfdrmst comcl ddedh tdatp§ hendal a8, P@Lr 88t ion in
with the wite data contained in the wite command 1S
not sthor ethdry wheerstidrageommentd ofecdivéd day argont r ol

nmet hod according to claim8, 15 wherein it is

conc et tiate it hee chat e pad s edi v t hedheresvr the datayi s
stored by the storage section if country information
for Uit o8 nfortfetion stored by the
storage section is coincident with country information
for exit ihforERTOMERIF &£ ks Wkt edavio® eoamesitng to
recei ved by th Irag;nh;ter/receiyer section requires
the exit ™ ntorfhtion Yo WtResea0an erfary @oht r ol

{nﬁta[]qt %crg%tgii%}gi%tgocfabaaeit %e?qqteiovr@evgheljgh | été]:sescoenrgt!_y}g/eedxit
information and history information, and wherein the
determination section determines whether or not data on
the history information stored by the entry/exit
information storage section are paired in a case where
a command received by the transmitter/receiver section
requires exit information or entry information to be
written.

7. A portable elecﬁronic device according to any
one of claims 1 to 6, which further comprises a module
including the various sections and a main body in which
the module is incorporated.

8. A data control method used in a portable
electronic device which includes a storage section
which stores various pieces of information and a
transmitter/receiver section which transmits and
receives data to and from external equipment, the data

control method comprising:
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wite data is stored by the storage section if up-to
25 date information stored by the storage section is
exit information in a case where a comuand recei ved
by the transmitter/receiver section requires entry
information 29 - to be witten. 11. A data contro
nmet hod according to claim8, wherein the wite data
is witten to the storage sectioh iT neither exit
information nor entry 5 information is stored by the
storage sec¢tion in a case  where a command received by
the transnittefT+Rte? vEretReEt PonnpeqdpEespehsedxiith write
12. A data control method

i nf ' b itten.
accor ity 18 CHATTA 61 WA bff TS AohE] BRHSE haY the

t he i r ' O wite data is stored by
t he S?%?gggé§§%?¥%%DV@Q%BU%??waﬁg%rﬁ%TT%ﬂdcbﬁt5?ﬁﬁﬂved by

in ennﬁyﬂﬂgggﬁgggéyyféggf§§pt§eC@POA§suing country of
the portable electronic device, 1t up-to-date

| nfor mat | one st pied by WherstesageseehboBe ol s EXkbotion it
information, and if the exit information mﬂlc 1

cont ditns. & heorsaltedecburtiaty 4 ofaed | 98 A4 thath Ofnd hgrite
entry information is stored by the storage section in
the e wnarte itrtrel clontened weted vestubynd hes stored by the
transmtter/receiver section requires the entry

i nf orSTFLSSK® tSe el airii tarsh. 20 13. A data contro

met hod according to claim8, wherein entry/exit

i nf or mat i SN i [t riyr a ek Hag F orecat ee st oeedi omndo

it ig determned whether or not data on the stored

hi st or'y i-nFor Mation dr € pAFEF et kaseommsrognality to

COWWQ%% %%%@BH%%*@@&JB%&%&?Q? fgfﬁérégﬁgfgged that the data
paired with the write data contained in the write
command is not stored by the storage section.

9. A data control method according to claim 8,
wherein it is concluded that the data paired with the
write data is stored by the storage section if country
information for up-to-date entry information stored by
the storage section is coincident with country
information for exit information in a case where a
command received by the transmitter/receiver section
requires the exit information to be written.

10. A data control method according to claim 8,
wherein it is concluded that the data paired with the
write data is stored by the storage section if up-to-
date information stored by the storage section is exit
information in a case where a command received by the

transmitter/receiver section requires entry information
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25 section requires exit information or entry
information to be witten.

to be written.

11. A data control method according to claim 8,
wherein the write data is written to the storage
section if neither exit information nor entry
information is stored by the storage section in a case
where a command received by the transmitter/receiver
section requires the exit information to be written.

12. A data control method according to claim 8,
wherein it is concluded that the data paired with the
write data is stored by the storage section if country
information contained in entry information represents
an issuing country of the portable electronic device,
if up-to-date information stored by the storage section
is exit information, and if the exit information which
contains the same country information as that of the
entry information is stored by the storage section in
the case where the command received by the
transmitter/receiver section requires the entry
information to be written.

13. A data control method according to claim 8,
wherein entry/exit information and history information
are stored, and it is determined whether or not data on
the stored history information are paired in a case
where a command received by the transmitter/receiver
section requires exit information or entry information

to be written.



