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" device, systems using the device, and nethods for emmmmm \\EN\HWWsystems
Field of the invention The present invention relates t ut device

: for inputting data to a 5 conmputer system and to nethods-i@iesoperati ng it.
The data input device is further arranged to have a dmm" m"ﬁmm@ function.

Background of Invention 10 Recently there has been gre "M ' ‘ mm

provi di ng data storage devices using which a user is ab ransfer

bet ween conponents of a computer system or between conpufer systens For

exanpl e, one of the present inventors has proposed in PCT application 15

PCT/ SGO1/ 00136, publi hed as YO 03/003141 entitled. "N@thod and devi ces

for data transfer” (tHal8dnRuids steqRs uginasth G ifg

reference) a data storage deVIC%P%%mqgﬁhCH%h§b¢QHDUter systen1|nclud|ng a

conput er device and one or nore Othe ctronic devices. The

external devices are of the type referred to as "slave devices", and

exanpl es of Eigtthof the iavertiaroni ¢ devi ces include a canera, a vi deo canera, a
organi ser, an MP3 player, or a PDA (personal assistant). The data storage

devi ce |ncI ansducer for,receiving data
(v%: ch the ﬂﬁ%pz?%éﬁé |rg\}e%gl§\r)lr%%?§§°§o gaté tPSY'CFrén@HPFHQn%taé? st or ed
within its Tmnpotqmsyeremtee\ncm metiodsasfbastingft. Tﬂi@daidmbuﬁbé\%é%ﬂ c
devi ces, mc{yg es a res ve w rel ess 25 transducer. Thus, the data

st or age devi RIME9E é@l ¥ & data stemagefynatiemn

Background of Invention

10 Recently there has been great interest in providing data storage devices using
which a user is able to transfer data between components of a computer

system, or between computer systems.

For example, one of the present inventors has proposed in PCT appIiCation
15 PCT/SG01/00136, published as WO 03/003141, entitled "Method and devices
for data transfer” (the disclosure of which is incorporated herein by reference)
a data storage device for use in a computer system including a computer
device and one or more other external electronic devices. The external
devices are of the type referred to as "slave devices", and examples of such
20 electronic devices include a camera, a video camera, a organiser, an MP3
player, or a PDA (personal assistant). The data storage device includes a
wireless transceiver (transducer) for receiving data (which the data storage
device stores), and for transmitting data stored within it. The computer device
too, and each of the other electronic-devices, includes a respective wireless
25 transducer. Thus, the data storage device can be used for transferring data
between the computer device and the various external devices. Since the
storage device is substantially devoted to storage of data, it can
accommodate a memory which is larger than in most other portable electronic

items. Furthermore, since the data transfer is wireless, physical connectors



. between the conputer device and the various external devices. Since the

" storage device is substantially devoted to storage of data, it can

accomodate a nenory which is larger than in nost other portable electronic
sitems. Furthernore, since the data transfer is wreless, physical
connectors 2 (such as cables, sockets and plugs) are not required, so data
can be transferred within the conputer gystenldespite the very |l arge
nunber of existing standards for physical connectors. 5 Summary of the

I nvention Al though the data storage device proposed in PCT/S&1/00136 has
proved practically useful, it constitutes .an additional elenent which a
user of the  computer systemhas to obtain and use (e.g. to carry around
when the cd§HER @8 caplassserkets anseplugahaisdiatsequired Sphgatpr@@ebﬂ i nventi on
ainms to prow e i I terns,

t he invegtiJhgﬁgggggggﬁﬁﬂg#§§%gb8§$§9§%h?gg te@%%e ﬁ%ggdﬂﬁﬂggsfaped I n
the form of existing standatust for phipsivalngprmectqesf or i ndicating a position. The
stylus permts the device to be used for data entry to a el ectronic device
whi ch neasures the position of the stylus tip (e.g. a device having a touch
15 sensi tg veSgmiiatg oF thel [Hentibhe data storage device can be used in place
of a conventional stylTus. Tn other words, a user of an el ectronic device
which traces the position of a stylus is able to enjoy the advantages of a

wirel ess nefigHal Headatagsiprage deviesirropesed if?lﬁGE@@ 180Q536 has qdaved onal
o age deviMachelyCaret, R, consibues B aBHRAnGE cldol"WAkH 8 uodt BL IR

t he data st ccamputdevdysterhuhadido obitainudes atel @agt torary amind when the

computer system is to be transported).

10  The present invention aims to provide a new and useful data storage device.

In general terms, the invention proposes that the data storage device should
be shaped in the form of a stylus, that is having a tip for indicating a position.
The stylus permits the device to be used for data entry to a electronic device
which measures the position of the stylus tip (e.g. a device having a touch
15  sensitive surface). Thus, the data storage device can be used in place of a
conventional stylus. In other words, a user of an electronic device which
traces the position of a stylus is able to enjoy the advantages of a wireless

memory storage device without being obliged to use an additional component.

Specifically, a first expression of the invention is a data storage device
20 defined in claim 1 of the appended claims.

Preferably, the data storage device further includes at least one biometric
sensor for recording a biometric characteristic of a user, and a verification
processor for comparing the biometric characteristic with a characteristic
stored by the sensor, the verification processor controlling whether the data
25 storage device performs at least one of its functions in dependence upon
whether the recorded biometric characteristic matches the stored

characteristic.



. sensor for recording a bionetric characteristic of a user, and a

" verification processor for conparing the bionetric characteristic with a
characteristic stored by the sensor, the verification processor
scontrolling whether the data 25 storage device perforns at | east one of its
functions in dependence upon whether the recorded bionetric characteristic
mat ches the stored characteristic. 3 Fqr exanple, the bionetric sensor
may be a fingerprint sensor, and the dat storage device may include a
verification processor arranged to conpare a fingerprint received by the
fingerprint sensor with a stored fingerprint. Preferably, the data storage
device only transmts data stored within it when 5 the verification
processor dei¥rexaterle; g biarestdcisengormanbe & firgerptinksensaroadd dheidateet ri ¢

charact eri stdigrad4thige %8{/ ?ﬂclﬁ?ﬁgg{aﬁﬁéﬁfohpwo&%&# Ql%raé%% Z@ rC%?fi{-‘;?de Ant rol

I ndi spensable td the 1nvention he verification pr
processor arfingenyrintaatéyedibyftaedingetprirt sensdrewitle ti storat firgerpriscessor  and
the control processor may, if desired, be different functions of a single

10 integrat | L eHI ter contyol unit). Alternativel ny ot her
nunbor of - ELYPRYedne AR Sl SR febioe Bl rarari datnttorssuithl Rudien
functionsof thbeverfativnl pRIcReSSSs Yetatin¥erthhi GR&AORs R PEASHOpetwERR ﬂ?' ce
may include the capability to conpress/deconpress data which is to be

stored, or Hgsomeshbigmetigicharactaiistio@ndibe stared cherasteristithi s can be 15
i mpl enmented by the processor which stores data into and retrieves data from

it The duuEanBPRE Hot bR B i N B B 8 e B RSB o)
for gener atamycakittal prbcesscr ame physicale diffenretithanitso Theolerifichormpragessoand
and the control processor may, if desired, be different functions of a single
10 integrated circuit (master control unit). Alternatively, any other number of
integrated circuits may be used to implement together the function of the

control processor and verification processor.

The device may include the capability to compress/decompress data which is
to be stored, or has been stored, in the non-volatile memory. This can be
15 implemented by the processor which stores data into and retrieves data from

the non-volatile memory, or alternatively by a dedicated microprocessor unit.

The device may be integrated with an image capturing device (camera) for
generating data which can be stored in the non-volatile memory, and

subsequently transmitted through the wirless transceiver.

20  The device may incorporate at least one smart card, for providing at least one

enhanced security feature.
A second expression of the invention is a system defined in claim 8.

The first electronic device may for example have a surface, and means for
detecting the movement of the stylus over the surface. For example, the
25 surface may be touch sensitive.



. subsequently transmtted through the wirless transceiver. 20 The devi ce may
“incorporate at |least one smart card, for providing at | east one enhanced
security feature. A second expression of the invention is a system defined
sin claim8. The first electronic device may for exanple have a surface, and
means for detecting the novenent of the stylus over the surface. For
exanpl e, the 25 surface nmay be touch segsitive. 4 One possibility is for
the first electronic device to be a tablét PC, an organiser or a PDA
(personal assistant). In addition to the first electronic device, the
system may conprise one or nore further electronic devi ces whi ch incl ude

respective rel ess_transceivers for 5 exchanging data with the data
st or age dev%@e Pegsivility ifefop e fisst @legironie devise fapen tabletiRge anaarganiser

"bridge", n re data received from a first of the
A PR R A ek Rt -

el ectronic VI Ces sequentiy to transmt that data to a second of
the electronic devices (optionally with sonme processing of the data wthin

t he data stdnagiehtm/hodbe festodlectsordia denmedthugsymmahapnbmpl@el?rref@fmbiel, t he
onic devices is a

t f the, el ect
P and ot hdBBP s g BRkeeS wloh dadlde desirdive Wislesecansooynss o
such as the dXRan§ingiath wikie tied aa{aegt%régeaaéﬁeevwés pth%fcfétaboltd gggedewé by

el ectromagnetic waves, and nost preferably by i nfra-red waves
the former dRa¥beiadeanges as anbodge wmﬁycmhgweddo smreadatemmelmdjfram

transcel ver rtane SEEPBRE ddRodt abd 5o ERY K HRRRIF I e e
becone avai Isﬂmbadloi thé@lé&tdﬁﬂ@defn@és (optionally with some processing of the data

within the data storage device, such as an encoding operation).

10  Preferably, the system is a computer system, in which one of the electronic
devices is a PC, and other of the electronic devices are "slave devices" of the
PC, such as the PDA.

Each of the wireless transceivers preferably operates by electromagnetic
waves, and most preferably by RF or infra-red waves. In the former case, the

15 transceiver may consist of an antenna and RF interface circuitry. Irrespective
of the wireless waves employed, the transceiver may use any protocol
presently in existence or which may become available in the future, for
example it may be capable of sending and/or receiving signals in at least one
of (i) IEEE802.11, (ii) Bluetooth, or (iii) irDA.

20 It is also possible that the data storage device may be capable of
receiving/transmitting in multiple formats, so that it can interpret between two

slave devices which use different formats.

Preferably, any of the electronic devices which includes an internal memory is
arranged, upon that internal memory becoming full, or at least the amount of
25 data passing a predefined limit, to initiate communication with the data

storage device, so that the data can be transferred to the data storage device.



. exanple it may be capable of sending and/or receiving signals in at |east
“one of (i) IEEE802.11, (ii) Bluetooth, or (iii) irDA. 20 It is also
possi bl e that the data storage device nay be capabl e of

s receiving/transmtting in nmultiple formats, so that it can interpret

between two slave devices which use different formats. Preferably, any of
the el ectronic devices which includes an_internal nenory is arranged, upon
that internal menory becoming full, or aP least the anount of 25 data
passing a predefined limt, to initiate conmunication with the data storage
device, so that the data can be transferred to the data storage device. 5
Preferably all communications carried out by the data storage device
include a pretasablyqll eemapinieationg gaided @elﬁéyttyecﬁata rséor@gns?e\dm/irwae

(conput er dey} : i - USd: I . IV frpomthat
vt bo. and. SopEess oftsAN 8 il Gyde ChERdbE RN Rt lde B
storage devistave devicehusidgepl®sedenecdivéd dromteattdevicd an@ corigHped afith
transferri ng. ga% i)nw rel essla/. be%ﬁegn a gata st orage device of the kind
di scussed absvel TheCdgsstersd internaly Siithe dala slerage @eYif®ed in claim 18. 6
Brief Description of The Figures Preferred features of the invention wll

now be dgscrA e eXpResdibs &ﬂ'ke?ilgliﬁéfantiéiﬂ\ lUS hichb@Bf ﬂ,ahélfe,rl‘m;lg g?fae\ﬁ/ﬁélégay to the

following figures in which: 5 g. I's a schematic vie a conputer
system i ncl igitwger ardatastarage deyioei ofdhakinchdissussed aaveeantbanatber  of t he
invention; Fjg. rot%ric )Sge\l/igg alssdaeg&g@gﬁgfa"%ﬁg@ gs 2(a) and 2(b), is schematic

views of the data orage



- Fig. 3 shows the steps performed by the data storage device in a first 10
" nmet hod enpl oying the systemof Fig. 1; Fig. 4 shows the steps performed by
the data storage device in a second method enpl oying the systemof Fig. 1;
: Fig. 5 shows the steps performed by the data storage device in a third

nmet hod enpl oyi ng the systemof Fig. 1; 15 Fig. 6 shows the processes of
Figs. 4 or 5 fromthe point of view of aguser; Fig. 7 shows schematically
a side view of a data storage device which is a second enbodi nent of the
invention; and Fig. 8 shows the internal construction of the enbodi nent of
Fig. 7. 20 Detailed Description of the enbodinents Referring to Figure 1,
a system enbodying the invention includes a PC 1 having an antenna 3. The
system al so includes a data storage device 5, 25 having an antenna 37 (not
shown in Fig. 1). The systemfurther includes a plurality of electronic
("slave") deBrieEPeScrigtbrvdfi THe Riqiréxt ernal to the conputer device 1 and
spatially separated fromit, but which may usefull y conmuni cat e (izit aFto
and/ or from ghe PC Ea ch ternal,.device 9, 19 has an antenna or
sinplicity ohr‘?jeff\%ﬂjf%? edpyertiom will-pow peidescribeddfor hesake glire 1. The
dat a storage,quf{éﬁ& 5nlg”ﬂntﬁ4€ﬁar8ﬁcé ﬁ:ﬁv@%%\ﬁﬁ’x{g iﬁﬁ%gﬁ?r\/ﬂlchlg are portable.
For exanple, their weight 1's prefera 'ess th ogram each, and
each preferably ihig ddes sohemater viaw qu/mmpotarsgsmmmcﬂmdlag datd serage

device which is a first embodiment of the invention;

Fig. 2, which is composed of Figs. 2(a) and 2(b), is schematic views of
the data storage device of Fig. 1;
Fig. 3 shows the steps performed by the data storage device in a first
10  method employing the system of Fig. 1;
Fig. 4 shows the steps performed by the data storage device in a
second method employing the system of Fig. 1;
Fig. 5 shows the steps performed by the data storage device in a third
method employing the system of Fig. 1;
15 Fig. 6 shows the processes of Figs. 4 or 5 from the point of view of a
user;
Fig. 7 shows schematically a side view of a data storage device which
is a second embodi.ment of the invention; and
Fig. 8 shows the internal construction of the embodiment of Fig. 7.
20

Detailed Description of the embodiments

Referring to Figure 1, a system embodying the invention includes a PC 1
having an antenna 3. The system also includes a data storage device 5,
25 having an antenna 37 (not shown in Fig. 1). The system further includes a
plurality of electronic (“slave”) devices 9, 19 which are external to the
computer device 1 and spatially separated from it, but which may usefully
communicate data to and/or from the PC 1. Each external device 9, 19 has
an antenna 11. For simplicity only two slave devices 9, 19 are illustrated in



:5 The PC 1 and the data storage device 5 can communi cate using the antenna
"3 and the antenna of the data storage device 5. Simlarly, the data storage
device 5 and the external devices 9, 19 can communi cate using the antenna

- of the data storage device 5 -and the antennas 11. Both forns of

communi cati on may be using any of the communi cation protocols 10

| EEEB02. 11, Bluetooth, irDA etc. As descsibed bel ow, any of the slave
devices 9, 19 can send data selectively to the PC1 or to any of the other
sl ave devices 9, 19 via the data storage device 5. The PC 1 can send data
to a selected one of the slave devices 9, 19 via the data storage device.

Al of thisc.co ni.cation is digital, and the data storage device 5 is for

digital data '9Ug H%&dﬁ?% Btﬁ,"agqg dpglcsoggng %a@fhé% theyextaibal deyicee 9%dt in

an encrypt edgfedpgrtabil eedh | I of . ave

devi ces 9, 18 mgy ﬁot rqu%?'gb{ém%%yw(%@m%?%%??%RR)WY%SE ﬂC)i‘%afqlefrI %'P%%Jn

devi ces 9, 19ae¢h, ané exxhl prefesablgxincpides &n internahyowdr sowcavsusedsca 9

which is a dbggérgl canera, the data transmtted via the naster storage
el

device 5 may y (or exclusively) 20 be fromthe digital canera to the
PC 1. Turning now to Fig. 2, the construction of the data storage device 5

i s shown,5 rehedRC i\a@d/thasdatassideaye @evicEi Dear CBIMM@NEaRSudnd HRE bnfirRgr am
(Fig. 2(b))._.25 The device 5 includes an outer houm_ngal ncl udi ng a styl us
portion 23 haansythe artepnamf thedalastarageodeyine e wimiany,itbe rdata stormge but

I's preferabl | : r OX|: . evice .5 whjch is
opposi te f robr{’??ﬁg\ss?ﬁjltj@ Sé{r%{rpgln@é‘é% |93 gg%ﬁ%ng%r@%l{rﬁga}tgéﬁw%;he[ ﬁg{enna
housi ng) . Thef eheedata stordgeedevice h6 mdsithe dntehnmiesi B Howgefdtfidtof
sensor 27 havin a.SL{rface 29 which is substantially 8 plush with the
- housi ng. V\heﬂO'H”Ug\é‘fa O8I 8y 1he HSingerany, Ofie ther copaMyBication: protocols

10  IEEE802.11, Bluetooth, irDA, etc. As described below, any of the slave
devices 9, 19 can send data selectively to the PC 1 or to any of the other
slave devices 9, 19 via the data storage device 5. The PC 1 can send data to
a selected one of the slave devices 9, 19 via the data storage device. All of
this communication is digital, and the data storage device 5 is for digital data.

15 In addition, it is possible that the data may be sent in an encrypted form.

Note that at least one (and possibly all) of the slave devices 9, 19 may not

require two-way communication with other slave devices 9, 19 or the PC 1.

For example, in the case of a slave device 9 which is a digital camera, the

data transmitted via the master storage device 5 may largely (or exclusively)
20  be from the digital camera to the PC 1. |

Turning now to Fig. 2, the construction of the data storage device 5 is shown,
respectively as a side view (Fig. 2(a)) and as a block diagram (Fig. 2(b)).

25  The device 5 includes an outer housing including a stylus portion 23 having a
tip 25. The antenna of the device 5 is not shown, but is preferably provided at
or proximate the end of the device 5 which is opposite from the stylus portion
23 (i.e. at the other end of the housing). The exterior surface of the housing

includes a fingerprint sensor 27 having a surface 29 which is substantially



“fingerprint is recorded. The interior of the data storage device 5 includes

" a data storage nodule 31, a 5 microcontroller (master control unit) 33 in
t-#o- way conmuni cation with the data storage nodule 31 and with the _

- fingerprint sensor 27. The nicrocontroller 5 is further in communication
with a transceiver 35 conprising an antenna 37 and RF interface circuitry
39. The transceiver 35 is arranged for rgceiving an RF signal by the
antenna 37, and to extract digital data fromit 10 in the RF interface
circuitry 39, which passes the data to the mcrocontroller 33, which
stores it in the storage nodule 31. Wen the data stlorage ﬂew ceb5 isto
transmt dat he, m, crocontr er 33 |ssu nal to the storage

nodul e 31 MHﬁEW%%Q%UW E?%laéff%ac% ﬁS?‘ﬂS %“EQQTH@”M’ svgaenPoineer 33,
whi ch then pR&feprinhie rdabRiddo the transceiver 35 for transmssion. 15
Optionally, the operations of the data storage device 5 (and in particular
the operation of transmtting data via the transceiver 35) are only

' t ded fingerprint,
ransm ttod 117e 8RS &Rk 4 3kiiRbs Sy REnE M iasch eleor peaocsmodlait i
ni cr oconts ol ﬂnﬁfrob@ﬂrcﬂlérqmeér%nh’@ﬁhnft)‘ YR d- Way%tn‘?mhﬁlcg%ﬁvﬂ{]ethét or Ed '

the storage nodule 31 (o I n sone ot her nenor I S not
menory capacyatd S(S@"WQ@E'%HGD@V@D tbe ﬁng@rr@mtase@sora@em@vu ce 5 may for

20 GB.
gga[rrﬁlaes? grggéérﬁg%ﬁtlré%gf '%1&”41 %s'ét oraggn%é\t/'%)ﬁg‘?&' %grﬁ%%ew?r%g?%%"ts@g a

magneti ¢ di sén dntermaod7 any R heerface tiaddigy 3OnTHeltainskeivenss |§bﬂéEgéd devi ce,

h t |1 bl ranmabl e read only menor PROV) ,
T oo o o b A S GBS A 4 ogbitoPBEnc S i

10 inthe RF interface circuitry 39, which passes the data to the microcontroller
33, which stores it in the storage module 31. When the data storage device 5
-is to transmit data, the microcontroller 33 issues a signal to the storage
module 31 which transmits data stored within it to the microcontroller 33,
which then passes the data to the transceiver 35 for transmission.

15
Optionally, the operations of the data storage device 5 (and in particular the
operation of transmitting data via the transceiver 35) are only enabled in the
case that fingerprint sensor 27 has recorded a fingerprint, transmitted it as
fingerprint data to the microcontroller 33, and the microcontroller has

20  compared that fingerprint data to data pre-stored in the storage module 31 (or

in some other memory, which is not shown).

The memory capacity of storage module 31 of the data storage device 5 may

for example be at least 8MB, at least 1GB, at least 10 GB, or at least 20 GB.
25  The storage module 31 of the storage device 5 can be, for example, a

magnetic disk drive or any other suitable non-volatile data storage device,

such as an electrically erasable programmable fead only memory (EEPROM),
a ferroelectric random access memory (FRAM), a magetoresistive random
access memory (MRAM), or any other data storage device which may

30 become available in the future.

n

a



- access menory (MRAM), or any other data storage device whi ch may 30 becone
“available in the future. 9 Turning to Fig. 3, a nethod using the system of
Fig. 1 is shown. In this nethod, the data storage device 5 receives and

- stores data fromone of the slave devices 9, 19. Initially, the dat a
storage device 5 is in a waiting state 41. 5 In step 43, the transceiver 35
receives data via the antenna 37 fromtheyother of the devices 9, 19, and
passes it to the mcrocontroller 33. In step 45, the microcontroller 33
uses the fingerprint sensor 27 to verify the finger print of a user
holding it. If the measured fingerprint does not match the 10 fingerprint
data stored in the storage nodule 31, an error nessage is generated in step
47, and the device returns to the waiting state 41. Qherwise, in step 49,

the device V\Fﬁtrﬁhg% AT '3Da(rﬁéﬁl%\6q}s‘?ﬁ%ﬂﬁa g¥t}q?,§]lgf d‘FYé %ﬁogﬁ @gﬂ\t he data it

received (e.g. conparing the |ID enc D stored in
alist in th@leilmﬂ atbe dmtﬂj&ﬁoeagia)iewbé 5 rdceivesrarfd state&ﬂaﬂarfﬂﬂﬂ&ﬁlef &fiths, the

asses to step 51 in which
The o crocontple Meied s, 1S I Bhe atusloiads RIS Bos iya Webns state 41and
step 53 is whi gapu:aem@waﬁec&@éﬁwr&wés aa@w&éﬂ @nha%? ﬁQ@ tﬁtaao){ﬁe devi ce

9, 19 and stores it in the storage nodul e urning to

second net ho@f@‘@l‘%'ﬁ‘;)"(ferﬁegysl%ta@mpﬁssesgttOlthesmsmnmmi'roller 88is net hoq “the
data storage device 5 receives and stores data fromthe PC 1. Initially,
the data storage device 5is in a waiting state 61. In step 63, the

transcei ver Bbstepdd, es nierogontralidriss @ﬁﬂh@%ﬁérﬁﬂ'rﬁ@éﬁ%@r Be vbﬂﬁ/o fhat i ng
that 25 the uyser of 't ft]e PC has used a touch screen, oar use i nput
devi ce funger print of a user holding it. If the measured fi fngerprlnt does not match the

10 fingerprint data stored in the storage module 31, an error message is

generated in step 47, and the device returns to the waiting state 41.

Otherwise, in step 49, the device verifies an ID (password) of the slave device
from the data it received (e.g. comparing the ID encoded in the data with an
15 ID stored in a list in the storage module 31). If this verification process fails,
the device moves to step 47. Otherwise, the device passes to step 51in
which the microcontroller 33 creates a directofy in the storage module 31, and
step 53 in which the device continues to receive data from the slave device 9,
19 and stores it in the storage module 31.
20
Turning to Fig. 4, a second method using the system of Fig. 1 is shown. In this
method, the data storage device 5 receives and stores data from the PC 1.
Initially, the data storage device 5isin a waiting state 61. In step 63, the
transceiver 35 receives data via the antenna 37 from the PC 1 indicating that
25  the user of the PC has used a touch screen, keyboard or mouse input device

to signal that data is to be written from the PC 1 to the memory device 5.

In step 65, the microcontroller 33 uses the fingerprint sensor 27 to verify the

finger print of a user holding it. If the measured fingerprint does not match the



o to signal that data is to be witten fromthe PC 1 to the nenory device 5.
“In step 65 the mcrocontroller 33 uses the fingerprint sensor 27 to verify
the finger print of a user holding it. If the neasured fingerprint does
-not match the r .. 10 fingerprint data stored in the storage nodul e 31, an
" error nmessage is generated in step 67, and the device returns to the
waiting state 61. CQherwise, in step 69,,4the device verifies an ID of the
PC 1 within the data it 5 received (e.g. conparing a |ID encoded in the data
with an ID stored in the list in the storage nodule 31). If this
verification process fails t he device noves to step 67. Otherw se, the

[ troller 33 receives data
from the pe InbSmigtBaG m@“m%@eato@ge”%%é&%%‘b[amgmwww e
i crocont r ol behedfed P dMeriahd ddiddie gé@grtaqqem%g siakfppL. Turning to

Fig. 5 a third nethod using the systemo " this

nmet hod, the data storage device 5 transmits data to the PC 1. 8!3>nlilha”y

the data st eui ¢ 5 S|n a.waiti state 81. In step '
transcei ver %ﬁ%@v g% atﬂ"g Qﬁ"écei H%”{‘:?%( okihg PEn] witbindthedatadi cat i ng
that the siseres¥ivddige.g P(%rﬁﬁérlr‘@QqDaeﬁc@él‘éB |ﬁ‘fﬁ@@3t%\%ﬁ%%‘ﬁ bdstBFecfﬁl{ﬁS h%{‘;pm
device to signal that data is to be witten to

devi ce 5. I nisthesstgrage: meditecd e fthisolarificatin pmsslialls‘ |tlmagelewbemhowsor 27
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verifies an Pi6Po t"n‘@ the fpicraaentnelieria$ stares the data in the storage module
10  31.

Turhing to Fig. 5, a third method using the system of Fig. 1 is shown. In this
“method, the data storage device 5 transmits data to the PC 1. Initially, the
data storage device 5 is in a waiting state 81. In step 83, the transceiver 35
15 receives data via the antenna 37 from the PC 1 indicating that the user of the
PC has used a touch screen, keyboard or mouse input device to signal that

data is to be written to the PC 1 from the memory device 5.

In step 85, the microcontroller 33 uses the fingerprint sensor 27 to verify the
20 finger print of a user holding it. If the measured ﬁngerpririt does not match the
fingerprint data stored in the storage module 31, an error message is

generated in step 87, and the device returns to the waiting state 81.

Otherwise, in step 89, the device verifies an ID of the PC 1 within the data it
25 received (e.g. comparing a ID encoded in the data with an ID stored in the list
in the storage module 31). If this verification process fails, the device moves
to step 87. Otherwise, the device passes to step 91 in which the
microcontroller 33 receives data from storage module 31, and in step 93
sends it to the PC 1 using the transceiver 35.
30



. 25 received (e.g. conparing a ID encoded in the data with an ID stored in

““the list in the storage nodule 31). If this verification process fails,

the device noves to step 87. (therw se, the device passes to step 91 in

-~ which the mcrocontroller 33 receives data from storage nodule 31, and in
step 93 sends it to the PC 1 using the transceiver 35. 30 11 A process
very simlar to that shown in Fig. 5 occyqs in the case that data is to be
transmtted to one of the slave devices. It differs in that step 83 is
replaced by a step in which the storage device 5 receives a read request
fromthe slave device and passes it to the nicrocontroller 33, step 89 is
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pop-up nessage appears on the screen of the PC asking the user to verify

his identitydgyicel ard stemP3 i fepiageddy astep Bewbish the data isHeansmitted By, | n
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c e

there is a m n step user is invited to retry, or
termnate the attenpt.

Figs. 4 and 5 showed the process of transferring data between the data
10  storage device 5 and the PC 1 from the point of view of the device 5.
However, referring to Fig. 6, these processes are shown from the point of

view of a user.

In step 101, a user brings the stylus close to the PC, within the range of their
15  respective transceivers 3, 35. In step 103, a pop-up message appears on the
screen of the PC asking the user to verify his identity by placing his finger on

the sensor 27 of the stylus 5.

In step 105, a determination is made by the microcontroller 33 of whether
20 there is a match. If not, in step 107 the user is invited to retry, or terminate
the attempt.

Otherwise in step 109, the operating system of the PC (or other host system)
is configured to recognise an external drive (corresponding to the storage
25 module 31), and in step 110 the user can read or write to/from the storage

module 31 of the stylus 5 by the touch screen, keyboard or mouse.

in addition to these functions, the user is additionally able to enter data into a
electronic device such as the PDA 19 which is able to trace the movements of

30 the tip 25 of the stylus portion 23. The way in which the electronic device 19



. Oherwise in step 109, the operating systemof the PC (or other host

“* systen) is configured to recognise an external drive (corresponding to the

gstorage 25 nodule 31), and in step 110 the user can read or wite to/from

.- the storage nodule 31 of the stylus 5 by the touch screen, keyboard or
nouse. In addition to these functions, the user is additionally able to
enter data into a electronic device suchoas the PDA 19 which is able to
trace the novements of 30 the tip 25 of the stylus portion 23. The way in
which the electronic device 19 12 tracks the position. of the tip 25 may
be according to any known technique, or any which nmay becone available in

the future. e rovidin t ou sensiti,ve surface
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nmovi ng i mages). The SO |nclu a sound receiving 15 device
(m crophone) 142 capabl e of recording audlo sound The functional structure

Chose ot £ oSS bR ind BekiPeet o ks R ar iR e 1
repr eseng nginbBAtibMEERAs BNFIRY cRrEPoRafigHooBY of FRy. 2(a) are given
reference numerals 100 higher. The data storage device incorporates a digital
camera device 140 within the same housing. The digital camera device 140 is
capable of taking images (still images, and/or in certain versions of the
embodiment moving images). The device may also include a sound receiving

15 device (microphone) 142 capable of recording audio sound.

The functional structure of the second embodiment is as shown in Fig. 8.
Elements corresponding to those of Fig. 2(b) are given reference numerals
100 higher. Data representing the images and/or sound captured by the

20 camera 140 and microphone 142 are stored by the micro-controller 133 in the
memory 131. As in the first embodiment, RF interface circuitry is provided, for

receiving data from and transmitting data to an antenna 37.

Note that the device preferably has all the functionality of the first
25 embodiment. That is, it is able to receive data via the aerial 137, store it in the
memory unit 131, and then re-transmit it, so that in this way the data storage

device can transfer data among a plurality of devices.

A further possible enhancement of both of the first and second embodiments

30  of the invention is that they may be provided with the capability to compress



: 20 canmera 140 and microphone 142 are stored by the mcro-controller 133 in
“the nenory 131. As in the first enbodinent, RF interface circuitry is
provi ded, for receiving data fromand transnmtting data to an antenna 37.

- .- Note that the-device preferably has all the functionality of the first 25

enbodi ment. That is, it is able to receive data via the aerial 137, store
it inthe nenory unit 131, and then re-tgansmit it, so that in this way
the data storage device can transfer data anong a pI urality of devices. A
further possible enhancement of both of the first and second enbodi nments
30 of the invention is that they may be provided with the capability to
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10  Optionally, in addition to data compression, the portable storage device is
arranged to decompress the data before transmitting out of the device. Again
this may be performed by the processors 33, 133, or by a decompression
engine, which may in fact by the same microprocessor as the compression
engine.

15
Another possible enhancement of both of the first and second embodiments
of the invention is that the device may include some form of “smart card”, to
provide one or more additional security functions, e.g. to detect some
improper uéage of the device and, upon this detection, to alter the functioning

20 of the device, for example to inhibit the transmission of data from the memory

modules 31, 131 (or indeed to delete all data stored there).

Many forms of smart card are known, including for example cards which can
sense that the housing of the device has been opened, and cards which
25  contain identity information. Optionally, for example, the fingerprint sensing

described above can be implemented using the smart card.

Note that, although the invention has been described above with reference to
only two embodiments, many further variations are possible within the scope

30 of the invention as will be clear to a skilled reader. For example, it is possible



. of the invention is that the device may include sonme formof "snmart card",

" to provide one or nore additional security functions, e.g. to detect sone

i'mproper usage of the device and, upon this detection, to alter the

- functioning 20 of the device, for exanple to inhibit the transm ssion of
data fromthe nenory nodules 31, 131 (or indeed to delete all data stored
“there). Many forns of smart card are knoy#, including for exanple cards
whi ch can sense that the housing of the device has been opened, and cards
which 25 contain identity information. Optionally, for exanple, the
fingerprint sensing described above can be inplenmented using the snart

card. Note t t i gn,has been descri bed above
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. Cainms 1. A data storage device having: a non-volatile nenory of at |east

" 8Moyte, a wireless transceiver for transmtting and receiving data; 5 a

control processor for storing data received by the wirel ess transceiver in
- the menory, and for extracting that same data from the nenoryL¥®D WISE
transmtting it to the wireless transceiver for transm ssion; and a housing
havi ng an outer profile including a styl portion defining a tip, 10
wherein the data storage device is configured to receive wirelessly data
for storing from and to transmt wrelessly stored data to, another

el ectronic device; the other electronic device initiating the transm ssion
to and fromthe data storage device. 2. A data storage device according to
claim1l furﬁﬂéﬂﬁbonprising at | east 15 one bionetric sensor for recording
a bionetric characteristic of a user, and a verification processor for

conparing the bi Tcmgg{ej Sto @@\;igéinggiinﬁ.with a characteristic stored by the
sensor, the verification ocessor controlling , whether the data storage

device perfornms at |east one of its functions in dependence upon whet her
the recorded bi orfenen-wolatite enereory of iat least SMhyte,he 20 stored
characteristic. 3. A data storage device according to claim2 in which the

bi onetric sensor, | i i o or age devi ce
includes a verifl \évgﬁégf,s] t%?’%%@éﬂ?”éﬁﬁ%ﬁgté@a%%%ﬁsar egagg'%al nger pri nt
received by the fingerprint sensor with a stored fingerprint. LLOYD W SE

5 a control processor for storing data received by the wireless transceiver
in the memory, and for extracting that same data from the memory and

transmitting it to the wireless transceiver for transmission; and

a housing having an outer profile including a stylus portion defining a
tip,

10 wherein the data storage device is configured to receive wirelessly data
for storing from, and to transmit wirelessly stored data to, another electronic
device; the other electronic device initiating the transmission to and from the

data storage device.

2. A data storage device according to claim 1 further comprising at least
15  one biometric sensor for recording a biometric characteristic of a user, and a
verification processor for comparing the biometric characteristic with a
characteristic stored by the sensor, the verification processor controlling
whether the data storage device performs at least one of its functions in
dependence upon whether the recorded biometric characteristic matches the

20 stored characteristic.

3. A data storage device according to claim 2 in which the biometric
sensor is a fingerprint sensor, and the data storage device includes a
verification processor arranged to compare a fingerprint received by the

fingerprint sensor with a stored fingerprint.



.16 4. A data storage device according to claim2 or claim3 which is

"~ arranged only to transmt data stored within it when the verification

processor determnes that there is a match between the recorded bionetric
- characteristic and the stored characteristic. 5 5. A data storage0yewige
according to any preceding claimwhich is integrated with a canera devi ce,
the canera device being arranged to ge ate data representing i nages and
to store the image data in the non- volatile nmenory. 6. A data storage

devi ce according to any preceding claimin which the 10 control processor
is arranged to performa conpression algorithmto conpress data which is
to be stored in the non-volatile nmenory. 7. A data storage device according
to any precéding Acfaiastolagamdevice ﬁéPQf@iQQgthCIQWEZtOF(%'ﬂT $ orhigheisasranges at

| east one Sg)‘FWA foY tfdHRit Ofathn s’fc?rleat WGP tl? \93 L@ ﬁ]ié)r\?éjrlffcgtl{aﬁeprb%'%s%’ﬂ at' le

menory. stem conpri si orage devi ce
non- vol at| I eierhmmngs ofthait thessst |58I\/bytmatch vbetwbeas the anecerdedr tflonmtnc

transm tting,and. recei VI dat a; con processor for storing data
recei ved by%thﬁ‘éa%a'?%tl"& ﬁﬁ%‘?&%q(% rac%'s’}'ﬁ the nenory, and for extracting
that same data fromthe menory and transmtting it to the wireless

transcei ger 50r tx anfs Srads dHibed doeyRiing tBaé(h)EQpréae@ngeblaﬁﬁO\fvhlcﬁ is
including a stylus portion defining a tip;, and
integrated with a camera device, the camera device being arranged to
generate data representing images and to store the image data in the non-

volatile memory.

6. A data storage device according to any preceding claim in which the
10  control processor is arranged to perform a compression algorithm to
compress data which is to be stored in the non-volatile memory.

7. A data storage device according to any preceding claim further
including a smart card for performing at least one security function in relation

to data stored in the non-volatile memory.
15 8. A system comprising:
(i) data storage device having:
a non-volatile memory of at least 8Mbyte,
a wireless transceiver for transmitting and receiving data;

a control processor for storing data received by the wireless transceiver
20 in the memory, and for extracting that same data from the memory and

transmitting it to the wireless transceiver for transmission; and

a housing having an outer profile including a stylus portion defining a
tip; and



17 (ii) another electronic device having neans to trace the position of the

- stylus of the data storage device, and a wirel ess transceiver for

comuni cating with the wirel ess transceiver of the data storageLgﬁﬁgce,

- whereby the user can enter data to the other el ectronic device by Wﬁﬁhing
the stylus such that the position of the stylus is traced by the other

el ectroni c device, and conmuni cate data Hptmeen the other el ectronic device
and the data storage device using the respective transceivers, and wherein
the systemis arranged such that the other electronic device is operable
by the user noving the device such that the other electronic device 10
traces the position of the data storage device to initiate both the

wirel ess transm dd) ihasherelestrepisaviee bavieg regans tookiaee the pesition of e

portabl e dat t offage. depgce t t ei n, he, witl el ess
transm ssi on lygmq{fhgﬁe p?rgtt%blsg&ggéaqfse?%r%ag%ﬁgev?cﬁc%?e%attartg\ﬁ%r“gez tfﬂrerei n
t o the ot hercomhmahicating withethieogireléss franéceliyet efithaciats dtonggée devicaj m 8 i n

whi ch the other electronic device includes a surface, and neans for

detecting the novenent of the stylus  over he, surface., 10. A syste
according to cl aiW@e&’M_{mi HFe ﬁ%n s‘iﬂi?%tg@tq io tEiBﬁcI?t %rngle[q?r\pggc aé‘i'.c_e%%ys_t em
accor di ng tF}n@ﬁMgQﬁeCétglugss&Hf that khé hoditiohnof tHe Sy is #8c&d eGithendtherevi ce
is an organiser or a PDA (personal digital assistant). 12. A System

accordi ng t legijorie devigenang communigaiectatahativeen doapethseslectnaicatevies e
for exchang dis et i8he deyice o WiF ol REMR I Gs¥ilEs P8R0, | LoCor di g ¢

for exchanging data wt i m according to
any of clainms 8 to 12 in which one of the

wherein the system is arranged such that the other electronic device is

operable by the user moving the device such that the other electronic device

10 traces the position of the data storage device to initiate both the wireless
transmission of data from the other electronic device to the portable data
storage device for storage therein, and the wireless transmission from the
portable data storage device of data storéd therein to the other electronic

device.

15 0. A system according to claim 8 in which the other electronic device
includes a surface, and means for detecting the movement of the stylus over

the surface.
10. A system according to claim 9 in which the surface is touch sensitive.

11. A system according to any of claims 8 to 11 in which the other

20 electronic device is an organiser or a PDA (personal digital assistant).

12. A system according to any of claims 8 to 11 which further comprises
one or more further electronic devices which include respective wireless

transceivers for exchanging data with the data storage device.

13. A system according to any of claims 8 to 12 in which one of the
25 electronic devices is a PC, and other of the electronic devices are slave
devices of the PC.



~-25 electronic devices is a PC, and other of the electronic devices are

- slave devices of the PC. LLOYD WSE 18 14. A system according to any of
claims 8 to 13 in which each of the wreless transceivers operates by

- el ectromagnetic waves and includes an antenna and RF interfad®ypwggi try.
15. A system according to any of clainms 8 to 14 in which the storage 5
device is adapted for receiving/transmtting in nmultiple formats, whereby
the data storage device interprets between two of the el ectronic devices
which wuse different formats. 16. A system according to any of clains 8 to
14 in which all comunications carried out by the data storage device and
one of the other 10 electronic devices include a process of establishing

the identityldf théystameracaosdingolei anyafi daimssitntp 48 iMwhiche aasbedf the Lrom
h devi oW th L LN t he
ata stor agdietd TRAREEVEN dhersi®S By dictfiiggal el cofd ditildedia

st orage deviantemtxandiRFjintérfacd arauitty.and anot her el ectroni c devi ce which

i ncorporates neans for 15 tracking the position of the tip of the stylus,
t he met hod ijcluding at | east .one,_ of the operafions, of: (i transcei ver
of the ot herﬂsgl eéﬂt ﬁgﬁﬁa&no%‘iﬁoé%'”grté’nEHYtq}}i ¢g ”E‘?]% &Kt '%W@F%ﬁ?yﬁf’@%e
transcei ger dalviddB Sddptedtfor ae@eidiﬂprtf%ﬁwsnﬂﬁi,ngl in) mhrﬂ%lé FoRFas! Whkrdly e data
storage device transmtting the data 20 welessly to the transceiver of
the other eldatad isteragedéenice integrets hetwerh twe afrthasélectromg devicesnivhihess| y

between a dafa G&fAPformats.

16. A system according to any of claims 8 to 14 in which all
communications carried out by the data storage device and one of the other
10  electronic devices include a process of establishing the identity of the other
electronic device using an ID code received from that device and compared

with list of ID codes stored internally by the data storage device.

17. A method of transferring data between a data storage device according
to claim 1 and another electronic device which incorporates means for
15 tracking the position of the tip of the stylus, the method including at least one

of the operations of:

(i) a transceiver of the other electronic device transmitting the data
wirelessly to the transceiver of the data storage device, or
(i) the transceiver of the data storage device transmitting the data

20 wirelessly to the transceiver of the other electronic device.

18. A method for transferring data wirelessly between a data storage
device and another electronic device, the data storage device having a
housing with an outer profile including a stylus portion defining a tip, the

method including the steps of:

25 a) a user operating the other electronic device to initiate the wireless

transmission of data from that device to the portable storage device;



_ device and another electronic device, the data storage device having a

- housing with an outer profile including a stylus portion defining a tip,

the method including the steps of: 25 a) a user operating the ot rlepr
-electronic device to initiate the wireless transm ssion of data O WIS
device to the portable storage device; LLOYD WSE 18a b) the portable
storage device wirelessly receiving the18at a; c) the portable storage
device storing the received data in non- Bl atile menory of the portable
storage device having a capacity of at |east 8Myte; and 5 d) the user
operating the other electronic device, or a further electronic device, to
initiate transm ssion of the stored data by the portable storage device to
t he devi ce by whitdtthe pertableastoragssdeyice winelassty ieseiving thesdataage devi ce was
initiated; and e) the portable data storage device extracting the stored
data fromthe 1 ' i1t ' iGe by
whi ch transm ssi 8’3%&%@?%@% ?j%%lsc%ée%B?Hg %é rediived dafa Wﬁor@%&la‘ﬁf‘e
memory of the portable storage device having a capacity of at least 8Mbyte;

and

5 d) the user operating the other electronic device, or a further electronic
device, to initiate transmission of the stored data by the portable storage
device to the device by which that transmission from the portable storage

device was initiated; and

e) the portable data storage device extracting the stored data from the
10  memory and wirelessly transmitting it to the device by which transmission was

initiated in step (d).



