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a third person.

[0003]  To avoid this problem, it is known in the art to encrypt the electronic file to be
attached to the electronic mail (see Patent Document 1). According to the technique
disclosed in Patent Document 1, a third person will have difficulties in accessing the
content of the encrypted electronic file.

[Patent Document 1] Japanese Patent Application Publication No. 2007-306261
[Patent DPocument 2] Japanese Patent Application Publication No. 2005-141746

Disclosure of Invention

Technical Problem

[0004]  When the electronic file is encrypted to overcome the above-described drawback, the
sender of the electronic mail needs to inform the receiver of the electronic mail of a
password necessary to decrypt the encrypted electronic file. According to the technique
disclosed in Patent Document 1, while the electronic mail having an encrypted
electronic file attached thereto is sent from a personal computer, the password
necessary to decrypt the encrypted electronic file is sent from a mobile phone. Here,
since the password is sent to a mobile phone network as it is, the password may
possibly be accessed by a third person. Thus, the technique disclosed in Patent
Document 1 cannot securely communicate the password to the receiver.

f0005]  When the above-mentioned electronic file sending method is continuously empioyed,
in particular, over a long time period, both the sender and the receiver are required to
manage the password.

[0006]  The password tends to be vulnerable to dictionary attach(for example, in the case of a
short character/mumber string or a meaningful character string), since the password is
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enbodi nent of qwéu(mlgg]éﬁtng an operation that is perrmtted o %e performed on or prohibited

from being performed on the electronic file; decrypting by the receiving apparatus the
encrypted electronic file, using the password, to store the electronic file in a temporary
storage region; and performing by the receiving apparatus an operation on the
electronic file stored in the temporary storage region, by referring to the permission
and prohibition information.
Best Mode for Carrying out the Invention

[0010]  The following describes in detail the present invention with reference to the attached
drawings. Each constituent of the present invention is designated with the same
reference numeral when appearing in more than one drawing.

[0011]  (First Embodiment)

Fig. 1 is a block diagram illustrating an exemplary configuration of a communication

system relating to a first embodiment of the present invention. As shown in Fig. 1, a
communication system 100 mainly includes a sending apparatus 110, a receiving
apparatus 120, a management server 130, and a mail server 140. These apparatuses and

servers are configured connectable to a communication network 150 including the
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[0017]  The storage section 230 stores a variety of information including application
programs used to provide the electronic file sending method relating to the first em-
bodiment of the present invention, a public key of the management server 130 (or the
receiving apparatus 120), and an electronic file to be sent to the receiving apparatus
120.

[0018]  The communication section 240 sends an electronic mail to the receiving apparatus
120, sends a password to the management server 130 or the like, under the control of
the control/process section 220,

[0019]  The display section 250 displays the result of the operations performed by the
control/process section 220 to the user of the sending apparatus 110 (the sender), under
the control of the control/process section 220.

[0020]  The control/process section 220 controls the storage section 230, the communication
section 240, and the display section 250 to realize operations necessary to provide the
electronic file sending method relating to the first embodiment of the present
invention. Specifically speaking, the control/process section 220 executes the ap-
plication programs stored on the storage section 230 to control the storage section 230,
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[0024]  The control/process section 310 controls the communication section 320 and the
storage section 330 to realize operations necessary to provide the electronic file
sending method relating to the first embodiment of the present invention. Specifically
speaking, the control/process section 310 executes the application programs stored on
the storage section 330 to control the storage section 330 and the communication
section 320, thereby realizing operations necessary to provide the electronic file
sending method relating to the first embodiment of the present invention, which
include, for example, receiving the password or the like from the sending apparatus
110 and sending the password to the receiving apparatus 120).

[0025]  "The internal structure of the receiving apparatus 120"

Fig. 4 is a block diagram illustrating an exemplary internai structure of the receiving
apparatus 120,

The receiving apparatus 120 mainly includes a control/process section 410, a storage
section 420, a communication section 430, and a display section 440.

[0026]  The storage section 420 stores a variety of information including application
programs used to provide the electronic file sending method relating to the first em-
bodiment of the present invention and a secret key of the receiving apparatus 120.

[0027]  The communication section 430 is controlled by the control/process section 410 to
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Fig. 5 schematically illustrates the operations performed between the sending
apparatus 110 and the management and mail servers 130 and 140 for the electronic file
sending method relating to the first embodiment of the present invention.

[0032] Inastep Al, a dedicated application is installed in advance in the sending apparatus
110.

In a step A2, a sender X, who is the user of the sending apparatus 110 uses an ap-
plication such as Office(r) to create an electronic file to be sent to a receiver Y, who is
the user of the receiving apparatus 120. Fig. 5 shows a Word(r) file 501 as an example
of the created electronic file.

[0033] Inastep A3, the sender X designates the electronic file 501 as an electronic file for
which secure sending is desired, on the dedicated application. Specifically speaking,
the display section 250 of the sending apparatus 110 displays a window 502 by means
of the dedicated application. While the window 502 is being displayed, the sender X
drags the electronic file 501 to a field 503 within the window 502 in order to designate
the electronic file 501 as a to-be-sent file.

[0034] Inastep A4, the sender X designates, on the dedicated application, the electronic
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[0035] Inastep A5, the sender X inputs a password necessary to decrypt the electronic file
501 (hereinafter, referred to as the "decryption password") into a "confirmation
password" field 510. Alteratively, the dedicated application may be capable of
randomly generating a password and using the generated password as the decryption
password, without requiring the sender X to input the decryption password. In this
manner, the decryption password can be a common key having the maximum length in
the cryptosystem used.

[0036]  In astep A0, the dedicated application uses the decryption password input or
generated in the step AS to encrypt the electronic file 501 designated as the to-be-sent
file. Furthermore, the dedicated application can compress the electronic file 501. In
addition, the dedicated application generates a file identifier that can uniquely identity
an encrypted (and compressed) electronic file 511.

Furthermore, the dedicated application encrypts the decryption password using the
public key of the management server 130. In place of the public key of the
management server 130, the dedicated application may use the public key of the
receiving apparatus 120,



and mail servers 130 and 140" Fig. 5 schematically illustrates the
operati ons“perfor med between the sending apparatus 110 and the
managenent W& servers 130 and 140 for the el ect r JHHTHPR{UPEOS230
sending nethod relating to the first embodi ment of the present
invention. [0032]1n a step , a dedicated application is installed
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as Office(r) tf&]faﬁlgl?ttﬁe fid 1(%11?? 1% %H e e1!1 ﬁatéc%&e%ypﬁogpasgw%l receiver Y,

who is the usér of t’he recei V|nga para ows a
Word(r) [OP3E 500 agtepayd, dramfpimeatioh s@méwm Basedinglapparpigsil 0 fithemanagement

[0033]1n a st @él"V@ﬂBOﬁﬁ%C@%Wthé(nﬂﬁ eﬁf&ﬁﬂs%%ref ) 8h ﬁfétcb&muﬁlcﬁﬁérﬁle‘?@&k
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as an el ectroni whi'ch s
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permtted to GEHOKHse stpled i #ﬁé@@atlomwgthe@elep&h@rm)datasﬁe 3504, aédiighyforms a
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receiver Yin ded de]gt atl r nor.e,
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mani pul ati onsphmtlbmsaendk ecticannt rhail £1290ving@e dleeypatdeprctrbiso file 31Nettached
sender X checkg e UeEhRGmb 515 is%%ﬁtqg'the u'-:c%} g?a%ﬁ ?@2@1% aeader X

desires to put sonme restriction on the mani
el ectronic fiPaved4) 1f the sender X desires to limt the number of
t i mes t @04l eCt'lehp?;laftlbhsepeﬁﬂi}meca]ﬁbt\b&n\/th@mdvmg hppasz&ﬁkdmo aid eeatkmigément

"Vi ew ng coung, d1fn!11?£eq¥e§si %Og%% 148%&65? tm {b Lgl’(?lé Qgr nunber_ of

tinmes the el ectronc X desires
to prohibit t h@napesptionoefi the ¢lpgtonsmail adskaspef ﬂiglﬁﬁﬁ\’ﬁt%@mﬁﬁes@émger X

checks a "pri ﬁyiparhg]s foeh sllle%@g AGStH@dlzﬁi&%éfment §e1$é1€13§ﬁfd & wht b8 el 8&ived
ni pul ati.on_on t t he

hi bi t I | e 501
Cender X checka BEsBr pRoRr AR BURATTOh o4 PG e ot FapBFann
i nput by the temeheiveXYiinnathegisitrod es aresener is stored as "view ng

per m ssiqpndERr Q%}thahmy 1ms%t@@£ue%§emﬂ {glpaf&afe&«t;a&m@m 1§c%'ixﬁﬁ‘g and
proh|b|t|on|nforrrat|88 %ﬁuse in or o allow the

control (per nfRP23fHS/! iMnggemenbaniyag iell"%ﬁ‘igsl%or?&ﬁllﬁé F%tﬂi'ecﬁ%?ﬁlotlﬁaf{lc
may be perfor mdmgyneitmﬂ reletigy welie fYrsoamliddémelt of the present firiviestid01. The

et ! POTTIRES BE AERbAGE LSO Rho LG Bt i,
for example in its main part, a token (a data sequence) that is generated based on
random information. The main part of the electronic mail 601, for example, further
includes the URL of the website that provides an installer of a dedicated application (a
viewer). In the first embeodiment, the URL is the URL of the management server 130,
for example. The management server 130 sends the electronic mail 601 to the
receiving apparatus 120.

[0042] In astep B2, the receiving apparatus 120 receives the electronic mail 512 sent (in the
step A8) from the sending apparatus 110, via the mail server 140. At this stage, the



[0035]1In a step A5, the sender X inputsga password necessary to
decrypt the electronic file 501 (hereinafter, referred to as the
"decrypti oWOQAAEEBHE") into a "confirmtion passvvord" f B 20490905230
Al ternatively, the dedicated application nay be capable of randomy
generating a password and using the generated password as the
decrypti on paderbiieg 2RrRaRE U120 FRKaT enen dhetarerypied gleetronie Blej i p attachpd to the

decryption passcwedelebmoﬁmmaumrgﬁlee itldoes Iﬂ)@ﬁﬁ\bémde@fjr passRLstdcan be a
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password i nputb@rBlgénerthe sdnigamehiseske BOATShe degnmiopail 6(Hehae kiwaokennind
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password using.t |c key nmanagenent serve
of the publ i c Ve fonﬁ TPARASRTRARE FRIVES d P hTter 80S, therigceiidng appaedus 20
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WO 2010/ 43P JP2009/ 005 ter this |ication
sends, t[gg t e Ofélglenrs éﬁT Ag((’)Wn i Steeq %%:’BEOWF% 1‘?@5? eéssaél of
the receiver vsyrmm@nvk@v\ﬁamgnpéhmmdsonsm kpy 603 didta cmnesmfl@ngatlblmrkey
the file i den%gz( l'[%ge@ﬁed Jib%m@‘l@@fé{]@t@ﬂn R&IY VeRrb QN passwor d. [0037]In

a step orrratlo sent . from seén tu 10 to t
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t he communi catd displmes dislogud Bix 605und ey the rdcbigeeYiti inptiete tiar ytemin
password is dﬁf&ﬁﬂ&?ﬁ?Qtéﬁ’thyél'e&%nmﬁa%&r &ls gé‘.a% %B% granagenent

server J[S(%g sec g 'S, assocl at t he public key
used by W?@’Pgeﬁﬁaf’ thgdnsiafif thededicated applicatiqnghegdeyashin dep B,
password can the aotitarddnizdicated @3 Bichioncsefdid Batitieahagineft sbiler I?(O?;the pubhc

el ectronic mai(é d%ﬁ%’ﬁteg fu#hE ?ttef: %%%héf 1n¥s %t otBFauIed bg e?ﬂggﬁ {0%(61{ msut

Vi ewi ng perms orma
password are §’ttB? &ap BA “&1@5 %SQ@PU‘?‘FY@@ Eefé‘a%‘rﬂ léitﬂFFE“ffeH BS. a\lt@maab%lxethe
330a, which foédidued applidatioh mal) €erdlt0 FiRARar B&h4N® Berdi?Q 30 HRa6kdni i@l iythe
speaki ng, the f| Pﬁmg{m@teﬂu er.d is used as a key, and the electronic
mai | address off PREPREST P P (the intended destination address),

t he vi eWWH§] petmt sisp BB, thnpulicdhy biid the andryiftest tokeri snt fend thetrecaitdog ypt i on

password ar e a6k 120 axélecé;l@ehagaﬁém%%a%@mbﬁ sa%aogoafrh&ﬂalm LhediREvEl | €
identifier. Back to the réfe to the send |gn%PalaRl§rl% Lés 110,

in a step A8 H’é’fﬁ tE%?IE:aypé token 1ece1ved fr om the receivin
the received public key. The management server 130 judges that the receiver Y is a

Yy using

correct registered user when the decrypted token matches the token sent from the
management server 130 in the step B1, and registers the receiver Y as a user.
Specifically speaking, the management server 130 stores the electronic mail address of
the receiver Y and the public key in association with each other in the database 330a,
In other words, the received public key is stored on the database 330a in association
with the electronic mail address of the receiver Y, as the correct public key of the
receiver Y. In this manner, the user registration of the receiver Y is completed.

[0049]  In the step B5, the secret key and the public key are generated by the installer
according to the above description, but may be instead generated by the dedicated ap-
plication (the viewer) installed by the installer.

In the step B6, the receiver Y is requested by the installer to input the token, but may
be instead requested by the dedicated application installed by the installer, for example,



plication sends an electronic mail 512 dhaving the encrypted
electronic file 511 attached thereto. The electronic mail 512 is sent
to the rec®QAHY7&Ppar atus 120 via the mail server 140.PqHFAQPOIRY
operations performed between the receiving apparatus 120 and the
managenent and mail servers 130 and 140 (before user registration is
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enbodi ment of atdomepmésernhe fepeieaty a3 alreddy teeis tegsteBid astshsermanagenent
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exanpl e, furt b@'l’dlﬂgﬂﬁéth@i’ﬁ&lahhgtdiﬁ’é-flﬁsi: et B&i et ;ﬁébaﬁt 1Wdﬁt:ib1des an

installer of a i.cated a icati.on

enbodi ment . ¢ e o k3 b APl St NS a R0l ugp €1, he
exanpl e. The mnlag@rmmla@éd%haﬂhmse@@hm 60 @né theananeganeentredrver 43Q hasghe
the recei vi ngpappaieicos cé?@poﬂdﬂ%glﬂﬁeaeﬁﬁe@505%i the ABtabR6 8504, ng
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by hé*a%%’id. ﬁﬁggt'ﬁ%?a%? it P RAigh Chy RVER S Briviiabar Uk ey
stage, the 8ap@RGIRO0TBA%GRET IRRODPY t00DABMe caveptud clectapjdilad U]s 120

¢ aciveq clect anr iy L ST BRI of have a decr ypt i on

recei ve oni ¢
passwor g (?% 804 1 2 F1RP gs‘f‘%iﬂ‘%ﬁ’ sepfetoCBRAASHE Y SR a3 0dhe Dertioaicanate s
the el ectroni eddressliden@flyisedht refcéinert Y16 estiegpel@tionfcrmatl dddeessoinbg e0ERér Y)

server 130. Tngj ik B i {Hf%l SSR}aL @8@ htﬁéel J@té&éﬁﬁmﬁ‘{é‘%ﬂé By URL in its

mai n part SCUSSG he feceiver Y
Cli cks. AMS4URL g ek 6 tlhﬁ mtah@eﬁiﬁmrﬁ%’&k 304se3 We it identifishreee e firog ¢,

such that therdeeioRig\abpga@p A Rtaley I2btquire ftdnded 4lindtdn A668SESs dthied (in
ranegerent | sefSly 23] SS90 T ALILDBhEN TallE, Subbendiel caid
t he recei vi nginggaded dastivatippeddirsseutodisterhine adwikcnéid eldcirondt mpkil eddréd 2f the
install the dedi¢atedvia@plsi&atve® fofliereéi®MB apparatus 120, is included. In other
words, the management server 130 judges whether the receiver Y is designated by the
sender X as a comrect receiver who is permitted to access the electronic file that is
uniquely identified by the file identifier received from the receiving apparatus 120.

[0055]  When judging that the receiver Y is a correct receiver, the management server 130
extracts from the database 330a a decryption password 701 stored (in the step A7) in
association with the received file identifier in a step C5. Furthermore, the management
server 130 extracts from the database 330a the public key 604 of the receiving
apparatus 120 stored (in the step B8) in association with the receiver Y. In addition, the
management server 130 encrypts the decryption password 701 by using the public key
604, and sends an encrypted password 702 to the receiving apparatus 120,

[0056]  Inastep C6, the receiving apparatus 120 receives the encrypted password 702. The
viewer activated on the receiving apparatus 120 uses the secret key 603 stored on the
receiving apparatus 120 to decrypt the encrypted password 702, thereby obtaining the
decryption password 701.



[0045] At the time of the install, as shown as a step B5, the

I nstaller 602 generates an asynnetrlc key pair, in other words, a
secret keyWBF8MR#A corresponding public key 604. The RCIHERULP/G230

secret key 603 is inplicitly stored. [0046] Furthernore, at the tine
of the install, the installer 602 causes the display section 440 to
di spl ay B0%ilal Jpastep&y- @esﬂeawauaeé&w&f@m%msmﬂG@ftc’»ﬂeﬁam thp greryied
token written eleptrbiefikes 1N apavhtd af thé Blect@In®ChiiDNI % tH¥bdbly 06Riningdke sloydhic
as a step B6. {1]0%7] On conpletion of the install of the dedicated
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t he dat abase §e%9?el)i éhc%f'ﬁ%él@éd&ﬁb f\ﬁ‘efaﬂi ﬁh?ea@;‘ﬁ&xﬁeﬁpﬂhﬁdﬁi&'s&n ﬁgﬁroﬁélﬁngfhe
t he receiver correct &1 E% RE/)S Bte rectgl ver Y.

manner, the uE'&?“‘F\écgﬁh'WV%{’tlfgﬁ%‘r P“ﬁ%’“sé PR Optafidng ﬁf)‘F%t{%’bc ile.
[0049] I n the sfléppBSwotdhnecseay et ddceypt thrdndripedelbttranikiily icemerypedey abiag
by the instal 5?{1 Jfb%?rﬁhl{‘gu Qed REe d@é%%ﬁgﬁ?eﬁ% L LQBer o‘i"db&eﬂ@k Qf t e

I nstead generate | cate cat n (the stall ed
by the instal F@Pagenﬁn%ﬁ@'%%wh%nawg eﬂel@&tpaﬁérf bvmgélaﬁﬁa%@%awwﬂé
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gedtcat 0 Aol gyl hOBaLLET Y by LPSRY Rl FO BT ©, 0V,

the initial us&verif theane pPNeIv s¢19%1 is not reliable, a third pelson is still prevented from
decrypting the encrypted electronic file since the management server only manages the
password necessary to decrypt the encrypted electronic file and does not manage the
electronic file itself.

The management server receives, from a sender of an electronic file, information
identifying the electronic file (for example, a file identifier) and information
identifying a correct receiver for the electronic file (for example, the electronic mail
address of the receiver) and manages the received information, A receiver sends, to the
management server, information identifying an electrenic file that is desired to be
decrypted (a file identifier) and information identifying the receiver (an electronic mail
address), to request an encrypted password from the management server. In response to
this request, the management server compares the file identifier and the electronic mail
address received from the receiver with the file identifier and the electronic mail
address received from the sender, to reliably and automatically judge whether it is a
correct receiver who is attempting to decrypt a received file. Therefore, an electronic
file is reliably obtained only by a correct receiver designated by a sender of the



[ 0050] "The operations performed betweenithe receiving apparatus 120
and the managenment and nail servers 130 and 140 (after user )
regi strati P PVYPI et ed)”  As described above, the rEfafeiegs23o
server 130 judges whether the receiver Y is registered as a user at
t he managenent _server 130 when receiving the electronic nmail address
of the recei vélecHoRif it he sendi ng apparatus 110 in the step A6.
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step C2, the dedicated agf%llgatl on (the viewer) is activated at the
recei vi ng app&fSaLl nesessary fadgcagnt Ay glectionig g pgnerypisd fyatsing gublic key and
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i dentified bylfSheectst Key.@pdrnds fodpe papagensnf servehd 108 Fist gciat key encrypted
appar at us 120by pa05HEWend sectkg ikayg The atanhfetneheedey ¢80 decigprathe eifidigaéd
recei ver, thegspag b [ 0 a
decryption pagds’g\%l%gﬁ%f%?%]ﬁ%ﬁé f‘%ﬁg% ﬁ%}eré? é‘pﬁ)A tgmﬁe};@ %tg%%lgﬂ?%gl‘]\ﬁm?ﬁ%t
the received f§cre kpyisgtargd aythe magagemept seprer FHifkasiedepypion paggword in the step
nmanagement seAveTheldOrephb karlisy sfpggmu& heo gial 1abaseagddlat seher P3cee tiRWe
604 of the regeiyvi ngsacp(p[gﬁgat us %HQC stored (in the step B8) in
associ ation PRETNE SRSV Y dV “h addition, the managenent server
130 encrl§iftls t K theethgpndrbeperss Worrdeer0ne ippannsisngl uivetho ubinkgenieaysc6 G4,
[0055] I a st ok e SEpRAcaERhcle? i ol HREEisHch o PRER! Rl lott
encrypted pas é‘%@ﬁaﬂ%@y' Lo ge\ﬁiajé‘?/\%gm&@&ﬁ\ﬂﬁf&@d&qoﬁlﬂ@eﬁgﬁﬁy\mﬁ& referred to
appar at us 120ausdsutthecsekeye] ark ayedoBRciicallespeaking, hise reedeiny bpgpratus 120
appar at us 120sé(|j195 fehE %Qﬁag%gl@nt%@ﬁ%y ?%ﬁtqe Fﬁ?g%g\g&q(e; ggcryﬁtgtfﬁfps)ﬁlg the fourth

obtai ning the decryption passwor i )
secret kéy and the token encrypted by using the third or fourth secret key. In the step

B8, the management server 130 decrypts the encrypted third secret key by using the
fourth secret key to obtain the third secret key, and decrypts the encrypted token by
using the third or fourth secret key to obtain the token. In the step C5, the management
server 130 encrypts the decryption password by using the third secret key and sends
the encrypted decryption password to the receiving apparatus 120. In the step C6, the
receiving apparatus 120 decrypts the encrypted decryption password by using the third
secret key to obtain the decryption password. Therefore, the receiving apparatus 120



WO 2010/ 073443PCT/ JP2009/ 005230 [0057] h;m a step C7, the viewer uses
the decryption password 701 to decrypt the encrypt ed el ectronic file
511 attach®@ 2083 el ectronic nmail 512, thereby obt ai MEGPEHEV05230
electronic file 501. As is apparent fromthe above descri ption of
the steps C2 to C7, the receiver needs to have the viewer activated
in order to d@Bd {istmanageneanEseyYsE 430 Bredde havsithe fourth seargi ke advanse. every
time the[og@zqvver(sag,ﬁﬂﬁaﬁ,oa@eﬁgcrypt the encrypted el ectronl c file, the
vi ewer needs to, access nt server to bta n.t he passwor
necessary for CHSOHIEY oresHt ERREPERt, & SfRiol f B RERIPB0R BEBRE

t he managenentnder mehlbm@pcmtlwdmamp@lm@tsm receiver qfalmsalmﬁdnmildeeﬂy‘ped

the encrypt edt@b&ﬁﬁmm]ﬁ cidclr8nic S ARAR aem%aaeleﬁ{ M the kRO SGIRGOT d,
e aCCess

for example, t e recel ver an
assoct at | on i 191G A ?félowd@rf{] §riREPD dagsaet a]icwsefleeteﬁﬁdsexpfmﬂm of the
configurati on;.-omhlenfeemdefsha]ad b nevfirvhad sédoad embedimerts.opens t he

filel by 68632" rig Jrﬂ%cﬁlﬁﬁﬂ%ﬁal%@%e (&éﬁglartlgﬁlﬂaﬂﬁ’e%qmtele%ﬁ{n\ﬁg E’ﬂe]égcg&g

since th cei mays e mahagenent server

to decrypt théle&‘)élé?lﬁ‘dfﬂt@ﬂfﬂi Jegondrepybodimest a@heplueﬁfeamaeﬁwe Heigea ¢45¢ ist
enbodi ment of aishmep vhs@lic letdl @MY K3 abiddiylHeaihteyis®aEUS Qluger@il tieYitnagdinent
electronic file aqgothus can prevent a third person from opening the
el ectronic file eveénm if the third .person succeeds in obtaining the

el ectronic fil énastep®lphs swoedX desgunssrgn the detbentadpppli¢tasionrtbe Wond(o file

el ectroni c fik@l hssa @Herxmirae quwgﬂ taemaqt@um i€a kepm@f theraeﬂdelt m@egmeq

recei ver designhated h or.a ic ke

e e G IS 50l DR o Sl ore g T SR
net wor k as i t rdceiverTYig sigfilarig to the stap d. Pertieonowaijie sitled X) dedignaen cnyip-ed
password but Gﬁﬂm{ﬁ}f@feca‘?&r\mt eIrfﬁ@ce&fb;ﬁerBhﬁgl RRANE Ho H&'ﬂﬁln on the

cor respondi ng_secr et ﬁ managefrent server 1S no
reliable, a tRFFE ﬁ]§é Ll'%r“%"’cqyltP thers&Peiit-ed from decrypting the
encr ypt ¢abedl ectir osee DB] the dadientee] dpbBeatipn age neihpisr y&teratd decrypiiages

t he password Efsgfﬁl%q{) ncIl Sial e tcioﬁlﬁl?ff' gﬂﬁ% Xl%t%ﬂuceﬁlg%b{ 8%94:%1#65 L& a 6{8

does not nmna ni c
recei ves, froR§8eng @l@d@rﬂﬂéﬁly irihe ptep Aboffter this) ke d‘F%@éﬂ‘-‘rﬁﬂPh@ﬁOﬂ Seﬂds t0 the

i dentifying thﬁn@eeehtrseﬂbpla‘o te e(efcﬁbmemmheessaoffmd 1Bcdi e M, tfel \@év)mglnd
information i dentl recei roni

e r ct
(For e PRisiohald pRnftidafionh i, HEmg QEadnlf o8y BElhO0pGa de ©
manages t he r eyl eRbs Wi rsiral4rbyrfo th stepcif. vide npesgtment wrich é3pneegsessent

server, inforpeld fetel emtdriniicttindk ShRGhIBE £ dbidiged HiRle hﬁco@lﬁéduaedn&lo

be decrypted a fil ifier) and information identifying the
recei ver (an &Fé&?ﬁgﬁﬁefﬁz address), to request an encrypted

passwor @0G6bm trhibe sep &Fetire Kied1sze¢d/‘q1phc.dtmn roexs {oiys ¢het samt: hiilsndrmuesft , the
nmanagement s eéﬁ(: Jbﬁ% ffleﬂﬁ)lf zisltﬁ'e 61‘%?1% Efehl?(ylhcaﬂl? Squn eh%f: gv Ri@' e fil 5

mai | address rec |ve romt e recelv tifier an
the el ect r oni R20peff theehsrinied electranic dide $¢1qin bp gade higsame pgthe Sig nagieyt kg
aut omat i cal | yelpeidge ﬁ]héﬁhﬁmpbltamd&)ca correct receiver who | S

attenpting to L YR dé%pq?c{ eei%c%'o\ﬂlec ile bbf a he haeel 1%01?50?1?&3 A fef ebtr%er SBQ

is reliably obtaine rrect recetver desi
sender of theThBlllea@@PQUm/ff@ 3&@3%@@#@(&@@# 0uBatee @Bfetb@ ¢le¢ﬂqzncrﬁﬂ|a§01

The password Eds%ﬁﬁlft]u% Fhiafat, fIThQ ﬂkéd@?p&ﬁ&@!%@gcc?ﬁFﬁl&@gﬁ@&ﬁetﬁ@ati b®clBsel ving
o ogr ams. | nst SIAPRI: TF SRRRSAF Hioskde FRBFUROT BPobR T AL T SR g
t he recei ver @mdghsedigeh Hlstomdfelm}tqmgnmﬁie 80loThampadawdiit mmdbd enctypexd
not required {QydPRIUCHRIRAFRDhnt 803,
[0066]  In astep D4, the dedicated application sends an electronic mail 804 having the
encrypted electronic file 801 attached thereto, similarly to the step A8. The electronic
mail 804 is received by the receiving apparatus 120 via the mail server 104.



As a consequence, the first enbodi nent 1@f the present invention can
transmt an electronic file securely and reliably to a correct

recei ver. YWOYYPBH3first enbodi ment described above i FETAE24YHE¢5230
preferabl e enbodi ment, where a password necessary to decrypt an
electronic file is encrypted by using ublic key and decrypted by
usi ng a [§8flet R@ptepd> p@ﬁ?&i“ﬁﬁ;ﬂppélaﬂﬁézg h# th%d%wtedtaﬁalecaﬂgn Ftbe ‘élavel)
the password negessiasiildy tetié wph CLIMEheabepder YNis6s the bi@wleﬁtoejp@ﬁ wet ed

and decrypt ed egé( H&?% PR TE t8m Cvﬁnch vlg?é) tf]%% 111nt§ n%lgcftb%léc m'iuh %(.}).'ZF sendi ng

apparatus 110 “an & nanagenent’ ser
managendRP68er Ver sep®tary e!lﬁééptﬁ‘éele@twnmgﬁlaﬁﬁéh@tth% sang(file pmevethe t he

first enbodi ngRbu&fic HRSMIQEBA a ﬁlﬁq@}%m% ah® cARB ue%?f% obéheé G&0&er,

where a password necessar. an el ectronic S encr ted
And decr ypr ed iSRG OTear OB PR e ot htes 50801 o pris- b Bvr

t he secret kewf tisfattoandsnaiperaling sysem (08 868 axHcnigs appaelammpmamnaﬁodthe
the nanagerren%leg@&}{@iﬂelg%q as B chhe lmlﬁ%ﬁﬁv he sending apparatus 110

uses a first secret Dgy 0 encrép Tonic file 501, uses a
second J8€¢%t Wy s Dmbieyisver B lﬁucp%fig%@cfpé\tonneyan apRicasien aevelon he
managenent sebpatticu3y thé ©SfE05 sWheeddi@link ehat eﬁﬁ‘flmﬂmﬁ’iﬂpﬁk}éﬂdﬁ (Hege, Whed(r))
second secr et éb?}/s act-[\};ﬁe 6§P8%5 @lg}g:l\lllesrspe]t%i)aﬁe dp(;[n 16? (épen ?Ifll{ey&gglslgﬁied

first secret e secon secC
secret key. Tﬁle§t1<f111¢ ﬁlte 8@ cth@tﬂewelyfiqﬁsmélf:@rfbﬂ hon MeplﬁemtégépﬁemonsefWr

130 as a decr Wr hRdauReXDs valled b'y@héﬂh@nc%lzﬂﬁ ﬁ%ahM’l&faﬂf @e Of)é}@tl(ﬁ‘lg afh ng

t 110
e Koy Bt bk R erpGley Bhe t%ﬁ R Pl oD PR IR
appar at us 120 tathd exthisione(riog eafshe elegronartile 801, thawiewe 390 dptedY that the OS 805

public key i Saétﬁﬁleé%qaamchial %ﬁ@&foﬁtsokqxat(lbﬁw&d@ﬁ Qﬁcﬁﬁsre@@le%% 880k @ call
third secret intelligi'bility) and anot her secret

key (here, H@r‘ﬁ“éﬂ‘e ]%1@03’3 g%rth secret key") are used.
Speci fi c{ﬁ(D]O}' sﬂxeaktep@,S thhectiveedipuitioglangppicaion S01 2 okarcksls) te tAR: module

management Sefn?(é Sred gtﬁeflﬁéﬁdyﬁl% ?ﬁfa%%eslég%éc%ﬂféfn‘é%ﬁ}@fﬁé/Ilﬁé'stgnghe

fourth secret oken encr %

fourth secret h‘k‘é%?’el ithe ereEtiopeef thypcalle épﬁﬁw%lé #E’ri‘f‘)t a@vallyrrerigonegde bsiepd. s

t Be encr Kpt eﬂtﬂehipélduafs@f die Unyte Dygokimbdge BOE wWhidhrik balb‘sﬂ@igeto A{Elyhobla are

obtain the thjr encr t o
&94113{%%1’{81 m “Yhe @tﬁ&ieﬂ'l%%f( %(TRJdu]gtSQ? detfelhm e el ﬁm ri}e (}e/en st ep

using the th|r our secre oken.
C5, the managBfrtifn 8ekefithe EIEBS(P“@rﬂl?O}dSF@ [l &0 1dwe thegreidsn 3P2es@ddnddn B step
using the thipg), 319féﬂfﬁﬁ)n kS the aBsSBMESent AP eAREH-O1ie 108 1 ypt I on

dtoth 12 In t t
Pecelvi ng. appasdendiesioRRFRED: fhe hbes Rt edaPhn ol donk macw
using the t h| BQQ wdgasahat eyeldcoomibfidd 301tdves uiedaygpte ongpaoswar(de., judges that

Therefore, clREGLME AR SRS Al %Qd@)]fae)\%?d the or?énanons that are normally
server 130 need

2010/073443PCT/ P20 )

to have the fBY Ctlwe‘gg&&st@@? fopa X\’dx»%%fé‘e ﬂ{%‘é ed((gb%w%m BRsnt )
Accordi ng to easesofithechifiatbdmndtalledinghaictey DOhregperfotmeal).r onic file
control s (per n‘btlﬁlile%}gél%ran&) rv?a@' méﬁzdﬁq {f)glrtf%h g9 ﬁas(tH?Héaﬁé‘J S?JE% qnS %nlﬁw hook

recei ver of the electronic
el ectroni c fimedyedey ngesrdhaidhe dlestrgpicdide 8&) haﬁ@efqmcglp f@m@aﬂmﬁ@p D10

Notle t hat theaﬁdéﬂnb@%s@@ueﬁea@;rsltcn@ﬁdlmed ﬁ&@sg rﬂoﬂﬁédlde a detailed |
expl ana ea sShar e econ
e (A R L TR R 7 Tt M ANARE N S el
included in ttmen@b@emtrsmmlmth@els@mhmgalhmidmsdof@b atceivgr Y end the f8econd

enbodi ment OfldEﬁtﬁlePrs%ﬁﬁz[}I tb%%g@mnlé@fs&se%tﬁgslﬁeb lmya&qnﬁ\ﬁﬁhe
the receiver Y. has al reap%/q:| cQq:re |stere as. a use

management sefelASPN {o3the ste pfemprioged bgé%@ﬁnaxe@@glsawa&lé@ ApR
t he dedi cat edresydplteqaddiving agpamtiAdRd feckives fremIRElmamgaméns@eesBotthd i | e,

encrypted password 702. Therefore, the viewer 806 (the unique hook module 809)



password to encrypt (and then conpressl4the electronic file 501

designated as a tobe-sent file, simlarly to the step A6. After this,
the dedi caP@FPHPfift*¢ati on sends, to the nmanagenent ser EGTITAYYORY

el ectronic mail address of the receiver Y, the view ng perm ssion and
prohibition information, the file identifier, and the encrypted
decryption paSbiéisdhe dschiptian pissveyd(7Ré Slﬂl@ﬂywhe?ﬁe %Wﬁﬁeﬁﬁ@ decayRfiSR
130 processes paiteoed 016 Ecroht thddnorypeaidi et trbiic e (3 AiRereBROR@iiRAShe

descri bed abov h&u?ﬁ%%(it%lgu% yt(?qhesqﬁ)§2eps A6 and A7. [ 0065] hi the

step D3, the§ I'ca 'sign the sane file nane to
an encrypted &V h@tth@mw@ﬂ s n@OEgiteradrie aowsérdiyribd mehagemewseryerf 130eth§01.

I'n OLher wor d%te §Bed BY @esﬁﬁﬂ&?l \f‘ifth 1%&@61}%@%3’1%[@5{6%&? tfe@nic fil 20801
can be S e.file na e el ectronic e

Croor anboic) ef“ o iie (eSS i DO et e oG PRk RS g DS to
portion 802 héHOawfth h@aunddmﬂy friearfo80 2 .theTARBI lve&kder portion 802 al so

has a header SOé@é dasadrianoa bt he el ectronic file 801 has a
uni que format. ¢ lﬂe %er ort 1|h}(;ﬂ)n 802 can al so have netadata 802c.

For exanpl e, t@e@l%%@ droeribes theissasralddes offtes ABEISK- r epresent ati ve
of the copyri gm)SABIrmlantlk\ﬁneqaphmnn iﬂ’l@ﬁ@ﬁ%t@facb agd ﬁ:fdi‘@ioracﬁa)ﬂléctfohbe()@oj-

Igﬁ t gﬁ% aggga ?@%@g}ﬁ}{a&% E@&nlé%tl ? tsn(ne 8%p 1cat1<%ns a\uﬁnm Tll Qg;;? a1ven zéprp catlon
el ectroni ¢ maFPmBogzs qqa&ihmgomhél @h@frtWA meddet Pleﬁ’ﬂl%d )] 4116(3%01101é¢1‘tt@€¢1@d

t her et oOI E i mt Irt]}ﬁ\:r(bsltd&eéln@a §£1ﬁ&1]ﬁ?‘1mc-ﬁ?ﬁ dediRa by o gsvéﬁmpbh&%n I's
recei ved by ecei vin us

WO 2010/ 0734438k FEBGOOABEES 4EP! ’fﬁf‘ﬁeﬁ? &fﬁﬁ(ﬂﬂrge’“fnﬁg? y‘g’é‘@gf’%g
appar at us 120 Wiagows(e. H@ohppma@;dn gq:)pialla@trfams(ctphatlvmsaimjbed acFig\A twiish
simlarly to E&ﬁnﬁﬁ%lq‘ﬂmnz@?a Eﬁqgéd"(ﬁfela\(oh' S?oﬁﬂé@ bxlapg\é‘@erlaltagpﬁbgﬁ&l the

encrypted el ectronic isre ctronlic
mai |~ 804. | ooe@ AR ol @B aﬂglcaw\ﬁ@% rEHgieSE ‘Jé'FQE'P? Al EiepekinaPhaad
t he sanme fil eopawe fiks It hetep PR thecapplicatioh 80 b&kignbist theddendfietrof giwsopened

format and caRRah e/l SRSEAM ABONRY Sland B cSRERBHETBARMTRIL, §f

the present invention saves user
fact, and an &peP)ithegrelistienP@loses Giyscldandiad Bistorpiease fhedinidiad flst at i on
for the electr MIlﬁaﬁphieﬁtt&&ﬁt}&Sabd%&éﬂtd@ﬁd thrdé s had fe@cwlfeg ale[rﬁﬁlﬁgédusy a

2ctvat| on oplEls 2978 b RLBEOF b ERE LY §f‘ (R 45 Bl e tng
appl i cation (ﬁ@PIeWOIW)r applicagion 90% a@éﬁﬁ&/@}?é@l\ﬂw anfh eesOBCSOY, lequehtong th@
specul at ed ba@gcboglfopﬁt}gn@p@aag{msttﬁg@u puntiRtedamkectronic file 801,

th e repl ace the er ons of

maul o S Ear (A by oF Reiind Pog & haadfw.%%ge it B i grgeudble o
oper ations of tha dgpimqu@l progiamdd theain®0 g acthgipe bhHthe applivetion fregr@is, 806S
activates \eor Pl(a&)s oY% th&h&Y et J6f g Sk ?éh%h@@b§ thg%&lva@d agpl‘?catlon

electronic fi E%Pe V] ewer det ec S acti vates
the parti cul aPO&EBHFedinksih W?hesﬁeﬁgfthﬁs"* W@Er"}e%ﬂ“’&gé‘smfﬂg deggribed
hook to cal | intke appiliqat@nipeadcanoiduhie wBPShe MORGH] ik revaitehe shi8yvn inf g, 10

activated par fui sﬁyﬂ ShafiRi ltﬂa?ﬁltl l‘e?ﬂon%g 70 z{ &%‘é&l{pfﬁ%n ()? atliillséreglgﬁiléb‘gb "rﬂ?gl"él aep-
plication program, an operation of "Call a function at Ox6{ff00a0" is actually
performed. Here, the entity of CreateFile has already been placed on the memory in
advance.

[0074]  (3) Here, as shown in Fig. 11, a unique program fragment (module) can be inserted

into the program executable memory space and the linking information between the
API names and the addresses may be rewritten. In this way, a different operation than
the entity of CreateFile API, which is originally intended to be called, can be
performed. This is referred to as "API hook". By utilizing this technique, when an ap-



prepared by the OS 805 in order to accaegs the contents of the file.
In a step D9, however, the operations of the called APl nodul e are
not actual WP ¥&Y8Hded. | nstead, the operations of the REHHIWIMHER
nodul e 809, which is called due to APl hook, are actually perforned.
The uni que hook nodul e 809 determ nes whet her the header portion 802
of the encryptréigatsneaiemnptsite call andOBometigpssuehes GealgErle 4B 4 upigeel eperatipn

the step D3) Hakeddl afdoR ﬂaddeletlﬁs@n@@ﬁ@[ﬁ%uisﬂietcbﬁb@ﬂ&&mw? pellf&ﬁteacrmec

file 801. h tion 80 r. .802a,
the uni que_ hodkohBRAE REoY: Pasaloh fiufe FRESEN Bk arpehin A tigtes
not have the uwnigipay intended to(lie. called, pudidescanhequesttibe elighodllyeinieodedi Creatgfile
is a nornal V‘lp[p;{(t%%el{cdlhlqueﬁﬂgmt ﬁqe g&ati ons that are normally

per formed by or a r). file_are executed (in other

wor ds, the Opé?éhe ¥ Wﬂﬂ@oﬂlﬁ’ﬁ%ﬂﬁ]ﬂ)@d"éﬁl‘hegd inthe step D9 are
per f or me@P75] OfCletaledtidseriptivand thedpentibisepefeankel in gy stepe MO D 1BAS t he

header 802a, thg, ‘{Qilﬂk'ﬁo?‘?ﬂ%a{ﬁ?ﬂfdxgr?atﬁg?hé éﬁ%%ggnstr%%n‘}ugﬁn%ees(%%ﬁ M6 D10

file 801 has the uni que subs

st eps descri b&dthyeiopi arAPlhepk. oWﬁhaefelFm@mﬁﬁs Sansk le?pnm@sten 38 e ever

806 (the uni qtperda@mka dzuioﬁ 88@8&s@ﬁ&d$hetfﬁe hme ﬁﬁrha@mmrtb cﬁﬁcl\é@t@Fﬂe?ﬁPI
the el ectronig¢

ei Vv
i dentifier, S|n}n° rrtl0 ac‘feSS @ﬁémg?létﬁ?%% SJ ?5’0}}%”5”?1 11]t IW Yep PRghe op-
oper at i ons de@tﬁhpbﬁefaf thgurigiegtool modolet8hg cslteéﬁw tigaA BhebokBregregfopred. or med
%Ot he mnage;@%é&m%ﬁl&\éﬁéakﬁéotheﬁ% ﬁeﬁ&%?%dulet %U}?ecfegggdté’s'a[‘lﬂe ARRaahUS
recei ves e serv

702. Therefor ?@eﬁ%ﬁ%@% t%‘? FHECTIRIC dﬁ? i epsqg\gv\ﬁg?
2010/ 073443 Pﬁhmwmlﬁﬁﬂ%'m@m& ﬁlblﬁienlmfml y)f)the@pelmafﬂel\ﬁmd calB ReadFile
simlarly to g &H%Bta%@ 1ﬂleaé?)QteH§(ﬁ5thnf g;%gg:?ﬁfey'ﬁﬁé 19%?%@'%5%0911@%&)%&%@ the

decrypt the encrypted ectronic
el ectronic fi headsprortian B3 ofithselecropicdile Sl Waen dpjeeting that ﬂf“é@%‘i‘\?’é}c fifej s
not register eGOBBasahMﬁlﬁQudlwmh,emm’kﬂqmﬁnﬁheﬁﬁﬁqwIhoélaﬂuodlﬁlb80§§&ﬂ§t03ﬂe

to B8 describ ﬁ%n%%&n{ s%iw%{ ?%%F%%FF (lt) ﬁc mgll At Slg%lf th% 1ece vep Y[a(PQZhZJ f-lihe

foll ow ng des era I ons or med
steps D8 to D1€t9nt1mlth1thlswmtl@et!nparuqye b@@aﬂowﬁcw Qbﬁalmsrfeomme lmgement
"CGeneral i deasaf;eltm,g tRIncRPel paskherd @2l owi ng first describes the

general idea of . APl hogk 1 t ands. f or
Program I nterf ﬁg o eapihe hP%k%‘ @87’ E@%&Ei‘@ﬁ) e E%IQE%L 1?“(5’195“%%@%%
be utilized t ebteinghecanpynt picthe Elerisonid filaiSAL am theSnentoryi Trerwbgppiicorithtar

conbi nes toQﬁH@%‘lecﬁ@ﬁ@ % 5 ik stgledtafi'(%MedrHﬁQHé ﬁélngfﬁ%{]ﬁgarpyto@a@ew in
order to cause te a cul.ar (ﬁunctlon desired bi t he

gi ven appl i caf5& b‘ﬁ’? a%*f%m‘é‘e%\g’t HPEY I"’@Pl&‘ﬁ‘“%‘bﬁ 1> OB HHEJACTRY 1 25 SBA
file (for exaspp®lOWOrd(r)) on Wndows(r). The application generally

performs oper a?ﬁ ﬁ;@%ng%sﬁk's ﬁgDB’Poﬁ'ltg Qese \p@&ﬁh schematical ly

illustrates a e read operatlon for e gener al application.

In a st P10, Subsedysytly daaistsh I@Gﬂhe@mq@ﬁh@%n%@uﬂq (9 aksarreceives fijom the
Creat eFi | e APhan#@thefensr i330c lihb @Lewhjfg @nﬁisﬁ@n &&Dplohlbﬁloﬁmﬂbhﬁ‘aﬁbh QtoredQin

designet ot 5D | Bodlh B RRSLE. SRS bl By
930, the appl h@atomonfogmapousse@]umab@enqah@in&nmnou opvidiyehessentéreX ini the SthIEd
file. D2 (ie., step A4).

[0077] By referring to the received viewing permission and prohibition information, the
unique hook module 809 can permit and/or prohibit the receiver Y to perform/from
performing given operations (for example, edition, printing, clipboard manipulation
and the like) on the electronic file 501, exactly as intended by the sender X. Fig. 13 il-
lustrates in detail how to realize such a control. Fig. 13 is a flow diagram illustrating
the operations to limit the clipboard manipulation performed by the receiver on the



As is apparent fromthe above recitatigp, the devices and resources
are managed by the OS 902 and the application 901 always calls sone
APls to usWOBI4 R8I ons. I n ot her words, the applicat i RF/APGI09/005230
accesses the devices and resources by requesting the OS 902 to
perform operations through published APIs. [0072}1\(2) Alist of APIs
used by an appldctanic fte iprisaglentonis fesading eeethod relatiesedcha sbons entiodingt
the applicati (b@ﬂﬁl’lﬁ%%veﬁh@ﬁ he time of activation of the application

pr ogram (03] C nmenory the entities of . fhe AP| equi red
by e HOBTRIGT obe S5Ehed Abfenciniedts Bfrcid dphaReT YL Bethpieds BE Sovedtas
APl's on the n@gﬁﬂleyﬁlwmwumlcdlmilﬂyshd@hmbmﬁov aretriygaced péithah¢ omenations of
program In t%éu,éte@éhobp&oﬁa@%bybam&% d&ﬁﬁfapk?eémﬁawm in Fig. 10,

in such a manner I n response escr'; Ot i on ‘Cal |
CreateFile AP g 1%%§’eh§m‘?‘éeétth%rptﬂr by A thea " disE g FemESIn ordentp g
function at OpbiféiDAGBOardSnmiultaioh Wt faBrstage MRelapphieatn SOtiledlﬁnSétCMpOf

%8?2? l(:'?)l) € Hgf% M?ahXPﬂg %@t&ﬁlﬁc ﬁ?&l?ﬁ&f %Q\?re\;g‘ gl ':a¥teg E3rd ¥%H1§Se h?ok module
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Brief Description of Drawings

[0082] Ifig.1]Fig. 1 is a block diagram illustrating an exemplary configuration of a commu-
nication system relating to a first embodiment of the present invention.
[fig.2]Fig. 2 is a block diagram illustrating an exemplary internal structure of a sending
apparatus 110.
[fig.3]Fig. 3 is a block diagram illustrating an exemplary internal structure of a
management server 130.
[fig.4]Fig. 4 is a block diagram illustrating an exemplary internal structure of a
receiving apparatus 120.



particul ar application 807 calls an APkg to detect, for exanple, that
the receiver Y perforns a particular mani pul ation (a particul ar API
is call ed)Wé)ri-’@“@EFrHé the detection result to the managelfEHP2¥apeas0
130. Specifically speaking, the unique hook nodul e 809 can send to

t he managenent server 130 the identifier of the electronic file and
mani pul at i on ilfi§.6Hig@tSi sohenhatidaltyail lnstetas ftheaopgeativhperfrmerblrritpednat seoding as
vel | as the tigBargths Xi’ﬁi‘rﬁﬁlagaﬁelﬁﬁﬁﬁ R Q8 fdrSin Qﬁﬁtﬁ&ﬁ@ﬁﬂ)setﬂ:ﬁngsllﬂ%d as
a step D12. Th nana enent i rver stores the mani pul ati on

i nformation (AaATHUP Eiib‘ﬁt imeqt %gﬁeieéﬁ‘ﬁtwe'&ﬁqnh the identifier of
t he el ect roni ¢fig.6]Feg. Grschdnentidaliyeill asemte3 Seopefatinhsyesfonneal banhensanckying

can access th i

10 10" know wizrRAAEIE R Bt ind il AL B e BICIELABRE LRSS |
on the el ectréﬁ?@gﬂplﬂ@ firpteemhodmeant of fhaﬁleéﬁ@ﬁtﬂ‘/elé@lshom in a step D13.

I n this mannertigyire. S’%Blﬁhﬁ’ian&lﬁﬂﬂuénra&z@ %éd’p@xaﬁﬁlﬁﬁ ﬂ%ﬂﬁédﬂﬁwé&rtﬁ&%@dingy
t he receiver nder

time at whi Chag%aéatﬁsa%dech %?&gﬁ%‘lelg agd ﬁfsgrvghgﬁmt 91%13 nic file sen@hug me%hod
2010/ 073443 PCWI@P%O@WGGGM@O{IMO?MN pleeanbiowventionhe sender X can

Change the vi o SREMALALL e L D Bl o
t he nanagenenf‘e"élé‘%\fg‘?t{‘(lr%'ﬁfaf'ﬂg 55%?5’&?‘&‘?”69?%‘?‘%0{ e RIS EVEN TR any
time, as showffig.9Fz. 9tseI[mTI3114alIy[1DW]eAa¢“ﬂH Idachgpdlﬂlohlfpelfifmntedtby@rg&ﬂdnhapﬁt
described ear h&'ﬁm is only a correct receiver intended by a sender
who can receive an en an electronic file sent fromthe sender.
However, ther &8 gO]Eth, (153 sgheapacis viewaklugtiaging grerdearof dxpamig pk-nay pass

t he obt ai ned eﬂ@ﬂ]ﬁgmmsfalsblaemmcauemhﬂlndlanﬁgsmrideMwAPs ha@t i ntended by

the sender. gt?%g[%ﬂ:%g é 8 atfn)%v (? g ?&qu&‘iﬂaﬁ% t’ﬁ? éétlat&ong 881 e}i 1 b?‘e btegb D%y

appar at us doe roni arn

decryption. | isPEdef the ﬁ]é‘-‘tlf@éf‘eﬁﬂ? senglingopethed xelatiagsl thy secmnl emmmwrt@ﬁ the
reading the eﬂfél%éﬁ@hﬁf@ntﬁ:lneﬁfithﬁﬁfb&lsBh|AEPI§@ol$ hat the unique hook nodule

decrypts the C ni c nmeirior

storage regio ﬁéﬁ g%‘éragf %glélgﬁfthégﬁfamlﬁ t%f’ ﬂ%m%tfoélﬁilorlg)‘mti}‘efrgﬂpéoa‘g ma-
obt ai ned by thi@ulcaéo,lr pq:fqrmnd by a eyl viiegt angdecgronic |fide inrtheelewronisritiabdnying
readabl e for Mafeenol mexamg% tmeabid ehibBdmRAt Sithe ﬁtesetnhﬁvﬁhﬁﬁt ronic file
is stored on ?g g/ is not stored in a fixed storage region
such as a har gt&fEpce 1gg§ nore, the APls for file manipul ations
t hat nayoom$5| tp()(ycdlﬁaknlt:iiﬁm@mlﬁnt of the electronic file, such as
file export, §enH§1 ‘Sj |pboard mani puI ation are hooked on the
menory so that ese fanT purati ons can be permtted and/or limted
(prohi bited). Ilﬁpteﬁelglllmypal%th% second enbodi nent of the present
invention can pseMmemMsetbs eQBt ent of the electronic file from being
| eaked. In th ﬁ(é) ﬁl vi ng apparatus, the APl hook causes the unique
hook nodul e t o olft 8F"#het her the particul ar application calls APls
and notifies th&) commagecation ngevovler of the calls. In this manner, the
nmanagenent seryef 3§66 L&Eﬁrsgctf?ﬁ} a receiver, a nmanipul ation,
and a tinme in assom at| on Wt ch other. As a result by accessing
t he managenent 28&P3yRA205REA28 83(48R can easi | y and reli ably track the
mani pul ati ons Q#@Bzmmbmmuﬁicht&)mﬁeﬁm view ng, printing, clipboard
mani pul ati on, i formed by the receiver on the
electronic filé& If%l%l ]fgblﬁiggcc}ll gtlon of Drawi ngs [0082] fig.1 Wg. 1is
a bl ock di agr amQadatabaseat i ng an exenpl ary configuration of a

comruni cati on g@!@{;l@ml(@h@ateagp%@aﬁm{)l rst enbodi ment of the present

invention. [fi is a block diagramillustrating an exenplary
internal struc Q?Zéa{é%]adag%lﬁaf Ay apparatus 110. [fig.3]Fig. 3 is a

bl ock di agr am B9 wsquedtookgnadnletioekpiodnle) i nt ernal structure of a
managenent server 130.



[fig.4]Fig. 4 is a block diagramillustrating an exenplary internal
structure of a receiving apparatus 120. 18 WO

2010/ 073443PCT/ JP2009/ 005230 [fi g. 5] Fllg 5 schematically illustrates
t he operations perforned between a sendi ng apparatus and nmanagenent
and mail servers for an electronic file sending nethod relating to
the first enbodi ment of the present invention. [fig.6]Fig. 6
schematically illustrates the operations perforned between a

recei vi ng Glgparsat us and nmanagenent and mail servers for the

el ectronic file sending nethod relating to the first enbodi nent of
the present invention. [fig.7]Fie. 7 schematically illustrates the
oper at i onst -per A8 Fe@ch&rRbentite sdEing Mgtipparatbsiahedt he
nmanagement and segidlingebresseforon e meliactinenueihyl &n semelt g et hod
relating tetht%g_,Of iircs ﬁgb Qér{{e”ts OII .tnhe present. 1 nvention.

[fig.8]Fig 8 dChéfatical Ty 11T ust rda]teqsalpl?grgggf’ati ons included in an
el ectronic fil digendengrrethed seltdtd menddng sppandtesdiammorgf t he
present i nyeRt 1@Nnekbbkga ) H & a&Shermald %ﬁbk%ﬁpbé&uéié@ifoﬁqi@; fashe
read operation perforned a general lication, [fi .104F|f%. 10 is
a scherratiad"q/isé%dilpﬂu*é Fa ¥¥1 t‘t%%%ﬁ’éf%g 24yHant ctPi A =TS . ig.
11 i s a sdhensendivgeappétaistsati ng the i dea of APl hook.

[fig.12]Fig. 12_i.s:a:f) ow di Qi i t 0 j ;
perfornmed in t ghg%gléb%‘ct% 1%&8?&%?9@?%%??%?%f?%@gsfen %ngrzjnall
met hod relS&tn§ PP the 3erdHRP ARIFHARISY of the present invention,

with a focus omrelABivhagkat [fhg.skdverg.the3 £ii 8s8-&hoxy e ra8sword
illustrati t operations. to limt t.he. clipho i .at i.on

per f or med fgr%ma%gce?g‘g%{gna%are teu(r;gt'r gtﬁir%tf nglt??ﬁ{f%g !e|egtzgtlrrosr?i_c file
sendi ng menlgsaPEtefapaagvend i ind ddarrd cdvBodi nentt ofhe e piegsehe

i nventionpaBeferencend gns List [0083] 100 communi cation system 110

sending appar alys 130, ecel i N9 APRALALYS, 130, [Eagenet, Seyver

sending the second-encrypted password from the server to

the receiving apparatus.

2. The electronic file sending method as set forth in
Claim 1, wherein

sending the first-encrypted password to the server
from the sending apparatus includes using a first public
key to first-encrypt at the sending apparatus the password,

obtaining at the server the password includes using a
first secret key corresponding to the first public key to
first—-decrypt at the server the first-encrypted password,
and

sending the second-encrypted password from the server
to the receiving apparatus includes using a second public
key of the receiving apparatus to second-encrypt at the

server the password.

3. The electronic file sending method as set forth in
Claim 2, further comprising

receiving at the receiving apparatus the second-



140 mai|l server 150 communication network 220, 310, 410

control /process section 230, 330, 420 storage section 240, 320, 430
communi cati on section 250, 440 displ aggsecti on 330a dat abase 806

vi ewer (dedi cat ed application) 807 particular application 809 unique
hook nodul e(hook nmodule) 19 Cains 1. An electronic file sending
met hod conprising: sending an electronic nmail including an encrypted
electronic file froma sendi ng appar at us; . first-encrypting at
t he sendi MPIpFSst FSSEVRRsWOPE EhRatSS Y dfac &§dagy at sedeld ygRCHa e

encrypt ed e ecidgraispohidiagand seddsabridioublist kepceyptecomassword to
a server f e .sendi ppar at us: recei vl at recei ving
appar at us ##é?iﬁgugﬁﬁogﬁggﬁgi HEEXRt?q(ﬁﬁﬁﬁ“?rgeﬁBgngggﬁp%ﬁéﬁ%ﬂﬁng at
recei vi ng e tiecedariver apheratusttien@agstweddpasswor d from t he sending
apparatus, first-decrypting the first-encrypted password, and thus

obt ai ning fﬁ tI%%e§%&g%%rgggcp?ffgwgéﬁdf%%dmethod as set forth in

Claim 3, further comprising:

storing, in association with each other, at the server
{1) file identifying information identifying the encrypted
electronic file and (ii) receiver identifying information
identifying a correct receiver of the encrypted electronic
file; |

sending a data sequence to the receiver identified by
the receiver identifying information;

receiving from the receiving apparatus at the server
(I} an encrypted data sequence that is generated by using
the second secret key corresponding to the second public
key of the receiving apparatus and (II) the second public
key of the receiving apparatus; and

when the data sequence sent to the receiver matches a
data sequence that is obtained by decrypting the encrypted
data sequence by using the second public key of the
receiving apparatus, storing at the server the second
public key of the receiving apparatus in association with
the receiver identifying information.

5. The electronic file sending method as set forth in
Claim 1, wherein

the password is the first secret key,

sending the first-encrypted password tc the server from
the sending apparatus includes using a second secret key
had in advance in the sending apparatus to first-encrypt at
the sending apparatus the first secret key,

obtaining at the server the password includes using the
second secret key had in advance in the server to first-
decrypt at the server the first-encrypted first secret key,



second-encrypting at the server the password and sending the
second-encrypted password fromthe server to the receiving apparatus.
2. The electronic file sending net hodtzrits set forthin Caiml,

e

wherein sending the first-encryptéd password to the server from
t he sendi ng apparatus includes using a first public key to
first-encrypt at the sendi ng apparatus the password, obt ai ni ng

at the server the password includes using a first secret key
correspondi ng gsemdimg fihestepabiitendugypitedl foasstoddc fypn glhe tdmrwear ver

the fi rst-@@ctr%otx%@erg@siﬁ@%g%@%s inc1SRRA RE sk eaS{?HPJF%'eS u%‘cf’t ed

password fromthe server "to e recelving apparatus 1nc ng a

second pubf¥¥ hes) igr afRanFecen vy Hdiands aPBagabBhdt @ ntssptdat t he
server thesmpasgwad. thd. sdheeel €ed ridst: fsidegcserdiypgan@t hod as set

forth in dai rgu%,thfe%r Egﬁérggﬂgri sing receiving at the receiving
appar atus the "'second- encr?/pt ed password fromthe server, using a

second secret ké&gcedvivgpahdiir recaivdngeepndrptbbi th&keseqund-

second- decindtyiee geegndseassy piard MmasswWakd sandet hugs Ot aivd RGidly
assword. 4. The electronic Tile sending

the receivin e%p ar afjua t he )

method as ST TorEN MAIGHA] AT UrThdrie GREFLETAG: SPPATatUS] ¢ ng. i n
associ at i geosnchrdeachpot bee , satordherseyperd( £} rét| secdentidy iang

i nformati g dsdeptifyiAg éf'etl?é‘cfé’&ti‘?ﬂn%:c apbEeBt s fihe ek {ddd

receiver identifying information i1dentifyrng a correct receiver of
the encrypted electronic file; sendi ng a data sequence to the
recei ver i&dent Theedlbyttbeic eficie/afeniddent nkyhoag &6fostretdry in one
recei ving fd& e %Hg pecgiyi at s hge server (lI) an encrypted
dat a sequeonce £Rat s gen'e?%f eg %y s ﬁgtsg‘ "second secret key
correspondi ng £8CEREIB@cHRCIRIBIGIYRefron the reeelviny appsaeivds and
(1) the segordcpubbicrkey terdthieriegeinrbgmappen aldsitiadng the When
the data see%uenggdsg tCE](:)Othce £:8¢el \(lglr gatchgs.a at.a equence t hat
i s obtai néd By deCryptTng the e qrf}p &d dat 8-804t n%fetalf d$iSTg Ve fd
second pulPiPerkéysofnd hel yecsiad ngeappiyangsinseondnigpratidemg idgiugr
the second puBki grkeye OfeddisriRE@InHaREtARPARALUS 1N association with
the receiver ideptifyi i nformation.
gegerm n{ﬁ% £¥ the server whether the user of the

receiving apparatus is the correct receiver of the

encrypted electrcnic file based on (I) the file identifying

information identifying the encrypted electronic file, (II)

the receiver identifying information that is for

identifying the correct receiver of the encrypted

electronic file and that is associated with the file

identifying information, (III} the recelived file

identifying information, and (IV) the user identifying

information, wherein

the server sends to the receiving apparatus the
second-encrypted password only when determining that the

user of the receiving apparatus is the correct receiver.

7. The electronic file sending method as set forth in one
of Claims 1 to 6, further comprising:

when the receiving apparatus opens the encrypted
electronic file included in the electronic mail, sending



5. The electronic file sending method as set forth in daiml,
wherein the password is the first secret key, sendi ng the
first-encrypted password to the serversfromthe sendi ng apparat us

i ncl udes using a second secret key had in advance in the sending
apparatus to first-encrypt at the sending apparatus the first secret
key, obtai ning at the server the password includes using the
second secret key had in advance in the server to first-decrypt at
the serverfiHe §i% SeEHEiPEt BEPRIAEES s rtdre Reyver2e requesendigisl he
second- encf@qﬁégium@ssm@rgaggmarahe server to the receiving apparatus

i ncl udes usi ng t secr had. i n .advance in_the_receivin
apparatus to se%ong rggt g%é? f%%ejs‘élr%raptpﬁg Pf’s?rgﬂc}-’é‘? %ﬁ/‘fe%nd
further coip issiaegd- encryptedePW$$Ep¥ﬂrtSﬂ@Omécébvrmgtap@at@&us t he

second- encgéa@rﬂieﬁlc&%tgacbsgsd@ydfargiﬂttmu% SBE¥%ehinyShfockde third
secret key had i.n advance In the receiving apparatus to

second- dedrSfst-VERE §B€858tBﬁCF§%t¥RF?W9§9: 88¢ret key and thus
obtai ning at tkiecrgpeiugngt apparedasi tivg papswatds the dierglirel ronic

file sendidgARLhad 23188000 0hlihd HNGAsyELA] Mnd L0n S, further
erv

conpri si ng: recei vi hg Prom the Frecelving appar at us
(i) received fﬁﬁédFHQthFyF%@°¢¢ﬂ%RQﬁMH§9¢ PAERYPFYi AEOM Hehe riayisred

el ectroni ad ithe trhaélvsn@eﬁﬁpélﬂﬁtﬁ itshenr e@epmgg ﬁ@p@ﬁ@tﬂ&@ﬂoﬁ i)

user identj ng Lnf n_J dent.i.f er o e receiVving
appar at us; ff)%' redh ﬁ ter% nil ngtahe%/he sgl‘rv Foﬂh%?%ejfe?%vﬁfsger of
t he recelwpﬁgraﬁparatus is the correct receiver of the encrypted
el ectronic file based on (1) the file identifying information

identifying the, enc ted electronic file, ), the receiver |,
denti {91 09 | nEBFRLPERETRAT FhiT GEncian MPTIRG TReSor et fdcei ver
of the en€ippmed, eFectheni coriptisiangd that is associated with the file

i dentifying k@EQE?@%ﬁOQE &ﬂélgeﬁ%hﬂll b¥§gug'£ﬁ% égggdgﬁglﬁiat is

i nformation, an user 8 I nfornmati on ere
the servePS58838TY ot %??Eﬁﬁﬁ\ﬁqﬁy%%ﬁﬁﬁPéﬁ se%ﬁ%t§%ﬁiﬁuﬁ¥ﬁﬁ0riﬁ@ed
password pabywmhenbdﬁm@rﬁnpuﬁupdIhy:athenuser ahdt he receiving

apparatus | SubDfo LI OR! (ARAINE Sopalac lUCLRL SELLAN S 1 &:30di NO

met hod as set in one o er - comprising:
when the ﬁéééV?Fnﬁh%p%%ﬁ%ﬁﬁﬁﬁ¥§péﬁ§ethe encrypted electronic file
included in the electronic mail, sending

9. The electronic file sending method as set forth in
Claim 1, further comprising
generating at the sending apparatus the password that is
necessary to decrypt the encrypted electronic file, and
using at the sending apparatus the password to first-
encrypt the electronic file.

10. A server for transferring a password that 1s necessary
to decrypt an encrypted electronic file from a sending
apparatus to a receiving apparatus, the sending apparatus .
sending an electronic mail including the encrypted
electronic file, the receiving apparatus receiving the
electronic mail, the server comprising:

a receiving section that receives from the sending

apparatus the password in a first-encrypted state;



22 fromthe receiving apparatus to the server a request signal
requesting the password; receiving at the receiving apparatus
fromthe server the second-encrypted password, second-decrypting the
second- encrypted password and thus obtaining at the receiving
apparatus the password; and decrypting at the receiving
apparatus the encrypted electronic file, by using the password,
wherei n sendi ng the second-encrypted password fromthe server
to the receivi iy PaRIing Sscthonekpdhsdeayntite thecppepuardf in hehe

request signedt-aindheteer vehthr 00 bbealieCdis/ iddGsaprarakyg. 8. The

el ectronic file sending nethod ag set_forth in Cl%ink%, furt her

conpri si ng F SCal ViNg SEECERE ERARI F AR AR IS tehE iFaRe iRV 4 hat

i s necessand txerdbiamgy et kocerpt 9Pt passfent rtonitbef rkeeivhegpasswor d
bei ng i npwdsd-43,a sender, and usi ng at the sendi ng apparat us
the password to first-encrypt the electronic file. 9. The electronic
file sending nethod as set forth in daim1l, further conprising
generati ngllat ttheseneiidigngppppatas usortdiel gdaggword that is necessary to

decrypt the encryptied 21 Lopj i i e.sendi ng
apparat us the %ﬁ%@%gr5%%§9%ér§%§%%%#§gFﬁ?%§?e egﬁrgg?§£¥%$%f mﬁé# A
server foriGaKEMgr fPn§ar pasedor tetianiics fideessafly to decrypt an

encrypted el ectar paisewbirthiesér@mm@ sendidig t2pRakahds £ & $&6RIVING

apparatus,__th nding apparat us_sendi ng an el ectronic mail including
the encrypte: %é§§hgb8%i%QfP?%ES?$ﬁ¥[%%égV¥H§%agﬁﬁrﬁ?ﬁ§y?%% i ving the
el ect roni ciegiticontike fdevethegppsdwimybeing ia mefiivtneneegitcah t hat
recei ves fgmet hgheendhng apparatus the password in a first-encrypted

state; 23 . .
the password in the first-encrypted state sent to the

sexrver is decrypted by the server so that the password is
stored on the server, and

the password stored on the server is second-encrypted
by the server and sent to a receiving apparatus.

12. A receiving apparatus for receiving an electronic mail
including an encrypted electronic file from a sending
apparatus, comprising:

a mail receiving section that receives the electronic
mail; and

a password receiving section that receives a password
that is necessary to decrypt the encrypted electronic file,
from a server that stores the password, the received
password being in a second-encrypted state, wherein

the password stored on the server is obtained by the
server decrypting a first-encrypted password generated by
the sending apparatus.

13. A receiving apparatus for receiving an electronic mail
including an encrypted electronic file from a sending
apparatus, the receiving apparatus generating an electronic
file by decrypting the encrypted electronic file, the



a decrypting section that decrypts the password in the
first-encrypted state to obtain the password; and a sendi ng
section that second-encrypts the passwgrd and sendi ng the encrypted
password to the receiving apparatus. 11. A sending apparat us

conpri si ng: a mail sending section that sends an el ectronic mai
i ncluding an encrypted electronic file; and a password sendi ng
section that sends to a server a password that is necessary to
decrypt t hES@RICT It ePRalragusoRPEPF{$ENgt he password being in a

first-encrypted: sizatie.reterkehy sectionh henfaseRAGekNthBeelectronic
first- enc bge state sent to the server is decrypted by the server

so that t ssword is stored on the server, and t he password
stored on the §emW@EWDsdseeOﬁdvemgrwgntabdnthamerseeieesaﬁdmsent to a

recel Vi Ng APRAIANISasekBraAheE LY L ARPANALIS (baL, LEcEhYi NG an

el ectronic mail |nc udi ng an encrypted el ectronic om a sendi ng
appar at us, SRORHGeS fgectronicathd#] receiving section that receives
t he eIectronlcammdrmlaBdon andapfmh&bmﬂibﬂ(ﬂﬂﬁbtmaglsﬁcieééhi

receives %ﬁﬁ h C r Q ry e_encr ed
eIectrom?3 %%p5$8%1ggg%?3§§ fﬁaﬁiﬁ%ofgg%%heggﬁggmor %ﬁ% recei ved
password BRI HiE igns dpEaEmeRtey i atdmng aWh@peFﬁtlon "thale jmsswor d

stored on ;tetmls;ere\dercol 5eopéaf@ﬁﬁbcbyoﬁ ha-cramieeqdessy Pbé gy a

first- enc&xp 2! gf %H gerated by..t.he sendi ng apparatus. 13. A
recei vi ng Fap] 6?5' Opo Fet ?%ﬁ?ﬁf%ﬁ1§ﬁ%§ttronlc mai | including an
encrypt ed el ectar dgiceypiiingf sontbors diidihgleappatat tbe ¢her ymosl vi ng

appar at us JenRehahiBdrale eheChe AN G f ide BYdGELYPLY n&t&ﬂ@ e ypt ed
electronic file, the_, 24 receiving apparatus conprisi

ng:
rece|V|ng'%kﬁﬁ?§8ﬁth£%%?eﬁ%l%eE?WHﬂ¥ YeStPEAPE RaEPLon/ ind

a performing section that performs an operation on the
electronic file stored in the temporary sterage region, by
referring to the permission and prohibition information,
wherein an operation of an API module called by a
particular application related to the electronic file is
replaced with an operation of a unigque hook module based on
API hook, and the unique hook module performs an operation
based on the permission and prohibition information.

14. The receiving apparatus as set forth in Claim 13,
wherein

when the particular application calls the API module
for reading the encrypted electronic file, the decrypting
section calls the unique hook medule based on API hook, and

in the temporary storage region, the unigque hook
module decrypts the encrypted electronic file to store the
electronic file and returns a content of the electronic
file to the particular application.

15. The receiwving apparatus as set forth in Claim 14,
wherein

the unique hook module returns the content of the



a password receiving section that receives froma server a password
that is necessary to decrypt the encrypted electronic file; a
perm ssion and prohibition informatiorsreceiving section that
receives fromthe server perm ssion and prohibition information

i ndicating an operation that is permtted to be perforned or

prohi bited from being performed on the electronic file; a
decrypting_section, t&allEL decr?y_ ts the, encr%pt ed electronic file by
means of tRECPASENST &6 Lol B8t PR B et DARPIFCRE PR ARt Bfporary

st orage r eiggrpyrand storagearpegl by miitheectigene rthhdhgpehéotcostatt of
operation t roni:e file.s i ary storage

regi on, byﬂ%efétﬁcﬁ!r%%:lg Fﬁgep%{in‘?s%%%gaén%%%b%h%%%%h i nformati on,
wherein an operation of an APl nodul e called by a particul ar

appl i cati oné r eldieedcceivhagehpsironis 44 |d Forepl agedinihhian
operation vﬂ{erae.uni gue hook nodul e based on APl hook, and the uni que
hook nodul e perJTnorm; an operation based on the perm ssion and

prohi bi tion i nfidrempeirdnrning. sqgiel orecw Misnghgppaigtieshask seedflarth in
G ai m 13, whateidh apr ho¥Rephihermardd.qulan aPRbbsatheposald s the AP
nmodul e for_reading the encrypted electronic file, the decrypting
section caﬁqtswtaﬁ(?%uni que hook mpdul e based on APl hook, and in
the tenporary storage region, the unique hook nodul e decrypts the
encrypt ed ec ni I o) el.ect i L returns a
cont ent ofleﬂt'het?re%elcrtgfg%!vgn%i ?@%aettﬁg;%psarst%?cgﬁgkﬁa%%l ﬁ:‘g{t}?oln& 15.

The recei VifFedpparatus as set forth in C aim14, wherein the unique
hook m)fjul e r etwliens thBepapbi@nladfagdle ca23oal eglionde Apt _antﬁ:ﬁ.lltehe
particul ar [ : te rar.y .starage, region,. w.thout

gener at | ngfot%ﬁghqggt%%?lo]? %Qagt ot Bbd el Y1 RhS PR St &5

regi on. 1®roifbitéesi nhgrapparnt theagndauef bpek ned@airatddnswaer ei n
the perforadingreeebi @ReCg4tsi dulig URIpHIe Be9knodul e based on APl hook
when the particular application is activated. 17. The receivVving
apparatus as set forth in Caim16, wherein when the particul ar
applicati df.calhe aacaPyimpdhappefadusamsopetafoonhthatCliasinprighi bit ed
by the permseiqn and prohibition information, the unique hook nodul e
returns a failufe to the particular application, 18. The receiving
appar at us as s8PEPolPf PHTE AT GPRMIERELAN calls a given API

module for an operation that is permitted by the permission
and prohibition information, the unique hock meodule
forwards the call to the given API module and returns to
the particular application a result of an operation of the
given API module.

13. The receiving apparatus as set forth in one of Claims
13 to 18, further comprising

a sending section that sends to the server
manipulation information indicating a manipulation
performed by the performing section on the electronic file
stored in the temporary storage region.

20. The receiving apparatus as set forth in Claim 19,

wherein

the manipulation information sent from the sending



when the particular application calls a given APl nodule for an
operation that is permtted by the perm ssion and prohibition
information, the unique hook nodul e feggwards the call to the given
APl nodul e and returns to the particular application a result of an
operation of the given API nodule. 19. The receiving apparatus as
set forth in one of Cains 13 to 18, further conprising a
sendi ng section that sends to the server mani pul ation information

i ndi cat i ngsectim pul attogrdpenf bheresk e t,harnger f or mi ng section on the

el ectronic fil ard Qedihg gggaimgrpgyalslwe@g%or $9bQNLne 20. The

receiving apparatus as .sét forth in Cajm19, wherein the
mani pul at "6 i oR Egﬂ?t$?QwﬁE?ﬁ?%éﬁHFhﬁ S$EVSEction is stored
on the server, and t he sending apparatus is allowed to viewthe

mani pul ation i r .00 SL O serye .2 Ih eceivin
appar at us %s' sg{h%f %r% tkkﬁ??ﬁﬁgngéﬁg?lp%&a%]ﬁass %f\{:t %oEg% %\/%1[6?%% n&F C1d g‘hse
per i ssi ontAF® FPohWBRERSA i nformation is stored on the server, and

t he permi ssion tardppkalEbiéh Cdhd N WHIiItARNSE AFEEmePion tHe SRS 1S
deternineqnpx'the sendin%%gpparatus. 22. The receiving apparatus as
set forth 1h &ﬁeSSFVEfai 13 to 21, wherein t he perm ssion and
prohi bi ti on i nfrdenaervissberi andPmaddtiidd onedaifvesatiom stheraskoner

the perpi &Sieo%e%%rpﬁgh&@g%%ﬁhéd‘fﬂf hr@ltei QB WRRY LPsaenciypt ed

electronic file is read, the perform ng section perforns an

operation on the electronic file stored in the tenporary storage
regi on, byar.ef &hei ngcedvime g@ransisorsasdtprohthi in otne rffOoMIBLMEN.

23. An el gatrenbg fjl.e-sending method conprising: receivi ng .at
a receiving apparatus an el ectronic mail including an encrypted
el ectronic fil énPrBRFBLIEEIRA mprchpyohddsion information receiving

section receives from the server the permission and
prohibition information when the encrypted electronic file
is read, and

the performing section pexrforms an operation on the
electronic file stored in the temporary storage region, by
referring to the permission and prohibition information.

23. An electronic file sending method comprising:

receiving at a receiving apparatus an electronic mail
including an encrypted electronic file from a sending
apparatus;

receiving at the receiving apparatus from a server a
password that is necessary to decrypt the encrypted
electronic file;

receiving at the receiving apparatus from the server
permission and prohibition information indicating an
operation that is permitted to be performed on ox
prohibited from being performed on the electronic file;

decrypting by the receiving apparatus the encrypted
electronic file, using the password, to store the
electronic file in a temporary storage region; and

performing by the receiving apparatus an operation on



receiving at the receiving apparatus froma server a password that is
necessary to decrypt the encrypted electronic file; receiving at
the receiving apparatus fromthe server; perm ssion and prohibition
information indicating an operation that is permtted to be perforned
on or prohibited frombeing perforned on the electronic file;
decrypting by the receiving apparatus the encrypted electronic file,
using the password, to store the electronic file in a tenporary
storage regidrleaidPeéct dLAPngtoyed hbt rdeitiwg ragyashetagantegion,
oper at | OB N reXerdtiegelect hanprhibei i carrﬁ.-d ﬂr@ﬁf&h_@tﬁeﬁpgﬁfﬁémﬁﬁr@ge
region, by referring to the perm ssi an rohibiti.on information,
wherei n aﬁﬂ%%%?a fﬁhcg%rgﬁlzﬁ|°ﬁbaa| Cgﬁ@g eb§a§h83r$¥cﬂ|ar

appl i cat i areridicaled eorilheatient rolded itce the eépthcedioi fhlanis

oper ati on fp1adddi guenhaakopedt eobased o iRk Resk, nald1d Nes i @ie
hook nDdU|e]PE%; rns gn ggeratlon based on _t'he gern155|on and .
prohibiti(ﬁF' Sﬁﬁaﬁp nkt unique hook module performs an operation

based on the permission and prohibition information.



