
1 WO 2010/073443PCT/JP2009/005230 Description Title of Invention:
ELECTRONIC FILE SENDING METHOD Technical Field [0001]The present
invention generally relates to an electronic file sending method.
More particularly, the present invention relates to a method of
sending an encrypted electronic file. This patent application claims
priority from Japanese Patent Application No. 2008-332456 filed on
December 26, 2008, the contents of which are incorporated herein by
reference. Background Art [0002]To send an electronic file via a
communication network such as the Internet, the electronic file is
generally attached to an electronic mail. This electronic file
sending method has the following drawback. All of the data
constituting the electronic mail remains in, for example, servers
that relay the electronic mail and is easily accessed by a third
person. [0003]To avoid this problem, it is known in the art to
encrypt the electronic file to be attached to the electronic mail
(see Patent Document 1). According to the technique disclosed in
Patent Document 1, a third person will have difficulties in accessing
the content of the encrypted electronic file. [Patent Document 1]
Japanese Patent Application Publication No. 2007-306261 [Patent
Document 2] Japanese Patent Application Publication No. 2005-141746
Disclosure of Invention Technical Problem [0004]When the electronic
file is encrypted to overcome the above-described drawback, the 



sender of the electronic mail needs to inform the receiver of the
electronic mail of a password necessary to decrypt the encrypted
electronic file. According to the technique disclosed in Patent
Document 1, while the electronic mail having an encrypted electronic
file attached thereto is sent from a personal computer, the password
necessary to decrypt the encrypted electronic file is sent from a
mobile phone. Here, since the password is sent to a mobile phone
network as it is, the password may possibly be accessed by a third
person. Thus, the technique disclosed in Patent Document 1 cannot
securely communicate the password to the receiver. [0005]When the
above-mentioned electronic file sending method is continuously
employed, in particular, over a long time period, both the sender and
the receiver are required to manage the password. [0006]The password
tends to be vulnerable to dictionary attach(for example, in the case
of a short character/number string or a meaningful character string),
since the password is  2 WO 2010/073443PCT/JP2009/005230 typically
chosen by a human being. This tendency becomes particularly strong
due to the above-mentioned necessity of the password management by
both the sender and the receiver. [0007]In light of the above, it is
an object of an aspect of the innovations herein to provide an
electronic file sending method for securely and easily sending an
electronic file to a receiver. Solution to Problem [0008]An
electronic file sending method relating to an embodiment of the
present invention includes: sending an electronic mail including an
encrypted electronic file from a sending apparatus; encrypting at the
sending apparatus a password that is necessary to decrypt the
encrypted electronic file and sending the encrypted password to a
server from the sending apparatus; receiving at a receiving apparatus
the electronic mail sent from the sending apparatus; receiving at the
server the encrypted password from the sending apparatus, decrypting
the encrypted password, and thus obtaining at the server the
password; and encrypting at the server the password and sending the
encrypted password from the server to the receiving apparatus.
[0009]An electronic file sending method relating to another
embodiment of the present 



invention includes: receiving at a receiving apparatus an electronic
mail including an encrypted electronic file from a sending apparatus;
receiving at the receiving apparatus from a server a password that is
necessary to decrypt the encrypted electronic file; receiving at the
receiving apparatus from the server permission and prohibition
information indicating an operation that is permitted to be performed
on or prohibited from being performed on the electronic file;
decrypting by the receiving apparatus the encrypted electronic file,
using the password, to store the electronic file in a temporary
storage region; and performing by the receiving apparatus an
operation on the electronic file stored in the temporary storage
region, by referring to the permission and prohibition information.
Best Mode for Carrying out the Invention [0010]The following
describes in detail the present invention with reference to the
attached drawings. Each constituent of the present invention is
designated with the same reference numeral when appealing in more
than one drawing. [0011](First Embodiment)  Fig. 1 is a block diagram
illustrating an exemplary configuration of a communication system
relating to a first embodiment of the present invention. As shown in
Fig. 1, a communication system 100 mainly includes a sending
apparatus 110, a receiving apparatus 120, a management server 130,
and a mail server 140. These apparatuses and servers are configured
connectable to a communication network 150 including the  3 WO
2010/073443PCT/JP2009/005230 Internet. The communication network 150
may include fixed and mobile communication networks. [0012]The
sending apparatus 110 may be, for example, a personal computer, a
mobile phone, a personal digital assistant (PDA) or the like. The
sending apparatus 110 sends an electronic mail having an encrypted
electronic file attached thereto to the receiving apparatus 120 via
the communication network 150. [0013]Similarly, the receiving
apparatus 120 may be, for example, a personal computer, a mobile
phone, a PDA or the like. The receiving apparatus 120 receives via
the commu- nication network 150 the electronic mail sent from the
sending apparatus 110. [0014]The mail server 140 receives via the
communication network 150 the electronic mail 



sent from the sending apparatus 110, and sends the received
electronic mail to the receiving apparatus 120 via the communication
network 150. [0015]The management server 130 transfers a password
necessary to deciypt the electronic file encrypted by the sending
apparatus 110 from the sending apparatus 110 to the receiving
apparatus 120 via the communication network 150. [0016]<The internal
structures of the sending and receiving apparatuses and the
management server> The internal structure of the sending apparatus
110"  Fig. 2 is a block diagram illustrating an exemplary internal
structure of the sending apparatus 110.  The sending apparatus 110
mainly includes a control/process section 220, a storage section 230,
a communication section 240, and a display section 250. [0017]The
storage section 230 stores a variety of information including
application programs used to provide the electronic file sending
method relating to the first embodiment of the present invention, a
public key of the management server 130 (or the receiving apparatus
120), and an electronic file to be sent to the receiving apparatus
120. [0018]The communication section 240 sends an electronic mail to
the receiving apparatus 120, sends a password to the management
server 130 or the like, under the control of the control/process
section 220. [0019]The display section 250 displays the result of the
operations performed by the control/process section 220 to the user
of the sending apparatus 110 (the sender), under the control of the
control/process section 220 [0020]The control/process section 220
controls the storage section 230, the communication section 240, and
the display section 250 to realize operations necessary to provide
the electronic file sending method relating to the first embodiment
of the present invention. Specifically speaking, the control/process
section 220 executes the application programs stored on the storage
section 230 to control the storage section 230, 



4 WO 2010/073443PCT/JP2009/005230 the communication section 240 and
the display section 250, thereby realizing the operations necessary
to provide the electronic tile sending method relating to the first
em- bodiment of the present invention, which include, for example,
encrypting the electronic file, sending the electronic mail having
the encrypted electronic file attached thereto, and sending a
password necessary to decrypt the encrypted electronic file.
[0021]"The internal structure of the management server 130"   Fig. 3
is a block diagram illustrating an exemplary internal structure of
the management server 130.   The management server 130 mainly
includes a control/process section 310, a communication section 320,
and a storage section 330. [0022]The storage section 330 stores a
variety of information including application programs used to provide
the electronic file sending method relating to the first embodiment
of the present invention, the password received from the sending
apparatus  110, and an identifier that can uniquely identify the
electronic file sent from the sending apparatus 110 to the receiving
apparatus 120. [0023]The communication section 320 is controlled by
the control/process section 310 to communicate with the sending
apparatus 110 (receiving the password or the like from the sending
apparatus 110) and communicate with the receiving apparatus 120
(sending the electronic mail to the receiving apparatus 120,
receiving a public key from the receiving apparatus 120, and sending
the password to the receiving apparatus 120). [0024]The
control/process section 310 controls the communication section 320
and the storage section 330 to realize operations necessary to
provide the electronic file sending method relating to the first
embodiment of the present invention. Specifically speaking, the
control/process section 310 executes the application programs stored
on the storage section 330 to control the storage section 330 and the
communication section 320, thereby realizing operations necessary to
provide the electronic file sending method relating to the first
embodiment of the present invention, which include, for example,
receiving the password or the like from the sending apparatus 110 and
sending the password to the receiving apparatus 120). 



[0025]"The internal structure of the receiving apparatus 120"  Fig. 4
is a block diagram illustrating an exemplary internal structure of
the receiving apparatus 120.  The receiving apparatus 120 mainly
includes a control/process section 410, a storage section 420, a
communication section 430, and a display section 440. [0026]The
storage section 420 stores a variety of information including
application    programs used to provide the electronic file sending
method relating to the first embodiment of the present invention and
a secret key of the receiving apparatus 120. [0027]The communication
section 430 is controlled by the control/process section 410 to  5 WO
2010/073443PCT/JP2009/005230 receive the electronic mail from the
sending apparatus 110, receive the electronic mail from the
management server 130, receive the password from the management
server 130, and the like. [0028]The display section 440 displays the
result of the operations performed by the control/process section 410
to the user of the receiving apparatus 120 (the receiver) under the
control of the control/process section 410. [0029]The control/process
section 410 controls the storage section 420, the communication
section 430 and the display section 440 to realize the operations
necessary to provide the electronic file sending method relating to
the first embodiment of the present invention. Specifically speaking,
the control/process section 410 executes the application programs
stored on the storage section 420 to control the storage section 420,
the communication section 430 and the display section 440, thereby
realizing the operations necessary to provide the electronic file
sending method relating to the first embodiment of the present
invention, which include, for example, receiving the electronic mail
from the sending apparatus 110, sending a public key to the
management server 130, and receiving the password from the management
server 130. [0030]<The flow of the electronic file sending method>
The following generally describes the operations included in the
electronic file sending method performed by the communication system
relating to the first embodiment. [0031]"The operations performed
between the sending apparatus 110 and the management 



and mail servers 130 and 140"  Fig. 5 schematically illustrates the
operations performed between the sending apparatus 110 and the
management and mail servers 130 and 140 for the electronic file
sending method relating to the first embodiment of the present
invention. [0032]In a step Al, a dedicated application is installed
in advance in the sending apparatus 110.   In a step A2, a sender X,
who is the user of the sending apparatus 110 uses an application such
as Office(r) to create an electronic file to be sent to a receiver Y,
who is the user of the receiving apparatus 120. Fig. 5 shows a
Word(r) file 501 as an example of the created electronic file.
[0033]In a step A3, the sender X designates the electronic file 501
as an electronic file for which secure sending is desired, on the
dedicated application. Specifically speaking, the display section 250
of the sending apparatus 110 displays a window 502 by means of the
dedicated application. While the window 502 is being displayed, the
sender X drags the electronic file 501 to a field 503 within the
window 502 in order to designate the electronic file 501 as a
to-be-sent file. [0034]In a step A4, the sender X designates, on the
dedicated application, the electronic  6 WO
2010/073443PCT/JP2009/005230  mail address of a receiver who is
permitted to open the file (here, the receiver Y). Specifically
speaking, the sender X inputs the electronic mail address of the
receiver Y into a "intended destination" field 504. Furthermore, the
sender X designates, on the dedicated application, manipulations
which the receiver Y is permitted to perform or prohibited from
performing on the electronic file 501. Specifically speaking, for
example, the sender X does not check a "viewing restriction" field
505 when permitting the receiver Y to perform all of the
manipulations on the electronic file 501. On the other hand, the
sender X checks the "viewing restriction" field 505 when the sender X
desires to put some restriction on the manipulations of the
electronic file 501. If the sender X desires to limit the number of
times the electronic file 501 can be viewed, the sender X checks a
"viewing count" field 506 and inputs into a field 507 the number of
times the electronic file 501 can be viewed. If the sender X desires
to prohibit the electronic file 501 from being printed, the sender X
checks a "printing" field 508. Similarly, if the sender X desires to
prohibit a clipboard manipulation on the electronic file 501, the
sender X checks a "clipboard manipulation" field 509. The information
input by the sender X in the above manner is stored as "viewing
permission and prohibition information". This viewing permission and
prohibition information is used in order to allow the sender X to
control (permit and/or prohibit) the operations (manipulations) that
may be performed by the receiver Y on the electronic file 501. The
specific techniques to realize this control function will be
described later in connection with a second embodiment. 



[0035]In a step A5, the sender X inputs a password necessary to
decrypt the electronic file 501 (hereinafter, referred to as the
"decryption password") into a "confirmation password" field 510.
Alternatively, the dedicated application may be capable of randomly
generating a password and using the generated password as the
decryption password, without requiring the sender X to input the
decryption password. In this manner, the decryption password can be a
common key having the maximum length in the cryptosystem used.
[0036]In a step A6, the dedicated application uses the decryption
password input or generated in the step AS to encrypt the electronic
file 501 designated as the to-be-sent file. Furthermore, the
dedicated application can compress the electronic file 501. In
addition, the dedicated application generates a file identifier that
can uniquely identify an encrypted (and compressed) electronic file
511.  Furthermore, the dedicated application encrypts the decryption
password using the public key of the management server 130. In place
of the public key of the management server 130, the dedicated
application may use the public key of the receiving apparatus 120.  7
WO 2010/073443PCT/JP2009/005230 After this, the dedicated application
sends, to the management server 130, the electronic mail address of
the receiver Y, the viewing permission and prohibition information,
the file identifier, and the encrypted decryption password. [0037]In
a step A6, the information sent from the sending apparatus 110 to the
management  server 130 is received by the management server 130 via
the communication network 150. Furthermore, the enciypted decryption
password is decrypted by using the secret key of the management
server 130 (the secret key that is associated with the public key
used by the sending apparatus 110). As a result, the decryption
password can be obtained. [0038]In a subsequent step A7, the
electronic mail address of the receiver Y, the file identifier, the
viewing permission and prohibition information, and the decryption
password are stored in association with each other in a database
330a, which forms a part of the storage section 330. Specifically
speaking, the file identifier is used as a key, and the electronic
mail address of the receiver Y (the intended destination address),
the viewing permission and prohibition information and the decryption
password are stored in the database 330a in association with the file
identifier. [0039]Back to the reference to the sending apparatus 110,
in a step A8, the dedicated ap- 



plication sends an electronic mail 512 having the encrypted
electronic file 511 attached thereto. The electronic mail 512 is sent
to the receiving apparatus 120 via the mail server 140. [0040]"The
operations performed between the receiving apparatus 120 and the
management and mail servers 130 and 140 (before user registration is
completed)"  On reception of the electronic mail address of the
receiver Y from the sending apparatus 110 in the step A6, the
management server 130 judges whether the receiver Y is registered as
a user at the management server 130. Here, a case is assumed where
the receiver Y is not registered as a user. [0041]Fig. 6
schematically illustrates the operations performed between the
receiving apparatus 120 and the management and mail servers 130 and
140 for the electronic file sending method relating to the first
embodiment of the present invention.  In a step Bl, the management
server 130 generates an electronic mail 601 including, for example in
its main part, a token (a data sequence) that is generated based on
random information. The main part of the electronic mail 601, for
example, further includes the URL of the website that provides an
installer of a dedicated application (a viewer). In the first
embodiment, the URL is the URL of the management server 130, for
example. The management server 130 sends the electronic mail 601 to
the receiving apparatus 120. [0042]In a step B2, the receiving
apparatus 120 receives the electronic mail 512 sent (in the step A8)
from the sending apparatus 110, via the mail server 140. At this
stage, the  8 WO 2010/073443PCT/JP2009/005230 receiving apparatus 120
cannot open the encrypted electronic file 511 attached to the
received electronic mail 512, since it does not have a decryption
password. [0043] In a step B3, the receiving apparatus 120 receives
the electronic mail 601 sent (in the step B1) from the management
server 130. The electronic mail 601 has the token and the URL in its
main part, as discussed above. [0044]In a step B4, the receiver Y
clicks the URL written in the main part of the electronic mail 601,
such that the receiving apparatus 120 uses the URL to access the
management server 130 to download an installer 602 of the dedicated
application (the viewer) from the management server 130. After this,
the receiving apparatus 120 executes the downloaded installer 602 to
install the dedicated application (the viewer). 



[0045]At the time of the install, as shown as a step B5, the
installer 602 generates an asymmetric key pair, in other words, a
secret key 603 and a corresponding public key 604. The generated
secret key 603 is implicitly stored. [0046]Furthermore, at the time
of the install, the installer 602 causes the display section 440 to
display a dialogue box 605 and requests the receiver Y to input the
token written in the main part of the electronic mail 601, as shown
as a step B6. [0047]On completion of the install of the dedicated
application (the viewer), in a step B7, the activated dedicated
application sends, to the management server 130, the public key 604
generated in the step B5 and the result obtained by encrypting the
token input in the step B6 using the secret key 603 generated in the
step B5. Alternatively, the dedicated application may send to the
management server 130 the token input in the step B6 without
encryption. [0048]In a step B8, the public key and the encrypted
token sent from the receiving apparatus 120 are received by the
management server 130. The management server 130 decrypts the
encrypted token received from the receiving apparatus 120, by using
the received public key. The management server 130 judges that the
receiver Y is a correct registered user when the decrypted token
matches the token sent from the management server 130 in the step Bl,
and registers the receiver Y as a user. Specifically speaking, the
management server 130 stores the electronic mail address of the
receiver Y and the public key in association with each other in the
database 330a. In other words, the received public key is stored on
the database 330a in association with the electronic mail address of
the receiver Y, as the correct public key of the receiver Y. In this
manner, the user registration of the receiver Y is completed.
[0049]In the step B5, the secret key and the public key are generated
by the installer according to the above description, but may be
instead generated by the dedicated application (the viewer) installed
by the installer. In the step B6, the receiver Y is requested by the
installer to input the token, but may be instead requested by the
dedicated application installed by the installer, for example,  9 WO
20101073443PCT/3P2009/005230 at the initial activation of or prior to
the initial use of the application. 



[0050]"The operations performed between the receiving apparatus 120
and the management and mail servers 130 and 140 (after user
registration is completed)"   As described above, the management
server 130 judges whether the receiver Y is registered as a user at
the management server 130 when receiving the electronic mail address
of the receiver Y from the sending apparatus 110 in the step A6.
Here, a case is assumed where the receiver Y has already been
registered as a user. [0051]Fig. 7 schematically illustrates the
operations performed between the receiving apparatus 120 and the
management and mail servers 130 and 140 for the electronic file
sending method relating to the first embodiment of the present
invention.   Since the receiver Y has already been registered as a
user, as shown as a step Cl, the receiving apparatuls 120 has the
secret key 603 and the management server 130 has the public key 604
corresponding to the secret key 603 in the database 330a. [0052] In a
step C2, the dedicated application (the viewer) is activated at the
receiving apparatus 120. The receiver Y attempts to open the
encrypted electronic file 511 received in the mail 512, by using the
viewer. [0053]In a step C3, the viewer sends to the management server
130 the electronic mail address identifying the receiver Y (i.e., the
electronic mail address of the receiver Y) and the file identifier
extracted from the encrypted electronic file 511. [0054]hi a step C4,
the management server 130 uses the file identifier received from the
receiving apparatus 120 as a key to acquire intended destination
addresses stored (in the step A7) in association with the received
file identifier, and searches the acquired intended destination
addresses to determine whether the electronic mail address of the
receiver Y, which is received from the receiving apparatus 120, is
included. In other words, the management server 130 judges whether
the receiver Y is designated by the sender X as a correct receiver
who is permitted to access the electronic file that is uniquely
identified by the file identifier received from the receiving
apparatus 120. [0055]When judging that the receiver Y is a correct
receiver, the management server 130 extracts from the database 330a a
decryption password 701 stored (in the step A7) in association with
the received file identifier in a step C5. Furthermore, the
management server 130 extracts from the database 330a the public key
604 of the receiving apparatus 120 stored (in the step B8) in
association with the receiver Y. In addition, the management server
130 encrypts the decryption password 701 by using the public key 604,
and sends an encrypted password 702 to the receiving apparatus 120.
[0056] In a step C6, the receiving apparatus 120 receives the
encrypted password 702. The viewer activated on the receiving
apparatus 120 uses the secret key 603 stored on the receiving
apparatus 120 to decrypt the encrypted password 702, thereby
obtaining the decryption password 701.  10 



WO 2010/073443PCT/JP2009/005230 [0057]In a step C7, the viewer uses
the decryption password 701 to decrypt the encrypted electronic file
511 attached to the electronic mail 512, thereby obtaining the
electronic file 501.  As is apparent from the above description of
the steps C2 to C7, the receiver needs to have the viewer activated
in order to decrypt the encrypted electronic file. In addition, every
time the viewer desires to decrypt the encrypted electronic file, the
viewer needs to access the management server to obtain the password
necessary for the decryption. Therefore, when the receiver accesses
the management server 130 in order to obtain the password to decrypt
the encrypted electronic file, the management server 130 may record,
for example, the identity of the receiver and the access time in
association with the file identifier. According to this
configuration, the sender can know when the receiver opens the
filelby referring to the record kept in the management server 130
since the receiver always needs to access the management server 130
to decrypt the electronic file. [0058]As described above, the first
embodiment of the present invention can highly securely encrypt an
electronic file and thus can prevent a third person from opening the
electronic file even if the third person succeeds in obtaining the
electronic file.  The password necessary to decrypt the encrypted
electronic file is encrypted by using a public key of an intended
receiver designated by the sender or a public key of the management
server and then transmitted, instead of being transmitted over a
network as it is. Therefore, a third person may obtain the encrypted
password but can never decrypt the encrypted password without a
corresponding secret key.  Even if the management server is not
reliable, a third person is still prevented from decrypting the
encrypted electronic file since the management server only manages
the password necessary to decrypt the encrypted electronic file and
does not manage the electronic file itself.  The management server
receives, from a sender of an electronic file, information
identifying the electronic file (for example, a file identifier) and
information identifying a correct receiver for the electronic file
(for example, the electronic mail address of the receiver) and
manages the received information. A receiver sends, to the management
server, information identifying an electronic file that is desired to
be decrypted (a file identifier) and information identifying the
receiver (an electronic mail address), to request an encrypted
password from the management server. In response to this request, the
management server compares the file identifier and the electronic
mail address received from the receiver with the file identifier and
the electronic mail address received from the sender, to reliably and
automatically judge whether it is a correct receiver who is
attempting to decrypt a received file. Therefore, an electronic file
is reliably obtained only by a correct receiver designated by a
sender of the  11 WO 2010/073443PCT/JP2009/005230 electronic file.
The password transmission from the sending apparatus to the receiving
apparatus via the management server is conducted by application
programs installed at the apparatuses. Therefore, both the sender and
the receiver are saved from becoming aware of a password and further
not required to manage a password. 



As a consequence, the first embodiment of the present invention can
transmit an electronic file securely and reliably to a correct
receiver. [0059]The first embodiment described above is the most
preferable embodiment, where a password necessary to decrypt an
electronic file is encrypted by using a public key and decrypted by
using a secret key corresponding to the public key, that is to say,
the password necessary to decrypt the electronic file is encrypted
and decrypted by using asymmetrical cryptosystem; between the sending
apparatus 110 and the management server 130 and between the
management server 130 and the receiving apparatus 120. However, the
first embodiment of the present invention is applicable to a case
where a password necessary to decrypt an electronic file is encrypted
and decrypted by using secret key cryptosystem. [0060]In the case of
the secret key cryptosystem, between the sending apparatus 110 and
the management server 130, in the step A6, the sending apparatus 110
uses a first secret key to encrypt the electronic file 501, uses a
second secret key to encrypt the first secret key, and sends to the
management server 130 the first secret key encrypted by using the
second secret key. The management server 130 decrypts the encrypted
first secret key by using the second secret key, to obtain the first
secret key. This first secret key is stored on the management server
130 as a decryption password in the step A7. Therefore, the sending
apparatus 110 and the management server 130 need to have the second
secret key in advance. [0061]On the other hand, between the receiving
apparatus 120 and the management server 130, in the step B7, the
public key is replaced with a secret key (here, referred to as "a
third secret key" for the sake of intelligibility) and another secret
key (here, referred to as "a fourth secret key") are used.
Specifically speaking, the receiving apparatus 120 sends to the
management server 130 the third secret key encrypted by using the
fourth secret key and the token encrypted by using the third or
fourth secret key. In the step B8, the management server 130 decrypts
the encrypted third secret key by using the fourth secret key to
obtain the third secret key, and decrypts the encrypted token by
using the third or fourth secret key to obtain the token. In the step
C5, the management server 130 encrypts the decryption password by
using the third secret key and sends the encrypted decryption
password to the receiving apparatus 120. In the step C6, the
receiving apparatus 120 decrypts the encrypted decryption password by
using the third secret key to obtain the decryption password.
Therefore, the receiving apparatus 120  12 WO
2010/073443PCT/JP2009/005230       and the management server 130 need
to have the fourth secret key in advance. [0062] (Second Embodiment)
According to a second embodiment, a sender of an electronic file
controls (permits and/or prohibits) operations (manipulations) a
receiver of the electronic file is allowed to perform in the
electronic file sending method relating to the first embodiment.
Note that the following description does not include a detailed
explanation of the common features shared by the first and second
embodiments. [0063]Fig. 8 schematically illustrates the operations
included in the electronic file sending method relating to the second
embodiment of the present invention. Here, a case is assumed where
the receiver Y has already been registered as a user at the
management server 130.   In a step DI, the sender X designates, on
the dedicated application, the Word(r) file 501 as a to-be-sent file,



password to encrypt (and then compress) the electronic file 501
designated as a tobe-sent file, similarly to the step A6. After this,
the dedicated application sends, to the management server 130, the
electronic mail address of the receiver Y, the viewing permission and
prohibition information, the file identifier, and the encrypted
decryption password, similarly to the step A6. The management server
130 processes these pieces of information in the same manner as
described above in connection with the steps A6 and A7. [0065]hi the
step D3, the dedicated application can assign the same file name to
an encrypted electronic file 801 as the original electronic file 501.
In other words, the file name of the encrypted electronic file 801
can be made the same as the file name of the electronic file 501
(Imporant.doc).  In the encrypted electronic file 801, a header
portion 802 has a file identifier 802b. The header portion 802 also
has a header 802a indicating that the electronic file 801 has a
unique format. The header portion 802 can also have metadata 802c.
For example, the metadata 802c can include information representative
of the copyrights and the edition history of the electronic file 501.
The metadata 802c may be encrypted as well as the original file
content 803. [0066]In a step D4, the dedicated application sends an
electronic mail 804 having the encrypted electronic file 801 attached
thereto, similarly to the step A8. The electronic mail 804 is
received by the receiving apparatus 120 via the mail server 104.  13
WO 2010/073443PCT/JP20091005230 [0067]In a step D5, the receiving
apparatus 120 has the dedicated application (the viewer)  activated,
similarly to the step C2. The receiver Y uses the viewer to open the
encrypted electronic file 801, which is received in the electronic
mail 804. [0068]In a step D6, the encrypted electronic file 801 has
the same file name as the electronic file 501, but has a unique
format and cannot be simply opened. However, the second embodiment of
the present invention saves the user from becoming aware of this
fact, and an operating system (OS) 805 executes the open manipulation
for the electronic file 801 as described in the following. [0069]In a
step D7, the viewer 806 is configured to monitor an application
activation operation by the OS 805. When detecting that a particular
application (here, Word(r)) 807 is activated by the OS 805, which is
speculated based on the open of the encrypted electronic file 801,
the viewer 806 uiilizes API hook to replace the operations of an API
module 808 called by the particular application 807 with the
operations of a unique hook module 809. Therefore, when the OS 805
activates Word(r) by referring to the extension (.doc) of the
electronic file 801, the viewer 806 detects that the OS 805 activates
the particular application 807, that is, Word(r) and uses the API
hook to call the unique hook module 809. [0070]In a step D8, the
activated particular application 807 invokes (calls) the API module 



prepared by the OS 805 in order to access the contents of the file.
In a step D9, however, the operations of the called API module are
not actually performed. Instead, the operations of the unique hook
module 809, which is called due to API hook, are actually performed.
The unique hook module 809 determines whether the header portion 802
of the encrypted electronic file 801 has the header 802a (added in
the step D3), in relation to the access to the encrypted electronic
file 801.  When the header portion 802 does not have the header 802a,
the unique hook module 809 judges that the electronic file 801 does
not have the unique format (i.e., judges that the electronic file 801
is a normal Word(r) file) and the operations that are normally
performed by the OS 805 for a Word(r) file are executed (in other
words, the operations of the API module called in the step D9 are
performed).  On the other hand, when the header portion 802 has the
header 802a, the unique hook module 809 judges that the electronic
file 801 has the unique format and a step D10 and any subsequent
steps described below are performed. [0071]hi a step D10, the viewer
806 (the unique hook module 809) sends to the management server 130
the electronic mail address of the receiver Y and the file
identifier, similarly to the step C3. In response to this, the
operations described in relation to the steps C4 and C5 are performed
by the management server 130. As a result, the receiving apparatus
120 receives from the management server 130 the encrypted password
702. Therefore, the viewer 806 (the unique hook module 809)  14 WO
2010/073443PCT/JP2009/005230 obtains the decryption password 701
similarly to the step C6, and uses the decryption password 701 to
decrypt the encrypted electronic file 801, thereby obtaining the
electronic file 501, similarly to the step C7. When the receiver Y is
not registered as a user by the management server 130, the steps B1
to B8 described with reference to Fig. 6 are performed.. [0072]The
following describes in more detail the operations performed in the
steps D8 to D10, with a particularly great focus on the API hook.
"General idea of the API hook" The following first describes the
general idea of the API hook.   (1) API stands for Application
Program Interface and refers to a collection of OS functions that can
be utilized to store applications within an OS. A given application
combines together some or all of the APf modules prepared by an OS in
order to cause the OS to execute a particular function desired by the
given application.   Take as an example an application that reads a
file (for example, Word(r)) on Windows(r). The application generally
performs operations described in Fig. 9, which schematically
illustrates a file read operation performed by a general application.
In a step 910, an application 901 designates a file name, calls a
CreateFile API, and opens a file. In a step 920, the application 901
designates the identifier of the opened file (HANDLE), calls a
ReadFile API, and obtains the content of the opened file. In a step
930, the application 901 uses CloseHandle API to release the finished
file. 



As is apparent from the above recitation, the devices and resources
are managed by the OS 902 and the application 901 always calls some
APIs to use OS functions. In other words, the application 901
accesses the devices and resources by requesting the OS 902 to
perform operations through published APIs. [0073](2) A list of APIs
used by an application program is described in an executable file of
the application program. At the time of activation of the application
program, an OS places on a memory the entities of the APIs required
by the activated application program, and links the addresses of the
APIs on the memory with API calls described in the application
program. In this way, the memory is rewritten, as shown in Fig. 10,
in such a manner that, in response to a description of "Call
CreateFile API" in the application program, an operation of "Call a
function at Ox6fff00a0" is actually performed. Here, the entity of
CreateFile has already been placed on the memory in advance.
[0074](3) Here, as shown in Fig. 11, a unique program fragment
(module) can be inserted into the program executable memory space and
the linking information between the API names and the addresses may
be rewritten. In this way, a different operation than the entity of
CreateFile API, which is originally intended to be called, can be
performed. This is referred to as "API hook". By utilizing this
technique, when an ap-  15 WO 2010/073443PCT/JP2009/005230 plication
attempts to call an OS function such as CreateFile API, a unique
operation based on a hook module inserted from outside can be
alternatively performed. The hook module knows the location on the
memory of the "CreateFile API", which is originally intended to be
called, and thus can request the originally-intended CreateFile API
to perform operations, if required. In the above, the API hook is
generally described. [0075]"Detailed description of the operations
performed in the steps D8 to D10" Fig. 12 is a flow diagram
illustrating the operations performed in the steps D8 to D10 with a
focus on API hook. With reference to Figs. 8 and 12, in the step D8,
the particular application 807 designates the file name and attempts
to call CreateFile API in order to access the content of the file.
Actually, however, in the step D9, the op- erations of the unique
hook module 809 called by the API hook are performed. Specifically
speaking, the unique hook module 809 designates a file name, calls
CreateFile API, and opens the electronic file 801 in a step D9-1. In
a step D9-2, the unique hook module 809 designates the identifier of
the opened file 801, calls ReadFile API, and obtains the content of
the opened file. The unique hook module 809 reads the header portion
802 of the electronic file 801. When detecting that the electronic
file  801 has the unique format, in the step D10, the unique hook
module 809 sends to the management server 130 the electronic mail
address of the receiver Y and the file identifier. In this manner,
the unique hook module 809 obtains from the management server 130 the
encrypted password 702.   After this, the unique hook module 809
decrypts the encrypted electronic file 801 to obtain the content of
the electronic file 501 on the memory. The obtained content of the
electronic file 501 is stored and retained on the memory (temporary
storage region), and returned to the particular application 807, on
the memory, as shown as a step D10-1. 



In the above, the steps D8 to D10 are described. [0076]Subsequently,
in a step D11, the unique hook module 809 also receives from the
management server 130 the viewing permission and prohibition
information stored (in the step A7) in association with the file
identifier. The viewing permission and prohibition information is
equivalent to the information input by the sender X in the step D2
(i.e., step A4). [0077]By referring to the received viewing
permission and prohibition information, the unique hook module 809
can permit and/or prohibit the receiver Y to perform/from performing
given operations (for example, edition, printing, clipboard
manipulation and the like) on the electronic file 501, exactly as
intended by the sender X. Fig. 13 illustrates in detail how to
realize such a control. Fig. 13 is a flow diagram illustrating the
operations to limit the clipboard manipulation performed by the
receiver on the  16 WO 2010/073443PCT/JP2009/005230  electronic file
in the electronic file sending method relating to the second
embodiment of the present invention. [0078]As described above, since
the particular application 807 is activated, the operations of the
API modules called by the application 807 are replaced with the
operations of the unique hook module 809 based on the API hook
technique. Tf the receiver Y presses the "Ctrl" key and the "C" key
in a step El in order to perform clipboard manipulation at this
stage, the application 807 calls SetClipBoardData API in a step E2.
Actually, however, in a step E3, the unique hook module 809 returns
"failure" and the application 807 presents an error message or the
like to the receiver Y in a step E4.  In this manner, the receiver Y
is prohibited from performing clipboard manipulation on the
electronic file 501.  Similarly, the application 807 calls GetDC API
when the electronic file 501 is desired to be printed out and a
series of APIs, CreateFile, WriteFile, and CloseHandle when the
electronic file 501 is desired to be saved under a different name. In
response to these API calls, the API hook causes the unique hook
module 809 to perfoim unique operations to prohibit the electronic
file 501 from being printed out or saved under a different name.  On
the other hand, the receiver Y may be permitted to perform given
manipulations on the electronic file 501. In this case, when the
application 807 calls the API modules corresponding to the given
manipulations, the unique hook module 809 may forward the call to the
API modules. If such is the case, the result of the operations of the
API modules is returned to the application 807 by the unique hook
module 809 on the memory. [0079]Returning back to Fig. 8, the unique
hook module 809 monitors whether the 



particular application 807 calls an API, to detect, for example, that
the receiver Y performs a particular manipulation (a particular API
is called) and sends the detection result to the management server
130. Specifically speaking, the unique hook module 809 can send to
the management server 130 the identifier of the electronic file and
manipulation information indicative of a particular manipulation (as
well as the time at which the manipulation is performed) as shown as
a step D12. The management server 130 stores the manipulation
information (manipulation log) in association with the identifier of
the electronic file on the database 330a. Furthermore, the sender X
can access the management server 130 through the sending apparatus
110 to know what manipulations have been performed by the receiver Y
on the electronic file the sender X has sent, as shown in a step D13.
In this manner, the sender X can track the manipulations performed by
the receiver Y on the electronic file sent by the sender X and the
time at which the manipulations are performed.  17 WO
2010/073443PCT/JP2009/005230 [0080]Furthermore, the sender X can
access the management server 130 through the sending apparatus 110 to
change the viewing permission and prohibition information stored on
the management server 130 in association with identifiers at any
time, as shown in a step D14. [0081]According to the first embodiment
described earlier, it is only a correct receiver intended by a sender
who can receive and open an electronic file sent from the sender.
However, there is still a chance that the correct receiver may pass
the obtained electronic file to a third person who is not intended by
the sender. According to the second embodiment, the receiving
apparatus does not output, as a file, the electronic file obtained by
decryption. Instead, the receiving apparatus employs API hook when
reading the encrypted electronic file so that the unique hook module
decrypts the encrypted electronic file on a meiriory (a temporary
storage region). Therefore, the content of the electronic file
obtained by the decryption is not kept as a file in an externally
readable format. In other words, the content of the electronic file
is stored on the memory but is not stored in a fixed storage region
such as a hard disk.   Furthermore, the APIs for file manipulations
that may possibly leak the content of the electronic file, such as
file export, printing and clipboard manipulation are hooked on the
memory so that these manipulations can be permitted and/or limited
(prohibited). In this way, the second embodiment of the present
invention can prevent the content of the electronic file from being
leaked.  In the receiving apparatus, the API hook causes the unique
hook module to monitor whether the particular application calls APIs
and notifies the management server of the calls. In this manner, the
management server can keep a record of a receiver, a manipulation,
and a time in association with each other. As a result, by accessing
the management server, the sender can easily and reliably track the
manipulations (for example, file open, viewing, printing, clipboard
manipulation, and the like) peiformed by the receiver on the
electronic file. Brief Description of Drawings [0082] fig.1 Wig. 1 is
a block diagram illustrating an exemplary configuration of a
communication system relating to a first embodiment of the present
invention. [fig.2]Fig. 2 is a block diagram illustrating an exemplary
internal structure of a sending apparatus 110. [fig.3]Fig. 3 is a
block diagram illustrating an exemplary internal structure of a
management server 130. 



[fig.4]Fig. 4 is a block diagram illustrating an exemplary internal
structure of a receiving apparatus 120.  18 WO
2010/073443PCT/JP2009/005230 [fig.5]Fig. 5 schematically illustrates
the operations performed between a sending apparatus and management
and mail servers for an electronic file sending method relating to
the first embodiment of the present invention. [fig.6]Fig. 6
schematically illustrates the operations performed between a
receiving apparatus and management and mail servers for the
electronic file sending method relating to the first embodiment of
the present invention. [fig.7]Fie. 7 schematically illustrates the
operations performed between the receiving apparatus and the
management and mail servers for the electronic file sending method
relating to the first embodiment of the present invention.
[fig.8]Fig. 8 schematically illustrates the operations included in an
electronic file sending method relating to a second embodiment of the
present invention. [fig.9]Fie. 9 schematically illustrates a file
read operation performed by a general application. [fig.10]Fig. 10 is
a schematic view illustrating the idea of dynamic link. [fig.11]Fig.
11 is a schematic view illustrating the idea of API hook.
[fig.12]Fig. 12 is a flow diagram illustrating the operations
performed in the steps D8 to D10 of the electronic file sending
method relating to the second embodiment of the present invention,
with a focus on API hook. [fig.13]Fig. 13 is a flow diagram
illustrating the operations to limit the clipboard manipulation
performed by a receiver on an electronic file in the electronic file
sending method relating to the second embodiment of the present
invention. Reference Signs List [0083]100 communication system 110
sending apparatus 120 receiving apparatus 130 management server 



140 mail server 150 communication network 220, 310, 410
control/process section 230, 330, 420 storage section 240, 320, 430
communication section 250, 440 display section 330a database 806
viewer(dedicated application) 807 particular application 809 unique
hook module(hook module)  19 Claims 1. An electronic file sending
method comprising: sending an electronic mail including an encrypted
electronic file from a sending apparatus;       first-encrypting at
the sending apparatus a password that is necessary to decrypt the
encrypted electronic file and sending the first-encrypted password to
a server from the sending apparatus;       receiving at a receiving
apparatus the electronic mail sent from the sending apparatus;
receiving at the server the first-encrypted password from the sending
apparatus, first-decrypting the first-encrypted password, and thus
obtaining at the server the password; and 



second-encrypting at the server the password and sending the
second-encrypted password from the server to the receiving apparatus.
2. The electronic file sending method as set forth in Claim 1,
wherein      sending the first-encrypted password to the server from
the sending apparatus includes using a first public key to
first-encrypt at the sending apparatus the password,      obtaining
at the server the password includes using a first secret key
corresponding to the first public key to first-decrypt at the server
the first-encrypted password, and      sending the second-encrypted
password from the server to the receiving apparatus includes using a
second public key of the receiving apparatus to second-encrypt at the
server the password.  3. The electronic file sending method as set
forth in Claim 2, further comprising receiving at the receiving
apparatus the second-  20 encrypted password from the server, using a
second secret key corresponding to the second public key to
second-decrypt the second-encrypted password and thus obtaining at
the receiving apparatus the password. 4. The electronic file sending
method as set forth in Claim 3, further comprising:       storing, in
association with each other, at the server (i) file identifying
information identifying the encrypted electronic file and (ii)
receiver identifying information identifying a correct receiver of
the encrypted electronic file;       sending a data sequence to the
receiver identified by the receiver identifying information;
receiving from the receiving apparatus at the server (I) an encrypted
data sequence that is generated by using the second secret key
corresponding to the second public key of the receiving apparatus and
(II) the second public key of the receiving apparatus; and       when
the data sequence sent to the receiver matches a data sequence that
is obtained by decrypting the encrypted data sequence by using the
second public key of the receiving apparatus, storing at the server
the second public key of the receiving apparatus in association with
the receiver identifying information. 



5. The electronic file sending method as set forth in Claim 1,
wherein the password is the first secret key,     sending the
first-encrypted password to the server from the sending apparatus
includes using a second secret key had in advance in the sending
apparatus to first-encrypt at the sending apparatus the first secret
key,     obtaining at the server the password includes using the
second secret key had in advance in the server to first-decrypt at
the server the first-encrypted first secret key,  21      sending the
second-encrypted password from the server to the receiving apparatus
includes using a third secret key had in advance in the receiving
apparatus to second-encrypt at the server the first secret key, and
further comprising        receiving at the receiving apparatus the
second-encrypted first secret key from the server, using the third
secret key had in advance in the receiving apparatus to
second-decrypt the second-encrypted first secret key and thus
obtaining at the receiving apparatus the password.  6. The electronic
file sending method as set forth in one of Claims 1 to 5, further
comprising:      receiving at the server from the receiving apparatus
(i) received file identifying information identifying the encrypted
electronic file that is received at the receiving apparatus and (ii)
user identifying information identifying a user of the receiving
apparatus; and       determining at the server whether the user of
the receiving apparatus is the correct receiver of the encrypted
electronic file based on (I) the file identifying information
identifying the encrypted electronic file, (II) the receiver
identifying information that is for identifying the correct receiver
of the encrypted electronic file and that is associated with the file
identifying information, (III) the received file identifying
information, and (IV) the user identifying information, wherein
the server sends to the receiving apparatus the second-encrypted
password only when determining that the user of the receiving
apparatus is the correct receiver.  7. The electronic file sending
method as set forth in one of Claims 1 to 6, further comprising:
when the receiving apparatus opens the encrypted electronic file
included in the electronic mail, sending  



22 from the receiving apparatus to the server a request signal
requesting the password;       receiving at the receiving apparatus
from the server the second-encrypted password, second-decrypting the
second-encrypted password and thus obtaining at the receiving
apparatus the password; and       decrypting at the receiving
apparatus the encrypted electronic file, by using the password,
wherein       sending the second-encrypted password from the server
to the receiving apparatus is in response to the reception of the
request signal at the server from the receiving apparatus.  8. The
electronic file sending method as set forth in Claim 1, further
comprising     receiving at the sending apparatus the password that
is necessary to decrypt the encrypted electronic file, the password
being inputted by a sender, and     using at the sending apparatus
the password to first-encrypt the electronic file.  9. The electronic
file sending method as set forth in Claim 1, further comprising
generating at the sending apparatus the password that is necessary to
decrypt the encrypted electronic file, and     using at the sending
apparatus the password to first-encrypt the electronic file.  10. A
server for transferring a password that is necessary to decrypt an
encrypted electronic file from a sending apparatus to a receiving
apparatus, the sending apparatus sending an electronic mail including
the encrypted electronic file, the receiving apparatus receiving the
electronic mail, the server comprising:      a receiving section that
receives from the sending apparatus the password in a first-encrypted
state;  23 



a decrypting section that decrypts the password in the
first-encrypted state to obtain the password; and       a sending
section that second-encrypts the password and sending the encrypted
password to the receiving apparatus.  11. A sending apparatus
comprising:      a mail sending section that sends an electronic mail
including an encrypted electronic file; and      a password sending
section that sends to a server a password that is necessary to
decrypt the encrypted electronic file, the password being in a
first-encrypted state, wherein       the password in the
first-encrypted state sent to the server is decrypted by the server
so that the password is stored on the server, and       the password
stored on the server is second-encrypted by the server and sent to a
receiving apparatus.  12. A receiving apparatus for receiving an
electronic mail including an encrypted electronic file from a sending
apparatus, comprising:       a mail receiving section that receives
the electronic mail; and      a password receiving section that
receives a password that is necessary to decrypt the encrypted
electronic file, from a server that stores the password, the received
password being in a second-encrypted state, wherein      the password
stored on the server is obtained by the server decrypting a
first-encrypted password generated by the sending apparatus.  13. A
receiving apparatus for receiving an electronic mail including an
encrypted electronic file from a sending apparatus, the receiving
apparatus generating an electronic file by decrypting the encrypted
electronic file, the  24 receiving apparatus comprising: a mail
receiving section that receives the electronic mail; 



a password receiving section that receives from a server a password
that is necessary to decrypt the encrypted electronic file;       a
permission and prohibition information receiving section that
receives from the server permission and prohibition information
indicating an operation that is permitted to be performed or
prohibited from being performed on the electronic file;       a
decrypting section that decrypts the encrypted electronic file by
means of the password to store the electronic file in a temporary
storage region; and       a performing section that performs an
operation on the electronic file stored in the temporary storage
region, by referring to the permission and prohibition information,
wherein an operation of an API module called by a particular
application related to the electronic file is replaced with an
operation of a unique hook module based on API hook, and the unique
hook module performs an operation based on the permission and
prohibition information.  14. The receiving apparatus as set forth in
Claim 13, wherein       when the particular application calls the API
module for reading the encrypted electronic file, the decrypting
section calls the unique hook module based on API hook, and       in
the temporary storage region, the unique hook module decrypts the
encrypted electronic file to store the electronic file and returns a
content of the electronic file to the particular application.  15.
The receiving apparatus as set forth in Claim 14, wherein the unique
hook module returns the content of the  25 electronic file to the
particular application in the temporary storage region, without
generating the content of the electronic file in a fixed storage
region. 16. The receiving apparatus as set forth in Claim 13, wherein
the performing section calls the unique hook module based on API hook
when the particular application is activated.  17. The receiving
apparatus as set forth in Claim 16, wherein       when the particular
application calls an API module for an operation that is prohibited
by the permission and prohibition information, the unique hook module
returns a failure to the particular application.  18. The receiving
apparatus as set forth in Claim 16, wherein 



when the particular application calls a given API module for an
operation that is permitted by the permission and prohibition
information, the unique hook module forwards the call to the given
API module and returns to the particular application a result of an
operation of the given API module.  19. The receiving apparatus as
set forth in one of Claims 13 to 18, further comprising       a
sending section that sends to the server manipulation information
indicating a manipulation performed by the performing section on the
electronic file stored in the temporary storage region.  20. The
receiving apparatus as set forth in Claim 19, wherein the
manipulation information sent from the sending  26 section is stored
on the server, and       the sending apparatus is allowed to view the
manipulation information stored on the server. 21. The receiving
apparatus as set forth in one of Claims 13 to 20, wherein      the
permission and prohibition information is stored on the server, and
the permission and prohibition information stored on , the server is
determined by the sending apparatus. 22. The receiving apparatus as
set forth in one of Claims 13 to 21, wherein       the permission and
prohibition information receiving section receives from the server
the permission and prohibition information when the encrypted
electronic file is read, and       the performing section performs an
operation on the electronic file stored in the temporary storage
region, by referring to the permission and prohibition information.
23. An electronic file sending method comprising:       receiving at
a receiving apparatus an electronic mail including an encrypted
electronic file from a sending apparatus; 



receiving at the receiving apparatus from a server a password that is
necessary to decrypt the encrypted electronic file;      receiving at
the receiving apparatus from the server permission and prohibition
information indicating an operation that is permitted to be performed
on or prohibited from being performed on the electronic file;
decrypting by the receiving apparatus the encrypted electronic file,
using the password, to store the electronic file in a temporary
storage region; and performing by the receiving apparatus an
operation on  27 the electronic file stored in the temporary storage
region, by referring to the permission and prohibition information,
wherein an operation of an API module called by a particular
application related to the electronic file is replaced with an
operation of a unique hook module based on API hook, and the unique
hook module performs an operation based on the permission and
prohibition information. 


