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he sl ey, 1B dormpuprislcotiig
‘ mestél@ﬁg séher ReBpPE tradk oft drdleesta0B8 iof @ a6 bF ﬁ@%uﬁ)é@lbeé @Bers (often

SECURE PEER- TO- PEER MESSAG NG | NVI TATI ON ARCHI TECTURE
FI ELD OF TECHNOLOGY [ 0001] The invention relates
- generally to a secure nmessaging invitation 5
architecture for nobile devices such as cell phones,
r S rsonal data _assistants
SEDEE PRERT G P e MESSAGING INNAFAJIOM ARGHITECTURE
conmputers, and other nobile electronic devices, and

nore particularly, to a peer-to-peer inmedi ate
nmessagi ng sol ution for nobile devices. 10 BACKGROUND

FIELD\BERMACHNDLL®BY2] | nstant nessaging (IM is a service

that alerts users when another individual, such as a

[OOOHH i end THe ﬁ@éhtﬁﬂgﬁéﬁ’ateé SeRBall ?o 8Rdcde! rﬁé‘&hag;mgl%tﬁﬁ nd

ssages to_ each other in real tine,

arChﬁ?%tPée Rl Wevipea slisl asicalehengs, ismathplonest persopal data

i§Bht { S
s N e 86 AP B B e iAghcapter, e
othev\mbég elastropiedavicest end cuarepalticuteelyeta @ gebotoaseerimddyiate

t ssagl ng server keeps track of

mesg%@kg Fntuﬂéqgﬂﬁ&?iﬂa eacsh of its subscribed users

(often referred to as presence information), and when

sonmeone froma user's buddy list is online, the

BACKG quDﬂhﬁbmnA-F N User and enabl es i nmedi at e

con act er user. [0003] IMsolutions are

oo ) 2 HATI NS S b ek v ancnr

individual rmherstasfnmmicb@oll&a@mé ds delriecarsd aliokhs 8=ent &) éend messages to

eacfpgg{gf gn r% te Wgﬁﬁ)@tdthg%g%ggndc&gﬁagﬁaéllaiéa tez? Jp ar? electronic

maﬂmmtutlba WltﬁQhSt@ﬁt Medeaging Seach i @Psat8 ¥ilOBNBRESusers W|th whom
otenti al fo stroqr})g I M sol uti ons

HeisTed 19e’s Cté‘ldd\?(/llisﬁ ). An instant

I M sol utlons is in_the 25 hundreds of mllions.
fefef[f%d‘a]asl PresenGeinformaiian)i Ang ey pomgope fom [ essrenbuddy list is

onhrteo tiee @bkb%l&@é’!h‘é@uséﬁarﬂf Q@d’blés‘%mrﬁﬁdxgtea&ﬁﬁﬁ Wit tR88tHYr user.

the many |' M services avail abl e ese services

:"[0003TC| udgnAcbiutiond %?é ﬂfﬂltld‘}@ﬁé%ﬂ%ﬂ st Me sh&@ngY@H&' only in land- |

nd Mcrosoft's Messenger pr oducts
line EFHEMW@%P& ﬁlﬁ@vmvwr@leﬁa\e@vvmems usiet Ibyanebitefdayinssssuch as cell

phorRdPRAEEhMNEsCBER Y dtaSHK s ((‘FBB 58% e éwgé-tgé?lﬁled laptop

are sonetimes’inter-connecte
computers, 1and |ather Innobile electronicl dewcdslllWimleS& gédvitbntehts offer the

poteﬁtiﬁ fl)r E{r'dhg I@Ilggla&&qsl%]a%%&]o#&\“’t}n% 1&11&%erlclalr9iélsl %hlellrlr%%%lle device
with them. The number of available mobile devices that can run IM solutions is in the
hundreds of mllllons

[0004] It is well known in the art to port IM clients to a mobile device in order to
gain access to one of the many IM services available. These services include AOL'’s
Instant Messenger (AIM), ICQ, Yahoo! and Microsofts MSN Messenger products.

These produc;ts are known to have tens of millions of users supported by each IM |

server, and these communities are sometimes inter-connected to produce even larger
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*@00002* conmunities. However, land-line and
- desktop-based I Msolutions falls short of what a user
that is often nobile wants and needs, nanely good IM
functionality wherever they may be with their nobile
Addi ti onal | y, the smal|l screens and nenories

devi ce.
corpnnfiigh; |RPVIRNAT REddineend daslitep-Dased I selutions fglls short of what a
usetagy leﬂb’éﬂ rfn@!')llep%ﬁ sear?H‘né&?s rr%‘?ﬁ*el% ﬁlﬁb&‘thrfﬁngh ?%ﬁtl){a\M\erever they

These people are forced to accept
may e avitheteinmebde devidest iAsglitianadp) thte emall tmwenaeahdﬂerylemones of

moﬁ@é‘ﬁeﬁﬁe@%ﬁgn reﬁ{/r ttﬁﬂgflhg%%pg @ce fé)p g)trefa?tg!engn the road trying to

| egacy deskto I ons
usey| er'Hmsevp@onI@ aielfmbdftomnceﬂihmepwr pérfsrmamcoesd é@erience of

e re conplete ssa ng sol ution (that
e Qi o S s o G SRR yForl o7 R Np "Rt 1Ra-bes greoperating
legaoy desktep B Sohmtibhé anelhaoé rn@rtbtﬁeﬂ@lt@irﬁ@tﬁ/efs?@fsel%@gfrclt)ﬁk € here is thus
nature of a nobi

f . th
a r@ggaig\é%nkg %?n%}{g?erﬁego%alé% pg?ﬁq;;agqﬁ\gesglgttqrhghw@nables immediate
meémgjlrhg? ﬁké MIBthas is ﬂ@snérwfo?fvw%@@ég ibYile We'i:{?om@)&ewcbgghat can take

catlons it 1s easy to share th dentit
?r@ offRenalWgys RA NafHEe of a Mmediieideyiceay be wi del y
Shgsem nated w thout perm ssion and one ni ght ,
[oo reforAé‘orﬂé%’é?r?B'eW%&g@émﬂH%@mﬂlcaﬂmﬁnh@)f%k of security. With

exi$tGRIN Qb pHeMTHE. ltTB'egaslyel%dﬁwérg tﬂepi Qllxt'itg%?q}sefw Rladi Hglﬁhat one's

- 15 nessages, spam Vviruses,
'deef(btﬁnf'éﬁ%@e widely gisspainated WiltbQU’tt permlseecnn épd one mlght therefore receive

meéégd?e%rﬁérﬁaérﬁhfﬂg}ﬁ)vﬁpw ﬁﬁwgﬂte@nsoqr@é/ ! t@ﬁ)e 8?13? Iagpl?{tohﬁaa%lon of junk

" nmessagi ng, may gl ve rise
meﬁ%ﬁ%e@pa@ewunsesy arsisothsr s?@@ﬂﬁ]eoﬁcetd&er It d@ragandifficult to verify or

249 i.s..short message, serv
aut a?esﬁhsee Odl),lfn% ﬁﬁﬂﬁgﬁ??ﬂ o ARifip c@eaﬁ@'%%q@@?%um?y igive rise to
Imp@usrcm@éan aﬁmrabtahsbdunty iasue20 This service al so has
many flaws. First, the addressing of each SMS user

[00B6kt be Aqm@nérmowmdo% bwrehegb ménsag%ngl\&amcﬂab\hs Qfor} message service
one nunber is extreme
(SN B2RE o ButR deuth el A BSP BTt B Eokndap ehiga and India
Thiasetvioe alsd hys elariyfawss eFife, rt?e%;@i@igék{émgt drelaghl :CSM@ Qtser must be
enc ny actual delivery information,
pe@“ﬁeﬂiﬁro@gﬁﬁaw@ s S0 tRlephene Atigbar| bis dhong gumber is
extansalg eas et phdsarolind aVBitad FRpSRTIE o GETHT ?AR.{: a&fmﬁﬁt'f'bit@ of the

- conversatijon that lasts forever, and In
sendek, SRePSvNereys Badmplirg Presepce. @ﬁ@nyta@ml delivensinformation, so the

ch ' 1tO
ex aﬁﬁ?é Hﬁﬁwlfcg‘ﬁ"le?/lﬁﬁ Hedi é‘ggts %ﬂm\/s&%s%%x% \ﬁl% It %Me%ﬁéfr? has no concept of

a C%wrﬁsaim that IQ@@dpredes anddy actthenadira noeNiS devicas that keep long-

I |
o S et s TR S s B BRI CE R i e
i ncreased security by maintaining the secrecy of the
underlying. address identity -2 :

BRIEF SUMMARY

[0007] ’ The present application describes a system and a method that pfovide for
immediate peer-to-peer messaging between mobile devices. The system and method

provide increased security by maintaining the secrecy of the underlying address identity
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of each user of a nobile device in the system An
invitation architecture is disclosed which enables

t he exchange of personal identification nunmbers (PINs)
Wi thout requiring a user to directly access or

pr ovide his or her PI'N. ‘A nmessagi ng application

- of@genyises of @ snobile sisvicatirthersyetesaf dnenyitation dirchiteicture s disclosed

wﬁ‘i@ﬁ %ﬂg fad tRY @kél’fzﬁ?bq{f’ ggﬁoﬂgpfdléﬁ{lf e Bh lnﬁm%g}/ @:ﬁ N?}]\glthout requiring

roug an exis mruni catl on

-a Uﬂ@ﬂ toatiieotly acQHSIStoqutmmdae histarretr |P¢ra1 Mymem@ggeap;tli@etlon encrypts its

|31 e ke excha
asgg%%% Fﬁ\gRefg) %a By sag@@a#ﬁﬁ%t@nr@ggwggr mobile device
thmught heeﬂem*fglcrtmmu n@aabrsbpplmﬁo@f TRE MevitaliGiOaRhitbétu Eé"'@utomatlcally
ect t he present application provides a netho
g STEINER BBLe ey S abAIaes: Pccampantigpeatdnvitation and
a&ﬁbm@ rﬁe§sla'g§§ aMbhbRIedR)ptoR aMRGtGragEePPs, 10 nobile
devi ce. The nobile devices are used in a system

[0008] udi ngn @néﬂaéﬁéﬁsﬁertﬁ‘é%tl%p%ﬂé’atﬁmrd?b'\hhé@a PEEMEE of securely
coupled to the wrel ess network bi e devi

exchanging Rﬁfsof}%rd@nﬁﬁﬁm@mr@mb%ﬁ@ewnu a:&rtst mbll@dawea@nd a second
mBBid H&/IQ@VTF@ ﬂdﬂlé IE!%(/ICQQ%W@US@?ﬁ@é%m%u#nﬁ&%’ﬁ%less network

The first nobil devi ce I rst” person
andj@mutmgmemongwcéo tiamwvreha@s r@wma Eaobinabildalevioe has one or

e i B LI e e —
aprdicsiionl Thel first nfqbdatdewne hastzefirst persohal g:ietrhﬁcatmmmtyﬂb@rda nd the

o T bR P o
incfided thecstapsiof eractryptmgapplﬂrstqierml idendfickdion Ykibeg, §dh@hng the

e R L RS R 28m ok o e A  th second
mobilodgvice using opeesd mbo@m?mumdéﬂu? ggplucﬁh@nér%tnh%crﬁtmg the
of encrypting

e|ncI uags t he st Fi?i t he
"EYRIBAAISt PegRaRe Pe%fiqaaﬂn R and émnnﬁgh@ Rt éﬁtﬁoiﬂﬁt idgntification
NUFRBETTA a PeARPNSH tHéj%Ho'nE'rﬁéEﬂeodbv"Bé”bﬁ{e e gﬁgtg‘@o includes the steps

second, nobile device. to the first nobil evi c

of RicRgPtipadhe seeans %ﬁmﬁw&mﬂf igAticfMier: seing thecencrypted second
petSER A RddiBichith ﬁlﬂﬁ!’)é(rmcﬁﬁ éhc'@gé?%d rﬂsgﬁ%%@me tg the first mobile device

|dent|f|cat|on nunber an storing the secon
usig@ape pf thet ¢BAMHIEBEGN applicatiprsmang denrytpheg ther erncrymtbd Isecond

p&8¥hAGderftiib&fior rﬁbe%ﬁ?ﬁﬁ%Me %D%clslﬁg nﬁoge fif? atlon numberin

nmessages are exchange
a ey carttie fiing nsamlerntdvivebiAfeer tluie‘euctmngeajfrmmlmer-to -peer

mESRAA 8 ABRASR AT Sen TR oPRbI FpESan B e nobie devie
usan@trmambswmg bpplleatibndTEE € § cebtd-pedratediage B ntaiE bW of the

%@ rﬁ? I_Eon the personal identification nunbers
P% JdemfigatanambeTS &d eadhePesrdpRer MBpIadeds irepted by the routing
sevebAtRY bopanRs bpsomaﬁaent?ffba@‘sﬁ%@%@es system The

system i ncl udes a plurality of nobile devices, a

[00D9F! eSS |nRabieF kspaitdna d’r@é@dt%@pﬁ%ﬁl&ﬁr r(’f\f?d’ég §geér°t LW

wi rel ess. network. Each devi ce one or nore
MESTALING Evtiedn Td5p3vistamm imeérmpléeailtv @fnnob@ deldsssc @ wireless

netWBH 888 ArdlRATS¥rver coupled to the wireless network. Each mobile device has

- one or more communication applications and each mobile device includes a memory
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-3 storing a first personal identification nunber.
Each nobi | e device al so includes a nessaging
appl i cati on wherein the messagi ng application includes
an encryption conponent, a decryption conponent, a
contact managenent conponent, and a nessagi ng

stefdnepa fiesipersphel Iéﬁohquaiioomumﬁnoﬁeniu mcmlléaﬂevmcaigqomchges a

sk SoRREORORch AL LGAL LN et e

compdrent, mﬂerrgptmmumnpmrt cmcdruacttmamgnns@\tmm;mnent and a
| Ce Uusli.n one onnunlca

o BRI PGP B PG FOBBRPEHEA for e Rtmg the st personal

idertificatiomgumber ASP O RENbetRIMAYfhieGtich@ted fildfpERBnaNatication
nobi |.e devi ce via the one of the communi cati on

numbsET iRte: 3 eeaMuRicatien foriransimission tnanashermpbila device using one of the
cantalibidagorRBpERafiony. eﬁlé&&&??tld‘rpc&ﬁ poidels for I receiving an incoming
identjification nunmber or extracting a
coBryisaiionremdhe appiist Bwbile sienige visstheas of the communication
i
AN At AR hing cm 800, FERAEE B Pncmtag geoond
peagsonatidendification wnnb@rca@qbfcamacmg énd decrgptiriditie encrypted second
of, the co ni.ca
pe,g%@r}éll Eda %g%%t%n e melsﬁ‘ c%&ﬁéact SS5SREIR" FngBPe'g[éﬁEﬁrng
auom atieallyimamapimetie-e>xchpege ofibstapes, andfmfceb’ganbbgwnh the another ‘

r nessages each .incl ude one of the , .
RS ahhe paliie SREBTR eiaun etion arniRgia, Thsessaging
cw@bmﬁeegeﬂm@ag@%ﬁ ieng puéed-gaeriniessagesitwigreby the peer-to-
server based F‘Cﬂﬁie e personal identification

PSR MR580°} Gedbcllide netorhe PReonabEeeificatife ngmbsEn@nd wherein

tha pRbi-ERbée MmBsR\ged @Fe PoLTRY bk/@héjﬁiunﬁs s%FVer b%@gé‘gb&gthé &arsonal
eer -1 o0-peer nessaging with other nbb devi ces.

id %C?E?%ggmﬁé’fs\mrk 20 The wirel ess. netvvork i ncl udes

A outing server. The. npbile. device includes a
- ofisfin

ni cift Vet appeeepresananpiigation Ricvisles gsmobile device for
erfAGRdh %bf—%pé\értrheéih%lﬂﬁ \R/SIH Sy NIl iceSRIVBF ¥ V\L%'ieass network.

Storlng a first er sonal entification nunber
The Wireless petwask insides a wuting sasienr yhamptile devise includes a -

co?ﬁ’rﬂUHlBéG@ﬁé Qﬂy% Stehsis? Eggﬁélﬂg{rﬁ?{ﬁél@% lgbﬁ%ud'ngc\%’aﬁi@ﬁtvvlﬁﬂggfw1reless

he conmuni catfons sub
nth@I‘kumnOFd forzaourmgmﬁmtcmarsml aleptificzdion oundbar, and a processor

co‘ﬁﬂ%Eﬁ%ﬁ' tg gq/@@%ﬁogg ghB g%gwgs g%fg'sg? C%‘l?qsgﬁfsen:‘-f?é controlling
opesgtiaydfithe capmhum@atlooe subs‘r;tsitetdesr hamolsilecdemidd 8i8o includes a

B R i MY A ——

mebity d@tmmm @pﬂ@@dﬁglﬂgsapﬁpﬂkaﬁmr}’ﬁé hit@shdifg afpbﬁé:“étlon includes an
o Eerﬁonal i dent | fication nunber and for enbedding t

PHEEMPATERS @ GRGWAIRA) COBRPArgBhta Fantagtiraanas@msst component
arlché neBsBGRGUBIARNLAN TH eACFRRIA Athhd? iHBPEREYpting the first

bile device using one of ni cat 1 on
peafma! Mﬂtlﬁﬁ%tlonw@%’cﬁf%fpr embeddtpg e enérypfedrfirst personal
id&RFRENSMHumber into a communication for transmission to another mobile device
using one of the communicqtion applications. The decryption component is for receiving

an incoming communication from the another mobile device via the one of the
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an incomi ng conmuni cation fromthe another nobile

device, via the one of the -4 communication

appl i cations, wherein the inconing communication

i ncludes an encrypted second personal identification

nunber, and for extracting and decrypting the
corsAugstied apelicatignpewherisin thedeenming catminounicatitpencludésan

on SR TRARRRIR CLRRONER kAP L TR Heenping e

engtypledisesosd pactdnal idetiiidatiod emmber uFhagohtaet masagémehtcomponent

. i cation a tions messagi n conponent

s GO GBI RaRERab 38 BP0 ng S TR0 50 AEBEE it ne

another gopilé bewbée:@mehe RAEOf RS SSHEARINRAGHN BP mﬁl*dé@@n@”?hé’fnessagmg
identificatjon nunbers, and erein

comBERETeS B S HBO R CaMBOmS Gar By’ TRESas: MRgrauthapeer-to-

pedraneskdgeartachendeds enabf tHedp?é?'Ed)rfél ?dgdtlﬂﬁatfb%rmﬁﬁﬁers 1%hd wherein

[0011] Ot her aspects and features resen
thea?ﬁﬂﬁt%&’ﬁpbﬂ‘e\ﬁ/ﬁ?ge%@fedﬁptﬂdewfhﬁdoumswerobaﬁedam@nsiheIpbfsonal

wdehﬂﬁéa@u%nﬁ‘(u?nﬂé?s' ight of the follow ng detailed

descri ptl on and drawi ngs depicting one or nore

AN s S D S Sy s

0”%5@& inang gkilf in thiet art IrT|¢g‘|”éDéﬂrteéotkawmgeiemlleddeedrlpﬁlogwmdrawmgs
W is a block diagramof a

de stgg%ﬁbp?%&%glanﬁog”ﬁ%ﬁ%te peer -t o- peer messagi ng
betvveen nobi | e devi ces; [0014], Figure 2. is. a view
of a portion of a di spI ay of a nobile device show ng

‘BR‘”I’?F D%%@%Wbﬂf@F%%\ﬁﬂ&égase screen which is part

a peer-to-peer nessaglng application; . [0015].
d
10072917, T oty BEEAR L R Sl ot

Fefﬂ@ﬂﬁ? hgﬂ'@ medfFI@reg,e\elrlerem peer nessagi ng
agEI ication; [0016] Figure. 4 shows an exanple
[00dRbodi méTiguref 1 & gréquiki diagraos ef aisystent pawiding irdfediate peer-to-peer

me?g%ﬁ%'bggv urgf%gggogewgee' pt of a messaging invitation;

WS, "1'n bl ock diagramform a mobi | e

[ooq% <' f:e %ﬁgiﬂﬁgﬁ' g GQN 8P axgon Bﬁe %ﬂ‘i@ﬁ(g{s? rqr%?ls%%glc% showmg an

exerepllaqd cfocmtacﬁedataebye exccrlaexmgwh@h ergenalf a peer-to-peer messaging
a 'ld% tification nunbers in a nobile nmessaging system :
el F%lg] Li ke reference nunerals are used throughout

[00';1%? Fi g%ge&ret:? xsdae Ol%%\/eofs a porklon of a display of a-'mobile device showmg an

exemplary status screen forming a part of a peer-to-peer messaging application;,

[0016] Figure 4 shows an example embodiment of a graphical user interface for

notifying a user of receipt of a messaging invitation;

[00V1 7]  Figure 5 shows, in block diagram form, a mobile device configuréd to

provide peer-to-peer messaging; and

- [0018] Figure 6 shows, in flowchart form, a method for securely exchanging

personal identification numbers in a mobile messaging system.
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el ements and features. DETAILED DESCRI PTION 5 [0020]

Referring now to the drawings, Figure 1 is a block

di agram of a system5 for enabli ng i nmedi ate

peer-to-peer nessaging. System5 includes a plurality

é nobil e stations .10, such as. nobile devices 10A
0038} 108 Ldtsiierencenymesals argHpechthrayghsst e Figugaseostenote similar
eleich® asbfadBlteke. el ectroni c conmuni cations device such

as a cell phone, a smart phone, a personal data

assi stant (PDA), a pager, a handhel d conputer or a

phone .10 enabl ed | aptop conputer, to nane a few. As

DE‘I’AII'.‘E]?\MES@RH*TIW' | e device 10 may be provided. with
various applications, including, wthout linitation,

[OOQUF or TRBrrird I td the o‘?ﬁdvﬁgghg%gﬁoﬂagll llscé‘§|o%?%latsdp% ofa system 5

enabl e comunication wit
for snablingsmimediptedqiass4o-pebemessagingp Systatr B)mcILajesea’rﬂufahty of mobile

R

typappwlrems mpbllamlemtrmmmeminnmmgenéae\agleé gucteas biMPphone, a smart
nternet ena

Lication | ssa
phc%%pﬁlpgﬁ?n&#ga%e %ﬁsq%’it'}e( AV A PRES" B &y %erhgr%phone-
enaixkecﬁiapfc@(mcshpmtgr aormarum & ffw. OAS iIARMWIS, aiacﬁmnabneldéwce 10 may be

iJe. device 10 is provided with an

profp i Yashls ReplaHor 8 BeLEMan withpdFtaiopaene or mors currently

existRgsaplibgtiorsscthit érﬁ&blé’@@ﬁfﬁ@%ﬂoh%@i &héf ﬁ\BSfé @éiw&% 10 such as a
as the. "nessagi ng plication").

W'raaﬁ%ﬁ'%%mnsrﬁppﬁgaman e @Pifé'ﬁatlcpn ﬁﬁmbr@emecﬁerww SMS)
apﬂﬁb%rﬁ%u@%écﬁ’élhe%égm@ dBR R | M?ﬂ?: gb‘lg,%h{)r?rbncérﬂa%c% message

ot her type of software or fir
sendre AeMS) applicaiion aad pther |r$9§teéﬁﬂ315|eahwag_mgl appéisations (each of
whilth e BSS rdIEHrU@ § K hdrdin YLK Re TBY c,eor?r%{]xicaﬁ\ér{seépeﬁigatbn”). In
comuni cati ons. network or conbination o0
additinne eeel mahiledlevisevisy ig provided wittianggpplivatidnatbat implements the

Deéégﬁp%%&g%gﬁ%%wa QEH&E?% E%ﬁi@%ﬁ NP§ ’t% E%%AMS %DM%’]essaging |

applicatidréy sThe texor Iap;bﬁcatnol aslased hpi‘&lhi ghall yclatie lbas @r 2%ore programs,

ool s B B bt S b o e

alomm)br Inecmlﬁhnnamsn 1stt6md5 318B. mdﬁ@dési Wigel8 &< MEfvoAD156,Swhich may be any
Routi ng. server 20

W"ﬁﬁ?ﬁ’ B@M'WBBS Befster ﬁa"mﬂgmﬂaﬂéﬁtﬂt%rsaﬁrﬂﬁ%ecbneworks including,

wntrrcwumngtuorﬁiamabnp@ﬁWeD@tavmmes vab@tﬂDl\hA NESRGPRS, PCS,
8P/_#£’ %ut er such as those sold by Cisco ' Systenmns,

EDRRe 8hrDRIs s isdapnowiipiess getvork dbvineludesdal plisality of base

stafidrANtBhepefitm &RfY fEqUAR P(ggi?rdtggﬂg’}o %?@Brt dH?Q bh& voice

device 10 of sy stem5 | tores
eXCOﬁP@‘%ﬁeW'tbm@wﬁaievi@@rﬂOﬁ anghi G)Bm Routibg server &) i is ddupleki fd wireless

c 6 .assi gned
et BRI LEEN Bt AV BE of R EB R oo of outng
dats @lesetsbecludm@nmthgut Immthmba 4 $UW[P Ecatdr SAch aks shegepssid by Cisco
Systtemgl Irr]lgto an 358 ddr %Sa?fofrrqlra E)rh g n% E dgpedslsqganslatlok %erver (NAT).

[0021] Each mobile device 10 of system 5 is assigned and stores a unique

personal identification number (PIN). The PIN for each mobile device 10 may be
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device 10 on wireless network 15 that enables data to
he routed to the nobile device 10. Routing server 20
i ncl udes one or nore routing tables for routing
messages sent by 5 nobile devices 10 based on this

ing. In one exenplary embodi nent; the PIN nm
assgggalélnﬂ%ys%éeq H\?"?i@t"vnx'gﬁrk 'téﬂ dpaisactueag] or thaouph is énbw&er identity

mocﬁ)f@%iw YE&prF’FN Eerﬂﬁppéci‘?o 8 'Hgtwé‘i‘?(ya éshf%r ﬁ#@@@rr%eﬂgﬂ@rng mobile

of the npbil e device uni q suc
deviggh1Q en \@tﬁi@%ﬁr pefaork $@Nhe1\/3n$uba§ dfater tot be rowte| te tde\mminle device

o o AE ks ST, g D5 s st

mobilecttamicesl 10 Uesﬁd én trag rrmppﬂr@; nlmr‘duteréxetbniplanﬁlé\inbtbm%nt the PIN may

oS QUSRS % KBRS, SOt BT o e

may belthel@hahefr@mmrdf ¢hé Gedbilel d&ice 1@loﬁ%ftYn|qué‘¢[Dtdufch%f§the mobile

N T e
an Readdicdl g thBeikest ablvillSbereRHe ARSI AP e fHRE rféhal identification

[- t 0- peer nmessagli ng sessSi on bet ween two no
"ﬁlﬁf ges’ 'E’o used begie ir Bobintendss! teeerelinmited golebyblol rumeric identifiers,

but Q§VﬂoC§elQ9d&%03C€ro%a nanlngcﬁld% Ig a?%njnlaflc Bfentifiers, binary

preci at ed, however, he sane descri
'deer'PfS QpSWNﬂ@nﬁfl@ééha&musﬁ@%{gﬂdﬁgpwﬁgrmrhrmsseglng
any two_ nobile devices. 10. Wen a user of nobile
[002Rvi ce Tonmomesttience: th deseiliting thex egtablistroeqteand mamtenance of a

peeﬂ?@ ﬁoé%l: rﬁgs% Q&s‘_flﬂdgge%%h r\g@@flelco:evﬂ:%\é C@e &%fgretngg will be made

to nmhjles@vw 1@ and vii0Bashawn imFrgmbe He Iteilii e appfdBiatersi Hegvever,; that

h ex] st conmunij cati on
the %Qﬁ] i ca@'@ﬁ%ﬁgg%yﬁg aDB?W-#?ﬁ;ge?e}re(ne?&g'ngesefﬁ}grhﬁ%tween any two
mOb‘rbkﬂElvea::eGem cWhe0 B. useProé freatall device o wanstsft@@s{abhﬁﬂi 8%eer-to-peer

me B SR Al Ve D505 A RS  508 . mose

devicexHEM crbatey ayddetids ah vitasien t@MabildideRlcay108 usPBidr@ or more of
devi,ce 10A. . For. exanpl.e, .in one enbodi nent, the user

the jexisting, gamgunicatipps,+3 C?‘fﬂ%@ﬂm&ﬂ"e& inegh dRobile device 10A and

mobilevddvadd P0B. Ppéfefibly, Mhisas tHalltaBdRmd élfcoﬁﬁﬂé‘he?@thro%gh the peer-to-
associ ated, wth the, nmessaging application

Pecf 58 OBOARRIER Ao NG APRESP AN s andfas draloBdiieerdisplayed to
the U8&H M@ diéfay of Hﬁbbﬁé‘ﬁb?ﬁe u1§‘J'AngF('5r}\5( ﬁ‘lﬁlétlh%e %mbodlment the user

conmuni cation application. For exa
initighes var dnvitatior taiough diledtingase duvitation agtioh innatxidleg box or menu

assgﬁﬁu{glﬁlewm]rotﬁ ’ngsﬁﬁe%%%gp‘%@&ﬁ? %Ebr%lﬁgrbegz)ﬁrﬁ%tea to provide
addassudinfegmatiore- fmal foutipg| theatingitation3QsihgO R . existihg communication

app!’;’\ép%lrobgtr :Fﬁ? é%?ag}p CR@%aﬁggrt ﬁ%@f'ﬁ;%tvagog?lq{ag]a ad%?ess associated with

motnkemfnmne: 40B o%eaﬁ@ésagatg applicatién tish edusesEn é-maﬁll\flg be composed

or a wireless tel ephone ca
andtsf?g{ iq WP%@W%@@@%%%@%@%@@“% to -7 \r/]\het her
le d 10B wants to accept the
[00%;153, tj 2? Be lgwgatllggf lgbg%/éﬁ%gse consists of a messgge appropriate for the

particular existing communications application, such as an email, SMS, EMS, or MMS

message or a wireless telephone call, that includes some form of a request as to
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peer-to- peer nmessagi ng session with nobile device 10A
usi ng nobil e device 10B and an indicator(s) that
identifies the message as an invitation to engage in
peer-to-peer nessaging. The indicator(s) may include
n attachnment, enbedded text or other data 5 el enents
whethey; th@nla%ﬂf@ftrn@b'i?eéguge H§Bapanisciet aenepb therisbitationl @ad mstablish a
peet-&Bpkéer Fn%%Qleh& &ekfiBn VRS ?e %%v%g 16}3\\’ 'ugﬁg rﬂ?btle-rpﬁwce 10B and

nmessagl ng p fcation 1s configure

‘an 'nﬂw@ég((s dha tifies the emspgem‘s aresrmtgeenltn argage dh i peer-to-peer

meé@a rhgggﬁl%ansc{?{@tgr(% %P ﬁ(&esg a%@gngmﬁré) é]ﬂﬁaltg& Pppther data

elememsttbatsenatxlm mmmesmsg@@phcmlodeiremmbm@ defict @B to recognlze the

n . the indicatgr( that would signify that th
me<i5h e o AviAlerh e BleskaBnaasaalr imsbrliisd to monior the
“inbbR0@AWatdpdfor reeipt[aif r@éss%'gég i BohBetibAMifond BEmore of the existing

nessﬁaql ng@a@pl i cati on on nobile device 10B i nvokes an

commuy FatNss 15rPariciiam the mgssrging appligatiop meonitors incoming
880bNgetcARRld FatHegn f |
mest(%\g;l ce 10eBet hat an Iegvcc?}g?i:nogﬁgﬂ‘% ?;{géﬁél@g@h g'ﬁalfy that the
messgor s @ PephfupeepAFtatingiNitation. t o whet her or not the
I nvitation should be accepted. 15 The. notification .
[002dHy i nclHeae.rereipbphstipy @i gwitationy ithey messagisgrappiication on mobile -
deviEe d |
evot %@Fgﬂf?‘ﬁb?ﬁanéra%etéﬁ@a c?c%s@rbbé' ré)b g%ngg éﬁ?ﬁn?r" the messaging
appligationanqtifias the misenef mﬁbxﬂeludﬂme 108 Heatrent inkitatadn loas besry received
r devij
and%h@"ﬁse gglﬁﬁrg §T€p+| T ¢ Ifg)nwﬁ%thgﬁg}' }agﬁ,me |Pv1ga%a)r—1%?'@a@/be accepted.
Thepwtificatinmmay pogude infdmudiondderntifyiag thegua@hcmbblwseéwce 10A, such
a5 dTESHAPSEESD) oS ARG H SR MO R A LTSRS iaon.
In obatembmilment mmaotlfglaaphlnwj be prtwehts‘det@tthé&%er bPmodlié @vlice 1OB
no to indicate
by tb\% gn'ﬁ%?&gg aﬁ)gbcslnetlcéx m%@ ?qrm ?#o%glail@(?% gt POP-yrowipgpw or other
grapHicdl hleselsmltertﬁceﬁp@UI)e ded eetifléifioh Ndingdhe or t leétrfaBS mgfl in one
she. acce u%the' vitation and therefore w shes

embé)gfrggn ﬁgl@ptqb Bég?”srr@é gg'gqr@aplglgglsqngnt fqa@;res to allow the
useCSRAB Ifoliie RSARCIOBMD inBltateARRERESr oPALiRD brﬂﬂaﬁ%‘gls%epted

then the. nessagi ng application on 25 npo

[0025]B Cauﬁetﬁeaunseﬁtc@feﬁfo@ﬂé?%é‘vmmq icafest @
transmtted to the originating I ?@Sde\?lpgrg ﬁoﬁh% accepts the

invitgtion @nd: thergiape opishes do @%abhﬁhng D@ﬁ?ﬁw@rﬁ&%t messaging session, for
exafpR by 3bleihg aE OacpeRten diHRNEUETHAY 'tﬂ?&tess%&ﬁ%apphcatlon on

messagi ng application causes an dccéptance
mokilg gevice d §éu8%mdmsemenn@mcmg Conmrmsamm to be transmltted to the

t
orBENG ASHAP oeThS, BREHRRY LR RS, BEOG gpmmuniatr
apptBI}aﬂamebOraagmp’&;smgme ehbbdunmntah@eﬁéﬁﬁgﬂ@ ﬁpplicatloﬁ; causes an

on to, or in ,conjunction wt
cccd88) (MRS Hnok00s25 L0y O UG QRN on e

meseaglagl atg;h@@ﬂ’&mﬁh%bb@d@ﬂ@é"@ﬂ IsoBsnfiguify Y@Péco%mze receipt of an

% ces 10A and
acceptance message, like an acceptance e-mail.
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10B exchange PINs. In one enbodinment, the PIN for
nobi |l e device 10B is sent with the acceptance
nmessage. I n one enbodinent, the PIN for nobile device
10A may be sent 5 with either the invitation nessage
or with a subsequent acknow edgenent nessage after
[002&cei pt Inofaddifionade.e or ainc eongpetiaye. wiffo0@%¢hanging an invitation and

accéﬁ%ﬂé%%?‘ﬁg ISE F§ cgﬁﬁﬁ@ﬂéat%p%ép%éﬁ%q ﬁl{]%e Z)‘jgrd%vyces 10A and

10Bdesypiange PIINS nhrednde emmdlmamgethbrmm foetnubile depize|1@B is sent with the

vices. If a user's Pl d ner a avai l abl e
acopGehfe Tirssagz et B staradioer, Tt NV Togbls 48k 4R may be sent
withc bitingrethe inbigditiont messages Yor fvith bhﬁu@é@énﬂéékndﬁeéﬁéﬁém message

the PIN wth a wide range of users or it is easy f

aﬂeéﬁe%lﬁ’fﬁ@r?c‘f@@ FEEIPPERICt 0 i ntercept a nessage
d. obtain the PIN, Most of the existing
[00Gmuni Eagsidanss Wi ihopesent arplicatian the gecracyend confidentiality
of thé PGS/ T@ﬂawﬁ@ﬁ@@%léplt@ﬁweané&ﬁfg éx@ha‘ﬁgg thEmA5tvEER MBbile devices.
recei ve messages from unwanted sourc that have '
If apyserisnBHN tinempiey ganerallyeavailablee tel@riother weerobylisegtipg it over an
I e I egd f
unséaﬁeg Ichﬁérr\]ﬁ(g tdhleg\)él aé%?/q‘or 141% dtﬂ?rgunseeﬁBS g}‘\gf | %gtIS)Imea wide range
of qu@ZB‘]It iTIeasy forgmpuealtPromiksd neaymdm t@nbemtée’ola digssapée ynd obtain the
Wi g e exi
PIN Wsﬂ otég eoéﬁ% I‘?&c'grt%ﬁg rc]:gh%‘r? a@%hcsﬁggs E%qulglall Btlltzr?reunsecured
chanaglsagfesa résult aanalnie devicd triayancewﬁahéssa@rep|frc¢1ahhwanted sources

it 2R TSN, B  B5 RLRSRES, Riobl Hp L excranged

in ahigneryptddafohadn b oiitaonts deycldyedoh %pr@%ehﬂaﬁﬂl@gﬁrﬁ' ng
firewalls and spamfilters. Accordingly,. in. another

[00Z81bOdi NEHE enbhﬁ:)tecﬁpﬂ‘ﬂs/ﬁta@%éjbmbb&déﬂ@ﬂﬁgﬂ%ﬂvﬂhanﬁé|r'b{essages sent
he bod In t enbodi pent

 usin b RS AR feation Ao s grane & Pitpeasl BItRE sadsgages. For

exafpld, &fithodn ENASIMBPERENGH Heh@YbtedINORLT behAVRKEH afsfbebmary file.

ssagi ng, application is configured. to extract and
Spregietid

It wifehs gperefiséed that eypek hapng a ity filsratfached anay encounter problems

~in tféi&@élﬁ'g ewhil %Baﬁﬁeﬂ&’érsenqdéekﬁ Iy,PliH\ISanoﬁﬂaq embodlment the

rel ated 25 key managenment and exthange operation
enchyptechPBY isirmb Qﬂmquc@imgqhmgwm yoftibe@rrpaéclrammembodnment a

a4 b JOMGIELSER BEEVRIPLAN Sy bk Sy ffnansii

w
syn‘rh@lﬁ Ihowgwer the nEBsaging anplicatidre isPtonfiguoed hwlextractdand decrypt the

encﬁgfﬁed @H&ltlghélrbeertalgoljgggr%llﬂgt\ﬁg é{:‘rl\ﬁgg% gggnqrgﬁeg rEéNs and related

keycunmagemetnt pnd (kay exchanEespdratigracireRowage bekinng t he.
peer-to 30 peer nessaging application. that includes

[0029]e PI NAefwill e amﬁeqﬂa’eﬂt onabiHecalstan stepd Qrd &or@b&ete Qhobile device

104iy e BB S G PR 0L ol psiceaivs Wik hae the PIN

for n@bikede@bé 10ANENHREF e&l@erﬂﬁ@!ﬁﬂe’@éﬁé’eﬂ%A%rﬁWdés@r@% t@)éend a peer-
the nobile device 10 through w rel ess network

to-pegliMesgage to dhe mheRdupiergresen reertepept aiassage usmg “the peer-to-
peer messaging application that includes the PIN of the recipient mobile device 10 (10A

or 10B, as the case may be), preferably in the message header, along with the message
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the PIN fromthe peer-to-peer nessage and uses it to
determ ne the network address of the recipient nobile
device 10 (10A or 10B, as the case may be) using the
routing 5 table(s) stored therein, and sends the

. . hessag 0 h reci pi_ent nobile deV| ce 10 (10A or
| '”forﬂ?g'on R { %E@é%y 7%@) PERTORALTVINPRIAESSISTBENGIERt DB the mobile

deV|b§|109hFd®hd\ﬁtr€|6§é ﬁ@ﬂvdﬂ%tﬂﬁoﬂbkrouﬂﬁg SBRRr 26NGR oﬁtﬁgeée\f\%jr 20 obtains

peer to-peer nessage, and in particular
the 'ﬁ{é\k&age einFestorREPOMessrdeRRG Uses drteidatermine the network address of

the %é@bﬁty%bﬁlg d%\ﬁcemfﬁr (16h 6#?0@99‘1‘5%?”&%%0% 88{&3%3\{#19 $he routing

case nhy b
tablgtej etpeed:tiﬂer@nnmd sentts the méssagedo he ndumdmtsim& device 10 (10A or

1080605He o887 R4D Bk Mloudl PGS SHRREH 781yl B Fidehined networs

addr@em C@nﬂ:@ reseiged \mm/vayemmbpéa £REBAYY, Cad Qﬂpdﬂk&h%@ th® message
possi VOj ce conmmuni ca

infordSabion peitte Bl Pifetn, s <THBYRH e 466 UeHG ofidys dacipisnt mobile

‘devibag0t(n@A oz apBDES te/cse magg%ml cate with other conputer

systens on the Internet pendi ng on. 15 the.

[0030QNCt i OReferéncens Aowanede Yo Flaﬁr@nga%h]s%wb% bl&él( 418 m of an
odi ments the device nay data conmmuni cati on
exaragt)? boéc]{

erabogiment of %P@%&'@V@Srﬂrﬂjﬂﬂ the ex@mrle embediment, the mobile
devie®nbiigHRE-WH) mBQﬂé‘coﬂﬁ{lﬁ‘uéﬁ@n\ﬁé'vfc% W G&h1M pRsibly also

nobi | e t el ephone, a PDA enabl ed for
voice gammHRIeatiasrcapebiliies dmantexanp)e eathodinert, thewlevigleetkhas the
capé‘ﬂ?lﬂ?‘fﬁ cmlégt@%thtd?ﬁé}%m l]stgrg%;gt r{%?nqﬁ grnép Degeﬂgmg on

i ncl udes a communi cat i on

the fupgtianadty p@y@edabytthanigmceﬂ@r lnl\]anommdntamismeniattbel devuce may be a

datac&'mpﬁl%ﬁ?n ég\ﬁpe aasmﬁﬂ%l ﬁlggt‘?r a@e\x%ﬁigéo |gured for both

er na €nha e enent
datamnscesicd agmmumittion saiofobile tdedhme a PBA@mabladrfocwBsless

4 00 ISR TS PR 34 R

so n e_ conmuni.cation, subs ,
o ST L T RSN
receivelr i1 1Bea trappaitent! 1dpand associdted |ced1pbﬁehtb%uf:h ak@énefor more,

h d
ror SRR BRSO nlstSa, BRean Sveted 'Baparidbnendaaroeareing

modaizsaohi £04 Id(gitaﬂ@bh@"d?otébs‘ﬁh'(l@P) 120 dR%0RR efbddiments, the
i ntended t operate. [0032]. Signals received by the
om M‘S“fﬂ! Syﬁtﬁ'ﬂ‘dDﬂHW%l@Cﬁh ‘?%"l@é@f(ﬁéb%ﬂ 3,18 ddpsome
emboBRENts thd BEMARARIAYBA s@:ggyste\!\WﬁHnarfbai g‘g(,er[)(grt‘pbrc s°df°l%8 Share an

conmbn recei ver functions as sSi | catl
osciiagtay dsriwill bearpacentte thaserskiltsd in éln¢ figld thamrmjnlcatlons the

partr%@l’a?%élgﬁ cﬁ‘l ok &ﬁrrluh“c%tlon gﬂﬂs&s?%mgqsqﬁrhﬁﬂg?@ﬁgﬁ@éﬁt upon the

anal 0og conversi on

-comgiugicationtnetwerk in Which thestevideetD imrietepded esspstate.

i ncl udi ng nodul ation and encoding for exanple, by the
[0032%P 12%igans reogived by thehantenaadribitheugh e Wneleds getvadrk 15 are

inpu{ & f%@%'eg&\,&o{‘f}’ 2e rw%@rwnmafyrp% o(rerﬂcs)(:cH common receiver functions as signal

amplification, frequency down conversion, ﬂlterlng, channel selection and the like, and in_

some embodiments, analog to digital conversion. In a similar manner, signals to be
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conversion, filtering, anplification and transm ssion
over the wireless network 15 via the antenna 118. 5
[ 0033] The device 10 includes the m croprocessor 138
that controls the overall operation of the.device.
The m croprocessor 138 interacts wth the
trarcsonittedh acapiccasseds indyding motiliatendanal ercodimgefoaekamplef by the DSP

b h t
2 0 DB R BRI By 516R. B i HRRRIEE frmawsngy up
cor(vBAldn, ¥ikGring, suibificati®eand trdasiidsion e kit (vivkiss ﬁé@vork 15 via the
auxi | igry i nput/output (1/0 subsystens 128, seri al

amﬁB?”ﬂ 0, 10 keyboard or keypad 132, speaker 134;

rophqone 136, short-range communications
loogléﬁsyst g'%el%'ceaﬂ%'weét’fh% igrepraceseQhkisthahgontrols the overal
opdFafier 8f thi doRIMAE eflcRBrddbdsorT intraPRivith HERSHhEMations

144 interacts with the display 122 and renders

subsyaisR ¢4 apd ?l@k’t'nt%%ﬁ withdudhedeyicesubsysteosuguch as the graphics

USSR 108 R TR A don poBils HBRIoB RAG) 198 subscriber
ldeaiit&‘ module IMIXIEGp Bexnbamomtl’tmmtputit/@h e@bsyﬁtain$)e2&,i ssfriahport 130,

o PSR, TR k2o g BBt

suhislyatent h40,cmer aatyi mgesgmlmmstemgemeﬂey a@sﬁgma}aﬁ laensi2. The

.58 rts, there ar | oade
orapREs O fRiinidaRieris vaie ol S rehoefStrbnios or tex
uparothieadigpiay ¢t hat . recei ved communi cation signal s.

may al so. be stored to RAM 126. 20 [0035]. The

toomm opr @ssratig dRflem softwadsli bl @RdhriblS sefRERtdgMications 158

m functi ons, eferabl enables executi on of
usebBy i 3

rgcwpee:sgpf aje;dn 8H expapleyeppediment, stored in-a persistent

stofd Qﬂﬁiéﬂﬂﬁdﬂﬁﬂeﬁ'@w 994 6P BRI SRragdeRRTNt CBIds@IkillL82n the art will
be installed on the device 10 during manufacture.

apPFREalE AL RSB BHIHSTE dOro PG ARREGRYIRS| IndeotaR s thereof,

- ma§ YEERperiPbadas Mtb @AldIRNS sRIPELAEL %8 RV t1 262% is contemplated that

communi cation, applications. A typical

~re<>§b/ﬁﬁ1mmwl@aiioa\p%gn%maymlmpe|smfe@@eRé{M éR@ctronic

nessagl nodul e for allown user to receive,
[0038hd, ieropiagesdnd 3B elnta mdo ifgeapssating, systam functions,

pre?é?% degvabte.'%eexecu £6f %&ma‘?e %ﬁﬁﬁ@aqi'gﬁg 1%8%’1 thie WYice. A

Inclade an e-marl applicatro catron, An
prefRiSranysid ssdof oﬂmnwmatlpnampr@deGQc’aay be insFalledhe the device 10

] PURLBCARE TOEL RN N TR0 e

- comunivatiog bpplivatidfs aed}(m viicé Tonirhenieatianl appligatidr®. A typical data

short-ran

coRHiiREReP N erdRinadlinBRidh 5 ot biekEncio mostie.for allowing a

userUtb syssivaNrddd, coripbseNah@ befdltdxs-based Absbagds. | Fortdi@nipfdthe
eleﬁg% or a non-volatile store for execution by the

renig pressagiegmadige may ipplupe & mail applicatioppriSiés mgalication, an
MMS‘ébéllidaﬁbh Ofhd/BCAF BRES aphiRaligmC ELARE! éc;fﬁéva‘?é abPfcatiBMs $88 and/or

communlcatlon applications 162 may also be loaded onto the device 10 through the
network 15, the auxiliary 1/0O subsystem 128, serial port 130, short-range

communications subsystem 140 or any other suitable subsystem 142, and installed by a
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may provi de enhanced on-devi ce functions,

comruni cation-rel ated functions, or both. [0036] In a

data communi cation node, a received signal such as a

text nmessage 5 or web page downl oad will be processed

y the communication, subsystem 111 and input to the

userﬂﬂé'ﬁ%Br‘\b/&é%@ oF am-vqml% Btofe for exeetiéiorby thef miarorrpcessor 138.
Sucﬁ?%ﬁﬁﬁﬁl h féﬁpﬁﬁéiﬁ)'nr ot Iﬁ%tg)rﬁgh refaQ% %@thér%hwgftﬁ‘é 3BLiY 10 and
maygiroede aatnhaqu cora}dawce émmtibnargommm\nteUmm eclat2d . furctions) or both.

of device 10 nay al so conpose data itens within a -
[00353f t war e aagathicomromicatith mode, & cenmivEdcsigmalsuch as a text message

or BBBRLE i B s e b AR S an

.mpult ttethél riclanyodeddonnds poisish iilypreferablyfuthér probéds e vesdved signal

for ot i 9 SRV R 2 RGP IS BHASINRR SubSyeBA-Cheramatvely to an
auxﬁé@ﬂb@ﬂ@ﬂt& 328. AQQ3rbf ddvieS T hitly 164 Eorﬁﬁ@séﬂé’t‘ﬁﬂte‘n& within a

gure 5 would. normally be inplenented in a personal

Sofha?r@i Jrplicatios L\’i%ﬁ't a cppa)unisalienEppitaticat b sude as emaildnessages
for éMéhﬁJb s ﬁ%ér‘arﬂ 324R c%yﬂcﬁoﬁ‘\wﬁﬁ tﬁ%gféﬁlé&ol@2 and possibly an

onmput er not S esl rabl
aUX'bﬁWl'&dﬁ“@l@\??ﬁeS@@mnD@ﬁed igos maytben be3mnsoiteti over a

com‘gg.@h’éa%oﬂ ST rkttﬂnﬁ@\ tR e ARRRGER; hrgu%?%ee)ﬁﬁﬂ er nal

I ce or so tware app I'cation an end the

[oo?qpabl | 1ihd E8rf ook MBS |nt§’%ur§r§¥(/bg d%rﬁ%ﬁ be implemented in a

fornmati on or softvvare downl \Y,
pers@lnhbdlgttai assistand (g AXxtypsi comhmesicetiomdevicafarovhictesymmhkonization

i 2D AT I P9 PR SR 3 S0 v

comporramtnBuah agort 184 weeld driadlade usertolddt phsferetick$ &Hrélidh an external

. ._or__devices, which. ne not CeSS iI be
devigy B EfBwall andl GG SRRl e fre " ngBlEER A the v py
proviiding €stdnfarmatidrr or suitvikee idowniadisas 3ins teviesl 10iotiiatithisn @idlgh a
onponents or a t oot hTM communi cati on nodule to

e
wirefgss,\Fogumyca ‘mﬁﬁhﬂ{f?g‘m. on with sinmilarly enabl ed 25.

t ens__and vi ces. The. device 10 may be a handhel d
03RS oo TRE SROTYATHE CRUTCBICRIONS SHSalen 44D isfe &gt component

whidFe®af@révide RIPRbHAGNISatIchEHLtwéBS thdTBSRED T 0@nd different systems or
I1cation 160 includes a. nonitori ng conponent, an
e

devichbiwhieh BReG RbosRassariy b imilacdayiten Eer exwpeireiie, subsystem
140 WA RCRRY dhOhir§edd deRAcs AR asrs%fc%ﬁs%c? Eilﬁ eJlt‘goaz'nt%at%n%%ﬁ&tor a

managenent conponent. The
Blue’fa@tagféﬁemmmep@nmdulgtq DFO@'@ee‘Qt adphmimicatinn adth similarly enabled
systemédéhﬁ dé\f?& B RE 10 mS on }’{f‘%ﬂﬁ]egdnggkg Jrai ntain the

or mati on, base out of or

P N e

mesisagingdapliaatiors 469 m@udemapnomtdrmfgocorpﬁdsrimnam @hwtanon component

- n h 0 i nfor
andP&Y ractcgptgﬁgé Cr(r)em%goar%npng l%aty ceoll(e:ac{1 ve? be referre to as a contact

management component. The role of the contact management component is to
establish contact or “buddy” relationships, i.e. to update and maintain the contact

information, based on the sending out of or the receiving of invitations and accéptances
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[0040] The PIN associated with the nobile device 10 is

stored in nenory. It may, for exanple, be stored in

the SIM 156, in RAM 126, in firmvare or otherw se.

Also 5 stored in nmenory on the device 10 i s contact

information for use in association with the nessagi ng
withappwi eantaets. 16he Thassegingaapplication ntfQ durthesningiudes a messaging

corR0e Ry BEEAAA besf 2P AhERt A oI orld mmpgion

To0 B8R0 T8 R S33BE Rt el BGie GO BE TP REGbIeHia margory. 1t mey,
for araysplgi bg stppdd tathieo8IM 6IB6L dn SN 26, i inVirnalare or tatherwise.  Also

anot her devicg. The user may pr.oyvi de,.an, address for . .
stoB T ARV Bieris oo 1 SeomiadNOEMEHOT (Ghiep 12 dap@dation with the
mesBaging Bpplicdtiodn16@MPTRE dorgedteinfdrifatidAdcSiREIAS @htact names and

i nvitation nmessage through one of the comunication
assgeigiedcdiNSons 162, such as the e-mail application.

' 042] The . nonitoring component of the nessagin
[00 ﬁm i cat MBANMIBHONLPEReBERtRT the messagingtanplicatipn ’?%ﬁ FQAPOSses and

sendB SHALRDNE AMPSSPRIi®RicherdeVi AedsdOof RRE §XAB!1® instructs the
he noni t ori ng conponent may nonitor the I nbox of

t he,

messRginenaPplicaipni tal twvend. amdrielonvtet aratheradguieacel hediser may
profiBe SAO8HARLS fofFaadd thd BY racﬁé\ﬁéc}a?-sﬁhn?ss%\ﬂgé-%il address. The
~Invitation may include predefined'text, a code,. oOr

inviggae. comprnent geacedtesrand sendsi amiifytatiomiméssags theugh one of the
coniﬂﬁtzrﬁ]‘it | d?\gapdlf&\é{i&?st #éa?lsglr:ﬁ a% Qﬁe g})’ﬁé‘iﬁr%é,&%%{i? gonmponent

Ies an I nvi hen r?'y t he user

0088 09, REW bt 5P I RSEEHS e, o agicns

receipt pff aipvitatitinaInegsshges drompopthep mobitowlesitewi 1@  For example, the.
o B g B i W R b S s et
any'raceiegd 'I’nem;dfqe§ ﬁeé ﬁ@%a@u@ﬁm&tioté., Ahaﬁs@gﬁng' inditatiineay include
cceptance of the., invitatign, then. the acceptance, _
predSHEan Rt 7 SoUPi hevEE 058 To0.SPTPRL (o SioBY it & & messaging

inVIRRIBROIfethe moftdriagRbipanklt i8ERETERLAFinvitdtbnS 812ASt @Ay notify the user
tance message. through one of the conmuni cation ‘

a"dg(é%%eiF?,Iafthﬁo‘h%eri@z,gc‘i‘%%ﬁ”a@ hdhe invitglion.a Jiari @@nrip. the monitoring
conhstiieht deiﬁF%?aﬁHﬁ%gaﬁ@l bf BbbD WRBoW SHMASS information regarding

conmponents. fof ‘perfornmng encryption, decryption,
the seadee Phthe) invdiation 7ad ffannof seleetiopadoftbe useshsuali ag “accept” and

“rejgci:tNt%Httoﬁ’sQ ﬁhﬁé%s@?’%&%ﬁ ScdBafR & QRY; %g@rz,rtﬂgg_%é acceptance

e invitation and acceptance conponen
companenhisdriggefednent s i nteracting therewith. These
conmponents -13 nanage the encryption of a resident
[0048N, t hdhgerascaptanee ocoropdnriitasutamaticabnygeregatesednd sends an

accéﬁgagég:rﬁg?so eétﬁgoﬁ.@gfcéhaggﬁ/ ﬁ’se é%@%ﬁé%ﬁ&%ﬂblic‘%ﬁibns 162, such as the

e-mail application.

[0044] The messaging application 160 includes components for performing

encryption, decryption, and related key management functions for exchanging PINs.

~These components may be provided as a part of the invitation and acceptance'

components or as separate components interacting therewith. These components
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messages for transm ssion through one of the existing
communi cation applications 162, and the decryption of
encrypted PINs received from other nobile devices 10
t hrough 5 one of the comuni cation applications 162.
Further detail regarding encryption, decryption, and
manzge thecergiyetion oha mesitentdIit, éixe gefierakien ioncalcatstion of any required

A48 L2 B e B, OWhehO Sl Bl P

mesaﬂgeslfer iran‘sranasued tlnrl@ugb ehetai-the existing &@cﬁhﬂ@nd@y oﬁ %\@)@Il&ﬁmns 162,
a desc above over 10 multi

and B iRYETORT BRSNS U S FRAFIMES) Eo8,5eT RgbiE devices 10 through

oneC @fMihai @@hhﬂJ?ﬁca@nBﬁ' hSpichinss 2. W#drﬂﬁ‘? aaa| e g@ffcﬁﬁg encryption,
each cormunl cation path confirns a different address

decrypiion; epdikey exchange ndtbin Hie fsmtex'hvf thetinitationharshitecture is given
beldg! ping to confirmthe authenticity of the invitation.
For example, the user of nobile device 1 OA may w sh

[00115’] est a@éfér@n@g@{%bah%@@@{%ﬁﬁéseng1 ﬁ@%%%l%%ﬁt{? securlty may

he user of devi ce I ng an 1 nvi
be @§r€l§’é§é rin pear-tebioseas m@saaginggbbaemﬁ:a@ Imildnmmﬁesmbedmbove over

mul?ﬁ@ AhRicah&h g‘éﬁ'nts' Rihg M ed]% %éf‘s@ﬁ& %W@I%ag@né BPpjgations. As

“ihvitation nmessages are rec
will thigeappnabiated, (ﬁachrr@rmrhkmcaﬁompbﬂi eonfdmma:elffla&&tvmddlress identity for

ro bi ] e devi 10A, |...e. he . .
the %QRW?J %R%ﬁrﬁ@%g g]e({r)o ol lrrn\%s? QP%HJ[ICIG%%H#‘I? frvitation. For
examgss, atggsusar of Teb”e «ﬁd&&c&li’»eA nady Wizhitb @s&?uswg plebﬁg)-peer messaging
s i S 5 T e b St g 2 i LS above
USI@M%mémlla@WIlcﬁﬁéh Q&ihd bheSM'SO%SI"caﬂﬁﬁ" | fRkhiONc¥e, when the
lnvufﬁgle hone. Jsopl ication, or not currently using

B rBeS<HSFs G Ieisivad B moPie cRYias OB s INGsatet d like of mobile

devitie) 10B Wikt SUBRT twid lessRfes@binf BHile AbvikB e 0N lileV ahe &hail invitation
ando{?'Wel nvitation nmessages in the same nmanner as

PMre drvighon. eé’é!h%dhwnﬁmgpé JEVe clhe 10w (&, @ogllebyievuce 108
couRL R NbridRg/ iR’ aMy tél’p"ﬂlbé}% 0{ Mﬁ@% WBGYSRIB ogugﬁ)%l the calendar

devi ce 108 opens. eit se. two nessa
appjeatian, othes q@é@ss@ggbgamlcaw i et iboowsen Iabphdwon or the phone

oo ARy G S S50 08 AU 1, gpr o
Thenaserbll deomtified oh axylvplrco)‘vthdnmgtatlerao’feslsagest @tthersame manner as

an;{@ﬁ?ﬁ%?esg%@g?%g \?esqs p)9 fmsgbolgg&q l[? %@QGCI fatyr ngﬂlgg ta(rjmdf'or vibrating). .

Whprdhne mepefemom aagwg OBessdrReithied o YheReQgioamBhstelshthe peer-to-

e eer g ti ontocgn%nltor all incom ng
pecl TBesaadllt papICEHER Wil diec AvaRed 19 refhserthe meseagen. The automatio
invadavibh aif ltl@pé@‘st%é}ﬂ,%r rﬁéb%agﬁllbeﬁfﬁpﬂgaﬂ’ﬁrﬁ rlﬂb? bE%comphshed by providing
eaCBeer t 0- peer nessagi ng ap i cation i ncl ud

BV BN dRES 0% FRSATINBRPT fastne with Sresiabindigaiorsstp “ndicate that it is
an |h0Yétkﬁ‘1tbeQ d&?ﬁﬁg@ér %Q@éagnﬂ&é@ssﬁcﬁ%nd by ﬁpc{b‘?arﬁﬁﬁrﬁgemeﬁe%r-to peer

nmul ti pl e paths are used
appljeation & manitopedr ingemingymegsages farasicnindiddtorsextn sddition, each

mvu{al?l‘ca)n l'ngggébe %hérﬁ%relalté(oe let%n ttrbee p%'ép- rpéenrvmtezéléagmg application, will .

include an indication of the number (over different paths) of invitation messages that

were sent. In the case where multiple paths are used, as in this example, the peer-to-
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nmessage(s). For exanple, if the email invitation

- nmessage is opened first, the peer-to- peer application
will scan the "inbox" or the Iike for the SMS
invitati on nessage. As described above, the

i nvitation nessages may be identified by the speci al
Peqrﬁaﬁ?%s&‘%}gsa@“ﬁﬁw wdUNex scani the . “impRy” pethe like fesdhe other invitation

e e oo R, ¥ eeh S RERlballe & drler®ifiet e poerto-

peer appfioatnn whies¢anytheatinkox” ot the Itkeefor dhér&M$ rinvitadibh anessage. As
' othranIItlo e
NI Y p——
provided hereivithi ﬁ'hiet;mermm-pesr fescaging dppheaton inehie @mbdtment will not
invitation, os one -e.e|S|o_.to,acceto_r, , , :
proif b isg of Gtoslf bk R vt Tiroapliude d55op| e viaton unt the

' othmlhomtm%s@ge%amﬁcﬁn@ﬁdé W‘bthepfnvﬁa%rﬁﬁ'@s%’ée §5i8%ound, the

|nterf c1200 for notify |ntg a user of recei ,
usefedsg ﬁ@ SNFEt 201 BRY a0PRR gb%ﬁw't@a@mﬁsseﬂesentadf above, reject the
inviglieni Brcgbdgﬂ;?&ueathﬁ%c%rmoaéé& p&xreﬁﬁl overlaid or

cascaded on -top of an inbox display screen 202. The

[OOWG’P up @ie@ér@ﬁc@%n@p%mllﬁ]&éﬂ QML& sHowd QH' %QFn%?e embodiment

t he name of the sender dat e,
of agigphicakusaapterfare 2P dorratifyng B uaer of tegeiptiaf aseasbaggmg invitation.

Thd Br%tphf&‘él E%rh%rfa@%b@b |f96|l9€(ésd§§|c>§Wdlgﬁggbj)nt%(ﬁaévegﬁ Sr cascaded

source pop-up d
on. E]f’e@fem hoxedisgay sareen 204 eé'hseioeempablahog)bbx @0¢ shown in Figure 4

md@%t\r?fsetﬁ %@gf b %Qr?dequ Plime’th Eaaﬁéﬁ?talgﬁg{on?%is i tr{Bl:lltlple paths

ion, rejecting t I'nvi |
were deed S caendnngv\m irevitatian, wb(mpprowdesejs@ﬂé ddtRentication as to the

sou | T bOR:up B D a0 st PR b wilbghiee selectable butons
conresponmhg o thechptionst off ecctggingi ﬂhedmvﬂtét;ont hejecti® W tinvitation, and
del yprgglc tion the r&@gg%tlvetPle nobi | e devi ces
Y9 3 CECISRIT Ve AP l9§fefi§°t6h%'rl¥ftaf‘% exi sting.
tion i cations, sendi ng nobil e devi ce
10035y ot EdferdRon R a5 macs: o SRS (1 A8 1 U rgiedabove, in the

anIfmlEmLmbﬁ@édtm’@ déeyipbeg ahiths .- pré&eﬂt'"@pmlé%ﬁ’ tHEd réEb*éHr\?e PINs of the
ce, the recelved encrypted PIN. is. decrypte

moﬁ*ff‘r deyReR g8 ars cavatly lexgharged aisinst ona o dbe Q)@stmbecommumcatlon

‘ apri"B@t'itﬁ'fsypA %@nﬁ’ hb! rhébile2@eVitdTeh&9p fsoits Pn@gﬂﬁrsﬁaatgéﬁﬁmttmg it using the

plications on. the respectlve no e device

| CO"["DBWS?t'OIThéP@‘CQF'@n a Ahdimb Escebiing mabjipdeniceatie tesgived encrypted PIN

is d%%weﬁﬁroh%ﬁ[émpn t& 'Ré{é Rl Prﬁen‘?”é’éc%s?i’o bl YA PYRed PIN is

enbodi nent s e SC resent
limitgsiotoi thamétﬁﬁaglnN’tap@anironStdﬂ\ethpaeSsp&mltIat\Nd) ranhdé dleniats.on
or function that may be used in conjunction with a
[00+¥&}y val Udete asmaveumbenhef Ehddyptitroaac keponammné?itl‘ﬂemyques that

mal B8 iifcfat b e BuRer Pire LR e ecptiae pressntappiication.

Mowamveheh@pbrtmlalr traapfmrrmet@ﬁ er fuittion thitdRay BEYReAin wﬁr‘jbncnon with
are. kno be sel ected, having -

f uncti ons, may
@ KeUGRUE 1S ORUSThER I, P BOWRRTURGU SN Mavbnolude a wide range of
cry$egRiphitl flahsRePatb & fintlorks. PaTihdseUloR ordinary skill in the art will

‘appreciate that a wide range of such functions are known and may be selected, having
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application or system [0049] In one enbodinment, the
messagi ng application 160 enpl oys symretric
encryption. Symretric encryption is a cryptographic
technique wherein it is 5 conputationally easy to
detern1ne one key from another key in the key pair. In

to SympeaceseingRawRstnsh aBk st sonstrainteegasogiated with a particular

ap;ih@ﬁﬂiri g,ag stepfMEtric encryption relies upon the

secrecy of the keys. Accordingly, the key pair is
ooygpal 1y ficer b%b@ﬁ'n Cifee! s :
[ ch];nnel s. I'n one enbo |nweftﬂessﬁ@%gsé;&“g?“ﬁﬁot};épe&ﬁé@?gesymmet”c
encryptionys e Symmefriat ienehyptioncis ea chanmhmrapmucltecﬂmncmevm/lmreih it is

cort3805 1 R BASEMAS AetaP ol Bhed Bl Heapgar. n mosi

synhmytrm:agnmptliﬁr sulea@mesFothe kepsTplee |dérh|ealfl ISSimdseic é‘ﬁﬂ‘yptlon relies

vi de the us a.. codewor
undf bt S e BE T ae eacoatibgy ek aie i snlaly nubited securely,
andlA&t eWeerurgeoureUeshanhl. Clﬂd&Y@éﬁb@ﬂlmmSﬁ\\éﬂu%rr@h&ﬁle dewce 10A
seed value in conjunction with an algorit

d
usegh (RApEDESTHES ChaSelcRh Re vpise ShABNPh (GAEHHR hegiser of mobil
dev@déﬂOBQﬂWﬁtkb @aﬁfé"ﬁﬂﬁ's‘é@ﬁ'% frdm \[VQQEQLell@ EH?% B&'derived. For
enmbodi ment , e nmessagi ng application
exagmie; e fr@yisgh m%vmrpw%e tim ﬁﬂwmesereﬂttw gvd@/wprdm password which
the JetBh@UsePBhters 'ir%ngé REhIRAYVE 708 S p rrSfﬂ ed. The codeword or
transformation and decryption transfornm
passwore mayrhsut sad @ﬁalaepduwau@amn dsingurtation d\eﬂmrlralgenﬁ\heto compute the

U O A PR 0,

IOOEHEN | Ol 'ﬁotr%rtér?Bci@%%rnt Offe" P@@&ééd@@t&ﬁ%ﬁ% twnnéfiq egploys public-

vi des an. out cl pher tex
keyoerpilnmtloneﬁummaeytelmewhon yh icoyptégrgphicrtectodqueobaving an encryptlon

IR e, ISR VNOArols ARt 18 RBpeEhBy R eesive o
detéumioeitbe deoyytiani mséauiratmnbﬁrdr)]mdtdevemy%t@ngem@rﬁﬁano@ in other
C evli ce S

{
wol PSRRI T RoR N & (ot i ay Rngice: thal Proyides an output
cnpfh'@Mext EXdmeknaeig t}@mﬂﬁyr t%ﬂﬂérycpthw@ﬁc&gﬁﬁﬁ} kdyQ ofle cﬁhﬁéttdetermlne

the fi 25 devi ce' ublic key, and
t“eéfﬁcgzy Q?HB'?‘PV %5'9 there XQ tajp the ‘E)‘Eencélfﬂtgd C?%teﬁbc?/pher t he

sage nl first device has th
100515 resp 'ﬁ emwa%aon Retiopg fiy A1aving each r@eh!eesi@weﬁ 10 generate
a plubkc-pRERate) pafy SERIN 8a6d sRHEshRRibhc Keh)D Z&é&bqge secrecy of

appl i cations 160 include a conponent for man
its pHyate Jeier Qthes Hayieskegy mﬂ@%@agﬁﬁém@iﬂ%eﬁemcmmg the first

d I
oA SIS R, R BT o A UG i femces s
only gedfirst demcebas the dmgespondlegqjmvatajmw e deV| ce 10 is

communi cated to the other nobile device 10 using one

[0062] t he In tise contexhpttite mesaqging tsas’ﬂeunéeﬂxﬁmedﬁtmeln the messaging
appeﬁég{'a'ls ’165%1091‘(‘1@' '_Ccéﬁﬁxoﬁlgﬂtu%rn%fyang&nsnpey palr generation and key
exchanges. The key pair may be generated from a random seed value, such as, for
example the time and date or other pseudo-random seeds. The public key for each

mobile device 10 is communicated to the other mobile device 10 using one of the
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or attached to '"an e-mail sent from one nobile device

10A to the other nobile device 10B. In sone

enbodi ments, the nmessagi ng application 160 on the

initiating nobile device 10A enbeds or attaches its

public key Ka to the invitation nessage sent to the 5 :
Com%&'%t'ﬁg applicationg hpize & aromxamme, thedwiblic kgy walviel reay be embedded
[ [ i

or RIS K2 ah il heBTRER? o mablePaRASs (0%, & el inff hobie device
10Robin eorevémbodi@ats, |the anessagiugliapplitation 60 on the initiating mobile

oo S0 PBELAGR KERBRRIETIL LTS hubli s, et e

“recaidhganefiteadeeicpr tR:duT e i recaiinge nithilk @gidd cat irplfurn| meeds or

S ch 1.an eﬂj‘g d| t he L{Ib| i c keys may be attached
ANPHE SIS B."h%?sﬁe?n PREE MEeREROGBRN AP the wgtarﬂv@mpbﬂe device
10Re Gﬁbﬁdgeélmbﬁdlh%tbﬂﬂ%/ c@fnrhaﬁcﬁndmlépph@aﬂon 1E§°§ﬁmgfgyed by the

ordinary skill in the art will be [Tar wt
MesAgIRY GtPPHeRtaNKT§Q 19 Eplement they 'ﬁ&'&ﬁiquﬂgaﬂf’r aegapéaienprocedure is an
d

e RAP BBl 13 3ub0 o0 bR SATPIBLE Relhay be attaphed to the o

majl asphigapyeliles.whhenh mayaliernativalyf heoambarded o tine ody XS the e-mail text.
e Y X P v

TR oy R0l B S BB b rRoB L pssviites for

attaeiling eqr teonbedding quiiblienkeye fHtayinty exigtingl icomtaynication application

me%sg é(gtl on schene. [0054] The nethod 300 begins in

% 02 wth the generation of a first publlc-

[Od%giﬁ)v?leegﬁ@éé%?dof lst E@w rﬁ?g%th O(I'é @2&?\8&% 2%»0 ﬁcf%yvcﬂart form, a .

meT 3Q@yorm£cur€iya¢xd€imr@m@,eﬁ’mgedl & ﬂfobﬁiéQheS ‘girfgaé sftﬂnl The method
enerated. on

nt b e de
30§ FowR i BRLIF Belefaiie A smbpdie <radieyion: s ahblndey encryption
scheseel. for nore than one. i nvitation. nessagi ng
process. [0055] In. step 310, the second device 10B

[005dher at €Bhd hesthed 300 theginsl inCstep i 302t With kigy gléﬁétfatlon Ef$, 2 f rst public-

302, st 310 b rf
* prige kel EPa b R MessepBoarRenn T (i Dadun Atdevice 10A

(Fignte Ties ke bhpthHobé gbn@raibdmﬁ@abﬂ .mraﬁoﬁ BaRt e device 10A or it
matyﬂﬁ tation nmessagl ng. process. appreci at ed.

gemerates enly @n[é?q %ﬁ"éy R)@VO%@II’Y Ey ﬂnﬁ dewgeﬁ@r‘\aamijumd for more

thad SHYinGRatidh MBYs odJ gegsor both sending invitations
as an initiating evice or for responding to

[005:?%' tati I‘Pnn§te§931@ ﬁﬁ&@é(\’drﬁgdg\ﬁk{é G498 g Jﬁ%%eth[e second d public-private

odi nent s, % alr s gener
key paig;t g, d2p- ofs W’ié stiery 864 step 34 Otrh%' bé perfofmed anew for each invitation

fact I 5 Ih
rocBPRYLOF O BBV bernnigehl) GBCBag) Y SR than one
invisatior iesgaging prcmassmtlwxlh be @pmreciated thét&hmbﬂtgpn@ate key pair E, D,
ger‘?&g éoC%E/ 2 IEiewc 16|' r}r?ay} %\éltﬁsaetdl P 0 q(ﬁmiendmg ant{atlons as an initiating

devnce or for responding to invitations as a receiving device. In some embodiments, the

key pair is generated off-line and is stored on the device 10 at the time of manufacturing

or deployment.
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sel ected by the user froma nmenu. The user may be

required to provi de address or other contact

information for the intended recipient of the-

invitation. The invitation 5 conmand i nvokes the

i nvitation conponent of the nmessaging application 160,
00§81 ch cBpaises cArdaving f18AI tigoatsssagevitatiost pocasst by Theviding an

. 1 1 ; H t H .
BSPSS e RE0 Fikatahd 4fgilen 14, FRTIARRARH berana ma ve
selgetedaby e usepiromas invenul 6T hensser eray batretibited TPESEEE address or

S i.nel.udes an indi.catqor to .alert the nessaging . . .
otrBF ARG BtaBn 164 i viBhfoq iGoRes s the ntiztens f8e nviation
comhmridaintokdrathe hwitafléh RBAPRGENI 6f B2 h@ébé%lh@; bplit&HA’ 160, which

In st ep 306, .the messaging ap |ication 160 attaches or
COORBRLR AN MY ItafiPR Mmessage | '&S%Jy TRe Massage énpeveased using one of

thel Bainhrini Ao BSAEStiorlsN 169 es I A8 i JFeBImai| E.B@iééﬁ@zagﬁe messaging
is an e-mai|l nmessage and the first pub?lc ey IS .
applicain d§0; ensures ihak the sapesed messageiincludassamdisaont alert the
i verse f. s
e g Sblor B Y 1P (R b A B “Frlte S8ck 107 a8 act tht the
Mespade tsAr Mitationds the invitati on nessage to the
recei ving nobil e device 10B. This nessage appears in _
[0057¢ " i ndpxstep G306t He mussavingcapplicaticappb0 atthcites at etribeds the first

el Vi N ' ' : ither on receipt of tft '
PSRN BIWE LonfSUE Rl MG, ) GRS RRoort o mossage
Is ameintait messagesamadythe. firshpublicrkely &t 4 is ghsettedio figntex0body6f the e-mail

5584 M BB LGP DAL 5t .

agi ng. Lecation 160.is triqggered:. [0059] The .
(0088E 22! N <1 PoBa e, femaBidsleh coR iAo ssnoe dng drgyation message
to 816l redaivingtraobindevishett®r Thie Weesagd sPESarkOindheeRhbox” for the
co s BN 43 e e B M Eiongorocat of
invitatzgphsesshe omvhéatth@rnuser hefershthe MRASRH 'Frgessa%%_ %he monitoring

application 160. extracts the first public key ‘rom
COTHS“‘?'ﬁth &BFoH‘%?é%@ageaPHm@QO%t &3P recegnizes ot dp Began invitation.

Actdrdingn iristep -31ph ' e EAt 0
' Cerlrctr”;t/\”gt‘|I t heﬁF?ﬂEI fﬂ}grrﬁé%éhﬂggg%ﬂgéﬂ%nb??gHc}ggg%eéd'lOB

[o06o]e. PITMR Me@sé@iﬁ?%@@ﬁé&iow ) aué}re%%%éid%@pirle%‘tlgég)l%iot%rbetermine

transformation or function. The nessaging app
wheltigr the isssisses tanaceept @bt eirst the detgtionn Kttbp 889 rejects the
invit&tort, 't has) h e h ( eatid on: .. :
o e one 8o BN ERGD g er, SEHR, B nViation. then the
MegsRENe anpkcatios SJf§extractsutbiedirsttublic 88y Endmroypthedn@taion message in

t ot [ . Ihe encrypted PILNB an
s e?,@ﬁs é@%}@e:?‘%;gt tﬁ%rg:u}sgs ﬁ?ye%%cﬁ%@ﬁrﬁgp@%g(gé&d t8|encrypgthe PIN for
theasecankenobite dheicacid&(ian F&Ngp s ageorddiiee with Gepetiefied encryption

tra&ﬁ&iﬁ%e IS tpen .sentﬂt{ga the first nohile device 1 OA
TROLIER 25, YRl THI® fRSS:AgINy RppFatioat i16A Y semposes. an
acdepearfoer slessal Ire sRPVEZE fdi0farkHRi88IBh 28Bugh one of the communication
applications 162, such as an e-mail application. The acceptance message includes the
encrypted PINg and the second public key Es. The encrypted PINg and the second *
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t he acceptance nessage, either on receipt or once the -

user opens the nessage, and it 5 extracts the second

public key EB fromthe acceptance nmessage in step 324,

In step 326, the nessaging application 160 encrypts

the PIN for the initiating nobile device 1 OA (i.e.
publicPkei) Es maye der earixeeidedt or tattached def theedcesmdayq inessage. The

SRR S B R A 0,

'[006%$p| i ca |eoﬁ’%g§%5238 ﬁ@”&ﬂ@%uﬂﬂ) grﬁihqoar e Cl%n%eg/ﬂl CﬂSA recognizes

the é’&tzeptuﬁceombsxﬁenemherrmm@mtldn@lnudeﬁe Ub@r eperisytheatlessage, and it

extr%fg% Whi chn&m{m be gggedd d %{9@% %égggﬁﬁt_ﬁ}%et'p‘rﬁ;%gaé In step

326|taetrn@°sagm tagpfctith m@ﬂ&yb@hhé eINey e uéhugﬁmd foBlii&Bevice 10A
330 ach nobile device. 10 decrypts t

(i.e. é’rhmvataéaowdﬁm Withelge nsedatined wmp@'ontt@ns&rmaape ok &ynction. The
e BRrpISTRRCIA Bl (SRR RBaTEIEn e n st o

for tegnsaissien thmowgh Ane of the: comnfumication @applicationisel G2s suctohs an e-mail

appﬁcﬁ on Otﬂ%ra M&gje%erﬁcrﬁg égggqgglug%%@e #ﬁg{ypped HRF which may

er device now ar
be eemtmm on attadhed mstbeba}cmbwledgeﬂmglnn@sagpl | Tiad moknowledgement

T e TR R
Cnd T P S TSR g Py

privatatkegi De Meg, rdashxectrwgz,am showa pkiepatizensndl 684 errmlecnevtdee 10 then

I reemen rotoco to, esta
‘stors it o €iridey Pl e Sty RaMeBliBlorini £5idbe naeof the other
 devid®. 10Th&ccopdinglC e uéawltﬁ@@xhérvubwo@aﬂa@ﬁmspa& ofedehudidy list” or

prime i's, a nunber |ess

contBREistyor fisery b Biessepicd TRACatar 180e; YiesSaHRmayiow be sent

dire§tB1 #l6@Nore ABEr tdothJe bm@lrufsbw@ hAE Bmeésagirty BEPRIatibn 26
e gtsuch ?hat n o Ee 25 2ont ﬁ% Bpﬁal no compose

- mes.seg@sdmaﬁ@camat@%bem S insooar usardopeeiingo- peer

nmessagi ng system of the present application, a first
[0062dssagi Woyeipgnatoeer e@hoewatf@srr@ssagm@@p@hcatmnaé6& employ the

Dlﬁlé-ﬂ%ll%arﬂ@}l ég}eé!ﬁl'eH?pﬂﬁoéHPgo Bstabfif £ s8crbBre Qhér% §¥8&been the two

selected from1 . he secon nessa
mobilgsievicasi18n. Thyewat%ﬁoéseqwm twmapametar%pmdm whexeio p is a prime

nun'#bte? é?\glb%; iS é’?u N80 qh M Py ﬁ{?ﬁ@gi’l on fha't %re%%ry number n

e nmessagi exch
betwas ﬂcar@Op-\ﬂathlesweamedessral ﬁJxMer klobgesuan thaormj | tmamhp In the

' [ e and .t hen c ul ate. a., sha sess
conithd B FptthSsabingAan epins ToS b BsSheciqBREH RiespShE 2udlm of the
pres[e@t)&b})hctahoyieb momsagnigoalﬂ)mat‘on geherdtey idt piivas value a and a

pr esent lication includes a

ec; ure of e
pubff S8l e el SRR I 1S g1 BISSRT SEERAG oM 1o 5-2." The second
messBYingHppABati?Ngendra@ its bwh privarbidig Qea\HdCi?s b@blﬁ‘; value g° mod p,
second nobi | e devi ce includes a question.
wherein b is an integer from 1 to p-2. The messaging appllcatlons exchange pubhc
values, as described above in conjunction with Figure 5, and then calculate a. shared

session key k from the relation k = g*® = (g)” mod p.
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di al og box present the user of the second nobile

devi ce includes display of the question 5 and provides

the user with an opportunity to select or subnmit an

answer. The answer is transmtted with the acceptance

nmessage sent fromthe second device to the first
[0063)i ce. l"TW@tfaﬂoélt‘erd@V]Q@élr@wfpath@smt/miloa\ngmmcwrﬂ aifntbe present

e t S ns

pplEalBrEeR 7 PosafRRogity MibBnidfich HbBABL R iation sent
frorn ge fitst tngolife deviee s er sectortdhmo@éeaiwlomimcludesleyqoestno‘ﬁheThe GUI

i e 1 L5 TR e 0T BB b o eston

andoprevieles \ﬂneaueer \ﬂ:lttt en rm@boumty:t@mmutmtsuamnt@pém@%rl Od'he answer is
h a voice call %-92‘3 1;é)asscode base

trargmlﬂ%cﬁtwl&] heo CRPRIERCRIMCALE aﬂ‘@eﬁe@é@u??‘t"?e to the first

devid¥. TR YirdtNdevidiaboRpERSSHE! Atbwdr ontdiRES it Ehé %c eptance message
est abl i shed between the, correct parties.

withpilescQIFRCE answish storagd At dherfitRt mebil deiiee to anﬁle@tl@atﬁghe ddentity of
the ¥38E BEIheASRBAH rRbbilcldeide Wﬁ@qfs@f' o?ﬂ‘?—:l fn%?h{o%ﬂ% qteoﬁe may provide
peer -t 0- peer nessagi ng application of eac

the qusarcef the secaed unebile deviseawvithdtiealbagect: haswart vicesn alternative
th i den i o and A

cor 2R, B o SN T T s

autinticetiori prodaduraiioavitée ankenced settwtynfobidnsudmey itieat éﬂnessaglng

W Sh onmuni cate using the
rela%@ﬁstﬁ?%ﬁb&%ﬁw%g Btw Q%thgpcargeggpiarg

peer nessadi > Thi s cont act

00g8E 2Bl R o tau B B o speco

thelmésﬂmmpptoa:\atmmy thoee padxsl'e:dpdeﬂ maﬁdagﬁi'tg)éﬁdhcahﬁn tdi@ach mobile device

10 GRIBE b 0Bl AaLgE et kit neinereriio: Aoe eayying inormation

and:'nsdrresesndiﬁg PlRIfepedch ssdref bhvley nﬁtﬁilléto%dlcfermnvitﬁ‘ﬁlhom the user of
dat abase %‘ a user. Figure 2 is a. view of

the SRR clevise L0 B S G Bicaled DbPE Wit ) G TEnICaiRaIg the peer-to-
peeann@s%gmbaép/plrégmractrhsiaa&@maéteda%s!a@@ lszﬁlu\é’hs'nﬁhar' A8 buddy lists”

t he peer-to-peer 25 nessa i cati on an

tha@?@p‘?%&l@“ ”VéaPP'éﬁﬁf'ﬁ@S blger gnd %’dNt'&ﬁ@r@atl@t oreycbg addeskto and stored
in thenésthct Qéﬁaﬁggéeeacﬁstlﬁl%efhe' Usé:r' %{a%llghescgnﬁeﬁt o-peer messaging

dat abase screen al so provid st at us
sesgipnf with @a@thercttﬁet acEntrlesmay Bl$OI be tselegtigely tdeeted dtom dise contact

daté@astehﬁy Li d%%t'yg?q’ élfg'é Wer gag%ﬁﬁ)npgfré dﬁgllagfe% LB device 10

to participat nmessagi
showéng enegkeniplay cdntapﬂ daidbasealsb@lenl 25 ywhlcthiB sart of the peer-to-peer

me%%%'arlqa%gg éé\lf\;ohg%r?c% %@?{I]SA' i (Bld N Eﬁg{t% orgg p'@cfhe contact
datalfasehe Asr esemtin apigliec @] icontact %méba'ﬁéb Bbr@endﬁllaﬁlﬁsﬁb bhovides status
t [ evi ce 10" :
el 5§ e dRrctiryodiing 50 Babreistes do s ke avaiabitty of
the [PafibuRSs doPt4Bt A MarfikAd & Iarp'ﬂeﬁdt&-geé?'/ ﬁiés@g’glh%tské?smn referred to as

information pertaining. to it
"impliad pedabibtyot Teigavadabilityénfogeation isslisayssed ingrestentatail below.
dat abase of the first nobile device 10 (referred to

[0063] t he Aseishinaninia dudiesri asrectoof ther prdsent @pplicaticouglach mobile

device 10 (referred to as the “first mobile device 10" for clarity) periodically transmits,

such as every ten minutes to minimize data traffic, availability information pertaining to it
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wirel ess network 15 and routing server 20 using the
stored PIN of each of those users. |In one particular
enbodi nent, if any of the other nobile devices 10 is
off or out of 5 coverage range, routing server 20 WII

gqueue a nunber of availability information nmessa _
to th%mﬁ'@oderveﬁe%m Rf eaefepf Hsousersdistadciadhe gontast dalal ase of the first

molsiRl b\é%eti@mé?aﬁ %ttBeas Qﬁé‘e‘btﬂg?brhbsnéj%\é\/ﬁgﬁ 1 RF Slarity) through

turned on or are back I n cover age ran
wired@ss hetwidrk t1p andnrfoutlrmtsemer 2Rhirsig thiel $tocd¢blﬂ@éobamh of those users.

In t%rL{B]aftlrczj qrer%rjg?fﬁ?@ n?n}tala {H?en%\? Irr|1 ﬁ?n\ga}clzes I|61t|s off or out of

evi ce

coverdger mariden nrausing nsemdedm wnprqu\eudea arurﬂlﬁ)er of radamﬂiilitpﬁnformatton
r'.,s. actiyv evi ce.

mepdsdaterehe god Sutdohesr bl dhuss BF Srevidriber me once the

oth&DRiobie devicess Olé)rel tarridaeors @Wa@é:'badl@irﬁb@\%?ag?é" n‘ﬂﬁ@ avallabnlty
how | i k&:v%/” is that the user of the rst

mfog@at'% WichWil| change ovesing.dpdgriyes Bomdae cuaepte@weratlonal state of
the n‘l‘ﬁ%ﬁ &ﬂ@olﬁeeﬁbv’bé ide Wﬁ@ra\,‘%ﬁlabhﬁl ﬁdf&ﬁﬁatmﬁbié ﬁ\tgﬁd’éoc?o provide an

hus, because all he devi ces

’ mdl§9&%ﬁf the ysatiseaddivily s'ameefarsagwqﬂ@g @leN@éd1 Qs Qm/)er to glve each of the

use?é IS 6thépﬁfobllé‘\ﬂ@b|E@§’H{) i ¥h&éoﬁt5£t°dﬁ?ﬁéds%n%ﬁ ?stfhllétﬁ%ff how likely it

helr contacts appreci a
is thﬁbﬂﬁ% uger iof ghe (firsth mabyls t denice WOl Willheass!. andireplyi foi aypeer-to-peer
r | e t r | ts
ek B 38 e BTy D i T b o e oo
devitesi t@ irl Bystem 5£(b|hle5$ diszblreslib$ dlelamtaadabéla\bb trahs/mlt thelr availability

R oS Bt DS 355t 1 e ek SBASE v 10 i

systemmle\tllherava Padilbbiityl mlforﬁrmbacforlééchl dfelhg dtber fu@él%l Melts contact

datihies oRE Boroiy WRF Sk eny RSB e e i Eanitte avaiabily
infosi@ation of pagof tive pestactERSRDM adntatt! dathb¥ietdf thBenobile device 10 to

avaj labilit formati on may, consi st of a general
Get YOS s tRthelber S DAtk o Gohtesy i kel © recsivaPaAFpIRNd o a peer-

to-pedr A¥SEEYee wff&ﬁﬁnfbr'ﬁ@atﬁﬂbﬂnb? SR\ @ YBcikidn é&’\(&?métr@ﬂ to send a
and in range of the wireleSs network 15 and
Peeripinger {naseoe 2t Al an application that woul d 25
event _a peer-to-peer nessage from being. received,
loogﬁbh as e ﬁ‘ga"éh@a/g@&)rmﬂan R Aensigtl qf a g%neﬁgl statys indicator such
as tﬁ}aﬁgﬂl@an&EQ nﬁgj:%lL Qﬂamﬁ% qué"rﬁc%?lle%ewde @6\”&*3 on and in
for exanple evice 1
range qutheowwelaﬁgme@wonkhés amdr ndtegetiviebt ulﬂl'ZImglEn appllcatlon that would
[ Vi i I -
oregd b 0 BIRPYBLASRE h, bEELARLARY, Tt o B8 o i =

phar@bmalleusimag/trteeteﬂd;b,hose @ipplicatiognor i‘umvall‘ahbe’(‘f inglicatieg ephex@nple, that
30 the nobile

vice, 10 .
iebbis VRS, 175 GRREEH,EH, GCok5e R0 605 bidest Sgtork 15, 1

additior, &hé dveliggitgneforralidn maereltteto epedifie staftésf §1tor"f§\hsln‘t§ occurring
g}f{ 10 being in a neeting., as.  indicated
on i 7y

i device. a‘i“@h@ér'gﬁ%rmg sPming weﬁhoaéd:aYﬁ thpeuser powering

therfﬁgﬂ)llc,ﬁdé\ﬁé’é 46 o?ifotheol’Frstt M%bnlé@@%c@ﬁ Otﬂéﬁwg{‘ﬂ%lk/@d irf @ urrent telephone
device 10 is currentn%/ usi n b eer
ey,

callwgg%gwrr@ the pirst daehile plnlgen a meetmg as indicated by an entry in
the calendar application provided in the mobile device 10, or the user of the mobile
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appreci ated, the availability information may be tied

to and derived fromevery action of and/or piece of

informati on available within the nobile device 10, and

that the specific exanples |listed above are neant to

be exenplary only and not Iimting. In addition, the 5
devg@néloais Sugeoty iusing dher peardy-peenessagingl wppéicatin.  As will be

B R e T AN S —————

andéorepiese @ewolrmm;noawéuhale Wehih| tBe Geobileedehfce H0, aHE lfheﬁ the specific

ilabilit for tion may be re orted on
exaablps ItF R @RNE PRRyMERSt {6 SHEMPIERAPElY Gincfariaitng In addition, the

gerval statis! ||ng6ato‘$§"mayfi%om‘bYl§é|@*ﬁhﬁfv’e@‘b@lle\ﬂels or degrees of availability
"Avai | abl e- Level " and so on. tion, ?‘

basgﬂmnu@w"@flora r@iﬁbng o H@$Q@lf@(ﬁta@§s§fmdmemtﬂ occurring on the
I e,

moBﬁlﬂ?Ué\él e?ltol 3@' édcﬁ?@s %g%%’ t\Lar IQBI'ﬁS/ancJ?hﬁtléew é:}l Xidg&?ﬁé&fﬂ on a scale

indicating the tvnangua\}avelamn degreeafairamlablhty [smﬁﬁ@s PAgalramle%Level 1,

AL 8R30S op b3l SR opge o 10 cce

notfvoanti their avpitalilitp fto tHeetrpeied- this: ﬁee&lynﬂ%?agaygelectlvely prevent their
St at us. scre the main screen of

mo?ﬁeod%g%: Qﬁoﬂbté?"%@g‘ggqvﬁgat&'lﬁ%'”%HP?Q)CH‘ and 15 provi des
oo S50 L Rl 980 e it DAl S

an exghplaat status scredppd @ frHiRy a paHaF e FESABIHEH? nﬁlés%‘ébﬂ@sappllcatlon
m%llgﬂ\ﬁerel ati.ng to various groups, including

nf
StaLLm, g‘érﬁf’ the, maim, Crefoap thes pegr-toopgﬁrk@@ssagmg appllcatlon and

provides @5 QBslesK the rBbBIPdSHcaA vﬁtrp@\,"éilbﬁ"gta‘i@é‘ﬁﬁ&%@&tbﬂr}élatmg to the
roup 55.. The current conversations group 4

pe ﬁﬁpﬁ%meaé%g'n%ﬁepmlpan In epHicHiag statusacreast 4@ n@wdes information
reld¥ifg’ to QaRe® gfSLPESHAULNG §e§§r‘ré’rﬁs¢? é&tbﬁ&e%%g k8 a blocked

as conversations, in whi ch the nobi devi ce
coregppaRNts @r@g‘agéa apd car P@?ﬁ'n@o@ﬂfé’ﬁmlpbﬁ 9@@93 58i t hiBve current

conR/E%ta;ulE)Es: 8rd;[@724\1/% ﬁsttgeéﬁo‘;ﬁrgg/@egﬁogﬁﬁmn Péqat‘ % bpﬁu&ﬁ?eer-to -peer

desc ~ab er no deV|c
mesgagingesedsians, also ratarmst tarasecarwsssagiensisin aesch tHeedobiodevice 10 is

bt S o oy s RS8R e 5§54 1% o g 10 v

senblaovievitadind . astd&s.cnb@dblabevei&)/Bﬂ@ihéﬂn%ﬂﬁ@%vi’cégmmﬁas received an
n_acceptance nessage as descri e. .
aochblele @i &<aER A8 et R ﬁg%qc?&? e férfbewce 10 has

‘ sen@fthmmmleaiewnehem dﬂiDthtﬁloﬁie§$ aescrifedf as0ve 2@ MR Rfdbile device 10

ser of thig nobile deV| ce 10 no | onger wi shes to
has r SeEandegewiih 1 N RESPPIaNSE SHIGESA0] (RS Aepwihasy@boye | The blocked
corfdlspek@shts OLE\SJ‘BOd;br%Wd@%eéjhét%g b Asa3esf othEP n%tﬁi% d’ewc&s 10 from

unavail abl e" availability information Is trans
whayy f{hﬁeu%’bpf éhis qeobitee deice o1@ gieh lasigesovishes Ho oekeide peer-to—peer

r
me%d%gsggg?@@%% A \W 5@%@6?@' gggﬁ@%ts&%gfeﬁ% to \ﬁ ?n " ePreferably
“‘ungweailablsf’ atvlallablhtgabnﬂoemahcvm aﬁetraaﬁnmtedlmp'gmr mobiidefevice 10 to each of
the &?&c?ea e d’%[%EOF"??{Eg Egﬁg{ée Ngﬁzgeey to-peer nqngsseadge%r}rorﬂ %tsers of other

mobile deVICes 10 from whom the user of this mobile device 10 no longer wishes to

receive peer-to-peer messages may be.blocked and not displayed to the user by
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renovi ng such other users fromthe contact database;

in this case, the peer-to-peer nessaging application

will be adapted to bl ock nessages from any user not

listed in the contact database. The pendi ng

conversations group 55 provides information relating
remayingagychoptherdisers from the geniaich databaser bathiongsefthe eer-to-peer

[

mo SR eParta i 4l o aBERGL 10 ook HEERRL (R ARV USer notlsted n the
conitap} |dlaaha§a &ke cﬂ)@ﬁdmgbﬂmveee‘@(hoas powns5 Ipemvndnsblnfcﬂ'matlon relating to

d not _yet recei ved, a respon
all g)ﬁo ec&rperﬂ ngﬁg'ggl 88 VSIS 8ﬁdth? h@oﬁg iqseéﬂc@e\wce A pending
conizérwhom mear:stermnr tmtdies mdbhegieglbé\ngor?ésjsqrrﬁ @ inafitibe as described
devi 0 has.no et responded, e current
T NTNINE NG

moBifedd@vicd 90 HeS Sert thBQn@lﬁ&d@éWcéquéﬂ ﬁﬂhéﬁmﬁagﬁgyé’nb%% above and
the' rTHg/%'be sel ectively expanded, where additional
[

eifigvicent O @anF%tdfeéy%scPO”QPdcol | apsed, where
addi ti onal information is not displayed. Each of the
[0068) r ent TRBHVEEELEPRYRESHIADS AL 4bhibeiheekeddcorrespondents group 50

anocmer;%ﬁem@d&mér&&.%@ grlupeel méyht?e Qaeéﬁ%g,  SRANEESDY %h&%saddmonau

group 557Is shown I n"Figure In _
infofmations ég displapedy qrdg@'laésﬁbt\ﬁb@'ﬁ BMU@)@}an@Hﬂam is not dlsplayed

coPH RS SRRSO, 0 kL OB oy s0 ana
the pepting dlohversefiokegougarfdy Iershawnrlmﬂ:agure@ it leplovdegiefrom. A user may

so LIS EBRREin e RTINS 054168 01’ h5ingn nput i

the Imahile. ddvice eadhrwghraninpmrawea&ams mCh(éls)a dd‘r@llt $#keys and/or a

ot IFUBPI APl irfuteibes Aol Be mpIEgiatre 10; Hofhe expanded state.
the nmividné ,codesrisationsl Grognds I(s'ﬂs) fbh@a@i@tc@rr%ﬁd/c@ﬁvéréé%n qf) the user

el SR RSP T b St o
Oth@rﬁﬁoblﬂﬂﬂé\ﬂ@ fiorah®® th@@éteoﬂ&i/@rf tirhe B8 the @08t recé‘\?c%éss%"ge sent or
nonths, item (3) provides a quick reference as

recgiNph Since i BRRTHICHRARY MPESATIASKICSAINT GaN ratRin enen end actiye for Iong
d r

er i f BN s RO 34 RRYSHEEMR o

Conag%&l%ﬁ @dewnost adike oantbcumsbt.| eln dewi panded mtate( 2he pending
| e

con@&%‘ E gf’écgﬂoﬁ% Sff'ﬁs.% g&t;eénéﬁlﬂ rﬁe‘édﬁ'&j &Qy’%f’satlbﬂ 1@54&6{55&%%%8 ated with

theml@lﬁ%rdapbﬂﬁedwmeh@ aandali2)) alhzallatnl;ty iinfoonatédri mlatmg to the other mobile

| dev@d&nvgzi\%lt iy%%;, %Vlj-'%ﬁg Z%g)éh 8on 3%&65{%3 ﬁb \@ﬁg@ﬁttyl lagggmatlon is

prefgrablp prébdéd negtise eath repfrgrinrte duerent b@n\ktﬁr%tlonfs@ﬁ% 45 and the
tthe foreg%gg descr|%t| on refers to the
Pe’@l&gs?%%ﬂﬁ% I98s gFpuRs Fiasg Of refprence feHnagisel Ns,
or, other data elenents.to nmessages sent e .
1008 T he " MBOUGH Rl 5916 o PEABTSRYS e CO s embeciing
or sttgtisd PINs! kays.t BE dtesrmiaNBRerRs toeﬂggéj%jeggserﬁsby one of the

used herein. is meant to be interpreted
commpgicainn aprlicehphy, it wilthaidndrystood th@&ﬂh@rtannseembed or “embedding”

as LSRNRGIENT ItheRit %S BEiRRSREY BrodahPtothERB atihilg @embedding, or

nessage _
otherwise transmlttlng or sending such a data element with a message.
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-23 LLOYD WSE WHAT IS CLAIMED I'S: 1. A nethod

i npl emented by a nobile device (10B) in a system
conprising said 15 nobile device (10B), a wirel ess

network (15) and a routing server (20) coupled to the
wirel ess network (15), the nobile device (10B) having

a user interface and one or nore conmunications LLO
applications (162) and further having a nessaging YD WISE
application (160), the nobile device (10B) having a
first personal identification nunber, the nethod
conprising: 20 receiving an invitation via one of the
comuni cations applications, the invitation including
a question; displaying the invitation including the
qguestion; receiving through the user interface an

' sponse to the question; - generating an
@@ﬁ@%e?‘usi ng the answer; 25 encrypting the
first personal identification nunber using said

encryption key; transmitting the encrypted first
Tper sdnmetharbimplemsnted by mumiobile devicegp0B3 i atsystene comprising said

recei i OV i Q6 receiving,an, en ed second

15 per SOﬂ%ﬂ‘eI @%\M?Hd@t Aok Eﬁ%é‘g“’l’q{k?ﬁ%ﬁé@ rOB'SnQ Servgs (20) coupled
L r ansoitid witefdstetworc 015! thedRBbild HERWEE QI0BY RAGhg £iskr interface
decrypting the encrypted second personal

i dent@ngi Ui PONOFRI AEBIMUNIGRPRsHIPNications { Hiranthisthge aving a

are YA il e, devj 10B

o §Fakecith SESENEH (Dol e TR i1 0 ot o
each identdication hemb@e,ethetme@ﬁﬁircw contains the

second personal 24 LLOYD WSE identification number,

20 each rJEERYVNG BRENIREOPM ope $f hircommunieatianseapriications, the
per sonal iifﬁﬁt’é&ibﬁii@ﬂgaﬂg apﬂﬂgﬁlcn' and each peer-to-peer
y The

message is route routtng server (20) based

upon sadidplpgingdhelinvitiioni ihCludtrigothe questiens. 5 2. The

method claimed,in claiml, wherein the step of

transni rtetcpwyg( Wéogég]l'& %ng |\rl¥per¥ace an answer i% response to the question;

generating an encryption key using the answer:
25 encrypting the first personal identification number using said encryption
key;
transmitting the encrypted first personal identification number in response
tbtherecewedinvﬁaﬁon;
receiving an encrypted second personal identification number in response
30 to the transmitted first personal identification number; and
decrypting the encrypted second personal identification number,
whereby peer-to-peer messages are sent and received by the mobiie
device (10B) using said messaging application (160), and wherein each
transmitted peer-to-peer message contains the second personal
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first personal identification nunber conprises

transmtting an acceptance message containing the

encrypted first personal identification nunber. 10

The nmethod claimed in claim1 or claim2, wherein theLLOYD WISE
step of receiving the encrypted second personal
identification nunber further conprises receiving an

acknow

acknowl e eman{I 'ﬂeﬁéég%g %rr@ﬁ%@%@ ‘?‘%1%' ORI I"BRTAAsGeNtains the

i denti f ﬁcsatpemsbrral rldhmtlﬁeatidjry puatbery ahd @aCh perplio-pBek Message is-
15 4. The tho clai.ned in an&)egne of the preceding

cl ai s, 'HHERD §a[PHt'BQ1§eB‘f3r 2SAAUPPR saldopersonal identification
appl i CahUﬁ{b“eré 162) conprises an e-nail application. 5.

The nmethod clainmed in any one of the preceding clains,
wherein the step of 20 rece|V|ng conpri ses receiving

he i wta;lon [allomaf st, mobil e device (10A), . the

tep mﬁa R gl L wherednthe step tr{qmgmlttlng the encrypted
encr )ﬂ?@sﬁﬂeﬁsbhél idBAfi ﬁc%'tﬁ‘)'n ndrid68t ?éhéﬂéé@ﬂaﬂgﬂﬁﬁﬁg &R ddi8ptance
first nobile device, the step celvi

encr ype&&a@@@mialrpm mancwptmt first patsomal mm&catlon number.
conprises receiving the encrypted second personal
identification nunber fromthe first nobile device.

25 6.THe method ciaifbbd 1@ eid DYr slaiff@ Wheieir tﬁjﬁ s(t%@@ rddiving the

a system conprising said nobile device (10
wi r el ¥sYRied\gecRnd Peyseial identiigation nssthasfurten) comprises receiving

g g\lj PLﬁg?ﬁ%&Eﬁgéﬁﬁeﬁg ﬁié% Q@% %K/&f‘&%?@%ﬁ%ﬁ@gement message

appl i comhprisess thdG2conddherssrdladertification @luﬁﬁ?&%cﬁ%t@é by the
LLOYD WSE application (160), the nobile device (10A

havi rif\CAYR l%'ﬁeSber sonal identification nunber, the

nmet hod conprising: sending an invitation via one of

t he conmuni cati ons applications, the invitation

4.ncl udhengrethepl elgiredin ahy ogeesftthe préeading climanahersin 8aid one of

generating an en ptipn ke t he answer;

ancr yBEiRIPHelcAfiod Boplivationg (1PabRemprisss Are-malksplication.
usi ng said encryption Kkey; receiving an encrypted

second personal identification nunber in response to

2-he iHa metheghclaimed in any one of the preceding claims, wherein the step of

receiving comprises receiving the invitation from a first mobile device (10A),
the step of transmitting comprises transmitting the encrypted first personal.
identification number to the first mobile device, the step of receiving the
encrypted second personal identification number comprises receiving the

encrypted second personal identification number from the first mobile device.

6. A method implemented by a mobile device (10A) in a system comp'rising said

mobile device (10A), a wireless network (15) and a routing server (20) coupled
to the wireless network (15), the mobile device (10A) having one or more

communications applications (162) and further having a messaging
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W
Q

10 decrypting the second encrypted persona

identification nunber; transmtting the encrypted

first personal identification number in response to LLOYDWISE
recei pt of the encrypted second persona

identification nunber, whereby peer-to-peer nessages

are sent and received by the first nobile device

( 10Pappifdatien $860), HRS ARBIIBHSS [ T0H) Hiind 4613t peét86nal identification
vvherel n each 15 transmtted peer-to-peer message

cont BUmber,Hhe seetbad qesRisiRg: i denti fi cati on nunber |

h
per sonat ke FAlSh RREond e WS BlrRtalgs e Gulghs. e
message i switathor mﬂ:llhﬂng h&questbhnmés@udstron(ﬁ’éi/)n@aﬁfahswer
upon sai'd personal identification nunbers. 20 7. A

net hod geweaatg}as@@W&anéﬁwww’%ae@yehet work (15),
t )
a routi glffr&%d%rgeHgi ?%&f&?cagi%g rgmrﬁ@éﬁéang%m%&rypuon

(15), a |rst recervrn
nobi | e dekeye (10B), each nobile device having a user

interface and one or re co ni ca 1.0on i catjons

(162) IReeH 0 HOPTRAPIS, 5SS HeSoRg| HgApAtoRAT BRI n response
(160), thg #HRCAVYARKH: TObi | e device (10B) having a

first ersonal identification nunber and the first

mobi | e yating the@®cohd\énegypted personal jdentification number;
i denti f,i cati net hod co

| ol e BN IS St Ao P e Be Gl At oD gy Raper in response

receivi ngt@fedemldfaﬁé @RciipbedBEcAMd b@l%o%m'éﬁhﬁé’éticﬁﬂﬁumber
applications, the 30 invitation including a question;

26 LLOVINGAEBE Peer4pipepr mpssages aie sent and recgivell hy thedrst mobile

anewor Yo SeRARR Ay 3BbiHlEs (6R) Uy wherein each

encr y pttransniittgd elengo jpeer aisssage contdilpthegetdiad persohal
personal identification nunber using said encryption

5 key; 'SPRIHGRNPDINUIRSe SaRR rGeRIRA PRREio-pRpEREFage contains the
| denti fﬂrgtaﬁér%gngplﬂgﬁﬁflédilohqmﬂére n‘dcéawﬁ edr4b! dd’eﬁii message is

i nvitation; celving an encrypt ed secon pers
i dent i froated by thrirdagingi servers(2) based aipbhesaid pessoniat Eentification
first pr?ljnsiggfasl identification nunber; and

A method in a system comprising a wireless network (15), a routing server
(20) couplied to the wireless network (15), a first mobile device (10A) and a
receiving mobile device (10B), each mobile device having a user interface and
one or more communications applications (162) and further having a
messaging application (160), the receiving mobile device (10B) having a first
personal identification number and the first mobile device (10A) having a
second personal identification number, the method comprising steps
implemented at the receiving mobiie device (10B) of:

receiving an invitation via one of the communications applicationé, the

invitation including a question;
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w
(o)

10 decrypting the encrypted second personal

identification nunber, whereby peer-to-peer nessages

are sent and received by the receiving nobile deviceoypyge
(10B) using said nmessaging.application (160), and

wherein each transmtted peer-to-peer nessage contains

the second personal identification nunber, each -

recei vedigp®ying thedRRitaties FRIGdIAG t5OGLabfsh.t he first
personal identification nunber, “and ‘each peer-to-peer

message '¢ECIYIBatRPUSH thrdisesinterfgcs ananswez 0l réssme to the question:
upon saj ‘ ] 1 fication nunbers; and the
met hod P%P?ﬁ%@%@nﬁ?#&ggbétkggéfs'q%eeﬁ%?ﬂeéd by the
first nmebciypting tie VirsteoerdortM)iderfificaién ﬁﬁﬁﬁﬂé’f%s‘iﬁ%said encryption
I a

invitati or’kto the receiving nobile device (10B)
t he one of“®t he conmuni cations applicati ons;

gener at trafsmati - B i ' e _encr ion -

oy el paemRing M ohbs B Bl Pl el fiariBafid bYffe? T response
i dent i fi cdoitbe received invitatignsai d encryption key; 25

receivi . encrypted second personal identification

nunber %@ﬁ?{qﬁ%@" ‘?’ﬁ‘{p\é‘?*@ﬂr?&%gin%swahlwhf@ﬁaon number in response
decrypt i ngoithe traReRitb® - .
identification nunbér. g&%&%@?ﬁ%@@%ﬁ'?ﬁaume& A

7, furtAeerypingiheengyptad sgcorg peisdnanigentificatioh Rimber,

LLOYD V%,ﬁ T t hod cl ai ned i laim8, wh [
sai d st epg_{ﬁqoyv%%erf@?% ori fggﬁgéq%#@gsegy%lngﬂ@cpivpg[b? the receiving
mobi | e devhelsile dévicd\(TOB) bﬁng%‘éiocﬁ]e%?ﬁégf%psliglégoﬁ 116b), and

peer -t o- peer rr,essa%l ng system conpris
mobi | e deVheseimengh transinitisidepeerHotpesrimédsige amtaims the second

routing s : t.o the wireless network

(15), 3 he%rr%%qag?Og%n\}llﬁggH‘?Jl8‘_&5“@6@?‘?@@9&.“’%5 P¢isio-peer message
menory (126ntal26thelfig} péfﬁﬂa‘ﬂﬂie&tifibétﬁn R&nBBRand each peer-to-peer
identification nunber; one or nbre conmuni cati on

appl i cat i OHESSEPEIS rovigdby thesrouting s¢pier ¢A0bagethapon said personal
conf i gur eqydrifieaeoy Rlmirdd first personal

o
identification nunber and ‘decrypt an encrypted second
per sona@nd the method further comprises steps, implemented by the first mobile

device (10A), of:

sending the invitation to the receiving mobile device (10B) via the one of
the communications applications; o

generating, at the first mobile device, the encryption key using the answer;

encrypting the first personal identification number using said encryption
key;

receiving the encrypted second personal identification number from the
receiving mobile device; and

decrypting the second encrypted peréonal identification number.

The method claimed in claim 7, further comprising verifying said answer.
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"~ upon said pe?'é'g

identification nunber using an encryption key; a first
contact nanagement conponent configured to receive an
invitation via one of said one or nore connun|cat|thOYDVWSE
applications 15 (162), the invitation including a

question, display the invitation including the _

question, receive an answer via a user interface in

q.es chr‘rmembmddlelaﬂﬂeélim eRIMS, eFein 4418 s BV %r‘ﬁ?w& i§ Performed by
persqg i dentification number in respo se t

i nvi 8¢ 15 mekile deweeve the encrypted second personal -
identification number in response to 20 transm ssion
of the encrypted first personal identification nunber;

18nd & friabde dwma@aﬁij fappde irad |peer.(d.§@%2‘ryésg§92§| ﬁ&tem comprising
ssages
T anGAId TR dBY el DRI S ekerparelmt (s anfes eatiogaerver (20)
f e _
pacr < aPoaD the MRS ReTRT o) % MAIEIEAIGs, (10 comerisng:

identifi C@tﬁﬁhmﬂmf(ménﬁzmﬁi)lswm d f@@ﬁ;ﬁer%@n@lqééntlﬂcatlon
messages are ﬁt ed by the routing server (20) based

&0 i dentification numbers, wherein

the first opRGIMAbIOBoRHMIACRHN %@ol&%ﬂéhg ié’éﬁ to

generate the encryption key usi e answer’” 30 28
LLOYD W SR flrsthncrvntéombm;a@r@evcom‘lgljredma@ér'icrym Isaidfirst personal

10, wherein cont act enent conponent is

confi gur ed tggﬁgﬂ%& ﬁ’ %%EEE Q’ﬁ% ﬁ@?éé@eenqw tedswseRd personal
to the i nviidehtificationsurhber asing @@éﬁ&gpﬁ&ﬁﬂg

conpri ses the encry&ned second ~person iz o

i denti fi catfirshcontas anggqmentn@mmnentewmmedao aéaeivk an
mmnagonont _diusidH fladne RS HRe! ot SembRitichtion applications
acknow edgen@sR), thedsvigitiondneludingy £ glebtich, dlsplayéthe invitation

acknow edgenent message conprises the encrypte
second pe?sdHS'IUdi%ﬁ'ﬁ qyestionoreqeiNgan answet 3ia Fiuser interface in

mobi | e devi %sﬁbﬁéwm@q@éﬁloﬂnﬁaﬂgm‘ﬁ] tﬂé%c]r&pteg firdt% Personal .

wherei n said
identification number in response to the invitation, and receive the

encrypted second personal identification number in response to
transmission of the encrypted first personal identification number;
and A
a first messaging application (160) for sending and receiving peer-to-
peer messages, whereby each transmitted peer-to-peer message
includes the second personal identification number, each received
peer-to-peer message includes the first personal identification
number, and wherein said peer-to-peer messages are routed by the
routing server (20) based upon said personal identification numbers,
wherein the first encryption component is configured to generate the

encryption key using the answer.
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the conmuni cation applications (162) conprises an

e-mai | application. 14. A peer-to-peer messaging

system conprising the nobile device (10B) 15 clai megd-oyp wise
in any one of clainms 10 to 13 and another nobile

device (10A), the another nobile device (10A)

conprising: a second nmenory (124, 126, 156) storing

The strombie deatdl claifialin éléﬁﬁlﬁ? @Ee%@gﬁe fiffl%offact management
mor e conmuni cation applications (1 Sec

encr FRMRANENS i eeriigured to sgod eu aame@Mqumesea@b Ferepanse to the

encr g Ay e BbbaaRtd RitesBBe coftiiten e encnmtng second

t he @ecsqrmludnntlfemlo@n&ﬁtb@?d contact nmanagenent
conmponent configured to send the invitation to the
nmobi | e device (10B) using said one of said 25

132%2@2@@ 8%9’3' 'dl&lméboolﬂsclél n; Q or. BSe ‘gf vﬁ@ereln the first contact

succerfagenmentutoroponére laoemﬁgureﬂetéee&évé%ﬁ acﬁ’dﬁ% g@nent
i rst ersonalg g ntjfication nunber .fromthe nobi %H

Ijew aessagg: ap reinthe mpwmﬁmasmmbnses the
I denehtfyphdd QECOWBE%on%?IdQﬁﬁfI Aﬁurﬁ%b) f029 LLOYD

W SE a second nessagi ng. applica r sendi ng
and receiving peer- to-peer nessages, and wherein the

Bhe. aergRoRbHoEs ARG Dinnyiari 1953 80 ta 1Rowhetai said one of
devi g 6drﬂﬁ()unlééﬂom§;§>pllc%tlén§?%%;c&ng;gﬁ% f"%?éarﬂépgpphcatlon

system conprising said
wi rel ess network (15), and a routing server (20)

Ui S e LT SR el U B4 Spvi (108

st or clagnedﬁm raay PR SFaildims RS 18 'aﬁatér{H%hé\“ﬁ’SBSﬁe devile (10A), the
one or nicat i on applications (162

encr§ ‘ihﬁﬁ ige Wik mghm@r@rsm@ encrypt said fi rgt
RL . secon
ol e . STt s

. key, identification number

one or more communication applications (162),

a second encryption component configured to encrypt said second
personal identification number and decrypt the encrypted first
personal identification number using the encryption key,

‘a second contact management component configured to send the
invitation to the mobile device (10B) using said one of said
communication applications (162), receive an acceptance from the
mobile device indicating successful input of the answer, receive the
encrypted first personal identification number from the mobile

device, and transmit the encrypted second personal identification
number to the mobile device,
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a contact nmanagement conponent configured to send an
invitation 15 using said one of said conmunication
applications (162), the invitation including a LLOYD WISE
guestion, receive an acceptance in response to the
invitation indicating successful input of the answer,
receive the encrypted second personal identification

nunber in 4 66EOMSMesBaging applichtioh i $60) feﬁgeﬁgigaﬁaﬁgorgrcemng peer-

the encrypted first personal identification _ _
in response {&PeREM@ssageAnce, a nessagi ng application

resshges, SeLrDBGPas SERI kPnBTBh comistiEy inponfioured to
message | geriatdigsthielencrastiorik@e usinBahe iafeier f i cati on

nunber, each received peer-to-peer nessage includes
the first personal identification 25 nunber, and

A SRR SO ERET RS8R AL o o Whem comprg
i dentsdid ombilerdevicedEli0h), aavicklabeheiwork €58 REEYPFdRihg server (20)
Eg;’p od‘srgﬁﬁ]:ged fpet%g%'l g&r_,g ggmor e(q%g,%thg rrtmgt?ile gg\fiég F()% (I)X)ncomprising:
a memory (124, 126, 156) storing a first personal identification number,
one or more communication applications (162),
an encryption corﬁponent configured to encrypt said first personal
identification number and decrypt a second personal identification
number using the encryption key, |
a contact management component configured to send an invitation
using said one of said communication applications (162), the ’
invitation including a question, receive an acceptance in response to
the invitation indicating successful input of the answer, receive the
encrypted second personal identification number in response to the
invitation, and transmit the encrypted first personal identification
number in response to the acceptance,
a messaging application (160) for sending and receiving peer-to-peer
| messages, whereby each transmitted peer-to-peer message
includes the second personal identification number, each received
peer-to-peer message includes the first personal identification |
number, and wherein said peer-to-peér messages are routed by the
routing server (20) based upon said personal identification numbers,
and wherein the encryption component is configured to generate the
encryption key using the answer.
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