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w0l STJ*NGUI SHED NAME LOOKUP BACKGROUND OF ‘THE | NVENTI ON Techni cal Field: The
present invention relates generally to an .,inproved data processing system
and, in particular, to a nethod and apparatus for database or file

accessing. Description of Related Art: A directory service is a central

poi nt where network services, security services and applications can form

an integrated distributed computing enviironment. Typical uses of a

directory service may be classified into several categories. A "nam ng
service", such as Directory Nam ng Service (DNS) or Cell Directory Service

(CDS), uses %@f‘mﬂiﬂ G P S E%%Jrﬁﬁrdbﬁ\fﬁ%ﬁﬁhdﬁ tNPli&.STIrCﬁ%&EI?SS or

the | ocation a given server user registry”, such as Nove ectory
Services (NDS), stores information about users in a system conprised of a
nunber of interconnected machines. Still another directory service is a
"white pages" | ookup provi dRPIRFRAUMP QF | THF i BRENTIN N as Net scape
Communi cat or or Lotus Notes. Lightweight Directory Access Protocol (LDAP)
is a software protocol for providing directory service enablenent to a

| arge nunber of afedheditcadn&ielldgse applications range frome-mail to

di stributed systemnanagenent . | .. LDAP ;i n | Vi rot.ocol nodel
based on the cIieﬁ%gééF%gﬁnﬁb %ﬁg?ﬁnﬁhlgﬁlgiﬁﬁ|éﬁ¥gﬁ%%g%'2 /1P
connecti on t o.mgrovBAP dedrav @rodePARnigs system and, (@(in partdo®lany LRE02 2

"lightweight” rsion of DAP (Directory . Access Prat.qcol), whi.ch is part of
X. 500, a st aﬁ‘ﬂ%&’ﬁ’dlf GPHIAREEEN s stal%r?sf et %‘ﬂf a%ﬁt?reessllﬁ]fgdr mat i on
about LDAP may found in "Lightweight Directory Access Protocol (v3)",

http://ietf.org/rfc/rfc2251.txt.
Description of Related Art:

A directory service is a central point where network
services, security services and applications can form an
integrated distributed computing environment. Typical
uses of a directory service may be classified into
several categories. A “naming service”, such as
Directory Naming Service (DNS) or Cell Directory Service
(CDS), uses the directory as a source to locate an
Internet Host address or the location of a given server.
A “user registry”, such as Novell Directory Services
(NDS), stores information about users in a system
comprised of a number of interconnected machines. Staill
another directory service is a “white pages” lookup
provided by some mail clients, such as Netscape
Communicator or Lotus Notes.

Lightweight Directory Access Protocol (LDAP) 1s a
software protocol for providing directory service
enablement to a large number of applications. These
applications range from e-mail to distributed system
management tools. LDAP is an evolving protocol model
based on the client-server model in which a client makes

a TCP/IP connection to an LDAP server. ILDAP is a
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The 'LDAP information nodel is based on an "entry", which contgins

;i nformati on about sone object. Entries are typically organi ze@ %}JBUL 2002
specified tree structure, and each entry i's conposed of attributes. LDAP
entries ,' are usually arranged in a tree structure that follows a v_ ,
geogr aphi cal and organi zational distribution. Each entry is nanmed accordi ng
to their position in the hierarchy by a distinguished nane (DN). Each
conponent of the distinguished name is galled a Relative Distinguished Name
(RDN). An exanple LDAP directory is organized in a sinple tree hierarchy
consisting of the following levels: The "root" directory is the starting

pl ace or the‘l%_%’lijrg%%&%fhfﬁh%etfﬁ%él @%ﬂﬂi@ﬁ@&&%ﬁip@gﬁdﬂ%&d&iﬁtter

codes, such as for the United States of Americd.  Organi zations can be
private conpémicds isg@PeertneehtX Jfids a ett@ndagdydifin A3 tariohi I8 akees

di visions, depar %@e&o&k.etC-Moﬂen%\@o%alt&ohna!guﬁlﬂe %%gtﬁl Rayf EbgSa op shared

resources, such as printers. For exanple, Joh h, who 1s part of the
mar ket i ng dépeatrimaiaitt Adme Gompbratdesis BafmcHave’Ie fol | owi ng

Di sti ngui shed MNang:; o1xGzdehn M, PRbbB;  puEMar keting, o=ACME Cor porati on,
c=US", where " ﬁwle‘ ' 02%2 J (JrL 2002 3 ., . stands for "commbn name”,
"ou" is "organi z&heoddARbinformadiqrs megedanis R ommh "EentwY“count ry” .

An LDAP di r gfliQsy 0§, i 151 #d DS RENL TR S YRS Se . WiEde PAgs s of data
residing on a set of nmachines. Another scenarjo has "'each server containing

a replicat edtfertsirgiradfly R qatidAediect ciBEAHECd SCERSM T Zeke,
peri odi cal | %%dg%alé?ﬁ%r?@fy’e:fs | ongld&d & QEchiite Sy SRR A r {(&5A) . An

LDAP server that receives a request froma user takes responsibility for

t he request ansassiviglliv arradrst IS/ EeehetessHryie ditHerfehkoigha server

thai ni ng or (Jd U HESLN ral$ o Bl LASESH LN £ A 1ISHNT.L. Copy i nahedy
response for’ the user. Although directory structures can reside on a single
server, therd araeb AT rF e dis FRALSHITHEIRP dit dtorh e aeegsPul tipl e

. machi nes.  Fig siis gy i 186 HandTBdbIPE, t G dir@hddhdmkesf tripk actical to
store on a single server. Second, network administrators may want to keep
_the physi caldiFdqiIwishsid tene ey er2 et & tRe kel B dektetnetiemed to

mnim ze netwKk tem@dfic.
An example LDAP directory is organized in a simple
tree hierarchy consisting of the following levels:

. The "root" directory is the starting place or the
source of the tree.

. Countries are designated by two letter codes, such
as US for the United States of America.

U Organizations can be private companies, government

units, etc.

. Organizational units are divisions, departments,
etc.
. Individuals include people, files, or shared

resources, such as printers.

For example, John M. Smith, who is part of the
marketing department at Acme Corporation, might have the
following Distinguished Name: “cn=John M. Smith,

ou=Marketing, o=ACME Corporation, c=US”, where “cn”



Wth an increasing nunber of applicatioms and system services g \gﬁw\?ﬂﬂz
twcentral information repository, directory servers can provide gg?

adm nistrators with - a data repository that can significantly ease
adm ni strative burdens. In the Internet/intranet environment, these
services provide user access to information in a secure manner. To perform
operations on directory entries, distinguished nanmes for the directory
entries nust be specified. However, it %s generally difficult to renenber
full distinguished nanes. Manual ly specifying a full distinguished nanme is
time-consuning and error-prone. ,.. ,» 426 J UL 2f102 For exanple, in
order t0 conbeghas! & B&BfimohOndmdh ! €640% Vi §EFYLhan Pz MSEIndIECHS i L@ Speci Ty
a di stinguished name in order for the bind operation to proceed. Ot her LDAP
operations al®0 iequerganhsakheny, odndj S€1 nfBi sheW RaYres, such as nodi fyi ng
a particular dir NG { Yo L 8r§ 08BN ChE CHIBE ANSEEeq t LMok Bha Ry NOt know
t he di stingui she ngﬁgégf a %?regiorynentry.on mhic% theoﬁgeraggsires to
perform an ope¥réersn, warkhpaghstné d3kr AeEhIiBE @Bl@ $oCdPEcern a desired
di stingui shed, MRe &t OM\ALEREr O5c8hstiBONAShed-navBs e LR aisRIngoHl d be
presented with the ability to choose a particul ar distingui shed nane froma
set of distiPeRlsprbcAaiessiqnertf bhe, trEahotl BeBEORAVERE BgEduUs to have an
i proved nEtQfﬁcﬁpénﬁyégﬁpez96d§@§§lgylngndLﬁApngyf§@§di§aa@§1ed as
SUl ~t ARY OF THE | NVENTI 2 6 J UL 2002 A nethod and system for an
aut ormat ed diBtFagesYedynbre PeeREp (PSADr ovhaelPRBr SEE¥CT ntAdti ght wei ght
Directory AcgessiFeot QCoLqibDAPYrdinr 8CLiOEY RRES FOBpods USET i PyO¥bHEes i nput
via a dialog window for an identifier string which i's not a distinguished
name. An LDAFhSeBP@HeFFI t BRSELRUNYtI §ogehbPht BEAEhAE CRAEAFASYat |east a
portion of t@fth@?”&hibﬁ?hsgékogr bndiheREObY SERERD [Sferralfequestgd
using the LDAP search filter string. In résponse to the requested directory
search, one ®?S®®rendisei aghiBALE AARESIBRESHeERFREASC| AOF eSPONYESE O
. receiving a gipgbegHi gii-ngubshedrpaseutes the regqugstsd diLegyory search,
t he received distinguished name is automatically applied in the LDAP
_directory opefBYEbn. tPALEedpBNEEVESRLEBRYPRY &OpI BPALFEYSf di sti ngui shed

names for thgireguestied dtr8650my18eplehnathenpburakitytof tdésti ngui shed
nanes are presented to the user, and the user nag sel ect one of the
S

plurality of SHFSEFAGYI BR¥APRaRES. 1FhECsEPBRER dFsPFAGhiSRedERafECFS then

applied in tbg 4LDAPnhgieestoryropesatban, whtGbrRBYARER] Ot MBBrs may .
aut henti cati on Erocess for the user u5|ngﬁa,d|st|n ui shed nane_received in

response to VABCr BQUESERAITHFr BEYSI-GasedPEATIPReChsEPenEGTYPEOCLBAR| §Ore a
di al og wi ndovhéoexpateyrdattiichukescandnfinliter set@obe usedrwhil e searching

for potential dis%kggug%hggcg%ggihg number of applications and system
services demanding a central information repository,
directory servers can provide system administrators with

— a data repository that can significantly ease
administrative burdens. 1In the Internet/intranet
environment, these services provide user access to
information in a secure manner.

To perform operations on directory entries,
distinguished names for the directory entries must be
specified. However, it is generally difficult to
remember full distinguished names. Manually specifying a
full distinguished name is time-consuming and

error-prone.



‘.Dbel iieved characteristic of the invention are set forth in the
clainms. The invention itself, however, as well as a preferred node of use,
further objectives and advantages thereof, will best be understood by
reference to the follow ng detail ed description of an illustrative
enbodi nent when read in conjunction with the acconpanyi ng draw ngs,
wherein: Figure 1 is a pictorial represgntation of a distributed data
processi ng systemin which the present invention may be inpl enmented; Figure
2 is a block diagramdepicting a data processing systemthat may be
i npl enented as a A \Wandiiddurig, Srder 5 agrmiBcd)ow Ry ditng)i el irectory
| ogon dial og;, Figure 4A is a di agram show an LDAP directory |.ogon_ dial og
Wi th a ful | REC R S e BT Dy SIS s AR T br y
| ogon di al ogatid Rra diaidd aloisgie NAITRI Jpeits AL tics pr diea@l amadray ng an
LDAP directory |logon dialog with a resulting |ist of artial user

for a
name; Fi gur &D88 jPF FHIRRh 1S USFH B4Ry D pratdss qfoguslcﬁﬁéﬁ%ﬁq &h LDAP
directory |egefddi a3t 8 HoE iy & daagianishowineadivlatfor a
conput er host nanme | ookup with a resulting list of DNs that may be used
with a furtHéY SO i oR oredde Ii"rsge?ﬁ &%y i Koy rEif showi ng a
di al og for usescisppcidied mhanges ofdihe wefpwit o gilia ahefuser -,

2 6 J UL 2002
desires to perform an operation, although the user might

,. 26 J UL 2002 6 BRI EF DESCRI PTI ON OF THE DRAW NGS The novelzdggat”nggoz

be able to discern a desired distinguished name from a
v set of distinguished names if the user could be presented
with the ability to choose a particular distinguished
name from a set of distinguished names.
Therefore, it would be advantageous to have an
improved method and system for specifying distinguished

names.



attributes and filters; Figure 7 is a diagram show ng a dial og for user

A nput of additional attributes and filters: and Figure 8 is a I rt
ES WMt 2002,

depicting a process for allowing a user to configure a DN | ooku

facilitate anonynous searches for DNs. 2 6 J UL 2f102 8 DETAI LED
DESCRI PTI ON OF THE PREFERRED EMBCODI MENT W th reference now to the figures,
Figure 1 depicts a pictorial representation of a distributed data
processing systemin which the present isnvention nmay be inplenented.

Di stributed data processing system 100 is a network of conputers in which
the present invention may be inplenented. Distributed data processing
system 100 contains a networ ksghgaryVose Nress Fai@e jfm used to provide
comuni cations |inks between various devices and conputers connected
together within distributed data processing system 100. Network 102 may

i ncl ude permanent_conpections, _such as w r.fiber optic.cables, .or

t enporary connectfofg ﬂ%%ea?ﬁraﬁaﬁe?e %ﬁh%ﬁeg%%%%%g??o%%?g+ﬁg¥ﬁ%ﬁ%%picted
exanpl e, a sednerldd¥uanilssproeiddf6fos veanent edhightre¢ghk 102 al ong with

storage unit_108. for exanple [ al ut.er [_network. computers. For
pur poses of ?hFECS%5Yi§3f?§ﬁ,Pﬁgﬁ%§§grknggguééFg?goﬁﬁyO%%ﬁ%ﬁ%%P; cgupled
to a networ kusahi ghovedesvespat prdgr amivaloyheindppl font annidentidnether
ComPuLer CoRLESuoub U, TSl ROk o B4 DR BRPLELAC AT £, EBEYCL AR
applicati onsfibteti eht$ngl Dslddnerotadt bbak ¢ORAtaThesetcleestsalll, 112,
and 114 may Dpe..ln addition, .clj 1 112, and. 1l 4, also_are gonnected
B85t 0g 06 bhe0s ashh ERR B TBedar. AT A P Ba

. S, .
Clients 110, are-c O Server ona Clients

.110-114 al sore@yebeed| uenhg tbesbPhers¢@6chnfihese ekampyes. IDi stributed
dait a prOCESSL%@M%EQ‘O199e”?thgglcggedi‘gg&b99a£e§9EM?réne%'re%%e and

,) 26 J UL
distinguished names are received. In response to

receiving a single distinguished name for the requested
directory search, the received distinguished name is
automatically applied in the LDAP directory operation.

In response to receiving a plurality of distinguished
names for the requested directory search, the plurality
of distinguished names are presented to the user, and the
user may select one of the plurality of distinguished
names. The selected distinguished name is then applied
in the LDAP directory operation, which may perform an
authentication process for the user using a distinguished
name received in response to the requested directory
search. The user may also configure a dialog window for
entry attributes and filters to be used while searching

for potential distinguished names.



9 other devices not shown. In the depicted exanple, distrib kﬂﬁbeggoz
s@rocessing system 100 is the Internet with network 102 repres nt
wor | dwi de col | ection of networks and gateways that use the TCP/IP suite of
protocols to communicate with one another. At the heart of the Internet is
a backbone of high-speed data conmunication |ines between maj or nodes or
host conputers, consisting of thousands of conmercial, governnent,
educational, and other conputer systemssthat route data and nessages. O
cour se, dlstrlbuted data processing sygéenlloo al so may be inplenented as a
nunber of different types of networks, such as, for exanple, an intranet, a
| ocal area network (LAN) a n Mﬁﬁ& igure 1 is
i ntended as an exanpl e aﬁggﬁgtD§§e§ﬁ§g?§ﬁl?gg?ggaé nltgtlon for the
present invention. Wth reference now to Figure 2, a bl ock diagram
depicting a data processing systemthat may be inplenented as a server,
such as server 10f,0rnSEEYeEcdBErés FbouERed . chBE A PEOLHSHE NGE SHipd em 200
may be a symmetric nultiprocessor (SMP) systemincluding a plurality of
processors 20RvemdiQuniarensett fertl Ly stlen derendsd Aladrnati ey, a single
processor sy b oy 0 t
Teory cont 1o e e e S0B. v SR By ot don an A et hee T o ahal reor y
209. |/ 0O busudei dfertheri @bzcerhhewedaltl@ agcarmepes Posredd, pibld desstn
terface to,l/ Quiups2dda METDEYeCORLEOLL LhCAEDE 0BaNGL 40 Do bri dge
210 may be integrated as icted. Peripheral onent 1 nterconnect (PCl)
bus bridge ziasennmbc@edofoan/cibu§t2491$¢o@mb@%lm@mirwhﬁmaeeaeolmwj | ocal
bus 216. A ny d b t : UL 2002 0
‘bus 216. Typlcafu%gﬁlgﬁsﬁgﬁ%rg%%nﬁgg?gﬁgﬁ%fﬁ? gﬁ%%%? sfdﬁ?gigﬁgexpan5|on
sl ots or add-in cBhgere ol sis Gorpisi@sitdlorepreskatas iaat abr & conputers

108-112 in !g d a adapt er
220 connecte%9%£§}%RP$%€§ t% f%gy §%Qg§§9ﬁzh§%§Pdgge |%%al PCl
bus bridges QQQeandoQZMaymeuIhpl&ﬂ&nﬁeﬁces for additional PCI buses 226 and
228, from which d|t|on mork er e supported. In
t hi s manner, datggbggﬁﬁs %@ %3§f %ﬁﬁm c%%ﬁggtﬁoégg?o mul tiple

net wor Kk conppteeessﬁn@E@pguemnﬂnnnimyyﬂﬁu dspdeapherd288 andehaed; di sk 232
may al so be connected to_1/0O bus, 212 as éplcted ei thgr directl

indirectly. ThoseF®FUBRdP nh? y2 sSkHF9Ea™h TS AwitP15p rg&Fﬁ?EOF%at t he

hardware depistyed apafbgure 2 may vary. For exanple, other periphera
devices, such as optical disk drives and the like, also may be used in
addition to or inFpouEe 8 ihe? HAkRAT NPiiedn FRRPJEpIrectaréxanpl e is

not neant tolbgphydgggg@tﬁfgyrﬁlfdijndggﬂ(yy&ém th respect to the present
invention. The data processing systemdepicted in Figure 2 may be, for

exanpl e, an | BM RFS@nsps#Bm- 800 %@%ﬁ%ﬂnSQQWﬁﬂﬁnm& LHAP| AdseRaOFBnal
Busi ness thﬂb g5 &?éf?§é§§eﬁ érb$¥{EHﬂ9u§¥¥Nn runni ng the Advanced

I nteractive Ex cutiv operating system eferrlng again to Figure 1,
servers 104 and 166gna? Be LEDAP dbrgxans,shwhigly proViDd@ Kdacatitomyser vi ces to

P ormat i on LeSEnthrRed RO ORI IRY 0 DR oe patarek ar
server 104 onsserwemei06. Further, the directory may be di stributed between
Figure 4D is a flowchart depicting a process for
operating an LDAP directory logon dialog;
Figure 5 is a diagram showing a dialog for a computer
host name lookup with a resulting list of DNs that may be
used with a further configuration process;

Figure 6 is a diagram showing a dialog for

user-specified changes of the default configuration of



.. o 26 J UL 2002 11 these and other servers not shown. Seerdi;in_

*¢,106 @dre able to performthe appropriate operations on the LDAP directory
and return responses to clients nmaking requests for information. The LDAP
directory is also referred to as a directory information tree (DI T). This
tree is made up of entries in which each entry has nanes. One or nore
attribute values fromthe entry formits relative distinguished nane ( RDN)
whi ch is unique anong siblings in the tjee. The concatenation of the
relative distingui shed nanes of the sequence of the entries froma
particular entry to an i nmedi ate subordinate of the root of the tree forns
that entry' sadtsibigssshed panEee£PN), which is unique within the tree. An
exanpl e of a distinguished name is CN = Steve Smith, O = Seek Limted, C =
GB. More infornat Fégurer7the # othddr3wrshyeds i /dapRe d8y HP8ERIINAUCA
String Representahlpdonl) Dheti naw shefhdaMaters; and _
http://ietf.org/rfc r?c1779.txt. An LDAP process on a server contains the
functional ity necBégure 8oliseegeflewehajiiestepifatdmdclai prpsespr §68ss t he
request, and E%HEH reSpONFes, t Onftd Gl Lrindh AR RI LRSS ngSSt- I n
particul ar, £ pr8V|des a nunber o nown functions including query
(search and €eapakéedteupdangnpoasit yemtdlee ifmy, DAisd ot hers. The search and
conpare operations are used to retrieve information fromthe server. For
t he search operation, the criteria of the search is specified in a search
filter. Afilter is used by an LDAP process to define the conditions that
must be fulfilled in order for the search to match a given entry. Wen a
request is received by a server froma client, a search operation is
'performed based on the search request received fromthe client. The _,,
5, 2 6 J UL 2002 12 search request includes a selection of a filter used
to determne which entries will be responsive to the request. Mire
information for the format of search filters may found in "A String
Representation of LDAP Search Filters", http://ietf.org/rfc/rfc2254.txt.
Typically, the search filter is a Bool ean expression consisting of
attribute nanes, attribute values, and Bool ean operations, such as AND/ OR
and NOT. Filters may be used to perform conpl ex search operations. Further,
the users will specify a base distinguished name (DN). This base DN is the
starting point of the search and the search scope. The search scope itself
specifies whether the search request nmay be applied to a single entry, an
entry's children, or an entire subtree. A single entry is considered a base
| evel search, while applying a request to an entry's children is a one
| evel search. Applying a request to entire subtree is called a subtree
search. As noted previously, it is generally difficult to renmenber ful
di stingui shed nanes. In addition, nmanually specifying a full distinguished
name is tinme-consunmng and error-prone. In sone circunstances, the user may
not know the distingui shed nane of a directory entry on which the user
desires to performan operation, although the user mght be able to discern
a desired distinguished name froma set of distinguished nanmes if the user
could be presented with the ability to choose a particul ar distinguished
name froma set of distinguished nanes. The present invention is directed
to a nethod, apparatus, and conputer-inplenented instructions for providing
user-friendly options to input distinguished nanes in which the options may
be contained within an automated DN | ookup utility or tool. Instead of
requiring



,, - 26 J UL 2002 13 users to enter a DN whenever necessar9,pt
%1 ookup utility locates the DN using the input information prg\ﬁ dQﬁ‘@QQZ

user. The DN | ookup utility rmay operate as a stand-alone utility, or it may
operate within various other applications, processes, routines, etc. For
exanple, in order to connect, i.e. bind, to a directory server or perform
an operation against a directory entry, a user needs to be authenticated to
the directory server, preferably throuqﬂ a directory | ogon procedure. To
authenticate to the directory server, the user needs to provide a user
identifier, i.e. distinguished name, and a password. In accordance with a
preferred enbodi nent of the present invention, the user is not required to

i nput a DN but ' [ [ Y, [ 1 fd ' i on. Rat her
than typing in T’#‘# \Pstgﬁr%%%rgﬁ?}sl(gﬁgu% WW"M*; ust a few
characters of a given identifier, and the DN | ookup utility automatically
determ nes the full, appropriate DN. The automated DN | ookup nmay be applied
in any conputing situation in which a user is required to specify a DN
Users may al so copfigure i fild. 0 $€ o] .

candi dates. Wth ?é?grE%Egé%%ﬁgﬁggiﬁgﬂﬁg“%fﬁgﬁﬁfégrgﬁgéﬁgmé éeﬁ@%Fga?

di rectory | ogbotdrahdgrep¥ eslawt B0l o fa adiddlsag ibhatdalibbasprousesing

speci fy user DN_302.and user rd .3 j ition, to. i al og
but t ons 306-§6§t?%r1Q~%ﬁ}§%hgg§§%%%§%nfqﬁW%%Fggg bggcgﬁné%%fgggég%?fectory
server for pepisoribagedid&cd gpyoagreyiald aystensand need hetwvtkeoficate to

t he directorg server. The LDAP API Idaeéﬁinple bi.nd naémge used to

aut hent i cat e“PHBUHSEF 119 W?%F%i?QﬁmRﬁ%#) vEVeRSERE B2BNP&Nnd a password.
The | dap si nphg1bhadreger abi onrisuttsedidtd ipdRbisky nhheystémb1doU L 2002 14
‘person or application that is accessing information over LDAP. R

di sti ngui shedonhaengsaanekidp vt 2 stwhigd tiffatthies mgddam psaidf tpcult to
menorize. In c , r % - .dLstLngui shed
nane of the BgFggéeiﬁ ﬁﬁ%n%?$%%%%£¢- fgﬁ%%ﬁgﬁﬁggfgggggrggg%gégcéggs and/ or
nmodi fy. Addi cpopakbkys eoene¢fed heodssidre raii thamedpet rihatpdogecaDN, it may
be difficult i gt i i t rroc. ., With e nowto
Fi gure 4A, ap%?88$§§$gh%g§€§% ﬁ@%gwﬁg%%gﬁgﬁy g% ngéféﬁéé R#?&gégggll user
name i n accordaneetwbhh, aspcef es rnetrenpodiirent opftictheapiesentri nventi on.

W ndow 400 i [ g tQ.s [ er 402 and user
password 404§F%P§5§%?iSégs%cg%%ﬁ%ﬁﬁ%?%?@ﬁ%ﬁﬁﬁhﬁﬁgﬁgﬁﬂgg-28@3 oFlgéﬁ“ and
"CANCEL". | nsteadIaf theqdepioged esample, entsyrvwerDN04t hedasearatredOBN

| ookup utility of the present invention asks the user to inﬁg% gﬂgser namne,

p

whi ch may belth&ChEEFtedgigenchames 19F thiP L aee theragsr U er ed
"John Doe". Wt hQqhReipanmecpravideth®y ihe USRI 11380 aaR8N¥FRUS-8RAFERAI S
performed against the directory server, and all of the DNs which match

agai nst the Geoenehapwkail®2| ocihese Abbemtihd kthatll@, DNnids 1idundyf be,t he user
nanme, the au | o {1 ' t mai r of

t he | ogon prEgggéﬁgggyghnéggg?gg%réé%#@%%%%?§§ggggggwwkgﬁbpﬁgggétu?ggd DN
and the passworgopesvidethby tpelusationn a heetwsakpleempatsirnglse adyr ect ory

server is inpli f.or LLhectory. qﬂg t dcatio
Alternativelrrg,oIm %Bﬁg'|%§ﬁﬁgééqg dgb%é%§$#grne (?ﬁI%%%%ﬁ%%oaggfogﬁgmnanes of
the servers o whihelr ebpléeatshnshbom dabetimite dmputiare cONpledk . thise user

could then b ted. to I . r rom j f rvers. is 26
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directory | oglatadi aluaty wist hoatpéilesl oseratane dyst@ocomdarese wndh a

preferred enbodi.nent .of the esent inyentjon. Simlar to Figure 4A, w ndow
t HRCRRL AL

410 is a di aPSEHERATIRNFoRS 0SB fy user name 412 and user
password 414 in addiild@y taost andar dndi al #9a bait & Oien 4l 6-A 12 feir 194, and
"CANCEL". The automated DN | ookup utiIitX of the present invention allows
the user to Assdttigined lyar ¢légaraciéfslid~also myy ihe odjamistiteon with a
gi ven nane. | S i a eri f i , as
"John Doe", f%g%ggéﬁﬁﬁzghenpg%gdgxg%ﬁgg%ﬁ".ﬁgggﬁﬁﬂgkﬁgrEﬁ%%?b 5¥§§‘ of
t he nanme strisyggenoviodethalyy ihkbeudseaddani P searads fiditiemtsd,riang i s
created and sent to a directory server, where an anonynous search is
perfornmed agai nst the directory. It should be noted that the wildcard

i ndi cator supplied by the user nmay be replaced or nodified as needed to
generate a proper LDAP search filter string. All of the DNs which match
agai nst the user nane string are located and returned to the LDAP client.
If a single DNis found for the user nane, the automated DN | ookup utility
provi des the DN to the remai nder of the | ogon process to connect to the
directory server with the returned DN and the password provided by the

...... Y . p— N 1 rNAPFN e




i n conjunction with a given nane, and an anonynous search co idlﬂb_ﬂ@@
partial user name has been perforned against the directory server. Al 0
the DNs which match agai nst the user name string have been | ocated and
di splayed in DN Iist 420. Once the user selects a DN, the autonmated DN

| ookup utility provides the selected DN to the remai nder of the |ogon
process to connect to the directory seryver with the selected DN and the
password provided by the user. Wth refference now to Figure 4D, a flowchart
depicts a process for operating an LDAP directory logon dialog in
accordance Wthe R @d@f &4 atbterRfimentinokhkehaepl e6eat ekamgnéj on. The
process begins when a dial og window is displayed by an automated DN | ookup

utility so thbstaibiiesd Matemracassday- SeS&eBdPAf 8F b ofinE_ERPL452) . A

user enters gi thele@ud il 11415 HelURAiny BALLERLVEE! OB, 3o password

(step 454). An anonhynous ‘searc enrequested agai nst one or nore
directory senevewsrks andreyatmwapprihet ase tbe THe/dPrsuibeyostructure

i npl emented wW.thin ihe system(.s : e ted tility

t hen receive%r%$39%¢sﬁ%?éagqgh&hﬁﬁﬂ?éﬁﬁé'gﬁgpggg%gg?y n%?%%ﬁ%ﬁéggggr name

i nf or mati on spethé i Butdmnethel usebacStbomes $8) highdepeedi dataon i s then nmade
as to whet he i . el f he_ dj t h (step
350) . 1t so. CofluihPRabiol LR HRREE ne I BORE B hESE SoMpRFREE

provi des t hecoes®s ving DN adriibudeendss ext sypviericed lpagevwerdmentt he remai nder

of the | ogon i o] 0 f he user
(step 462).  SouCFREShatic Bl Rl RRLEIEE, V8 el PnRETERRECT BRel e, 1290 |
L '2002 17 usendhassseyety nf erad 6,5 dirstirdbugiededahanpreoaecheinghan a

di stingui shed nanme.. Since a given l.d ;be_kno t he user, the user
i's not requiggag?% +é§mﬁé§ﬁ é%%:%ﬁ q%ﬁ?f%%%ﬁgghg ﬁaﬁgyggﬁe?gby requiring

| ess effort dofcenpheteypde 4 ODgmtyarrdeessuchf aa, sitngl exBipils, nat r et ur ned
to the DN Iookgg ut%lity t hen a det QﬂLﬂ?HEﬂﬁ IS nagewa§ t o_whet her

mul tipl e DNs*REVR BEen® FEURM: tHat® AT GaFYT aPFy nitEh £h&%user name

i nformati on spewofkedwiay) I heritpefe (Istiep i4G4hdedf asoant beamphesanduhbtpl e
DNs are displayed as a Jist of . DNs for the user to choose a single DN (step
466). The protedt theRlERters®n HobFEit d§ Tt 6Pt RECGSEF tBVEBFERE - a
single DN. A detepntnatéearéscdbass aso FLMRL 6T ot BaokkeniRasamel ected a DN
(step 468). If not, then the process, branches to continue displaying the
list of DNs #6PifiE1Dged @%t%JW%ﬂ@%qﬁiﬂﬁuﬁy%ﬁﬁmbépé@tméyspﬁgP@PERFePFeghe
user has sel get gdsg PNy them, the DN JOokw Wi lsktyepr 99sdes Fhguracei ved DN
and the user-specified password to the remai nder of the | ogon process,

whi ch woul d Behpl pteceheihggeys o fay hehe syametagcnenti oned

previously i 4 d P . | d,:t he t If multiple
DNs have notHBE%%BFSS%%Sgﬁa{§$€H|£:%$§%§$?ﬁéﬁFygn§tgﬁu%%ggﬁgegfnane

i nformati on ppecifkedsbf02 hendisz04 ammeritadoned siys tetepué6206t hen an error
‘nmessage may ?E disg&aﬁeg to the %fer t hat the user nane anor tioa
suppl i ed by PHESEERFIREEY ot FHAHE PGSR FAaF ofe¥a i&PE?O%& ¢hi ng
DNs (step 478)soaB@nhBetph 0ESSSy$iSeri Nk @U¥liet emdit/h reference now to
Figure 5, a dia%ran1shom5 a dialog for a conputer host name | ookup with a

. ) p
resulting  2oBLIRL120092979 8298 stWIICIDNK At Sy BELESLacHi R AOFadt her
confi gurat i OReAROGESEel N AFGOBEANGE dhd s ATl eabedl IRk Af pliae
present invention: To perform operations against a directory entry, users
usual |y need206 spdcptygvities Dihofntdmwefard rye IV Ielsp 28 2useMetomg t he DN,
the present invention provjde way for users to specify a value for a
default attriB 59&EF5P8@CbFn§%€/§@% %é?ePQﬁzﬂﬁﬁfgﬁhgﬁ%aWP8W§ea user to
speci fy host ijg@apuheednaBedsfRctadaddition to standard dial og buttons

504-506 for "OK" and " CANCEL". , _
Peripheral component interconnect (PCI) bus bridge

yys . 26 J UL 2002 16 The user has entered a wild card chﬁgcter ("*"é

214 connected to I/O bus 212 provides an interface to PCI
local bus 216. A number of modems may be connected to PCI



anonynous search has been perforned against a directory supp ed
Aser+'speci fied host conmputer, and all of the DNs which are p%behjtwrnzaﬁz

directory supported by the user-specified host conputer have been | ocated
and displayed in DN list 508. If a single DN is found, the autonmated DN

| ookup utility provides the DN to the remai nder of the configuration
process. If multiple DNs are found, then once the user has selected a DN,
the automated DN | ookup utility providgg the selected DN to the remai nder
of the configuration process. Wile a DN may be found and sel ected for use
wi thin a configuration process, the process may be used for other

LDAP-r el at ey @umsesIypliftalusenr pay sepietehhCoviogsirellbustimmosio to
choose default attributes for the anonygaas searches that are performed to

| ocate DN, %%%%i%qsr%%lsé_o&ét ari F@ﬂe?o%‘f"_(‘)\?\?r%th ref erence now
to Figure 6,candiAAMHOWS nksdicadl patierkussnpspess figg-cimnges of the
default configuration of attributes and filters in accordance with a
preferred erfogireerdt nofy tiee prowdded thvenghomodaw b8 frdn Rplewakk ons

SpeciTy the IR AR R ETE R rp Pa T Brdh e CRES o R Rl

i nvention priovastes. a way for users to specify a value for a default
attribute. Tn this_panner,. a user y .confi e the fault attributes for
the anonynous sedtEH FoaNEC] Uﬁgg)éé@&ﬁ?, 925@85 ﬂg§ Bfgiﬁl‘g%nfi gure the

attributes angdeditdess frdr thRianeaunOBeISeasEed. 205aheg »adoprHR0 is a
dialog that allows a user to input object class nane 602 and attribute nane

604 in addi tWykch addidnidayad diogleds Bat NERYCBH6288BLEHF MEK"P@nd " CANCEL" .
The val ue of j | a r@gps t epaige | £C Lot directory
in which theS%ée%%elcg'd zItSf%rl ut glg%ﬁgg'bgg?bgu%gl?glg?g?h§hée§% %ngo agaznst

whi ch a di r ezl bows seamndrtiiono tive npadtfipdredetvarbt hbempwoeds, when t he
directory search is performed, .the directo server _w,l .. onl onsi der

obj ects bel dﬁ%lp%ﬁy_tnbapg%ee@é]nﬁaéj&lcgl §S§P%ﬁtrt ??Bu ggné%dG%ﬁsge%/%?ng‘%}és t he
directory endryo aid ridnieddmttca ysebusapiepesi f¥piotaapt 8eehdral og w ndow.
In the exanpl e, the user has specified "Conputer Nane" as an attribute in
di al og 600, HhieHChatThedHEStd¥e of the input field In dialog 500 in
which a user may spest fyf adrdtddrbuiie Maliwe théharyset 1My ppeLechteAdvanced
Configuration” button 610 to input other configuration data itens to be
used with thelahoRyRdiat e HERLo0RECh 1ReFePBREe? nBRYt B2 EY gur %, a di agram
shows a di al 9gaf9f e USSFnd NMEr Pheaaddi HeQnaksat tubRULESARAChLI gLk TN
accordance with a preferred enbodi nent of the present invention. In a
manner si m | 2F1Y®s Rdirens, lidisal ¢g St AdowProdspe andprdfibglPRatCaPFohB a
user to lnpuﬁgwé)ée&f ChéSSa AR o/ QR ARG et T T iThdt Q%Eilﬂﬁeaoéxhﬁpﬁgdik' on to
standard di al og buttons 706-708 for "OK' and_"CANCEL". The user ''~261J
U L 2002 20 haly Bpaelfio alfhiy drdiltesfirel tABLISpEEPPFe1aRt FEBREES using
input field Z30tnEopr&xampl trvdhite oral uanef dulta pbRPEEsathgi BykeemHost Name"
‘has been marked with a wild card character ("?"). _In the exanple in Figure
7, the filtefeRafted hhd HE@Ee i &Y Need'Todo SFRFPLENe28edP¥h filter string
contai ns tergpsins ¢he DAL EF0 ORIt Searchrelies ospeskbradrebagihere within
the configuration information.” However, a user may specify different

val ues, alt ePRatPoes VM4peletnedrCadfiagora %M@@T&irt W ¥R&Ki npuUnnEREl d for
the filter. VAENa4HEnHLH CELOLYaSERFL hdt 1 RARAUGREE,) bE@r%E@h@hs}/fé'&@ﬁ.W‘th' n
the filter may be inplicitly, logically ANDed with other input fields for

i nput attributes. REGerexagpigainfte Figugediorspraess ddkt andedO6bjrast s of
class type "Rau h : fi.gyr l-ect +¢l ass i nput
field with agge%g{}rt S%g?%éébﬁm%g{nﬁut erlgieg(l}{&dgrg:ggﬁe%%ﬁg?ﬁgg ftlgl ter term of
" bj ect Cl assERoUPEBE" Feandr ot hinblietiridiusse saay PFe cgsed nign sylséedi r ect ory
search. The dijfer e I fying t:he ' | asses di fferent
manner s appegPEs)'i n@ﬁgelg?’%{é\?gﬁn%gf&fﬁ%}%gl v#n %\?Jst%'ﬁkle\%k]?%h%t %’(llaD irst object
class is predéentedonhij | ehibe haey e iddited ke fsdriverr ana orl yepresent ed

wi thin an "Adyanced Configuration” dialog window., In other words, certain

i nputs may seP8om BBrtEBHE  bYS ‘El’slé?c,t%%ﬁaWe Reaisie 1Pmyecs Prdyese
presented to the user in accordance with the frequency of use, inportance
of use, etc. Wth reference nowto Figure 8, a flowhart depicts a



process for allowing a user to configure a DN | ookup utility fagqyl: e
*anonynous searches for DNs in accordance with a preferred ent%ﬁ r‘rEﬂL gﬂazhe

present invention. Figure 8 describes sone of the steps that may be

i npl enented in order to provide a user with sonme of the 2 6 JUL 2002 21 r
functionality shown in Figure 6 and Figure 7. The process begi ns by

di splaying a configuration dialog window for a DN | ookup utility so that a
user may enter configuration informatipn (step 802). The user enters input
attributes and LDAP search filter expressions into a configuration dialog
(step 804), after which the configuration dialog is closed (step 806). An

i nput di al ogtimkesdoand sothep| symwdedy ridte sbdwnookup utility for an
LDAP-rel at ed procegss, suc s_for di rectary .l ogon,. SO at the user nmay
enter required i n§8FYr§FFo °?s?’é‘g %@%)zﬂ_rerﬁéﬁd%éﬁo %%r?oéﬁlt EéF‘? attribute

val ues into abprb;g@y&tgi@é@@t(ﬁd@ dhl@he Thap dpukcdoalognaayetaphai n i nput
fields that have been grev'ousl %ggfi ured b tge user, b% ggecifyigg

def aul t i npuECEPPRFBH LR CHESRLT MafiNd FfAeFESuLETr PEOIMIELGR ownT

Figure 6 andiphguderdcté¥y ef s tdlsdisaifdia®d nRukst hedirtetsryi on request ed
t hrough the dial og wi ndow by the LDAP-rel ated process, an anonynpus search

i s request ed B§arREiendbrect Pyl ser BIFULEEG the™3ger YBpati FPEHIEDAP

search filtein WEeehsPgehféetr athdd Mumeval W, oandbee atheibuser input
DNs that_fully or e user input

values in order to Looku artially match.t

val Uos (StepVai¥Fs FREMDNNT CORERY 9T thF S 1A AbE (o8 PRECERBET BFRG of
pﬁrti al Iy matrbny hewhseh 18putiyed uﬂxsor(gstse_m)l&hh@s, i@ndhbhlerBNal ookap utility
then passes one of nore DNs_to one or, .nore .other LDAP-rel ate rocesses
(step 816). FRECAFBRESLORGYT of Poui T THE GUSH P9 IGHERg PR ne DR Fookup
and enter vakdgsehoe bhethdN éwokis i frdmhen peorgilcetlear khtshoubdahe noted
that the LDAP-rel ated process described with r ct .to Fiqures, 4A-4D was a
directory Iobﬂﬂeﬁ?ﬁggsgu?%ﬁ 1%%§eﬁ?%égﬂ%IﬁﬁnLBiégﬁﬁn&rgﬁeF§FWSthat~l 2 6 J
UL 2002 22 whergas thetlifP:sedatether @ppss wiestr iibedniqule wesheat to
Figure 8 is eneric LDAP operatiopn. In the exanple in Fiqures 4A-4D, a
user inputs ghgséFeﬁaneABreﬁgﬁ?f?d%ﬂf?fﬂ&ﬁﬁqggiéﬁ%hé?mgiﬁ%lg fo a generic
| ogon procedsteyebphithe oserseaputimistddiert i=nc@.pordtred indbemthéochDAP
search filter. In,_the exa e in Figure 8, user enters_input,. val ues that
are appropri &P& +8F ?ﬂﬁm?gﬁk?fo%p?ﬁé%ll%%ﬁ?@%w%ﬁyi ﬁu§§s&8iagi§ﬁrﬁpgh t he
LDAP oper at i B8aprktehhetiiser o faki st reqadystetd Nemtes¢at ed to the directory
server, then, the yser nee 0 ify.i.nformation within the directory.
If the direcp%Fy’ZZ%FFggxf%?Bgc%%%? |é%ﬁg?2 related to a particular schem
of objects, then Bhelbaér prbghtsenhez sepast iantiadiers itheer for the

i nformation : j o) i fy.., Af iC e recei ves
t he distingu%@%%gaﬁgﬁgig& ﬁ§§%é§$%$ %%28%%¥g§$8%§£§%$%yqgkgbﬁgﬁgégsfo be
nodi fi ed, theresessmieuseqoastporandreeipirn hespogtdargtiosisdd emduses i n
appropriate P-. d 0 He Wy aly,n [, J.nput may
be mat ched, g?éﬁéég%ﬁé rFBéIF§§§§§%insﬁﬁféﬁéﬁaéﬁ?% ngﬁﬁgﬂggﬁggdﬁgngs for
the entries inmnmblee difr gopeny fulhblenyamayeding quserypriesentch mvent i on are
apparent in Viaa0k){NGodetal | edefEsereptian Alnd Meddiuent g REayiged
above. In the present stafe of “conputing,” a ‘user nust remenber “many

per sonal i dertidf icompargepponaripdentt¢ieaed dre matberae pasowmmadsoret c.
LDAP-1 el at ed (races3es y$erdi SkbPoLLS hedh NaTESy e MY Gdh CaL P& 100G 1and
syntactical ly conplex, and a user may becone burdened by attenpting to
remenber DNs 9th thediserert dsosREFLpeedonal 2 i sRrdmtiidien.n ot her
circumstances, the usarJrmy sneven Bavenknomp thecdistingul shed fpme of an

object which the , ,
conditions that must be fulfilled in order for the search

to match a given entry. When a request is received by a
server from a client, a search operation is performed

based on the search request received from the client. The



(. ... 26 J. UL 2002 23 user desires to access or nodify, i.@&.at u
tsknows that the directory may or nust contain an instance of tzeaogw:m
does not know t he distingui shed nane for the object. By using the DN | ookup
met hodol ogy or utility of the present invention, the cognitive |load for a
user is reduced. Rather than typing in a full DN, a user nmay input a given
name or just a few characters of a given nane, and the DN | ookup utility
automatically determ nes the full, aifropriate DN. The aut omated DN | ookup
may be applied in any conputing situation in which a user is required to
specify a DN, and a user may al so configure attributes and filters to

search for [ gandidafirst Hok18%aBPhesel BELUSAI o By EDNEd GUiLedtOb) ect
cl ass agai nst which the LDAP search is_to be gerformad. It is inportant to

note that wfgterHagMdsh snfrdsei vt lhaBepEERAPARILYS bey The tHed¥SHtext of

a fully functyg nig, Ak tAleC FoY RBeSYskRAL bhoseapthoftlitery g || in the
art will appreciate that the processes o%,t he present i nv%ti on are, capabl e
3 T prters”

of being di stSWMLtidY A SEHESINREPIESEBHBLLER PEalEdy &

instructi onshauyh gy iwald &ng /A d/erree2@adtkiat the present invention applies
equal ly regardl'ess of the particul ar type of signal biari ng nedi a actually
used to carry outTY®cahstritha i%ﬁ.r%éﬁ&t% &F BoRPOtern r eXREDT R HRdi a

i ncl ude recargiab] S-ivpe fedita ipigle aahkeppytdisbuta Harges) skndrive, a RAM
and CD-ROMs and transm ssion-type nedi a_such_as iﬁ‘i{’tal and anal o
e

cormuni cat i JHO}§ak CPefd ifEsor ISR SoFNPAERpAB Tt nvEht Fore been
present ed fase puEOsEs fr fid il Hompllieen sand cllesperptions . bukuishawt int ended
to be exhaustive or limted to the invention in the fgrmdi sg&\gsed. Many
modi fi cat i onsh@nEers will sperify akgser 155 Pabt sRed vt e e bpar ent to
those of ordinas Yoskd DN iis tthee atartAnighpoghtt BE phesesirthvenditiei s
illustrated using LDAP directory servers, thgr gi?cessesfof t‘g}itla%@aesent

i nvention meSedECRPHIIRG t oF HAMEEOEF EFTEFsSPIRET ERd ot HERE T was
chosen and desersbeech Ne@fgadt hybest agppliabntbhe pLhgtépétesrof dhe

invention the practical lication and to _enable otgrgrs of ordinary skill
in the art t9™th{e? scfl'éllnl(fﬁgﬁb iHvélt i 6 S g?FSﬁs enboti #ent § é\ﬂ’h Vari ous
modi fi cati onSoAsi@E L@ W tiegkd A dre pafatricty| ahilseapphtyenyl at edquest
to an entry’s children is a one level search. Applying a
request to entire subtree 1s called a subtree search.

As noted previously, it is generally difficult to
remember full distinguished names. In addition, manually
specifying a full distinguished name is time-consuming
and error-prone. In some circumstances, the user may not
know the distinguished name of a directory entry on which
the user desires to perform an operation, although the
user might be able to discern a desired distinguished
name from a set of distinguished names if the user could
be presented with the ability to choose a particular
distinguished name from a set of distinguished names.

The present invention is directed to a method,
apparatus, and computer-implemented instructions for
providing user-friendly options to input distinguished
names in which the options may be contained within an

automated DN lookup utility or tool. Instead of requiring



,. 26~ J UL 2002 25 CLAIMS: Wat is clained is: 1. A nethog%for | ecting

t.a distingui shed nanme for use in a Lightweight Directory Acce LHjE,iﬂ
(LDAP) directory operation in a data processing system the nethod
conprising the conputer-inplenmented steps of: receiving user input for an
identifier string via a first input neans, wherein the identifier string is
not a distinguished nane; generating an LDAP search filter string
conprising at |east a portion of the |dent|f|er string; requesting a
directory search using the LDAP searchlBilter string; in response to the
requested directory search, receiving one or nore distinguished nanes; and

in response L <£LaR) WG rORE DRY wHBﬁ@vaShé@Qslsé;f?d HITEN f1XgoMdie request ed
directory search, applying a received distinguis ane in the LDAP

directory opHriatiitoh Loga tefe ther REdUsLng| B nB%Er%ﬂ ?Wﬁ¥%ﬂqemtory sear ch

i's an anony s, i RR[Y a3uSEQe ”@hEOﬂNoio§k@pnmﬂ1Iiﬁ§ (y(bpﬁﬁaﬁﬂfﬂk
recei ving user input an object class identifier; inserti a search

termfor an dbjtedd c"llé%? Udddd ity earbifttlﬁ%yo%ﬁ’%%%t%l‘&%@]irﬂe‘fﬁlilfq in the

LDAP sear ch Jﬂﬂé@rapﬁlrﬂda&l&s Theobekhed, ofoat ahea 1 étef her conpri sing:
2 26 in response to receiving a single

di sti nghl shed nan%olf cﬁ‘xat“ﬁélerfe&@eé’tré’@rdFPe@PW%eaﬂcﬁ 2dGmatiocd 1y
appl yi ng theyyeceiyef £ shd nayh shaordaimearn ngden diAP djdiacdtory operation.

directory entry, a user needs to be authenticated to the
directory server, preferably through a directory logon
procedure. To authenticate to the directory server, the
user needs to provide a user identifier, i.e.
distinguished name, and a password.

In accordance with a preferred embodiment of the
present invention, the user is not required to input a DN
but may input some other type of identifying information.
Rather than typing in a full DN, a user may input a given
identifier or just a few characters of a given identifier,
and the DN lookup utility automatically determines the
full, appropriate DN. The automated DN lookup may be
applied in any computing situation in which a user 1is
required to specify a DN. Users may also configure
attributes and filters to search for DN candidates.

With reference now to Figure 3, a diagram shows a
typical directory logon dialog. Window 300 is a dialog
that allows a user to specify user DN 302 and user
password 304 in addition to standard dialog buttons
306-308 for “OK” and “CANCEL”. 1In order to connect to a
directory server for performing directory operations,
users need to authenticate to the directory server. The
LDAP API ldap simple bind may be used to authenticate the
user to the directory server using a DN and a password.

The ldap simple bind operation is used to identify the



5. The nmethod of claim1l further conprising: in response to receiving a

!.plurality of distinguished nanes for the requested directory r
presenting the plurality of distinguished nanes to the user; ﬁ@eﬁ@lﬁgzmr

input to select one of the plurality of distinguished nanmes; and applying
t he selected distinguished nane in the LDAP directory operation. 6. The
met hod of claim 1 wherein a portion of the identifier string matches a
relative distinguished name within a r?geived di stingui shed nane. 7. The
met hod of claim5 wherein a portion of ‘The identifier string matches a
rel ative distinguished nane within the sel ected distinguished nanme. 8. The
met hod of clpdrach Wergiplildae icterhiafti &5 ateengingnpnisata i @ardved
identifier aqﬁ}a wi ldcard indicator. 9. The method of claim 1l wherein the
identifier '%g is at least a portion of a user nane or user identifier.
10. The met hod ofa cliadtmrfyfilsHeremamensi ai Bgarpetéor stngn@ntlaat hient i cati on
i response to the

rocess for the user usin i stinqui.shed nane, received
2 6 J UL 205Hal &ﬁ%%%egodwg‘gtr&??se PR CHRE® mettHod™ ot ¢l ai m 1
further comiidgimgrer ecpievikipwa ther dipedchnfjuedhadaneaheroantiidARbphitect C ass
to be used in the directory search, 12. The nethod of claim 1 fuyther
conpri si ng: T&c '?/icifgteaFtl?s%’r -wgldé%i fh&dURERe For - SR ﬁ(bA‘—i-ché%ﬁ Ya c?)tfcﬁ bute to
be used in thwedidiy ectridi tSearadly, 18vehhe fmehbodsef chai rederfibitt hielte
conprising: receiving a user-zyecL&ied EAE searc {%Iter stri to be used
in the dired?oesddcht et & P18l SRecPrEd R DAp eEar M fi | ter
string i s cambimeag wirt ket .generated LDAP search filter string.

With reference now to Figure 4A, a diagram shows an
LDAP directory logon dialog with a full user name in
accordance with a preferred embodiment of the present
invention. Window 400 is a dialog that allows a user to
specify user name 402 and user password 404 in addition to
standard dialog buttons 406-408 for “OK” and “CANCEL”.
Instead of requiring a user to enter a DN, the automated
DN lookup utility of the present invention asks the user
to input a user name, which may be the user’s given name.
In this case, the user has entered “John Doe”. With the
name provided by the user, an anonymous search is
performed against the directory server, and all of the DNs
which match against the user name are located. Assuming
that a DN is found for the user name, the automated DN
lookup utility provides the DN to the remainder of the
logon process to connect to the directory server with the
returned DN and the password provided by the user.

In the example, a single directory server is implied
for the directory lookup and authentication.
Alternatively, a DNS lookup could be performed in order to
get the names of the servers on which the search should be
made for the DN lookup. The user could then be prompted

to select a server from a list of servers.



14. The nmethod of claim 1l further conprising: providing user-spgfifi
‘confrgurability for the first input means via a second i nput nesﬁB.JigL 3@@2

nmet hod of claim 19 further conprising: receiving a user-specified
identifier via the second i nput neans; and generating an input field in the
first input neans based on the user-specified identifier. 16. The nethod of
claim15 wherein the user-specified identifier is an LDAP entry attri bute.
17. A data processing systemfor selecigng a di stingui shed nane for use in
a Lightweight Directory Access Protocol” (LDAP) directory operation in the
dat a . (, 26 J UL 2002 28 processing system the data processing system

conprising: first_receiving neans for receiving user, input for an
identifier stringWQF ﬁeF??EPc?rﬁﬁw H%dﬁg?”ﬁ% iﬁ‘ﬁ“@?&&@n?gpﬁgragtring is
not a distingphphgdrBanBry JEsEs@td Il dpansH & paehekat udgrafakPAPnSear ch
filter string conprising at least_a portion of the identifier string;
requesting nmBSASTABRCEelliERt & Ny &f @ff rest tBTIRPUEIEN Ofsith§ PRESEPAP search

filter stringnyegEQBH.regehvifg B 426CRIIdRY: 410 A8SROAS81LE the
requested directory search, one or nore distinguished nanes; ana first
appl yi ng neatibatorlappbyingser nto esprrisly tupared@ing ¥d2onadorisrur e

di sti ngui shed_nanes .f the requested directory, search, .a,received
distinguishegaﬁﬁwgrgngiﬁelfdﬁ ?%%Qié%fﬂbréfﬁ%% ﬁ?lfg_b¥ﬁ§°8§ta processi ng
system of cl aig+378f ¥othepkeogm i 'SEALEPEC 0Mthed RRICYIAG <BE BNS 160kup
automatically a plying, in response to receiving a single distinguished
nane for theuFégﬁégt PP RV S AT ke OISy ERCAMEET NG dhBl thane in
the LDAP direghary¥a@ReERhE88ters (“*7; “2”) in conjunction with a

given name. In this case, instead of entering a full
given name, such as “John Doe”, the user has entered “John
D*”. Using a portion of or all of the name string
provided by the user, an LDAP search filter string is
created and sent to a directory server, where an anonymous
search i1s performed against the directory. It should be
noted that the wildcard indicator supplied by the user may
be replaced or modified as needed to generate a proper
LDAP search filter string. All of the DNs which match
against the user name string are located and returned to
the LDAP client. If a single DN is found for the user
name, the automated DN lookup utility provides the DN to
the remainder of the logon process to connect to the
directory server with the returned DN and the password
provided by the user.

With reference now to Figure 4C, a diagram shows an
LDAP directory logon dialog with a resulting list of DNs
for a partial user name in accordance with a preferred
embodiment of the present invention. Similar to Figure
4B, window 410 is a dialog that allows a user to specify
user name 412 and user password 414 in addition to

standard dialog buttons 416-418 for “OK” and “CANCEL".



19. ‘The data processing systemof claim17 further conprising:ébﬁeaﬁg&izﬁﬂzj
“.means for presenting, in response to receiving a plurality of diStli i

nanes for the requested directory search, the plurality of distinguished
nanes to the user; third receiving neans for receiving user input to select
one of the plurality of distinguished nanes; and ..,,.. 26 J UL 2002 29
second applying neans for applying the selected distinguished nane in the
LDAP directory operation. -20. The data,processing systemof claim 17
wherein a portion of the identifier st}gng mat ches a rel ative distingui shed
nane within the received distingui shed name. 21. The data processing system

of claim 19 rei rii t i 1fier Lng,artch arelative
distinguisheﬁﬁgaﬁég%jkiﬁnééég}%gﬂ%y: éﬁpgﬁggiﬁg&f%hgggnéne.FZSE The data
processi ng syshpuncfiah ariiil 2 weresi mapniee iadehenf hepnymeusgseanphi ses a
partial identjfi i ﬂgﬁr i.ndj.c r. : essing system
of claim17 %%é#%%%ﬁﬁﬂéaFﬁg% i |é§ %ﬁ%ﬁ %%%fshég nggtggigggéggn of a user
nanme or useragabmstfike dizkctiiny dmtrveir.oc®ddi of shet BNsovhithi maShf urt her

conpri si ng: Q«S&%H%I'S Ing}}fé;ﬁerfﬂ]ea%ﬁ% rAg<aneal hgBhicatlag process for

the user usin me received i n response to the requested
directory sedisplagéd iheDNlaltisstpréZfessiongesrdeemsetr ckdeatd7af DNt hehe

AR RS L e R
the remainder of the logon process to connect to the
directory server with the selected DN and the password
provided by the user.

With reference now to Figure 4D, a flowchart depicts
a process for operating an LDAP directory logon dialog in
accordance with a preferred embodiment of the present
invention. The process begins when a dialog window is
displayed by an automated DN lookup utility so that a user
may enter logon-related information (step 452). A user
enters either a full user name or a partial user name and
a password (step 454). An anonymous search is then
requested against one or more directory servers in a
manner appropriate for the directory structure implemented
within the system (step 456). The automated DN lookup
utility then receives one or more DNs that fully or
partially match the user name information specified by the
user (step 458).

A determination is then made as to whether a single
DN has been received from the directory search (step 460).
If so, then the process branches so that the DN lookup
utility provides the received DN and the user-specified
password to the remainder of the logon process, which
would complete the logon process for the user (step 462),

and the process 1s then complete. In this manner, the



,. , 26 J UL 2002 30 26. The data processing systemof claimdgsf i?

.conprising: fifth receiving nmeans for receiving a user-specifi 51&-);9 §b02
an LDAP entry attribute to be used in the directory search. 27. The data
processing systemof claim17 further conprising: sixth receiving neans for
receiving a user-specified LDAP search filter string to be used in the
directory search, wherein the user-specified LDAP search filter string is
conmbined with the generated LDAP search filter string. 28. The data
processing systemof claim 17 further &énprising: providing means for
provi di ng user-specified configurability for the first input neans via a

second |t JER RentlY ARG R B e IR ke

identifier vaadiseisgeistted npute meaisiceard ggerer apmegwoddsbéokngener at i ng

Tent 11 er, 50, Hhetiia DoCBR g S AoCON e ar SBUGHBEE A FhE

user-speci fi etlstilegmii $hed nanean tHaRbgntregudirtimigbdess efZoftJtd L 2002
complete the logon process.

If a single DN is not returned to the DN lookup
utility, then a determination is made as to whether
multiple DNs have been found that fully or partially match
the user name information specified by the user (step
464). If so, then these multiple DNs are displayed as a
list of DNs for the user to choose a single DN (step 466) .
The process then enters a loop waiting for the user to
select a single DN. A determination is made as to whether
the user has selected a DN (step 468). If not, then the
process branches to continue displaying the list of DNs to
the user to allow the user to select a single DN. If the
user has selected a DN, then the DN lookup utility
provides the received DN and the user-specified password
to the remainder of the logon process, which would
complete the logon process for the user, as mentioned
previously in step 462, and the process would then be
complete.

If multiple DNs have not been found that fully or
partially match the user name information specified by the
user, as mentioned in step 464, then an error message may
be displayed to the user that the user name information
supplied by the user has not resulted in any fully or
partially matching DNs (step 470), and the process is then
complete.

With reference now to Figure 5, a diagram shows a

dialog for a computer host name lookup with a resulting



31 31. A conmputer program product in a conputer-readabl e nedi uan@rJ@ste 2002
"a data processing systemfor selecting a distinguished nane for use in a

Li ghtwei ght Directory Access Protocol (LDAP) directory operation, the
conput er program product conprising: first instructions for receiving user
input for an identifier string via a first input nmeans, wherein the
identifier string is not a distinguished nane; second instructions for
generating an LDAP search filter strint8conprising at |east a portion of

the identifier string; third instructions for requesting a directory search
using the LDAP search filter string; fourth instructions for receiving, in
response to thetrefjusds ethali megt drey usesh e thone forther ecan i gngat sord

nanes; and ;gaiage%ysm UELd OBl Y (AR ¥ Be bl rEGSBABSAIRONE B6E1 ¥ADY ONe of
nmor e di stingul Shéd nanes for the request itectory search, a received

di sti ngui sheprasert | nverRCiIOAP dia esdioylopPraritaans3agarhet canput er

progr am P odyete ofo £y AL AS, THANELGRMAY HeBY LbNSPEUEELOBRE AN of
automati cal | y app yl%g, I'm response to receiving a Sing I st1ngul shed
name for thethegemsted diedeely o ssmrcfindhéheeOli vebiedpsebagti shed name in

the LDAP dir e6bohY; GREOAL ikes 32 wall G aOMRLSS (B BBERMEDT 90YG1,0f cokai m 31

further conprising: presenti ng, response to receiving a
plurality ofaddsfanjuishedimaies for the 2 6 J UL 2002 32 requested

e one?f oM pLESoR: HLAUEYs Y £ o (NIRRT o bR P

instructions for recerving user 1n 0 se t one 0O plural ity of
di sti ngui shegpsaneg; hast ¢omputet ironse fSo2 dpplagdig ivhe tsekeshadrd
di stinguished nane in the LDAP directory gperation. 34, The conputer

program proddétley BrEFmS1Ser® nfor pdi mf CPNEELdent fPi er string

mat ches a relgbhyRodsskiagi shed nade g rhddheghesgkvadadi-sttpgyi shed
nane. 35. The conputer program product of claim 33 wherein a portion of the
identifier sERPRYrRAECRESLRC retal1SRET StghwissheamRa&E Wi BRfn2theCSel ect ed

di stingui shednhpafilRs which are present in a directory supported by the
user-specified host computer have been located and
displayed in DN list 508. If a single DN is found, the
automated DN lookup utility provides the DN to the
remainder of the configuration process. If multiple DNs
are found, then once the user has selected a DN, the
automated DN lookup utility provides the selected DN to
the remainder of the configuration process. While a DN
may be found and selected for use within a configuration
process, the process may be used for other LDAP-related
processes. The user may select “Configure” button 510 to
choose default attributes for the anonymous searches that
are performed to locate DNs, as explained in more detail
further below.

With reference now to Figure 6, a diagram shows a
dialog for user-specified changes of the default
configuration of attributes and filters in accordance with
a preferred embodiment of the present invention. To

perform operations against a directory entry, users



36. The conputer program product of claim 31 wherein the identigffBeg trz'mj;z
cconprises a partial identifier and a wildcard indicator. 37. TheYc #ﬂut

program product of claim 31 wherein the identifier string is at |east a
portion of a user nanme or user identifier. 38. The conputer program product
of claim37 further conprising: instructions for performng an

aut hentication process for the user using a distinguished name rece.wed in
response to the requested directory search. 39. The conputer program
product of claim31 further (, | . 1% 6 J UL 2002 33 conpri sing:
instructions for receiving a user-specified name for an LDAP objectC ass to

pe used 1N 1o g1 1 FAAOLY SRAL; AD-cnbhBNCREPYLE! REQQ! AMkBY RO, Of cl alm
31 further conprising: Instructions tor receiving a user-specified nane for
an LDAP ent rysartfimdtiehe e WUsedraseaniie igiveationypsedidas alwaghgor

computer pragsan PEOUNGL. OFy of AL ot LGk coQTRr heLRg5uERS T Hatipns for

recei ving a user-speci AP ‘sear filter string to be used in the
directory semaphermhereser tay wartigyas fthed debaplsecakthibutesarferring is

conbi ned wit h g%ﬁg € Aeargy filter shkikhgy, 42. (Jhe fuput er
progran1prod€%% %? C aé%%é%e urther‘conprisingf instrﬁétioﬁs ?d@ g?oviding
user - speci f i 2bseordnflgabe | they Fgrrilhdes aod fapterméanstpaanosErOWs i nput

means. search.

Dialog window 600 is a dialog that allows a user to
input object class name 602 and attribute name 604 in
addition to standard dialog buttons 606-608 for “OK” and
“CANCEL”. The value of object class name 602 determines
the objects in the directory in which the specified
attributes may be found, i.e. the objects against which a
directory search is to be performed. In other words, when
the directory search is performed, the directory server
will only consider objects belonging to the object class.
Attribute name 604 determines the directory entry
attribute that a user may specify in another dialog
window. In the example, the user has specified “Computer
Name” as an attribute in dialog 600, which matches the
name of the input field in dialog 500 in which a user may
specify an attribute value. The user may select “Advanced
Configuration” button 610 to input other configuration
data items to be used with the anonymous searches.

With reference now to Figure 7, a diagram shows a
dialog for user input of additional attributes and filters
1n accordance with a preferred embodiment of the present
invention. In a manner similar to Figure 6, dialog window
700 is a dialog that allows a user to input object class
name 702 and attribute name 704 in addition to standard

dialog buttons 706-708 for “OK” and “CANCEL”. The user
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with the frequency of use, importance of use, etc.

1}
AN
\

With reference now to Figure 8, a flowchart depicts a
process for allowing a user to configure a DN lookup
utility to facilitate anonymous searches for DNs in
accordance with a preferred embodiment of the present
invention. PFigure 8 describes some of the steps that may

be implemented in order to provide a user with some of the
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functionality shown in Figure 6 and Figure 7.

The process begins by displaying a configuration
dialog window for a DN lookup utility so that a user may
enter configuration information (step 802). The user
enters input attributes and LDAP search filter expressions
into a configuration dialog (step 804), after which the
configuration dialog is closed (step 806).

An input dialog window is displayed by the DN lookup
utility for an LDAP-related process, such as for a
directory logon, so that the user may enter required
information (step 808). The user then enters attribute
values into the input dialog (step 810). The input dialog
may contain input fields that have been previously
configured by the user by specifying default input
attributes, default attribute values, etc., as shown in
Figure 6 and Figure 7. After the user has input the
information requested through the dialog window by the
LDAP-related process, an anonymous search is requested
against a directory server using the user-specified LDAP
search filter, user-specified attribute wvalues, and/or
other user input values in order to lookup DNs that fully
or partially match the user input values (step 812). The
DN lookup utility then receives DNs that fully or
partially match the user input values (step 814), and the
DN lookup utility then passes one or more DNs to one or
more other LDAP-related processes (step 816). The process
for allowing the user to configure the DN lookup and enter
values for the DN lookup is then complete.

It should be noted that the LDAP-related process
described with respect to Figures 4A-4D was a directory

logon process that may precede an LDAP bind operation,
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Figure 8 is a generic LDAP operation. In the example in
Figures 4A-4D, a user inputs a user name or user
identifier in a manner similar to a generic logon
procedure, but the user input is then incorporated into
the LDAP search filter. In the example in Figure 8, a
user enters input values that are appropriate for the
function being performed in association with the LDAP
operation.

If the user was already authenticated to the
directory server, then the user may need to modify
information within the directory. 1If the directory
entries to be modified are related to a particular schema
of objects, then the user might enter a partial identifier
for the information that the user desires to modify.

After which the user receives the distinguished name or
names for the directory entry or entries to be modified,
the user may use one or more of the distinguished names in
appropriate LDAP-related processes. Hence, in general,
the user input may be matched, at least partially, against
relative distinguished names for the entries in the
directory.

The advantages of the present invention are apparent
in view of the detailed description of the invention
provided above. In the present state of computing, a user
must remember many personal 1dentifiers, personal
identification numbers, passwords, etc. LDAP-related
processes use distinguished names, which can be long and
syntactically complex, and a user may become burdened by
attempting to remember DNs in addition to other personal
information. 1In other circumstances, the user may never

have known the distinguished name of an object which the



10<<! 10%<& ()-! 10%<& ()- SF 9% U

', 10%5& () - WHHYPYRL &a?r P1! 9109% (& () - 2910%& ()-2z910% & ()-g!l 1. )
Z10% & ()-G 10% & ()-L&&' O(j ((F) O HdE:/ 10( 10(f5 10% & () - 8 JUL 2002
310% & () - &MLO% & () - &L0%& ()-y,) 10% & ()-s$10% & ()-H I)N)]) _))*, xY7/
10! %40% (& () - Tyl ~109% & ()-yF 109%& ()-zys10% & ()-#10% & ()-- 910%& ()- |
10(,,.--///a?7/ 10! 310%4H& () - 310%4& () -+ 10% & () - F%ILO%& () - z!
109% (& ()- 109% & ()- ////////0b@10!!!
-810%a&' () - F10% ()-#3109& ()-3&10% &3 ()-Y 10( 10(
10(f 8109% & () - 0y224556WX6b@
10! &6! 109U () - g210%&' ()-!!940%& ()-'19%AQU& ()-! .- &LOYXEX5& () -]
-&109% f & ()-B%%%gé%%’é %&W:aﬁ%ﬁ%ﬁ( MOALLY Vel cn& QR RN that
109&' () -, 10%8hé) d#83008¢ ¢ ) may| 61 Qe t{ JcoAtain an instance of the

object but does not know the distinguished name for the
object.

By using the DN lookup methodology or utility of the
present invention, the cognitive load for a user is
reduced. Rather than typing in a full DN, a user may
input a given name or just a few characters of a given
name, and the DN lookup utility automatically determines
the full, appropriate DN. The automated DN lookup may be
applied in any computing situation in which a user is
required to specify a DN, and a user may also configure
attributes and filters to search for DN candidates. For
example, the user may configure an object class against
which the LDAP search is to be performed.

It is important to note that while the present
invention has been described in the context of a fully
functioning data processing system, those of ordinary
skill in the art will appreciate that the processes of
the present invention are capable of being distributed in
a form of a computer readable medium of instructions and
a variety of forms and that the present invention applies
equally regardless of the particular type of signal
bearing media actually used to carry out the
distribution. Examples of computer readable media
include recordable-type media such a floppy disc, a hard
disk drive, a RAM, and CD-ROMs and transmission-type
media such as digital and analog communications links.

The description of the present invention has been
presented for purposes of 1llustration and description,
but is not intended to be exhaustive or limited to the

invention in the form disclosed. Many modifications and
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variations will be apparent to those of ordinary skill in
the art. Although the present invention is illustrated
using LDAP directory servers, the processes of the
present invention may be applied to other types of
servers. The embodiment was chosen and described in
order to best explain the principles of the invention the
practical application and to enable others of ordinary
skill in the art to understand the invention for wvarious
embodiments with various modifications as are suited to

the particular use contemplated.
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CLAIMS:
What is claimed is:
1. A method for selecting a distinguished name for use

in a Lightweight Directory Access Protocol (LDAP)
directory operation in a data processing system, the
method comprising the computer-implemented steps of:

receiving user input for an identifier string via a
first input means, wherein the identifier string is not a
distinguished name;

generating an LDAP search filter string comprising
at least a portion of the identifier string;

requesting a directory search using the LDAP search
filter string;

in response to the requested directory search,
receiving one or more distinguished names; and

in response to receiving one or more distinguished
names for the requested directory search, applying a
received distinguished name in the LDAP directory

operation.

2. The method of claim 1 wherein the directory search

is an anonymous search.

3. The method of claim 1 further comprising:

receiving user input for an object class i1dentifier;
and

inserting a search term for an object class
1dentified by the object class identifier in the LDAP
search filter straing.

4. The method of claim 1 further comprising:
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in response to receiving a single distinguished name
for the requested directory search, automatically
applying the received distinguished name in the LDAP

directory operation.

5. The method of claim 1 further comprising:

in response to receiving a plurality of
distinguished names for the requested directory search,
presenting the plurality of distinguished names to the
user;

receiving user input to select one of the plurality
of distinguished names; and

applying the selected distinguished name in the LDAP

directory operation.

6. The method of claim 1 wherein a portion of the
identifier string matches a relative distinguished name

within a received distinguished name.

7. The method of claim 5 wherein a portion of the
identifier string matches a relative distinguished name

within the selected distinguished name.

8. The method of claim 1 wherein the identifier string

comprises a partial identifier and a wildcard indicator.

9. The method of claim 1 wherein the identifier string

is at least a portion of a user name or user identifier.

10. The method of claim 9 further comprising:
performing an authentication process for the user

using a distinguished name received in response to the
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requested directory search.

11. The method of claim 1 further comprising:
receiving a user-specified name for an LDAP

objectClass to be used in the directory search.

12. The method of claim 1 further comprising:
receiving a user-specified name for an LDAP entry

attribute to be used in the directory search.

13. The method of claim 1 further comprising:

receiving a user-specified LDAP search filter string
to be used in the directory search, wherein the
user-specified LDAP search filter string is combined with

the generated LDAP search filter string.

14. The method of claim 1 further comprising:
providing user-specified configurability for the

first input means via a second input means.

15. The method of claim 14 further comprising:

receiving a user-specified identifier via the second
input means; and

generating an input field in the first input means

based on the user-specified identifier.

16. The method of claim 15 wherein the user-specified

identifier is an LDAP entry attribute.

17. A data processing system for selecting a
distinguished name for use in a Lightweight Directory

Access Protocol (LDAP) directory operation in the data
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processing system, the data processing system comprising:

first receiving means for receiving user input for
an identifier string via a first input means, wherein the
identifier string is not a distinguished name;

generating means for generating an LDAP search
filter string comprising at least a portion of the
identifier string;

requesting means for requesting a directory search
using the LDAP search filter string:;

second receiving means for receiving, in response to
the requested directory search, one or more distinguished
names; and

first applying means for applying, in response to
receiving one or more distinguished names for the
requested directory search, a received distinguished name

in the LDAP directory operation.

18. The data processing system of claim 17 further
comprising:

second applying means for automatically applying, in
response to receiving a single distinguished name for the
requested directory search, the received distinguished

name in the LDAP directory operation.

13. The data processing system of claim 17 further
comprising:

presenting means for presenting, 1n response to
receiving a plurality of distinguished names for the
requested directory search, the plurality of
distinguished names to the user;

third receiving means for receiving user input to

select one of the plurality of distinguished names; and
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second applying means for applying the selected

distinguished name in the LDAP directory operation.

20. The data processing system of claim 17 wherein a
portion of the identifier string matches a relative
distinguished name within the received distinguished

name.

21. The data processing system of claim 19 wherein a
portion of the identifier string matches a relative
distinguished name within the selected distinguished

name.

22. The data processing system of claim 17 wherein the
identifier string comprises a partial identifier and a

wildcard indicator.

23. The data processing system of claim 17 wherein the
identifier string is at least a portion of a user name or

user identifier.

24. The data processing system of claim 23 further
comprising:

performing means for performing an authentication
process for the user using a distinguished name received

in response to the requested directory search.

25. The data processing system of claim 17 further
comprising:

fourth receiving means for receiving a
user-specified name for an LDAP objectClass to be used in

the directory search.
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26. The data processing system of claim 17 further
comprising:

fifth receiving means for receiving a user-specified
name for an LDAP entry attribute to be used in the

directory search.

27. The data processing system of claim 17 further
comprising:

sixth receiving means for receiving a user-specified
LDAP search filter string to be used in the directory
search, wherein the user-specified LDAP search filter
string is combined with the generated LDAP search filter

string.

28. The data processing system of claim 17 further
comprising:

providing means for providing user-specified
configurability for the first input means via a second

input means.

29. The data processing system of claim 28 further
comprising:
seventh receiving means for receiving a
user-specified identifier via the second input means; and
generating means for generating an input field in
the first input means based on the user-specified

identifier.

30. The data processing system of claim 29 wherein the

user-specified i1dentifier i1s an LDAP entry attribute.
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medium for use in a data processing system for selecting
a distinguished name for use in a Lightweight Directory
Access Protocol (LDAP) directory operation, the computer
program product comprising:

first instructions for receiving user input for an
identifier string via a first input means, wherein the
identifier string is not a distinguished name;

second instructions for generating an LDAP search
filter string comprising at least a portion of the
identifier string:;

third instructions for requesting a directory search
using the LDAP search filter string;

fourth instructions for receiving, in response to
the requested directory search, one or more distinguished
names; and

fifth instructions for applying, in response to
receiving one or more distinguished names for the
requested directory search, a received distinguished name

in the LDAP directory operation.

32. The computer program product of claim 31 further
comprising:

instructions for automatically applying, 1n response
to receiving a single distinguished name for the
requested directory search, the received distinguished

name 1n the LDAP directory operation.

33. The computer program product of claim 31 further
comprising:
instructions for presenting, in response to

receiving a plurality of distinguished names for the
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of the plurality of distinguished names; and
instructions for applying the selected distinguished

name in the LDAP directory operation.

34. The computer program product of claim 31 wherein a
portion of the identifier string matches a relative
distinguished name within the received distinguished

name.

35. The computer program product of claim 33 wherein a
portion of the identifier string matches a relative
distinguished name within the selected distinguished

name.

36. The computer program product of claim 31 wherein the
1dentifier string comprises a partial identifier and a

wildcard indicator.

37. The computer program product of claim 31 wherein the
identifier string is at least a portion of a user name or

user i1dentifier.

38. The computer program product of claim 37 further
comprising:

instructions for performing an authentication
process for the user using a distinguished name received

in response to the requested directory search.

39. The computer program product of claim 31 further
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comprising:
instructions for receiving a user-specified name for

an LDAP objectClass to be used in the directory search.

40. The computer program product of claim 31 further
comprising:

instructions for receiving a user-specified name for
an LDAP entry attribute to be used in the directory

search.

41. The computer program product of claim 31 further
comprising:

instructions for receiving a user-specified LDAP
search filter string to be used in the directory search,
wherein the user-specified LDAP search filter string is

combined with the generated LDAP search filter string.

42. The computer program product of claim 31 further
comprising:

instructions for providing user-specified
configurability for the first input means via a second

input means.

43. The computer program product of claim 40 further
comprising:

instructions for receiving a user-specified
ldentifier via the second input means; and

generating an input field in the first input means

based on the user-specified identifier.

44, The computer program product of claim 43 wherein the

user-specified identifier is an LDAP entry attribute.



