APPARATUS, AND ASSOCI ATED METHOD, FOR LOCKI NG AND | DENTI FYI NG A CHANGE LI ST
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COVMUNI CATI ON SYSTEM 5The present invention relates generally to a nmanner
by which to synchronize database copies, nmaintained at separate |ocations,
by way of a radio air interface. More particularly, the present invention
rel ates to apparatus, and an associ ated nethod, by which to facilitate
synchroni zati on of the database copies. Alchange list is created,
associated wth a selected one of the database copies. Wien 10 a decision
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BACKGROUND OF THE INVENTION

Many aspects of modern society require the availability, and use, of 2 modem
communication system through which to communicate information to effectuate a
communication service. Many varied types of communication systems have been developed

20 and deployed, used to permit the effectuation of many different types of comumnunication
services. Additional technological advancements shall likely continue to permit new types
of communication systems to be developed and deployed. Generally, new types of
communication systems permit information to be communicated at increased, at improved
efficiencies, permitting increasingly data-intensive communication services to be

25  effectuated.

All communication systems include, at a minimum, a set of communication stations,
interconnected by way of a communication channel. At least one of the communication
stations forms a sending station, and another of the communication stations forms a
receiving station. Information originated at, or otherwise provided to, the sending station is

30 communicated therefrom upon the communication channel, to be delivered to the receiving
station. The receiving station operates to recover the informational content of the detected

information.



2 Some: conmuni cati on systens are one-way conmmuni cation systens in
which data is comrunicated in a single direction, i.e., froma sending
station to a receiving station. Sone other conmunication systens provide
for two-way communi cations in which the comunication stations operable
therein are each capable of sending and receiving 5 information. A

communi cation station operable in a two-way conmuni cati on system incl udes
both receive and transmt parts to permt2the comunication of information
from and reception at, the respective conmunication stations. A
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20 Technological advancements that are incorporated into communication systems

include advancements in processing technologies. In general, technological advancements
pertaining to processing technologies permit increasingly large amounts of data to be
processed at increasingly quick rates. Modern data processing techniques permit large
amounts of data to be stored and to be processed. Radio communication systems, as well as
25 others, are regularly used through which to transport data that is subsequently processed
through the use of data processing techniques. Various communication devices, and systems
in which the communication devices are used, are available by which to perform various
data processing operations and communication services.
Personal digital assistants (PDAs) are exemplary of communication devices that are
30  used to perform various data processing, and other, operations. Other devices perform

operations analogous to those performed by the personal digital assistants. Personal digital



One, or nore, databases are created and nmaintai ned at a personal digital
assistant. The data stored thereat is selectably retrievable at the
instruction of a user of the personal 5digital assistant. The database is
formed of data that is, typically, formatted into a series of data records.
Each data record contains one or nore data fields populated with data. Upon
I nstruction by the user, such as through actuation of a user actuator of

t he personal digital assistant, the data 3s retrieved fromthe database and
di spl ayed on a user display, or otherw se nmade avail able to the user.
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are conpared together. Responsive to the conparisons, data found to be
out - of - mat @nbagk-yp ofibe gmcﬁlgfomgtmn e computer work station, or the like. Conventional

back-up operations between a personal digital assistant and a computer work station make
20  use of a fixed cable that interconnects the device and the computer work station. Once the
data is backed-up, the back-up copy is available, if subsequently needed.

When the data is stored at more than one location, however, subsequent alteration of
the data at any of the locations causes the back-up copy not to be a complete copy of the
database. Any addition, deletion, or other alteration of any part of the data forming the

25  database causes the copy no longer to be a complete copy of the database. Such alterations
are asynchronous as the alterations are not performed uniformly at all of the databases.
Content dissimilarities result, and the back-up copy is not a true copy of the other database.

To place the database and its copy back into compiete conformity with each other,

synchronization of the database and its copy is required. Synchronization operations, for
30  instance, are performed during subsequent back-up operations. And, during a subsequent
back-up operation, the data stored at the respective locations are compared together.

Responsive to the comparisons, data found to be out-of-match with one another is first



identified. Then, overwriting operations are perforned upon the appropriate
data portions to place the database and its back-up copy back in conplete
match with each other. Patent publication nunber WO 01/69435 A2, for

i nstance, discloses a nethod relating tqg synchronization between a client
and a server database. 5Sone portable devices nmake use of a radio air
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20  carried out upon databases located at separate locations and interconnected by way of a radio

air interface, that the significant improvements of the present invention have evolved.

SUMMARY OF THE INVENTION

The present invention, accordingly, advantageously provides apparatus, and an

associated method, by which to synchronize database copies maintained at separate
25  locations, by way of a radio air interface.

Through operation of an embodiment of the present invention, a manner is provided
by which to facilitate synchronization of the database copies. Synchronization is performed
to place the database copies in complete match with one another such that the data records
forming each copy of the database are exact copies of one another.

30 In one aspect of the present invention, a change list is created, associated with a
selected one of the database copies. When a decision is made to perform synchronization of
the database copies, the change list is locked, preventing subsequent additions, deletions, or

other alteration to the change list. Locking and identifying the change list better assures the



5 integrity of the contents of the change Iist and better assures
appropriate data conpari sons during the synchroni zation operations by which
to synchroni ze the dat abase copies. In another aspect of the present

i nvention, a change list creator is utilized by which to create, and
update, a change list prior to initiation of synchronization operations.
The 5change list contains a listing of every change to a database with

whi ch the change list is associated. ThatS5is to say, each additional data
record added to the database that is indicated in the database is al so
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selected by the change list identifier is, for instance, a nunerjcal value
that, at tdpsraiiens eemmencetherchenge i iawiived o aynchonmsihe detabase gORBRWEE onE st
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15  overwrite a data record, or portion thercof, contained in a database copy as a result of the
comparison of the data indicia.

In another aspect of the present invention, when the selection is made to commence
with synchronization operations, a change list lock locks the change list so that additional
entries into the change list are prohibited. And, once locked, the change list, or indications

20  thereof, are communicated by way of the radio air interface pursuant to synchronization
bperations.

In another aspect of the present invention, a change list identifier forms a unique
identifier that uniquely identifies the change list. The identifier selected by the change list
identifier is, for instance, a numerical value that, at the device at which the database and the

25  associated change list is embodied, is unique. In one implementation, a registry is
maintained at the device at which the database and associated change list are embodied. The
registry is populated with a value of a previously-used identifier that identified a prior
change list used in a prior synchronization operation. When a subsequent synchronization
operation is selected to commence, the change list is locked, and the registry is accessed to

30  obtain the value populating the registry. The retrieved value is incremented, such as by an
integer amount, and the value 1s used as the change list identifier to identify the newly-

locked change list. Such value thereby uniquely identifies the change list at the device at



mai nt ai ned at the device at which the database and associ ated change |i st
are enbodi ed. The registry is populated with a value of a previously-used
identifier that identified a prior change list used in a prior
synchroni zati on operati on. Wien a subsequent synchroni zation operation is
sel ected to commence, the change list is |ocked, and the registry is
accessed to 30 obtain the val ue populatiﬁg the registry. The retrieved
value is incremented, such as by an integer anount, and the value is used
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A more complete appreciation of the present invention and the scope thereof can be
obtained from the accompanying drawings that are briefly summarized below, the following
detailed description of the presently-preferred embodiments of the invention, and the

appended claims.

25 BRIEF DESCRIPTION OF THE DRAWINGS

Figure 1 illustrates a functional block diagram of a radio communication system in
which an embodiment of the present invention is operable.
Figure 2 illustrates a message sequence diagram representative of operation of an
embodiment of the present invention in the radio communication system shown in Figure [.
30 Figure 3 illustrates a method flow diagram listing the method steps of the method of

operation of an embodiment of the present invention.



Figure 1 illustrates a functional block diagramof a radi o conmunication
systemin which an enbodi nent of the present invention is operable. Figure
2 illustrates a nessage sequence di agram representative of operation of an
enbodi nent of the present invention in the radi o conmunication system shown
in Figure |. 30Figure 3 illustrates a nmethod flow diagramlisting the

nmet hod steps of the nmethod of operation of an enbodi mnent of the present
invention. 7 DETAILED DESCRI PTI ON ‘Referring first to Figure 1, a
radi o communi cati on system shown generally at 10, provides for radio
communi cati ons between nobil e MEEAIDEMDESCRIPTION | € node 12 is

exenpl ary and a fixed network part. The radi o communi cation systemis
representative RéfeRimdMisiab Nairt QUsS rddideSmSlinicatbds @M ERb WA ktalkyatieNs in
whi ch data is communi cated by way of radi o channel's defined upon a radio
ai r i nt er frrowidesTfos radiel communirahtschatweersmgbidamadss pephichdhe mobyle nede 17 isr

i nstance, of a.,cellular co icati t . a5 el | :
cormun carTeRe§ e Al ORRMEEL B B FPmitEdorbshtl HrBonariyg of
speci f iscatdn@inf vatews §pestdfeadiShbhtd whatioDypdtans fnokhibhdulads eormunlcamt byl
system 10Conmuni cation services are effectuated between the nobil e node

and t he netfradip chammelsspfinadupeiye iy yoaias dherahnsPRMUEIGAHER SYRHIR 1% he
radio air j i j rk part.
Tao- vy cdSIRRERE s ioF Bkl R we Rt Qo Dlcafiol QREf 2ok 15 BEMIRY D8 i
t he net wordonpandicatndysentin opatates genetalie poadido nndpeatingwpdeifaation, sitteas
nobi | e node for caopmuni cat i ?n to the network rt., Data sourced at 15 the

mobi | e nocfée@SM_&ﬁ*ﬂ?ﬁ‘ Rtesy ‘H)M _‘Eﬁ‘f“’é‘ﬁ%‘cﬁﬁm PSIEB § nk channel s defined
.upon gy adi 0 upbbRiauRicatitesdrfdbOardictret bRl baGReen Mmoot Ao drldithEh&R orlOT

ot herwi se provided to, the network part of the communication systemis
communi catpsait tysending dbtacipenoadinohsudtsiifined updrathehdo defintesldcaipdending adi o
downlink of the radio.air interface to the bile node..Iln the,Figure, the
orrow 14 resshESuhE SBig npdei e RSB by W AR ricaRob AR Hioant | nk
channel s dghifaed gehalte@idata to be sodrQASE the WITERA PHef, afd SdrnRnkftcti @b M hstile Of
the network part of the conmmunication system A coverage area is defined by

t he base tmafgaeavollas asthgmenle mpde ferospapmpeicatiadoitke vaiwetk Pt Pepseweel 2o as
a cell.. A when mpbile n h h i] e i itioned
25 Ko i aRERE pRudB e ulRe e BURAY 87 phO bRl furt adheP R4 POT
25 communi gdiocupbink Witheqhdibadt iatcefaasn&hd, died omgitatedhan ditewiseirovided to, the
interface with the base transceiver station. Due to the rrgbi lity of the
mobi | e nod@tWorkePatHi thecorpaunicriit Sysim frosmaEcaicd brway ohent 8cRPEd in
cells defiggeh iy hHGRESHHRA *aggﬁafra{cﬁ@ ASFHURE oP iR rhRD i QhtetHE: RehYRIEIPAr t

of the communication system nmuni cati on handoffs wth successive ones of
t he base tumigsdethediigietahe enewddacp@serte theaadiotar iperfatd argbifmuplivlasidns to

conti r&%e V\&g&nl{n?cechannels defined thereon.

A base transceiver station 16 forms part of the network part of the communication

system. A coverage area is defined by the base transceiver station. The coverage area is
sometimes referred to as a cell. And, when a mobile node, such as the mobile node 12, is
positioned at a location encompassed by the cell, the mobile node is generally able to

25  communicate by way of radio channels defined upon the radio air interface with the base
transceiver station. Due to the mobility of the mobile node, the mobile node might, at
successive times, be located in cells defined by successive base transceiver stations of the
network part of the communication system. Communication handoffs with successive ones
of the base transceiver stations are carried out to permit communications to continue with the

30  mobile node as the mobile node travels through the successive cells.



30 nobil e node as the nobile node travels through the successive cells. 8
A relay device 18 also forns part of the network part of the comrunication
system The relay device is coupled to a connectivity server, here a

Bl ackberry IN Enterprise Server 2.0 (BES), and in turn, to the base
transcei ver station 16. A synchronization server 24 that also forns part of
the network part of the conmunication systemis coupled to the relay 5
device. Wile the relay device and the sy&chronization sewer are
represented as separate entities, in one inplenmentation, the relay device

and sewer are eghedi adviodake TR FhevdtRe fétwklapdrooNthe commuiication system.
adm nistration (Adm n) sewer 26 also forns part of_the ney\()prk part of the

comuni cat Tlmrelaystesiee iseauplathio giconpetivey sewey derg aBlagkhsnyd t Bptetpaise Server
synchr oni zafi ewet. . 10 The 1.1 ' S5 ordTRRY her
t hi ngs, t52%$§§§§é$§ n?%&g?Bgﬁggghgéiéﬁgéggggé?ﬁggégﬁﬁgﬁ@g§¥1on syggg%$such
as, for ingtafsms padif Hesictabikyaricaihe odmomaicatimesatdanois cofipletiéo the relay
synchroni zation server. Exenplary, network-based dat abases are, enbodi ed at,

or ar e 5 undavigsnaivhile tsuplardeyise a@d]@eW?@ﬁ?tﬂltﬁe‘é‘ﬁr & fepresqnted 33seRATGr e,
three exenplafy iﬂ%h@ﬂﬂgﬁglgﬂ{agoﬁ WA P VidSind Rril R LRRARR ARRY orfa &dthitsn TM

Not es dat abase,” I's coO t’he synchroni zation server 24. A second
dat abase 3&yviesorplsfiange TM Connector for an Exchange-based database is

al so functionally coupl ed.to the nchr.gni zat i on .. And,.a thi.rd
dat abase 34, a f\%/hafiﬂllf éﬁr‘ftspndﬁ‘tdgﬂﬁi ,W‘?rg%a?:lé) OIFIH?IB%?\é\ﬁg‘FI“?t‘%%EBF@&Hh& t he

synchr oni 24 AMnRSHET sysAde Tﬁ%inﬁﬁ%ﬁ@@%f?cﬁ@Pomﬂh&?to&ﬁ@kﬁﬂﬁfbiﬁz}éti@l@ s&94p| ed

to the synchroni zation sewer and anal ogously also shown i'n 20 the Figure.
The datlabaTkesadrhimatralion sdreerFipgates, amengsother things, teprovideiadinipiggativarservages

i bl K- f . 1l { npl .at i on,
cach of 1 e 56 Coue@agat Liutn Kch a5y ol Bt lfuSRE il R SRRALALLET

are format g@gdyhrbiicdtiiacpRre or nore data fields. And, the data fields are
sel ectably populated with data values. Certain of the data fields also form

key fields. 25DBxeibploss networlebpssddiatapases arpembediahals esargdunciipnallyepupledde.e
al so enbodj,ed._ at, the .nohijl n | i a rns a
ot oo T NBE SeRiprbdifa B NeryRr D BRe FURIE throc L inbiily GRMAANSC SHbudioh rird

dat abage, anghdsbigth DauaPadRtddatddate, incomplel tbithe mpaohization shresddare

enmbodi ed at the nobil e node. The databases 28 d 38, 32 d 42, .and 34 and
44 are copfsendfatgbase ddamrchapga e %t?f.fgéﬁ‘a/ﬁwl@ng -gaﬁgggﬁggsg BHAF? s

28-38, 32- fAg1idiy3uftd ¥ ReSORUESniRhi AR rAROWRAT a t1BACIAtMase 34, a third-party
database, is also functionally coupled to the synchronization server. Additional databases
can also analogouisly be coupled to the synchronization server and analogously also shown in

20  the Figure. The databases shown in the Figure are text-formatted, utilizing here an
Extensible Mark-up Language (XML) format. In the exemplary implementation, each of the
databases 28, 32, and 34 contain data records. The data records are formatted to include one
or more data fields. And, the data ficlds are selectably populated with data values. Certain
of the data fields also form key fields.

25 Databases corresponding to the databases 28, 32, and 34 are also embodied at the
mobile node. Namely, a first database 38 that forms a Lotus ™ Notes database, a database
42 that forms an Exchange-based database, and third database 44 that forms a third-party
database are embodied at the mobile node. The databases 28 and 38, 32 and 42, and 34 and
44 are copics of one another, respectively.

30 While the database pairs 28-38, 32-42, and 34-44 are copies of one another, each of
the databases is asynchronously updateable. When an asynchronous update is made to a

database, the database pairs are no longer in complete match with one another. To place the



t he dat abases is asynchronously updat eabl e. When an asynchronous update is
made to a dat abase, the database pairs are no longer in conplete match with
one another. To place the 9 databases of the database pairs back in natch
wi th one another, synchronization of the databases of the database pairs
must be perfornmed to place all of the data records of the databases of the
respective database pairs back in match with one another. Care nust be
exerci sed pursuant to the synchronization9procedure that the data 5 changes
to a database be properly identified, and that such changes be tinely

i denti fi edddtsbakésofahd databiat phiasBachfin hiwecioaithbas enqihér] sydohiohdatibmef thame
changes can he made to the other databagse, ﬁglaC|ng t he dat abases of the

dat abase paFRaseRiihe database Raifs Musiirereaiopnad fo place all offthe dafaireqordy of there |
synchroni Z@%H%Qes"cfftﬁ@?esﬂ@&ﬁordﬁ&ﬁzrzs%j)gﬁgb% in'd n@? th\ﬁﬂqut?tﬁ?ﬁses’ the nobile

node i ncl udes apparat us ment e present
i nvention. 10 GCarcesysbbdiergcapppum@mbas to meayndumummnqﬂomdutdthatrthe detak part

of the co nicatio ystem such. as t th ni zati on erv er eof .
The apéara"%% Fdonfiabheh Eﬁwryp?@b iﬁ@Y (cBPgEd g fmely, %eéf
entities tfRaburt aaﬂame%rmet &flatabe ﬁzﬁ?/sdjﬁ:ﬁt ﬂh@@mﬁ@@ﬂﬁ{%ﬁs SHOR: Rdde tfo%e bidst ance,
by al gorithns executab by processing circuitry e apparatus 48
facilitat e@tmmlmgz@mdatab@qﬁepﬁthedwbb;e g diackyircmatah Moﬂncufeaaothhange li st
t hat indicates dat abas he change t is

FO TR e Sat R R0 8 g RS Tp L8 sGPRONE shliheds the e

associ ated. Wh
appar at us Iﬁam@ﬁodehﬁclah@dmaiahﬁst sttoRv PR UBNBY ArP&Bshimanchake ?ﬁé’éﬂt iirfveRfion. S
assigned to the change list to defi ne unlquely t he change

Accor ditngl §orrespendipp apeareias igalsmernbeited o thhastyerk past of{:tnh@ gommMuBatifneystdnange

list creatgr rea hang I| t hange a
hs2o0ci at od Uik AL Sonch oyl 88 Seh SRR P ilerd 0l Al Blofinfly RS BE ML
42, and 44is\éroiedvdti folictional edtizieg that iigtimled®dn®dd inangdsdfedahather, Ad&h id, @is to

t he dat abase, deletjons fromthe database, and alterations to any field of
any data ri8¥8nes: BY alaetiuns exsqulable by precsssing pueyity The appasanyds facyitaies eat ed
by the ch nge
st or ear ronghBaii S ons Rab RO Raud R0 thel Ruth AR ALuRYciFeci3d

i dent ilfsy odwtabgee wittlivediich &&smamgtlaﬂ isMstdridtey. Batea s?ﬁfrmnzajh,on@]peifanehsiarbher eof

Addi ti on n [ i re made, ede ndln t he_ sel ection of
i g?t It a'? | z te (v er& io co%rrg %ce tﬁet: al?pa?atus causes the ¢ angeqlst t% ecomg locked, and an

identifier is assigned to the change list to define uniquely the change list.
Accordingly, the apparatus 48 includes a change list creator 52. The change list
creator operates to create the change list that lists change indicia associated with changes
20  made to the database, such as the database 38, 42, and 44 with which the change list creator
is associated. Additions to the database, deletions from the database, and alterations to any
field of any data record of the database also forms part of the change list created by the
change list creator. The change list that is created by the change list creator is indicated by
the block 54. Entries on the change list identify change indicia associated with any data
25  record, or field thereof.

Additions to the change list are made, as needed, pending the selection of initiation
of synchronization operations. When selection to initiate synchronization operations is
made, an indication of the selection of the initiation is provided to the apparatus, here
indicated by way of the line 58. The indication is provided to a change list lock 62 that

30 operates fo lock the change list to prohibit subsequent alteration of the change list. Thereby,
the integrity of the change list at the instant at which the synchronization initiation is

selected is assured.



of synchroni zati on operations. Wen selection to initiate synchronization
operations is nmade, an indication of the selection of the initiation is
provi ded to the apparatus, here indicated by way of the line 58. The
indication is provided to a change list |ock 62 that 30operates to |ock the
change list to prohibit subsequent alteration of the change |ist. Thereby,
the integrity of the change list at the instant at which the

synchroni zation initiation is selected i d0assured. 10 The appar at us
further includes a change list identifier 66. The change list identifier is
al so operabl e rEspaneiane fuctheeintmdeya diangh Bstdgaaifer 66. The themge hidi idertifzn iof

t he sel ection to perform.synchr.oni zat,i on operations o, proyide an.
dent 11 eralin o e Pl Gel D P bR ORI L Slpctin Py s
associ at edydafrARIAchrofif@htfon dRLatlRE R hok Rle AGESHTRS 1A IR SLEMiIHR L Hat

stores a value of an identifier that had been used previously to identify a
previ ous! ychangabst woitlaregeect iosits assematep datgbasnt Here, thepdemifics poeshises nirggistends

operation.,ln the exenplary,inple tation, the i.dentifier.selected, by the
CRonti £ oy BpRHoEAcREg of A ldenReER el bl epd Hrp QDY B &RV aeIy he
val ue r et rfopmed chdn@slikh fsddqdirsilaf to d pHdreYRdH-&Hlz4MbndpeRitibal Yn ¥RledempilRe
identifier that identifies the change list, in one H_]B’{ementatlon, is

conmmuni catigtblementatian, theddenitfies seleeted hy ehefidentifisn fasidantityttbe changhtistis amt i on

oper ati ons, ' e fromt change indi.cia contained.in the
change i s} fe%fg%‘tégrllér%§u ofsﬁhgﬁgli% ;r/&flﬁ‘éerac Oanrllgheeqﬁ%fglss{%r’t}écr m&?‘ﬁ&%@ A PRt ,"a?%?t her
t han r equi Theideritifer et iidentiClea l@ehbngd list,dn bac GapRiRhEabeds tapaAhREed over
Thereby, the apparatus 48 perforns, or otherw se provides, functions that

faci | i%0at ethe tasie ay exerfase st PAynERoBBaa QRsTions % Emes sersEate domdhoeen
dat abase cqpi.es; i : i . t t of
he o tBhEeirTRPEfnd birthe TR UferdiS i@ APne R dalsrey & sl
synchr oni zediuey mtlerdbadeenesingrike emirb ehange listtoded, coamuurtibted lepagedilyi st i s
identified with_an .identificatiaqn vtal ue. The inte ri,é%tg‘{ngt_he ontents of
the change i st IREERH Beppacalis SReTORHS of |PLSILSA SOV tiops thefdpg/hitate

i dentifi edsuBthﬁHﬁt’HynélﬁoﬁiQ@tio’iVé}%gét%E #ibd B&f&ﬁﬁﬂ%ﬁ%&ﬁ-da?aﬂ%egégbés #mbodied

illustrates a nessage sequence di agram shown generally at )
r epr edént aatitheemobilopedeaandan thefnefwerkquntmitheemmnnistéanesysted. Bieoanganlistigur e

1, to faciJditate s equent .synchroni,zati o er.ations .t e per.f.ar ned
et ween adpitiniE SR 205 MAUAE bl BE e Re SRR IEH 1 or the
conmuni catidertifidsvieiran [QeafifiédtRas/afRalhebte igheesbrtdnitd o 1 BE BiRfie list ik he
apparatus 48 enbodi ed at the nobile node 12. Anal ogous 25descri ption of

oper at i onstherghy asspesdnandotihg changedistits upiquely depiiliad nussuspbiodhe synchronization
corr esponddﬂégatﬁﬂgar atus 48 enbodi ed at the network part of the
conmruni catron system

20 Figure 2 illustrates a message sequence diagram, shown generally at 78,

representative of operation of the communication system 10, shown in Figure 1, to facilitate
subsequent synchronization operations to be performed between database copies embodied
at the mobile node and network part of the communication system. Operations shall be
described with respect to the apparatus 48 embodied at the mobile node 12. Analogous

25  description of operations can alternately, be made with respect to operation of the
corresponding apparatus 48 embodied at the network part of the communication system.

Operations are therefore shown first to be performed at the mobile node at which

changes to a database are monitored, as indicated by the block 82, and the change list is
created, as indicated by the block 84. Monitoring continues until detection is made,

30  indicated by the block 86, that the synchronization operations have been selected to be
initiated. Then, and as indicated by the block 92, the change list is locked, and the change
list is identified by a unique identifier. Thereafier, and as indicated by the segment 94, a



Qperations are therefore shown first to be perforned at the nobile node at
whi ch changes to a database are nonitored, as indicated by the block 82,
and the change list is created, as indicated by the block 84. Mnitoring
continues until detection is made, 30 indicated by the block 86, that the
synchronizati on operati ons have been selected to be initiated. Then, and as
i ndi cated by the block 92, the change list is |ocked, and the change |i st
is identified by a unique identifier. Thddeafter, and as indicated by the
segnent 94, a 11 nmessage is sent by the nobile node to the network part to
commence tihessagas Bemiiyzhs imobile pedeatol the ﬁetwAﬂdpa.raa) donthhemieelk bychibeaizhli@ck 96,

synchroni zati on operati ure 3 illustrates a nethod
fiow di agr%ﬂ?fat’é’ﬁ‘év\,g‘“geﬂ?% P?tyd”ge nffl@“‘?%%rs&‘gfﬂ%%%t\% OBFrafings ?f%?lﬁ‘é‘&eof
oper ation of trﬁgﬁﬁ@ﬂﬂﬁsﬁte@é‘m@%@%ﬁ@a?@}%g%ﬂ;wg%ﬁﬁa?ﬂbr 4 2Heb el C

5to facilitate chroni zati on of netwo e-cop ases
i n synchr dhe pethadrofwptiationef tieohd¢tbod pﬂmcxabmdlmanta)fsbmpmscﬂm umntlmnb)s whmho n.

First, at ed b the bl oc first s created that

11 5ts’ g iRt HPneion SRS s 2o mevdgroaey derabie’ BrooprEoNaRIey K
copy dat ab.ameoﬁ@gﬁtﬁ@pmhﬁtqog [é)ﬁc}ggﬁl sslgien, and as indicated by the
bl ock 116, the first chanc? is selectably | ocked, 10 thereby to

prohi bi t change@r&t,(ﬂmihe 1t was@d bhtheddodki kitd, mﬁmlmmma&ddbmllswfcm 1nd101a

15 e dareeR SRR e o a st PEPEPURE heie ShyBAsRR ERE alcBle 8o ng

the oper atda@dba@ef Theaahnd g indiegtel @2@1@ Bcly 2l 6)end fiat cliaw §ﬁ§tQ§ k@basbMdched,he
change |ist uniquel g@l dentifies the change I'i st and, i nstance, is

obt ai A8d Bhereby Fﬂ:l?l"@ Htobawges t%theoﬁrst@@ag@/ha:tw@owg@amenceanw pbthe

synchroni Thereby, through operation, the integrity of the
change |1 és?hl&gggg%ﬁgrng%gﬁg%d the change list is uni quel y identified.

| nproved synchrTuredict,cind ap ididatanisy ﬂnlee;lddkelrlebm idestidylvialne is associdfee withethé ous
descriptions arg of %H({erred exanpl es. for n&l enent.ing_ the inventjon, and
t CERFeH a

the scope GFIEHES “&Hgé%%eﬂatﬁﬁ‘t"fr?é??é@g Pe Jrleplty Yale et ig gssopipted
descri pti Qith i&hange list uniquely identifies the change list and, for instance, is obtained by )
15  incrementing a prior-used value used in a prior synchronization operation. -
Thereby, through operation, the integrity of the change list is assured, and the change
list is uniquely identified. Improved synchronization operations are thereby possible.
The previous descriptions are of preferred examples for implementing the invention,
and the scope of the invention should not necessarily be limited by this description. The

20  scope of the present invention is defined by the following claims:



20 scope of the present invention is defined by the followng clains: 12
CLAIMS: 1. Apparatus for a radi o communi cati on system having a network
part at which a network-copy database is maintained and a nobil e node at

whi ch a nobi |l e-copy database is mai ntai ned, said apparatus for facilitating
pl acement of data stored at a sel ectedldne of the network-copy database and
mobi | e- E3MMSE abase in synchroni zation with one another pursuant to a
synchroni zati on session, said apparatus conpri sing: a first change
|ist creator enbodied at the sel ected one of the network-copy database and

mobi | e-copy dat abase, said first change |ist creator configured to create a
first changeppaiatusyesa radiq compmunigalionsystennhayingaaeiweoranyéaiuhisheo t he

sel ecte X ‘o j k.- : during a
el et ot Bopy ARIEL U3 finG 3 IR, A o BRlch T HORNARbARRIESCH

sel ect ethanrt@ned, stideppatius fée- aoihyatmgtphdremenbaitiatmdibted -a¢ a pylectad ahasfthesai d
first chan eklist identifjer ﬂrovi ding an.identifjer to the first change

i st or BOrk-cany dntshasnind meblermony AARbaSeiisrmepoRatioR with oge aasihige || st
that | spireest Yz khehfdnistionRaias. Ldigh ihg said sel ected period;
char actléri sed b?/,ﬁFc alofi rst (’:haltng%lﬁr?g% Q?Igglzﬁtl%at selectably permts
and prohi bi t & fizstzhares lisberehtor tinbedicd htihgaselected one efithecebyorkaopy fatmbasechange
| ist creator,and whi i S i tified said identifier, said first ghange
1ot 1 ot BORAPGomeriehah? s Thiehefie o efihigsontiured i ay rst ot B
changesthiaplidth Bhdnige SidisiRaNeseh! dhtfigd R8N dofthe delbted 8hof tHE ﬁéﬂ“fdﬂ@!a@%u pon
comencenent of the synchronization session, the selected period defined by
| ocki ngd#sbaspand mobilc-eppindatabass dutiyg 8 a¢ldcted peiodshange-1i st 1 ock. 2. The

appar atus of _¢l ai fu .= CO I Sl cha list.identifier configured
to associ at e? glﬁ& icgaen%eil{sg}d\‘}gﬁﬂ%’ \%{ F%&F@gt %ﬁﬁ%ﬁ%gﬁ?f’g? Oétlhgélf’@ffr%'fog%\i d first
change ditabiase aedirobile-chgy dalatiist,iyid/Adstichangs Ust idbmiietptdVidiAg ak Renaded fost
subsequent _to_| ocking thereof by said first change list |ock. 3. The

appar at & fost hpagelis cpptoresaid idgatifieramiquely idsntifyingthe Sirstchengsyliss thiatlischange
list i i {4 i =Ll : 44 real. I | I'st change
list c?@g{i‘%{rﬂ, @%ﬁ%i‘ﬁ%gé@eih%@%%&hré%ﬁﬂggﬁges?fec%%@ﬁ&ﬁj;.lc%éragpgg?(;%gﬁs of cl gi m 3
wher ei n t he afirechage-lisalack tha selettablythebyits andipohitiig ehhiges td theirktfdhangem t h

the first change |i unj quely identifjes the first change |ist.
ﬁst createdgby Sauf %irst chaclllge }1)s/t creator and which is identified by sai((lg identifier, said first

change list lock configured to lock the first change list, thereby to prohibit changes to the first

change list identified by said identifier, upon commencement of the synchronization session,

the selected period defined by locking of the first change list by said first change-list lock.

2. The apparatus of claim 1 further comprising a change list identifier configured to
associate an identity value with the change list created by said first change list creator, the
identity value associated with the change list subsequent to locking thereof by said first
change list lock.

3. The apparatus of claim 2 wherein the identity value associated by said change list
identifier with the first change list created by said first change list creator comprises a

numerical value,



5. The apparatus of claim3 further conprising a register configured to
store at least a prior-associated value previously associated with a
previ ousl y-used change list fornmed prior to a prior synchronization
session, and wherein the identity val ue used by said change |ist identifier
is increnmentally related to the prior-bssociated value. 6. The apparatus
of clai g wmlhe epparstas of chiang ev}ﬂei‘el’iﬁ tHedﬁlﬂ]Edn‘fchI&FaIﬁdﬁsg@di’ﬂBﬁ bytsﬁild cREng list ]
associ ated . yalue hy an integer value to formthe identity value. 7. The
appar at @HB‘%{HCW‘&F ﬁﬁeﬂ%’m 1§t paiqgclyddenities she Bt dasse B8 cormences and sai d
first change-list lock |ocks the first change |ist when selection is nmade
to send the first change list between the nobile node and the network part.
8. The appar Fheispatatus of chaith Mfiatler nompasing A registeecantifgaradad istove htsleast a
comruni cat ed bet ween the nobjl e node and the .network, part on co ncenent
of 't he BORTCHEORAEL yBF PRI SoRielnh 3 DisPTeREbT MG Sliangs HOmBR ROy

sai d ch@nogridrsyhchré@Batidn REsibiOH8 wRFdin Be iHARI1P ¢B1RE ABePbRiAd bRk TR | on.

9. The apparatus of claim1 wherein, once |ocked by said first change-li st
| ock, tientifierds ingremmeyéallyi relatest toghepritryassegiated valse. change i st creator
remai ns | ocked while at | east one change indicia is contained in the first
change list. 10. The apparatus of claiml wherein the change indicia

cont ai ngd i NThégpakdtsd oLAIARS whiedin i@ Alifge bt DenthiGiRdeRehts e Sigat or
conprises newrecord i'ndicia representative of at least a first record
added t #spgiated ¥plag by andnteearvalusdo fempbieddeity valieabase and nobi | e- copy

dat abase. 11. The apparatus of claim 1l wherein the change indicia
contained in the first change list created by said change |ist creator

conpri sks al Tke ggharstaosftlaintl aiharcieheasactratizmtonafesdbén t@amenéesfand sdidchange.
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first change-list lock locks the first change list when selection is made to send the first change

list between the mobile node and the network part.

8. The apparatus of claim 2 wherein session state information is communicated between
the mobile node and the network part upon commencement of the synchronization session
and wherein the identity value formed by said change list identifier forms part of the session

state information.

9. The apparatus of claim 1 wherein, once locked by said first change-list lock, the first
change list created by said first change list creator remains locked while at least one change

indicia is contained in the first change list.

10.  The apparatus of claim 1 wherein the change indicia contained in the first change list
created by said change list creator comprises new-record indicia representative of at least a
first record added to the selected one of the network-copy database and mobile-copy

database.

11.  The apparatus of claim 1 wherein the change indicia contained in the first change list
created by said change list creator comprises altered record indicia representative of at least a

first change,



12. A method in a radi o conmuni cati on system having a network part at which
a network-copy database is maintained and a nobile node at which a

nobi | e- copy database is naintained, said nmethod for facilitating placenent
of data stored at a sel ected one of the network-copy database and

mobi | e- copy dat abase in synchroni zati o with one anot her pursuant to a
synchr orl.zat iAometheddn amadic oommuaiation systers hewihi agedwdrk patt at whichtdat |ists
change indi cia of each change, nade toqtﬁg sel ected one of the network copy
dat abas¥THRE-¢9RY $@swa@§3%%§§l inRge &t Which amaepilsesops database is

associ : - fqpfg : :
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sel ect enktpeork-cupy dabdbascarelhemie-topy databasd insvinclgonikatidn with ond amagkerl i st
identified b}/ said jdentjfier,.thereby to prohibit changes to the first
change RYTE{ADt {pisyne %ﬁ?‘?ﬁ‘ol}fcqx’?@}s?%chr oni zati on session, the sel ected

period defi nggatihg 4 ﬂ@kiigt@.hapistsftﬁaﬁgéiﬁaicia Stcabl BRINRE ntHdbith thed R cRRGMBLEFON of

creating. 13. The nethod of clainm 12 further conprising the operation of
associ ahe ngtvenk icopsndatebase andihevmatiiletdopy dhtaheps durisg aceleated edod;i ng sai d

operation of_creating, .the..d tity value associated with.the .chgnge |i st
subsequent t%sg?%%&r}%agm&%lu? ]ﬁleegtgﬁ%n gh ?ai“i ﬁfsaﬁﬁﬁ Fladd sntaye ienfier gﬁqg&%y

sel ect algktifyeldalithirst Het crehfed diing@eidatleeledipdtidd, wWhei@briselilhsy, | dentity val ue
associated wth the first change list duri n_g sai d operation of associating

conpri ses a lRekipgithedfirsyehapge listpdentified engities] therebY 40 probihit ¢hanges to

nuner i I | i ird. O i . tatin iLth the
firat oRefbg o IReah ROt AR B R RE BRI s 0P E B bl

met hod diffined by tocking ofithé Grst tietaeatsd dgrinighe operatibn oficrehtigd. ori ng at a

regi ster at |least a prior-associated value previously associated with a
previ ousl y-used change list fornmed prior to a prior synchronization
sessi om3 an ' < j . | L 0. r.at.ion.. of
2ssoct oy ng. TRl of Uit 15 Thitho BPHSMINRE S GRICARGALHARS' |,
The netvabet with theadthamgeblistiosratidndismigdatipgresttionof ofcating dhé alentity vabweor | ses

: 32;? I”F a?;tsé;gqfc{gigv%h% cc:)l{a-ngg ﬁgtcs‘:u ge%%er\lltatl) lIlcgaclezti)ﬁlg (?fn thtla c%a%%g rlis%/ (?lllryneg staJQd gp%ggi(}nhe

of selectably locking.

14.  The method of claim 13 wherein the identity value associated with the first change list

during said operation of associating comprises a numerical value.

15.  The method of claim 14 wherein the numerical value associated during said operation

of associating with the first change list uniquely identifies the first change list.

16.  The method of claim 13 further comprising the operation of storing at a register at
least a prior-associated value previously associated with a previously-used change list formed
prior to a prior synchronization session, and wherein the identity value used during said

operation of associating is incrementally related to the prior-associated value.

17.  The method of claim 16 wherein said operation of associating comprises incrementing

the prior-associated value by an integer value to form the identity value.



18. The method of claim 12 wherein | ocking of the change |ist perforned
during said operation of |ocking is perfornmed when selection is nade to
send the first change list between the nobile node and the network part.
19. The method of claim 18 further conprising the operation, prior to said
operation of selectably |ocking, of selecting to send the first change I|i st

bet weeni8.he Thdinethod @delagnd 2tviereig lovking Pthé chang® listifeforklehddring sadai m 12
wherein, once | ocked during said operation of |ocking, the first change

li st retReraon ofdeeldngasipedonped when seleriionpnmgde foend ﬂz-f first changalistdgtweent he
first ciangtilendle and the network part.

19.  The method of claim 18 further comprising the operation, prior to said operation of
selectably locking, of selecting to send the first change list between the mobile node and the
network part.

20.  The method of claim 12 wherein, once locked during said operation of locking, the
first change list remains locked while at 1east one change indicia is contained in the first

change list.



