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BACKGROUND 

10 [6602j As an increasing number of applications and services are being made available 

over networks such as the Internet, an increasing number of content, application, and/or 

service providers are turning to technologies such as cloud computing. Cloud computing, in 

general, is an approach to providing access to electronic resources through services, such as 

Web sen/ices, where the hardware and/or software used to support those services is 

15 dynamically scalable to meet the needs of the services at any given time. A user or customer 

typically will rent, lease, or otherwise pay for access to resources through the cloud, and thus 

does not have to purchase and maintain the hardware and/or software needed. 

[6063] In this context, many cloud computing providers utilize visualization to allow 

multiple users to share the underlying hardware and/or software resources. Viitualization can 

20 allow computing servers, storage device or other resources to be partitioned into multiple 

isolated instances (i.e. virtual machines) that are associated with (e.g., owned by) a particular 

user (e.g., customer). Each virtual machine conventionally includes its own operating system 

that is capable of executing one or more applications on behalf of the user. Virtualization can 

thus enable various users to run their applications remotely, using on the resources (e.g., host 

25 servers, etc.) of the cloud computing provider or operator. However, providing a 

conventional virtual computing environment has a number of limitations. For example, 

certain customers may be particularly sensitive to security issues that may arise as a result of 

executing virtual machines on remote resources. Because customers do not have physical 

access to these resources, many customers would like to obtain some sort of cryptographic 

30 assurance that the resources have not been tampered with by malicious users or otherwise 

compromised. 
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BRIEF DESCRIPTION OF THE DRAWINGS 

[6004] Various embodiments in accordance with the present disclosure will be described 

with reference to the drawings, in which: 

[00051 FIG. 1 illustrates an example of an electronic resource environment that can be 

5 used in accordance with various embodiments; 

[0006] FIG, 2 illustrates an example of obtaining a cryptographic measurement of the 

resources on a host computing device on which a virtual machine is to be provisioned, in 

accordance with various embodiments; 

[0007] FIG. 3 illustrates an example of comparing the cryptographic measurement to a 

10 list of approved measurements that has been attested to by a trusted entity, in accordance with 

various embodiments; 

[0008] FIG. 4 illustrates an example of utilizing one virtualization technique using a 

hvpervisor, in accordance with various embodiments; 

[0009] FIG. 5 illustrates an example of a resource center of a service provider that 

15 provides the physical resources that can be used to enable a virtualized computing 

environment, in accordance with various embodiments; 

[0010] FIG. 6 illustrates an example of a virtual network of multiple virtual machines that 

can be provided for a user in the virtualized computing environment, in accordance with 

various embodiments; 

20 [0011] FIG. 7 illustrates an example of a process for attesting computing resources that 

are configured to host a virtual machine, in accordance with various embodiments; 

[0012] FIG. 8 illustrates an example of a process for compiling a list of approved 

cryptographic measurements and providing the list to a trusted third party, in accordance with 

various embodiments; 

25 [0013] FIG. 9 illustrates a logical arrangement of a set of general components of an 

example computing device that can be utilized in accordance with various embodiments; and 

[0014] FIG. 10 illustrates an example of an environment for implementing aspects in 

accordance with various embodiments. 
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DETAILED DESCRIPTION 

[0015] In the following description, various embodiments will be illustrated by way of 

example and not by way of limitation in the figures of the accompanying drawings. 

5 References to various embodiments in this disclosure are not necessarily to the same 

embodiment, and such references mean at least one. While specific implementations and 

other details are discussed, it is to be understood that this is done for illustrative purposes 

only. A person skilled in the relevant art will recognize that other components and 

configurations may be used without departing from the scope and spirit of the claimed subject 

10 matter. 

[0016] Systems and methods in accordance with various embodiments of the present 

disclosure may overcome one or more of the foregoing or other deficiencies experienced in 

conventional approaches for cryptographically attesting computing resources. In particular, 

various embodiments enable an operator of a virtualized multi tenant computing environment 

15 to cryptographically attest to and/or verify the configuration of computing resources used to 

execute one or more virtual machines on behalf of a. user (e.g., customer, client, etc.). When 

the user requests a virtual machine to be provisioned for the user, the operator of the 

virtualized computing environment (e.g., cloud computing service provider) can initiate a two 

phase launch of the virtual machine. In the first phase, the operator may provision the virtual 

20 machine on a host computing device and then obtain cryptographic measurements of the 

software and/or hardware resources on the host computing device. The cryptographic 

measurements may be obtained using a trusted platform module (TPM) and be stored in the 

platform configuration registers (PCRs) of the TPM. The operator may then provide the 

cryptographic measurements to the user that requested the virtual machine. If the user 

25 approves the cryptographic measurements, the operator may proceed with the second phase 

and actually launch (i.e., begin executing) the virtual machine on the host computing devices. 

In some embodiments, instead of (or in addition to) providing the cryptographic 

measurements to the user, the operator may compare the cryptographic measurements to a 

known measurement or a list of approved measurements (e.g., a "white-list") or other 

30 reference values to determine whether the host computing device is acceptable for hosting the 

virtual machine. The list of approved cryptographic measurements may be provided by the 
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user as part of the request to provision the virtual machine or may be provided by a trusted 

entity (e.g., trusted third party). 

[0017] In accordance with an embodiment, the user submits a request for a virtual 

machine by using one or more application programming interfaces (APIs), such as a Web 

5 Services API provided by the operator of the virtualized multi tenant computing environment. 

In some embodiments, as pari; of submitting the request, the user may specify a particular 

configuration of the host computing device or provide a list of approved cryptographic 

measurements to be used when provisioning the virtual machine. In response to receiving 

such a request from the user, the operator (e.g., a service running on a server) can begin 

10 provisioning the virtual machine for the user. In particular, provisioning the virtual machine 

may include selecting a host computing device, unpacking the .machine image containing the 

configuration of the virtual machine, and performing any other necessary steps to provision 

the virtual machine for the user. Once the virtual machine has been provisioned and is ready 

to be launched (i.e., executed) on the host computing device, the process may be paused and 

15 one or more cryptographic measurements of the various software and/or hardware resources 

on the host computing device can be obtained. For example, a trusted platform module 

(TPM) or other cryptographic module on the host computing device may be used to create a 

hash measurement of the software configuration of the host computing device. Hash 

measurements can be created by reading values in certain memory locations and applying a 

20 hash function to those values to generate the hash measurement. The memory locations may 

be associated with the Basic Input/Output System (BIOS) of the host computing device, a 

hyper visor (or virtual machine manager) on the host computing device, the configuration of 

the guest operating system of the virtual machine, the hardware configuration registers, the 

firmware on a peripheral component interconnect (PCI) card and others. In one embodiment, 

25 the hash measurement is a secure hash algorithm 1 (SHA-1) measurement that is stored in the 

PCRs of the TPM. 

[0918] Once the cryptographic measurements have been obtained, they can be used to 

determine whether the resources on the host computing device are in an acceptable state to 

launch the virtual machine. In one embodiment, the operator of the virtualized multitenant 

30 computing environment may provide the cryptographic measurements (e.g., SHA-1) to the 

user that requested the virtual machine and the user may approve or deny the cryptographic 

measurements prior to launching the virtual machine. In another embodiment, if the user has 

specified a particular configuration of the host computing device as part of the request, the 
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operator may compare the cryptographic measurement of the host to a known and approved 

cryptographic measurement (e.g., a known SHA-1) that corresponds to the specified 

configuration. In another embodiment, if the user has provided a list of approved 

cryptographic measurements to the operator (e.g., as part of the request for the virtual 

5 machine or at a different time), the operator may compare the cryptographic measurement to 

the list of approved measurements to determine whether to approve launching the virtual 

machine or deny it. In some embodiments, the list of approved measurements may be 

attested to by a trusted third party such as by publishing the list for access by multiple users 

(e.g., on the Internet). 

10 [0019] In various embodiments, if the operator determines that the cryptographic 

measurement of the configura tion of the host computing device does not match any approved 

reference value, the operator can roll back or undo the process of provisioning the virtual 

machine on the host computing device. Alternatively, the operator may not provide the 

virtual machine to the user in other ways, such as by preventing the virtual machine from 

15 joining a virtual network of the user. 

[0020| FIG. I illustrates an example of an electronic resource environment 100 that can 

be used in accordance with various embodiments. In this example, a computing device 102 

for an end user is shown to be able to make calls through at least one network 106 (e.g., the 

Internet, a cellular network, a wireless network, a local area network (LAN), etc.) into a 

20 control plane 108 to perform a task such as to provision a data repository or launch a virtual 

machine in a data plane 110. The user or an application 104, for example, can access the 

repository and/or virtual machine directly through an interface of the data plane 110. While 

an end user computing device and application are used for purposes of explanation, it should 

be understood that any appropriate user, application, service, device, component, or resource 

2.5 can access the interface(s) of the control plane and/or data plane as appropriate in the various 

embodiments. Further, while the components are separated into control and data, "planes," it 

should be understood that this can refer to an actual or virtual separation, logically or 

geographically, of at least some resources (e.g., hardware and/or software) used to provide 

the respective functionality. 

30 |00211 The control plane 108 in this example is essentially a virtual layer of hardware and 

software components that handles control and management actions, such as provisioning, 

instantiating, launching, scaling, replication, etc. The control plane in this embodiment 
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includes a Web services layer 112, or tier, which can include at least one Web server, for 

example, along with computer-executable software, application servers, or other such 

components. The Web services layer also can include a set of APIs 132 (or other such 

interfaces) for receiving Web services calls or requests from across the at least one network 

5 106. Each API can be provided to receive requests for at least one specific action to be 

performed with respect to the data environment. Upon receiving a request, to one of the APIs, 

the Web services layer can parse or otherwise analyze the request to determine the steps or 

actions needed to act on or process the call. For example, a Web service call might be 

received that includes a request, to launch a virtual machine. In this example, the Web 

10 services layer can parse the request to determine the type of virtual machine to be created, the 

type of hardware requested (if any), or other such aspects. Information for the request can be 

written to an administration (Admin) data store, or other appropriate storage location or job 

queue, for subsequent processing. 

[0022] A Web service layer in one embodiment includes a scalable set of customer-facing 

15 servers that can provide the various control plane APIs and return the appropriate responses 

based on the API specifications. The Web service layer also can include at least one API 

service layer that in one embodiment consists of stateless, replicated servers which process 

the externally-facing customer APIs. The Web service layer can be responsible for Web 

service front end features such as authenticating customers based on credentials, authorizing 

20 the customer, throttling customer requests to the API servers, validating user input, and 

marshaling or unmarshaling requests and responses. The API layer also can be responsible 

for reading and writing configuration data to/from the administration data store, in response 

to the API calls. In many embodiments, the Web services layer and/or API service layer will 

be the only externally visible component, or the only component that is visible to, and 

25 accessible by, customers of the control service. The servers of the Web services layer can be 

stateless and scaled horizontally as known in the art. API servers, as well as the persistent 

data store, can be spread across multiple data centers in a region, for example, such that the 

sewers are resilient, to single data center failures. Functions or configurations of the APIs or 

other such components can be managed by at least one system management component 114, 

30 or other such system or service. 

[0023] The control plane 108 in this embodiment includes at least one host monitoring 

component 116. The host monitoring component can comprise any appropriate combination 

of hardware and/or software including instructions for monitoring aspects of the data plane. 
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For example, the host monitoring component can include a dedicated host machine, process 

distributed across a number of machines, or a Web service, among other such options. When 

a virtual machine (VM.) is created in the data plane, information for the VM can be written to 

a data store in the control plane, such as a monitoring data store 120. It should be understood 

5 that the monitoring data store can be a separate data store, or can be a portion of another data 

store such as a distinct set of tables in an Admin data store 122, or other appropriate 

repository. A host monitoring component 116 can access the information in the monitoring 

data store to determine active VMs, resource instances, or other such resources or 

components 134 in the data plane 110. A host monitoring component also can perform other 

10 tasks, such as collecting log and/or event information from multiple components of the 

control plane and/or data plane, such as the Web sendee layer and various host managers 

128. Using such event information, the monitoring component can expose customer-visible 

events, for purposes such as implementing customer-facing APIs. A monitoring component 

can constantly monitor the health of ail the running repositories and/or instances for the 

15 control plane, detect the failure of any of these instances, and initiate the appropriate recovery 

process(es). 

[0024] Each virtual machine instance 134 in the data plane can include at least one data 

store 126 and a host manager component 128 for the machine providing access to the data 

store. A host manager in one embodiment is an application or software agent executing on an 

20 instance and/or application server, such as a Tomcat or Java application server, programmed 

to manage tasks such as software deployment and data store operations, as well as monitoring 

a state of the data store and/or the respective instance. A host manager in one embodiment 

listens on a port that can only be reached from the internal system components, and is not 

available to customers or other outside entities. In some embodiments, the host manager 

25 cannot initiate any calls into the control plane layer. A host manager can be responsible for 

managing and/or performing tasks such as setting up the instances for a new repository, 

including setting up logical volumes and file systems, installing database binaries and seeds, 

and starting or stopping the repository. A host manager can monitor the health of the data 

store, as well as monitoring the data store for error conditions such as I/O errors or data 

30 storage errors, and can restart the data store if necessary. A host manager can also perform 

and/or mange the installation of software patches and upgrades, as well as updates to 

configuration (e.g., specific virtual machine images) or firmware, etc. A host manger also 

can collect relevant metrics, such as may relate to CPU, memory, and I/O usage. 



[1)025] The host monitoring component 116 in the control plane 108 can communicate 

periodically with each host manager 128 for monitored virtual machine instances 134, such as 

by sending a specific request or by monitoring heartbeats from the host managers, to 

determine a status of each host. In one embodiment, the monitoring component includes a set 

5 of event processors (or monitoring servers) configured to issue commands to each host 

manager, such as to get the status of a particular host and/or virtual machine instance. In at 

least some embodiments, a deployment monitor component 118 can also communicate with 

hosts, instances, and other such components to attempt to determine when versions or 

configurations are deployed or updated, when communications are sent, and other such 

10 information. A deployment monitor can be part of, or separate from, the host monitor, as 

may both be provided as part of a monitoring service of the control plane. 

[0026] As discussed, once a virtual machine instance is provisioned and a user is 

provided with a DNS address or other address or location, the user can send requests 

"directly" to the data plane 110 through the network using a Java Database Connectivity 

15 (JDBC) or other such client to directly interact with that instance 134. In one embodiment, 

the data plane takes the form of (or at least includes or is part of) a computing cloud 

environment, or a set of Web services and resources that provides data storage and access 

across a. "cloud" or dynamic network of hardware and/or software components. A DNS 

address is beneficial in such a dynamic cloud environment, as instance or availability failures, 

20 for example, can be masked by programmatically remapping a DNS address to any 

appropriate replacement instance for a use. A request received from a user 102 or application 

104, for example, can be directed to a. network address translation (NAT) router 124, or other 

appropriate component, which can direct the request to the actual instance 134 or host 

corresponding to the DNS of the request. As discussed, such an approach allows for 

2.5 instances to be dynamically moved, updated, replicated, etc., without requiring the user or 

application to change the DNS or other address used to access the instance. As discussed, 

each instance 134 can include a host manager 128 and a data store 126, for example, and can 

have at least one backup instance or copy in persistent storage 130. Using such an approach, 

once the instance has been configured through the control plane, a user, application, sendee, 

30 or component can interact with the instance directly through requests to the data plane, 

without having to access the control plane 108. For example, the user can directly issue SQL 

or other such commands relating to the data, in the instance through the DNS address. The 

user would only have to access the control plane if the user wants to perform a task such as 
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expanding the storage capacity of an instance. In at least one embodiment, the functionality 

of the control plane 108 can be offered as at least one service by a provider that, may or may 

not be related to a provider of the data plane 110, but may simply be a third-party service that 

can be used to provision and manage virtual machine instances in the data, plane, and can also 

5 monitor and ensure availability of those instances in a separate data plane 110. 

[0027] FIG. 2 illustrates an example 200 of obtaining a cryptographic measurement, of the 

resources on a host computing device on which a virtual machine is to be provisioned, in 

accordance with various embodiments. Certain users, such as user 201, may be particularly 

sensitive to security issues when requesting virtual machines to be provisioned in the 

10 multitenant environment (e.g., cloud computing environment). For example, it may be 

important, to these users that, they be able to measure the resource stack miming the virtual 

machine (i.e., hypervisor, hardware, etc.), before the virtual machine is launched. This is 

because even completely valid virtual machines which have been booted from a non-

tampered machine image but. which are executing on a compromised host computing device 

15 may still be problematic, and may still compromise the user's infrastructure. 

|0028| For these types of users, the operator of the multitenant environment can provide 

cryptographic assurance that the BIOS, hypervisor 308, host domain 207, guest virtual 

machine 308, boot operating system. (OS), hardware configuration registers, firmware on a 

peripheral component interconnect (PCI) card and/or other resources on the host computing 

20 device 204 are in a particular configuration. If this is combined with a list of approved 

configurations or other reference values, the user 301 is able to verify that the resource 

infrastructure on the host computing device is uncompromised and acceptable for hosting the 

virtual machine. 

[0029] In one embodiment, a two phase launch process can be implemented for 

25 provisioning a virtual machine. In the first phase, the user 201 requests the virtual machine 

using an API, such as Web Sendees API 202. The request may specify a particular 

configuration of the resources on the host computing device, where the configuration has 

corresponding known and approved measurement values associated therewith. In response to 

the request, the operator (e.g., provisioning sendee 203 miming on a server) can begin the 

30 process for provisioning the virtual machine by selecting a host computing device 204 onto 

which to place the virtual machine, unpacking the machine image and the like. Once the 

virtual machine is provisioned and ready to be launched, one or more cryptographic 
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measurements can be obtained of the configuration of the resources on the host computing 

device 204. For example, a TPM 205 can be used to generate hash measurements of the 

"hypervisor 206, the host domain 207 and/or the configuration of the guest virtual machine 

208, These cryptographic measurements can be provided to the user in response to the user's 

5 request. If the user approves the cryptographic measurements, they may accept the launch of 

the virtual machine (e.g., clicking "continue") and the instance launch, completes. 

Alternatively, the user may deny the measurements (e.g., click "abort") and the process of 

provisioning the virtual machine is undone, or the virtual machine is otherwise not provided 

to the user. 

10 [0030] In embodiments where the user has specified a particular configuration onto 

which their virtual machine should be hosted, the operator of the multitenant environment 

may retrieve a known and approved cryptographic measurement associated with the specified 

configuration. This approved measurement may also be attested by a trusted third party to 

provide the user assurance that the measurement is accurate. In these embodiments, rather 

15 than requiring the user to approve or deny the cryptographic measurement, the operator may-

retrieve the known/approved measurement and compare it to the cryptographic measurement 

of the host computing device. The information about the comparison may then be provided 

to the user. Alternatively, the user may still be provided with the option of approving or 

denying the request, along with an indication of whether the obtained cryptographic 

20 measurement matched the known/approved measurement. 

[0031] FIG. 3 illustrates an example 300 of comparing the cryptographic measurement to 

a list of approved measurements that has been attested to by a trusted entity, in accordance 

with various embodiments. As previously described with reference to FIG. 2, the user 301 

may use API 302 to submit a request for a virtual machine to be provisioned. The 

25 provisioning service 303 can select the host computing device 304 and provision the virtual 

machine 308 on the host computing device. Before launching the virtual machine, the 

process is suspended and a cryptographic measurement is obtained of the resources (e.g., 

hardware and/or software sources), such as by utilizing a TPM 305 on the host computing 

device 304. For example, the TPM 305 ma)' be used in obtaining a. hash measurement 309 of 

30 the software stack hosting the virtual machine 308, including but not limited to the hypervisor 

306, and the host domain 307. 
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[0032] Once the cryptographic measurement 309 is obtained, it is provided to a network 

manager 312, The network manager 312 can retrieve a list of approved cryptographic 

measurements 315 and compare the cryptographic measurement 309 to the list of approved 

measurements 315. In some embodiments, the list of approved measurements 315 can be 

5 attested to by a trusted third party entity 311. For example, the operator of the multitenant 

environment may compile a list of all approved cryptographic measurements for each 

possible configuration of the host computing device. This list can be provided to the trusted 

third party 311 that inspects each cryptographic measurement and attests to its accuracy. 

Alternatively, the trusted third party 311 may generate the list of approved measurements 

10 based on obtaining access to the resources of the operator. The trusted party 311 may further 

publish this list of approved measurements 315 for access by various users, such as user 301. 

This can make it easier for the user 301 in the sense that the user does not need to determine 

which cryptographic measurements are acceptable for launching their virtual machines and 

which are not. The user 301 can trust the trusted party 311 on the assumption that it is an 

15 independent third party which has verified the measurements and affirmed that they are valid 

and accurate. 

[0033] As previously mentioned, the virtual machine may be operating on a host 

computing device that resides in a resource center of a sendee provider or other operator of 

the virtualized computing environment. On the host computing device, a number of 

20 virtualization techniques can be used to simultaneously operate a plurality of guest virtual 

machines or guest operating systems. FIG. 4 illustrates an example 400 of utilizing one 

virtualization technique using a hypervisor, in accordance with various embodiments. The 

hardware 402 of the host computing device 401 interfaces with a hypervisor 403 running 

directly on the hardware 402 (e.g., a "bare metal" or native hypervisor). Examples of such 

25 bypervisors include Xen, Hyper-and the like. Hypervisors typically run at a higher, more 

privileged processor state than any other software on the machine, and provide services such 

as memory management and processor scheduling for dependent layers and/or domains. The 

most privileged of such layers and/or domains resides in the sendee domain layer, which may 

include a host domain 404 that may include an administrative operating system for 

30 configuring the operation and functionality of the hypervisor 403, as well as that of domains 

of lower privilege, such as the domains of the gues t virtual machines (405, 406, 407) or other 

operating systems, which may be heterogeneous (e.g., running different operating systems 

than each other). The host domain 404 (e.g., DOM-O) may have direct access to the hardware 
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resources 402 of the host computing device 401 by way of the hypervisor 403, while the 

guest virtual machine domains (405, 406, 407) may not. 

[0034] FIG. 5 illustrates an example 500 of a resource center of a service provider that 

provides the physical resources that can be used to enable a virtualized computing 

5 environment, in accordance with various embodiments. In the illustrated embodiment, a 

service provider (or other operator of the virtualized computing environment) can maintain 

one or more resource centers 523 (e.g., data centers, server farms, etc,) that store the physical 

resources (e.g., host computing devices, etc.) of the service provider. The resource centers 

may be located in different geographic locations to provide improved redundancy and 

10 fail over, as well as more localized access to resources. The physical resources can be used to 

host, a number of virtual machines or virtual servers that can be provided to users 501 over a 

network 502, such as the Internet. For example, when a user wants to execute an application 

using the physical resources of the sendee provider, he or she may request the service 

provider to provision a virtual machine for the user, which will be used to deploy and execute 

15 the application. As demand for the user's application grows, the user can request that more 

virtual machines be provisioned to balance the load, request creation of one or more virtual 

networks and the like. 

[0035] In the illustrated example, the resource center 523 of the sendee provider may 

include one or more racks 521, 522 of host computing devices (506, 507, 508, 509, 510) 

20 wherein each host computing device on a particular rack is connected to a single top-of-raek 

(TOR) switch (504, 505). These TOR. switches can be further connected to one or more other 

switches (524, 525) which enable the host computing devices to connect to the network. As 

used throughout this disclosure, a network can be any wired or wireless network of devices 

that are capable of communicating with each other, including but not limited to the Internet or 

25 other Wide Area Networks (WANs), cellular networks. Local Area Networks (LANs), 

Storage Area Networks (SANs), Intranets, Extranets, and the like. The resource centers can 

include any physical or logical grouping of resources, such as a data center, a server farm, 

content, delivery network (CDN) point-of-presence (POP) and the like. 

[0036] In accordance with an embodiment, each host, computing device can host one or 

30 more virtual machine instances (513, 514, 515, 516, 517, 518, 519) that have been 

provisioned for the customers of the service pro vider to execute the various applications and 
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services on behalf of those customers. Each virtual machine can be provisioned with its own 

operating system (OS) including a kernel, drivers, process management and the like. 

[0037] When a customer wishes to obtain a virtual machine instance, the customer can 

first submit a request to the sendee provider, indicating the type of VM they would like to 

5 use. The service provider (or other operator) may carry out the processes to provision the 

virtual machine instance which will be hosted on the physical resources (e.g., host computing 

devices) of the sendee provider. When requesting the VM, the user may specify the 

configuration information to be used with the VM, as previously described. 

[0038] As previously described, when the virtual machine is provisioned for the user, it 

10 may be associated with a virtual network provisioned for that user. FIG. 6 illustrates an 

example 600 of a virtual network of multiple virtual machines that can be provided for a user 

in the virtualized computing environment, in accordance with various embodiments. As 

previously mentioned, the service provider (or other operator of the virtualized computing 

environment) can provide a resource center that maintains the physical resources (e.g., host 

15 computing devices, etc.) to host the various virtual machines and virtual networks, such as 

virtual network 651, for one or more customers of the sendee provider. In some 

embodiments, the service provider may provide a network service that can be used to create 

and configure the virtual networks by various customers of the service provider. 

[0039] In the illustrated example, the virtual network 651 is a private network extension 

20 to a remote private computer network of a customer. The virtual network 651 includes 

various virtual machines that are located at a first geographic location 1 660 (e.g., in a first 

data center located in the geographic location 1). The virtual machines can be configured 

into logical groups 657. 658, and 659 (e.g., to correspond to different subnets and associated 

networking devices not shown). In this example, a single conceptual virtual router 655 is 

25 shown in geographic location 1 660 to control communications between those virtual 

machines and other computing systems, so as to illustrate different types of communications 

that may occur, although in alternative embodiments, there may be multiple or no configured 

networking devices at geographic location 1. The virtual network may be implemented in 

geographic location 1 660 in various manners, such as via multiple physical interconnected 

30 routers or other networking devices, by using an underlying substrate network and associated 

modules that control communications over the underlying network, or the like. In this 

example, the virtual router 655 operates in accordance with the configured information for 
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the virtual network 651, including configured network topology information, such as may be 

configured by the customer using the network service provided by the service provider. 

[0040] In this example, the virtual network 651 is provided for example customer 1, and 

is a network extension to a remote computer network of customer 1. Customer l.'s remote 

5 computer network includes multiple computing systems (not shown) at a first remote 

location, such as Private Network Site A 652, and the virtual router 655 is configured to 

communicate with those multiple computing systems via a virtual communication link 658. 

For example, the virtual network may include one or more configured virtual private network 

(VPN) connections to the multiple computing systems at Site A 652, and the communication 

10 link 658 may correspond to one or more such VPN connections. In addition, the remote 

computer network of customer 1 may optionally include computing systems at one or more 

other locations, such as the illustrated optional Private Network Site B 653, and if so, the 

virtual router 655 may further be configured to communicate with those other computing 

systems at the other locations, such as via an optional virtual communication link 658 to Site 

15 B 653 (e.g., via one or more other configured VPN connections directly to Site B). When 

multiple VPN connections or other secure connections are used to remote computing systems 

of a remote computer network, each connection may correspond to a subset of the remote 

computing systems (e.g., by being associated with a subset of the network addresses of the 

remote computer network that correspond to those computing systems) so as to cause 

20 communications to be routed to the appropriate connection. In other embodiments, multiple 

VPN connections or other secure connections may be used to remote computing systems at 

one or more locations, but may each support communications to any of the remote computing 

systems, such as if the multiple connections are redundant alternatives (e.g., used for load 

balancing). Further, in some embodiments, a client's remote computer network may include 

2.5 multiple computing systems at multiple sites, but only a single VPN connection or other 

secure connection to the remote computing systems may be used, with the remote computer 

network being responsible for routing the communications to the appropriate site and 

computing system. 

[0041] In addition, the virtual network 651 may be configured to allow all, some or no 

30 communications between the virtual machines of the virtual network and other external 

computing systems that are generally accessible on the Internet 654 or other public networks. 

If at least some such external communications are allowed, the virtual router 655 may further 
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be configured to communicate with those external multiple computing systems via an 

optional virtual communication link 659. 

[0042] In the illustrated embodiment, in addition to the virtual machines (656, 657, 658) 

at geographic location 1 660, the virtual network may further include virtual machines 665 

5 that are located at a second geographic location 2 661 (e.g., at a distinct second resource 

center at the geographic location 2). Accordingly, the virtual router 655 may he configured 

to include a virtual communication link 662 to the portion of the virtual network at the 

geographic location 2 661. In this example, the portion of the virtual network a.t the 

geographic location 2 661 similarly is illustrated with a conceptual virtual router 664 to 

10 manage communications to and from the virtual machines 665, including to communicate 

with the portion of the virtual network at the geographic location 1 660 via a virtual 

communication link 663. Such communications between virtual machines of the virtual 

network at different geographic locations may be handled in various manners in various 

embodiments, such as by sending the communications over the Internet or other public 

15 networks (e.g., as part of a secure tunnel using encryption) by sending the communications 

in a private secure manner (e.g., via a dedicated lease line between the geographic locations), 

etc. In addition, while not illustrated here, the portion of the virtual network at the 

geographic location 2 may similarly include other virtual communication links, such as to 

remote client private networks (e.g., via one or more VPN connections distinct from any 

20 VPN connections to the geographic location 1), to the Internet, etc. 

[0043] As previously described, when a virtual machine is provisioned for a user (e.g., 

customer 1), it may be added to the virtual network of that user. In some embodiments, the 

user may provide a list of approved cryptographic measurements and specify that all virtual 

machines belonging to their virtual network need to match at least one of those cryptographic 

25 measurements. In these embodiments, when the user requests additional virtual machines to 

be provisioned for their virtual network, the operator may select a host computing device and 

generate the cryptographic measurements for the resources of that host and then compare the 

cryptographic measurements to the list of approved measurements initially provided by the 

user. If the host computing devices does not match one of the approved measurements, the 

30 virtual machine is not added to the virtual network of the user. 

10044] FIG. 7 illustrates an example of a process 700 for attesting computing resources 

that are configured to host a virtual machine, in accordance with various embodiments. 
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Although this figure may depict functional operations in a particular sequence, the processes 

are not necessarily limited to the particular order or operations illustrated. One skilled in the 

art will appreciate that the various operations portrayed in this or other figures can be 

changed, rearranged, performed in parallel or adapted in various ways. Furthermore, it is to 

5 be understood that certain operations or sequences of operations can be added to or omitted 

from the process, without departing from the scope of the various embodiments. In addition, 

the process illustrations contained herein are intended to demonstrate an idea of the process 

flow to one of ordinary skill in the art, rather than specifying the actual sequences of code 

execution, which may be implemented as different flows or sequences, optimized for 

10 performance, or otherwise modified in various ways. 

[0045] In operation 701, a request to provision a virtual machine for a user is received. 

The request may be submitted by a user by accessing one or more APIs, as previously 

described. In some embodiments, as part of submitting the request, the user may specify a 

particular configuration that the host computing device will need to comply with in order to 

15 host the user's virtual machine. In response to receiving the request, the operator of the 

multitenant environment may select a host computing device for hosting the virtual machine, 

as shown in operation 702. In various embodiments, the selected host computing device 

includes software and hardware resources for executing the virtual machine. For example, 

the resources may include a hypervisor and host domain (or a virtual machine monitor) for 

20 hosting multiple virtual machines on the device, 

[0046] In operation 703, the operator provisions the virtual machine on the selected host 

computing device. Once the virtual machine has been provisioned and is ready to be 

launched, the operator generates a cryptographic measurement (e.g., hash measurement) of 

the software and/or hardware resource configuration on the host computing device, as shown 

25 in operation 704. In some embodiments, a TPM embedded in the host computing device may 

be utilized in generating the cryptographic measurements. 

[0047] In operation 705, the operator retrieves a list of approved cryptographic 

measurements. In various embodiments, this list of approved hash measurements may be 

provided by the user or compiled by the operator and attested to by a trusted third party. In 

30 yet other embodiments, the trusted third party may publish the list of approved cryptographic 

measurements, such as by making it accessible to users over the internet. Once the list if 

obtained, the hash measurement generated on the selected host device can be compared to the 
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list of approved hash measurements to determine whether the resources on the selected host 

computing device are acceptable for hosting the virtual machine. If the cryptographic 

measurement matches one of the measurements on the list, of approved measurements, the 

virtual machine is launched 011 the host computing device, as shown in operation 706. In 

5 embodiments where the user has specified a particular configuration of the host computing 

device as part of the original request, there may not need to be any list of approved 

measurements. Rather, the cryptographic measurement obtained by the TPM may simply be 

compared with a known and approved measurement that corresponds to the particular 

configuration specified by the user in order to determine whether the configuration of the host 

10 is acceptable, In some embodiments, information about whether the measurements match 

can be provided back to the user, such as by enabling a user to access an API that provides 

this information. 

[0048] FIG. 8 illustrates an example of a process 800 for compiling a list of approved 

cryptographic measurements and providing the list to a trusted third party, in accordance with 

15 various embodiments. I11 operation 801, the operator of the multitenant environment 

compiles a list of approved cryptographic measurements and the software and/or hardware 

configurations corresponding to those measurements. In operation 802, the list of approved 

measurements is provided to a trusted third party. The trusted third party may analyze the 

approved measurements and attest to their accuracy. Once the trusted party has attested the 

20 accuracy of the list of measurements, various users may rely on the measurements in the list 

when requesting their virtual machines to be launched, as previously described. 

[0049] In operation 803, the operator of the multitenant environment may, from time to 

time, update or patch the various resources (e.g., hypervisors, etc.) used to host the virtual 

machines. For example, the service provider or operator of the multitenant environment may 

25 introduce new infrastructure and new components (e.g., new hardware with a different BIOS, 

etc.) to the multitenant environment. In many cases, such updates, patches or new 

components may require new cryptographic measurements to be generated for those 

resources. In operation 804, the operator generates the new cryptographic measurements 

corresponding to the updated resources and in operation 805, the operator provides those 

30 measurements to the trusted third party. The trusted third party may then attest the new 

cryptographic measurements and the users may continue relying on them. 
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[0050] Embodiments of the present disclosure can be described in view of the following 

clauses: 

1. A non-transitory computer readable storage medium storing one or more 

sequences of instructions, which when executed by one or more processors to cause a 

5 computing system to: 

receive a request to provision a virtual machine for a customer, the request received 

from, a customer of a service provider hosting a multitenant computing environment; 

select a host computing device from a. plurality of host computing devices to host the 

virtual machine, the selected host computing device including one or more resources for 

10 executing the virtual machine; 

provision the virtual machine on the selected host computing device; 

generate a hash measurement of a configuration of the one or more resources on the 

selected host computing device; 

obtain, from the customer, an indication of whether the configuration of the one or 

15 more resources is acceptable for hosting the virtual machine, the indication being based at 

least in part on a comparison between the hash measurement and a list of approved hash 

measurements; and 

launch the virtual machine on the selected host computing device in response to the 

indication that the configuration of the one or more resources is acceptable. 

20 

2. The non-transitorv computer readable storage medium of clause 1, wherein the 

list of approved hash measurements is a trusted list attested to by a trusted third party, 

3. The non-transitory computer readable storage medium of clause 1, wherein the 

25 hash measurement is based at least in part on one or more of: 

values associated with a basic input/output system (BIOS) of the host computing-

device; 

configuration of a hypervisor of the host computing device; 

configuration of a boot operating system of the virtual machine: 

30 values in one or more hardware configuration registers; or 

firmware in a peripheral component interconnect (PCI) card. 



4. The non-transitory computer readable storage medium of clause 1, further 

comprising instructions executed by one or more processors to cause a computing system to: 

provide the hash measurement to the customer in response to the request, to provision 

the virtual machine. 

5 

5. A computer implemented method, comprising: 

under the control of one or more computer systems configured with executable 

instructions. 

receiving a request to provision a virtual machine for a user; 

10 selecting a host computing device for hosting the virtual machine, the host 

computing device including one or more resources for executing the virtual machine: 

obtaining a cryptographic measurement of the one or more resources on the 

selected host computing device; and 

determining whether to provide the user with access to the virtual machine on 

15 the host computing device based at least in part on a comparison of the cryptographic 

measurement to one or more reference values. 

6. The computer implemented method of clause 5, wherein determining whether 

to provide the user with access to the virtual machine further comprises: 

20 receiving a selection of a configuration of the host computing device from the user; 

determining an approved cryptographic measurement associated with the selected 

configuration of the host computing device; and 

verifying that the cryptographic measurement matches the approved cryptographic 

measurement associated with, the selected configuration of the host computing device. 

25 

7. The computer implemented method of clause 5, wherein determining whether 

to provide the user with access to the virtual machine further comprises: 

providing the cryptographic measurements to the user in response to the request to 

provision the virtual machine; 

30 receiving an indication from the user, Indicating whether the cryptographic 

measurement is approved by the user; and 

launching the virtual machine on the host computing device in response to receiving 

an indication that the cryptographic measurement is approved. 
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8. The computer implemented method of clause 5, wherein determining whether 

to provide the user with access to the virtual machine further comprises: 

retrieving a list of approved cryptographic measurements; 

comparing the cryptographic measurement to the list of approved cryptographic 

5 measurements to determine whether the one or more resources on the selected host 

computing device are acceptable for hosting the virtual machine; and 

launching the virtual machine on the selected host computing device in response to 

determining that the one or more resources are acceptable. 

10 9. The computer implemented method of clause 5, wherein the one or more 

reference values further comprise: 

a list of approved cryptographic measurements generated by a trusted third party and 

attested to by the trusted third party. 

15 10. The computer implemented method of clause 5 , further comprising: 

compiling a list of approved cryptographic measurements for a plurality of 

configurations for host computing devices; and 

providing the list of approved cryptographic measurements to a trusted third party to 

be attested to by the trusted third party. 

20 

11. The computer implemented method of clause 10, further comprising: 

determining that at least one of a plurality of host computing devices has been patched 

or updated; and 

updating the list of approved cryptographic measurements with a new cryptographic 

25 measurement to account for the patch or update to the host computing devices. 

12. The computer Implemented method of clause 10, wherein the list of approved 

cryptographic measurements is published by the trusted third party to be accessible over a 

network by a plurality of users. 

30 

13. The computer implemented method of clause 8S wherein the list of approved 

cryptographic measurements is provided by the user along with the request to provision the 

virtual machine. 
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14. The computer implemented method of clause 5, wherein the hash 

measurement is based at least in part on one or more of: 

values associated with a basic input/output system (BIOS) of the host computing 

device; 

5 configuration of a hypervisor of the host computing device; 

configuration of a boot operating system of the virtual machine; 

values in one or more hardware configuration registers; or 

firmware in a peripheral component interconnect (PCI) card. 

10 15. A computing system., comprising: 

at least one processor; and 

memory including instructions that, when executed by the processor, cause the 

computing system to: 

receive a request to provision a virtual machine for a user; 

15 select a host computing device for hosting the virtual machine, the host 

computing device including one or more resources for executing the virtual machine; 

obtain a cryptographic measurement of the one or more resources on the 

selected host computing device: and 

determine whether to provide the user with access to the virtual machine on 

20 the host computing device based at least in part on a comparison of the cryptographic 

measurement to one or more reference values. 

16. The computing system of clause 15, wherein determining whether to provide 

the user with access to the virtual machine further comprises: 

25 receiving a selection of a configuration of the host computing device from the user; 

determining an approved cryptographic measurement associated with the selected 

configuration of the host computing device; and 

verifying that the cryptographic measurement matches the approved cryptographic 

measurement associated with the selected configuration of the host computing device. 

30 

17. The computing system, of clause .15, wherein determining whether to provide 

the user with access to the virtual machine further comprises: 

providing the cryptographic measurements to the user in response to the request to 

provision the virtual machine; 

21 



receiving an indication from the user, indicating whether the cryptographic 

measurement is approved by the user; and 

launching the virtual machine on the host computing device in response to receiving 

an indication that the cryptographic measurement is approved. 

5 

18. The computing system of clause 15, wherein determining whether to provide 

the user with access to the virtual machine further comprises: 

retrieving a list of approved cryptographic measurements; 

comparing the cryptographic measurement to the list of approved cryptographic 

10 measurements to determine whether the one or more resources on the selected host 

computing device are acceptable for hosting the virtual machine; and 

launching the virtual machine on the selected host computing device in response to 

determining that the one or more resources are acceptable. 

15 19. The computing system of clause 15, wherein the memory further comprises 

instructions executed by the at least, one processor to cause the computing system to: 

compile a list of approved cryptographic measurements for a plurality of 

configurations for host computing devices; and 

provide the list of approved cryptographic measurements to a trusted third party to be 

20 attested to by the trusted third party. 

20. The computing system of clause 19, wherein the memory further comprises 

instructions executed by the at least one processor to cause the computing system to: 

determine that at least one of a plurality of host computing devices has been patched 

25 or updated; and 

update the list of approved cryptographic measurements with a new cryptographic 

measurement to account for the patch or update to the host computing devices. 

21. The computing system of clause 19, wherein the list of approved 

30 cryptographic measurements is published by the trusted third party to be accessible over a 

network by a plurality of users. 
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22. The computing system of clause 18, wherein the list of approved 

cryptographic measurements is provided by the user along with the request to provision the 

virtual machine. 

[0051] FIG. 9 illustrates a logical arrangement of a set of general components of an 

5 example computing device 900. In this example, the device includes a processor 902 for 

executing instructions that can be stored in a memory device or element 904. As would be 

apparent to one of ordinary skill in the art, the device can include many types of memory, 

data storage, or non-transitory computer-readable storage media, such as a first data, storage 

for program instructions for execution by the processor 902, a separate storage for images or 

10 data, a removable memory for sharing information with other devices, etc. The device 

typically will include some type of display element 906, such as a touch screen or liquid 

crystal display (LCD), although devices such as portable media players might convey 

information via other means, such as through audio speakers. As discussed, the device in 

many embodiments will include at least one input element 908 able to receive conventional 

15 input from a. user. This conventional input can include, for example, a push button, touch 

pad, touch screen, wheel, joystick, keyboard, mouse, keypad, or any other such device or 

element whereby a user can input a command to the device. In some embodiments, however, 

such a device might not include any buttons at all, and might be controlled only through a 

combination of visual and audio commands, such that a user can control the device without 

20 having to be in contact with the device. In some embodiments, the computing device 900 of 

FIG. 9 can include one or more network interface elements 908 for communicating over 

various networks, such as a Wi-Fi, Bluetooth, RF, wired, or wireless communication systems. 

The device in many embodiments can communicate with a network, such as the Internet, and 

may be able to communicate with other such devices. 

25 [0052] As discussed, different approaches can be implemented in various environments 

in accordance with the described embodiments. For example, FIG, 10 illustrates an example 

of an environment 1000 for implementing aspects in accordance with various embodiments. 

As will be appreciated, although a Web-based environment is used for purposes of 

explanation, different environments may be used, as appropriate, to implement various 

30 embodiments. The system includes an electronic client device 1002, which can include any 

appropriate device operable to send and receive requests, messages or information over an 

appropriate network 1004 and convey information back to a user of the device. Examples of 

such client devices include personal computers, cell phones, handheld messaging devices, 
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laptop computers, set-top boxes, personal data assistants, electronic book readers and the like. 

The network can include any appropriate network, including an intranet, the Internet, a 

cellular network, a local area network or any other such network or combination thereof, 

Components used for such a system can depend at least in part upon the type of network 

5 and/or environment selected. Protocols and components for communicating via such a 

network are well known and will not be discussed herein in detail Communication over the 

network can be enabled via wired or wireless connections and combinations thereof. In this 

example, the network includes the Internet, as the environment includes a Web server 1006 

for receiving requests and serving content in response thereto, although for other networks an 

10 alternative device serving a similar purpose could be used, as would be apparent to one of 

ordinary skill in the art, 

[00531 The illustrative environment includes at least one application server 1008 and a 

data store 1010. It should he understood that there can be several application servers, layers 

or other elements, processes or components, which may be chained or otherwise configured, 

15 which can interact to perform tasks such as obtaining data from an appropriate data store. As 

used herein the term "data store" refers to any device or combination of devices capable of 

storing, accessing and retrieving data, which may include any combination and number of 

data servers, databases, data storage devices and data storage media, in any standard, 

distributed or clustered environment. The application server can include any appropriate 

20 hardware and software for integrating with the data store as needed to execute aspects of one 

or more applications for the client device and handling a majority of the data access and 

business logic for an application. The application server provides access control sendees in 

cooperation with the data store and is able to generate content such as text, graphics, audio 

and/or video to be transferred to the user, which may be served to the user by the Web server 

25 in the form of HTML, XML or another appropriate structured language in this example. The 

handling of all requests and responses, as well as the delivery of content between the client 

device 1002 and the application server 1008, can be handled by the Web server 1006. It 

should be understood that the Web and application servers are not required and are merely 

example components, as structured code discussed herein can be executed on any appropriate 

30 device or host machine as discussed elsewhere herein. 

[0054] The data store 1010 can include several separate data tables, databases or other 

data storage mechanisms and media for storing data relating to a particular aspect. For 

example, the data store illustrated includes mechanisms for storing production data 1012 and 
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user information 716, which can be used to serve content for the production side. The data 

store also is shown to include a mechanism for storing log or session data 1014. It should be 

understood that there can be many other aspects that may need to be stored in the data store, 

such as page image information and access rights information, which can be stored in any of 

5 the above listed mechanisms as appropriate or in additional mechanisms in the data store 

1010. The data store 1010 is operable, through logic associated therewith, to receive 

instructions from the application server 1008 and obtain, update or otherwise process data in 

response thereto. In one example, a user might submit a search request for a certain type of 

item. In this case, the data store might access the user information to verify the identity of the 

10 user and can access the catalog detail information to obtain information about items of that 

type. The information can then be returned to the user, such as in a results listing on a Web 

page that the user is able to view via a browser on the user device 1002. Information for a 

particular item of interest can be viewed in a dedicated page or window of the browser. 

[0055] Each server typically will include an operating system that provides executable 

15 program instructions for the general administration and operation of that server and typically 

will include computer-readable medium storing instructions that, when executed by a 

processor of the server, allow the server to perform its intended functions. Suitable 

implementations for the operating system and general functionality of the servers are known 

or commercially available and are readily implemented by persons having ordinary skill in 

20 the art, particularly in light of the disclosure herein. 

[0056] The environment in one embodiment is a distributed computing environment 

utilizing several computer systems and components that are interconnected via 

communication links, using one or more computer networks or direct connections. However, 

it will be appreciated by those of ordinary skill in the art that such a system could operate 

25 equally well in a system ha ving fewer or a greater number of components than are illustrated 

in FIGURE 10, Thus, the depiction of the system 1000 in FIGURE 10 should be taken as 

being Illustrative in nature and not limiting to the scope of the disclosure. 

[0057] Various embodiments discussed or suggested herein can be implemented in a 

wide variety of operating environments, which in some cases can include one or more user 

30 computers, computing devices, or processing devices which can be used to operate any of a 

number of applications. User or client devices can include any of a number of general 

purpose personal computers, such as desktop or laptop computers running a standard 



operating system, as well as cellular, wireless, and handheld devices running mobile software 

and capable of supporting a number of networking and messaging protocols. Such a system 

also can include a number of workstations running any of a variety of commercially-available 

operating systems and other known applications for purposes such as development and 

5 database management. These devices also can include oilier electronic devices, such as 

dummy terminals, thin-clients, gaming systems, and other devices capable of communicating 

via a network. 

[0058] Most embodiments utilize at least one network that would be familiar to those 

skilled in the art for supporting communications using any of a variety of commercially-

10 available protocols, such as TCP/IP, FTP, UPnP, NFS and CIFS, The network can be, for 

example, a local area, network, a wide-area, network, a virtual private network, the Internet, an 

intranet, an extranet, a public switched telephone network, an infrared network, a wireless 

network, and any combination thereof. 

[0059] In embodiments utilizing a Web server, the Web server can run any of a variety of 

15 server or mid-tier applications, including HTTP servers, FTP servers, CGI servers, data 

servers, Java, servers, and business application servers. The server(s) also may be capable of 

executing programs or scripts in response requests from user devices, such as by executing 

one or more Web applications that may be implemented as one or more scripts or programs 

written in any programming language, such as Java®, C, C# or C++-, or any scripting 

20 language, such as Perl, Python, or TCL, as well as combinations thereof. The server(s) may 

also include database servers, including without limitation those commercially available from 

Oracle*"', Microsoft^, Sybase®, and IBM®. 

[0060] The environment can include a variety of data, stores and other memory and 

storage media as discussed above. These can reside in a variety of locations, such as on a 

25 storage medium local to (and/or resident in) one or more of the computers or remote from any 

or all of the computers across the network. In a particular set. of embodiments, the 

information may reside in a storage-area network ("SAN") familiar to those skilled in the art. 

Similarly, any necessary files for performing the functions attributed to the computers, 

servers, or other network devices may be stored locally and/or remotely, as appropriate. 

30 Where a. system includes computerized devices, each such device can include hardware 

elements that may be electrically coupled via a bus, the elements including, for example, at 

least one central processing unit (CPU), at least one input device (e.g., a mouse, keyboard, 
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controller, touch screen, or keypad), and at least one output device (e.g., a display device, 

printer, or speaker). Such a system may also include one or more storage devices, such as 

disk drives, optical storage devices, and solid-state storage devices such as random access 

memory C'RAM-") or read-only memory (''ROM"), as well as removable media devices, 

5 memory cards, flash cards, etc. 

[0061] Such devices also can include a computer-readable storage media reader, a 

communications device (e.g., a. modem, a network card (wireless or wired), an infrared 

communication device, etc.), and working memory as described above. The computer-

readable storage media reader can be connected with, or configured to receive, a computer-

10 readable storage medium, representing remote-, local, fixed, and/or removable storage devices 

as well as storage media for temporarily and/or more permanently containing, storing, 

transmitting, and retrieving computer-readable information. The system and various devices 

also typically will include a number of software applications, modules, services, or other 

elements located within at least one working memory device, including an operating system 

15 and application programs, such as a client application or Web browser. It should be 

appreciated that alternate embodiments may have numerous variations from that described 

above, For example, customized hardware might also be used and/or particular elements 

might be implemented in hardware, software (including portable software, such as applets), 

or both. Further, connection to other computing devices such as network input/output 

20 devices may be employed. 

[0062] Storage media and computer readable media for containing code, or portions of 

code, can include any appropriate media known or used in the art, including storage media 

and communication media, such as but not limited to volatile and non-volatile, removable 

and non-removable media implemented in any method or technology for storage and/or 

25 transmission of information such as computer readable instructions, data structures, program 

modules, or other data., including RAM, ROM, EEPROM, flash memory or other memory 

technology, CD-ROM, digital versatile disk (DVD) or other optical storage, magnetic 

cassettes, magnetic tape, magnetic disk storage or other magnetic storage devices, or any 

other medium which can be used to store the desired information and which can be accessed 

30 by a system device. Based on the disclosure and teachings provided herein, a person of 

ordinary skill in the art will appreciate other ways and/or methods to implement the various 

embodiments. 
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[0063] The specification and drawings are, accordingly, to be regarded in an illustrative 

rather than a restrictive sense. It will, however, he evident that various modifications and 

changes may be made thereunto without departing from the broader spirit and scope of the 

invention as set forth in the claims. 



CLAIMS 

What is claimed is: 

1. A non-transitory computer readable storage medium storing one or more 

sequences of instructions, which when executed by one or more processors to cause a 

computing system to: 

receive a request to provision a virtual machine for a customer, the request 

received from a customer of a service provider hosting a multitenant computing 

environment; 

select a host computing device from a plurality of host computing devices to 

host the virtual machine, the selected host computing device including one or more 

resources for executing the virtual machine; 

provision the virtual machine on the selected host computing device; 

generate a hash measurement of a configuration of the one or more resources on 

the selected host computing device; 

obtain, from the customer, an indication of whether the configuration of the one 

or more resources is acceptable for hosting the virtual machine, the indication being 

based at least in part on a comparison between the hash measurement and a list of 

approved hash measurements; and 

launch the virtual machine on the selected host computing device in response to 

the indication that the configuration of the one or more resources is acceptable. 

2. The non-transitory computer readable storage medium of claim 1, 

wherein the list of approved hash measurements is a trusted list attested to by a trusted 

third party. 

3. The non-transitory computer readable storage medium of claim 1, 

wherein the hash measurement is based at least in part on one or more of: 

values associated with a basic input/output system (BIOS) of the host 

computing device; 

configuration of a hypervisor of the host computing device; 

configuration of a boot operating system of the virtual machine; 

29 



values in one or more hardware configuration registers; or 

firmware in a peripheral component interconnect (PCI) card. 

4. The non-transitory computer readable storage medium of claim 1, 

further comprising instructions executed by one or more processors to cause a 

computing system to: 

provide the hash measurement to the customer in response to the request to 

provision the virtual machine. 

5. A computer implemented method, comprising: 

receiving a request to provision a virtual machine for a user; 

selecting a host computing device for hosting the virtual machine, the host 

computing device including one or more resources for executing the virtual machine; 

obtaining a cryptographic measurement of the one or more resources on the 
selected host computing device; 

receiving a selection of a configuration of the host computing device from the 
user; 

determining an approved cryptographic measurement associated with the 

selected configuration of the host computing device; 

verifying that the cryptographic measurement matches the approved 

cryptographic measurement associated with the selected configuration of the host 

computing device; and 

providing the user with access to the virtual machine on the host computing 

device. 

6. The computer implemented method of claim 5, wherein providing the 

user with access to the virtual machine further comprises: 

providing the cryptographic measurements to the user in response to the request 

to provision the virtual machine; 

receiving an indication from the user, indicating whether the cryptographic 
measurement is approved by the user; and 

launching the virtual machine on the host computing device in response to 

receiving an indication that the cryptographic measurement is approved. 
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7. The computer implemented method of claim 5, wherein providing the 

user with access to the virtual machine further comprises: 

retrieving a list of approved cryptographic measurements; 

comparing the cryptographic measurement to the list of approved cryptographic 

measurements to determine whether the one or more resources on the selected host 

computing device are acceptable for hosting the virtual machine; and 

launching the virtual machine on the selected host computing device in response 

to determining that the one or more resources are acceptable. 

8. The computer implemented method of claim 7, wherein the list of 

approved cryptographic measurements is provided by the user along with the request to 

provision the virtual machine. 

9. The computer implemented method of claim 5, wherein the approved 

cryptographic measurement is generated by a trusted third party and attested to by the 

trusted third party. 

10. The computer implemented method of claim 5, further comprising: 

compiling a list of approved cryptographic measurements for a plurality of 

configurations for host computing devices; and 

providing the list of approved cryptographic measurements to a trusted third 

party to be attested to by the trusted third party. 

11. The computer implemented method of claim 10, further comprising: 

determining that at least one of a plurality of host computing devices has been 

patched or updated; and 

updating the list of approved cryptographic measurements with a new 

cryptographic measurement to account for the patch or update to the host computing 

devices. 

12. The computer implemented method of claim 10, wherein the list of 

approved cryptographic measurements is published by the trusted third party to be 

accessible over a network by a plurality of users. 

13. The computer implemented method of claim 5, wherein the 

cryptographic measurement is based at least in part on one or more of: 
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values associated with a basic input/output system (BIOS) of the host 

computing device; 

configuration of a hypervisor of the host computing device; 

configuration of a boot operating system of the virtual machine; 

values in one or more hardware configuration registers; or 

firmware in a peripheral component interconnect (PCI) card. 

14. A computing system, comprising: 

at least one processor; and 

memory including instructions that, when executed by the processor, cause the 
computing system to: 

receive a request to provision a virtual machine for a user; 

select a host computing device for hosting the virtual machine, the host 

computing device including one or more resources for executing the virtual 

machine; 

obtain a cryptographic measurement of the one or more resources on the 

selected host computing device; 

receive a selection of a configuration of the host computing device from 

the user; 

determine an approved cryptographic measurement associated with the 

selected configuration of the host computing device; 

verify that the cryptographic measurement matches the approved 

cryptographic measurement associated with the selected configuration of the 

host computing device; and 

provide the user with access to the virtual machine on the host 

computing device. 

15. The computing system of claim 14, wherein providing the user with 

access to the virtual machine further comprises: 

providing the cryptographic measurements to the user in response to the request 

to provision the virtual machine; 
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receiving an indication from the user, indicating whether the cryptographic 

measurement is approved by the user; and 

launching the virtual machine on the host computing device in response to 

receiving an indication that the cryptographic measurement is approved. 

16. The computing system of claim 14, wherein providing the user with 

access to the virtual machine further comprises: 

retrieving a list of approved cryptographic measurements; 

comparing the cryptographic measurement to the list of approved cryptographic 

measurements to determine whether the one or more resources on the selected host 

computing device are acceptable for hosting the virtual machine; and 

launching the virtual machine on the selected host computing device in response 

to determining that the one or more resources are acceptable. 

17. The computing system of claim 16, wherein the list of approved 

cryptographic measurements is provided by the user along with the request to provision 

the virtual machine. 

18. The computing system of claim 14, wherein the memory further 

comprises instructions executed by the at least one processor to cause the computing 

system to: 

compile a list of approved cryptographic measurements for a plurality of 

configurations for host computing devices; and 

provide the list of approved cryptographic measurements to a trusted third party 
to be attested to by the trusted third party. 

19. The computing system of claim 18, wherein the memoiy further 

comprises instructions executed by the at least one processor to cause the computing 

system to: 

determine that at least one of a plurality of host computing devices has been 
patched or updated; and 

update the list of approved cryptographic measurements with a new 

cryptographic measurement to account for the patch or update to the host computing 
devices. 
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20. The computing system of claim 18, wherein the list of approved 
cryptographic measurements is published by the trusted third party to be accessible 
over a network by a plurality of users. 
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