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Provi sional Application No. 60/787,915 entitled "High
Speed Medi a Access Control" filled March 31, 2006, and
assigned to the assignee hereof and hereby expressly
incorporated by reference herein. BACKGROUND Fi el d
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Other examples of wireless systems include Wireless Local Area Networks
(WLANSs) such as the IEEE 802.11 standards (i.e. 802.11 (a), (b), or (g)).

Improvements over these networks may be achieved in deploying a Multiple Input
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of the associ ated packet, and a second data structure
poi nt Becqrdimg fo another aspect, a method is disclosed for storing in a first data
structure in a packet buffer the length of a first packet, the sequence number of the
packet, and a second packet buffer location of a second data structure in the packet
buffer, and storing data from the first packet in the second data structure identified by
the stored second packet buffer location.

According to another aspect, a method is disclosed for storing a plurality of

packets in a packet buffer, cach packet stored with an associated first data structure and
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t he associ ated packet and a next second data structure
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flow; a memory interface operable with a third memory, configured in the second mode
to be operative to store packets for each of the plurality of communication flows; and a
processor sclecting a selected mode as the first mode or the second mode, configuring

the first memory according to the selected mode, configuring the second memory
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According to another aspect, a wireless communication device is described
which includes a first memory storing a pointer for each of a plurality of communication
flows, each pointer indicating a location associated with the respective communication

flow; and a second memory storing a plurality of sets of one or more parameters for
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athird menory in the second node to be operafive to
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c ni cation flows., BRI EF DESCRI PTI ON OF THE DRAW .
FGREHY o EftenPnica S Lok b BB I P& IR P Peavith the
EQPIBERE eahhRAicaNSE BWCaRFRuENLh sSHPRAhdHMAY iR tHUfREmMo8E to store
user s;}OOZl FIG 2 depicts aspects of a wireless
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tahrafied plufali®23] contrfunidatid@flziss cavh sendshierse mhore hadndies stored

processor confi géjr ed for an access,6 . , .

in the location indicated by the pointer associated with the respective communication

flow, and configuring a memory interface operable with a third memory in the second

mode to be operative to store packets for each of the plurality of communication flows.

BRIEF DESCRIPTION OF THE DRAWINGS
[0020] FIG. 1 is a general block diagram of a wireless communication system capable

of supporting a number of users;



point; [0024] FIG 5 depicts a nore detail ed exanple
enbodi nent of a wireless comuni cation device; [0025]
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[0037]
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[0040]

buffer; [0026] FIG 7 further illustrates an exanple
packet buffer: [0027] FIG 8 fepicts additional
conponents that nay be deployed within a MAC

procepror 2 dPREShsgeb® of a dLREICES cAIMBYRIME BB IWVARAt may be
of a nmethod Tor witing packets into a packet buffer

eardicorasdasiangcepse neist of @ERGIMMRLG. 10 il lustrates an

exanp e di nent of, a.host taq subsyst e 0Q3
f o iDL R R BRireRenh S R SR B o user
ekmmalX fl ow state table; [0031] FIG 12 depicts an

exanpl e enbodi nent of nethod for performng ingress
pol i cFHg; 4 dops]ancerabodimeny o3 M AleBrogesser gerijeared for an access

pdi nent of a nmethod of ingress policing; [0033]

> 14 depi cts an exanpl e enbodi nent of a FlIFO
[ 0034FIGI G ddpidts | aisiroat edetaitcdexamplipée perobeEsicof of a wircless
breaking.a MSDU into one or nore fragnments; [0035]
RRINURISANGRICS: a concept ual configuration of an

ar bi t £1G i gYHRN MG Ple WhbbitbR: &fa SIRKS DIBREPry writes;
[0036] FIG "17 depicts an exanpl e enbodi nent of a
por t i BHG.of fugtheii itle$tedss apanempleqackabutfeni ce confi gur ed

ot 2aPBOCh (Rpl SESHA cbPERo Rt Sl ERlo TR, mac
pfY@&ébr; FI G 18 depicts an exanpl e enbodi ment

Illustrating various conponents of a | ower MAC core; '

[ 0038F1(r| Gdepigs ga pixemplcagmbeodimpiteofcie mathod doe mtsidiaiz magkets into a
f L of .a | ower. MAC core processor; [0039]

ﬁa[cé%t %g%lrlaﬁ%g]ie?té ueé\lns’exan'pl e interlock; [0040] FIG

2 1 deps.ciosillagratosanpixempriatiodanént of a dostite KV ILAN[sQB4Eiem;
FIG 22 depicts additional conponents of an ex
e

mbodfHent! dspicts 3ngRpempigaemiastimentad taegontanty of%f‘g&'&%@we table;
o KPR £ SRR PSSR LA R s
RAigimpws an exanpl e | egacy protocol engi ne connected
with lglo(?.cl‘%ehllilsa‘}llrates an example embodiment of a method of ingress policing;

FIG. 14 depicts an example embodiment of a FIFO;

FIG. 15 illustrates an example process of breaking a MSDU into one or more
fragments;

FIG. 16 depicts a conceptual configuration of an arbiter in conjunction with two
Of Mmore memory writes;

FIG. 17 depicts an example embodiment of a portion of a wireless
communication device configured to support a relatively large plurality of EDCA
queues using a smaller, fixed set of standard EDCA queues;

FIG. 18 depicts an example embodiment illustrating various components of a
lower MAC core;

FIG. 19 depicts an example detailed embodiment of a section of a lower MAC
COre processor;

FIG. 20 illustrates an example interlock;

FIG. 21 depicts an example embodiment of a link ID;



links to a PHY; [0045] FIG 26 depicts an exanple
enbodi nent further detailing the MAC processing of

wo e@ndniip9 packets; [0046] FIG 27 depicts an eRERPE®07/065678

[0041]

[0042]

[0043]

[0044]

[0045]

[0046]
[0047]

[0048]

[0049]

[0050]
[0051]

[0052]

[0053]

[0054]

[0055]

[0056]

[0057]

[0058]

[0059]

format of an A-MPDU; [0047] FIG 28 depicts an exanple
enbodi ment illustrating recei Ve conponents of a | ower
MAC core; [0048] FIG 29 depicts an exanpl e enbodi nent

of a Pm.dz&aagai&@kah_@m@ﬁﬂf dosoRentl OF a8 Hafipld &hBdAIALAt of a lower
[0049] FIG 30 depicts an exanpl e enbodi nent of a

Nex@werce tabl e configured for use in an access point

or su tation: [005 FlG. 3.1 .depi an exanpl e
ool e Gplhing PR sribeinth R ERisies) B e 55

depi CFEG. a3 shyaph exanple gaenproddcoberpiidiod for

configuring hardware tables and nenory in various

confi glﬁaﬁg ghesys ppesapplE|lezacg prefeprl cangingncoaneeed ati conceptual
:oNf | ion for a portion of a packet buffer

g@%?#%gﬁg%’to support RX packet arrays; [0053] FIG 34

I || usFr@atZsdaicte xarpampleraktiodirecd fpirthardetalige the M AiCOprocessing
. rel ess networks, including ingress policing and

é%?%ﬁp¥@wﬁgg§d handof f; [0054] FIG 35 depicts an

exanplg; e e ex%lfp?e fEehast ahl A Wedhet i ng the

operation of "a handoff decision block and a handof f

engi nEIG.[ ZX8&]ictrla@. ex@61pld kmbodiatess ilustretxaprpiceive components of a
prog& nt of a method for perform ng a handoff

ST 810N;°°f9056] FIG 37 illustrates an exanpl e

enbodirgnto @épicts MRIRQFpIOEMPERHESSHMNE hardwaeetabRdconfigured for a
packet ; 005%1 FIG 38 illustrates an exanple

BYeh t of a nmethod for processing one or nore

ol ey L EL S IR 35 P g or e

froin dtaesd @bfnt of OGRBftafdc. 40 il lustrates an exanple
deci sion state table;[0060] FIG 4 1 illustrates an
exampl 0 eruslsaiciet cxgmple ¢mbrimentpien&X flogeigte abls; 42

) L 85047 G TR 5P, o A i oo
tabtcs abd epmesye th $0ious noleidungioaspacket buffer in a
oL 05 B oPEES arte
configured to support RX packet arrays;

FIG. 34 illustrates an example end-to-end priority scheme for wireless networks,
including ingress policing and priority-based handoff;

FIG. 35 depicts an example embodiment of a method illustrating the operation
of a handoff decision block and a handoff engine;

FIG. 36 illustrates an example embodiment of a method for performing a
handoff decision,;

FIG. 37 illustrates an example embodiment of a method for processing a
received packet;

FIG. 38 illustrates an example embodiment of a method for processing one or
more handoff queues;

FIG. 39 depicts an example embodiment of a method of determining flows
available for handoff;

FIG. 40 illustrates an example decision state table;



i mredi ate bl ock acknow edgnent request; [0064] FIG 45
depi cts an exanpl e enbodi nent of the nethod for

wo emponddng to a bl ock acknow edgenent; [ 0065]PEI/G52046065678

[0060]

[0061]

[0062]

[0063]

[0064]

[0065]

[0066]

[0067]

[0068]

[0069]

[0070]

[0071]

[0072]

[0073]

[0074]

[0075]

[0076]

[0077]

[0078]

[0079]
[0080]

depi cts an exanpl e enbodi nent of a nethod for
utilizing a ping-pong node arPay cache in a
retransm ssion process; [0066] FIG 47 depicts an

exanpER; e agiRRtanQk ap RV Ith&ft 0P § hh &I fiGuc;
unschedul ed automatic power save delivery; [0067] FIG

48 i | Flfst42atlegrags 2alcxempletesn todboctit o€ ameatieys foy performamghandoff,
L IS AR RS <3k PR L FERUELR rB guer i o

exanp wWTe ni-ca
haelobditngtdb® MAC processors, including a first MAC
processor and a second MAC processor enbodied in a

m cr oploch slepicts| gpemyImple gmylimentyak p anetiod Jpie eesgorgting to an

Q%I&wfx]iliatfe'b?&#%%ﬁlfcﬁblelﬁ?%{éé@][réﬁgfﬁ.”d queui ng; [0070] FIG 5

ustrates aspec fi-flow packet buffering
and qBEmi43giep[ciafildxakiple crbRodilmkntsifitiad msthad peatspontiing to a block
n%gor managenment for high speed nedia access control;
P9 2{edepments3 | | ustrates aspects of nulti-flow nedia

acc esﬁ1(|§.0415t iQicts b ngﬂlgl'él Sbodftnddt oSt rﬁ@tihsié Cf_:‘@tslgcg&tl@ Phing-pong

mul ti-flow media access control; [0074] F
nddeustayands iaspecirsnossiangrocgsbe f1 ow nul ti pl exi ng for

hi gh e di.a access cgntro];,[0075]. FIG 5 .
| PustREs 92" B0kt &% orcasdif eGRbIUREIn & i giviRgledsy performing
GRYTHRI S&PdUt @R tRY SR Fsal QR0 G 57 illustrates

aspects of shadow caches serving as queues-in-service

and qbKued? ilkuswaics j angaltqrogy Fmtpdaneg glapldyirg mereghan one MAC

ﬁﬁsoggs%éls of ingress policing; [0078] FIG 59

Strates aspects of ingress policing; [0079] FIG

60 i | FIGt4atesctespestagmpty cinbgdiaRat POLiwirdless @ath{E8h device

FIG 6 1 illustrates aspects of media access control

mstudingtvyon Ve yroesin daclpgng a st pESCmreeseay gndgpageond MAC
ri S M ai l ed bel ow, one or nore of

%%icé wﬁ%@%ﬁ%@ﬁb@%ﬁ#ﬁggﬁy gi ven enbodi nent. Aspects

di scl BRedOhdneracssupqeor df rulgHlow pidkiechdftringpad gicwang;

N ER P LRLE JAN Pl B 0
t echnpl@%2ei$istralfleaspEREBE ficMbANmrafa RBRMARI i JoM® media access
control;

FIG. 53 illustrates aspects of multi-flow media access control;

FIG. 54 illustrates aspects of multi-flow media access control;

FIG. 55 illustrates aspects of multiple flow multiplexing for high speed media
access control;

FIG. 56 illustrates aspects of aggregation in a high speed communication
System;

FIG. 57 illustrates aspects of shadow caches serving as queues-in-service and
queues-in-waiting;

FIG. 58 illustrates aspects of ingress policing;

FIG. 59 illustrates aspects of ingress policing;

FIG. 60 illustrates aspects of ingress policing; and

FIG. 61 illustrates aspects of media access control for low-latency response.



frequency band nodes, 20 MHz and 40 MHz. It supports
bit rates in excess of 100 Mops (mllion bits per

W@ emont199 ncl udi ng up to 300 Mops in channel beeTUsTDTIBGS678

[0081]

[0082]

[0083]

of 20 MHz, and up to 600 Mops in channel bandw dths of
40 MHz. Various alternate WARs are al so supported,
i ncluding those with nore than two frequency band
nodes, and any nunber of supported bit rates. [0082]
Various aspects preserve the sinplicity and robustness
of the distributed OIOFAIIAED DESCOREFEIYONN of | egacy
WLAN systens xanmpl es of h systens are. found i .
02, 104105 By o AP b eflsd K06 G aft kBt e combined
pnhedéirentsbodihche Achdcavaiselvdid! IRrdRisippirnhigBlybaakient 6beration
conpatibility with such IegaCé(systens..(hbte that, in
WHE hex dvglpbitonteoB LN muysical hysissfos mimagyanpéications using newly
' . y t h f.ski i.n:
PREfEe HnfisER REMASARTY ' BB CORAAR! S hbblcin o
Bequuaopadtndhedes, t20 MH2zambte Mist dosugods ditanadaridsexess of 100
083] .One_or nore exenpl ary aspects described herei.
> §’é‘_f19f;% Ptth p?fnse@w@daﬁ_t@sag ugfto §5&A¥@Sé§_§h6%‘%eé ban(?mgths of 20
SAMTURY GAtd Q0D BT Behaiii] bEn Mei YD F\/If—l%' @ar%@ltaﬁéhaﬂe%’ LANSs

advant ageous, different enbodi nents of the disclosure

a el doesup partadp orchtden hosaivith enen thaartwior forywentysbamd modes, and any
configurations.,.ln general, the various systens

BeBbe e aH S “be Tor med usi ng "

sof t WyhBo@ORtFRls PebsBveCASS Siilicithit 8GN asRdteld & the, distributed
or discrete logic. The data, instructions, conmands,
Pasirdinaten eperatéingeralegacysYiidY systems camples R aechnaytepts are found
{negﬁ.fpgae-ght Iﬂlg l?'lg\ba%ltg eg %? él?eg%ﬁoc %telmoo%d?nrleents may, be achieved while
advant agedusl y represente y vol'tages, Cur ' ent s,
elhitdihagageivan] Yavpstibiliggnahi qichilegals ofstepd t iNbeSthat, in the

optical fields or particles, or a conbinatjon thereof.
fiepcEpidnn bdow. kel Iotvsterys shohdssariedcas pmele lagasysystems. Those

repr t - t t : :
TR RGOSR APCONBLR, TR0 RIS plE AL i
aferhdte syt@sentd dirglatdsgur e. The word "exenplary” is

used herein to nmean "serving as exanpl e, .i nst ance,

or il BB% OF BT R MDAy “ePRyou SSembedEEdp ig‘gﬁ‘e%i’t qbﬁnﬁﬂ%gonte’“ of a
WEREP UL YonnSuri@ioR &G &S8R Whle Qe REHEPMRE HREx@R] advantageous,
preferred or advantageous over other

diffsociit eerbpdinjcde8a] thEdBcloguticthaysbe micepossteshil diffprent environments
embodi nents of, a system 100, conpri si,n n,Access

SoeRtt RO o An el dous SV B SR B MERER frayapg formed
(148 (o fHRBA-conhbl1dd pREER6MANE S el tiB0iks, Jor Mdiscrete logic. The data,

term nol ogy, in this docunent the AP and the Uls are
HisEuctions.e cpwEnangs.asnfermaatiopn ssighal STAgNbOthe andcelipyubat may be

BPSFICRA A0 P SERAL 0PRS8O LARELA Ry o

exa

sirasnda eiis tromb@idtie dvala\urdgne AS fidkie @r perteia, ofthral fiddsror particles,
base station can be used interchangeably with the term

Bct €8TOFBIiAR thererd. ¢ b #didan heplockarhedhimeadhsdlack diagram may
fe%e%&?thﬂﬁg@@'}%l ¥r Whithod I'k?epg.er Wpethtf steps can be interchanged without

departing from the scope of the present disclosure. The word “exemplary” is used

2

herein to mean “serving as an example, instance, or illustration.” Any embodiment
described herein as “exemplary” is not necessarily to be construed as preferred or

advantageous over other embodiments.



equi pnent (UE), subscriber unit, subscriber station,
access termnal, renote termnal, nobile station, or

w@ehen1:aey respondi ng terns known in the art. TPET/US00T/065678

[0084]

[0085]

[0086]

nobi |l e station enconpasses fixed wirel ess
appl i cations. [0085] Note al s that user termnals 106
may conmmuni cate directly with one another. The Direct

Li nk Pt @Clﬂhstfa@splxenhﬁlﬁﬂyoglﬂﬁgdinﬁﬁts%)fgalsﬂs{eﬁQ 108! b&MPrising an

a STAto forward franmes directly to another
deetss Raint 6AP BT wprmfrphqdao Bag ptm@esr US@eT@émna(léB@F s) 106A —N. In

C%%}%%JEI\?\%] lvmt% %)(?; A af rrmno 0 APZ:% sﬂéls g\é?{l}rlflg h%n%blp gﬁkﬁ Ejal"s arc also
Bférre@(t@m| @atloﬁh@ ok “LH@QG ”ﬂl%ﬂkclﬁﬁ@e@ BIYspory doeribed H@Gin are also
with any conbi nation of STAs. Ad hoc networks of use
mlwwan@, othey thReSTryBigMAHFamIleingHids dhe colular @a@@rds detailed

AISE XLt LR IERURGE R0 LR EpDSy Y e
amﬂsst IbtﬁntUTEhfI:&ﬂfﬁummC'&hﬁln‘al eanV¥¢ edcdsiatekahmageaBlyedith the terms user
DL M e e PSSt SRR BT i
AN 12000y ol @Qﬁfesgbﬁ&ihg %&nﬁs’ﬂﬂow@ﬁ gt | Yne %?Iﬁerﬁc?‘olle station

poi nt 104 conmuni cat nunber of external
dmwnm@ssesﬁxgdwuebs&a@phpalqmstmrk 102. Network 102 nmay

be th t . i nt ) t h

wi el S8t 1 b psEdprbt SaBh m BorebERHE ASeE b ape another
he RS LG Pfo%/c%'l PILgNah&oduRm vyhgonetwp ralﬂotw@ d B®A to forward
access pOI nt vices Oor processes nay

tomaedirecdlytto an@thw&dgtln@@no%“agfmbmsa Beaﬂc \$|312’¥1Q§0$ﬂ’q €85 olegntrolled
oo o8 "ol a5 s50uf R 30 el it s o

faaes, Per S‘eﬁﬁhﬁiblepl @ thaiepé@c&nstm S(IB$§;A$r)a,y eonpuhed Swith any
of various t t ops, persanal conputers,

gRIrRisetian ehs AcSer rﬁch EP% ngfwagks of yisey ferginply, ey e darmed which
S8Hfifhu at%a%ﬁﬁae‘ac?cﬁﬁa% e(w.?rele@@%r Ak Pﬂﬂu&ﬁhgté;@: o ethe myriad

any other type o ata devi ce. ocesses may i
vahmanicytideormaatkaoenmmheiactat i ons, etc. Vari ous data

t h ing t i ts,
i oh g e SRR BT 651 Gt NOTIRPJioRE LIy O8f (WLAN)
1320“ Vg ﬁle(&a@?@dlﬁl@&@ fdbﬁH@@ bEl@QfSWLmImslePngﬂ%g%&?MlMo OFDM

depl oyed with a centralized AP 104. '
SOty nHo%eermwmw Ha0 ARyibe anpeviegkso diAPenOptipmallynaccess point 104
al ternat e enfhodi nent . dir.e erto- peer :
CMRIRRES: O Bt vibihet b SHePiladr s REcBmmas g, network 102
WeetwbrkOdR frhabd eSInk@ndthen sit&heiMor agy WiHek AR dapRRI8ftor optical
to those of skill in the art, exanpl es of which are

ngthgsk r toadcdsien oM %ﬁ?essthﬁtplﬂﬁlcﬁ]a&w@feﬂg’é@tls dprn ghegnetwork to the
chc%é g&b"i‘ﬁt%#fs és)}l gggpgfgc%”{)&aggg B8£%ec%8 8 %&X&?Eﬁ 24 gryas UTs (or
hﬂ&oﬁneoﬁonmhﬁfe@u’ith) on WBANJMO Examples of devices that may be connected
to ecither network 102 or WLAN 120 include phones, Personal Digital Assistants
(PDAs), computers of wvarious types (laptops, personal computers, workstations,
terminals of any type), video devices such as cameras, camcorders, webcams, and
virtually any other type of data device. Processes may include voice, video, data
communications, etc.  Various data streams may have varying transmission

requirements, which may be accommodated by using varying Quality of Service (QoS)

techniques.



[0088] In one enbodi nent, AP 104 provides Ethernet
adaptation. In this case, an | P router may be depl oyed
WO pooaddiipd on to the AP to provide connection tRPCHES2NOT/H65678

102 (details not shown). Ethernet frames may be
transferred between the routell and the UTs 106 over
t he WLAN sub-network (detail ed bel ow). Ethernet

[0087] adapt g{dt&n P(Hﬁn%%/nB@CddplﬁyteM RItE SRLhtrlDRYNAP NN ANTUTs 106
[0089] "I n an alteéernate enbodi ment, the AP 104 provides
ccnnm@alp@tatmdhthe AP tnhans cozhodimertie Ingn aléftrsatasmbome@m@rect peer-
[out er f ar th L af ted UTs det
S%%%nfomfnﬁm%ch] %n %gf enf %ary t}%ac tlg:g,u\lee dmt%ilﬁcatlons to
thaesyRRml Q4 01 sadpparent fd‘lﬁhobﬂ'%flsﬁﬁl i Hlead@,ptsmmés aNe&vhich are
connectivity are well known in the art. [0090] FIG 2
dsireted bgloye c tAnyoptafomimay Be setc Bpn#s éafﬂg@ﬁpddé\? teembodiments

0
S BRI " A0 ARTRE ALY o34, 2P Yo o
exracmioa b8dodl). suitabl e for deploynment in system 100.

ot L9l B RS ) SRR R Gath T o, 1

fdﬁ@ér%iéﬁ Qetd%@‘égecf N 28BFHP &mﬁwA@WBbﬁa@tdoﬁH&uoh o tlRwork 102
exanpl €, sor 210 carries out tasks that are

f@taels medshownl)eEdlemeaﬁraﬁfGB nmawde détansfagks betieen the router and the UTs

T Prifadfe WHaR GBE EGeHE  SEkllepePrBRiea ) SpFoadedayon and

gétﬁlect@ﬁty\’@ébveﬁfknbﬁrﬁkﬁﬂﬁ%ﬁ ormed in conj unctl on with
various ot her conponents or bl ocks. Processor 210 may

00891 be a Bomer Hmpapdmire: Bprik 454 @row@psdul)gmntatgmgn@l this case,
Elr AP ERONs éD%P%/r%X/P%lte% 3P t%gl S é %Hﬁrfe%%% Iﬂ"sogdﬁt% not shown) In this

rocessor connec purp

bt dwRardatapfanas agt bd Bowtad b Uthe t ABKIA( d)ehﬁ?d |ff:bnlﬂQhe UTs 106. IP
shown). Various applications nmay be run on externally

adnntdion ead prncetd by are welidmona mithedit-er nal | y connect ed
[0090] CONPULRE. ?r ?Yc‘?sr bkt Wﬁkwﬁ&@&egth&ﬂmc%n rd%c@ Nyw#th may be

addi t1 onal processor wthin wreless conmuni cati’on
denfignecdlancdB6 poimotl 04 wvusps tevmimahyl 06 UNA omirglesce@msunication

10 itself T sor 210 i s shown nnect ed
(v lﬁ@ﬁﬁwﬁé‘ﬁ%ﬂm %ﬂﬁ)‘fﬁ‘&; Ao tn gy En Y. ng data as
[0oo1] el I Az Last mypt isoﬂipl(fn%rd R)eﬁofe%fﬂlnag v\éﬁét‘tyoHﬁ t&%@%g%gswlreless
and met hodsdescri bed herein, many hers. Those of

gkhmhnncmthm alezmrce, mdhlldmgd@fgqsu ﬁ?& pérdermregroroy@icatens.be In  this

L e are) s Tis DL T iR OB TGS (8 Ter e G tasks.

pbxoglﬁﬁﬁ@ft% 280embddindn@ dctaikh Yo ORIREEAR Mol Bridk ACERSAHes such
210 y conprise one or nore input and/or

kD nﬁrfwmdt bso wsoceaseardiless orellvas daskarnsriganed jaheapiupetion with

%%gbugr &’hel[ 13@1&&?9'0@ ﬁ%gﬁsss lg%?%;sg% 2(1 Way pﬁeo %%I%ral-purpose

IS conne 0O processor n many

aidroptoneRt:s deligitall edgring| aceshC(PSRK agsar sp%él@l p@HdQ MBocessor.
Iﬂllrogclgssgp %%’ may be connected with special-purpose hardware to assist in various
tasks (details not shown). Various applications may be run on externally connected
processors, such as an externally connected computer or over a network connection,
may run on an additional processor within wireless communication device 104 or 106
(not shown), or may run on processor 210 itself.

[0092] Processor 210 is shown connected with memory 220, which may be used for

storing data as well as instructions for performing various procedures and methods



processi ng of packets, i.e. at |line speed. In general,
| ower rate processing, or "firmvare" tasks, will be

w@eeootared by processor 210 in conjunction w tPCT/UE2967/065678

[0093]

[0094]

[0095]

speed" processing, typically handl ed by MAC processor
240. MAC processor 240 delivels data for transm ssion
to physical |ayer (PHY) 260 for transm ssion on W.AN

d2QribalkkrBih O5RSSESy SBtA. fmee kiR G0he raﬁ%ﬂll?’r@fbg%ke%ﬁ%emory

120. Processor 210 may al so receive physical |ayer
421 mazbg empiess odencaon mofecanempacteat ey of vegausiigpes, that may

b Br R ol or B W b Gy "B RAPEGROGhcgmaccred o

pelctsser @d0f evhadid ni5Cebmpsd oa dHiho2®Anpwtl hnddé bltput functions,
accordance with the specification of the comrunication
exasnden Srviygls prsrvecllneopor indle #%: t he wirel ess

COMUR [ ' r [ 4 0

20 7 QISR MBS P! AT rick¥ibor PV R orlfe PP REr 210 1n
aaapfodithg cinbolihenphyciital bdleyeMAE qirbessri4d) pdrforms high speed
net wor k 1?2. @g opti onal net V\&rk processor 280 may be .
H@ﬁ?séi}]édo PAELLi Ve Andme e 'tlnac‘s’@B?ra’n'QWFB Igfge processing, or
PR £8P tdsRY Sl Y #&%ﬁﬁ%bi%c@&op Bl0 AN&njRREVR WK th “line speed”

connecti on 110. THe network processor may'recel ve and '
piicessing, thatic!lyohawdEdplyyo d&5E qro@4epruZion g My prgqeesasf240 delivers

ta f t.. I t detail ed fyurt
B don TrmBsionif Py Hefiace (Bs 4 2P ROy e YA 120, and
koo @utORABmMAFH A0 NRAENvEKd WL ANtNE. Bfdckssod PESRaf8lsd receive
may be referred to herein as flows. Flows nmay have

plufsteat dayer difaraadtnsegoss date tarfarmmpclcsy forrautghiing pwat(generally in
rocessin n.th e of I.cat.i.0 SSQCI

Rl e A et i

gdlaicaglttorand ecteg dIfastn PRIEDOY will Bovih {c¢briancow e fial dp¢cification of

havi ng hi gher throughput requirenents than voice)., . )

DS PP MAMICIHOP ISV H S| B H¥StEPe supested by dhe prelepoequamppigstion device

beYt o have higher data integrity requirenments (i.e.,

vol ce may be tolerant of sone packet |oss, file

t r ansivexC ipsocgssoe 24 togcivad aldetranminfdapadk edbnrleotse) 110 according to

0095]. MAC processor 24g recej v:a fl ow dat:il, t he
R ooy B BT S PLAFRITE d03s AP nshprpesssor 250
g vhlaepodat @ RaGKELRI rfhsRACALrdMY bahe FRRicaMAGer of network 102

processor” 240 retrieves packets for transm ssion on '
WL ANdrRd netvalte cowbction 440t A swiworkrpradéssamaietdcoiee sind deliver

em HY 260. ckets receiv on. W.AN 120
17 &) MaCiod%y 3RS TEERE 4F S Gt datiiny appackets are
d&RilddofuMher PEIOGESIRRE ard QlteiBicCdutS FRIAS WHERR WRllNaeketto one of
buf fer 250. MAC gr ocessor 240 retrieves RX packets

oidrrpakiden theprter Thew dasr maw|tievisfoyredrio hetaip ek flows. Flows may
Ne&L. | 0. (Qr: i onal , )

RIS SALhAMAL RO Bl 1P P IRABESR0E g A o ot

290 cetidinghisoa it s wathehel @bl IFed chahple, videwr diowusice may be characterized

enbodi ments detajled below identify aspects for

pertbreiy HPYR-plee itk haying Sidich ghogehnuh gpgygsments than
@51@@)_5 nﬂ/ltany b&G edbﬁﬁcatiﬂﬂg alR9E&SRnsitive to latency, but may have higher data

integrity requirements (i.c., voice may be tolerant of some packet loss, file transfer is
generally intolerant of packet loss).

MAC processor 240 receives flow data, the process of which is referred to as
ingress, and stores the flow data packets in packet buffer 250. MAC processor 240

retrieves packets for transmission on WLAN 120, referred to as transmit or TX, and



[0096] While ingress and egress are identified with
network 110, and RX and TX are identified with W.AN

wa2®7/11319¢ he exanpl e shown, MAC processor 240 PEHUR®07/065678

[0096]

[0097]

[0098]

[0099]

suitably depl oyed for operation with any egress or
i ngress function, as well as bhy type of receive or
transmt function. Flow classification may be

BENGAY 1Bk BYPHRY D6V qfacké‘t@ k&RiIVERYONPW LA  DgladfdrRd to as receive or
processor 210 or network processor 280, or in any

BXhere @Qhwe@ldl feorn&ﬁﬁéﬂéﬁtto MACipgoggesdr Mﬁovmlchrstqrhsetham in packet

e’ d b e ed I
243, AP Bl 58 SRl GBS B Mgt pr 250 tor
8¢1885E9n r%hﬁork[ Mﬂ@dtlo\‘iy-m (@l @itﬁﬂal(?ﬁé’t%ﬂi pedidssor 280) a process
S|gnaI|ng (i.e. 802.1 1 or other standards) may
Teshifunt egtced Baemelenpadket PEfrnbQ amb@(i@e@tﬁsare M&z@ﬂed below.

?%@é&"%@%%’ et IS T TRk Pty g pepd packe

pocassthgrfecaiguss tfamsrmtBieWelQﬁQndAglreM:’DU may al so be

referred to as rane. e
encap ﬂﬁtléélreﬁ%a%i{ SF1RYyl BC rn%@e%eiaﬂ%tmwg %Uhfé) PP frayd TX are
ﬁﬁnﬁ§é@®ftﬁ dVERNaISZOamf thé @?amlﬁla tsﬁ(gv{)@tI\QA isomnag rﬂgybe suitably

l'oy any conversion technique, and term nol ogy
daﬂqyadnfoalaperamane&mhr‘@othgms r 1ﬁg1@slsb£1uktlom,r ases/pbm:d;l oy type of

to . b df
(er VB Gk PR Gt oo s eSS AR e, B DGyt S diver, which

My ee ihBLOEITBE hRRessbNg| 018} RetwdHP PRICeBE @80.28e% 4Bf other suitable
channel s (including nmulticast as well as unicast

eqrapdnicey, gadk efteél) knayo in ﬁtq gh f\orieas drizag way beulspbyheérto allow
W ngocgss%n (£ %]et o@(iat2 talges gr?ﬁtsaﬁXWthePsges cte.

srvers a recerver and

tr anSWEAIGrrelafédtcoﬁﬂrélf@ﬂ s[@mhﬁigE(ileOB@ﬂll Br aciedtirRiafi) tay also be
enbodi nent )b In one enbaodi nent, PHY 260 incl udes an
erPRYBIHAH DEreqhdr ) Pondivarisns (VI M exdiraigopldpepUnits (MPDUS)

% ﬁsctﬁ%hay 9%’:' Pﬁz%%%?ﬁ%@it A IntrlJtF éﬁi%& dr :dgléTered to and

fc—lablpeldl froM HGD)( 26|0t exif MPEU nQ 2o b ivfdrrednal aM1 $@mar éVhen a single

SRR e s s el @i TR ESD B R efered o 0 o

£9mBE MR TRERR tIm 163 b Folicl d 1
S80S I A0 AP RSR o, iy

@mvammpamsamdﬁ@mw DPERIANEK ddr8Epodgvionarious MAC IDs may
EI\/S 27, 2003, the . :
BR G HoL g RS HPABbNE stk ore SRk PR By gy phvsial

hyer REGHRAGE, IRELEINE suppdrRibRAtates FHPSIn A8 (B ch@ihg MGHdEe as well
Single Input Miultiple Qutput (SIMD) or Single I'nput

&i Hybast ls{p@cl(eg)swdlslywef%maq aud pojoupthep paramsteshown
Conneﬁfﬁd (% E]E% %Qta%ggﬂf %‘7 aIfAcé\lVeﬁnXd lelégqg(::’hrlr(g{] Post.h a receiver and

ant ennas may N vari ous e

faisaiinas bai7dthepynabelcpldged troar dlesisare tmdodinfeadeiM@®norRmbodiment,
W.AN 120. O 101] PHY 260 may conprise .a spati al

BHSc e%@orm HAgso it P iEhagony v&yrwe@@eh Dygisipp e Multiplexing  (OFDM)

transceiver, which may be operated with a Multiple Input Multiple Output (MIMO) or
Multiple Input Single Output (MISO) interface.

MIMO, and MISO are known to those of skill in the art. Various example
OFDM, MIMO and MISO transceivers are detailed in co-pending U.S. Patent
Application Serial No. 10/650,295, entitled “FREQUENCY-INDEPENDENT
SPATIAL-PROCESSING FOR WIDEBAND MISO AND MIMO SYSTEMS”, filed



one or nore antennas 270. The spatial processor may
process the data for transm ssion independently for
we@aomh/1gndenna or jointly process the recei ved BCTOS1087/065678

on all antennas. Exanpl es of the independent

processing may be based on chkthnel estinmates, feedback

fromthe UT, channel inversion, or a variety of other

I«xﬁgﬁb@ '2qUQ§O3k ROWEhddNo tthe alidnee -Bk' %@?I‘ég&l% %bﬁ‘l%a't@n and incorporated
erf or ned u5|ng any of a variety of spatial processing
eedfpicgerchereivarAlsusate eahsdisiontsrnan fnctudp SinglpénpugMultiple Output

m t ut| i zi ean1steer|ng
i BRAGrsips gty SR L ST APor BRI Gues t o ncr ease
[00100]t hr oughpruml 19 sBéWin Eélﬁﬁb@d@h‘t&ﬁa’ht@tﬁﬁﬁ 2V@MINNA ny Ml PE antennas
enbodi nents, in which OFDM synbols are transmtted,

RE b§r§at>n>oatedpn veeewombRgmenhp AnkanaublGpay bgused to transmit and
g;ggg%ﬁ (proceSS|ng each of the OFDM subcarriers
sore erre to as tones), or bins. [00102] In an
[00101] exanpPHYSY&Y miay cohmpridPa (spatiahpyocSIsbr irs u@hmaﬁlcatldﬂl' itireich of the

have N ant ennas,_and an exanple UT may have

Opft YrREES amgiape2 U} o Thespatigy B?O?@%"thﬁ%}’ B@@@%é’ﬁe figa for transmission
f ecﬁéﬁrd@ﬁtl Plortdih AeAidod fofht ro@bsg d Fetcé(w@(fl %Bﬁ% i@l all antennas.

ues for 1nproving th oug put using
Hmmplpd; ef phatihdepgnderit povassing triag barl:tased on ah&mab@tﬂﬁam@ feedback

ran ver STTD st e o refer ed to
RePnAT i, Rty T Peah B P fh e gre. The
prodeRMEAS Be AR dSB8M aﬁ? P8 Sfaﬁét%r of Bsut@NpRBABMgaschRiques. Various
singl e stream of data. ransmt antennas and N

rarsepivers it thsntge st @alitﬁﬁ}lt b@hwng\lbewp ﬁqymln@dép%wéa@ﬂng, eigen-
gttc]g'll neI ottl}1 S gt%}f Qc(:'ah ; or g"%g 1nct§ga%g tﬁlgu utt t8 la%cyilfn (%11 a given user
y transm

epe aent pa
anat e[ﬁ S(dﬂé ambﬁdlﬁ&ﬁfs of whive OFOiRpgeleng aRatdnSmitted, the spatial
i ncrease the transn1SS|on rate. [00103] Vari ous

POEEMPI IR capprighsHbhsiRER! Preasshptn doproserspei sigh 06 then@FDM sub-
%&ﬁé@ﬁ£§5h§&& Oggﬁgggkgpgﬁgel bet ween the AP and a

I que pli e fransmtted from each
[00102]t r ansim 4n mhqﬂmwstelm thdhAB (caaw, STAesuph hot § Té)lnmy have N antennas,
recei ved ch receive antenn?hand

as Chan
AL TR havsddfaienpay {hen apet NiPSr sy Befgeen the

LAaRRE 1 HROAPEYA L nd QT USR 'vz‘ihé‘dj 3d'f3§ﬂa§§l' @é’éhm'e:[hgse for improving
deconposition of the neasured channel natrix may be

eodahpniedinothdet mnulrhph@path@ axshHanomal méhg erimde esSpagn Time Transmit

k&g?%ﬁaﬁﬁ‘éﬁﬁc;hnﬁﬁg&&%% Vol dtget?%glﬁ ase ?%I’S’th%%smlssmn data is

Rr8RfleSiiREEIcBPePind At wrbs@tan&ﬁ@l aﬂ@ﬁ@sta@ aSidgN étfdm of data. With
hlEatlal processing at the receiver. [00104] Thus,

pangiip @nf@nn%Sh@chrrﬁ%ve epigmmrs| thersray berdIN ¢k YWnigdependent

I v I
b T I S T s
200 taysndetdffeicne datae o upgdr bﬁhhe 1ma&1&n5aﬁe§athm to increase the

whi chever spatial processing is being used for the
PRARAEIESAN 18fShk bet ween the AP and the UT. This

[00103] i nfor Wﬁlti.bt%nte%}{q&% A& Inbaf ord I%mH%emj eﬂiaMﬂ(;g B 32838t ristics of

the channel between the AP and a UT. Unique pilots may be transmitted from each
transmit antenna. In this case, the pilots are received at each receive antenna and
measured. Channel state information feedback may then be returned to the transmitting
device for use in transmission. Eigen decomposition of the measured channel matrix

may be performed to determine the channel eigenmodes. An alternate technique, to



[00105] In one aspect, a single ASIC Application

specific integrated circuit (ASIC) is provided to
WG aEpotIMAC processing in wrel ess conmuni cat PORUS2007/065678
devi ces including both access points and user
termnals. FIGS. 3 and 4 illustrate conceptual ly such
an ASIC 310 configured for use in a user termnal 106
mdd @%eﬁ‘él@@o?ﬁpo@ﬁioﬁtofll%chahﬁ@lﬁﬁﬁhk VIR e Q@lo bt dig&a-steering

rocessor ASIC 310 is shown in an exanp e

@Euthﬁ |p§gtr andj datn tfo@rrnlallfusseatwtl oravcssalg A0S repeiverhi s
confi guratj on rogessor 240, described abo i.S
connedu dBindon i SRR ch Bk SRl itiay & PG sy may be
g@iaBlcnBr trafdMnigsion Revaridlisn@ss tep@manethesughb@rthedgdierh| OMie PHY
that is active in the station. Thus, during various
Ry detssmingghe sinportabls rate barag) @swhichgwsr patigh grocessing is being

O
Sl 9 PRLR | EoRGR R, A TEPETRS SRR may e
pachdesssrin M4ACipgoaksng.connected to SRAM 330. In th| S

configuration, SRAM 330 .is adapted to performth
(001051 £ ynct flopnGpsNSEe ReYNHEFFIF £ lcamaztsb? & SUgHaRd ey GASIC) is

PRY £8P 5 rt\@(?lA c&tsf‘ﬁg in 9&91‘5%9 ‘é‘(‘;ﬁlﬁmnfacéma&gfce@fmcludlng both
whi ch are detail bel ow. note, 1n this enbodi nent

acs;elssmannqsamklelsetbu@frﬁmalsZEUGrSe§|aailés4 Wiustrata cM@@pptadiye;sslo an ASIC

at har dwar e t.a s shown :

B cpr e S B ST T PR a0 g BLABOSSEOBR Y el
[00106] VAT | 0H§FE}TJQ0MA‘@ @F&essﬁ@A@T@B@OH@MOWnaggn%ﬁﬁim atlon for a

may both be included within rocessor 24

FeG tenigelpi ¢t s Ta s figuensions M&@reqe@sqro?ﬁq gi@ﬁ@daeﬂo%bove is

h T n u I.on \

g%nglggtf%% ?0 a %@f(gv%asr'% ﬁa%c aEZ% pllafc'dfwageu %aé)ger ?fd contalﬁ? aﬁxgon% tger things,

paraiefersforf ¢aansfian dhzﬁr ishdogierin tthe augibp! Ut Ths, Sﬂrlﬁgwaﬁdus MAC

super statiagn. In the exangl es detai] ed bel ow,

P

pipsessingt Bichpnsarfaramples s pich aicofttridas Relowm Mé;ﬁ Processor 240
5&0%'6@’ hglﬁ?fafg t?if)lre%‘éottg r&ﬁ%‘ﬁe'be?%%ﬁo@arﬁﬁét@lts 3%& kar @Po%%sc'sor 240 1s

pol nt confi gur ation. essor
AS CordibOted aonSiRiAd 3 30ACN phie (ceﬁﬁglrra‘ri’cdﬂ SRAavidaarie adaiddeto perform

@éﬁ%@%&&s@ B i 5355,35@% P{PCF $0r A1 of RS mag romprise verious

OtREP n‘éﬂﬂs}’exaﬂﬂ)@es%kﬁéh AR RtAkd bERW. "@Ynde, hNkik Yafddiment,
In a C processor 240. In this configuration,

bath@t\mpleettbaﬁﬂee25m@sw@s hathgeM Ao prasiesser al0. d¥ot¢ Het hardware table

t f VA i In t
BELat R ST ot Blos8s ok, geRBREa e TPInaP Boare various
tdbdEM3RA,; h8a&hrehbMB20ndBRASL 830 /a§PREE by thcluded within MAC

[00104]

associ ated per flow paraneters 325, ich are stored
PWCM%O Not e that sone per fl ow pararreters may
al so [ | t

ooon 5 PRLEE £ MIREBLENRSE 0.l g IRUA accs

péintwalie cﬁﬂﬁ@ﬂﬁtﬁj’mt Bayp kwibe usahfdpe s&i@pto@ﬁaﬂl@ oﬁﬁdﬂpeftlng a higher
configuration to sugﬁgort different reguirenents.

PHnReress, Seandérrmmg ohfoughipup posalled supst platiory &n 1 he examples
Qllﬁ@tb % F@E s%?eg s{a@lol'?-g@% @&:@s diflt &ﬁfﬂ%gra%oﬁ %W§1ﬁ18fyybe referred

per W par-ameters Beces
to as an access point or an access pomt conﬁguratlon. In this embodiment, MAC
processor ASIC 310 comprises MAC processor 240, hardware table 320 and SRAM
330, as in FIG. 3. Again, these components are shown separately for illustration

purposes only, and one or more of them may be included in a MAC processor 240. In

this configuration, hardware table 320 no longer contains all of the per-flow parameters



poi nt node. Thus, MAC processor 240 accesses hardware

tabl e 320 for paraneters, and, depending on the
w@oemwiiigusati on, will retrieve those paranet er SPOI/US2007/065678

follow a level of indirection to retrieve them from

SRAM 330. Firmmare (perfornedfy processor 210, for

exanpl e) may configure the various conponents of the

MRE 18 DCES pRIce ARleC 13 s b%epﬁérffwv@bmﬁte@s 339 st BBHBed in hardware
(station nbde) or a second (access point node).

tabqu 3?@3 ewémf n’YquEBOlfltSrtO S@pe@twe mgsqwd@spea rﬂ@wmramkmmﬁ% which

r X | st er settin
argl d i é%hg 33§ wtﬁe[h% R e % QDW pﬁrsaren% e‘trs rnax qal aPe stored in
hﬂd@zﬁﬁ t@ble P00 £if GesTRAN eitS tHap ﬁleCsaﬁfe%bcd@WfAﬂwﬂtOI 8dmprising the

state. Furthernore, firmnvare may popul ate hardware
peay] Bardp@roapRIMIBRAMS3BOWVE; Faebeatanyed Hepiidicagigwatiofeto support

GRS ALLOEA 65 L R G

bllifférm.’i@ axsihplmedd, $o bﬁmgtﬂj&@om&)rpejlffpef flotvhigarfimeetsi 3% in access
no

et fer 250. Thu i n access poi nt
@918 Lﬁwé fpr%ﬁéwﬁéf) %C@é%%aﬁ@@are&eblﬁé%ﬁgfosmmmeters
Bl dEﬁ’é'ndﬁ{go(‘;ﬂ g oBﬁﬁ%ﬁtjaf?(\ﬁ’l %ﬂ@@@f@% ﬁlotsg' géﬁraﬁl@’t&lréjopﬁ)llow a level of

support ed “usi ng ware tabl e (presum ng
nidatcttdmetorratrrrmaﬂ@m fbineSRAVI B30. sﬁ'a:hi\xeure (feafiorrBRAN PB@Essor 210,
he S|ze of S be sel ect ed

S PAR) PlwCht Lgs eatigRssairaanrof AL PP ERUcASIC 31010

FEOTHNINCALi s hod€ Yit&fon Modd)drladRcdidBodd McORE point rnode) Various
enbodi nent, this size is also suitable for stporl ng al

t@ﬁhmh@esrfer sef¢cting pradanrercerall knesdei thowrt.t Fer arampls rfzgister settings,
rélrrg\g'glelﬁéé{ﬁs? ER%M? lnkea%(f St?’e t?soeldgg 1ncllcatgl 8{1% 8 %)ornponents

Omay to sup

théndagteno tordfiindionwiateh mmeﬁﬁa@l ﬁema/afeaﬁg? rpoﬁﬁ%\M Baraefare table
t han woul d ot herwi se be needed for the packet buffer.
FroOMdp G eatlactepanding ae twrepbiavationelsitber of

[00108]]c | omCtﬁ%ﬁﬁlﬁé @/g[h@fGt !ﬂeit ﬁé%wl?etssseeﬂ %a@tan eIt%Hlsd? ];no‘f‘}lf@ﬂRAM 340 n

recogni Ze 0O sel ect sul ta
fhmsr extaarpdeyas enctualot ¢o BRBiornSRANUB3 DN cﬁ“mdcl&lDFBAﬂbBZlm Thus in access

0109 Thus, a sin C processor ASIC 310 .may, b
g ¢ BTy wfhﬁwg MAYdRS Sum?éteﬁahycma% SRAM 330 for
QQHHQ RENHSw ¥ alEtcfsCHER @ohlﬂ l?eaﬁtbpgﬁgda ubif Qfa?dﬂzéil@ table 320 alone
different functions. Mre detail exanp Fes of the use

ﬁﬂemann@\éraethﬁébt@@rata@lqaw@tsmbuﬂftbmS&AM BBQs tThatsénd of SRAM

it Bl B RooY6 o S Pl ma G ER ATy OF ks Bl for

MikRYS ccﬁrﬁﬁmﬁﬁaﬁéxﬁﬂem@ﬁl ancbrl MOBE. OShe crhBBdisRAE tMOGize is also
processor ASIC 310 may al so be used in higher

pateblsr fairderinge oil cdsthe getilons p@mn@teéfe asedsdi for themusibge pf flows

S B 8BStk SR 330 may b e

dipfpbﬂraegﬁeatSt ﬁﬁﬁb@fof&lb%bﬂw&ﬂ& iy rdy@irs el lagice SRAND eméltnzgl would
on the perforrran e needs of the given configuratio
phoriey bel agedsd dg% thes Packsh rhwtiget arSPé%d*l\élxéﬂgu@ay be selected to

SRR IER thefhufmbdt 6LHERS supported by the access point. Those of skill in the
art will recognize how to select suitable sizes for hardware table 320, SRAM 330, and
SDRAM 340.

[00109] Thus, a single MAC processor ASIC 310 may be designed to support multiple
modes. The hardware components may be reused in each mode to provide different

functions. More detailed examples of the use of hardware tables and packet buffers are



comuni cation device such as a STA 104 or AP 106. In
this exanple, MAC processing for a wide variety of
wexanmpladpacket features will be described usiPQI/US®07/065678
MAC processor (broadly described). In an alternate
enbodi ment, MAC processing fuhctions for different
types of packets nmay be divided into two or nore MAC
RLOERSS BESW eﬁéﬁmﬂnﬁ% alshRI R AC %@@@Bomsq@ ﬁbewﬂﬁtt@é hisifty to be
bel ow with respect tTo FI'GS. 48 and 49). %
pastfiguecd q@rd@pe@sion FQ@OS a@%e@r @y@@ertscze@@d @ren CfOStr rﬁh@rseme MAC
fniao?lé%? ASICe X a?r a bgeusP IP ér pLelfI G !ﬁ&gsd&g%g o );H%h gs an access
Meiht, Vi Ssupért ﬁﬁtﬁtﬁi, %yeaﬂamg Qfﬁ@it&rﬂ&l |S|DHQQ\/ICI¢E}?VanH Qe@igiglfing MAC
ordinary skill in_the art. Processor 210 conmuni cates
piocessain AN6t ALt | darismariiBenta siges of o%IPRRMA B4 nayabe selected
T used to
%%r%%glird%o\&/\lgﬁﬁ Pﬁﬁoﬁﬁ?en%elt%rﬁig ‘?ﬂggm‘gfc’%g@* ‘retrieval
[00110]f or UBEG. 15 fdepiwar & prooe edathihgl osxapipbc easbodi@dft. of a wireless
Exanple |/ O, functions ppor t nct ons are
qu@g{wcatf%deawéaﬁ%mg?g Ddisiiedt é@l {18 thig SXemBIS, MAC processing
thi § vagannlig %/ b "RLpROSIBY rhade Wlﬂyﬁéj dE&rﬂB@& fRIHY one MAC
various tim functions. A Universal Asynchronous
Receisvetbrdadin dtﬂcnb@t) (warE)teBHRC erelyodecde Ady prheessing functions

. | f @) th t f 512.
RS eal PR B UL e divided (PR GhBoioRRL MRegmcessor
WexambléSalRthtd nDREHSHts hitt REiB bW IR kdsBéct ¢V FIAS. 2RGind 49).

which is connected to (Erocessor 210. Thus, timng
[00111] nt er FAspbaforel pocesspe? FU Bt deplaied to @le%fo@@l fismoiees ek Aaysxample

?eet‘ (ﬁe S é)%f)lqeglpgﬁlmﬁr%feelﬁsaraégdl &at Tae %%Ir 12%1:% L sucrh ta c?eployrnent.

relat edPPunctt ons aF i 0Us
Varieiid @nématreeemlsd)dlmleﬂt@v\mll bet blearakd ohor oft ORHIKAY | 51@11 1n the art.
with processors of various t%/pes and will be known

Broseser dFQremamynisgics Withnan gfrygtion A Mge05am! %éﬁwe%@M 504 via
FuGRIPRRSYES ﬂie‘é@&l@t X r{)eS ;nha%;%é&s?eﬁ% tgérfghﬂ & ell-known instruction

conponent's connecte vari ous
storggo nadtrstricognfec ued it GrdouwarcSR@ccdsmg| mdpmgeqaon 2 & sdixample I/0O

conmuni.cat.e dat onto bus 514 for delivery,to
ﬁ}mtl%%@ n&squ{mnﬁB%S g B@EPHGGZ’YCCBW@BH@H% gonnneﬁtem bus 514. In
BRI Bple, au&elss %8b Dwzrbéa@plbfedd@pb&y&gl { Mo Oithfng! fuhBons. A

aCCess tO contr ditiona
Uowpmabﬁtsﬂlcatctnauh Bdcatmerb'lixsnmeen (hARBES ¥ Diy be epleynsk yAnother
Access . l.er RAM 526 d a .bus )
SRETIE it W) e B R e L e T Rl Eﬁ%vvaagé‘s gocillary

Eshsbtichtsb@Innea nvid bss 339 tandeoft&mireériupm:dnﬁﬁu@r ?n YMBA6ESvhich is
570, which will be described in further detail bel ow

we@t@w@nmgswwéﬂd edhps.bEairEmyntpEuRion & tinfarrppts, and related

AN, P Y e TR0 B S AR o
dedpedt V@ncﬁisalteZnateE ﬁﬁlbihaﬂls Theweld powe rh Shobrt HbScormecting with
except for SDRAM 340, rmportions of one exanp

BIPSSP TN VaPUSHYRARENE rvaﬁé>§§<élPWA$ﬂ> engqbordsi@ahsla% [ fhe art Bridge
gﬁss%ﬂn?&‘é tﬂé’ dx{énf'a%che% tg;b% ? % A E@%@Lﬁ BH¥ected to

e con |gured r use as a gurat on
bus 520. Thus, various components connected to bus 520, including processor 210,

may communicate data onto bus 514 for delivery to or receipt from those respective
components. In this example, a bus arbiter 522 is deployed for controlling access to bus
520 DMA controller, additional components attached to bus 526 include a Direct
Memory Access (DMA) controller 524, data SRAM 526, and a bus slave interface 528.



detailed in FIG 3, or an access point or
super-station configuration, detailed in FIG 4. In

WO p@hti1ah9 t he previous discussion, it can be SPENUSINALI065678
t he various conponents detail ed in FIG 5 may form
portions of MAC processor 240l%nd hardware table 320.
Various conponents described may be configured in

Bu{ trtenttermRdesyst foPRES 91cbhdliif batest vhdses hﬁ’d‘?ormattmg logic and
Vari ous conponent's such as processor 210 and exanpl e

mosed P2, yWhIGh‘pmhleb@ degoiped 28 fumherodetathpelapt Bbe components thus

nco a e iment of a
G ERECHRY S, TR TORR S ELRA s PruoBahinpes processor
Zﬂ@,m@mytzlze MA@ 030, Acheibed AbPNSIHH FesfEDWFIG AN
communi cate with conponents of the MACBErocessor Vi a
[00112] hys 53be cpmPPRGIEs @ﬁ% e, FpePtMAC YReds 4P, Esmpppdieys of one

LURgIP P A DB BELSHERS €D, AP B RAPugpd s

Exadpl. eThfdaoazbirrqmnélﬁs @fﬁayt be senfpongbfoeniss aaraeSﬂAetla)ﬁl @t figuration,

fur her w. This segr.egation of conpqgnents intaq ..
‘rﬁ Fd?*r 8 O &1 PGFSES IR ‘E)@é}ﬁ’i}r%a“%%ggkﬁaﬁg% ‘{]eltaqeﬁ in FIG. 4.
M‘l‘?glﬁ oF thi ﬂr&w&ﬁ‘sa&ibéulémgﬁ R{ Q% teNBerV @i A %aﬁ&%%ﬂip%ﬁerﬁ@ Hetailed in

functions ‘described 1n alternate configuration

W65 m@ycfoaarpqrnoﬂﬂ ohMASE préwestoe 240i ang lmd\eam talﬁle(BIZﬂM] Various
SRAM 560 e, accessed RAM, i.nt erf ace 558
FENRRAB SR DS RO BsonbiReans Wertes SRGEsoR pifduh different
A | WhBsiAEBmpeRertiesueR nabeqirb&@sctrozn@nafdy eRhpleehncillary
556 or the connection to nenory arbiter 552. Menory
eqthpansntssH2-Y28ciaky o5 mag e be dnepnpepratediin parcegmplgrembodiment of a

froma variety of sources,

%@fﬁ%cﬁ%o%{?@%@?iﬁt s on bus 520, as well as bus 550.

[00113]] n t hNstceHRANPhE prdvdssob I 0paay ithke Safdowh bthet csmp@ﬂldnmg shown, can
bet ween | ower MAC core 540 and nenory (SRAM 560. Note
Gmmuﬁlcbtét"!‘}tha¢®@i’0élﬁméto§ the Y ePrOFFisRiavia S ok nttisthii eéample the
S DD chRb AT for AGRLbAL MRS I AG gre 540 and =
hestt@ Wi ANesubRybtah,oshewni aeHIBNpidcksser dad.a Exran@ltml erfnbothwts of

| ower MAC core 540. t hat escribed in FIGS

deef 4oMRPINIS5 81 #‘é@}lﬁ‘go ﬁv@%?elgwpa & Sigaripn (05 grpponcats into
CaUs Purals it ARAxApR, MBROSH KAl h @ aﬁ%ﬂlfﬂeé’dﬂy deploy the various
paranmet ers "I n anot her configuration.[00115] Lower I%A

pl@lc@sma)ld winctomealcs@tbetl an Ma@h#elvonhgwatienses 548 betvlen in light of
g% E ed.to deliver packets for transm ssion to PHY
GABHE Ny ocess recei ved packets from PHY 260.

[00114] EXamPERAGIMIEM1 (HRMS a@ksse@MPOBRUN tdrhilcd s5BewhioNas chiected to
core 540 are detailed further bel ow [00116] H2W

P& exddor 1\@13055;5* eRleds 8% anrigpesty PRONeiyerfaogaql the connection to

%%?Pé nt%? 3%' or th cgﬁﬁe%[l&p %9 ﬂlégnctﬁra{:rg?é’r %?t aMenpo% Whiter 552
ﬂ:rc®1®6§ sdqugstofand hebltrme@ rfbln gcqe&c keSRAM rﬁ6’0hﬁr6mCeaSr€rlety of sources,
1nc urdtli‘nszgS copr?l]gc):okneetnfc’s gr? %ugeﬂ\(\){ iats tvSerh iag] tb?ls 550. In this example, bus 550
provides a direct coupling between lower MAC core 540 and memory (SRAM) 560.
Note that a path also exists between those components via bus 520. In this example,
additional bus 550 is provided to guarantee access performance with SRAM 560 to
retrieve and store time-sensitive data to and from lower MAC core 540. Note that, as

described in FIGS. 3 and 4, SRAM 560 may serve as a packet buffer in one

configuration and as a repository of per-flow parameters in another configuration.



the packet buffer at line-speed (i.e. at the ingress
rate). The processing of those packets nmay take pl ace
wo a00en151by readi ng them fromt he packet bufferPCIOE®07/065678
decoupling allows the processing rate to differ from
the ingress line-speed rate. Ithe drawback of this
approach is that there is an extra read and wite to
(00115t he pagket MU ©6Fe, 5ASistBRNRAGKRL BIATPHYDRtrRRE 545 which may be
processed, and placed back in the packet buffer to
vsedi to detisiersprckets deor tratsimgssintor PHIY, jadd o pearast secersigd packets
e ble in, certalin emed nents .al.t er nat
B ap e il T R T PPE BB EMy R Rac core 540
pleQitadles fifrtier b&lbivne processi ng of ingress packets. In
t hese exanpl e enbodi nents, MAC processing is designed
[00116]t o al H3W perceesqe 30 iypeessesjagieat pedketse cxanpatontpdiraents will be

Ceci  na-sp . i i ;
GEIET el PSSR ng gt WLV 8188t o
proacssingsdi the indontile ppekelset Inathisi 0488 ) inglers pdvkesanonte written into
ase, the _burden on nory, bandwi dth i s reduced i

ﬁ*&?&&lﬁt@a ewtﬂﬁletsﬁ%e‘ﬂ?ﬁsit t%%&@r%ﬁ“ﬁ%ge Bre RRFasping 4l those packets
Al t3Me! ﬂlaéeel%%'rﬂ By ?eqaﬁ{g_tﬁérh BeIm ﬁ%%a%ﬁ&rbdﬁe?h THE dHepling allows
aspects taught Herein~in various enbodi nents. [00117]

BERAM B4i0g irgtestoodiffen sroan thexingrasallincopgrdnefet  Toe MGvback of this

rocessor, ASIC 310 in thi,s enbodinent. This.is i
ERg™ et FRetHs A0 e i ST ST aaine pegld DRfTopp gy the pagkets must
whir&l, P&dc@isé@,sarﬁoﬁfﬁéﬂdi Skl iR Nh& BYIKeE Buff@e@i kit Bansmission. This
support a hi gher nunber of flows (with the resultant
micglesy bm@@ﬂd%opeﬁahy medys bel agesoteble udoiem ephedmesigc Amglternate

n .point or..super - i on acco ted..
SRR P AL 55 AR b Y MERSRERA s
padkeBNah tiexé exandllc bRBBdiyhcatsc MG pidRAM o3 Uesi DI aBG for cach
may be accessed via SDRAM interface 562, which is )
glesp eacked thkerfrpatipd fardrangmesion it Hac-gpecdy wahe single write to the
FIASEh L SO AR S e BAGRBASE R v,
hsths Besundicasd-tHS, busddnsoromemexabuidevidthlig/redderyd iafcotiperison with the

onponen shown .may be i ncorporated on si ngl e ASI. .
i (83 @%%#@8@@@3@% Filbieidy 3Pk o itaach with various
%%%b@%ghﬂﬁ&&ﬂ%@&i&ﬂ chitedh&s. r equi renents of each
ASI C, and the performance desired.[00118] In this

[00117] exanpSPRAMGA83s shovin egerssteufal paroRatent s Mael froragesdr ASIC 310

t hr ou ope of fwo.ex | e external. i nterf . , Thgse .
by oot o F TR Pecuh B cdis iy o of iap and ¥ above, in
WRlcArWasless aymbgicsen anesksitediddithisappdr aAighddStu@dldr of flows
of these interfaces. In this exanple, SDI O interface

68ith the desadtpnt higher hardsfos QEYTﬁiﬁ@d PREBPIJYEET sRACeeeieh peampreess point
Qrggnl%gg-gta&?f)%é}&b% %ccgéﬁr%dg%d vglﬂ{ a lfsﬂgﬁerlg%lel) C%?Mgag Z)ggcessor ASIC

nica one Oor nore oO ose I n
S end nhasphiacsl &8&nalnthe MGy kuihesd SDR AF434 e SBRIAMt B may be
Vi a .580. [00119] In order to acconmodate ,
peseeee ade SDE AN Eniriage speewiich dg cqunled oy memevy gebiteppS6. In an

YR DI IRNGE {@RAM iy tb BE PELFHrAd AL INIAC
anéXout goi ng packets, gl g%yaa Ppdrid o processor
ASIC 310. The allocation of components as shown in FIG. 5 is one example only. Any
of the components shown may be incorporated on a single ASIC or may be incorporated
into one or more external devices, depending on the area requirements of each ASIC,

and the performance desired.



nmuxes, and formatting |ogic may be depl oyed to perform
rate matching and queues for relieving congestion in
wW@ewedsilny nenories such as SRAM 560 and SDRAMPGH0S20aTI065678

MAC processing functions such as H2W processor 530 and
| oner MAC core 540. For exanptl, ingress and egress
interfaces may operate at higher speeds relative to

[001 18]t he t iy @uobnuiplCarabid dud @SesQfof tpﬁﬁ(e\t@[ﬁ'}!rerfbﬂﬁ&mm&gh one of two

flows may be bursty and high speed. Information

¢>@@m1@@dtemaénnﬁgrf@@®ssah0@10f @klllamyth@tmmtionmmm that alternate

ected 0 ,bus arrlve at ano
i S 1HRy R TR NS sl B Rlerlest b iy grample.
qun@slsteff@@wmt Sndapl 1&1&frfab@‘§$4 efc Gpluyed dataclve s tiadbff packets

fromthose requests_as processing for various tasks is
topprank@r intsrgbsdavigse gompruniating ayiwonerpysorg af these interfaces.

?fgg(?%tgrfaaf '5%95&115%6 i 5?(,% 5%%%?%%2& A5 WRER dsf86r mat ting

muxes or na o I'c and nuxes

[00119]574. Imonke texesupireodate detrfaics lof R@?yu{@ Bpecdneasf well as provide for
buffering data fromformatting l.ogi c and nuxes 570 t
TEv gt @qrwgl b di SLOHAY A EECOIYRL TBGHENIRR GIA AUFURS pickefs, FIFOs,

Hllti%se h@%oHakfhg IB fcr}ﬁafﬁ?ﬁp Qi(ilﬁ)fwdtb Spg%hﬁ Rate TXctBfe and queues for

depl oyed for | faC|ng to 1'ngre and egress
falineing cosggssoc ltn 8okeBingmembace sEH22s¥R A 56011@ $ABA&M 540, and

RESC et R b Sons gt s R AeaRPes Qs e MK s40. For

BLRGRS, Sﬁ"gre@@@nd RRRLH Qﬁteﬁhé’@s'rﬁﬁy % ErafBBit h&e e@&@%lﬁtwe to the
use I n conjunctlon with | ower core 5

‘Ehﬁ@tglil@ldt @qpﬂbllhaﬁs glethe il Abe H@pnm}geﬂow matheebLﬁ%tman@ high speed.

né g 1§8 ér %@ﬁ%o gocggsoic" %?ﬁ 81‘ at??p 5%@15 & qrtlﬁ/oln%P bcuo%éléctgd/ £ bus 526

magaghv et Y&tadnotitr Sao NAR YU HBSceor 1530 kit [oWer 8xadpdoge 540 will
Vari ous alternate enbodinents nay be depl oyed, which
gineratp acegspArerstst o ior O HPitafdfa JRUIINg frof ghoge trequests  as

f&cé g&%efog’fva%@ﬁs tta% §h§ R E‘mge%' Qs d-g tfﬁﬁhaxgél@\kengs in this

MAre ess co i cation device 1
ebemplds dtlFOs J72Gnap bs eleploged, bethtansforabingriegip camsllrb]hﬁ:s 570 and

nt e&&g ggelgt@é nln}ugg%jg’gél usnegl\fy%g:egfs%té}fﬂ:j}ggs 5%2 one for buffering

ganfi@nrBihARs: lt@gl@ And YRSEL S5 70 tol R)@ﬁ'ﬁtt %n[g gﬂaeﬁfdsmuxes 574, and
and/ or additional” conponents (not shown

aephayfedbuiifermgndathm hamwppssicpbrePaerk enayBd d@dm@d(,for interfacing to

ERBoaP RO AR oy M pertuat s ol T G R GpE AR REpe Another
grpdiirentsy2 dehdin edhhBfeelish, BayPBe eplopet fcﬁrsugg&tmgsiata to and

shown in FIG o, illustrates data structures and
Fromod? Wt rgcessencad. | Aratberyimiler set eaydstdgployed for use in conjunction

Qfﬁpfl%vg} oireoBIl?O f Y¢ %hgtjﬂgﬂl\& 8{1121? ggtlrﬂl% BE odégl%g%&] gor 1nterfacmg

processor

batvaed &dnﬂitﬁfeﬁtsmndﬁls 1500, dceepsed eiadus/Blagic ﬁttffrﬂicb yLe, Taasé of skill in
al ternate packet buf fers may be deployed in alternate
i feeoenizspibal Hih cenfssraioneiy @%r%ﬁgﬁ@mp?ﬁt hivgrious alternate

érﬁﬁ&dlﬁfeﬁé%egrga :’Y}ﬁ%plljogﬂéa | \Vhigk Will 8 %gﬁdr&ﬁ §8lohd 5t GraffAF, & & the art

structures trate thelr
in light of the teaching herein. Thus, the example embodiment of wireless

communication device 104 or 106 depicted in FIG. 5 serves to illustrate one possible
interconnection of various components, details of which are described below. Myriad
alternate configurations using subsets of these components and/or additional

components (not shown) may be deployed within the same scope.



in those various functions. Furthernore, a packet
buffer, such as described in FIG 6, may be depl oyed
wo 200708899 n various alternate functions, in adeCT/USIN0T/@65678

those detailed herein. Those of skill in the art wll

readi |y adapt this packet buf3ler and the conponents

and subconponents thereof in various enbodi nents,

i ncludi ng those for which relatively high speed packet

processing is desired. The exanpl e packet buffer 250

Hegket BufferdmdMetheiydvianagdament st ruct ures not shown in

FIG 6, which are detailed further in FIG 7,

descri bed bel ow. [00121] In this exanple, each packet
[00120]i S St BI®d6 idepRtspac keimpldf drBbo@hbntust Bpath® BufRES250f In various

data structures, a first data structure referred to
prengnley cabodimee dstealcd dpreins acrashictd Aufcrs 26 Qcausown in FIG. 6,

{lﬁlfst‘ﬂka'gt%se ﬁattdosttl&@{u% n Iﬁsas‘cs‘occlgtggllinﬁgc@ hstlga&ﬂ]lcﬁ%%( ggefuloﬁor erforming
packe ragmen fl? fragnen ation 18 depl oyed suc ds
detaifordions f@0Rackel froresaing wehin,a Mol paesson@400d¥hile various

61 nd one o re. chunks 620. The nunber of chupks
?@ﬁ@fﬁ@éﬂt& %etg{eéfger{swegw@&éﬁq% a0l 1 STOARY AR Packet
OrFrL D B dflofdiCinPARKSle @MbbERIIRD tembEl;ﬁ'ilﬂf_rcezn%s""de@Qféﬂetthroughout

resides’in packet buffer 250 as a l'inked |is ' '
iy spetficetigowpt bslirgthasenloded doismandndpts stractdrcs st illoktoatk their use

and, when addi ti onal. chunks are requiJed he |inked.

s iR JcoRe * B Re BehbiteE ceh &F dhiehbed in FiG. 6,
Al el &E@)l(%@dafoﬁ WS afveidusCilténtatd BxcBBAs, tiRQdhitlda!to those detailed
chunk). [00122] One advantage of such segnentation

hereine dopoeeski _mjt_h@ latirkid readibytagapt thifsmaﬁlsﬁt bgffercmqicthgpomponents
L0 s%B?otmre[?qlpegt%Cthé{ret%?sinn%X D& K todl'lnrﬂen NOAR i ""h'ﬂ'@ﬁt R which
ata Irts I'S Kept in relatively Targér chunks. IS

alldtively High speedgackampradassitieisidepifals eTHoaddaplopackbiehuffer 250 may
respective packets, to be used i.n _control processin

wctuds additiogal datn gtraetuees noppheve iedter 6. phighetre cte@@lfgé‘}lrther in

Al janablypelghr i ving ingress packets, as well as
packéts awal ting egress, will generally be associ ated

[00121]wi t h bnthisoexampie chélopaeketTibatared mta@packehbunerstSOustngrevo types of
gzscg B&é&grtaeg,sa‘?\ﬁ{sﬁﬁ%‘tla{shggtgécq%gr}oghg%@?l? é%lng}qlo%gfiar% 53 léleecsénd data
APRARL ARG W fohndtH aseﬁp&ﬁlhkvfzg. | g%(\?\ﬁh Hﬁ}&bl@etg eh %J’a@llkeé fga%grnent (if

structure is illustrated in FIG an exanp
fragimenghtéongisedeplayedpnéls andeseabed us S0 iHg) andl (@hunklsdes| ene node

B B ARER GpreEioRe ok T bt e hAKS el natoge the packet
baadill §eRtdcbbRinOyn tHeQUR JTeRpRREIYrEraghdts. BINM, SPRMUSt resides in
tai|l pointer 640 identifies the last node in the

paskaebuffar 250ias aclindkegilist stryrsire caperiNngachasieoiringte a first chunk

e AM b h . as$sqci .he i ..
eGSR BR0dE: SA0i7 08, AUER LSKRIAD RoShions
thunlts teaait eltinkAvyntingtd @ suldfeqednt bknkn@ycdpethasiat clankyl

with a single node, The remaining chunks illustrated .
[00122] 1y ¢ hPget adyareeardf sushpisgemesaiong beppenThods apd hpnks is that

o ?iogrchfc\f\dlllfgr {59 H%&ﬁoﬁ?ﬁﬁ% e %ﬁt Afa Yoe! QHfe SLERa itself is
may be depl oyed as well as chuhks o
kept in relatively larger chunks. This allows for nodes, which are representative of their
respective packets, to be used in control processing without requiring access of the
entire packet.

[00123] Additionally, arriving ingress packets, as well as packets awaiting egress, will

generally be associated with one or more flows. The node and chunk structure depicted



various sizes. In the exanple enbodi nent, a chunk is
512 bytes. Thus, since exanple packets are usually
wo ewg/11d1ian 2 Kbytes, at nost 4 chunks will be PEBUSH07/065678
for each packet (and typically fewer), including the
packet header and ot her infor4ration associ ated
therewith. In alternate enbodi nents, any chunk size
ASE @5611%!1%% 'eﬁ%léﬁfoﬂﬁ&ﬁtoﬂ%ﬁemp&ﬁetg eum}ﬁm@e pd R Bdfer, cach
In this exanpl e enbodi nent, control and data are
Qleqvaraamtat@dwwﬁbmtém;spe@w flovanEhissshonl sngture cseiffupteated in FIG. 6
glutflposexarn 1 r{berlnoi e epu rr?tlrL onsvorfl &she (Pont t Ol s. In this
Ut e Fra%/ H& RS FOWEVELE VHEM S o E® payl oélak
OO NI I61 GA NI tfOrniRNBIKAd | 155t pssokbotdRedith &l fiee fopanflow. The
ingress or reception fromthe WLAN) and one read out

gcuehs arbpask ideptibesh by rasyerihsad paingy @Qe av@mem tail pointer 640
rf

RAGER I P CHLR e ECRLREEY oS, OB PE RO e e

éemlloNlﬂmdnﬁdﬁﬂ@f asmmed/tmreevlmelmhmeﬂg/ 6HT éomprm&t a series of chunks

00125] exa node 610 is j[llustrated.in F
k%% M1 S r@egn& NHERET %%Pémk% PRY e BHoeiafe B s jasingle node.
Tﬁ@ f%rﬁé?mh% @Kuﬁk@ it erafidas ey ﬁ%ﬁrerh‘i’éj Sind éﬁy 1381868 YE Théke of skill in

ength fi 614 and a sequence nunb are
th@calruwékjrecagmsethﬁi widds oﬁwa‘lmaﬁzsﬂs nwdydre ciﬁpbxyeé sk mgll as chunks of

ackets, scrlb d further bel o | ow, f or

S Teng T Beng B tet, AChikis 30 oFles b isiith gxample
?eﬂﬂl{@ts GRNLIANE fesk ManTeK 6 R ks nfiP4 chMks8%aMRI Reddd®r cach packet

ength field is useful or aggregatlon when

g rigpigelibn deywerd: k@lphldium theaperp cPheafipe ane thon deformatherr associated
J[h%reg)vfiaf uinaér{]YPe?n A ey Iocrflg?e%t ﬁ}' Ch@ILCIK< Si, g %8%00 m%(iaggé &y rPéleet size
ﬁﬁybba@@dgaﬁ to alternate node enbodlnents Node 610
al so includes chunk pointer 618, which points to t he
[00124] § j ¢ st I Hiih RXFBRIE FTARNHGEHe C%ml é{ndo%taa a[oeepgefedrHy giemory. For
I I f
TSI Pl ool iflents | bk @of HERGH FhlcR0 oFUENEd) structures
maf fbe mesdezle . Hotser, f\zadato ) payldadst enlgrdnefvlzmlwmty)pﬁanmys berforrned

orted, and the su rte of fl ows need_.no
(ralhby oqn ingEs ok 5?&99@5’1? St WA MRARS FRAP U of St memory
QUpBR GFanShisRids Rl he 'WEAP@oraéér&% aJle? xSl ?fg@rfé@e} NThLOWR memory
requiring higher nunmbers of packets, and thus a

bmqu@m.@auk@nabuﬁm%wbsuz@Mnéya$©adéﬁmomsdan©(3@pﬁonmnmy are

!ﬁ Fqgfunber of flows. Alternatively, a varying
& Mows may be accommpbdated for any given

[00125] TENDI KnSkad@pleAfode d0ReilIR8eMAed INBIGIURURSIC A 85BWiREE next node
shrink independently and, since nodes and chunks can

prinfes G4 3 vingh wnyped [t linkto Preckbcquerisinsietinvied gucuehet length field
eH %t'l‘g(% ene{equ%lfléeoﬂlgﬁbeg 63 R ref ntgfﬁ' F% OTE%EV%& A& ruX ful When Rrocessmg

pafetss ad Hbm&bécaflﬁglaegg)elem& land Tdlewe fdﬂMA@ibﬁ)C@@ﬁlg to be performed
gv?t%&tl asc’:gesssfng e01r moving data contained in the chunks 620. For example, the length
field is useful for aggregation, when aggregating packets into a TXOP. The sequence
number is useful when sending a block ACK request. In general, any packet
information useful for processing may be added to alternate node embodiments. Node
610 also includes chunk pointer 618, which points to the first chunk containing the

packet data.



packet, including any header fields, frane check
sequences, and the like. A next chunk pointer 624 is
w0 p@adag® i n the chunk to point to the next cheekUBIW07/065678
the linked list, if any. [00128] In one enbodi nent,
chunks are a fixed size. This2allows for a packet
buffer nmenory to conprise a fixed portion of nenory
[0o12¢)al | 00%@%&&&%&% ﬂ&%n&lf&kg&e{a&ﬁ% qﬁ&[e‘é oF Hﬁ}eleﬁgsho%ited only
any chunk be used in any packet T'inked |ist
bjaéh@e@@r@ib n@nmim pgeket dhiferkszamhive Vraeglsﬂeduffmretnh floastypes may be
Mﬁth |re nt for dd|u

ﬁ’ﬁ)ﬁg ?%0?/% %mg?{ 1 d OrWeS ngef 4 aP? lxe%yF%r caarnple several

flows Qécfuflﬁfgezmovs‘s h@lﬁb&&ﬁfﬁﬁbﬁetﬁﬁﬁytb@%llbbek&) stotbl@t Svith flows requiring
structure also allows for efficient processing, in
higher nymbgye A€ Pagketse Bt Keusnamympléer\parkat dmfligh sige fpayt bredeployed to

PO, Ak HometP B ARl R TR ity G 3R may be

@I@@him&la'tedrfor Bac kbts ntaiorglsie. hies omybel setint ﬁierqlﬂumm grow and
ar new queues sjinply by rewjting pointe

gy m ?P&H MY PReSIPeeROdes abg chupks gan ke [RUssEPY dibve Sw or packet,

{%rsﬁ’é‘c@@@l thQaﬁi‘LﬁEﬁef DffoldSt LRAS MSHi whifte WEF Gficient memory
hese structures provides for additl naI efficiencies

asmagdﬁenbe detailed further below Each |inked |i st

00127172, “REaS R etk R0 & Mo b v RS P plachad Spmgises e

?J&e@m 8 enPRAidERnd]ds, thgad dHesit sé‘!ﬂ@nde@setndﬁﬁg kel A ext chunk
i nked 1ist are indicated by header and tail poi nters

pgintce 62h e iadluddd lpcshmlemk tepeint torthaded chenk mdhe htﬂeedtlrﬁé if any.
[00128] lrrgSt fnhglgels( Ierlrna%(ﬁren%ﬁ 5 a eaaﬂfl} (fe rglrzg ?Lﬁ]ﬁ rﬁEoovgsl gacktet buffer

fi‘l@ﬂﬁr}h €06 piad oM Gixed tpbrttdneofp@emety hiesegtcd tarmumtbe The linked list
packet sequence nunber. Alternate enbodi pent

ptrrcturaiaHgwy 4Ry sBuK ©nkmpsediin gay @ﬁ%@éﬂ%edeh% s*?s»“o%&ets come and
t I
% %%%LSZE%Q b& reliSdt RER e'a]%] n Sl{ogi ﬂﬁee%gplgéﬁngﬂ; fgre RAGkEhal memory

ntiguous C
mlahageateed ot@h@eﬁr(smhsasdatalosatfomodf Wpecet fpp d:fferaittsimmhkets and the

s not are ) descri bed .a
[JQ, )e 165 Sricus agalieny s ﬁ‘éA‘is}eIBé?f%ﬂeP%%%\tl%g“F oh efpsidls chunks may

ﬁ@qxft‘i’tte%egﬁ%méo ?lfeo%)!i@éét h’)ﬁﬂ@f | QEAL ey FEmGRURBKR- the) Jr@ Geady for
exal’rpl e enbodi nen each of these Segl’rents is a

tremsnigRiuen $lpfa§\éLAsN arerandgfl t aol agréss gieﬁtma@dns iPagkeip dars also be

and chunks, reusable fqr, an acket an r

R0t MBS 506" 8 oyl o B PRRHR s st Priggers (i
Zﬂa%galrgdh@llﬁk 66t C Munkis RFOL Wherd p@&eszl% p@El@etﬁﬁir%t@drﬁﬁi‘i’ssmn The
A variety of data structures may d for free

pisi ot thesq ptsycsurey prapiidas foe aé@paneérﬁfﬁw@nctlwo@&ewelﬂ bgidetdiled further

{b&o&/h Fa8h 'ilhké(ghsqf 6n ﬁg(egzﬂg) 3 \%)%gr d&q s@% na%}g f&IJ'][H%] Hfa\?te node in a

pornters m elr respec

qumuetoe thd llasttd;luﬂlilﬁl ®packel In M&S;embldsdrﬁbddaﬁethmheffmt and last nodes
Once a pointer .is_popp

exanpl e, circular buffers,

fop rnkech sy 418 d@? 6@&6@ byideaderipad taibipRingsrs wihile the mk pwnters are
HRGAHA ndiie BRAGSt K paSkdi! €6 MBrndtDeMbbfithent, it b
poi@ant er cnan&lbe pUS?‘Iq;r(;l @‘ggﬁ fplg ut ure use. ent, 1t may be
desirable to add the number of chunks in the node header along with the packet length
and the packet sequence number. Alternate embodiments including variable chunk
sizes are also envisioned.

[00129] FIG. 7 further illustrates an example packet buffer 250. Contiguous chunks of

memory may be allocated to various data structure types, although this is not a



FIG 8 depicts additional conponents that may be

depl oyed wthin a MAC processor, such as in exanple
wepdodisrent s detail ed herein. These conponent SPEF/ESI901/065678

required, but may yield advantages in certain

situations due to particular #roperties of the type of

menory bei ng used. For exanple, there is generally

{eahﬁ&%‘ntaﬁéo&?ésaﬁﬁéﬁ W, §%ﬁi&@%p %S§gm-5ti€'7§0 n@a\,y B¢ 9focated for

be inefficiencies when performng small transférs

(upde@z atidna segmdéné Vi gnasr bfs @khrqatvg %r ghmrgqse Indhie ex.ﬂmldh @hibodiment,

e) Usi n certa f vyhg ctor nd, d
ow accé%éegm liti} Cgc %%0 S%%CEO “%eﬁneo “é?H %1”5“ cs an
oRdhkOVRUYDE FOrtdn @@k@tadnddﬁtfaow ra:srwe‘saﬁbsayadoes H[Qlddltlon a free

prevent Iarg]e del ays, various caches may be d%(gl oyed
peste nosnter kisii/Ag a8é o dieaichye pristes h@rﬂ?@r%@mawala Aryappiy of data

(=] t f
?[ gtggi glg. be de@o & gorqrﬁrei% p%orftél?l@% gﬁ g&gfé i?és\ﬁﬁ’a@htbtg those of skill in
thepktoyedne Bxatmle alogle pbingsrs a eclemk poimes ity bE){ﬁlﬂhtﬂdeand popped to

aches used in e Odl nts_detajl ed. herei cI ude TX
ﬁ\egereﬁmngpwg ityeAti W16V o Thee figh Céﬂﬂm Plor¥argple, circular

6@¢he 820 a g&n@( i ]%Cﬁ)?e&‘ RARRC Miveho kAT REuAS Pnat ?Bglté?ﬂmll remain
RX tree chu cache 840. The data Structure
inl usasmntibthe ailoédaolvdluﬁlb ns freckt, shamethe beintsir ol bé pestied back for future
use with receive packets, an exanpl e enbodi nment of
Wich is detailed further below with respect to FIG
[00130]33. | Ri@eRieplcts Bdfitlol doﬁ@‘éﬁerﬁaqmsm%l%%% gekMER a MAC
one or nore pointers fromtheir respective no
p@pﬁﬁserr, su¢1348s1n|eﬁalpahek€émquuﬁ¢té$ dotgied hereind éiheﬁ%cmm@ts are not
Feé[ rg%soggl %@82' k& lnéeitsyn certg stltug tcFue t{)ﬁj%fthcu p?opertles of
theapmd @fm@m@ﬂyuj’e&lig ﬁs}éd OfFop@XdﬂﬁIﬁé ghérays Q@wal@ﬂ@t@néy @Fdciated with
the respective list. These pointers then popul ate the
PRI rrerss.chbsre maar?éS%l?%gP ICHHCI ahsn e Iﬁ@ngé@alééransfers (i.c.
e f t
T ST S SERAE o ERGRr Rlnk Bnkh) Mend B BN SDRAM,
tvhen fac&smgcrbwwece:ss\,cdmhmmddessb etci thcusterlaté dyélw mhyé vaelm the
var| ous exa le e di msnt all | ed bel owﬁ@%om
teal dgt aotgaﬁ]'s gycles. yglt 9? A¥ Vargqus ga ployed for
fe%e\%g §dvBa PaGKSS St dndt @or%s@%i@ﬁ&C B & QlinANel E ReRbIdAdexamples
gueues. A queue nay be formed using a data structure,
af Bavnt@éd)f Ithest daphashi Sonax anplleﬂf th@semshmajalbs aleployed in various

YRS GRPaRmaS o ity FLS i BB Qe R RuTef Mbrein include
URPh QY AR pdiftef O4thE RG] £ TXWrE clinRasebr Quehé 820 SHCRXABee node

described in FIGS. 6 and 7 above. Method 900
poinigs tqeghe S3Bx anplaa Rec e oeheakt printerppchise 8t edhe glata structure

r{;ét%‘cg bPAES S T lﬁ?aérst%e s?m@}rlﬁf‘ﬂ%%s?%ﬁ% gl\% aﬂ&}gk& ap example

ues may e use recei ve

éthocDﬁtéKﬁBf Vbhlﬂﬂ 8rdetailca \iadtlier ﬂ’bﬁl@d@iﬁffth PIspEe $6 FI@ F30n general, cach
gr ess. | e enbodj nents for handoff will be
e these éaCheﬁr 19840h E3CENCS OBE | YnAPTSy POigksith iy dhgh eppective node

dinfer lﬁ‘%q%ﬁpglgket% ?%b'lﬁftﬁdérnto':érgite Bl S’ ﬂlﬁrahty of each

epl oye may a be the primary source for ‘new
panter dyse nMarbougrieved at once from the packet buffer. In this example, a
plurality of pointers may be popped from the respective list. These pointers then

populate the respective cache, and single pointers may be popped from the respective

cache for use in the various MAC processing components. The use of pointers and their



enbodi nrents may be depl oyed with or w thout caches and
this nmethod may be used with any such configuration,
W@200Ri11419be apparent to one of ordinary skill PeT/Ukm®07/065678

art. [00132] At 910, a packet is received. At decision
bl ock 912, pop a node for assdtiation with the packet.
At decision block 914, if this packet is the first
&@5&@1% IcacHeB Svill RAAGSHHN&] AMBYEYiaPfaiB8E Bk dnhl® %&b@&&ems detailed
updat e the head queue pointer to point to the node
bdswci ated with the new packet (for exanple, queue
head 30 IIu tra cee

[00131]t o 91§%2§§e&)1c§ 8xan%ﬁ e & g(?&len ?tl ﬁlegl)osa‘)-cBE rlgrrll%%)ackets into
& peclet bﬁifetp@ﬁik@éatin@ dulged. €4 Qﬁ@lﬁd MRy G FoencdPliReLe dataGtructure, a
918. [00133] At 918, pop a chunk pointer. Again,
bl [ b fhinegeplan@uersirey tsnbe foraed aﬁ@‘r’fabbf?ﬁl FrYMPleels given

%se %E&fc Er\é? f%bntd%%llle%r%l pqrhﬁsoq‘x@% ialb}/e ff&r e&l@)ﬁ*nent n

i cul ar Fee no
pcnljllittoelbn it a parckétr‘t&ﬁfec hmuhkas ml@sm‘ﬂbed i FH]S 6r zﬁlﬁdeﬂiolvv eMgethod 900
t he exa nbodi nent pointers are popp
¥1H’é‘ﬁﬁ‘tf’f‘n%" NCEEIRA 5&.8%{) By veigeingiess 3 10 packet

Bﬁ@&s il t@éhn‘%éeﬂé@ 'fna@r%erﬂs@c[ for i gqé&l&é’éﬂ"ﬁa%ﬁetﬁ?&’thg $&&et buffer

to be replenish as'they are exh ted
tmopwalath@ncﬂdfé pumﬁssmg tfor tgressseﬁvsanple mbttni@melaslcfot bmtgiolﬁf will be

t hynk poi t
Sttt PR g Dtk Pt Shoter PO R Th R0 B Eeg in 16 8)
t
IS 8 ool Vi
embekme2o may be |dgslpy@d adthi o7 \mtl@ut @aﬁ@; 4nd tb@ph@ii;l@dj npay be used
Wntﬁ ﬁ?y‘ glg%ncgél &élér%%e 1,28 gveﬂl?)g %p% f ogrghntagl sk[ﬂ;’f:m tthh Glt.

[00132]WI | | Ak D10V d picRett B @cdeived! Aﬁmﬁklonm@ﬂé@m hop 920 de Ifér association
proceed to 932. At 926 pop a new chunk pointer.

fthglz@ep%kﬁtlt Atdesisipablegiudid. Fohmmerket iy 1he fire pAeket I hgagspective
@ﬁéu@t ﬁror:ée% tg 9‘?E ahd g%({&gé 9]{6%1%@% g{feueyo rﬁe ﬁf?hlé Ito M%%oﬁ@ﬁ'ssomated

unk™ wi
path kied n@baipaclwt (for bearnyrle tquene hmqlqmnﬂlteﬁds.’.(yﬂ]luﬂﬂrajed heFIG. 6). Then

series o hunks. . Then ret deci si on bl
H@P%?dﬁ%él§f Afefeci H@Pkéﬁ kft s pagset Ferofelde kﬁfﬁﬁ gactket in the

}?&tl%)ju@f% Resatedyntil the packet has been
ten into one or nore chunks. [00135] At

[00133]932 Ahélﬁrmshli@rpmmetl Agamnh gopriok ef noéescﬁmdmhenbﬁ(shorthand

ead. t node .associ a he i.nt ot he
¥ apaping e E80Rs R RIHED St b BertatireB RSy FPPT Lscichy bufter
Wd fnl pgtid1e medehades asso pd,m@r likther R dHulk pofitér IRY, q@spectwely
at 912, in the next node pointer of the tail node. In

Ihihs eé%anlﬁle@bomeem dh¢ peistees 3rs popras frem dep trynspiielreprade pomter

A POLBL S AL OB RiGHRGLALL: 29 DUR B0spes o b e

m)ﬂhey afe dxbapoid)t At 920 hepalatd elﬁtnoﬂ@d@th th%‘lf,dqhetmdﬂumber and length
orre t he tail nod [00136] At deci SI on 936
? Ragkep @&i@@eﬁ ghercge%lf paigter Igupv Pt R 1S g the Célﬁak pejgter field of

ﬁ{e%ﬁé émQ(snlI ﬁ@&e fdrﬁl&@%&%ll?ig MoB@G KE11us§aR@bn FR@d(}’) fRr 922, fill
witin |nto epacke fer, the process
the chunk with packet data. A chunk 620 as 1llustrated in FIG. 6 may be deployed in
one example.

[00134] At decision block 924, if another chunk is needed because the packet is greater
than will fit within the first chunk, proceed to 926. If not, proceed to 932. At 926 pop a

new chunk pointer. At 928 write the new chunk pointer into the next chunk pointer



may stop. For clarity, the details of associating the
packet with its associated flow, from which the
wappropripat e queue and its associated head andPCEUE2007/065678

pointers will be derived, are omtted. Exanple

enbodi ments associ ati ng packe%s with flows are

illustrated in further detail below. H2W Processor and

h@lﬁr(ﬁs’cﬁe pabi &lung. [@togl-@?hll’:th@nevm:hhhlk YR FHcRS . In the example

exa embodi ment of Host to W.AN subsystem such as

emw mnbﬁmacm@latamﬂet@mﬂttmqb@méy @itg di serionefzchunks. Then
t hi.s ces

¢ %rn%o ﬁgﬁ%lﬂ? Efég%? Ztlltoo etenFHn%l M n_&?her 81&]@ Hfl?]etneeaec? This loop

lal, betréRbRE udtisHb @@ékeoham&ﬁ @ﬂtﬁiétyswhﬁ!& 1nEUi()fneb& more chunks.
contained in an H2W processor 530. Sone of th
l00135]conpoﬁér9t 3, oWPCRys For Gyritieg rﬂwpé@@ﬁ a5 ﬁ@mlqt%i Thread the node

n ofi..F t H2 r r
ORI A P 0 Sy 5y o
Sd(:lohiplllslfbdtlf}ewatlhg \thd hode&ﬁi!dgﬂs Zie. tﬁeapomtlaemmmmdme@tls in the next

vvnand partltl nisillustrative onl
Roé’llte]f ﬂéﬂv@st%ﬂ ﬁaé%elrgt 1% Rl B fprede lééﬁiﬁéltlﬁﬁ% By 4he queue

l(ltlﬁﬁtﬁ@‘tl shett z?sr(&,@:ﬁ@ ta%l%t@?’@d"ﬁlu%tg {nEey. f6§’cgt 5§4? Wpdate the tail
|nterface 84 illustrated in 5. Anot
p«xla‘wp teep@aictkdhe Wrmnt nodkey wlhmhfwnblrhepomc dudail nQdeO or any

0013615, " B AL ARERO AP et RGN~ HeF ol IORD Pk rcadghe process
MAY rdficat. EFLRGAG! pac RS B&Q@acm%@ writagk@bshd p&mfbtb&ﬁfe% 2fe process

for exanple, may arrive via processor interface
FaFSPdYr pleritie thedwanlg of gsseelating Hie reekatpyith ltﬁa'ct,sm@e¢ few, from
% Cﬁoye r}?%prh ( %Eex e % E&rsgclgfle@%a@nrgdmflaﬁ%%m%X Wl?ﬁ be derived, are
piaeds Mhipl@érﬁl&ﬁ&m&ﬁl@as@blaﬁﬁg pidkats with aofvaae ill0Qfted in further
reslﬁectlvel y. The block 1004 may be depl oyed for
Wmanagemsnt and control packets comng fromthe
processor that need to be transmtted on the WLAN. In
an al ternate enbodi nent, detailed below with respect
H2W PtogedsbGandiBgreps Belédspr i nt erface 1002 and rel at ed
conmponents may be omtted, as |egacy packets and ot her
| ower throughput packets (for exanple) are processed
[00137]1 N Pr PR?Sl%‘%[luﬁﬂa@es(a‘ﬂrex%ﬁIerb%ﬁbo%hh@l{t%@Pl%sﬂ%%%@?ﬁ%ﬁ"tém such as
and therefore this interface nay not be needed.
1091 p8jcessor t9BDs fémnbettemay fhe rdesstddntivinon viAQy arfdyosssss.  In this
|ncnjunct on wt Tr affic eamld ntifier
;%i twQ SQUICES are,s, EOWH %% ugrthgs:l‘f;lisfxgmp Oe%lboldﬁnent illustrates a
@lus&rﬁaéo@@ﬂbﬁgltm%@ Bé b&taikBE M Bh HITBY PRYcR®rdBp! Bk of the
for flow mapp nmenti oned above, there wl|
@gtp]pwms_\ﬁhb@nan gl@ vy map ﬁorm@pmi 91 GRNONGRSS iof FL@tﬁ Bt ipgluded in

fg?mr e@'{go‘f: g%?%}{d Q?e §h%%' ?;ciali] of '(n/g@us%lonorT (ﬁ% iél in the art

er nal "processor.
WHC ractghin &% sthat ttllib @ol@shdntatshewn Adldr &&& f)d)[—i)lon TS 1Dustﬁ1m1de only.
a source addr In.this exanple, the DA and th

TSI D
hEpicHengsEHPY Ry XIS £ GOHRR froeaRE i Tage such as the
SDIO interface 582 or PCI interface 584 illustrated in FIG. 5. Another example packet

input may be from processor 210 or any other component connected to bus 520, as
shown in FIG. 5. External interface packets arrive in H2ZW processor 530 via external
interface 1006. Packets from bus 520, for example, may arrive via processor interface
1002. FIFOs may be deploying to hold one or more packets for processing. For
example FIFO 1004 and 1008 may be deployed to hold packets received from processor



delivered to fl ow mappi ng bl ock 1020 from which a flow
IDis returned, corresponding to the DMAC- TSI D.
WO 0®1319EXxanpl e enbodi nents of fl ow mappi ng bPOKSDHO2065678

may use any type of | ook up or other function to

determine a flow ID fromthe ¥l ven identification

informati on. One exanple is shown in FIG 10B. In the

ﬁ%@fm%elmbem&ee@ﬁal 1nfterfa%e deser abRctiv e Ry plISck 1004 may be
firmvare interaction formline speed processing,

depdeyddued haldmeemaripameear and ¢ontigy paeketshepming rfwmﬂ@ prgcessor that

vveII wtedfor cr tahl es.for fl

B S b ol B R Py B e PO, Bl v
fdspowt tabl@si8, plkbRodinlddide 002 hidbletated d&ﬂ;ﬁ)neﬁlt@ @nay be omitted, as
depl oyed. H2W processor 530 utilizes one shadow tabl e,

lapec pagketsy ardyothen lawon throwghpet prekeiiafler wagmplsdare progsssed in

gltolg?%%F%W?ﬁcﬂﬁér%lteﬁﬁtesﬁl %C&?ge%ggr) %ﬁﬂi {h\%gef&ggtﬁls I%QHECG may not

ue nma
bé neoded.e updates one table while the other is used for
1001381 Gormpr 'S8 SIS BF JENE PN e @ @ uncion Wil the Traffc

Sﬁ’&frﬁsﬂfeﬂgﬁé}g g“ 19y, 1 o5 - us%ﬁa@tpv‘dnfl% Y tigbley 1o 199\% In alternate
onpri ses DVAC- TSI'Ds 1093A- N associat ed wth flow |Ds

&mbdd&rnlﬁntsshh@iomecfhaowmsamase b2 cﬂs@@u@ed dopflowemapNAE- 78l Mentioned

1 T Dl BieElbe 58 696 TP DR BRI HegF by b NpRE which may
BE bl oY inSRin8edr8, dorsdh'ﬂm bthemextt@heproadisord THOWIVP nhaS produce

returned. In the exanpl e enbodi nent, in order to

fherN oL mddgass wilbar Restingtiart Address (Db, ITBID zarii asptigcegiddresh In this
Bﬁ&?ﬁ éﬁﬁﬁ?&? elfd: Sl’lre %f)eraiéf’ béN%eléeldt lilc:iefn:%?%%hge fgout,i EFEE)II)M AC-TSID is

In or

gelbicedd. td fsemappial ibldcki 1020 fi@navhichd flow e0dgRdt@@ed, corresponding
alternate fl ow mappi ng procedures which nay be
O BeOMAELESIh al t ernate enmbodi ments. [ 00140]

[00139] Ret ur Ekeﬂg [RRMELi nFén% %t@%v %B@ngp%e e%%gn&?ﬁl!g% tgl%lc;) ﬁfge 5Plook up

TX fl1ow state ta
whotbér fusctoet taideetimbel aoflo wil D Hrane sheegi vert idekiifigatidd infdvkhation. One

flowstaetabl 0 ri ses, a var,iet
widp Fi%‘cﬂgf% ﬁw'ﬂgﬂ%@nﬁwﬂt@érm?%c%ﬁ dsirghle focdecouple

f‘hﬁWal%tlﬁfe@ach@J? |f@mi]- 91??9 sﬁ%b{ p‘t‘@creysm Sis YRKEIHLBEHo RPN Ewever, it may
with respect to GS. . For exanple, in one

bonlidt gifl_mazt/are ns W'ﬁ)ﬂ fSulttﬁAi ﬁtr aQreattr@bta@leﬁafpr Bovk eptpping. aln order to

har d i
B P PP 5 RS Rly PR bl ol PO e 2
COIE aRAGsplRH ATHBNVNRbcSRRVI30 1dilide PO NHALOE H5H1S %Qle@{éd by switch
540 may share the sane hardware table. O, each bl ock

5, avidledaovweag nivi widatenthp ethar shadoys taﬂOh‘e ap selacied by switch 1099.

BB RFENETRRE P b ASPLI, Sl B T f iy one o
shilt ehd aibkeisloza fOf)MESQQGGBsmggt Eachshddoswflb» fabl 1®2 or 1096

sel ect ed and varl ousS paraneters retri eved Exanpl e
BRAPRISE & stiif IPMAE - E@ﬁ%rem;@a with ergrreerding dow 1Ds. ®Shadow flow

lSﬁsog'1'(5§§‘tc§mp1rlses DMAC-TSIDs 1093A-N associated with flow IDs 1094A-N.
Shadow flow table 2 1096 comprises DMAC-TSID’s 1097A-N with associated flow
IDs 1098A-N. Thus, flow mapping block 1020 delivers a DMAC-TSID to the actively
selected shadow flow table, and a flow ID is returned. In the example embodiment, in
order to perform fast searching of the flow ID, a binary search is performed. Firmware

is well suited to put the DMAC-TSID fields in order, to facilitate a binary search.



[00141] Sonme paraneters may be delivered to policing

unit 1010. Exanple policing unit enbodi nents are
waledoaithaod f urt her below. If encryption i s enabP@USHNT/065678

encryption block, in this exanple Message Integrity

Code (M C) 1025, may have key=® delivered for use in

encryption. [00142] In MC block 1025, fromthe keys

$H@geldferéluqﬁdhé e wiRtRokLMizE E‘l@erﬁ’zﬁé’ eadnpitd %céﬁurésr%wh may be

packet, a C conput ation nay be generated.
eﬁbbﬁmﬁbn@hmaagepﬁmdﬂemﬁﬁnponent is used to perform

encryption of th acy, prot
oora01 550 ReluPlin? ag Mo BV, FRE b Tt TS B REE SR e Site tabte
2030, 4B lek arls 1@\@%06@&1@ o@lksthichinid dﬁﬁMe@BelSWb\Sith tdsped to FIG. 11. TX
00143 0] agaraneters may be delivered to header
Wa%@ﬁe 1845 19 SPBEULS & VHEAdSf Parpmetde defepach iy atlbg physical

IB%XU&{‘&T‘Q%W 1d l?abflé’ 0365 H’ar& h& e ﬁage'd : Egéed\?[tﬁ 'rc%sfj@ét to FIGS.

as con ro ues
B raad ef. s &or tehamapigh it bﬂe B&Ti piraies élTXl glof\w gtatel tab& mﬂij‘ll ésekept in a
E%Brrol val ues_nmay renpved before t he packet

Poertables lerH%Warreﬁ%S§%r. - g @ltewmatsem tghe o hardware table

51%9 haiigug, foWer WA BT &)rDisng, &étéﬂsendt %B%Haﬁﬂaoﬂotﬁ‘?ﬂo&s 530 and 540
packet while MAC processing i s perforned. Those of

sk Ishare thet sagncdrardwart table cOgroagle binick 686 and 54(emay| ingpungtgin portions

0ble R PR Ml o8 Btk R B Gay S T Ut Flow 10

d0&Rredi B p@ﬁfdﬂ%f&hé QX b @t&@ebear@lmeaoere@o%iﬂgwe R Flow ID may
fromflow state table 1030, may reject the packet, in

bihiselectedgnd eadeyspparamectmestiiongd, Bietplaparameters will be described

will not be performed, and the packet
hﬁomﬁpﬁté%%v:gj F%%?%he FI FO. Exanpl e ingress policing

[00141] € rrb odBomBeparagicersigagiv ddlivated foefoliorigait 10A0t MRample policing unit
policing unit 1010 all ows the packet, then the payl oad

#nbemants g Adailgddupbet bdew g é%erca’ré@nr ip engbdsdy gpscryption block,

G R et BB P b By RS, G SRR & forwscin

encayploa. enbodi nment of the contents of the TX fl ow

014217 o ol RAFROER RS FarabioBrs SEm IRy Sphgice i Gl ayioad portion
bt J[h'é%arcﬁéteg Mﬁa@&ﬁbutﬁﬁf&?nﬁ%% g%?r@f:a'téd' S5 Wikaémf)é/(ﬁﬁleﬁ’tf a separate

packet I s being received. For exanple the packet may
bampaneg0 . uset (tg)perf@g)l enoryp(ip) opdlek peylodd free lm@}( @[rotocol engine

e and can be i.ndi cated in the.
SAR 2T B SoR et Rowie) Rauuineg S By itighe ert and
hﬁyb@@m@@umaether securlty t echni ques mrll be used
(such as encryption). The exanpl e enbodi nent supports

[00143] AES- CONper @Awmﬁr&e ahagrieer §edivicrsd tStheadkiradtach B toepronaerea header.

ghg PgagdgF %f%f_llﬁ?]ﬁh/% a%ves {)ﬂﬁed%nthe ﬁ)%élie(t) mrffM%?ltself as well as
katroll Rhlagy ﬁ»rr uswhiothegatBet trﬁeﬂed:s\:tﬁfou@hi dreeMs\Clﬁl%essmg functions.
I ndi cat es the VAC %ddress of the receiver for whjich
{Fh@@erf@gg gk values may be removed before the packet 1s delivered for transmission.
This is one example technique for maintaining state information for a packet while
MAC processing is performed. Those of skill in the art will recognize alternate
techniques for maintaining state of packets while performing various MAC functions
upon them.

[00144] Policing unit 1010, in association with the parameters delivered from flow state

table 1030, may reject the packet, in which case encryption functions, such as MIC



is destined. The sequence nunber 1108 indicates the

packet sequence nunber. M C key 1110 identifies the
wWOr@7He99 f TKIP is enabl ed. Franme control 1112CT/US2007/065678

i ncludes information for building the appropriate

header. [00147] Quality of Se#%ice (QS) control 1114

can be used to indicate the QoS level. In the exanple

SRR til 1 1R e GREFkBYE | hdah€ A& tndly8drenf\@BBE S the FIFO.

of ‘queue handling for differing QoS values are o '

Ex4ropleringress falicingeembyslimonts poode@]edifufther bedow.i &f dhe pplising unit

d i ndi | i :
T A tRs e elatia B SotBfL e RE JuPBE e E3fef ERlgg in ic
€0 @ablefeindask &promiatdee adbitts b dellivabfod vot gk in FIFO 1050.

occupancy 1118, nax packets per flow 1120, and
[00145] cynul BYGvEl Bepikiatas qyamply embadimentaplethgeegtentspoft the TX flow state

SHFTR, SRR 50 OB GRS%0) LEk SED A o
flowtdneilliehtod Watket tgspeld dpocifibGHhatl@pand pddket Nobegng received.

b GerafetcBR ke s Db OEA . e Rt RO LB FigRet s may

peLf Bﬁb@aﬁ@éah%xn&atatwg{t%?ga% %ﬁ"b?fgoj ficfani ques. Tai |

gqueue pointer 1124 is used tify the tail node,

[00146] as deSeqriepolatyoM®4 indicdtey ebgtbatsetwitFlt@&Bnigaeawdl Be used (such as

ot S SRS TTR oy B

thadadt - WCbintdre SRERI 2§ hkhatlodd ditaimnal M¥ah AN BBer@ication MAC
Earameters may be useful for maintaini nag ]Eer fl ow and
I

wio@s and & GAEKIRdBivestls Chieratidr e, Tenpora| Key dategratign Protocol).
e in all i ent nd th t
ey B R Rl elees e SR B B Reb R 3T B packer
Bequstiil. aThe¥a@phe @mbingi 1Mol tinditateethb qclal @qiddte number. MIC
erform ng ingress policing. A nore generalized )
b 4L idsReiBes throViG st HoBkIFois PHGHSsS T pBIG vl 1412 includes
Q5 f&%&@ﬁ%&@%ﬁé@%&é F% | G 34, in the context
0 and over a

of egress han ‘AN Q©oS. As descri bed

[00147] aboveQuality of Sspect (QoS) exatngd| 1d 13 Xad bowscslttatieditabd ktie QESGvel. In
in FIG 11, a.varigty o aranmeters nmay he i nt ai ned :
N I 835 A%ésearrs Hi‘?_é%}alﬁ‘é(\{'t EWBP 50! isde fandiing
R dPSidoYS valhQ FRIRsHEREIRlheRBBbYy, OF rej ect packets
by the policing function. [00151] Wiile related to

[00148] W. AN BdSime fiickl §1d 6 amayakidiisetl om aididatechmy tung awvick¢t can remain in the

ecogni.zes .t . when interfaci ith high speed
PERICORES ot "Gl By Sy P eopico bRopiRE Gy be flushed.
MaghyugRe oc@wakdyS111HWeIx pakERtdel €Qc Kl WaRAndumaliRe pafkets per

t he MAC processing unit separate from congestion on o
flaw MEARFG ssd) in theerample ppbediment, i ingsess ppling.syeh aha policing

o . i ons | )
DREBIEESTL L] VI PG A 8, LD ERS. 12
Ry Noe: that 4 gthbelechriableoCiitient Byt I0veushnicy Mgyt benised df conjunction
relatively | ow congestion, and a bottl eneck nay be . i
yvgprpé@eitpre@mr{lqt%rﬁsto SsTTPHR ayasNgty of ingress policing techniques. Tail

queue pointer 1124 is used to identify the tail node, as described above, with respect to
FIGS. 6 and 9.

[00149] These TX flow state table variables or parameters are illustrative only. Those of
skill in the art will recognize that additional variables or parameters may be useful for
maintaining per flow and can also be included. Furthermore, not all features need be

supported in all embodiments and thus a subset of these parameters may be deployed.



degrade and the throughput is |lowered. Thus, policing
unit 1010 can be configured to all ow hi gher QS
wEamketd94 o0 maintain their priority during ti mesI/v82007/065678
rel ati ve congestion, and can nore freely allow | ower
QoS packets to be processed wHen congestion is
| onered. The 802.1 1 standards (b, g, e and n, for
[00150] ex a”pFﬁ} 1P206p i R e it RO EMBH i HRnPSnEMBY 11960 RS peBrming ingress
N wi t hout, however, enough attention to ingress.
mimug orfé mpre aenemhzegdashwpﬂwm@tf |tb¢1 adgenipgessofainigress policing is
Brs J-p a st h pr orlt C
RRSIBH tsEh 2ubeBe%ieltq Al LAl e PGPy oS Sho overat
BasANi(ss]  Aededdibedraboer eNie Adspsdi G eﬁaﬁﬁ@@rﬂ)oﬂoarwhte table 1030 in
Erow de end-to-end S, not just on the W.AN QoS
Koskl, sf vagiety pf pasamp rSam@y\hmmamté@@@ pzeachdiqvpud hese parameters
f
B ot GorBRCH TR eSS 8L OB nbe AR it bbis by the
pcbllc]ﬁglﬂlnctaorpacket 'S recei ved for transm ssion. For

t he packet nma e i.nt rod
[00151] 5 oceX@BIP 5latrdalRaW. A.%h % HYS inft @ ti@laﬁﬁ%fha@% PYhiferecognizes
whetgh ﬁl@érﬁe&%p&nt@ hidhLiR6d i 1essPRTEE mh rbefwrétgea'hd%glpnse a

processi ng. 220, determne the receiVved
foix oFbrgheandnlpWeQOS Iftow sireep pottigndsk aak bﬁd@ﬁnechyl the Maé€dprocessing

At. 1230, lici d/ I

biihgeegie BSSoanaPRiena He RRLAN bih Gor CHHR e anpiabie that the
RO GroRBLing HEFRNP MATBE ERd RiYh Bw&t QbS hakketd X WitBt proper
state tabl e 1030, and may include max buffer occupancy

naliadng, naxep &Q&mgcli@@r nfal\/ob@ intpgluceth dnt@ uthal pip¢line during times of
?e]‘rilé"tlv% S1oREL r%nfglgﬁ 1on Illown f:)e %d & go%glqns on the WLAN

t ate € possi

tdprhidetanel the &irbtlg(hp@f 1spl@bvbwdn nguusn @bh@ﬁg uhy 0b@spebe f:dnﬁrgured to
(and_perhaps alternate paraneters assoc:| at ed
iy Bighen oS ipeletgiormaiptyt the nrioriey drgig imehef t?é@éwefcelagesﬂon

gjhd‘ fc&‘t{ 'nﬁgef da%gﬁa 16% lg%gf eg%k%&ktolge‘lgrocegse@% (ﬂ%es‘uon is

e recelve et satls e appropriate po
foum:etd offhspez.l t smddzfrder (4, e efdndw,, faczamgich fataopaidh ettéﬂtlowto QoS

AT S By SRS e e
i %gg AphRealidR Q)c@t[ﬁlesaé-ifrbit tht R RAGK &t statlofn ARh.a MERPEBHALy packet

60 and reject the packet. Then the process may
setrmpt ge{t@OcmS}o e GystdrB. Inighags polaties agesatbadpbrsin, may prevent such

STREa EruPvids shayarend U8 b bte WEANRS, Phise of il in

HRSET WHERBAVE valibi® NRERIAELADSIiIFRXtsPE hHBlicifg GURAORY in light of
and max packets per flow can be tailored for each

thedeaghtgdierdit.ow. These may be associated with the QS
[00152]I evel 1£ G fﬁl@"’ 12’\battel2lbn t %k&xﬁnpec nggrdlttgﬁsq{nssmn For
fo ef fived

s are dep

ﬁmimjmttﬁé @aﬂ&y nbg 18 maddﬁ@daomm%plecessblaﬁghand a policing unit
variation than the predefined Sle%ﬁtf%Th us,

avfeaiman pdicthep o HEFRLArAgy cet fhe P >fuIE;,lg:lr MAC processing.
Amb%r%{e‘f'ﬁluﬂ@ ﬁlg rEdeRRE Iﬁ Yl 13! | EYr %{&ﬂﬂ) f%%ﬁ@@&k 1020

setting. In this exanp eC|S|on
may bb elsed At 1230, access pollclng parameters and/or a policing function associated

with the flow ID. In an example embodiment, these parameters may be stored in TX
flow state table 1030, and may include max buffer occupancy 1118, max packets per
flow 1120, and cumulative packets per flow 1122. Not shown in the example TX flow
state table 1030 of FIG. 11 is the possibility that a plurality of policing functions may be



arrived at from 1230 when depl oyed as shown in FIG

12, determ nes whether or not to admt a packet (and
w@e@ceed9s o bl ock 1250 or 1260 respectivel y whB@I/US2007/065678

depl oyed as shown in FIG 12). [00154] The exanple

test at decision block 1240 cbnprises two terns.

Satisfying either termallows the packet to be

greartethnd! Hela sh Aehatt $Atdntidre dassb e a@kRvith, with different
rejected. [0015 The first termcan be thought of as

mhqmgi fungtions uﬁedcfoh dearingnilaws. hism depisiomAD g sf pepepting the
C roceSS| | ativel

ikl RER, “FnhEy RCABERPHRG, ik Pl ol iy for the fow.

hdckelihh@dehe Ay@NspEafic|paydiict@siaadidny gl@lﬁ‘dievfaﬁablaﬁeelﬁtédﬂ@@ current

the packets will nore |ikely be admtted. In th

ERAPIcn ahIier, systsen onditionsepipceed tor LS dnadopie ﬂtem?afcmt If not,
ffer t f fer
ML o ABBY RANYock o' 3Rec, TAE IR ADNBC T2
[00153] gl obaFIG.ar] éhistatay aint &lahmpIeOerhlbt&hmemcm”ss matlddc 300 of a policing

i.ndi.cat es the over al | occupan th cket buffe
NSCHoR pytablp dordsp! eréraso%%ﬁz Eé@ be. ¢ fpued above, the

?érﬁ&@fe%‘ﬁllaﬁ( bfuﬁ"er gbd;)fggﬁc%ﬁﬁncf h@%acﬁé?yﬁetcﬁék%'daﬁ Heilored for ecach

irst term of statenent to be nore or |ess
sidniidgpe how. aEhed@mayé)d asfeorateaitip e, QaS hivgls oQi® fldwwNote, in the

RS Sl Tl B eVl e BRI AL o ¥ bt Hineters may

BeIkized 1@ aEloRANEIALS 8 UArLBTv LA tﬁﬁldwl@qaréd&nhd kRIS ROSY. Thus, in
of adm ssion. |In other words, max buffer occupancy may

pung pedpdimsatspéic polivme fumiction ataychesinemented efifhngner granularity
i.on es b e ow

%%e%[ %ﬁ%@éﬁ“@ﬁe&% (i]n ?nel§ cxat ﬂe aécﬁégorg :% ocﬂ 1540 Wthh may be
wheod bhio® 1230 vcatdeyRyed ElgﬁﬁatWrDﬂﬂ FIGn 12 m&erﬁm wmﬁ{er or not to
flow informati on domnates. In the exarrple shown,
%@%ﬁdpwﬁh{m pregeed; 110 blek dgp? @ﬁtlzégcq?ﬂt%t%f‘é}’ Wheawieployed as

BT y8p flowis less than the specified maxi num
ac et s per flow. Specifically, max packets per flow
[00154] can b&hs etanfiide tdshat delcmmnsbloctk 1 vt comipgtses tvor feomi.t gatlsfymg cither
ro are ass e ue and. | owe rior
o éhedgagF%ﬁ% e Sopliar I5Hha UPRGHisicqbn bagket s ected.
[00155] cur r e‘l"he et ft Sin %ﬁy@ﬁﬁﬁghﬂ ot ds@hnahiigby of eRgRSGAwWthAUsie MAC

the first termwll not~be true), higher priority
pmmm unétv i Wherathh iMhE rprmsmgl nmip &dkletlselp encdrgostedrahefrst term
it e likel hey will b mtted. The X cket
b BF e g R Yo o Pt il B e packers
Mo tor@fikalgt biahdrfitte@Sthi the icRe@mploambah! BREfiRetorm is true when the
relatively few of the |ower priority packets will be
elrrang betfer qogupancalis lepihee thermadmyeniufior kecupanes. aklprgethe current
?@tﬁ&%&ggﬁ{cg” OW Y {/g?rlﬁbg{&&él?a%lélmt& I?hia dcg%é\é)@{l 1ndlcates the
pesilebceupancy of tie ﬁdcﬁw bﬁlﬂ"@ et NEbian tha Ghad Bum@roo‘chpamcy can be

\%@P{%‘Eﬁ n%n%'mgf %Pgtdé%?f e ias gﬁ%%;ge{hlsggﬂ'?%%?aﬁg b GHfGstatement to
bOmo ﬁg&l fobd (il Qe [ RIRGHD %g%&éﬁﬂ% ?'Enl?g(hﬁ(geﬂ AbRNER, P%ﬁ?a higher

e apparent to t ose art
oiax thnéfet eampamy degingi thus admission is more likely. In contrast, a lower max
buffer occupancy setting would reduce the likelihood of admission. In other words,

max buffer occupancy may be specified per flow, which allows for differing notions of

what congestion means based on the flow type.



[00157] Note that these paraneters need not renmain
static and nmay be updated based on other conditions of
wao b@78ysbem (for exanple, link quality and assPCI/ESE7/065678

rates, as indicated in rate feedback fromthe PHY).

Those of skill in the art wil32 recognize nyriad

settings for each of the variables and will recognize
(00156t hat  The§RoAE tdrmNGH JRYrah§ g@b@ﬁ@@%nltﬂerwaénam&e%a stlon In this

wi th response to changi ng” system conditions.

Tdve, pfetﬂomemtfﬁbrmaatlgn tdh@mnaém dflftla_ftcxa»meﬂfpdlqvm, ity Segmyt iecm is true if

FEto PP SRR P S B A BRER WSl Bl g

paks ptO3Qw. as&cfﬁodﬂplrﬁw Padkafy ﬂw ﬂmd@nq&a s lfyr thefflow such that
each incom ng packet. Note that admtting or rejecting
b‘ﬂékfeﬁ@fﬁﬁ ferdiarpssigneha higheesdugpand lomisgPrigmatilQys arapssigned a

U5 TR S L L ST EIRLER s

ﬁ@t egnoivilpackied trpe)p behst pgom@ypdakets daling edhighdrh@atimum packets

acket 1qgss.. In o Odl a fl Widentifi r may
ﬁ Q¥ ke hmoss I PE@YWE ﬁ’ﬁ admiget m@%cisﬁ ngh flow for
Wc‘? éﬁﬁ)lrlt}} @51? bt aGed Ruak 03’8 &t 179K F‘u%ﬁ QQAtﬁ@t‘lr{égthem altogether,
deci sion to be made, avoiding using |nter ace
trémv/wlydtfdtwt of rtecdower @npat,ykqxaclvdnianmﬂlhbe pabkgtd.i sIn an alternate

ltglleegto ﬁl%qocg%gu tbxlfen%atsg £ta Ipﬁ%ﬂo‘%j%aiyr pllltgcga/gtlﬂl grne value (the
ﬁifn@ @'aﬁlefﬂl@’\(faﬂrﬁﬁ@tﬁle@n Ro@b) tBr%?ﬁéﬂaera ﬁdcﬁ&’ll)rat@%r HBow. The maximum
prevented from dom nating the resources, while

mquw ney fleivgney thenisomilarly be ssigo @rp@mﬂew mb@sfgte Oﬁamus alternate
gmte%%rrs ln%]arglatedte cso%d%tl%ﬁg ollrcat | 1t%ng oF Jec 1 % Cp"@]%’eﬁ? are env1s?oned and
I ze resources,

Wﬂl b@amrsm asthosdofalkill methé hitgn llgmwfﬁﬁesmmhng:hdﬂgnnay be
y function_ of the four variables described g and
[00157) 31 1 er Naicehahibets s ChrElpedi PPy eR@irbeipes anfhipy F epdaged based on
d
g@%@&&%ﬁﬁ? esagf’ hd %gﬁacc SSQ%arH@% 11¥11Q %Iaﬂ% gﬁ‘c? Sag%c}ggatedf rates, as
otdivated @r fatep feetibaakeftomotheiRH €Y. e IThdeg bE akillsindéhei aredvill recognize

Pol .i al so used to nage poosr ||
ma&aﬁ sridogs 9€ varigRlcy, i P"fa]g geaﬁéléagtth%ﬁ Toldints may be
ERinkOd InnGrdifig 425t Hall reQond 6 %ngﬂfi’g éﬂ&n?éoﬂdﬂ?on‘sm the
same (or simlar) parameters may be ‘used. [00160]
[00158] Ret ur ihhegettrosui G, that@a, cftdatvopolpung ﬁmchF@anOEOiepkoyed efficiently
ivered to fra nt .bl ock ,1060. Recal
oty e imhetr D" BB Pe A6t OB cRRPEChn ey bdimy state table

a@ﬂ)emnada RERME Wt Be thgdd qhieRBetdri 3Rh hipastams, paket. @ Note that
M C conputation, if applicable. Fragnentation may be

ﬁ)@ﬁlﬁm&r@ﬁ T@Es‘émilmgkqjﬁ a{cp@d@gc feetant Jigecss Fsficingafipicion may be
any g%ﬂ P p%%k@w { gﬁtrc?lnt%gllm\?\ﬂl g(?n%@%s %f ()h é)tre vge@ kn&¥n in the

e fo ment a

ale,siucle chat Varidbleraess @Iﬁph@(eepim@éhsﬁ‘@ﬁhay e @hki),hﬂl wMaJUIt phdket loss. In
the Fragnentatjion Thr ﬁshol d (FT), is set through the
s ﬁwﬁmw oy ddsngfier mey s TaCeivRdaniarite e eRg AR calte packet

8PS BAASHE L ol REES 28,y ORISR, o
fisimg meartaat bemdwikdthets redetvd anpaketeghenttbe padket @ rgaﬁkdat

[00159] In summary, this example highlights several options for policing. Under high
load, a single flow (even a high priority flow) may be prevented from dominating the
resources, while allowing higher priority flows greater access. Under lighter load, less

restrictive decisions may allow low priority flows to utilize resources, since they are not



exceeds the fragnentation threshold, then break the
packet into FT sized fragnents, with a potentia
wo ed7duabs partial fragment. [00161] Note that PCT/US2007/065678
fragmentation is not required. In an alternate
enbodi ment, fragnent 1060 and3l| the rel ated
functions may be omtted. In another alternate
sapcg dbnBted aﬁﬁfeainheed Iﬁgﬂéstsf&b%hcﬁag a4/ o fﬁﬁc&%faf thfour variables
48, nore than one processing blo may be
d@ptlb@de dand rltemets ambedibsdisneny , udive Mh@ pylamdels&uom gparameters).
be e ed t rforn1fra ment ati o
%hctl%mam%uﬁ(ﬂy eSSI ﬁ:&s gq at 18?58 s%o a%cgss t8 nl f‘f\'h vxblalé)gs, even if
biheBnge Hictdtaddi to mhamv@hdég@@@d desiedde o liTRi d’aﬁtaonQLUsé@ to manage
or support fragnentatlon and may be processed in a

PowIprkapielisorR el lgistaf sltetter élghﬂﬁﬁhtm%@knae@ta@ﬁ taplgripg is desired,

SRRkl Iy P G PSRBT G b ARERLAL | O
[00160] addi t}{eﬁgagngml Ii_ﬁrgm@sshnf outputcdsf HS( )l\/lﬂ(ISt A Opis ;deb&lsfad toméa@nent block
el QW. 0 I N e ar W

i aé%qecakléhatt KeF Q@ Qaﬁiméﬂ%ﬁ%@mwﬁ‘ RACKsH t@ﬁtd@ar: ﬁﬁ?ﬂ dccepted,

hleﬁé udiiM (Reis RGIRHPE ORERTR! &RPaP! Pef cph ﬁt%ﬁét'l ngf aldplicable.
the functions of various packet types and anoth

Ervigodintatnn m@yrdm perigrniado dependoige olviBe pparkels st;mes Igarc bxample,
apabl e. of vi di t of functignalit o .
EBRSuSIEY whhGF sTie Br02edEo ardinist ans T aebbs g for which
ﬁﬁgﬂﬁ&{t&lcﬁf—‘qy' ddsted.a 3h N@ke c@hiplf ethbdtfifnepNad | fl¥bdIBYariable, the

al so be depl oyed.[00162] Fragnment bl ock 1060

fH@tgmemaﬁe@ Khrieshaldntfel), of sﬁr@gqv@ht e phB éda@gemmi function (it is a
h h
ﬁ.a:?% %tmegp %t e[ﬁe % gco%rfgagéﬁt}l i rgegérgloy Ido S?tpceh §e gver short

S I'S unc

péragk ot Gok, RMilﬂl\GiTe rnﬁ%tyLHeﬂ&e FaighicftaSion ehréshalimant repisee. kIf a packet
1060. Wien frﬁgnenta ion is not enabled, or the

ercagirehealiaementaionsthemsholds theat bresle Bedeasket 1 Hlntigsd Gpgments,
Mtﬁ%}%%ﬁaﬂek&uﬁﬁ)gﬁ%? n%,ggma si ngl e node pointer and

I'ts dssocl ate re chunk pointers will be
[00161]r et ur Nett. thhi &agrhematidnoia sob kamked 06b ap altbontesewiardimenst, fragment

| L nked | res, i cable fqor the nmenor :
Loell e p ﬂ%?e%ﬁaasfﬁ gunega%ma bEURHF e dn iSHOBPGHIgNdp Gbodiment,
MNabiged Rddher BRoRNOME resPOY 8o BIGNLET MEACHREN 840 VaRE Iﬁbé‘églsﬁng block
poi nter cache 820 reside in the 1ist function blo

aey e dxplapdde. IMhash an pudvlodnjmenavamd AMBAE puvicesings b}mly may be

be .t f t.h | abl h h

OB S RE PerPERad i RGO st BECRM bR Rtk gutd not be
& &qipbe® o, onbUsitueBeh, dhidd siRar fitkets OmapenAf requlre or support
ordinary skill in the art In |I%2t of the teachin

fragreematiqne sae prayaid grocesseds onwh2Wh prIcesseOA30 aflfrhewbgﬂgrmnt block

b n
AT ST PR K ShoL AL FaReB00 (e g ey
8@1 ur packetd)f map ebreepﬂosld&d ﬁlragraremtlahaloMA@ heodessdesuddf as MAC
ragnents is on ngl e node§B0|nter and.its

a@%%?rafl%kp deiatisd B%lpm oThose ploktl ap sherayt Wil Feadily fgarecite the
{00 P %b&t?@#lﬁg@%ﬁ%'em&lm&t SlhEﬂJhﬁ@ &%ﬂfgtlé Prodl86r bcectpable of

perforne
processing all the functions of various packet types and another embodiment comprising

two or more MAC processors, cach capable of providing any subset of functionality. Of
course, a single MAC processor capable of processing packets requiring a single set of

functionality may also be deployed.



bl ock 1060, wherein repeated calls to list function

1065 are nade for each fragnent until the entire
wpamkelsibas been fragnented. As each pointer iBCT/US2007/065678

returned, the gl obal variable buffer occupancy is

i ncrenent ed according to the Hunber of chunks or

packets. Buffer occupancy could be either neasure in

[00162]t he eXxasmh&tembeadi 180t detaidtnd 1Ry RakBceHPofhdRO:S VA8 on the
use alternate neasures. [00163] FIG 14 depicts an

Brgmpitetientveihobhendtherlepghiobtic FIke. 1050 numdicu@ésragments is

e or r NA ervi
BT MsTioERIohE RSP st b 18 Pt gl 000
WH‘dh@rdgﬁ{mwhah lioRotlehaBled, dr tﬁ&fﬁgmsntuﬁ@dbhxesa&dde $6t &eeded, the
above. 1n one enbodi ment, control data may be added to
@%herwsfﬁzﬁgmﬁnm O Dom0c, 4l € Ringlynass mosfchardkits pesepiated one or

iHI ?’igr i Ifs m&%e f’aeﬁlrg?écrh?[e@n CQ}\éebloéllp 16@5 tperforrns various

odlnent control or na
Tt crait lﬁslt pﬁﬂbedlﬂeﬂaﬁﬁhdalbﬁfﬂfor Niat @chbat staohire déplb}ftfdc(rsﬁmi asadescribed
adde 2&& use i n H2W processqr 530 MA||8$% strip
G

Ve-o NRES it gs ?Wrbéle B PO Gt ! kﬁﬁ‘fifcé‘Pnk pomter cache

@%‘Féfsbde ih Q&lﬁﬁ]fuﬂdctloﬂ%lécrkagm %}@?ﬁhﬁ@ 308 of 68Mble pointers
MSDU may be stored directly in buffer 1062. It nmay

nmay
beysbtda@d fvarn ha mdabid @opblnnttaeh caoid. mmtq@blqﬁﬁlemto refresh and

re d fromlist nctl 1 The list functjions . ...
Rl B s shbotcRe: laredd 3 sPIoAB AL REiTA skill in
ﬂfé%rﬂqﬁ(ﬂgﬂ% oP@¥ kQRRAing: Ql@fbnh eﬂgl‘i‘cebﬁ@l? hasnkoRAYh PRUSDALE Bumber of
witten into nmenory inthe correspondlng addr esses.

fragrgﬁﬁﬁmub@mentswdés funstons Hida a@é@!rgrﬂmagfmmnwﬁh@t thae ngmber of
e r ff 0165
BAELAE 25 L AR L EEt, B PR BRI, pgmens

a@az Qnd\erdEle Mddet poidRr And l’itsea\fsfs@cﬁﬁsd Wwhiitk @Bﬂiw’ryorapdihﬁeﬁ;r may be
1080, which contends for access to the packet buffer

FRswBPY Wnadiemnaty gmbaiesent paimyke fatctign magrbernesigraed by fragment
bl%EIQ lb@@ @ léﬁ‘lt regfagt&? EallsNQ! sttﬂ]ﬁ‘étlogem?i%yargrrmcfg%r %FQ&O fragment

be |rrp as one o1 nenory arbiters
5151’2[ tha&nﬁi‘eopm:kbmhﬁl &en&}ragﬂmmla&djl Ag cabh tpbeter is returned, the global

conf tion of the MAC cessar ASI C 310. 166

:l WFBOCEPAnBE PLCRAYGH 3¢9THRE & e naff«%sasgfg@emkf]r nRackets.
gﬁﬁPIr Mcd%hﬂc%l ARIP vaRA BN cdBRE IV e AR/ @fﬁb’&ﬁﬁl%ntf aRMalternate
ot her components contending for access to the packet

bubédEments mmyyuse Wiematggeeseres.s granted, a grant will be

retur menory wite 1070.and t

10016317 bl s BB it Sl SPR R R FIRRAPE. FERpso nctudes
bR bothosd MA@ISchacd Data UBE C(Mslmgis)l RHBARN. E4BMBD s Hprises a
to performthe nenory wite. For exanple, the node is

beadar d43Qinal pRyioRéd 4+ nd BeMAG rosrutaNG] 4500 6F J&IRgis used), as
8%& tee g dbeant 8&“% &th% §nt60qt $ata tgeeg&Jedb[S achT RESDU in

S are then wi accesses,
ERED0 50, evtiictdimag i, fed,lbidkl fr@ﬁd’mgﬁﬂeﬂt biptle 106(1“’31]5 dle§cr1bed above. In

2,1!1 lallte?‘tcljate 'gr%rgg(rh)rlne\rl\l{ Icto1(:{‘t1r01101171foorrnation is not maintained in FIFO 1050. Note that
control information added for use in H2W processor 530 will be stripped off prior to
writing the packet in packet buffer memory.

[00164] If no fragmentation is needed, then the MSDU may be stored directly in buffer
1062. It may be stored with the node pointer and chunk pointers retrieved from list

functions 1065. The list functions give the number and chunk addresses for each

packet, the packet payload (and hence the chunk payloads) are written into memory in



continues to make requests until the entire packet,
including all fragnents, if any, are witten into RAM
wabh®7paitsg ers used for threadi ng the packet i ne@I/Uk®07/065678

appropriate queue are retrieved as the node pointer

for the packet (or node point®rs for each fragment) as

well as the tail queue pointer to identify the |ast
HRARriefpdnbfh Oéa@ia@,sést he fﬁgﬁféﬁmﬁ&e LI SHS EHe @ichnﬁ%ment that gets
packets and/or ments will be appended) [00167] In
@nQEéwhdd1ﬁemﬂmnbu o6y arblter recei ves requests

from IL.n SS AN Tx St.
ootost ey e SRS BlRed b B e S anbt g B By, dpgmory waie
M ind@fackd Wity mambiy hedier egeveRhich %‘ﬁ%nﬂ@%eﬁo%sswd the packet
riorities - an exanple is the fol |l owi ng order of

wifr memery to petaplRantexpthenpacket myl el Sagments dgfpelss pagigs buffer.
t y
ot FarmERpREFRI |03y BE BB BT EL Fhe bEnRROREBIBK 556 or
651, yas |shokn gy Ft@r S,aiepé)m‘tﬁn@ on niiceconfigucion lof plod MPE(E jprocessor ASIC
gﬂﬂ/or ot her control information in order to perform
edul i ng and other functions. A systemof priorities
[00166] ”Hy be1eaRIr @ Rtvie %%0%"566%‘% P& leﬁeg FRAC kRInd-$@d%e 1070 and
wites for WLAN Rx/ Tx and Egress/ | ngress purposes
{n@@ I&&}VGFcbtbwsreaumssﬁe@munhmmpan@n@ corfterghng G a@éess e the packet

I i.e. TSPEC
ol hinor yFRibectonds eRicyp ba 3P bs Nl 10 Piwopy wae 1070
5l &%%cﬁ@ﬁh@/@r fila bm BTy afd WEHBP RHb AL It)a%k@te&lﬂfe@ %dﬂﬁ&& A method
(and, hence, a first packet) for that flow Those

gmiler Ito thay depesibed tinliT0L O wep di used varmetfarm ghharemory write.  For
net h farqkeen, f ey, aueues, and f0
exa EH 9 Sthe %g%eo 5 a?aﬂgd %n(ia %hecg gvd@l t\é’% %nfrgr‘rftsda dla)c_l!%(gl]lg the length and

bﬁlﬁlkqibﬁﬁf@ﬂs ectemhodedreibtd. trhe chgikeraye &fehlvtftﬁfenrlﬁi’(ﬂf H)}ft& Sccesses, in
the nmenory access to a limted nunber of bytes (i.

88) cxampdy g@podigneat.| wikil el P 1 Ebasoriamksisyligd. a%‘é@%ﬁ%ﬂte 1070
EdMinl géscjﬁ)eﬁlaﬁ’éjﬁ GlstSTRARY the ehﬁre %éta'fﬁ?:lh?dn?"g@ qfv\gﬁ%hts if any, are

Found robih access I's given nmenor
Wnlg:eﬁsstoV\RAt\/E I’Em;umhters Weél\foR)ﬂm&adhthhe @chke‘f/\ﬁﬂbl t]ﬁé( appropriate
' detaile rthe

res . e. and f
& %rs r'eglers @ b@? él%@@%h?% ﬁ‘ﬁt Pac%afcgo ng& p%lflters for each

FRLRAARY al Qe fehs @NGLedeNshiREE &S Richfifyt e 157 tﬂoﬁ@ iMERYucue (the
was witten in an interrupted stream” A schedul e, such

plece wherd-sntsiquent peepeoltets atdadr fragmeints \mﬂll’@rappﬁmbéts es.
[ 0017 FIG .15 il]Justrates rocess of br.eaki a
001671 g ﬂt‘i FPY 18’1'?8l SrMHSPe tﬁ‘&ﬁwg SHEYCY BRURSS r&?g‘d aR gngress State

Ma@hﬂﬁe BOMEDARLT>08tatieahad, ) WL NI RxaSthRSBAdMIR driSdndB@bkss State
fragment. In this exanple, control 1420 is onmitted. Tn

wehing. di may @r@#@@ohqﬁ@mn thé@:mtqqm:stSlm REeswtigs si grppyantde is the

FRTRERA Sy 4] PRSER, MaSRy 5 DB SR

atigheRink g ml,eed/\khec‘hhdﬂla}pab&t po dpanstedr hwoitteac mthaaaeﬂimes the state
1510, and may be stripped off bhefore conpleting
PaRPSs MRY Pe Onlmov#l@ R QR NRASAIPIRET G bHRK PeiatsA- emd(%f other control

RESRERAE G Bideh t@pm&ﬂ{sgchéééiglgaeﬂﬂ SRGunctions. A system of priorities

may be established covering control and packet reads and writes for WLAN Rx/Tx and
Egress/Ingress purposes.

[00168] Flows are set up when a specification of the flow (i.e. a TSPEC) is made by a
station. At that time, the firmware may set up an entry in all the flow related tables. It

may also populate a head pointer (and, hence, a first packet) for that flow. Those of



fragnent is identified as payl oad 1520, which is a
portion of payload 1440 fromthe MSDU. Each header
wazmoised udes the sequence nunber 1540, whi chPCBUS1@7/065678

sequence nunber of the packet and a fragnment nunber
1550, which is the number ass¥tiated w th each
i ndi vidual fragnent. [00171] In the exanple
ahodineptwilabthidAgBBNG @ QBthb8s 0 kEQiNEHackeFTRw queues and
fragnment is subsequently treated as a packet. This
firjupdatingssasfdtedtheadiqupuopastsisng of packets and
fragnents through.the varjous MAC processi

1001691 o oS s TR el O B b MRt w8 SR B e mewopeaggess o o
liglitcs RamBeit bff ByteLdl b&MNdrderMaeallomnathel ¢cgpomRhts B8 Abbess to the
includes MC 1450, if TKIP is used. Recall that, in
parkeieluffgs | recreeyo din mrixampleecipad e, Exmg iPRig 4668 it gigen to the

ior -t f 025, [ .
REORS RS irPesl WARTRORAN, A0LAK G HREPand ROANIX caress (i
bafilotth detail¢di fiztheo belwivd.h Fomexamplapt @50tebye WIRDUt wsuld introduce a
%glgﬁ 1610N. A nenpry wite éGlO .cauld be nenory. wite
2blatgngy fo glhstsavsEYEAccetdl BF cptie NMEPLowas wiiHed & an interrupted

detdl | 2dcRalirWuckas PoiRINBLY, Wk bifts Bhagk if 888 p@cesses.
request 1630 to arbiter 556. Arbiter 556 sends a grant

[00170]1 i ne EB4013 olwaetes rteerprocesy bt brdakimgka iMBIDat 4 fgindhenc or more

nor i tes. begin biter 556 al. so contr ol .
Testety Gareaizof et BREBRTRG JRaold wiitord Paele residusl
gapmRenentn {98 cdahpetdnttd 19PBRAV dnaiftbd.OlTh &dnel4RPnaté @mbodiment,
exanpl e, SDRAM controller 1650 nay beSDRAM i nterface

gB1rol 1429 weuldxamplyebs hspended tFIt® st hepdaralp10ned sheevn. Control
ot.her co nent s. led t DRAM 34 e th a
B P By PR RS Ry, SRRl RSy Dl v

pRpBided as Rhétehcdldo? 1510, and @fayt e Wrippel PRAGKRETS coplelifg a memory
packet nenory in accordance with the configuratjon

HidesInsEIC cde gachvirgrannd 1ndorry isapispenda iVGHT & bersdepd S Hi and cach
Qﬂgéﬂmhﬁ? n(l‘gigile& he tpgpﬁad %Bzo,%,hfe’ﬁ'ig R X%B%?Ig%fe ﬁr@@é@&' §840 Brom the

I OUs e nmen erein. n an e I ment,
YEHD alHayh htdder ¢ 510 meludes thessefjwdnicowanhbbry 1 340, il i aloesequence

The control |l er y control the |qgic of .reads and : :
DTS thy pasEetBAdy et bl S W@P‘FL\&%&B PP seied with
PRY:ShEMdusoRReedkon. FIG 16 serves as one

i1Tustrative exanple. Transmt Processing [00173] In

[00171]t he phethc easmplectntmdimerndy dftarSragnisotitiorns gerfdrmedt eaghifragment is

aspects.for efficien nrocessi n f ingress
SHRFEERy deallias & Flel” TR SR e ek ook AHcE SR of papkets and
ghomaakelrsugiiie vhRupacketprbetsiiag tedhhidued dBEilYBRERIS Alternate
dat a structures, to awalt transm Ssi on. In this

embedimicnts preed Batsihaty thisaequrementir Thefindfftagaicah £§ 0N includes MIC
SAIPSEL R SNEH LB B AL IS SBNEER RN o
evdramegackbeprfh o fhgnentaticarbyhivigd 19pged MAC processi ng

[00172] EIeG.I ln6t agpqgtcs: eadc':onceptual configuration of arbiter 556 in conjunction with
two or more memory writes 1610A-1610N. A memory write 1610 could be memory
write 1070, just described or one of the various others detailed below. Each memory
write block sends a request 1630 to arbiter 556. Arbiter 556 sends a grant line 1640 to
cach memory write block indicating when memory writes begin. Arbiter 556 may also
control MUX 1620 to select the output of the granted memory write component for

delivery to SDRAM controller 1650. For example, SDRAM controller 1650 may be



[00174] In general, an access point capable of

supporting many flows for nultiple STAs provides a
worerog/1canpl ex anal ysis than a rel atively si npl BCBU$2007/065678

supporting 16 flows. Thus, in nany of the enbodi nents

detail ed bel ow, the nore conpilcated access point wll

be used as a reference. Wien necessary, differences

BBRWAE NnRradA 580 dindtheaSGRDR BRIV iNFIG. BEoh ingh! ingnlh@%y other

I't is generally desirable in transmt proceSS|ng to be

abmeorteotsawg}wlrdd HARRAMBYh MNotbthat efsimilawarbitegtidn sehdne may be

g?pa&fe QOr lé{lrﬁ%rh arglteri%ﬁgftnolrgierotg p\gﬁ%g}{%,lc%?t%ns me g;gs)anﬁ%t memory in
8Q0€Edaht€ abito Nhe NEY: fiREratiBP Ombadit sclSQb® aspects mdfory arbitration
hi ghl i ght ed because of the reduction in circuit area,
pebemcefare cvelhtkngga oy the aguiang ofs Wh @nayy bef dapdasiegnin various
I c r I
ST B 0PRSS L ORGP ROFRL o
beedidtafacpr Ghptorteszo nmg cohesl the tcrgmmﬁneidscqnﬁ@mtamtot tiic memory,

%rgi g glg:r];lpe&gg\%%vg%g Unscgﬁgwﬁgjotngga ‘ C F;(F)lg\/\gg asS gr\llee illustrative
jate block ack. Enbodinents detalled bel ow
provide efficient support for nultiple flows by
keepi ng a subset of packets ready for quick response.
hIS %I ons .support for UAPSD, inmedi ate bl ock ack,
very when a TXOP is earned. This will,
in nost cases, prevent the need for previously used
t echni ques for reserving bandw dth such as sending CTS
[00173]t o selrf thegpreviops smﬁ@nex@mpl,seemqulmgrﬁg adustigtng rqspects for efficient
@P&@S%O ggSI%g n’Pr%/%I'Q é%&%ﬁ%t? W%I‘?( %?5%?1%%@9%1%%?@{1%% 111 tl%e %TOCGSSIIlg of
gzwkeisl iMtothe ipagked bUREE. un@zﬁlg aifioas ataSstiue@edsy edawait transmission.

that. set of packets, if there is remaining capacity in
{th éhi sy pocE s g Seﬁaek,ef@h%ff%%ew%ngﬁﬁ@d &y, thgsuse of data

sc’th?cttlﬁrgs STy du%@d arbg%j\(ﬂnﬂgbédoﬁ@’\@%ﬂeﬁtr o'ﬂlt {Ung Q)tl‘?e?efsﬁﬁcts that

portions of packet processing Increases e i ency
entand e effivoct cyrefout lﬁgh wpaedMACqﬁcdfaeﬁngmﬂl bel ﬁm@s{ucmiy be
depl oyed t o decouple fir oceSS|n
001741 o at [1/&475™ w@e&}ccgsa@@&)t Cfp pﬁ?%@gg%éﬁowm@ gulipje STAs

ﬁ[roklﬁfes ASHELL ébn\lﬁl& aﬁ’eﬁ%ilﬁ ltlﬂl%tef ?él@@elﬁsﬁ’r@ié 9‘1’% suptportlng 16 flows.
nbodi nents bel'ow. [00176] I n exanpl e enbodi men

Ehusallm m:anb aif lrg embo@mhtsamﬂebﬂé)ehwe th¢ mes¢ camplicatddnaccess point

SE BE BB Srithe W hch e SRRT Bt BRRRET € STAG an access

%d)lﬁt/\/ml-rhgiil%h‘l}l?ﬁﬂé@s I{ is! de&tallptdestrdbye MO sERCHBSEesEiBEAo be able to
atency response tinmes I1n a

wpméqua@f aapighi eembanef flayvs. | adesd reeropdngecidy| wien dransmit
g[%@otﬁ!ugﬁleg Fbeé%Prné Va%ﬁ% %%81' ?‘Lgépolf]tsf%ﬁ ?e%aé}; ﬁggs%lgsmn specifications

tres of various reve

thiapy et ingorghanSeme USRS aﬂ&dhlghlﬁgﬁt@r be@gsest Ehe I&Gdcttdh in circuit
be able tQ capture remaining.transmt opportunity
RISR lamen@f%a G{ITP WSSO Qisth SInBliiyaeledrsigny g@fk{%@@ ability to interface

(AR hRRANOL ALK ST ons (Tor example, a

succ pronpt ponse in an early
[00175] One example illustrating the need for prompt response when a transmit

opportunity arises includes the Unscheduled Automatic Power Save Delivery (UAPSD)
protocol. Another example is immediate block ack. Embodiments detailed below
provide efficient support for multiple flows by keeping a subset of packets ready for
quick response. This allows support for UAPSD, immediate block ack, and prompt



transm ssion opportunity may avoid a collision caused

by contention that would occur in a |ater response
w@rdoenpty? Low | atency response may facilitat eP@DUS2007/065678

savings. [00177] In another aspect, shadow queues

(referred to bel ow as ping-p gueues, and defined by

a queue-in-waiting and a queue-in-service) allow for

GURMEN KR £TEMS cRined TR Will, 36ViaPG &caQfs, BrévednN$ME heed for

opportunltg (even whil e anot her flowis belng

plie@mslgelde tsehnigegsdar ws¢rgme. baliwilth suvd as[sonding CTS to self, etc. In

maltln | %aq%> 9. b be. processed Thi s _facj Iltates b

Qe SFPTHG Pr 578STINg Uit as MO 2488t gigeT ageregate to be

Pebakd] Hgmbis sef dfgrackes nfagbeetrdmmadddoyuiclad @ufihf|@ BXORt ®nce an

decision for a flow, because the rate decision is then

adk petepivediier thebsel efspaskaisi Bl Gereals| TsWiaing 6#pack in the TXOP,
Qcﬁié?{ SHA h?él&srl%ﬁ;‘? bE %aﬁﬁnﬁ?h fi; ﬁiat 8 eQHfé ’Peﬁl%ving fﬂﬁ%h%”&om the
1or nimze errors 8] T'h “anot’hér "aspect,
ﬁ]lghlspérgi apaytiense dfi Iﬁaukdtr Predsdse qiretmascsl 4RciedB50, Iandaxarnple
gS below) with ele ts aSSOCIaEGd W t h pacéets fo
‘P‘BWeF’éc Merioty gechsyid gt Maeter 4APHAER ofR gouple’ firmware
%ﬁ%é@sﬁl% (@nQQfEkl%Iatl(f elfo'vUer ‘é?ééa ) $RIENI&RE $b&sing.  These and other
eterm nati on) aci l'itating aggregation of
g@@%@&gﬂbﬁdhpuwwdnimmaumwnﬂndnmmn$@mw®gat|on in

o076 957 Bl 2RECLR M LUSLIAL R acl LEL 2L S, LEL ANSTLARAAT 1 one

Rpeek aprnamtyesduas®itare d@iﬂ@% %ﬁcﬂf—‘ﬁska t8lsRrs 8RAAtsedsYociated with
desirable in many contexts, and al so be conbi ned.

POy alllow. e@rmy coies fllystisesttonne esarfgorb 19 deiaoulow for lov-
Fpe% qgse o%? %1 % la Qélll‘lle\{ y OVI fjgacélonéQ e a0 |latte %t resD%A se allows a
gqueu en or acces ng unschetyﬁ CP

gamdsthr 2020010 liﬁ&l&%fﬁcﬁﬁ@@seaofrﬁ@?mhtso@aﬁﬁmﬁes bf aﬂfﬁdﬁsttypés such as
much data as possible, up to.a nHX|nun1speC|f|ed TXOP.

ToveRsE dliFection ambddiSd eafpumila remesqaedide, by ableotes capture
RAGKANE SERAT RPN HSPIAKSIG & BORMRRSiOROT Lol Mishey sosponse

feditass aldidsg @iodorSIE enaeipde, mByudoessiis goomat ezdpmnsb hnan early

channel., for which various nmers are mai ntai ned
EPRSEPSSGL APROTUREK ZRay af eéeiéeflqn§aﬁ~%€a*eby SHticsoRdhat would occur

le Leed %sﬁ@nsfe%'ftelg@’[)n Lo l@feﬁ@??esﬁ@r{sg %{amcﬂlt%%v@gr sﬁﬂﬁgse

functions may be shared across channéls or queues,
[00177]some hayndmherchspéoar@adow lqrae@asvﬁrfrfeﬂr@t@ b@qmaslm%-pomg queues, and

((?1 sucn as a oi nt | to SU. rt

s L i P EGRE S BRe B-os8 63 HRE B bments of
£ Xotith @ dearee dif ARAhImit GPp Sty (BenbRkike Sfokhdri lﬂ@SWi% b3 processed
ggrforn1ng t he vari ous overhead associated wth

rtrﬁnﬁ@llsm@vs Tihge, thadlpvols waitinggecaduiode pcaspasws Thigyfacilitates
@r%%ss lalﬁié l[gs lfa r% % s%%tlél rﬁg’eff‘ ?é i§ I%?te}{ad’ea@éﬁe to allow

ara anne rovi
dld:f%lfrfmrgl agtegdealisidryfoot fevr, \bb&ﬁ:lsé eheerh& de[:ﬁﬁxha@}heﬁlaﬁrecbﬂt and fresh
depi cts an exanpl e embodi ment of a portion of a
% Py dloniim I¥athe GIRPERPTREe D i Petrlssted do Jippwiae throughput

Lelathitehyelfbae plurality of EDCA

[00178] In another aspect, filling a queue (illustrated as queues 1842, 1850, and 1855,
below) with eclements associated with packets for a flow facilitates quick length
determination for forming a packet (useful with deferred rate determination) as well as
facilitating aggregation of packets promptly. In addition to aggregation in general,

aspects illustrated facilitate retransmission (i.e., in response to a received block



gqueues 1710 using a smaller, fixed set of standard
EDCA queues 1730. In one application, a plurality of
wEDA1tfueues nmay be depl oyed, each provi di ng aPCT/US2007/065678

different quality of service level. In this exanple, a

plurality of N per-station EDEA queues 1770A-N are

mai ntai ned. I n the exanpl e enbodi nent, 256 such queues

L oRRGie@bnt).n qhgs'%ﬁasf)éamress;égmfenﬁaemwehﬁ @iy doRtdk@d and may

Round robin selector 1720 arbitrates between fhe

plee betembiond EDCA queues and sel ects data to be queued

up i nyope of t andard ECDA queue QA-D. An . .
00791 3P o oSGt Glh PR st TR s ¥ duiget grovided

Recaie a0 r BBAAI quéucs edopedndr fol 72Qessi Bu ahibeddb@ periods on the

enbodi nent. A sel ector may be deployed in a variety of

wagym gnd.esiaept d26PP vikicercs tigeenait |a8 dmpel gafai 45 Ppssible, up to a

- t - e ' ' [
bixicln S FRETPKOR AT HRTIR, bl RAR, PRIHEE PDCA queues,
caridue rhaekdfoschealeeatd depl@ed te tpadvcancddbidAowp)simadtahesus attempts to

del i ver sing one of the standard E eues. In .
G &1 OB D EBRF Wi EDCA\GHaUF Rl | s M&J@m mgpba associated
QUBUL S h AR, PO SHRPP VLR FRIdES lgféeHl%ﬁltﬁﬁ&i, A8 WHEAndl Mssessment

one enpodi ment due to the availability of existing

(&GAL s pradeessi otferc propohees §r giitihg rhesnpcdesagdy Some of these

i mers and.channel assessnment conponents required,t
BERG PO PE AR G Ar AR C FBE (5 U HES SUehaffHehe difitrent. In a
WieRSs &mmslhichtidnnddvite, slch aWiah icd8apdihy dbdinfly Wit%b&lt €hany flows
| egacy 802.1 1 cores and conponents, which nmay be '
pipeilterakedslyr(l. ¢ akS0dlpyv seitiso dixprantosenitadament), anainteiing eagktadf timers

t. additional featur ired. Ex
IR TR G Pl £8P Bl e B s of a tree
himB& I TdaRGEaydt e PES Pl | [BigTeeing sdtas@doh teBiafiodd arameters of a
detail ed further bel ow. Packets schedul ed in EDCA
gdynemenrulidy pgaidingdiiciing guelix pherreicakysltd EDCA

proce es: i r d pef f.orm..: .
“ml&naddit?gﬁaﬁ732ﬁéﬁ§r?%g%ﬁégp§egh§ : gugﬁzgé&%%?qeﬁf a wireless
dotaiRsnicatiore davipt eoofigwhd ah suppém cavmelbtivd  dadg€GAurality of EDCA

rotocql ). Various other protocols y devel op
Restenneh wii et B Bas b 8 SppdE 5BEA Kicsa 750, In one
PARAS AR, O FBEIA bl B b 2l 004, o it
quas of ssivere Mivelh kit tideratdeeuebirality of SN genstativn EDCA queues

ficient.t t kets f h STA and
0 By-Seirs Funr g B an P dIm -G SaGr g o afeeh of the
286 f16®s P@Heetks nfay B8 hiiataikdatRdnd r&bif 8BISEBL 1 T2Warbitrates between

provi des the greatest benefit when transm ssions are
Heeparstition @%érque@@ﬂ and seleats data(torbeaqepued pipoin one of 4 standard

A [ tred St at | / it . .
B DL Bl I7p0RliEe e B RS kenof Bt alsbr R LIRS (RERE fopin may
ba@ctufrhal (ijIS@. ielltﬁtort HEY), mayanbstergae egﬁiodg?camd A selector may be
transmtted to that station, It is possiple, in an
dfR'@xcddh @ RBYAlmENs, i SFeRaveelavisirh g Etloe Flont isr T 18, In the
AP R P RN Ry, I, 8 ERGuI Rk PGS Frvides the
stl ¢neion edrgrras foe eelicotin gy péruestiont BioQ Aagupues) &lri dehivemyyudiez one of the

gtlalflclalré: lﬁlﬁcﬁ rqulé{l]easpl fn Ell?ergaete de(r)nnbeodiments, naturally, any number of EDCA

queues may be supported. Four queues are deployed in one embodiment due to the
availability of existing legacy processing components, with the necessary timers and

channel assessment components required to contend for and gain access to the shared



[00181] The use of EDCA queues is illustrative only.

In general, a selection of queues may be depl oyed,
waz®oaiaved with channel s of various types. TheCTOS290E065678

types nmay vary based on quality of service |evel

and/or transm ssion type, su as schedul ed or

contention based access, for exanple. [00182] FIG 18

dephst ST%eedfas'KHl B BHEDRM TR Bbadily! Gt RRAIE 1868E) 8YS.11 cores and

conponents of a |ower MAC core 540. Various aspects

poropdgitag whidhi piagrhsi iesluded tiheatiee @ﬁbmd@stSflmrelp,a@mmodlﬁed to

?Litp%(ﬂ:,] Sggl&lg{lalquae[ﬁr%g gasﬁ%ds peggl%le;%éb git?rﬁgn ﬁpzcin iegv\ﬂ gores and/or
bémj dﬂetiﬁ;tlhaice&daﬁbet\hﬁh pahtiplak lﬁl@cﬁ?é@dm%l%m J@Q&@ll@ﬂ further below.
skill inthe art will recogni ze that additional

Benkstsriehrdyldrin EL MO wHyuardy SO -y ey dpdmnsmiiigd msmgestaadyrd EDCA

BEPRReY o BERADT st RE PR Ert o IR iRk bosides EDCA,

aghestpslled TKEPsaesxanifie ofleh@hlis kmdwrFirG.he HCCA lpusibea). eVarious

t he sched of fl h |dent| i cation of }
QRFY BiRdo ﬁ%ﬁ@f/sbesé%ﬁw%g’nlf avﬁ* ¢ |Sﬁ%ﬁd€ oF AR apiod, as will be
4 rén@%c%ﬁesofcs‘klﬂmﬂ"tﬂE &rtl M qg&hhéﬁ? FYroRhd kdin 'SQ@&{ﬂgfdqufﬁCA queues

associ ated wth schedul ed packets, associ ated
baklafee ttensmissing vath gantard qgmals it oy g@actlyohamrendficieytpte aggregate

to.t sm ngi ne 1 In t i ment, . t.he

bikielsor e 5T anfr B e s (e tRbS g et o) Rt of the
ﬁﬁdliéisalﬁio%g MROViatidnn t Eh%%nﬁté&ﬂ@ SroVi@8ACHe 8P aikstl YeMO® when
channel s are used for ilTustration purposes. Those of

FRaSisSiQNst e steerediitp| a rl@ttugl&ﬁfz@ainmat(oraﬁygr@hamfeﬁlﬂtlkﬂﬂ§ situated
FRYGRE PECTTRINAL 4308 A T pEBTRORE P Tl h o
omd buifedrredhat EEE@AnQy‘ Be 48H0Atdd arﬁﬁrdﬂ@ﬁ&tdﬂl&@ Wieat $&515ni $t is possible,

depl Oérn as well, along side a_broadcast contro
AHBePLOdRENS {¢ e wnge befienfoy afl 3E1?¢4\l]’§ﬁl?eé~°( elgowever, in

J[hh% A t3\/@1ren d[ﬁé al:keté’“a}ehm({j&L AlLP v b %Ehetr Q?atﬁhp &vith other

channel s, e sanme or siml
vigensoiesing thxds)rthem @gre{gaﬁdﬁ Blay Deaiiouls st mmabfkcﬂodxéwonn g
begi ns, with fj re filling one o e conman

01811 7575 TS ok BRCH auga i BHziHE on 8 B0S T g aleqtigh of queucs

A cﬁ%loy@ﬁ] easg&rﬁf@ﬂ‘ Qvith! SafindS &f fhtib@deyped hThé @Wardnbs types may

to be schédul ed he command [ist may contain a flo
V@ydiaefngowquhhta O'flceFk@rvelE@@ﬁorcfmuwsmnhtepa' Xapeh Wk Isbheduled or
betcngnt and for,.and tt‘lus the transm ssion tine may
BTN PO o0 SR S However, a nmaxi mum TXOP si ze

[00182] MY bEIG.NEd delsets %hoéi@niﬁlé mebﬁnfehpYMulsttn{‘éO{Iaﬂ'dﬁ%omponents of a

schedul i ng, the TXOP size may be known, as well as the

lostes A ECae |5f‘0er\%rmuwspeaﬁdprpmdglgref@plenﬁﬁ@ phihc o crfa;pdes for

FRSETBHESA AL 05 LU HR 4ol 99851 S R focssin

spreyed Caodt athdr dsb&t§®i‘le delilizgatet ip acekiellsthgr extah@lec h@huselof skill in
The array controller pops a flow ID fromthe conma

mmand
fhegyt wihiscognizphaf addiionphgonnopents fre $hewe) MppRe fi%ﬁloyed and not
FJ@Q{F %@%{é I rlfeatﬁﬁf' Pfu@'ﬂrﬁb@ 9s ?@d{ﬁreﬂl 1noa{nyt Bﬁﬁ@ulgp BEBO&ment to take

I rmaar e
advantage of other aspects or features. The details of FIG. 18 illustrate the scheduling

of flows and the identification of various packets scheduled for ultimate transmission.
The results culminate in delivery of the identifiers associated with scheduled packets,
associated parameters, and a ready signal for each channel type to transmit (TX) engine

1880. In this embodiment, the packet identification is performed using nodes, as



schedul er to make a batch of decisions at once and put

themin the respective lists, which may be carried out
w@@r/11519e. This allows the various array contPOI/U82087/065678

1840 to process the flow IDs fromthe lists, reducing

the need for firmware interaction. This allows a

reduction in or elimnation of interrupts to firmare

aasiidegns! as thib %xﬁmmwgﬁcys goredy kyﬂégchfaﬁm aﬂe%s%\@or illustration

processin as descri bed above. Al'ternate techni ques

pwomheagtbsengf skidwen ther arg ewill; tﬁ@ogng tlsajpfmyr tleagingle typef may be

channel |nclud|n EDCA type cont
cfhcgnneqd%tegr g ST e EOmpo i af B B ERE PER IR i xample, four
Qﬁ@eﬁ@adﬂel maﬁdﬁﬁécﬁdEDEAt o e1890AShi | IAni FIQdE @fche 1855 is
018 In this exanple, a TX node cache 1810 is

lopedi el glong atds aobm@#@stmoafra ¢hapnglf 1860 gldie structure of EDCA
étﬂfﬂﬁgt%ﬁgd n ﬁﬁlrtﬂgldget& %ﬁrc’délt% omftlcy %?IB@F %ﬁ%g?hﬁﬁleﬁf as they may

enera cac are Ssul
blceﬂie@ymem siagilagueua®ud éhbodinlcust r at ed above. In the
npl.e enbodi ne 256 such f will_ be maintained.
[00183] Each Fraawnb@aleﬁesc Wgs@gl@p%é BV billingPng gr grore command

HQQ 9814 ‘ﬁ@o@ﬁterde@ftﬁ %QEH cﬁa‘?ﬁ@leﬁt%y @rRREKef? e&%ﬁef‘ € The cornrnand
ow). In the exanpl e enbodi nent, four’ nodes for each

h$tswea‘ill£dn&a1|th1ﬂawri@d to |be eetmlduIEbt Abdeomashd 1800y céﬁhtalm a flow ID

i?lfog% ?]t?{ ﬁ%&g Oé}éﬁégfqlugg%t 116 'J%Ogﬁv 1%&?@%{1&? for, €and thus the

trhRRS S HAR heHubT BE kh&Wn il a8@arfck OVWowwdRr, BE nd@fnnsh I TBCOP size
by at | east these four nodes. In alter nat e

enp daiintabyrded alengdvith BiedlombaeEond( Cheschedigimet g, TX@P size may be
gﬁé Sv!n{ eads w%l?%lg%é% sc\:/l\r]eduf3 fin(ije(ijlggryatrn%eu e(fj % ; i{! T%ﬁ 11%’6%5@[10% may be

odi men strafe ongYadPec

ﬁmrﬂaledi vﬁfh '@1@ Lﬂdizaﬂle 53] ah&@btﬂ:haﬁ@tﬁﬁoﬁﬂﬁaﬁd IIiBty18J16 dlaﬁl qyk@hannel, an
For exa alternate data structures could

%%h@altro ﬁr %ﬁf’&rﬁa CutEAhBiGese Fﬁélnﬂékfli’éﬁkqt% Eqx|the gl&ap%i pehe array
ur a é}ﬂ agﬁ&%ﬁ r%}g%%}ﬁﬂz]@ﬁd Bkt 1St Bﬂ%éﬁnﬁl% thifext scheduled

cac e use to store one
ﬂowefoetrmmnsmrf ranNhnmg savdraisq:fehetsle\cenmddrstsmblbm the ﬁrrnware
fied and retrieved fol |l own

be id
%?165@&% InGeEF 2 pclt S HEERR oA S ROBAEBPTTR e despective lists

GarR&nseHE 8sficd 83PolRUBRACTRIs WIIbR s tRev4RR0 %ﬁa} %é&rélférs 1840 to
keep them filled and updated. TX node cache refresh

1®8ssrthy flomt Bdsafromwiihe Hists, nestwomg the hmt@ for fguoharagnteraction. This

arbiter.1080 detail ed.above. ne enbo
G e SO i e B aro 08 ToRE Bas' o P BRHEHog g deouples the
ﬁhﬁWEreaBQleﬂﬁl@r[g FFSHE Sthe | BT aptbesksing, tabedRaskat abod. er Alternate
the retrieved nodes may be placed rn the respective TX

perqecsclios selgtpling Honsder servive inet ﬁtﬁ&)ﬁrtﬂwetb@f Jpanes.egeluding
I
%rﬁgg’e ngi) ant@ﬂtgo\?\}nn@agQ&J ?:llfaén&i %%é)%se dtolfJ g%hﬁfiulgii lcléarnélels will
B@fbﬁdﬂpada@wdl‘bycﬂiamwskdﬁhehmme t he next fI ow I D for
ransm ssion fromthe co nd |ist 1815. Fromthe flow .
001841 | D, amfilys TIRPID R TeY N %‘4@@%é%&léénaantmegrfwafgﬁcgpgff@ plurality of
gt@gth guﬂp%?‘tgd.t O Gbdd EMRes B 10OKSy P STRIRIDrYIALAT pSLARTE caches,
and are suitable for deployment as queues 1710 illustrated above. In the example
embodiment, 256 such flows will be maintained. Each flow cache comprises space for
a plurality of nodes (which represent respective packets for the flow). In the example
embodiment, four nodes for each flow are maintained in each TX node cache 1810.

Thus, at least 4 packets are identified as the next to be transmitted for each of 256 flows.



associated with that flow ID. Thus, TX array state

1830 mai ntains per-flow state information for the
waeepportied flows. (Note that, in an alternate PCT/US2007/065678

enbodi nent, TX array state tabl e 1830 nay be conbi ned

with any other per-flow stateé#able, such as TX Fl ow

state table 1030, detail ed above.) Note that TX node

Aﬁg henic@fdieahn k830t SRirb Mt BESIM S BanTBe MtsBYd 5§ al Rast these

le 1830 to update certain paraneters associ ated
{0ur hodesc he akterhate §hlb0dllﬂll€llil§85 peditenal npddsenayoes sypportst, if desired.

exanp TX node cac refres 5. retrle
oorss £ i PO A RS R R AR TR oot e
%%Jﬁumb&fﬂfgﬁﬂulv%ﬂdlﬁ%&lﬁfqtuéﬂlﬁaem ?,%Ode;ﬂd)}leuz eFor&iamipl Q Witernate
state for the scheduled flowto fill its respective TX

Aoa stragtingy cagd de(caphad | Tngnpter exnutle.4henedke) itseifeawbtipe cached.
8 f
?fr’]gégﬁré d%ré% fcla egﬂlél%gﬂéﬁg?% %5 %h%ﬁg%% lty\?&efr éalaﬁes {&W ?x;?]fﬂ‘ﬁ‘é rﬁg&fjto store
4886 mbse slhmants fidne waeth ofcspodss @ﬂewr&done rpa&]kétmﬁdg be identified
he 18% or. the curret schg%‘iﬂedflow identified

B‘]ficrteﬁ“ée"é ng peespges’ t]éer@c FlGRFYS to the TX node
[00186] &1 T ayTj(%efc‘aEhet Reregh @Wlnt&gcty\@ﬁﬂh& REcHek QWb B keep them filled

scheduled to transmt. This al for scheumgg a

gt umtatddn ok nndal exchi mefecsh A8 P ynmewretct anthra msmory arbiter, such as

becones b I.n.the i ment,

REGRD Rl oo heb TS TR aE: Btk if Hlade to retrieve
dA8F encRt e 82 flow i @ntl 8%henOhicckss NOFRNRMN @Ythd Gk &Bbuffer, the
be filled with additional nodes for a flow In an

@twﬂ@oémmay e mlaced xo ﬁ@d@smﬁﬁ‘aq/é"xlm Cﬁ@llledl%w pB8kede cache
! 1%9111 'nIa ebe drperatehd I:Frg%vgls au?&nfggblsl%‘f n? %he % C}*{Lg grocessmg shown

iver i ne Youf
fneEIG eged fromthe flow s TX node cache and t he

emai ni ng packets are retrieved fromthe packet buffer
1001871nenor9\rravn0<§1twilprér 184 Horosa¢hy chtmet dederdne By mext flow ID for

t Y
noges f1 or tﬁiﬁ% %gcfnh%h@éagﬁr gﬁf Qg‘& I%r?t%[l ag htrBfier 1840
dabessas lasTXiatrrag M)abld n8 3 teakdteevratazioanipadinreems andlor store state

Bursartrton S b Fieb oottt s S1F pBRAR qergow st

ﬁff&lﬂla@i%n GRCHe s@tﬁ;&ted L WEt (NRIRO Hﬁ? fin %Ht&ﬁgﬂn%rgmbcﬁi%aﬁsTX array
1810 need not be deployed at all, and aspects

sthiedsitle d82limay bnadmbaredayith ag4@herayersiow statodatde sa;yle ds TX Flow

rararan BhmERT b NPT RS bR eritar R Shggmterects

Rehi TR arelgdsthid AbREISD B up&HE féeﬁ&nd&?ﬁﬁét%das@@@éﬁ@d with cache
with respect to FIG 17) for selecting elenents froma

pifigplal illpsirapsd Gadpebelow. dlorikgampleadX sedsr ¢ashe refeashil§3s retrieves
Luralk d b
A o BB el ok nEVRLER B PSR Ta0,

[00188] I €S peditay &loyijrolldrnl POn&ilaks palnﬁowwwhe rfopfhep@hedlﬂéda%w to fill its
caches oqr._perflow gueues (i.e. a transm.t ueu in

praRtcare daf nedo) arpy ] @@ﬂ@%ﬁ’@%%y fa werdct artay 1842 is an
%%" ot del A ?\!v RedhelHRUR osdts bf @SndRd80 fd'rfl‘%hg'&f} % TX engine

or “in one o urality of such queues, based on” an
188 or’ss slesvy, ettie (sstuoh nadesqstatedt yn X sadevcavbe t&ianfmelthe current

géﬁ%&ﬁleg ?lgwt, 1hdeentiﬁed by the command list 1815, are delivered to the TX node array

1842 for the channel on which the flow is scheduled to transmit. This allows for
scheduling of a set of known nodes immediately when transmission becomes available.

In the example embodiment, four nodes are available for each flow to be placed in TX



like). [00190] In the exanple enbodi nent, as stated
above, autononpbus operation of the TX node cache

w0 edoras19d 835 i s desired, separate fromthe vaPCDUS2007/065678
array controllers 1840 filling TX node arrays 1842 for
delivery to TX engi ne 1880. Pghever, fromtinme to tine
it may be possible that the TX node cache for

hesPaed Manf oW QBRYoMEe Goll€ b8 N8 410may ®ktdickReitS 8@ tional nodes
time that an array controller 1840 is accessin

ﬁu@ksztvs fmajm&amlaqﬂebmhmem T Kartodf laoway Imlmé@ﬁgpacket identifiers,

buf f I erI ck fu

bR T & opelpen g iy Mibpal TR s T T g four are
tdngevES el ehcCAGHB TXhoes bach83nd fi®rontoiing @twl{&@ zIrB ctrieved from
transmt queue, preventing either dupllcatlng

theappkat pubfae kemory.r bbbk fashiondo ofkgringelet by ifer megeiery accesses,

ger%@’gg?% %g? Be Mk RS ARR ogwodésofop [h% e W alﬁjé £ ???{ggﬁuffer memory

an exanple e
Cttbta'i)l\sl nok Ts]iloWE)S phlcﬁn hloerdte. en%dnﬁé)ﬁ) 19 hbdeﬁxﬁlrra}d ehialyi lenfilled directly

ncorporated into the various channel s,
Eobnthse ae%mb f?éﬁw&%lt% Horetom R fFHRI2 93588 Syghl as cache

1Ry bﬁﬁgg Gtherc@iotfhert NARAG! 1818 %Qed hét ﬂerﬂ%g%@ﬁrﬁ{ Al, and aspects
enbodi the TX node array 1842 is i npl

ﬂhmnahédpmpmmdenaﬂBé&swyﬁhub@emoymtst shadow TX node

array,can be fi d wi de r asc ul ed fl ow an

0018913 &Y 253D Bttt 1 b b BaE RS 81 8 S Sh S oG ohe R aB Samples
dN@rigdndits AR Beeihch@dPinnB¥el AN shOLeRIc iR dRBBVE WRh respect
next flowID fromits command |ist 1815, and perform

‘mlﬂébég) fog Sﬂ@@t@gﬁ¢ryerttbfrpmaa:lplaraé®c@frmtcls¢$a(d@v& 8TR) #nsigeoring them
éw tlumﬁ?l olﬁfecklll%%es%ucthha% 1S§)érta¥efdlb%ﬁ, cuc IME andvﬁxv\gg] %d HCCA

es ansm Ssi on

qﬁ@em & aﬂdsl 866] Rgpdctivtlgy, Inrgdeial, agy nmsextxlfq)emlbmyhes or per-
associated with waiting for a transm ssion to conp
HevausugsedenhitArpndt AeshCriBderasketdptier) minbe ﬁff%%kéy aAelector for

LAk %Bﬁrgsﬁésdfm' o g@&%% g%bl‘ff‘te@ Aot bfta e){/ h @4 XN e Jf s aﬁrfllkljaﬁﬁzof such

so t engin may retri e proper
panaseiaesdsomnnly $icaire déareduysechi a3 quaat}sanﬁ fetrving dhhmneﬂ ftyyw, and the
gp the actual physical |ink between two stations. Wen

?ing pong or shadow cache is depl oyed as j ust

[00190] ? Ies crimgd, exlahlﬁl% dfbotBhn(S kO k@R dAbbl & KautdAomhou® rop&laﬁon oE the TX

ow contai ned i n one shadow TX node array and Li
Bodsoercht mefreshel 30k dePrédo rsepahretefﬂauw the variewscamay m@diws 1840

Aol i Ay 1R B HR"G00 mERkeRr P60 KR B time o

@S REGEY Y€ pbistile tHab IR RIbEE Bethe feegbchivflow &1@@1&%11 refreshing
The two shadow node arrays are illustrations of

goned Hic aysdune drat ah adexcarropich QS%ﬁ@cw@u@@achw from the queue

Pl SoneFo SRR T PERERP PRSP L Ly B8 aine o
plraanetithzathd aviay asonasHac i 8t0edr qualTiX yodé caetier refiesh 1835 from

Ievel selected froma plurality of quality of service
PRIt e GaBTRIGGUFYS: PRIVENERG AT AuBlEATng«d droRpias Ragkts from

Y& Rre. Tgiody %&l&@%e&lﬁﬁlep il @8 %'bbﬁ@ﬁlt t3%ne of skill in the art, and

an example embodiment is detailed further below with respect to FIG. 20.

[00191] An additional aspect may be incorporated into the various channels, such as
EDCA channels 1850, the HCCA channel 1855 or the broadcast control channel 1860.
In the example embodiment, the TX node array 1842 is implemented as two shadow

node arrays. Thus, a first shadow TX node array can be filled with nodes for a



conprising a queue-in-service and a queue-in waiting.
The physi cal shadow queues alternate as being assigned
w@goorhesigueue- i n-service or the queue-in- wai t PELUS2007/065678

Thus, as descri bed above, the queue-in-waiting nmay be

filled without interfering wi4h processing of the

gueue-i n-service. Wen the gqueue-in-service has

fdneisibe doRr ALes %éardg,mgdw Barl B@ a@@fté&&P&fédTX EnpMAA®Y0. The array

queue may be resel ected to be the queue-in-waiting

amrqlrlag/ 1 ay thentpsodact lte gomilichnexh 8owelD frbmwtsactonangnd list 1815,
?%fo%-glrelg§gqasglgéve geggaer%/ fioag\éé?%cf p{ﬁshgg?ewu Iellgg no&,._j\:a ad“ray ith packets

ﬂerB@ 881N .0Mn tHiARGH GRI DX sy atrbie mnac_syolfe\;ﬁn@e@ssed fort tRinSmission
, arelatively high nunber of flows ich may be

y@é@ dheapther witemeatilied: iredugings pageikla kajengy agseeigiedewith waiting for a

BY, I Wale at

Jtr&%’sﬁﬂ&?s orLtorco 3&1&8 b@ﬁﬁ@ g?é ﬁﬁm %Q%er Vldggml[ gqilﬁpé’ ':gt%%és £ link 1D

3184481@ he&&uia&aﬂl \01|th th@ﬁlt)é nbd@md;a%d satlbe$X, cngine. 1880 T retricve the

selectlon may be round-robin based, .as descri bed

RI9B§elinfoparamstent #k sttg for Bie 18 ATaasm|thng e ffQyy g the actual physical

[1919 %gt%aeeﬁstw%t &heirhsabRyen W bille éﬁﬁ%p‘%ﬁt shb@o % %ﬁﬂf‘eslsl&la%yed as just
| e nodes are used in this | e enbodi nen

dd:slcubttdr ding Ibnés8Hspecs a lindeH Pafcvmtﬂrbé}wofsoreqiubd/ai en¢ shadow TX

lé(P ega%::? 1 ﬁ &é{]% ]%ga %gfagqsdtﬁg 5:18%?[3 f%ret%g tﬂgiz(vgi a %qéond shadow TX node

SYBH eofés Patncldd dal Msol5RoRAGIHEORIE tHAiRNAY REI844, associated
exanpl e, the packet itself could be stored. In

géthenell respdseive flewes, ani dlternete epleaglimentt he queue 1842,
[00192] wil | kfﬁe rsoe %ihgd%wsﬁo?c{e arpaé/g apd kl[ng{rgtlo%s qgea égl a{lgl?pewpof; ghaadow or

respecti ve one
pmgrpoﬁg gdcdes! Ilﬂ\gemgalp BQEEsSinay c@fregpbﬁd queq;beﬂlcalae BEselcf.channel,
[00194] While filling one side of the "ping-
pehrasangIOA qrdiCeathaneslniash chanchimay haean ﬁ?seﬁaateﬁéluahty of
¥ g
ROOE: AL SERRTARL N, B PR LR AL 00T geue i i
eaniplonethprand tdet shadded fjucucher Thel QWuleSniahealkM\F[féDdescrlbed as

node, .whi ch makes i medi ate use of .the &%rs fqgr

PRIBREYRZ 8| POUE-KPSEYica AN RafusiedR WaAiie: MeFE shagiew queues
ARFnRE a3 BRI WshiBndd €5 fHer @Ieug DMEeRREkRlBe qfiflcCi-waiting. Thus, as
transm ssion of "the packets and awaiting an

aeskribwd dwgentbayuafe-inhweaifing stay foourllegacktwus nmnfqrimgawﬁl processing

r ired i.nter-fr a t he.tr.ans r needs

o e ikt e BRSOk i B R OF e, then it
édr[’@porﬂﬂﬂ’g thioy qnedasay beredehetdd! t@V%dTﬁﬁé RRuSGCREERE, and may
fromth X node cache or the packet buffer, as

by éﬂ)‘?@ filled with apetberdiew: et gut time.hdhe psdamramste that was the queue-
e r S B e

91 ‘QJLUI? %gqs iR ]iegélg(i%de "gg {ﬁ% Eﬁe%% ?E%IIV%(% ?]1%% acregsg?;iarort%?ansmlssmn
fnay thfﬁﬁﬁ@ﬁinSﬁcteO nirothigvay t h&lm@kﬁhghaﬁdrﬁmﬂeﬁ fhywvd, Mehich may be
avai l able transmt opportunit [ 00195] Broadcast

%ﬂQlﬁt@E W%@Vﬁgﬁ;y & qﬂ%ﬁy %é@%@t ¢V ﬁqqyahe selected for storing in the
funct i C 4 n I ye

ay [%[_3.1299 u'eﬁ%%c‘e&\?gdéﬁga%o (ﬂ{éh . ng %F?Vé&a@ey'gg u%e H ¥€8cheduled or
contentlon based access, etc.). The selectlon may be round-robin based as described

above, or any other type of selection criteria.
[00193] As stated above with respect to caches 1810, while nodes are used in this
example embodiment to illustrate one aspect, there a number of equivalent techniques

that may be deployed. For example, alternate data structures could be stored in queues



alternate set of functionality. In this exanple, a
beacon bl ock 1862 is depl oyed which conprises a
W@t e19d863 poi nting to a beacon packet. Fi r POEDS200H065678

generate the beacon packet, including any header
i nformation, paraneters desir®d, etc., as well known
in the art. Beacon 1862 can retrieve the created
RRGKSH 8hD(ort 183020l $859N 1Rtandther ARRPRR thAb Rk iTRI bOId be stored.
exanpl e, the firmvare schedul er may generate a tine
bt gengralathaquéuns, thstrisedepihchpicng 184% atil dearsdd debtoxeeene or more
RS DSRS0 LRSS TR o s s
foBbWihpd0&sihg bf eixpduseeltspats] N such an exanpl e,
beacon 1862 generates, through broadcast control 1860,

[00194] 5 eaWhilsifiling ongsidxobhgi pEcTBBE. buden BHRi i ckgpplemath the four

[ [.S r t b j t ' .

ety By SiodSL RS, B! A 0TBREE P bs B, L AFE Tbbiflsion 0
eqsioat dtleg Wat rmapi tAlneadly ancritioacd, haninddtaited fukthar below is the U-

hose of, skjl] in the art wll adily adapt, FIG_ 18
ggggc%ﬁﬁp‘ﬂfélfé éélﬁgleélateow?e?f gvsﬁréﬁyr{%rgﬁaﬁ%g In U-APSD, an
RESAFCSuchNad 1a9hhoRP Bllf'eﬂls.}e%h%é}g DA &hB- filsD 8t Packets. After

al ternate enbodi nent, beacon 1862 may actually store

trisnisawoof hagkeketdinkaviiying aanblerowlbdgemest nfjtharfirst four packets

i ndirection pointer 1863. 96] In sinmlar fashion, .
b D5 B R FaS o hahrlat TS Geibloateoge for additona
weldmisd¥0apaaAss AR addtibhd adteCHIMNAE FloM May be accessed from
essentially special purpose flow IDs. A broadcast

theahXe nodre edchroor Bhe qukkdubefernias happienriagt én |qogordppes with the
h l|ists 1 escrib boye. ver...if o
e BB Il Ko Bhe AERGTIRE WP P Bt opportuntis

toukédpc et TR hastaedrgayafigl dasirar8ehisstonmof all th€ packdtd Bfforded by the
procedures may al so be depl oyed (details not shown). A
pradlabledepsmit oRpPtYetyst packet nmay be identified by a

poi nt [ r l41. 4 ogk : : .

1001951 PP s Brord PP coldy PRALARY (UG BhoaidE fhetBhaly to amay
d@6d)ler AB#@rimainyvgihyn chibedipank et Howmyvdoeitsinay edquiteselrbduced or
in 1864. e that, as used in describi F 18, it :
%tqmatséeta%?%mna@wat nRPEFEREE: £ G%FOB&ﬂﬁ%é&l ris gployed which

ideb Ut BGinfcPT1868 T fhRMEetol @ RalRdFackdeFi@dnwackgh generate the
buffer nenory schene such as detailed above with

baspeqtacks, Holmdigg iagy deplloywdornBhos, pasmeters desideric., as well

bl 2" el osa S PR e B REBhsson at he

ifiRopatk eim D UFbE bxdmBpR! Yhel fis@hire fTHEQNGT MBY Gen&@&NE%ime stamp
for scheduling a variety of flows, as illustrated in

Rl fagthe hegeeberag wrasiddeandoyeliyenpiiy to beadovilegk 4¥P. Thus the
Bt " RS o Rl b g "B PR B2 3R in w0z

tBodinleyts).i esicheanasatle, pagdoat 1 8datgangeates, theyil ésoddcasncontrol
the packet buffer is at the point of fransm ssian of

1900, gdeadstsignah tq K snginn 1419, Gogeriioniear thsrpediuyin gerpigned and

i g)_%g | D@1 bt zﬂféﬁﬁ’t%b‘l |t SREghptd SRy tite! NudlLrRAHE del iated
Ag |td|7Hélna1g asﬁects | %ust?pﬁél%g %éneﬁﬂgg %f nodes. are oo e
deth avditeds fouthchavanind tovlehn Hese ot il gn theertilieregdiheadapt FIG. 18
1880. Sim|ar benefits are enjoyed on the . . .

to accommodate beacons or other system “sighaling messages in light of the teaching
herein. In an alternate embodiment, beacon 1862 may actually store the beacon packet

directly, rather than using an indirection pointer 1863.



recei ve processing side as well. [00197] Note that, as
detailed further below with respect to FIGS. 48 and
wao7iirsign al t ernat e enbodi ment there may be pRCRESH07/065678

for delivery on TX engine that cone from other sources
than the packet buffer. For e&anple, |egacy or |ow
t hroughput packets may be formatted in the processor

[00196] US| nglrﬁsﬁhramaﬁml\/h\%r&r&gﬁ%ﬁQﬁumam chﬁ%?nﬁ?%‘%&eﬁ%ﬂ as well.
be provided for transm ssion. Note that the structures
Beqaépdlsécand@@v@uhmstb@aam@lptaé@ @BSﬁHQGIH;YI saecidnbogpseefiow 1Ds. A

CRhOHARR et GO el Wit B a2 Pt el yna i 1513
w&lctibedsovex Mt c@er, af 1’&1{1 d @oadﬂé@ﬂﬁfan@eﬂs pabked sariddy of multicast

send, and an indi cat or whet her the packet is hi

ehrannehy 2t fiwgﬁpwﬂ@bﬁcheﬁwr@ pogeduasy gay plsgrhct mlwﬁg Keegtails not
?(ﬁ)f\x;nsr hpuPI%gd&E{ ot I'}f’ﬂldtlp ?5)% %%5}? %%)ldelg[ ficd lP)? ;’Xeeoelgter 1865 in

1S SC ere
f)ﬂ‘ofamaat it blopk d@éd sfor tﬂmm)fsyloﬁ-ldﬁOT Ki ereglnef'rQSSI) (viarbroadcast

EOOh g R el e P ot B 50 807 Nt s used
&E@&H%mt 18 ithﬁll"ﬂ%%g?%ﬁ't tﬁﬁ'}@fe?én%g td Qﬁaéﬁ%@@aﬂ%sshbstltuted for

contr ol for exa beacon and any broadcast
wferamdet tlocaamdwewhag espackmjwffef labmermmhamelsyclf or dmdladmbove with

the fi . I I ts, 1862, 18 and
gfé:t Iﬁém rg bﬁ?&}p}(\‘s [%b‘igéé] Cap ré%g Vgléers]] Iqugs AR chunks arc used
ﬁ%@fﬁ?ﬂn@ Iﬁi@ﬁe@d |nﬂﬂnt§ﬁm%’t‘hg§ﬁéue@ﬁs &ﬁ@l%ﬁi z!uﬁ’lrba@}t whtBWethe Wet buffer

core processor 540 shown in FIG 19, a selector
19801y éﬁqlf/ eFertliargwa, DSChe@tﬁPr whednlingonvasshmahbows.sisgllustrated in

11‘&%5][8 Soe' a%lr?ttaﬁl%a% SEIH 1r|etI 'e%%ga%h SPOI‘I’H dés (g%ther thar% moving

dnnel eing &

ﬂierﬁ@eket@ ﬁloﬁ@ mmmle |nb6és$ mwlﬂleoeSdﬁtaeretietdrtmidmmu phe antthlrne the
TX array state 1830. Wen the flow I D fromthe
3 peeket éhtérﬂr%ﬁl remgvest Gemithepagkst Tutfer iy étythg paingof iggpymission of

angpagﬁ?ctoqna{ gdm&ﬁlrtln{é Qi 5k%¥ glsc;c@ e%g sél%&ﬁﬁﬁgg’ ﬁseélc%gmphshed

ivered to one’or ts nee
Matplyo using ahg anént s&dditldnhhaspmtatlﬁustﬁehgdieneﬁti%(holdss are detailed

X e illustr el ecto el e etrievin
E@&‘?Lﬁlﬁlwp’élr‘iﬁ%ﬁrﬂ s q .Sy %' n§ aé?’?%%f{%ta’éﬁ guoye d on the
&ggg}pgﬁéggngﬁd@hgwgy/|dent|f|er In general, flow
state tables (or any other set of per- fIOM/paraneters)

[00197] may b®oteethat, ease@btal!,edafuﬁﬂhowvbﬁldwnvvuthlI@ﬁpecbto S bes and 49 in an

t t
G SRDetiafeh 15 RaY, RrhefYer? ForraR Gk iei Fitygghe from
biheeXourées! tRERHR PRkt hidr PHARRLAPR, (ResNaP v tRb@hpuh packets
one or nore menories. Exanples il ustrated herein show

aay évmfeltngat@fi ip élteam@eswfdlsmgamﬁmlwarﬁé%ﬂ PRCGsaPTa fed thoge packets
e R GRS

ddapteaintoi sntle gii atnﬁddlmdhc uFdr &faatpleth@niohenandalistdE8 15 may be used to

depl oyed to use either type of per- flom1paraneter
%q%ssilaséranép@&éwau %motﬁ ¢ AW RIco PRI MElL) nfWgrxapie, a flow ID,

RhhG4 &f béck%ﬁntfo' e dnd TR Rdfcaok ot Rt &ert A8 p%@két' 1%yhlél9 or low

throughput (or, more generally, from the packet buffer or an external packet sources). If
a low throughput packet is scheduled, it may be retrieved from a transmit processor
memory FIFO (i.e. 4950), or alternatively, from the processor memory (e.g., through
DMA), as described below. Note that, in such an embodiment, the messages generated

for broadcast control 1860, for example the beacon and any broadcast or multicast



support a variabl e nunber of flows, whether |arge or
small, efficiently in the nenories available. [00199]
wonooensipd e per flow array state 1902 is il |l useCHUSIHNT/065678

When retrieving nodes fromthe packet buffer for an
associated flow, the nunber o7 nodes to retrieve is
the m ni mum of the w ndow size and the packets
AéabaPlngay B Léﬁternfaﬁ’%l? ifbiedd I ehet Bin@bar@ WIPEEN OfThys, components
packéts available or the transit w ndow size 1910, a
$¥472, ¢86indul¥60anB4bawdigisd(i n t he exan‘pl e enbodi nent)
may b d.into the TX e ar . des rib

001981 757 oF1Ge <, Bt S e erl i PRbSRisntlt £ SRGangy gwer Mac
Jofe Prgidssor $40etgy sHon@dntBIGr e@adi @Qedtblelmxdlelﬂ’@@lﬂbw IDs retrieved

ointer in each node, retrieving the next node,

paicsamiielisio d81 3 nThisds Teoneepiyal lhseragon. fipthay it igrgbifrary what
&{[}% é)l? %ﬁ%ﬁ@% Veﬂ{(_g ?c?%%&% n&glglg{bleﬁ é% g&ﬁ%ﬂlgn ngtg T;gaifz e ge'ﬂe%ted and

toghl@iatee IX Iaﬂfap@ta'né dR830.0 When ﬁbei &loat IDhﬁoﬂneﬂld @ﬂectdﬂlEchannel is
or_the respectjive flow s tran

Pli%g?lig‘if{ 1o TK gy stade | %%Q dhe pssogigted r{@ayn t queﬁaﬁcnlt%gg iy gctﬂcvcd
e d@ﬁ\fe’?‘éd ﬂ)ogﬁ‘e bP nﬁ)‘f'e c fébl?éﬁ%dnééamcge%ﬁdﬁ@ ecoMb%ﬁents of that state.

packets fromthe flow are to be transmtted
Relatter 1680 pacdetesamplet Hestpimgea i lestaor mﬂecmnelf}q @Itmbvmg per-flow

1914. Thi nb Il b .
BAEHREED o PERbivisres Sifio R G s CPaLERRtfy: In eencra,
hbeae eldsaReahy bedy dhe puuher pelmpaRk #hs bardiiRed by a flow

cache, as stored in field 1916, which can be used
isnbBsrant oy ictietricved Yi inditectivachesalesting ehflays 35dc@<om accordance

BB 7B R e Ay 1808 A TRorRAR ATRal e BB poraps

4834 ih Bk ef hioey adnfodics.t RRagplee ﬂhfs’[r@le apctinehowoe vatiay & receive
in link ID 1844 for use in the transnmtter to retrieve
pMb RSNt Bprellow ingranpeiers. WHiGhdray b atpsedpid/on pecgtspg using any of

ﬁ@é)@cﬂiﬁ & AF ﬁlds{rEtlétﬁ %ehélraltéy \%{ Fg@%jvei andy , GR qgﬂegltateqif cifbuit (for

rge nunber of packe I'ze Py
tanpakemsy be depibyed foase cphakigps ofwpdrhilow phematan danage; depending

oce d r ransn1s i on.. W ndow en ln er,. 192 -
ﬁ% Jduch mﬁ v&f% A YR Y CONREFha ﬁﬁeﬁﬁ“ﬁ%ﬂ} ability to
E[H%Oftrhcxbd‘ﬂﬁﬁleargﬁlﬁﬁek an ﬂbwg | $hdRer 1a7d oﬁ@bﬁaﬁ ”éﬁic§ﬁﬂ§§ iPfhe memories

t hose descri bed. Exanple additional fields include an
anvBbledensity field and a transnit queue tail pointer.

[ 0020 FI G, 20 il ustrates rlock that
1001991 1y bé]‘lci’é%%k?@&r flgy ey s éﬂ%\% x]?% | ‘FE‘; %n TPHeY HﬁgsPOdeS from
ﬁféqamkee buff¥ P8R a&6RRATRIW, BfhnubdR? 08 8H@AS Rridv Y $36 minimum
nal when it is in the process of retrieving

cﬁf r Yrédownsize eng tthﬁep@@@t@ewaﬂalﬂﬁermfb@n@fyelt@u ﬁhcw@ctﬁlhn@nbcr of
%%C%Etg %Vﬁﬁ%ﬁg oﬁr %’é &Qlllds?t W Iﬁigwf él%’v lbfb setr{%? eO;Pﬁfgtg P]odes (in the

at | Array

nowse Mnebdtlﬁfena nfldydw ﬁl&d 1hai thi tTXTHddebﬁraQB ogesissdried above, cach
havi ng nodes, a cessed. fromthe packet buffer (note
W‘Pé?qlleﬁte%d 6éeS§§Q}§’re ovaBr Yy BEHR ISt %%ncﬁsbvorcaé% Hhe next

r ! a E:I{Oi%t 1?15%?1? nSdd Q%{hévmg% $ 8% n6&¢, I}l&cm@ lhbde TR TX array,

and so forth, until the packets avallable for the flow are depleted or the window is filled.
[00200] Head queue pointer 1912 indicates the pointer to the node at the head of the
queue for the respective flow’s transmit queue (e.g. a linked-list data structure). The
head queue pointer is the first node to be retrieved in sequence when packets from the

flow are to be transmitted. The number of packets in the queue is stored in field 1914.



defer accessing the packet buffer RAMfor that flow
I D, as sone packets fromthat flow ID may be in
WO e@nsi319¢ o t he node array cache. This preventBCT/082007/065678
array controller 1840 frominterfering with the TX
node cache refresh operation 4or a flow. [00202] In
addi tion, a nunber of conpare bl ocks 2010 are depl oyed

TRfs KBS Wilgbd horédsev wHenf merssd PecKkE RRARCERENSor the flow and
refresh. Each conpare bl ock receives a flow ID froma

dévagnsed aq thep arcpposmoted. Tdsmumber ofepagkets imidie ce¢howay stored in field

i i cat.ing that the.respect.ive channel,s arra
L3t B i i SRBERHGY SHETRATIS Bl el presh 1835 10

FepldhishVvide Modesdé euctel |8 10nghdafiai gdpanahg SRATESndde array 1842 with
respective TX node arrays 1842. |If any of these flow =
nesies darefiomy hinke 8% & is vetripyaddonthelgivra fioys and egy betored in link
#3484£99%R riﬁ\fhéjfrgnstnnﬁerl t%gt]eﬁr?elve R Hlﬁ_k %gécifﬁé']&qiic( and/or parameters.
conpari son outputs generates a busy signal. node

hahe ¢rehodiabntd, 386 1inkead-a bt nddes eoaytdonsiet afad aitge mgmiboi of packets.

t he busy signal goes away, O, it can change the flow
r Wé‘}‘f?t“f Sip ey Plpaa e maky SPEQLRiToRY aw%%c%@@.trﬂ? prindow are
ﬁ%@é@é&‘%? hearfshPWionD 8ARRRE dndl bbﬁtéi’u@?(ﬁ!rlﬂzlﬂahlg%& Efgr window

node cache refresh 1835 knows t hat It wi '
mahagefrent. ngAlirndte tanebodpeerds ingry oiclualayaddftioankhk figldsaynd may omit

troll 1840, Th f oskill.in th t w .
FaBo g iosk Arseaet mbarpratbtend 6B ETedR i FOUDU density o
st iBsnAbqek kaiBsoifeher interlock schenes, which may
be deEI oyed within the scope of the teachi ngfs her ei n.

&

[002011] 0020B]G.139 #ustaiteseementaenndrinderiasls ibat(rast bg flepleynd for use as shown
S ) Four _ Pack h P 1810, i .
FEXE A8 e P e SRHE oA Y g A § busy sigoal when
fdnttHesprooste of @tthiceing i bZmBydrefpm He pabley uffch@fenory.e During
the first four packets that will be transmtted on the

shmaHeRse Helisaespae thoveld poircgbX dioge crgieshityit is updating.  Array
SERRILL Do) B 0 TERLRT B0 0 M LoPREE Syt npyin noes
amdescd dohe tHel pricke Bt éndiddhat derd MSibe (satdrelharragyconeollers 1840,

simlar. to or deployed iin place of TX node cache

Fishrractving agserabnefy oar dor S "?‘ﬂ’é‘_}eé)-i TRy e RoRtppdler 1840 may
HQuF adRedhPRE Kk CREIRG ICONT B8 BRPALRADE Qs {dife pRKEISVRN that flow
packet, node information is added to the respective

oty breimirgnsitwhdhe node arogecdché.orlimst proverits theeartayt apntrhber 1840

DRAM t 0 .be ed.in the linked list., it is also sent
o0 R RBRE g ok S5O R PRENERRE i 1 ot he
[00202] FPNC {15 adtffion, . Hi@bdrddfr donghase WobRs 281 ardf @pldyRE for receiving the
respective flow), then the node info is placed in the

fPNAD frpmithe $Xrade sagierefrash. eackepmipyra Heclareeaiyes a flow ID from

| . iondi gat : E ; . | :
FORMRLI 1R 9 1a0A3! B SR Rl A¥fespocive
tinaeclPoakaylebatirdled E&d0Vie. acb&0RAQ4the THaekdtANCIes ttatretrieve nodes for
ﬁrﬁchi ne. operates on a first _cone first sery

d basis t
wgralditipaalesmess mpssesiis X prict 3rEys ddfyr &g é‘%PfS thgse How IDs
e f bl i : i1
B o F AR G087 A B 20O B R, il OR ofal
thercentpdsacknpwvis geltpestes mbudyr sigger Tahdodeanchesfiesid 1833 may wait
an a e of u 4 packets i medi at el

to con%%lrlee gg&atlng unththte%usy signal goes away. Or, it cgﬁ cﬁasnge the flow ID to
attempt to update a different flow’s cache. If changing the flow ID de-asserts the busy
signal, the TX node cache refresh 1835 knows that it will not be interfering with the

operation of any of the array controllers 1840. Those of skill in the art will recognize



descri bed above. The FPNC state machi ne needs to

replenish FPNC after it is depleted due to a Tx Op.
wab@7APN® st at e nachi ne nmay operate utilizi ng BCTJUS2087/065678

identifying flows that need to be repl enished. The

queue may consists of flows i4? priority order for

service by the FPNC - the priority being decided by

GBS A6 &k &1bhs S CRisA MRk h@hehbeas thalll 8NodhSr lifterlock schemes,
U- APSD node, whether the flowis an HCCA or EDCA based

vhish,masnt Goksed w1[1m@@©5yopprmf theg &é@tlngﬁfherﬁhn s alternate

[00203] glnggghgg]gtgltg@lét ﬁ%&n Imep af He?au{g Iaoe it sﬁo g 48 8{}r %a%keeft "Node Cache
genaral 10tk ﬁfaaltﬂayd he cagefow Casipdat. eEadlﬁca@@@l eorddih@¥ode pointers
caches based on a trigger fromingress and/or a

ﬁ@r Boighe Asethoaghthegnarerge distaionn nacket thﬁ’éa’lﬂll pedepsmitted on the
r
SR S AT BRAPE ToWRr P RO B RbRY. I exppodigyent, when
E@Elckk&msu%&ﬁivddcat negtsnitshplhbel HiXha SDRAM(ahéQ notlt bache Finite State
ts t are in the packet buff . after _one
oF dF %M% W@“ﬁh&?}@é&'&e FHI% g 91 @m?w&éemb@é?? gtk gade cache
fe‘?lresﬁ rl@f%% §1§h8@d affth&k8s ﬁ%nll @ ffoﬁﬁh&dﬁgaa&@ €adRWEresponding
1810. (For exanple, 1t a packet arrived I ngr ess,
anthet teecivod @ad@chmodmamfdrmahpn 99 atlthesl pndleetespmmlvy caglt memory.

e et Bl et o€ o oo SRRl of ERebin T g, i i

51@@ KEHtQH N PPRTES §5 (HORETAbbAGnaUE Wuﬁdl ¥ the FEN'@ is not in use
exanpl e enbodi ment. Those of skill in the art wll

tdaciogrii P ANakx 9(paﬁ0é thmteﬁpérv?élge flomgethgn dee ppdginfo is placed in the
fﬁf\lﬁr lﬁﬁ: kSSer\%ng bif %{ c se?lg %C %?Illtg?l'i%? IQE(Xto %dlc%l%qo the FSM

eep Node caches

ﬂﬁsm@rﬁw Mn peeids. JaReas aheldr blyef&rcf fovth® gltd:rtt@keis&ﬂed above
packets as well as departl ng transmt packets. [00206]
002041 G $he FRYf; ate meshiag ARPRES @RBJHFROME fpt foryad ags fo update the

£, TRIANES A0 OSBRSS MO By Aofepy sons
ﬁ@aﬂmdt farthbrebdldvowWhenaneiggér it hecesied dlow et X140 Gterea‘j’40&5pknowledges

ncorporated in TX node array 1842. Field 2
HGTERFT 80 CHR TRERBOYIT ADASEREI(9f BD Ah @gszk% gpmgrigtely, as

§EeHBAREh oV fihd PRNC! ddt nabhinDAk&dst D@t plchibh FPN@ after it is depleted
enbodi ment, aggregation is still based on the flow ID,

dge tche TXI Bi. ITHe iRPN(S stiter malfan midyyopsints iugidizingay @neue identifying

ara S ates) and securi keys. . The
PRUER frs eaeaorERnacd hERB%a B peRSotilin Hriohts order fo
Sriick 85 |th/e FPNQK- thPpBoAd3ins d&liidas; donkideManhd futh A whether the
the link ID of the flowin the other shadow TX node

spiery isi indordtiiamedenivhether thx flesaes @y Hey-A18aEDCrhbased flow, and

er of packets associated with that link IDis
stored in field 2140. Note that various other

[00205] par anEhekffeanst/ this dtcatate vabodibleas magpybebgmilhiofoethe TX node cache
al onggl de these, associated with the respect ive flo

redieshyBlock 4837 paing Hieanisrigski detatecdsabaype i gessy!r hgre may be need to
Q ﬁ% I§ ng‘ gg%eg&% ?)Ets%dao%dé Irig%@@hoﬁﬁﬂ@fé@?%aﬁopi péﬁbdlc refresh.

An 1nstantaneous (or nearly so) trigger from ingress may be desirable for time critical
applications such as voice. Periodic refresh can be used to replenish the TX node
caches with packets that are in the packet buffer (i.e. after one or more of the packets for
the flow have been sent on for transmission and are no longer in the node cache 1810.

(For example, if a packet arrived at ingress, and the node cache was full, so the packet



MAC core 540. As described above with respect to FIG

18, a plurality of channels may be connected to TX
wernes194880, each of which asserts a ready i nPCTESINT/065678

to let TX engine 1880 know that one or nore packets

are ready to be sent. Nodes idkntifying the packets

wll be waiting in TX node arrays 1842, and an
ﬁﬁwmﬁﬁ% hBKabiRt fbﬁffelt H%S&n@?a?lﬁ%&ré’& diltcdific £LBMNRED tHR caches
link | D 1844 set of each ese conponents may be

il derioflisrrefaghmepidiene backgrcandzazocpdsa; weperaing sautdnemously, in the

f h.
SRS CrRORRERE  Riaf o A o, BRESE S B0 ol g S @hBhines, in-

5@ Cict \bets, @ lo¢Rs,| msVarrﬁﬁd;oﬂsdrgeainsq@@ tn@r bé tuk@d @s keep the node
bet ween themto Eerf_orm a variety of processes_ and
eadrss fullad torill gy e resgeisei tg ne negtqsk R i ingaireess packets

the size of the TXOP, which
{1%?1:1:%?5@ tﬁ%‘t th;%%b?%"ﬁne avai |l able to use the
[00206] shar eBIGrel deplctmmemplesembx&lmmtaofrlatkeﬂ) aRéd vdutdiRb|above with

D P £l 1B DSy JUREE P PRkt B 1D with
ﬁH@qg'oﬁ{@ ¥ ’theRﬂltaQOVE N H8dShiddy np@d}ﬁbﬁ%d(ﬂ% S0/ ngc?elgrdysl 842. Field

depl oyed for use in determ e nunber of
giatbuolestifidvathe aupdret b pacéqetsp(ackmdew thlat auselncliiaked w1th that link ID.

i 1880. del t Rat FSM
R B8, TG b stk et B edorfie BNl s g ik 1D is
ﬁé%’d"t@ Hd&ﬁf‘fﬂr Yhi &Rl 84r birahdderd ?ﬂgﬁ Bs P £ht @ aﬁd‘ Scdififledeys. The

link ID1s delivered (fromlink ID 1844) and a start
mdghmtotlnstahmls:ﬁteeﬂqméw the Rate FSM 2210 shoul d begin

[00207] I t S p 1%? Fal%l%f 11[?1?‘119 tﬂ(f 1%159%3(? or 18@%@1%{; i & 0 ma[? of the ﬂow in the

bmeluﬁﬁdo'ivol" debés Bﬂrﬁbelﬂcb@)ofuﬂm)ﬁthﬂlf TX)sde |aﬁra§ 0R4E aTHe nurnber of
packet that can be accunul ated when Perform n

BfgrBpasqciticd adthathpielnls kPt insforeb i fieldngt4) tNag ¢ that various other
Qﬁfgg{ﬁ%ﬁw@ﬂ Etstfen@atrﬁbfgﬁ ;?ﬂ%} Piy Esér&ﬁ%lyﬁ%&&é '@ﬂe{;é n%é@éf%fﬁ& fwith the

rates depl oye
uspeodive lowsxfoenstaih akSiatwtindiodpeerftgmwirrsyesiod.
conmpu ion per packet is but one_of nmany exa
002081 51 F abfte £ ﬁgra%tmag%@ﬂ%l CORPOARHIIL &N SHABAI leempsoat of a lower
Nﬁfi@ c&%’%‘&?lgs'&sgﬁeﬁ' dv8de Qﬁ{hot\@spc{cp% B 1 aeﬂl%aﬂi@y of channels

1880 is also coupied to a nenory arbiter, suc
meyrbe woandsiadegp TROBMginel &8%); ichehdofablovk asseus ageasly inficatheto let TX

acke t.hat e ready for transm ssion, T ine, ...
BRI Ry Bhfoliie ot HE TpaBigbestny Qvolel fentitying the
mefsdwmgbé Qalth@ in"fRMvaE eyl Nsdhandempastdined MRED for those
and any |inked chunks |dent|¥|ed bé t he next chunk

pasikatsewill hetoetduiiklivlatl 18&4r efusched cedh gikthengcpmpagaes may be
iﬂ%?gn? fJ)II cac cﬂng E £ﬁg 2%111?1”‘[%‘[% I Iﬂ: %esglﬁé%f il ele packets as

S exanp are con al ne

ﬂfepmeldoemg;tmanzlzﬂl&trahi@mg chhiat the writing of data
to one or rmre FI FOs may be regul ated by a
100209], r eadyTéﬁ Gigde 1880 rs??w%tth%wamwe&ynﬁlgl%ﬁ ﬁ%ﬁf&ﬁraé% befgeen them

SRR, A AR, L DA, o o
padiodifoetransnibsore itrayovzethe size of the TXOP, Wthh indicates the length of
time available to use the shared medium. However, since data rates are variable based
on link conditions, the number of packets to send within the TXOP also varies. In the
example embodiment, Rate Finite State Machine (FSM) 2210 is deployed for use in

determining the number of OFDM symbols that a particular packet will use. TX engine



additional inputs to TX engine 1880 for interfacing

with nore than one MAC processor. In an exanple
w@bdoenmavd ve enbodi nent, the processor 210 andrET/DSaar/ess678

i npl enment a MAC processor for processing | ow

t hr oughput packets. These packKets may be delivered to

TX engi ne 1880, from processor nenory fifos 4950 (or

o goeddiivirsfib Rmertfsz\qez@wa TR LY indRa@POhB &hed AHE @t&et in bytes
enbodi ment). [00211] As discussed above, tg

cunivle s @mtvemontus bcateil an itheglengthdtgyd pf dtedmdle) c E?m%dehvered
1g ari et of f net [ ons por .
wg@% EQSSI 4 ﬁ%rt 8}0% ee Cﬁlat fRe %étg IESI\%%IQ §I1iould begin

mayrakso ReteotesMozmd,ret@ﬁd; t&ehﬁt@fb@y op @ﬂh@@l@hhe&ﬁﬁé Ppecket will use.
2210 may be nodified to provide various features

dbisiipfogmation mpe bewsgdsiocdctming the pumber of gyapals for cach packet that
(_I)l?lt)éé g%%m%?bq (ﬂ%h?ﬁ E&rﬁgﬁf %érg atﬁh,’f_ﬁ&a@&izglr@ﬁpbel&ge Note that a
adlitity o6 akdrnkte FEhARRGSs Eorf dﬁterhﬂﬁng'lﬁ%beﬂﬁahmhbolﬁnﬁiteﬁldﬁﬁﬁhe like,

222 de on d for the beacon a d a .
ga éﬁﬁ@yw& Theusir ananisene! FRSL S bR peTaeS PEntiphgorpputation per
gé‘o‘%% et @ﬁ'e 8¢ ﬁhﬂ&g E)@dﬂﬂﬂésf s%'itaﬁl'e t6r décp%yrﬁén@r ARG xBmPERAGREbdiment
[ ). nber of or other buffer types,
nhyramFSﬂtﬁpZZdQeﬁdétmtedrm VI ng packets for

trans si on. 21 Upon,recei vi ng a r.eady sert on

1002101735 e el bR o BRI E et ahiife iR o aheridty arbiter
POSTD Qs G abbiO #or ShACHS tRUpdcReth h@atfdré gtad ?Ol@ﬁ trafimission, TX
| ust described, this may continue wth addiftional

engink £380 fetchay theuthunks frive thi peekop huffer adoerdingnisl e deformation in
B R UL ko P A Sl bR R b e e

2RihQ. davihisl retumesa ﬁoOI‘X r@ghk A®80 edddys 1tﬁé<de1m@irétetol&&oomyre FIFOs
continue the procedure i{,?@l aci ng the remai nder of

P2 efts thin cxaeple & 33749 e eontaedtine legagppitocol engine 2210.
[ ts
BRAALTRD bl B0 008, IRBSS'eR oldt S5 OCmaY BErALINERLY FFIFO reacy
EDGA; dypy @heelioe spntasl dndbghismt randesctibédgboiwhant detailed further
cess. s ear ned ng .a.schedqul ed TX 021
Relew with depcet © B8 ‘gﬁﬁﬁ & Ot AP neternadt eglgp%@nﬁéf%re may be
%@ona]—ﬁﬁ)ufsecﬁ iy 1ﬁé 180! B InferbR ML With ARdrd AR Ené N/LQC processor.
rate tabl'e 2310. le 2310 is stored on a i
basi @Xanpllecﬁcbt@matlseembnémmnt ntbe @Y®®S®$ Zdﬁsmdl féltne\damn implement a
M;éelinkasg(%llas % % ; 2311k b
& RTQRTSROT A0 PRSHH 15?)‘?9a Ruta R?rc PF didygp may be
Wek@redFior MR ERLIABY 890 Oﬂbﬂepxu@@%ﬁﬂleﬁ@tﬁﬁfoﬁmm for” @fr&tly from
vect or feedbac packet recei ved may include rate
PIOESSHRMPHATYA HHanedher slcingedmbodupeidt e a vari ety of
rates, T 1 allse h
[00211] of V\,hérst (§§/011%§ :h @%h?ﬁ : msy ge P{]&?éengg%ac%( 8}(151!1@ leS%, rotocol

E(hﬁporﬁhtsvmdpcﬁ@)rﬁﬂ al viticeatof Cfnn@fonW‘tetd‘appoﬁ ts®2riat BIAC processmg
|nforrrat|on i S frezh or stale. For exanple, jf a rate

Rifer signdydizsd prodesobanginesdbiealsq hpde OB@Qn%@r g/lggpqygprotocol engine

% @Qf Be i %ré&%\ee(faﬁdﬁ@ fFLALRs HQSH%QS?? t@%xﬁ&@%bodlment
as de erlorate e Intervenin rane.

&1 u hegace praycol engine, there are four FIFOs 2220 A-D, one for each of the four

EDCA queues. There is an additional FIFO 2220 E for the HCCA channel, and FIFOs

2220 F-G are deployed for the beacon and a broadcast/multicast channel. Note that a

FIFO may be deployed as a single buffer (i.c. for storing a beacon signal). Any number

of FIFOs, or other buffer types, may be deployed for receiving packets for transmission.



determine if there is aging and whether or not to back
off rates and update the rate table. In the exanple
wepdodistent, there are four rates R - R4 2312PCB1S2007/065678
correspondlng to each of four antennas. O her
informati on may be used in rat%e calculation as well,
such as whet her ei gensteering node or another
[00212] SPr eagihhg rése%%f réaaf gsseﬁﬁtle TWI%MEHFSS@?thﬁBWfTrﬁ aeke% 3hunk in
10 is sent to the rate cal culation FSM 2320
Fh@rpr@m lgoredtlEO arsapemﬁed wcthe fizggyned %@Jusbd?ﬁpnb@t tlas rnay continue
nbgfhltl glzgllt %d E}EQ/ { any, ﬁthg ftI r?&éa%ﬁegqgggr%rplﬁ%ghb% 6@ta{n)eously, the
ﬁiﬁil@ﬁihﬂi%ﬂbf pdcikets Qha@rnﬁhyl\l?elt@aﬂsﬁﬁt@éﬂ @3y Be deRahined hklngl the rate FSM
correspondi ng nunber of bytes per synbol, thus each
G Mhikcmopiering FYQ residys TXTRREipRABe0 misty gsytiae gegr procedure,
A t i .
ENERE S RrBMd B Pl BUAE FespediRe 1150, MWpfe by fiot hfbBaimen,
plgging gﬁbleets aite the CUMDIdrivos tH23Kk@adyspresed] bmglae eo0hukt@icentend for
the a e rate and the gut put is. fed ﬁck to adder
RE EVth 411 s 930S In#f Begip teensaiting (whep apcesy 1s carned, or
§ﬁﬁﬂ§ﬁ5&&@Mba@gfﬁﬁte cal cul ation FSM 2320. For each of
the Tates avail able, the nunmber of bytes per synbol is
[00213] addedFi(® Zdodepimiy @t exanipde tmbalinag‘gmfeﬁgmeewmﬁlﬂr dilme received link

(3" a5 k8 o e TP AR IRE 3366 o7 S D basis and

1iRG oRE or Metd4atet QsBERAMIGRItH NI BHIOLS SRl 1Cas! AlrBne NRmp Value
may be updated by firmwvare. The [ ength of the

PECWe?3 I deRaty éaﬂé@l 28 H0 lsgit be updatethén axcanbh eradeiodi W‘@m Firmware
3 23
iy A LRAEB 8 BTV RIS nc

tandlinf@tetion aaP MRl usedns up&itdh vafiely oap| eSVars 1AV be used

denS|t% may. be depl qyed providing a m ni mum separatiaon
Penfisals BediresEine olPOgn HeRgkpisconfanigg yitgdpedbagsis reprived, thus

folé?dl %1'3 catbbrNg{SW KR BY i1 RYH" seﬂgstheor s?af]jee For example, if
orna generates a quotlen

a eamaihnsjmst bedin epdmed iresumd Smded cotﬁeledtlta)amnd@k&h rﬁe&?ﬁe toolower the
roduce ally functlon ere,

Az Pecass ﬂ}fnéli ay a*steﬂpt%t@zfs d e sping din, ngyﬁﬁmware may

Hét@rtmllﬁg itye&d i dgi at?d Whaatd cﬁ‘rho@{o BacRYoibales WAS upddid 8 rate table.
so the entire synbol nust be deployed). A register N

Bitie 237®plescrelmaliirhent, there dre foat rtes A Ic uR&t330R-2B M @@@gponding to

to,stqre the resultin nu ber of sy, als for, d

St i T o s Tt BH e m S 7 Yk Sath ity 8 Wetl sueh

@@%@t@bﬂelgeﬁse@%g A6 Mﬁotﬁ%f&dﬁghﬁod&mm@@ sedt& edformation
gnal iﬁle used to indicate one of a variety of

ff@@é@blﬁ A3 hhiscknt théhqrags @é@llat@ﬁ@% 2B¥Yhctions. In
[00214] gener Fl)r ea'gﬁ) 1% e se%ﬁ a‘tﬁferf}%O c% ﬂgesv\ﬂ %Bletlg)%%{gg?%?/ﬁ%vxéare with

t0|n ransmS|onsouI

ﬂegﬁmtbepr@ﬁ bgzxels Iﬁnggynﬁ)onayalwke et eachnof wid estequtipuin example
fromthe input In_the exanpl e enbodi ment, the
eRBPYPEN ﬁherfeeatethl els6 13tes 24§y eibrh scorreenigidHig number of bytes per

§ , fHélX dah kel iRt WURECRI4 B8R ik GGG &F Bytes per symbol is

tilirzed. I'n an alternate
delivered to adder 2335, the output of which goes to aggregate rate accumulator 2340.

[00215] Aggregate rate accumulator 2340 is used to accumulate the aggregate rate and
the output is fed back to adder 2335. Accumulator 2340 may be cleared with a clear
signal from the rate calculation FSM 2320. For each of the rates available, the number

of bytes per symbol is added to accumulate the total aggregate rate from which a certain



enbodi nent, any type of encryption apparatus may be

included, as is well known in the art. Al so shown in
WOo-k@7/12499 s an encrypted i nput (for exanple, rRCEUS®OA7/065678

from WAN 120) delivered to | egacy protocol engine

2210 to produce unencrypted oWt put MPDUs. [00217] FIG

25 shows a typical |egacy protocol engine connected

WirhBerCIMGABb MaN S| 138l $ndyobRiYd 48 thdicA: HBAWMMbeREY ﬁ\ézﬁns NS 2360

vector is delivered from PHY 260 to | egacy protocol

snyibtrect2d 10 23ontg miovidertbe aggmaf@alta@ aﬁ%ﬁ 33@ eeny be updated by

nnel S naI ect or
EEREPRs o GERT R s Pk SRR in et 48 SflapTBmbodiment, s

paddliatld3so thy:p eonsta@ﬂ aBhs edlss ap@atmel teafii@awadyl totddBérate the true
Egraneters In particular, data rate feedback, useful
gthy SONSIE 236 frintatt indisatsrpnoriipnphcenatrainFsgiop exanple, an AMPDU

g&ﬁﬁg lnﬁgfdtgeaﬁ%\f% drB}XV ?ﬁl\%‘ a(e hhlfglﬂl%% se(afga%(gn%fw&%l suce gswe MPDU

asse e ‘use nmers assocl ate
Wéadbrsy ar o liBVldhaﬂBlﬁ S1;hettIDue{:(l)eﬁtgt:h)dA]c @ dinddebdyt thet dp@regate rate,

medi en_using contention-bas pr ot coI (such as
1Z6¥%N$@P6ﬁe%ﬁﬁ@eﬂ%awb€t% ?rﬁ%}n%‘? er) rqHBHeI}tﬁS delivered
R 9der 2528. toFblF %062 I_Iccgéﬂ;ﬁ(alg/fe asbénlhgrﬁlﬁccﬁohh%ﬁre if there is any

descri bed above. For course, the transm ssion
fenagdve dul W), oandddragnddeginholanusi bprusdda(l@r aifragdornt e symbol was

BTG5 Rt ido R te uanioiedl; SrrelisBultskSIRETS ik epgoicd by

MRGhcallati¥ R IFS N1 IR to#6 bhel rRGlIGAS BEMBer\AIslAbYls Fbr dehvery and
paranmeters resulting fromlegacy functions. Note that,

Uﬁ”%ﬁgx@n@ﬁpﬂgg%nbodlnent when operating in a | egacy

oneia o8 LS LR, Sl IS RLNRERH 5080 2ELEDY Mot i

2y depusdds taimdivstdphe Enbadiiepnél odbhed vddtlaithd Ipﬁbt@dtﬁ engine
MAC processing of transmt packets. | n the exanp

BrstensndA®engr l\@d}’fé@@reéﬁeh}f@@%@}o%\@ﬁ]@)g@ re@fygqlg;@l to indicate that
gglgyg%sg(tﬁ?%{]%#{o d%lull\,n ggi 86%% ng%g(lfﬁ?)}r‘ as lﬁe b' réeé n‘% o%llgﬁ@ﬁetd output

ﬂeinatihb @chut MHADGs. Bﬁtheelxampk@te&nbazﬂahmtmhb eutryptiomfdahees of legacy

r.ot ocol engi.ne 2210 el ivered.directl
PRI ' fundgna t él'ﬁ%%}&%helﬂtc&%a? kg Jrat alternate
%Mocﬁﬁleﬁpgﬁy ﬁeto?%nér?ﬂ@(ﬁly aﬁ%ﬁfyﬂ%crﬁjéy g@gfcﬁﬁeg%]sc?s 811 k&% n in the

a timed steady stream of encrypte are delivered
ad. e dg)gsneglaﬁlﬁb 124@@0Ieecrypl@énnmrtt(ﬁbrtehernPHYrefcorved from WLAN

nodi fi cations be de tor
oD T i M el e lof np R 2R ol Ry RER OStput MPDUs.
[00217] f eat UFRS Bfshblie aMphdsl 1bfety pR6t8cd] g @ehfidekbdf With conceptual links
produci ng an aggregated franme. In various enbodi nents,

R ¥gledAs showes aveliXbeectsr iy delivetes! fromnBETY 2 tadgeacy 'protocol
%?gm{l)é(; g%ﬁ)l ?élﬁfé% Qth rte%fasg‘d 8£tta %%8 kdeé%el?&h %ssaégsr%‘?ﬂr‘%é%byA) signal.

for
ShamX veaot anliompiite aavtress of aiformididn] bkod, ashihe enddation type,
det ai | ed aboyv

*Pﬂé hrRfrises v sk 3%%%&03‘15?@3‘?%&&%83@ mléﬁwﬁg; G %%8%5@8?& useful
drjé; : or&J[eIg tib 85Q1Eh AsSi Jhtet IQSMF%I'OaHQ FibM % nb% B returned.

for e hunber o
Clear channel assessrnent rnay be used with timers 2510, a55001ated with various

channels, to contend for access to the medium when using contention-based protocols
(such as EDCA). Encryption and decryption may be performed in block 2520. FIFOs
2220 may be similar to those described above. For HCCA, of course, the transmission

is scheduled, and may begin at a predetermined time. Encrypted data is sent to PHY



returned per packet, the TXOP may be reduced by that
nunmber of synbols. An aggregate packet count nay be

w0 p@renamt ed for each aggregate packet until tPET/US1087/065678
nunber of packets that will fit within the TXOP is
determ ned. This information Hay be delivered to
aggregati on nodul e 2610. [00220] Any nunber of

QO negal TR h R IBlofalan8cHins MRE IRSHTBYoP ShAEPbAYEd A TX vector
vari ous enbodi nents. In the exanple enbodi nent, an

dejtyiceagato dH YROVindieavmBUyaricty oligpumetersonyddng Bgatlcgary functions.
Iﬁﬁ%ﬂﬁk%\, 1212 (e)'e l@lﬁﬁgﬁnﬁ]bno%timg ft %Beeraéﬁl\{%%ugslgjazlgg%& rglggel, ‘%Itleegutput of

an

lcpb@r EpRICERshehRimBeR: @afikicMIDr2%adssich shPHYg@0egat ed
MPDU 2710. One or nore pad synbols 2724 may be )
[00218]j nser FEe %t danies an@x@nplgrenobinent fortkesdetailyg theRdAC processing

bEREhiChacReRE, 15 355l ot e gyt BB Brficof engine,
l\/ﬁ"ﬂl]lh _ Jpeykgactd2¥idh, appihidatde)f arantelichetto aeageaeior naaluld 2610. In
this exa

I he MPDU. del i m 2720 | I
et ©dp ﬁﬁ@mtiﬂgleqnéé%tﬁwe i Pl 5 el@%‘_mt'sa? gRtecan me legacy
Blotd e iAo @ iER6t @fliviRe diedy Wl Py BN@c Lenghl ’emébodiment,

and a unique pattern that may be used to scan for an
tetidehtivizehBDbe madedo tex kgpdyepwiivotememt 22ttheo that guened steady

atterp is set .t e ASC|.I value for the characte
Rl B by p et Bk et i e St dfigRdgadic pbppento the
PRY ¢ dSiiREE dAThdmBditRh€or¥BhHbNEadd 6 PeR6¥Ointdritame S{)acings (such
al ternate enbodinents, a rate matching FI FO may not be

e SHED anryang epsberaicagrasnott the MUP&/schatrpy nge peamyted fanproducing an
its ch risti . . hi ng _FILF 20 | .
LTsASY D5, SPPSOBRLED AR LR RS it o

frmppaideh sy tarhprideansisus sipes oPpadRblY 0c2BAPDBeC @ Vaicty of techniques
Processi ng [00222] FIG. 28 depicts an exanpl e )
Erguaingehe Prelcts kel Phmcetenecbiiondat acwes.|a@gehe like, have

- i g’(ﬂp@ﬁpts described in

%&%%&égﬁeél%ﬁ#%%ﬁ%%%set of them nay conprise

[00219] a por Thonumberavfipaciaityfor epgrcpaionasaydescominect el ¥wngint A880. A
r ect to | ternate odi nent sho in FIG 49,
V4l Brf QRS NERE O ey i g® Btk BickGLaIty 8 e B DELAg symbols
FEn&I eV Hadlet, M PP Hiagrlﬁea?&iu%élcﬁ N @aPhEmBsl bY]Y8Hols. An
to disaggregation unit 2802. As descii bed above, with
aEmemte paackehgoumggadyi b inaner¢r@s] f@eeagh digizgatehmckstampil ¢he total

A- MPDU conpr.i se n .del ipyrer. 2720 whi.ch, may .be .
E‘é%wg“tof Ps'i‘g%%? ilai W?]IJ] it i“ﬁ%&%ﬁﬁg%@? a’ g’ﬁ%’éf%e?-n&énsi ﬁomatwn may
BOIRRREINN o PAEKLAtTon Hodlil§ 3@y, egat i on unit 2802. [00223]
The resulting stream of MPDUs are delivered to FCS and

0022011 i | t eARKGuEbsCl 2@opatiohfaraats apdiekchantes may hedqpleyed in various
EMBSE @R ¢ B RGS 1 dmtdAYm, R LEESLY RPRFEANBD S output

from aggregation module 2610. The format of the A-MPDU 2710 is depicted in FIG.
27. As shown, an MPDU delimiter 2720 is interspersed between each MPDU 2722 in
the aggregated MPDU 2710. One or more pad symbols 2724 may be inserted at the end
of an MPDU 2722 such that the length of a sub frame of the A-MPDU is a multiple of 4
bytes. Each MPDU 2722 comprises an MPDU header 2732, MPDU payload 2734, and
a frame check sequence 2736. In this example, the MPDU delimiter 2720 is a length
CRC field comprising reserve bits set to zero, the length of the MPDU, a CRC of the

reserved bits and length, and a unique pattern that may be used to scan for and detect the



addressed for the instant device, including broadcast
or nmulticast packets. The franme check sequence is
web@ched9ns wel | . Those packets, addressed forP€TES2007/065678

receiver, and for which frame check passes, are then
delivered to FIFO 2812. [00224] In an exanple
enbodi nent, packets are stored into the FI FO as they
MrDOWY eﬁ?éﬁ’@;&mﬂé thRbddimcas %mﬁq&rba%ﬁ; 1sts@t% tRd RSCII value for the
addressed appropriately and are good packets. A packet
pleyaatéreN be easily flushed fromthe FIFOif it turns
out tg be .an inval cket addressed f.or t

002201 200 ReC b8 6, B8 deflsea BBl RG B SR e e Mfigmatching
FERI2082@ (i eNdraats Jmbodirp&its)t £ kate ailchifg M@BOOMEy thbatbe necessary

pointer if the recentll stored packet 1s to be
flgngadiag op the dynet @f RiA¥tdepjayséany 1tﬁ cHpfareHeicsB 1 Ratgrmatching FIFO

8
2 PP E YRS PHE RERE AN (Rl Rivery;of packets for
irasnasssorbdrOPKHY 66t ai | ed 1 n FI G 28. In parti cuI ar, RX
controller FSM 2806 may initiate processi ngupon a

packet being received and provide various contro

RENA BrobQsgBabl e and store internediate results as

packets travéerse through the receive chain. [00226] In

this exanple, the header is received and delivered to

1002221 P 6 PhIRaES SRR mh paRp R SRBRHeat U RBTuA M, BSGER] ccponents of
WheE 81408 oRasKET TIRE REdiSe @&ﬂr‘lﬂéﬁfs%eh&ﬁeﬁ@n RAGHKEN A Ocore 540, or a

find the data and/or control bytes. The header al so
pubdetceft themg n@ym@mgse taymrtl(qn oba rggepvelengine, as described below with

B4 LR o 0L YL 8

paskels\rectifddoaa WDAN 1X(Ppariac ae VA (CFEDN A& fae 545 and are delivered
contention-free goll) fromthe flow I D. The packet
b)aqhg@gmf@owmﬁ 280is As elgerribed |aéﬁ‘éﬂ’ with Kepiect foadggisaatian in FIGS.

hti S
i e 27 A AP EORAERU el STRMPED 4k iRA S0P Edhich may be
Udvd tpacpeeite plar meodBib0daraytraiel inte its thr@pdbicntvphdRessnd didsegregation

13«§%¢ffornation to allow the transmitter to respond.
bl ock ack request is received, the received

[00223] 1 t ”a@hg?ééuﬁﬁ%%tl@%n%?ll\lﬂjﬁtﬁ%ré Geﬁ\fé?e(f foASLhd Elteti® block 2804.
perform bl ock "acknow edgenent wthin the predetern ned

td mhes fhlegke thé Megop riedct{udetcasinesmiedinatod the orckelmxkpackets are

APSRRER" iF B ATl PiRbimerTRaRas, S BsE38; Meeey The frame

Elﬂarcﬁ%e(%ﬁ%@e gedHeviesdsasawBIBC K Bbscl RIRELh, atdqre@mnfér 210} ﬁt@ber and for
FSM 2850 whi ch determnines the nunber of chunk pointers

wé@diefeﬂm%d@@lép@ssemerqth@tb@hlwgrqdet@lEéEO 28htink poi nter FSM
[00224]WI I fnsﬁhl Hh)o f?ﬁé?ltt, Pa?cke{so&]e or%lauﬂll% Qﬁé rﬁlﬁ() as they are

cache uce ear exa
ebiodd, nwith, the ms;@lkrﬁpt&ﬁﬁ thatl ahéy aad atidregdedsq)pek@mtdljaeﬁid are good

above, but the receive pa s do_not
PRsHFBISe b tRpclsgh dnayy then h@eﬁ?ﬁﬁsg/%ﬂl&% framehe &1 §q%@ glt turns out to be an

invalid packet, or not addressed for the current receiver. (One simple control

mechanism is to retain a previous FIFO pointer, and to restore that pointer if the
recently stored packet is to be flushed.) Packets (not flushed) from FIFO 2812 are
delivered to core interface 2860.

[00225] RX controller FSM 2806 is deployed to control any of the various blocks
detailed in FIG. 28. In particular, RX controller FSM 2806 may initiate processing



true linked-list queue. Rather, a nore sinplified
array may be depl oyed. This enbodinent is detailed
wo eoovherdbel ow with respect to FIG 33. I n an BCT/E8901/655678

enbodi nment, the RX packets nay al so use the |inked
list structure identical to tHose used in transmt
processing, if desired. Chunk pointer FSM 2850
ipdres as8es bWinkheBacdkRindplohRIc VrBul icofroltdMRAUIRY TRBRY dhd store
arbiter 1080) when it needs to retrieve additiona
harniediats nehidis af prckesetrayicrss thropgle kstreeivagthem. updat i ng
RX chynk, .pai nt er gache 2840. In  th .anpl

1002261 g1 0 RS S, B aRod e Rechr e, SR e packstagyse 2810 for
pRCeRRgK EFrong théeicatifieo S tlegRucRel, BlRUiksHIiZ Rngidis &known, as well as
tgpical packet |ength. These chunk pointers are stored
PRcHeHEC haglpb stags anf avisae ketheapacket torfindeths edata pd/greeantrol bytes.

Fhs MR SES NGB ORER O SERLL o2 HNBED LR HLBBRHS: pcrc
tlype@ﬂ@oh*mti)s_rfalc:e 2860 retrieves the chunk poi n#ers and
rs inc rom

par angt in an extended RX vector (
1002271 har dunai®ct Ae 233(532}10% 4f FIEARBHEE R et PRF-type access
paek ! 2 LaRBNAdL QM DSy IFATKEDIIRL Fark19810 will thus send

elivered to | egacy protocol engine 2 IC ' o
aseghabto thertyanfmrtted ée nyipatic anrdsportsh eviexanpdsporesabe déquenad ,within a

d i bed, ab . te that, . ot I [ -
BRCIyHPEaT Iubacs "Hitet SUED- ohfs RRGSROeF 2010 mppstiver th
herder andd thk TOEOP T8 RMion tBUSloWatht @dfsRdRE fPfespond. When a block
nmechani snms can be perfornmed by storing contro

hakf ioewest isotgcied; like reseiged bidmap axgralisele d¢livierfidgto the transmitter to

| e. Ih K f [ . [ .
BURTH o B SFAA B2 SO SRR ks v
exmimtdate misut aRNt BldsK abk, FdZ8H& prayipbessdine gebovksing Qich as U-

may be identical to the conparable FIFO 572 shown in
APED. sre detlsd dyrthakPeleWhandof f and egress are detail ed

(002281 F ur't hg%c_k*é%b]&‘r\é‘é 2% {1f hélis?%?sshﬁ;aéﬁeﬁ YGT 'bli?usdk't}#]dgxt?t*e{ ﬁgﬁ/ﬁ'zéé’b which

FI G e aspect of this structure
tetadahés the mugibonof shuthéquinzbs chebdaaintot diere alod inebmianebekét. Chunk

roce [tsel f, all ow ng. packets to. be receive :

VgL Ml i Sk PR b fro oR 1 BHRE RIEH SiheaD, inroduced
EQnem wheRis QkARP1cRAM6a ISRl GuANBAL i MG (BAME HosRABILHED above, but
Bott| enecks may form when in-order delivery of packets

the rpeaawrpddeld, doard re@tircahs npmpleanty rsd exiguincewry orquonments of a

r re,.packets. This is detail.ed .further bel ow. .
Pl rBREREEE: ¢ Bihe e ZHPBULFG Wb Ty ol (dsployed. This
BRBRIihcht iid RIcRABEP fhtheh bERKe svithe @dipsdtStol PIGAGEESInt4h alternate
the packet buffer nmenory 250 via nenory arbiter 1080,

ergberaneni, et Raboyakets\vippy alsa ysadhedinked {igli stiuatyre edapéical to those

It (ntq the.pa . puf r .
et ol B PSRE Bt B BB Bio0 Bty wig packer
beffirn2ithé.dhahdagh rmaaosi abited MOKD)deherd & fedyentre@icve additional

ui ck handoff procedure occurring befaqre the packet is
3&}1"&9 cifhs oapse) Withha prekepat when bmﬁqaflég R chignkinomtgigschs &840. In

ee%%%%nglﬂée&%@%&mfeﬁ@ Up & oSy chihk tp%m%éirz %Jy%é“ﬁ‘&‘&@& fpelr packet, given
the selected chunk size and a typical packet length. These chunk pointers are stored in
the header of the packet as it traverses the rest of the receive processing chain, and used
for ultimate writing of the packet into the packet buffer.

[00229] A core interface 2860 retrieves the chunk pointers and parameters included in an

extended RX vector (from hardware table 2820) and adds them to the header of packets



[ 00232] Handoff engine 2890 is connected to handof f
deci sion 2880. A variety of exanple signals are shown

w0 o007/1mi18y act i on bet ween handof f deci si on 2880rP@mntiS2007/065678
handof f 2890, which will be detailed further bel ow
Handof f engi ne 2890 retrievesshackets fromthe packet
buffer, via a menory arbiter 1080, and ultimately
Aobivye ﬁ%nppni@%li OPa&@1:CS thdieRdigticd 89 Iidasy %&%9@01 engine 2210,
dependi ng on the packet type, may use defrag bl ock
288D s 0150 Mo daid deasy ptistncin fheoﬁmapm& embediagne ntescrzmd above.
Ngieetéagt] i (%fe%r,l’fal meemhgg o%%ket f%'é)s%) %g%?%%ﬂ?ﬁo 2%g1nes available,

fhicagaeat aztll 08 ig@mycde Topt ivariahs adtdrol ehethesiseonae rt%npeﬁsformed by
may be omtted. Fromtine to tine, situations
gedng conroliniormatinn wr thadheadas se idescaibad an fhs Béarewlépaél@ decrypted

éc‘ﬁ%ﬁ ﬁ‘ ﬁlCﬂé chgﬁwko%of%ﬂgggz‘-}@otﬁe *l?e'ﬁ@?&feﬁ X NEIFEPI870. 1n the
or ese ta arious other nenory

M@EMbdlfrnﬁﬁt;tRKrﬁF@SMI abe e whidad meithbaimay g idbetical to the
Ilnke%ﬁllst st uct ures for queues, pointers, nodes,

ﬁﬁy“ﬂ§§ vy B aAdl ed in these bl ocks. [00233]
[00230] The R{3Ranmdo oM %Eﬁr ar@ Sdedai R NfuHRES bﬂ@("vk %e?r bRat structure is

cone into the FIFO . RX search control
desestnd nm§lﬁhé8fl One | Bpéaroft the gacket .is Ithatt tlhe lemdoffp| decision is

nb d TA h d d,
Goqud g st lgpdel et QU Eat iF b Hifived and
Eﬂo@ssé@wﬂﬁ@&t&walfi@g’ fOMBH &I chSdks ehat 820 fdrd WIRRI ANGDatiRets are awaiting

hai ntain state and paraneters for both flows and
pgraseshangpiif o Rettéeneelis| reay B2 wherdietarderedelivenyt dfarackess evprescribed,

ncl X odi t
RS SRR AP TE PeniBls, T b %P ygtegbelow,
[00231]and 4Padkatstfagh ROO IR 2870 arcddiverc ab Ingenzdiy Ovriva 2 8D& which makes
conmponent of hardware table 320. [00234]. I n one
BeEe AenRccesefaihe Bagkst AR Memare 258r Wa raFReR; pbifer 1080, as
Ii& rlb&g b aﬂﬁh&gr eﬁfbkétaﬁdwgﬁﬁ% l ¥e tv&t"f‘t%?lnlntto themg)acket buffer,
processing). In an alternate enbodi ment, one or re
f)ammblefmﬁ)rrthg/t [sdeReteara debvevdite hhad e dedision fadckcZ886, to begin the
Rard e.tabl§12820 may be VlrtUﬁ“#Y dentjcal to
Hedosision [ @ 1o et 3 iicl Rendoisprogedyiy oacurrip before the
plckekid kull gnwhﬁ@n 3hfo ! dackGCOHREZE WARL cotibte NGarta®Bb &nt from
may | ntroduce conplexity associated with arbitrating
fogmonuivritl & Srte haednfEdecanmeh 2880. need to ensure

suf figl ent..bandw for th er cce .
10023217 ¢ i FRfOriReRg Soler Soahete HERRRATT BFEERAETO edyaario of

VR klgam@ are gﬂﬂvﬂrﬂ)y ifitefidEen O By ARRTofPiciiasinb e xum handoff

garaneters that may be common to both, across nultiple

&), adichpgill @(@m@leé fugtberdictiey. Hamdafs opising 2890nsstgexes packets from
h%g)%élgeﬁé)ﬁﬁg ékﬂ‘%@éﬁﬁt&%ﬁw ﬁ)Sba?Ade tn-lr—é Br @é}geg (}B V\E@t? It;or egress.

IS recelving
Haed AP cpgiay 2808, Yepehding ront thecbathl ﬂype,l thay sis@defrag biyck 2892 to
true that the d stination MAC address and the transmt
Tomrovadieedes elfeltpmePackrbiTpgments 208 P9 Beamuyirtgregnsed packet for

j h
Q&Weg;f ?5% %g&% ggrekg§ IRdyd iR ARS8 Rt %@%ect 1056, 8% Lfragmentation

situ they are the sane
may be optional and related components may be ormtted From time to time, situations

may occur in which one or more packets are to be dropped. Flush block 2894 is
connected to handoff engine 2890 for performing these tasks. Various other memory
management functions associated with maintaining the linked list structures for queues,

pointers, nodes, and chunks may also be handled in these blocks.



those situations, there are benefits fromsharing the
tabl e. Thus, the nerged table can be nmade | arger than
werdonetsied the tabl es woul d have been al one t oPCT/US2007/065678

acconmodat e for cases in which the addresses are not
the same. Nonethel ess, sharin® may yield an area
advant age [ 00235] As descri bed above, in the exanple

[00233] €MDOAITARRIX: scrdhl dABRADAAGHGhitoRd hRMRAndtoMMERR the FIFO 2812.
reorder the list while updati ng and sinultaneous
B&cesarch ggontrhlers datevhings rthe oflower 1D riom the spasfioin | Instthe example

depl d. [ hj f d , :
ERbo sl Rttt 2 RN PEE RS BFRIEE Xttt ineress

E&&gﬁﬁiocﬁsﬁag 2&hdepii€tFGan oexsvp! elaedvredithBEBt2820 is deployed to
ardware table 2920 configured as a STA, simlar to | )
Rt sfgEEsransies fpikaih Agpy andilipks. r dagaete bleR82) is detailed

; I . .

Bl apy, Y A RESSoR RARCIEHS, BOGTLR Ry e

haovdwaitle raspbdtao FAGST Ren®PA BufhaocéexanhyrddGrd fabws2§20may be a

this exang{fg%. I n _hardware tabl e2820 are a |ist of

pomapRet oS &d1o8Ab T Ds 2914, and flow | Ds 2916,
[00234]f O €ALBnS URBGHTnRS: f Ae@ﬁY‘ateTﬂéfawa{eh%bfek OME i e SFor ingress and

retrieved fromthe TA plus the TID and used as an

egrdesx(ahd rposhielyapprsopr pratessiRy).f lownstlgtrate ainbedig@@R0 .onkrpr more

he .exanpl e, enbodi nent, the fjr re creates
bGP charea et HePlow [ TG R R Sie Pl 2528, may be
ARLIN [denti&? O hAAWAr SEBICI20I 8 HRMNed iNFIMY . Bal £UTHEERS skill in
table. When a new fl ow needs to be added, the firmware

st tril epaamizcothat shamgbipblcalinay infroduess cpmpleaityl assnsinted with
?r\f\)ﬂt%a%lﬁg:c’rfﬁ}; rr]neult{i] Eq’e ure%‘tss’aﬁdJ %hr eliQetedtt%belngurteo u#?celelﬁtb%%g\pv},dth for the
anle. en, € original table becomes The 'Hew

slirabeHDf at@lses rediiired X @ithe off¥r hdrawsigiriag eallehey 236 d&erall area,
described with respect to FIG 3 1 below [00237]
apfmay girdirce) the kughse iof jupdyay Sheremstainihaa iy b common to both,

j ' d a1 - -
Lo LR UG Sk £ %40 O SEAARATES LRI s
hirdwide tabledVESTD 4rablTi® 2:@20¢ sdxamblershd APl indeccdat@froat € STA to

vector feedback 2930, descrjbed .above for use wt .
WE&%&E? Al DRt e i gt | Dt Bt Wevielvh i ﬂ@neiestmatwn

RECKQH ! IR tHRNrarRAG: ROAT 8E&LICNe tRORahE¢@kMEcould be additional
processor may have access to this information from

flessagespldébehind 8 destamtiohk thenatesitdging ediceniticyrase the same. In

tore this i.nformati i.n_har dwar,e tabl e, 2920. As

oSt FrislataBre i Ren sty FRmoetre i 85 Sobo frpSaad table can be
906 1drQdr tHa bighd$ of YREGDLIRE woEd Nk tRBn aNakit® Uscon@fbddté Yor cases
key t_}épes may be stored to support varying encryption

pr the  addeesaesy arguplti thatsemget deon¢tbelesst ghaimeosRy yield an area
g&vghg% t he sequence nunber of the | ast packet received
corre ?Iy and the sequence nunber of the current
[00235] pack eAs rdeycribed ebopa e dhavetdinpléicmbudinmeat, fopingponp wages allowing
f duplicate detection. [00238] FIG 30 depicts an
g%aw&neewe%&ﬁr titlishviilgr (gt e Rae| Empliansopp AfGesY frgthe search

ESMtroller from a shadow list may be deployed. A binary search is performed to get the
flow ID which is used to index hardware table 2820

[00236] FIG. 29 depicts an example embodiment of hardware table 2920 configured as a
STA, similar to the arrangement described above with respect to FIG. 3. Thus, in this
case all the various parameters associated with flows and links are maintained in the

hardware table, as the STA supports only 16 flows (in this example). In hardware table



use in an access point or super station, as detailed
above with respect to FIG 4. In this exanple, a

we 2007213190f poi nters 3002 are associ ated wi t h RMITUS2007/065678
i ndexes 3004 within hardware table 2820. Note that, in
this exanple, a link ID 3006 1% al so stored along with
each MAC ID. Note that the link I D 3006 could be

agtenfal ﬁktyofSﬁa{s%Ht FRBG I 1 otipgrocar @ﬁ@fﬂ%n\smmm for each
alternate location, such as SRAM 330, for exanple

@tm’prtai: tlowo Tihe thaﬂdwdDern@jabﬁs eetlz@@d frqnn thet Fapby thfnTID and used
?ﬁ an 1n%19 (fl nth%\'h Ipérgplyla %lﬁ)gva ?8 rInlthnk%en?élP grnbodlrnent
ﬂi@eﬁrhivﬂiﬁe ti2a200H or@lréd fable di’[@&t@m@d HIWB tverksiv ik @fe tabledY another.

al ternate nenor such as SRAM 330. [00239] SRAM 330
Ebenpimase seag neaineH Waph @scugenombig. e XA GF newiflony needs to be

r S
?&HEE Jth?; %ﬂ% %ﬂ%s Iht% %g?#]'a%gdﬁg% GP% ogéérs & tag%?ﬁknﬁqweltches the
padmmt’ £¢L8‘refnt)tabtd116 thastandty tfablewérhan ghs bﬁgﬁdl tiabile becornes the new
meter tables pointed to b lndexe 02Q. Thi
f}ﬁ vdaklea ApgEm ?R%glPWe%ftt?éJ? 90, Melesget §|Wlth respect to FIG.
papaggt ers. In the exanple enbodi ment, SRAM 330 is al so
used to store tables such as RX st ate t abl es 2920, an
[00237] exan”pAddxbrbnaMwhnlhsp@fdepalahetbri urayhelso el melud®hus, hefrdware table

support faqr the i mym n er of flo IS .
FRAL EAGS AR haecHe s oERenk S 1BRCRR et mad B g in e
RatRrdvabt @513998). FRMBMIS inditR dRIRAY vHSGORc@RIK 209 described
as flows are added. Menory does not need to be
abavecirewset avithy mseecrsamamt@ edeé,emnnaétﬂmamcb Tt detemnigation, packet
I”olrﬁ)latlgne Ca%ﬁ%égr%gﬁﬁo\élre eThe rtléée\}\é { SIiOﬁgsrs]gro X’ have ac’cesls to ?hlﬁgyformatlon

frbﬂN\méﬁsag@ dablkrs 28A0thseefiotcodditees raﬁdtrﬁﬁy ameb thls information in
o ulated. [00240] Al so shown in FIG 30 is
e pivlable 2980 ¢ Azdpscribad; ARV nep lipkisparinn &sy a%%wwbﬁwsed for

& Y
FERRISA 000 BB ED VRS aBry 3P TR, SR o Soged; o suppon
(/zg')lln[gaelkc&ylstlonl preaokaiis. anL@at:grdhqﬂleaterrﬂmebtrmnblocklslm atores the
reduced state_.table ma ve menory and time

spaugRGeEbehiof healds; R%%ﬁarﬁ retorayregtly aad ghe seapeheg dpumbgr of the
SRR Packlet Mgl YE @orﬂ?&'re@lvﬁt‘ﬂ thR VHﬁl% dorf @E pﬁffpbs@@icdﬁ%ﬁlcw BERction.

I n an enbodi rent Details of an exanple
[00238]f | ow ElCat3é) d@mte am 920npie [embpdinidnt of hardwert tbblleolmwcmﬁgured for

one

S8 SRiacty ph: pE g RERES B BERANEM tromst FRFIG. 4. In this

ShavPIe, PO VAL R Doft foifteR 8O0 adl3RociBicl NRiES MA@Qnaé@sajm within
stored in SRAM 330, in the exanpl e enbodi nent. This

hardehreobicrii2fe ANpterthail Iroikds exasipl % liglo MRDHI0P 6 ise stesed along
%‘ftﬁ %éﬁ Nea & IB' tﬁ@t thé’%‘?hé ﬁnléhb %Wb? %oﬁ]{aeoen%%ma)fely SBP& 418ng with

ow I'n resp nheed, 1 n con

@ﬂl@ﬁbdrﬁ)maﬁetsﬂm a(hf al&hatmwmmmmrmmmm dorl ¢kabple. In contrast
ui r ed imlar fashion to the ability

ool
ﬁ)r f/h Pi‘)@“falr%wgif‘t %1?'[2@ ithatiragd ind1He 4848, Whish yﬁw&%et%ﬁ for links
h e;ﬁlﬁ% wa¥ é?cﬁec‘f lH?RRé %@fhvé’éﬂré hayl), LB BREL thO link 1D 3006, all the

l'ocat e
parameters are stored in an alternate memory, such as SRAM 330.

[00239] SRAM 330 comprises common rate tables 3010A-N each of which comprise
pointers for each MAC address (i.e. each link, for which up to 16 flows may be
supported). The parameters for the various flows are stored in parameter tables pointed

to by flow indexes 3020. This provides a level of indirection for the actual parameters.



for them For exanple, when fragnentation is
supported, a bitmap may conprise 64 packets with 16

wo ea@gmends each. This is a nmuch | arger bitnmap BPEEDS2007/065678
woul d be required by a sinple block ack bitmap with a
single bit for each packet irfl 64-packet w ndow.
Thus, for flows requiring fragnmentation, |arger bl ock

ﬁpﬁlekuxfaﬁmserﬁwauta@mc lsmtmcasow@ lals8 Js@@%@stro?&’té'bfe's rtgcﬁ 8SRX state
menory may be created with a snmaller bitmp. [0024

tehles 292@wmeﬁxampl@sqfwdtlelslsmtall@dl§umb¢lywc oktfuis ra@qhdmk support
geLs i ncl udi ovi di n or .| cre sed flexihil

?or rnraiémé il E)ﬁ]tgop ﬁ%?’ ys 1nglé1decL It é‘lmgoTClhgl&le 28 lgho%n in the

@Cfrﬁﬁilﬁﬁ $ht0 JaISPREIS Howede] ﬁlbhﬂ@in(f)ﬂyrdsﬁgd chegow. ad ﬂ)&ﬁﬁaﬂe added.

FIG 3 1 depicts an exan‘pl e enbodi nent of an RX f

Megrasy tda%ﬂ eotam2d to Replppased) tooftoxe; I@r@‘getatsénualdwmr%ttve@n a flow

e [
bR GRAR: CTFIRIERT 1afe? chbCBR ol WiL AGw I Bive. then only
Olod @ tbvb&{X flow gyern eabdds, 2920 neaf totH&&rédteﬂMtrﬁit;&q)elat@lbl es

herein cludin |.ow state tabhl e -fl ow
[00240] 5 ayAlﬁoa{l@%elz%@Xéé div a8t dteEnate; fRbde fé% Wgﬁ %mﬁtw igcludes a
%{m{g] Eég ekl &% ke ®aBbifgd e%mlgl@ RAGRE §dcliita e}ﬁf‘a)fneter set,
f erflowtales as w | e clear to one of
sktable fom ltshewlar 802. [II)((g)d,pqtclﬁtsartn serhsayakeroge reortvdrment, using a

sed for indicating.the se ce . nunber of
FHRCETen Phls s ate TSR Bt S U] st HBtona? memory
8dcRbskl NHSHRILENCEOMMIR ]rudBN B8y %B@%eeﬁ’seﬂkfsf‘ all packet types in an
transmtted packets are received (i.e., the w ndow
gwbedmink war d). | n one enbodi ment, the exi sting
[00241] 3t art Rn%élg %ﬁegg?%gun%g%%;%& l gt?age ‘baw %&Z\U v%llzgef‘ ﬁél%tratng%elow with

teRpaitBIRaBaK eIH@weVI-do Véeompanéit ABSHAR 8 E30, iissillakttaydehlert 0 Bitmap
send packets that exceed this limt in sequence
pRiftsE P9 And shewin poiwingdeet bimap S af-t i Bignapeqiieicere also stored in

§RKREV33 Yo BE 894&151% AR die d&s hidgietdeot ﬁ{(i%?%tg)élwallows a simple

recei ved sequence nunmber an u tractlng
Sbrﬂmoﬂ)forrﬂ'dt dosb@rtdingga baquenehilaalibemgniy nadnsoy hBage to grow in
icitly updated by.an incom ng BAR (Bl ock Ack
&ues {9 ndegh 1 grrdrast itk p&‘@ﬂﬂ&%tzoa&é é@‘e XIGPR Ggiqyy that could be
tRehe avRSs, & §nfiet ﬁl‘sﬂu%ﬁ’ t H{éétbﬁtt;;@&@fb% RKMQP8ta X @bk} §s needed,
W ndow si ze may signify the er allocated (in units

virypedketsf bitmags giaydie supporsadi witlaqut ghe @eﬁe@ eraalpcat¢ the memory

th t d t
it bR o ios ah B apfn D eY Sahen Y PR bl sy sgprise 64
g&&efsﬁﬁlﬂi Y6 Fragh@Rid4ath. TINRisi ifraBai At Ierdlt BR#hap ekan§ W&kl be required

106 may be used to indicate to the receiver whether
b:ﬁé Stmlalﬂ dhaaktask bitsnagxple g isHiglabit formagh apekebm & Odaraekad crvmdow
b A A B0 el ol IR gl v it

dfo@ff teqﬁirﬁulgdasfs dner{mﬁ@&ib@]be&r&diﬁbwﬁﬁ 3Qmatyr tigman act ual
bl ock_ack bltma? e. when hardware table 2820 is
[00242] ¢ onf | Ghivedieys & IESIf}@,teSasVaH‘@%rmB’é‘@ryabW@gWatuﬂnr agpetsy including

IDIQ)VHH% fof ?ncréa@e(?ﬂeﬁt)ﬂl%; B Bore efficient memory use. Additional block ack
processing aspects are detailed further below.

[00243] FIG. 31 depicts an example embodiment of an RX flow state table 2920. A
variety of fields are illustrated. In alternate embodiments, additional fields may be
introduced, or some of those shown may be omitted. Note that, in general, any of the

flow state tables herein, including RX flow state table 2920, per-flow array state 1902,



configuration, bitmap 3130 nay be a pointer to an

actual bitmap, as described above with respect to FIG
w@07FE19189 net header 3132 is stored for repl acP@musive7/065678

MAC header with the appropriate Ethernet header when

preparing packets for egress.OMIN pointer 3134 is a

pointer to the data structure that holds the physica

@ﬁdﬂ&%%@(ﬁe efvid he3Rambalisilst ﬁér%v@bﬂl&emﬁ %le ec\()ﬁ{blﬂelaa(;r separated

need to be eventual |y handed off to the her | ayer

(ménkmanlpﬁr of hamidow tablese hmwdhb%cld@tta pnedf Skmltl ithige art.

bel owg, I.h one exa

k
[00244] buf f e§tart%n§ s{egu%ngﬁ gaggl%grf SSP %eilés?et 1n 1ca ﬁg I,se(?uence number

behe beginhinghRtlectiis adl sl tﬁm@ﬂnQ;Sionp HQl%Q;ta)m@g sdqh@nd&&ﬁﬂl&f may be
this data structure then the Rx has to wait until this
neflaged when freeemitted prelets arg meegivedofife., ghe Kardpw moves forward).

W@%ﬁh‘&ﬁnﬁﬁ’t M&%@%E% dar{@ ?égge%bee u%er gmtae\ﬁmtw FIZG 03T1 04 may

ow pol nt er one exa
dctp@ning ethe suhjtalek emfrﬁhierysnf the bkpestefdl ﬁicdmﬁr@O@écﬂietd nHowever, a
ol d, st g seque nunber 3138

one exanp Yy .
panseufterdy aﬁwgwt wad Byt H@t %%ﬁa*éﬂegl% HoteAugtse @@ga%ﬁrs and, in
WichhcasWeR a0rtindC QHubEPRGHBE: RRYSES chiRBlaildab] tH8ng the largest
sequence nunber to change, the receiver nmay pass u% to
mcmvgdh sequeaye nuambtr pat k@ttscfing iMildovolSazest)ar Thagtarting sequence

R enrt e pdieterBERY o B HMRARR RS gok Requesy

Yhabld Becls @Q&@W&ig@hﬁ@ﬁ@ﬁro@@s‘élﬁl‘%eﬁeﬁﬁﬁqﬁg uad dét@lléchﬁlrther below. In
current starting sequence nu i nk

PRUIEXsMEe Window ke Bes stdnafyeltic wuffir @H@cafddoﬁm unrm Qf metS) to a
glveh' ?ansm?tterr tt A \elc r}vgerl ' rik Cc'algeI c hﬁa{r%a%ﬁ ould not send
e 2 .

In recelrving or ransmt ng on

chkmleeg@lmlceas tay exd@e@ﬂledﬁhad)\lv@iie abti¢eccehveli el d
36 indicating no nore %nents are to be received
1002451 may béh %Ié‘ﬁﬂ@?@g: blogk \ﬁakuf&fé &0 GeYnRshised fo dicats to the receiver

hﬁﬂltﬂersls%g cdti faﬁﬁ}&%%dla?er oWl d)eh Btk aclﬁnowledgement
per orne I'n an alterna processi ng unit
Sulqiocdt fimayminediote tloekdackhOORABinckil i@maﬁaatd@pncthescmrent 802.11n draft
ex%ggge enbodi nent of a nethod for configuring

re tables and nenory in various configurations.
[00246] NOt € Bnﬁfap tSIT 80 hRG TR MURPuA| 'bfb%ld%@l@ gltiﬁaf) h.d %v?hgﬁ %hr(fv&%re table 2820
1 may be applied simlarly with other

bacroduﬁau@dtaam 83A, ssiclhscabed rhoenivithfregpecs toab B3t 2801 &n an alternate

10 taj ] ed The details of f i .
s Bny higrae S350 G v BaoPfi- il lyel Wi i, ARigrived above
Reaabipead FIGN3Y. FHEMN@NRadRIB163 1@Mreﬁ@oﬁ%’[&cﬁ%dthb MAC header

su port various conmponents (i.e. receive, transmt,
b spprepfide Etheétteé hyadervéiepprenaripe @acketiefor |egreé@| BYIN pointer

é?%‘t 84 V]ﬁ%ﬁtef) fto artae gtHCF?ﬂe tﬁe{t 023{‘ e%é?)hgﬁhaqvﬁ%dre S¢ O(Mhe packets

spridi 8d thai ﬁebleetetUﬁhht hewdc® lbeDe(ZthfaﬂlyShaatiai b&bﬂoe&e higher layer (see
descri bed herein, or conglnatlon thereof [00249] A
gt e hanobtegamayylofadle SURhT Gl n TEpRS. S9IDIG ihiingckets are

%&%ﬁﬂhqhe hhffé[ts 'to %E(hgﬂ&ieda(ﬁ@ it lé‘é({ QB ﬁetalr er. If there is a hole
escri bed. t as detal herer m, unbe

@bost packet) at the head of this data structure then the Rx has to walt until thls hole is
filled in order to hand off packets in sequence to the higher layer in order. Note that
Window pointer 3320, detailed below, is one example of a pointer suitable for use in

this field.



menori es of various types nmay be deployed. In an
exanpl e enbodi nent, nenory 1 is a hardware table, such
wa@goonatdear e tabl e 2820 or 320. Menory 2 is a PEr/Ys2007/065678

menory, such as SRAM 330. Menory 3 is an externa

menory in this case, althougtfd nternal third menories

are also anticipated. In this exanple, nmenory 3 may be
[00247] SDRAM 34 eia@r%@% cllﬂ‘ sf&%%ée@lﬁerme%lﬁlb%gl@% fay et dat 5(?1&11 to the

menory is to used for the packet buffer rocee

SAtBStseqenaé mgmber ipaldgouwitho Monemt lgcmlngh@cgatr@uws ghe starting

comuni cat.i 0 evice, in a flrs node opent,s
RO SRS T ey 7 pAP UGS o s IV R s from
eheadTR | sereab SdjubRdt nurbthee b ithes turf@@ 8tafind k@Sn@Mnumber. After this
external packet buffer stored in an external RAM such
arcrgpRAMPsdormdp thesiq stpringsequaned nynbnahgset pguag to the current

gtgllt{ g g&?&r % B&%b@gt ﬂ:élﬂ_lf kiﬁ yﬁl@qn&%gteg 'ﬂfe 1%55%8%19’[%8%&%%%%1@ flow.

proc i gure vari ous conponen

Thisema sbeC apadl fiorc adtiiovingl dirikegpictifia paaa:meuérsmﬁmieusd fn tri&iving or
exanpl e enbodi_nent he_second node i s STA-

Frarpalitte ey the SHL A0 Al RGERS %agmf?r\w g fegids e hove. A field

E’?}é( Bldiddh§ %B) méirédfrﬁ RELRAMBL G FecBfvBd %ﬁagf gd db}?O%He In various
har dwar e tab 2] At 3216 configure the first

mahmﬁlmeQMnowhlnlafragmelataﬁm Tcw\mtqaetfabhe() oni wirenMA@G performed in an

poi nters t. tructur in the second
RS SR P Cudi® 4 R e B BB y i h ¢ b
[002481dat & B1G ULt gpkcs ad I@ﬁ‘zﬁﬁpl@ hifbodinkdif Ll &RcthBY fdrehHE&ing hardware
varyi ng additional levels of indirection, such as

tﬁélﬁ@rain eucradipvie Vaiews eandigutations NPGE thgothe freghniswgsrgiseussed with
t ure den
B e SO I A RO B5RBEHP Bl s o

ﬁﬁtﬂdrﬁlt floal sth@blable BIBOD damilbdeaf¥r.f 'y @dt@itseot adidf%u@ﬂhg transmit
TX fl ow state table. Further still, one or

tahlop e omtided &y threakecof PEwIt akecallalpe thaﬁﬁlﬂr%v% tables may be
Pﬁhﬁ%?& Yo %@pd)?ﬁtd{&r{ogﬁ %Bglg?ﬁnegltssg u%éé{\%s tﬁﬁﬁﬁ?' 1?1%1%95 V@gi’égs etc.).

as t ointer pointi
ﬂ"b@ @hncxplesﬁdetrhléiebl‘txycﬂhe dekeldbbf maliectioi foB?rBé):lvec hmﬁwgter dlow state

mt ; ffer t %E%(ste?x{a&a ?ﬁ@}eéd‘@h@ng&q nfg n1po other state

bé%[e's%&rfb&@ﬁer@ﬁl‘ Bt €Jml$1h§t§o%s@§ét‘é‘cff as free node poi nt er
l'ist 710 and frée chunk pointer iist 720 and

[00249] al | oc At gemgrad peasesst BI00nis dlescrib2d 1ahdiG e hlin ks thigt@xample, ﬁrst second

it naII arra cated h as. u
i it Pmtiop S PSR o Fute BER aF et ifbhtRion 385 number of
WeRBENS BOVAHARE tcS nfayAeS@PlAfed Iihh BxAHiSIS RndolRYt, memory 1 is
[00253] Firmnvare may perform many of the steps

# éqmmé@tafote Sethnast hqrda‘éar@etablg Q§2Qr@ﬁé2(P eYamark ZtIH@ larger memory,
t t
SRR RLE 7 Y St 5 I BB AL U e

shéudi rﬁé)h@ﬁesrmﬁyalb@ amt&ephtécb Imnl@hs @&ﬁrﬁplbhtﬁeﬂﬂi@@ﬁ% @y be SDRAM 340.
conponent s mn%h n the device. These techniques w !l

[00250] e | Khesasien blask 33 0ot gy thirdymenpy isita berescd fer th?mfgket buffer,
g{(‘)g%&i' %blM@oﬂf%uFeo{;gﬂo%' rc&gpo@e%gs S RAQRES Sof@¥nication device

in a first mode (i.e., components in a MAC processor ASIC 310 or various others). In
the example embodiment, the first mode utilizes an external packet buffer stored in an
external RAM such as SDRAM 340.

[00251] In decision block 3210, if a third memory is not to be used for the packet buffer,

proceed to 3212 to configure various components of the wireless communication device



[ 00254] At 3212, configure the first nmenory with
various data structures such as those just described.
wo poovhig9zase, nmenory 1 nmay be a hardwar e tabl BCHOS200T1665678
data structures are not necessarily accessed
indirectly, but may be as des@Yibed in FIG 29 (e.g.
RX flow state tables i ndexed per flow within the

hed dwere n{oael @ﬁ theﬂéxaﬁl%léemsémﬁﬂeﬂw R deBonSR680H METRLYpe mode,

as a packet buffer in much the same nmanner as
dl@asgnbfrdodmva&wgrefmSRﬁéﬁm byseQ far thgaR0ket Phfist) andethe pawmgters are
qo | 9,59 q Then the process may stop. MAC

% %:égsf%g 4@ ae X'l ed herein may continue. [00255]

[00252] FI G 33 30BRpidfigudstha lfit vt @y ¢@hfch ghtyald zOHarfiQﬁre&able) with MAC
portion of packet buffer 250 configured to suggort
prichresed Beiptysto dpfy srushiedinBasecosd slomarar At 21 heet up the second

f i.ct
RRAERL i€ e Rt AR 18 I coftey MRVTNRac Ky efcitional
Bprely @ f afidifekon, Gutls ag d@pcabatlabdve with reepkect & FRY. 3B3Bor example, a
se of an arr atastructure a
gr%ﬂﬁﬁaf%t@a&ur%ﬂ@y 13??“?111 iflows assrated HE 1\22\6@@54@?8% glhe flow IDs
RAJ® REEAY 1{’1&& &d?f?ﬁdrﬁ}'%%fes sﬁ@n Qs MERX ﬁBQzestaRQ 'thbtleeéSr P Flow state
I s"not required. Thus, node I's replaced wt
fabtiuc Eurtinodeill3300. orTfh@feftlabllestssqu reai the X iflown o @Bﬂe@ jmay have
| en th 61 nce nunber 616 nd chun nt.er 8. .
BB o adti PR ol U AssOGT e it §1 @ﬂﬁu (S0 45 B bitmap
g@iﬁt& boinfin@ td 88UE4atiBA of FheREHAN dckUs@ReD). A @Zﬁﬁlco{fﬁgure the packet
ef ore, chunks 620 are used to store packets of
Dufifergnghe ehivgt memopy. dlIrf eresr @W@&alct sonfiguringhe pacrlqe’abuffer may include
?etttrlrrfﬁcgﬁjrvgrlguoseéﬁﬁ&n{e? %lggs Lgltl éree S&gel E%qxﬁt%r Hgtg?l%san free chunk

peinfet €kt 729 andtallo@giug rspzd:etf@r Ih(meavﬁo aablefink 0 eAliditibnally, arrays
poi nter 640 and queue head pointer 630 are repl aced )
mav fhe 2llegaier @uﬁbaw&fi forpihg deriySTAtasPing 9 packet) ayith free window

&ﬁﬁ}h@g%%mwﬁ&hgmhptgggqﬁggket buffer the desired node

rray l"'ocat e use of this nodified
[mn5ﬂnode/Ehmmkwsnnqnpaﬁénmmhmnbefdheaﬁqﬁommbm&btofb&hﬂlMw various

inthe art in |i .0of the teaching herein ain,
BTRYCs Y i iy &P GE’ElatBe ¥ isBuEefufcs: nX{’J“eF%d’SF?Sé%Wf E{P“‘Pé)é register

&rtﬁ)ﬂ?ﬁsc%' diBer t@é’mﬁ({[\ﬁec s §bfF Yatidy @at‘i)efblégl rﬁa%@e 'u§eaeﬂ)t inﬂ?daié the mode to

suitable for th ont ext as wel wever
depbanget vaithis tiowevias. HhGse @Bhnlauasoﬂ@ larwdykmotomme of ordinary

rt t add
Rofat e syl Fpt R S i yRfBS s PRabE Tep-t ne
[00254] CUT T Ak 3§1261rdohﬂ%ur‘éQHéJ BRE endihd) 8Yith VaridRI datLARRurBOPSRN as those
array 3330 e used as a circular buffer of1gac et

justcéasrobrsl. Iﬂdﬁ@@me PreseE di Mgy Poe Isriwary tably andstie dpgrptructures

%%ﬁgbﬁ?c é%?glgﬁgggngJeg ang%Féy%%&1§§”§b§§gig 1§y (c& RX
flotvstas saidsaihdeckedi @ndloss &itdinothbéardwitre tabbo)nett ¥ 4, configure the

bl ocks, were introduced above wth respect to FIG 28,
sscoRd érve%@étasp@r%ﬁaw tHg 1pompeinthsremy mpnnsg as described above for

Hehllé%; LY §§|2(pe41"91ﬂ, the second mode is configured. Then the process may stop.
MAC processing as detailed herein may continue.

[00255] FIG. 33 depicts an alternate configuration for a portion of packet buffer 250
configured to support RX packet arrays. This embodiment is similar to the packet
buffer 250 depicted in FIG. 6. However, in this configuration, the data structure of the
linked-list queue of FIG. 6 is replaced with a node array 3330. The use of an array data



[00258] I n one aspect, handoff decision making is
separated fromthe handoff process itself. The
waelewraizam maki ng process may be perforned at |PEEUS2007/065678
speed, while the handoff engine operates autononously
in the background. One exanpl@1context in which this
aspect may be useful is illustrated by support for
ahRelse Afws hrfe@@rdlpqlmaﬁsﬁse% tRRCKEIpRY SHeiRles ﬁﬂﬂh@ n@ae 8c array arc
802.1 1 (g) or (b), there was no support for bl ock
wmguauqoa@ keextarode petnteri &12\Abu®tdeﬁ)lelf€é1| t s, Imﬂl@rédﬁ/llub@@@ed with

Rt n@R D 80y fonfaipP B 5o 10D, RESAON £ R nce number

pEG; k@t schoak | uft@S@lIEBard {s dReripRckeh régecth@t FIG. 6. Smaller nodes
acknow edged, the transmitter would resend the packet

mﬁvhtlnafedmﬁ@m@é@mug%ﬁerecuy (or the packet was

[00256] ropp b@ éaléﬁﬁ S%O seeﬁstog gtgro?v 3 S1Efths, A difference
[ gg ﬁ& , s mou?ﬁ§§ erent l£e ndéé

Q;ftﬁatlthle ma:j&rtruﬂ&lré h@@s mt feq\Aﬁ'd thd tAR288k olf Iﬁod;gssb éoren a queuc. Thus,
supporting bl ock ACK, IS possible, to receive

ﬁsaw%wneme%ﬁheo?ﬁ%rnodv\vpéﬁltifalékr&t deqipired tadarafagodes.  Queue tail
ﬁﬁfe?%hbyanda(gwﬁé%%gd Bﬁl@erb(ﬁ}tO We! depREe B Rlith J‘sﬁgl’@ ]ﬂ(q{?t‘,é’r window

It ma For ckets that are not acknomﬂedge
peise 3A2&dviich slentifjesbehgein the paeiay buffet thadssiicslsiodn aghy 3330 is

acket attenpted in the future. t he mean oy
BRFET Jupatcoents padRet ooy E ybbrduil Bneiog: btre of skl in
frerarhani@ftfor thd te’i}z’lﬁhg Meraih Wb & tRAGKS! SrRhle MRaRbsd®ed is not
be handed off in order, a non- acknomAedged packet

tdutied r R hprosessig ehthe sthetsrernf ot 6 l&ﬁntlgﬂbﬁleléﬂlpéquryhat context
arlsev%glll.vglg acke %n W;)C edW%ISB fﬁer €4 node arra o d330 foay store up

non-ackno e COffEC Iy recei

o ndghle w@@l&@ebvoﬁh)bﬂﬂaelﬁbt bﬁdfe€$3 Ricushsaf It efaylied mdexed by a Window
retransmtted, which would fill the hole, and, severa

pifvat de shonarrong SHEER seaBers§UBIGCS) s Gy, nady 3410 may be
R&‘a‘%%%l Gr Bm%'f?&ﬁie)/lo% @ sabl e for handoff. This

can |ntr uce a 0og o packets awai ting handoff,
and handoff | atency nmay ensue. Separating the handof f

Eecgaign fromthe handoff engine processing allows the
1o i on block to operate at |ine speed, while
t he backl og of packets is processed for handoff. The

handof f engi ne may operate autononously, and, assuming
[00257]t he i b tisfsctéon, bandvdl branchoing willrbsmyorie Suldy dﬁﬁl@ﬁd. draddfT decision

iR A TREh Bnd AR tsnd e SERSE paf Ml frgrgomected

ploess, W@ére lihttdductd@bOME ath! rebpucOugpat 20f IReral @§RIcKEFelating to
g00260 I n anot her aspect, separating handoff deci sion

gdlofirbidldedngrasad kol f or 1 ow handoff prioritization.
[00258] \'jgr i c gﬁla%é 4 g%aegte lh@%{(ﬁ? IagélglbIY ?na'tlﬂ{%{sr%bﬁr%{édsf?& tﬁlec‘ [har(ljdoff process
fsdlf er I&l’lddcysﬂmﬁhﬁklhlg\{@dsce@i m@y bk )peﬁfaltnﬁ?ed EEtQﬂlE @MzedF WGile 3de handoff

I h f [ e
I?@lgé;]&%gtg? ﬁgtgggggglgstlf Hg?hgsl%%rcllég%{ol ! né)%g%ggmploercovr\lnte&? n wilch this

Iﬁ’gﬁgﬁzﬁéﬁé poased Randehied ﬂynsu'lzab& R 1o AR ﬂrpgdrly wireless packet
systems, such as 802.11(g) or (b), there was no support for block ACK. When a packet
arrived, it would be either acknowledged or not acknowledged. If the packet was
acknowledged, it would be handed off and transmission of subsequent packets would
resume. If the packet was not acknowledged, the transmitter would resend the packet

until it was received correctly (or the packet was dropped because the process exceeded



an ingress policing function 3410 for receivVving
i ngress packets. Detail ed above, various ingress
weolorginige functions allow for prioritization oPCT/US2007/065678

i ncom ng egress packets. Wreless LAN 120 couples the
i ngress policing block 3410 Wit h a priority-based
handof f bl ock 3420. QS W.ANs (well known in the art)
Alel RANE@Nindide ntAsfslu@l@l ﬁh@k‘é‘%@%uﬁf‘%el‘%ﬁtl{r lb@\fﬁnaéa &8 Y oMRP as they
priority over other ‘types of packets or fl ows.
&mmpder prior art QoS processing occurs only over the
p0|nt 0|nt conmu t fromt [ecelver

100259100 s A SRR oHPGERRE AR A4 ok i JoitTe  RE e Pr S of onder.
9424 ﬁé@lﬁd‘t@ﬁﬂé&e&'@m&re@ﬂﬁl £l BPSciAtBE BItRAIAC 3¢in a window bitmap.
grlorlt In this case, Fackets have al ready been
pramackots dhnt e neiceskpewlcdged:hikssaseeiaiedi bigp ey be set to zero,

R of P Sken g b e ARIRGls. g 2n e i qgpscavent

ﬂﬁﬂlets'ﬁmgsbe Rtghat amr stmfe'd ttyr kpmdkﬁft $n pEyeneinhelnde faddts are meant

arlier than thos | ower priority.

59312]1 o ThinsOrflgy; eansaﬂﬁv &%ﬁ.nﬁl@%?tn%aat?% anfole, which stalls
hAILES §f @ﬁ‘bs@ qhdnRY STt & gﬁbl&@s Ailct WLitNE Yol TROYBR-acknowledged
egress follow ng'reception at the receiver. |ngress
pamklet: inge Iotoctimyecprviedr i Ai steglp aeklet snahttwughe tdveived after being

BT RS T ok e GEARRATe (e e By i auseaventy

fefcefﬁvg@ €10 It) éﬂiéadk%{s%e imB@RRGS hvaalhbleP8r RARIBFY €lhis can introduce
t hose packe hi gher priority may be given first

pbpeilog 9f paskete Wﬁtngehamﬁ@ﬁf yndghraadeff defeneyi may ensue. Separating the
garaggl ({R\éﬁﬁ%sfg%%qgg HOf ) fm%ém%e rg?ee%snol% ggoevbf% ?haet d\ol\gf tdgglglon block

NEpRMota dine spbdds wlﬁrel the Ibh&klb@%ﬁ@abk:ﬁﬂﬁﬁf ﬁrolmye(bﬁrllﬁtﬁdoff The
in a schene wi th one or nore other QoS techniques

& dgiscnay RASTAISAURIOMONBIYe 2 angining thepiifacatte dheshandoff

I

ooy el Gl Path o 3he R-BRER IRk, ERSheRAFBhSne pill be able
mamcth Lp.t yin ftlos vt packieh bagkldghdowrcbe linhin thehowdnalp dokeghput of the
are delivered to a MAC processor. As nore and nore
Hevi'Ees nove to wirel ess connectivity, such as

[00260] C2MET BS andth@ dsplet "&é%hﬁanﬁg \Haﬁ€(§ff dBAGioRTNAB prEXRTRE @flows for flow
such devices may have |iRited host processing (Or none

handaff] prioritizefias Sy @kamplngdelayhmsltlnaylfbmlaﬂwefsunth 38 voice, video, or

S Py RS B el i Jen Rl B o "

[00261] PT | OF Fi(y- BasaRishand afnf cndSo-g8d dirielly NRhemB, foWilBRss networks,
advant ageously conbi ned with the | inked-1ist structure

eludireniageonepelicong prbreardy(bases handpig In Fikedt Isygen 08rincludes

g}%?&%s% BHl‘ﬂ&ﬁ%@n@HS‘n JHRHfer }ece@lﬁ%ﬁglge'gs éir% fg‘o'ﬁ%'te{?f%ii'a%ve various

required 1 n an

m@rdss policng fadaaonisyarlam forglrioeiciadtiodro fahcopaiag eg&ssapadkbtey Wireless
arrive (via ingress or through the receiver) al

{uﬁ«é\l h%QTewgplftSothﬁéngrPSém%ucylgablp%% ]é)dWBEtav@éWtﬁb@Wdal}?&dOff block
L% ROLSLNPEEHEL I ) ERPEH AR b st
b@qywx@pnom@Toeﬂfmhmeqqhy(mhmmkmsngeﬁbw&n HeweVa, prior art QoS
processing occurs only over the point-to-point communication from the receiver and
transmitter on WLAN 120. Priority-based handoff block 3420 performs handoff
decisions incorporating priority. In this case, packets have already been transmitted and

received, perhaps according to priority or QoS. Priority based handoff is above and



di ctate that higher priority packets need to be

serviced and just as easily serving all packet classes
wob@n/1camgest i on subsi des. [00264] FI G 35 depPCL/BSHNT/065678

exanpl e enbodi mrent of a nmethod 3500 illustrating the

operation of handoff decisiof®880 and handoff engine

2890. At 3510, handoff decision 2880 wll receive a

Béyoaa&ﬁe b&ddeﬁta&ﬂ gesm e WIB@N"S%Eh ag”ts;vmﬂmzroecm/seqlghhﬂpmmy
exanpl e iment, the wite conplete S|gnal W

pmwamaef bﬁH@ﬁdcm@ff é@rcdgeftss hadichiben thoserpf lemer prlomyt ten
into h acke uf f toQ avo accl dent al
00262 7' B REY T ar PGy phlulle fRORbRT bR o bR Gfte an e

wakith@ugh kerdoffdlicieas &b@ibtloﬁl&‘at dies adckBdr.f Ungbey paﬁiucg/vsmo may
is delivered to handoff decision 2880 from RX FI FO
lecmlz[ea@%@? thepugdsthg ingrassdods wherd dicp il dgorapsmisted Wbl priority

wg\;}éﬂrlg Mﬁtg&&ﬁ%; é 229? o%ftherr% %r%ﬂ%ﬁﬁ)gm Ao ff at the

rmelbvelt shdse rpablactd of fnghbmpmﬁy ananpd gweﬁsﬁrstel&m‘rltbedN ote that either

above, priorities, assig ro ||OM/fOf flow
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patalUsid ﬁlra9 ‘%‘Isootge @Jprlé})é@lsepzhlgttegr f‘r@frﬁt ol drifHel | Zihuk oﬁhdrﬁy based
not required. Flows may be handed off in order,
hackét maprte umdemaa/ ao;heaml with| dnepfackletfs othee QnSatdChﬂquaes These
for4pando% 530 han g &; ue S gﬁ%&te 0
rareare phiesieblh povel edrdiati fip,go 45§ processor.
Pé‘tc E%fﬁﬁ)l@Vﬁigh@{b la@relf QPplttﬁﬁQﬂ’sf fna Ahav35éhc Pﬁﬂﬂﬁfdﬁuoﬁn@l{pﬁlﬁhty for
aut ononously hand of? t he avail abl e packe
é¢t¢1mmm@ thaidor in weich prakets288 delt‘@rmuatMﬁlﬁ?eprﬁésasor As more and
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othyr Henmpdese siheRrkicys magl asd H@l@te&\hbd’ﬂ pirdit%sﬁﬁ)g {0p\Won@ at all) Ingress
exanpl e enbodi nent, In the foIIOMAng?exanple handof f
E‘él%ﬁl%% Sien BBy baiusefully HeplAxsidsrenakle effigion snultnfleat sansmission and
f5 associated with packets for handoff, and i ssue
| ectlves to handoff engine 2890 to process the

[00263] handofrigsesaupaivomp usidy prideity-bdsdt iaatleff, ias Httled? Sherem, may be
handof f deci si.an 80 del.ivers a flow | D and rel at )
ﬁ%@awg%}s fQmbipg ggéhq jkqdaliy Strpctunicfof penagemesf eF packets (i.c.
& gh &N fists forNRAIdQf dhumRURKd qh@&'s? %tlﬁlﬂlg%{ e Ja Hﬁ?d”[loﬁfof both is

packets avail able for handof f associ at ed
whttrhquitedsia apazgk\@t@ml@ddn@tf ﬂmmntlypler dhedytaniiy elewtipp of packets

fﬁ)gl%g%cm%qn ggrilgzrgsgso or téﬁ)ulgﬁa}ﬁg ?{f%{v%@c ﬁ) onwg?;g%gory to be flexibly
Qlﬁfﬁa&)de&-t\xfa_éﬂ ﬁlgﬁﬂinldqa@'l %uﬁﬁt rgadidts BRYIORE. USRS IMR&N1i@ structures

gher ﬁflorlty packet een received, and handoff

@lléw oo HexBaty W sheging theovevienerdsr ghedienshi when yongestion levels
%&%edhf:ﬂ?ghef flo%lgyvg%&g qhgfi tb rf:)%ss%r\;igéch?rrc{: t”r%ﬁ) \%gte{dﬁnlyt ﬁ%vmg all

ues are

pﬁdke'@d‘ldsswhd:mcdnlgdﬁlom@hbﬁdhstype i nt errupt s as wel | as
ctor_driven |nterrupts and varlou? ot her
é

l00264ld:pen8ﬁg 3pKlepists py sEamplengnbefimeHel .@ﬁthaﬁ&iﬁ)&n%lﬁratmg the
S&Qétﬂﬁl AR RYSE - de IR 2880 Ské ' Hantthfr! eﬂ'gﬁféogg@(%e A{@BIO, handoff

decision 2880 will receive a trigger indicating that a packet has been received. In the
example embodiment, the write complete signal will indicate when the packet has been
completely written into the packet buffer, to avoid accidentally handing off a partially-
written packet. Information needed for making a handoff decision, as detailed further

below, is delivered to handoff decision 2880 from RX FIFO 2870.



bot h handoff deci sion bl ock 2880 and/or handoff engi ne
2890 may be depl oyed using state nmachi nes, software or
WO Roomas1e9 processes, in general or specific pur@DES2007/065678

processors, dedi cat ed hardware, or any conbination

thereof. In this exanple, had@bff engi ne 2890 w ||

return a handoff done signal to indicate that handoff
[00265)has bge '35@03 fhfaﬁdldfF@lemﬁbQ aggtm&enﬁlti@s Tpabests % apai%% for handoff.

handed off. This exanpl e enbodi nent is detail
fmgfmeal ol mwhop@m@gl}nquh enaepansad fon pafarltlheg tpaglis@.s for handoff.

t ween the ndo Cl S|on bl ock 2
Ieneexa g% gscgégﬁild‘% priar qtlegk%v%ne &Ta arfﬁo Potr ﬂé)w handoff
b@@@fﬂebﬁietlﬂgﬂlﬂ ddc@@rdﬁh@\/\lwﬂﬂhl ibrity Z@dti st afddr mamaguvm]g Note that
potential bottl enecks have been described. In this
BoiQfifiyaE e oBetrisaired: h%logé evabe handefl fodlci® eréeinaepackets are made

R BT s A AN 300 bk ARG flftrcd e

thelodasd thy flotwolk agssmmtilvadtﬂ thei dndict aces phtietn@adablorfor handoff. At
andoff of a fl by ncrea3|n he handoff .c The

E%‘R)d Oéﬁ ghgiRe 340l BUPRYRAYS mhﬁ%P ths a‘f%lég‘éaz@%?t% allowing

gﬁfﬂbﬁa&%ﬁldﬂ"%é@%dﬁ;aﬁt HOWRkt re&l’v‘@d pééﬁbtsarﬁﬁﬁé?m?ﬁleﬁanﬂﬁﬁf decision

e generally used between any handoff deci'sion
ﬁnbmdmadﬂi with any given handoff engines. [00269]

at thi,s techn be contraste th )
002661 37t o THE et oSS Gt R R P R ety ipa with the
f&rowh@@';&frﬁple ERbESRIcHNC @B féﬁ’ld\i?ing %&a@pu% RiHIBH d¥eidion 2880 will
detai |l ed herein. However due to |arge varlablllt in

make herdoét desisignse kpdaie ghekes waspcisecdaweth thaplepth Emd@fldoff,| gnd issue
FLEQ
81?60&1%%5‘1 to%an‘&ﬁﬁ‘%%&glg %?% oe]t)rﬁc?s tﬂa]%(%n%%ﬁrs au :én{)r%gugl}r R% illustrated

ﬁﬂmﬂ 8l ha/nd%ﬂd@ilsﬁ(ﬁl 2889 dHIivEs o RowrDedndn@laedd Raskets to initiate
in order to accommodate priority may be difficult. In

theehasdalip| 18 tBessempsambodimentst hardrll poymis indicalieg the number of
g%%gﬁ.alvﬁll{f)zév eqr"ﬂaﬂﬁcqff fOflo G 3BMs ctcm@e WQhés%%a?lgets and a flow type

riority e exanp
mmkbhtﬂb@ﬁ)mnmoﬁwpgmeaéﬂ)ﬁﬁmd&ﬁd@ﬁdstbthﬁ)the art
and/ or

t hat nb
1002671 51 or or 15 tﬂ#ﬁgn B&%&@E@?E@aye E)@g%ﬂeu&f Thih OBiag} fpggrpspt may be
R mBMioh 2 3REAL pAREH 1Rk PRePicBGke £ 3RY hIRN MBI Rion 2880 wishes

handof f deci si ons “and popul ate one or nore queues
tmatbm thet lagkertralviries paaket and gatflowt iwad tohthase dvfenlgmrrently handed

eu and t he .packets I ting. hgndoff therei.n
b e B r RS 6Ty S Pl B8 Bl R gt polied-type
fn@é]ﬁip’csﬁase‘éé@lﬂ b€ éctér dri@arhidauptk oandtsfa@lohﬁadlefsf d@iﬁ@lﬂﬁlﬁ% the type
2880, as shown, but rather autononDust noni tors t

et hansdogt deciréon, and bendogiuengine dendoxadat Bhasgifeskilf gvill recognize that
?c?th Hh@f? d%kl%{? &% a%ﬁ?o\;ﬁl}é@%&f?he@ng %%9(26“&2[%: % ?ogled using

Ioritrze the or are
ﬁh@s ﬁlaofnnsigl bdftware t bre fﬁmtwa‘ré Iprocesedi liy gaptayot hpsafic purpose
and ot her alternate enbodi nents wi.thin the scope of
ProsCSeic ATHEEChBYENVATS PREBY FemBinatien) dhegof erhiﬁélilé Sxample, handoft

&YQ%’@ RBHLW A Get@M & HESAdoff done signal to indicate that handoff has been
performed, along with the number of packets handed off. This example embodiment is
detailed further below.

[00268] The separation of the tasks between the handoff decision block 2880 and
handoff engine 2890 has been outlined above, and some of the benefits including flow

prioritization and managing potential bottlenecks have been described. In this example



[00271] FIG 36 illustrates an exanpl e enbodi nent of a
met hod 3600 for perform ng handoff decision, suitable

wo ero7depboynent in a handoff deci sion bl ock 28B0r/Us®07/065678
illustrated above. At 3610, when a packet is received,
proceed to 3620 to process th® flow for the received
packet. An exanple process is detailed further bel ow
LAbSBRRARkhe YHRFAI SMBFRIL bR ed %'ﬂoﬁ%@ﬁi’&neﬂﬁecﬁ@ Mhndoff engine is
processi ng a packet includes determ ni ng whether a
woneuﬁfag pbendofi cowd I(arrareeteroifﬂar axchnibrve plk barglodf decision block

gtlgtlalil %g‘{é? ngenﬁ% g%)]: f? e?n ﬁog\% rlpngltnl Iyet'd%llelg%llev Eandoff count.
wh@haMf GRUECAS R patiohRy harﬁioffﬁtiffthé/ ﬁzd:k@ffst &dcreases the handoff count.
retransm ssion). Naturally, packets correct ltﬁ/ recei ved
T husp e paigrptas anaxosi goasradlyfused hefvgen roxhandet docisian gabodiment
e nosubsequent|y nunbered packets
gv\ktg%?ﬁé}eﬁanﬁ%ﬁﬁlfg I%[et:ei ving a packet may trigger the

[00269] avai | Wbid nhﬁmhcsftedﬁﬁ'eqLMmmp be cp@edseidswilothehamedatd useasf a FIFO. A

t he packet itself y the _only packet ready for
Reittgnay. alse hﬂh@eﬂl%ve iﬁ?égraag%fv? ofh SREBENGGR Witk [asUS embodiments

@&hﬁéd' H@elhmffowévgleﬂlfe f&ei){rgkeevaﬁgblhﬁ);ﬁiﬁ%@ n@MBE @f%a%két@ ’Ehat may be

low. The process returns then to decision
%alﬁng heodR]in certaihics cexstapdcs the ARG naw bel re@mrmittesbe qulte deep.

BP e ReB s e B RERT Pl SPribiou) Mo S dRaE; i ordpring of

{35&6@ ik oWdet to 4RERANIIAR prively FRY BOdiB6RR id thbsks l@ fmbodiment,

wo Si nul t aneous processes, one f or pr ocessi ng t

f ﬁﬁ&ﬂ@pmeq"u@cﬁ@r\mddluaumts esrinthined fercaacly phy ppaditers pla@,rlty levels. In

{ aﬁlr {el U ocﬁrtﬁ%ﬁ ffoulr rli(olr{ties Va\lnﬁel ls%{) f’[? gn Iﬁlgsen%f slgﬂ 1n the art will
ues for per processi

mdgﬁlmthemmmm&ﬂbﬂojmﬁemancB@rptﬁﬁltla§ nfamelshlbptﬁsteﬂat i on
[00273] FIG 37 illustrates an exanp
[00270] enbodhhélma teimate erabofbrchto Mapdait dedising béoql%%%%%@y make handoff

??ﬁ(f;i&{s’ a a)tpﬁgiteeoﬁé)it Hl%%!lglyerﬁgg]%%cgé e%’[hﬁnglgsgé)gmd?cﬁte the status of

ustrat ove
ﬂxeameuesdand[hb grankate awhitinp ecrahdaivilassioci Athentost Eﬂigmeh a890 may be

as been entered into.a decision s
ﬁgﬁfe dofs 108 TemIST FPECH AHipeeTing ‘PfPl}E?ﬁ* ot 3?91%1%2880 as

ﬂQ}Wﬂ Buf &P éﬁgﬂérﬁo& fn%hl%}s tdife b8 afiB00qucucs and state tables
l'ustrated in there are N supported flow I Ds

m deggrnignehich nveckeltsnart: Iaealbﬂokmﬁolr arglobioatidrte prioritipe the o6 in which

| ows uppgrted,. The. deci sion stat.e tahl e 4000
fisS B TR ae ot PHob G, sl i Bt SRR HEReY 463 and other
hiferhd1€ ce%admlcatseniaad &H%pre 6ek $¢RRingt BErGint atEIARARis alternate
i ncl udes, for each flowl a deci sion offset 4012, a

ﬁlﬁh@bﬂlﬁn‘tﬁaﬁmmﬁfiﬁm a next pointer field 4016, an

(002711, Ret ur ni ng?(l} hh’éﬁégs %%@a@p%ﬁﬁd(ﬁ% {Ith&J ?lnbe\%%o %s3é1®?%¥§;erfomlng

hhﬂoﬂéde@slom, stiiadbée tfabldepldOent i ac daaddfd ddéibont bloakld2880, as
t he flﬁﬁ?wto t he_deci si on stﬁte table. Once jt js

@it ARV At 3¢ e WheB v Raskets e ¥hde Ptcesiql ot 3428 to process the
O P PSR ER ARy P SRORERE SR Ay RaRRAG g Gyl eoncrel
whewu sepbdrongl bteeknickeow ledgeraxtt, processing a packet includes determining
whether a hole has been filled (i.e. one or more packets of higher sequence number have
been correctly received and are awaiting handoff until a packet with a previous
sequence number is received after retransmission). Naturally, packets correctly

received in order may be available for handoff without filling a hole (i.e. there are no



potential packet in the flow that may be handed off. A
variety of techniques may be used to maintain this

wo0 nfoonrad on. For exanple, a bitmap, with an aBCDUBBEDEEHS678
bit for each packet and/or fragnent within a w ndow
may be depl oyed. \Wen a packe? is received correctly,
the bitmap is updated to indicate the successful
§Lﬁﬁ€(ﬁfehﬂ’§‘ n@hbéRe gﬁé!&lfseiwalfmg‘ fandofh)! m&eleﬁ%%fekeﬂ 1&1&1}‘ Resger the
packet associ ate the position indicated
avescliabilipn obbhe et nfdre pacliess ﬁEtha@dO% oroﬂn@)paph@nml‘fyemay be the only
E%hc(f(kﬁ efl%%)% (g) glslzélie?rrgaer}??({j Lgt c{oe§ notaf%lr 01? g)lil%l o ole, there may

b@h@harﬁiofmlaﬂaﬂ@ ¢or thardloNe ﬂﬂleﬁl}fro&digrfﬁwﬂg e es tedsiok 8losk 3610.
for this flow (if anﬁ are avail able for
[00272] handof¥ ﬂ[l@@zfmﬂei thet Hpw dieaptgsebetivaen pagkgbirocgasc plockd630 and

pe I

e e e

hicogikiz8 A0 ntechode3 @0 i laeraitds ttwltbesuﬁlhbam&ﬁk p@cegsed, wie dot processing
gueue. An _exanpl e enbodi nent of . a handoff
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al ternate enbodi ments, ot her tyE s of queues may

paglsiolasdheen ﬁecteh@dexlaﬁpltr@n@ bddi fssopated wigh tltab packet has been
%n[gre%i h#{g a4deB statg tabgve R o§ rnﬁllal% ldgé) glro}l %%%eht Bl% 1E {1 u%{rateéf in FIG.

eve OW can

fip.el e %Z&aﬁfplﬁ@@tlslbﬁmtab &h‘@leMﬂﬂOQ 1141&&@tedmeFIG1 qmenhere are N
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surpertehEondbls af v preHmEn IR fie @yagiagmbediment; 4p |t<ze256 flows may

t d 4
useg{;éoﬁeﬁa ?hig %Qgiogeﬁgte 1.13 i Q(;(TO ﬁl%Hthes %}%gtﬂﬁlgp&?alﬂ a set of

eci sl on ogl c determ’ne
gzmmatefd 4)(WOaI Imethd yexhaplepachostimemattdisign statchabkadd@dncludes, for

patd B TELGLARE o BT . SBPOAoTEARLTY 0 g 6 KFHEFEARS 4016, n

Hﬁ&&éﬁ@'blt'%lg\%d%'ﬂn%% fif@026r 0 or whet her it just
becanme non-zero. I n t'his exanple, packets nay be being

[00274] pr oceBs@dnmg@ BIG.37 atn@/10) f thaflpwus netmibdbié demsien statei tgble 4000,

g@%@%ﬁﬁée{ﬁé to 6@%%?8‘?;t l?C:er dqfrcl? Wb?tﬁ%steglﬁ ot%nicﬁ it i3 fetermined that

mengef fis aane dedikion et tehld TP céd RAY7INe, HbteMhindSf a packet is
shown in FIG 41, for each r|or|t queue, ad

posillgblerfon handpfhnThe desisionpeifeat fcld 4@1% i slswatmhd%tﬁmae the next
{;%t % gjlaglie? in %h 1i]l§w| tﬂe&l IH?)? ?g %ta%(i)e‘]%\é\éfg 0 &U%%etg 3? t&%nﬁzlgg may be

Into decrsion s erm

ma tbithsihitaid chis nﬂfoﬁrﬂmloqueﬁt& exbimpld)iasbianapyplich am agsabiated bit for
within a priority ows are served on
C%sﬁacgﬁi‘n@ldf/‘?rr %ﬁg@@rtv%hlea% mdndopy jaay h%aiaplﬁmftwem a packet is

8ivkE BRcdAaK: bt qfdam [0 TiRdiciBGh 0 f th
40 L VP AR P O on o
pe[dkle'n ditoat lﬁdhlbyexdimpkd iﬁ dnenpaeketéhsﬂoibihtedswah degmsdiontildicated by the
decmon o?twet field is set (i.c. one) then the packet is available for handoff. If that
position in the bitmap is deasserted (i.e. set to zero), then a hole is indicated, and none

of the subsequent packets for this flow (if any) are available for handoff.



within that queue, if any, is indicated by the next

pointer field 4016. Tail pointer 4 116, in Q array
wGaravei1tiabl e 4100, indicates the last flow i n PEEUS2007/065678

priority queue. Wen adding a new flow to the handoff

queue, the process may be perfhbrned by updating the

next pointer field for the flow ID identified by tail
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gueni et i IIRkGatdd 449 eﬁ‘ﬁiyl’Htﬁé febld NEOON U[’d@&ﬁte@fm FoGadl. In this
flows wthin the priority queue. Thus, by reading the
SAEIIC.CHIGHES VAINENTRIBED FIraHT toyM] rsiasitics.j qack aithiratiagy HKOyin the Q
r r f
GELECAL ML IGER 5, AOX PASSRLRARE, Oyt i 4112
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y i Q
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al so shows a packet available for handoff, return to
a79bethet desh Decamrenoreref fndbis feamly. eatkelsiney phécing processed

ﬁﬁeoz‘& SEm& N arfd glk e&fboﬁllﬂﬁe Fééﬁﬁsefn% LRk Be h%% d%’éflr{bgrtofgfay be used as

ave been tested, or a n reache
hhahwdﬁmDS|on offset will then point to the next hole.

0027617 B B8RP ot i et ﬁé&%gp%%%%cwﬁ%g add'he flow. A
Wﬁﬁl% 16Ok 1 tBRbach ! Ry ﬁﬁe\ﬁ@ a ﬁ&g%)%%terqﬂlqg afd Ia‘ﬂlﬂapblﬁter 4116 is

r eached and’t here "are noadltlona pac ets
h)amﬂzuﬁeﬁd plj{e@dermnttlo%%@nch[@swsﬂow H) dlekt ®ﬁ6b): used to index into

| |.ustr.at an n interr .
Hicitatuns R RORRY B Hni BY T oo ki 1P bis cxampte, recal
Hat, Witlih ar@agity, Yﬂ(d)@sphr‘é)/seﬂfé}zl oMUTERY-cOme fitteJekkiat basis. Thus, head
procedures At 3760, determne if a handoff is

peintee A 14/1si an 1pd@gt0ethg flops Iy fo 4y BFst floy tadxe seryed within the queue.
RHQ9 G5 %ncé g fﬂvQ ?lﬁ%ﬁdl@@t{\éd %&(ﬁ%ad i}g n?errlﬁngg %cde§sednthe next flow

progress, ioritiza

dfﬁihirﬂ}d@tdquepé a€ eﬁB}d is md&ﬁ%ﬁ byAhe Baﬂ%omtér ficely 40€6. Tail pointer 4116,

determ ned whether th wy arrivjng packet's flowis
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ori rrent, flow js great an. t
Bih R pecieatie foS eutoitieto Subrafa: Seusl ROk dekptio is then
updated to point to the newly arriving flow, which becomes the new tail of the queue
(i.e, the last in line). In addition, the queue count field 4112 maintains the number of

total flows within the priority queue. Thus, by reading the queue count value for



flag. In this exanple, the interrupt flag will be
recogni zed during the handoff queue processing,
w0 dentifived i n bl ock 3630 above, and il ustr atBdI/U82007/065678

further detail below. If the priority of the current

flowis less than that of the/¥low being processed by

handof f engi ne 2890, there is no need to preenpt, and
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t)%raltngf%} u o?iéta 5 a 4 t{%lg&lﬁan Cf o?dfd(etlé] %%va&g{é%ﬁigﬁ for a particular

count
fxaphd 1se1mibmdiimm1nm ddchsomstateanblof40p6.c kAEti 3730a lddtednmé fif there are

i ].l. b t b dof f 28 d
o ekt BrperETnaRdBS flopoy NhenThars ek 1° dgivamined to be
Fmélﬁlgf For ha{ﬂdHﬁt Eﬁ’& ad ﬁdﬁdgfo‘ougtShMeeQQné‘é&‘s@dt Qled(i%E%{dN (‘Qf?set may

her a handoff is conplete. Note th when handof
wouaforgeet witbinzbe ditmap €i.d. IdowvsioD ofifagt ﬂe rléﬂnuevdatbd dno;lslon offset
t.he

H RET R aueheh Bbsbie or AP R 8 AT eSS andoft count

s Ridué ﬂférﬁréce@sl BHHEL, alf S¥ahé BEIRREGLI VAN GhCRHbW Favalbeéh tested, or
reduced. At 3825, a waiting flag, used for determnin

evhelehias baet saadlodd Ngtektéaltr@q@mnqufwemlﬂ ghonenoant, toTlnﬁ Rext Yole. Tn
sub%%queﬁt ﬂér% 8ns &O meﬂ%%i n| n et h1 Mot st%a avalf'agle handoff

i Sion d" ey ars

pmmegcweaﬂ&uhboﬂﬂuﬁ&ﬁ@wﬂﬂﬁscr|bed above Mﬁth respect
to packet proceSS|ng [00280] If the handoff is
[00278] con‘pl Onee a heleds reachiheaudithergars 29 additionsd padeisto laaﬁéofénproceed

J[0n§ o' l’iﬁ’émsfl@tﬁ)ll&l@ 3'7@0 Hﬁl’g{r@%%?% Cﬁﬁ%@&gf‘tngﬁé oF LP %ﬂerru t fplrocedulre

above, proceed to decision determ ne
ﬁrat mrratyehser dﬂilojiddag Thas bfesdllsetthe kRar wak asadile, deplwharﬁz number of

set as sGri bed i 0 3775 descri bed
I3t Prace s tfﬁe”%ﬁ @%tg%mﬁﬁyp %?&Bgol*ﬁﬁecwalaﬂp progress.  If a
Ezﬁgl'oﬂels 2800 BYresOMd M@es& GhaRSP! Mal RS ﬁlnﬂrogress and if this
handof f operations, and the process flow in 36

nm}onuabtapnnrltlmt@eos deplnydl, pedcesb 10 37Y. aMBtW(addmaydnaietermmed
BRENE" freoteld 578k SRR oS B distr oROERERRT gy be moved

@bati OF @A PMKGfS'O@ﬁreﬂt%slﬂ%ﬁoﬁetﬂest&{i@ 9flbn@rbfltmé airfdAp FlotOwith the
the handotff engi ne at bl ock 3835. An exanp

preyddiofEie flayy th@awdfmrfg @ﬁgﬁsméi bt padeicag m@f28%(h If the priority of the

LA TR 5 Re D R RS e et RlneRE BT Oo St affmterrunt
Sy i ehik @M&nplépﬁﬁsmteﬁgpaﬂdg addite Ieétigmmrtﬁmfn@ the handoff queue

i nstructions_npy ted At _deci si.on
peresmignilenified in t@wlﬁ Y BN Hhirated iBrT er ﬁettﬂi gelow If the

Qgg?tgfeérf eecldﬁenﬁgo%@ms ansirhedicreit s s‘&ﬁg gka:f@ssed by handoff

el ow. not, the process may stop
cing 2RMY, there is no need to preempt, and the process may stop

[00279] FIG. 38 illustrates an example embodiment of a method for processing one or
more handoff queues, suitable for deployment as block 3630, illustrated above. The
process begins at decision block 3810. If a handoff, processed by handoff engine 2890,

is currently in progress (i.e. a previous iteration of method 3630 initiated such a



iterate as described above. If a flowis available, at

3845, initiate a handoff to the handoff engine. As
waemcnidied above, the flow I D and rel ated par arEr/B88207/065678

may be delivered to the handoff engine. In the exanple

enbodi nent, handoff count may’be any nunber. |f

handof f count is nore than one, the handoff engi ne may

hatyded fth@@ﬁfbc@&?i&e&ecﬁmﬂ bgifsi @ &R@FhincUit! B8 handoff is complete. If it
interrupted. In an alternate enbodi nent, the handoff

bargiarepletag, tbﬁm@é§§2@n@dp‘@cﬂhethae@(zfﬁ cointe In thegoislc icgibodiment,

{nglr{ulgle telﬁ %ng qlandeAA{)ﬁ%zé@dae rteEJO rr(l)%?e Hatui o) eg{&%eeﬁg?g and can be

mtﬂadﬂe@aioen tHé&Iandoﬂﬂ@Bﬁiﬁf fTHere&sE dbse ﬁgMnln@straﬁaaaﬁ RIGE28 may
current iteration of the process may stop. [00282

I wed3o defepniae svhgthce Anpsodt is spoalote Miots thad whep haedadf count goes

€ | e f
KGR ThEhOs 1b e 8o B ol B IBRHRIC P ARRETWIRY the felds
tlhistsated aﬁpIFIe} ptles unethetrhat, hhghes flow @ irgnjofddofiwmanequeue, the
assi gned_a | ower nune priority val ue. Thus, ..
[FEPGHIVE 2 FOPRL ISHastt a{v@ ¢ gt %ﬁ%ﬁi’ W Wé‘get{tﬁ% Usgq [fpr fgfermining
I’ththélr b Whberrieadidey 12 %é%ﬁﬁﬁltedQQXreM per{ ﬂ@g' QrdsEﬁ(ﬂ ?&[hﬁ&@rrmnmg

hin the scope o he teachi ng herein.
whpﬂhﬁm handoiffid @zncﬂmg @n dahsien bck 3819, ansltrnandsdn bg hwit in decision

0 to At ci sion bl 3920 if there is
Bl 5y dbrbST s viB et P WROS g 1 1y meex
[00280] ( i . €. 1fl hs HehgSENY nbtsc&ﬁﬁ@ttee’és dBRANPkd if RIBEIsBY I Blod8&B and an
40 and return the flow. Again, in the exanple

@ﬁ%’ﬂmt eatare i Heplpyqds sugh @ﬁ/\dﬁsﬁﬂbiﬁieat@UeLmoQﬁedéﬂtdﬁﬁlﬁ@d bigek 3830
a5 ke b W DAY P b ' e s

deesibétbin El@alt anTs deneribbdwsovel NEMBAENE ptdbessplmaga siopy The handoff
i ndex at 3930. At 3940, if the priority index is
geag 2F9Q Fa qNtings nperiorInES Rumen hapgofh roipéliaﬂt)lilseé‘nd the process

ﬁ%ggcﬁlﬁj g%glinay fethid HNEcRIH Db ?IF] ‘:@E@% g@gft)add %ﬁglﬁpa%k&s being

no a queues to test. I S case,
qmaue$oaaehammhwﬂwnﬁndaﬁqmemwmmaﬂdhgBnmmlIﬂumdesmbmbkmkSSSO

t est t.he r|orit index is |es
1y Hft%é%pttfl?é ela Seludsseit aBgBEsITURh iR %P %%tj\')e%fl? ﬁh@@ck 3835.

ﬂtéthﬁlefén%dﬁrﬁer{t@f'ﬁgnd&f eﬁé?@e FleLSH A BN EXRAYST ﬁgnal is detailed
Again, any type of flow selecting technique may be

Suthst belowed for method 3840. [00284] FIG 42

o028y L1 ¢ iMa%esh% SRR, SR PEATER aiind R o ER T ey revious

E@a eﬁfagad&u&ﬁia BandoTf ifdtrEctnd MRAE beRAckBNt At HBEsion block
ndof deci si on bl ock 2880 delivers to handoff engi ne

38¥detciming éf 2 dlowpiicietlable dor handaffng tbe fhandvefﬁ dofuc. An example
fdl
&%ﬁgcilmleﬁlt s & %1{e¥ip§1ﬂé1§w%)ésig\ggﬁ?fo®g, dt,lﬁg gpq €83 %H%pggﬁ fﬁ(? lcontinue to
{thhte z(sahlescﬁnad agdve. ) If afidwaiy avatlebleupt 384Bhénitiaecohindoff to the
e delivers packets for [

en*%ﬁ? ft REiBmc et dBFFiPE abpye. r@%ﬁ‘;& a%mgéﬁgelg%g,gagéﬁggg may be
AR B YR ARG RN Yk N 1f BRR{ENp e QnfHofim@R; hahBEFF UG Ray be any
number. If handoff count is more than one, the handoff engine may handoff each
packet until finished, unless interrupted. In an alternate embodiment, the handoff

engine may process one packet each time a handoff is initiated. In this alternate

embodiment, an interrupt may be unnecessary. At 3850, the waiting flag is set to



of packets handed off, along with the handoff done
signal, are returned to decision 2880 for processing,
w@goodesard bed above. [00285] At 4210, handoff BPOUSM®07/065678
2890 retrieves one or nore nodes fromthe packet
buffer, up to the anpunt indi&ated by handoff count.
The nodes will be |ocated in the packet buffer at a
hﬁ&eatd 1Ak d %ﬂbfffpr@&sm pRndvh 2 A PUePBL r&tlﬁréntmeygﬁm dt@ttbdlsafotess may
fset, which are set corresponding to the flow ID.
ﬁ@pall that the exanple recelved packet buf fer may be
as il t ted n_Fl G n whi ch rra 3330
[00282] conpr Fﬁsg@ ga%lg Sebttj_axané% Ordé%l Ig[n%ta d[ﬁo ngumng flows
haillseld foh hadodf, rsadtalil© deifaﬂepldyrﬁéht lak fﬁf(ﬁﬁ{ 384& S.esQﬁb@ch dbds®. Note
cont ai ni ng the packet data associated therewith. The
(hat ithipcagmplgelicsupnesi thaleRigher PHeryadRws apupysignedraglower numeric

PROMARES This, tRBHNA0qeh. ERALAGuloRy hanBandelfnSh B Ear wil

eadily upqorahe dypeamﬁ.‘iprﬁoit’ty salodind vithinl Be ano@ndsfr the 4&tBinigsherein. At
' ndof f taIet bl e 430 I'n the exanp| e

nt ai ned | . np,
g%cpoé?tr?emon% bn‘%é to 86 Tivirdhafiest §%gt¥?‘f’%d’noﬁﬁt fuigte At decision

HBbl@@@Q@Sﬁf ttllf@e ROAGIAY dhel i @ohtifRd tyethP ag ety BIEL §Le. its Q
for each flow. This is identified in handoff state

t@ailt es 4806 ohamiOh thei rkiermetBdd 384hend irgterrofhet flewwi Adow in the

h I | ndi din w [ 3

? Spbrodiol, 6 FAY Afimib P Butlsd BRIl gojpten) of the
Id@nﬂﬁé@marne“)@ngegaﬁ&gdppxt packet to be handed off
w || be found. Thus, the nodes corresponding to

[00283] pack etfgh¢ islentifiertiptinyitpiapcusrdock deheantdiany Hewsldsareinpeicthe priority

%%&; ?te %%3 1%9 é%ﬂ) ‘tfht%e g%n? Eyf 1(1:1de];]f Se%ﬁ%\}%acc ad whlc% LiSthe tﬂe nurnber of

bﬁomlsﬁ?ﬂiﬂr&dt(ﬂﬂ * atlﬁ ity €xaffipl € et bedineng, ﬂh@ﬁéelraho adttﬂtltmal queucs
al though this is not required, [00286] The w n siz
wates.- dayhipeasssall the qusuesae smpht | ghage atfeﬁﬁjéél%éh‘ﬂ}&uesa‘t‘?o‘“t (i.c.

f oNRO
g R e a SR ENpRh B LT AR S Ly SRR P process
tdﬂtmueo(amttllaeﬂoxt/he fchmddmf theafueset arpexhdwstado Ageen, any type of flow
artin uenc er in the w data structure
?qtlecémg t%; ggﬁ‘éteii %@P&eﬂg ‘nunber to be
[00284] handegdj@f 42 ilﬁts’[rgt@mahfe'x%pl@' ShbBRRRCST 4 MditR $26Y FdrNRrforming
sequence nunber. [00287] At 4215, select the first

haodeffc csmrte@poﬁ@dldeglobfmehan’ddﬁlﬁ eofhfasfﬁtff mggle 28904 2120 this example
bRl fiednanf 25 58R SREk Aah drtvert o RS Ee Sy 2600 o number

BESRESEB N hataaﬁlgct)fp Rahd®Ef Eduawy atﬂmetypyawmcﬁ&ﬂay w@ew support for
retrieving several fragnents fromthe &acket buf fer,

PG neckehs/Pes sgaemieycleaddras 5020kh dacte)f magetentand an interrupt.
crgg]?ﬁ&dfp %H%Jﬁg (félﬂ%}% cEét éﬂg@r%ﬂﬂ@ﬁ: lﬁ% geté’ﬁk% ?rorn thg packet

prop rla ede

buifférhga msm0EY abﬁdr @B@t ﬁf&@lubkalé‘d(atﬂa&g 2vith ﬂesp'bbf t@tfHd} 2®. The number
FIG 28. The f] ow type iﬁ bc(?ﬁf sed to indi cate when

ok pigkeln handegip T elong s the ab arg peturgadsto decision 2880
Fd}‘%?oretggﬁ,gg Eﬁggsnggd Jde) and (g) packet s may be

fragnentati on may be
[00285] At 4210, handoff engine 2890 retrieves one or more nodes from the packet

buffer, up to the amount indicated by handoff count. The nodes will be located in the
packet buffer at a location identified by a window pointer plus a handoff offset, which
are set corresponding to the flow ID. Recall that the example received packet buffer

may be as illustrated in FIG. 33, in which a node array 3330 comprises nodes 3310,



used. Note that, in an alternate enbodi nent, detailed

further bel ow, packet types requiring fragnentation
wae@hsnigd ed in firmvare to reduce conpl exity.PCHUS20011065678

an enbodi ment, defrag bl ock 2892 need not be depl oyed.

[ 00288] At 4230, once each of74 he chunks associ at ed

wWith the packet are retrieved, and the packet is

éa%‘ﬁ%%rfeﬁ ﬁ% fol NpAKEH, MBIk Yh gﬁfaﬁeg @&ﬁ{a@t\kzﬁlﬁ‘ hnked lists of chunks

reqU|re del i ver the packet for egress descri bed

amﬁaﬂemget@ib @ggkerfmiytaba;sscpfeattﬁ@ thaseivithhr Elgwaaﬁkrle@ﬂlsai for indexing the

interfaces xa of .whi c
OV)[: B%fé Z%S]rn talne fBaC Fyrkdg% %ln% 0§ 110 me )] a&gmf nﬁ%ﬁ? table 4300,
hm@@laed of F1G.t43e An@aaﬂqulfﬂoaf I3edre 48dpbricd, At egeht @ow ID an entry
identify the ne acket for handoff. At 4240, a
LN lamwentameﬁamaew{O& fate fiaplg dal). t kathr cxrmply enbodiagnt.om to 256

ﬁg&é%{eﬁlﬁgﬁgﬁg@ 3 \{nv}a‘?‘e hﬁﬁﬁﬁﬁ?ﬂ% e‘gjd%an qb@ag infhe Packet buffer

nterrupts are su an Interru
frasatieiow sEied, 1d¢l’[t1ff€dad hhﬁ)do’-fﬂ State tAble 4366 bl;zamdq;fointer 4314. The
handof f . do is asserted and the nunmber

st op e
iié%l?gtﬂ%e WAguafos ke flows dRdiFHedin MR o1 430 née&toffset 4312 is

Et% ﬂlﬁﬁt‘ﬁﬁfeH g théhﬁfﬂtoﬁ% fhe% WeferRAE R'Vlﬁ?é:!ﬁ%tnektspacket to be handed
| et el ternate I nterrupt schenes may

bﬂ '@Iéblbeyfedl;ld anHluM Ithe bedeaspgmeemndntg td peekatyf f@khaﬂdlmm off are

R o B Frb B R PO ofR3348 Royin pointr

haterpdrandte cfidiaw STl fcce RN BedRRsloOtd re@i@icfore than one
2890 to conti nue handoff of packets for an interrupted

nodnat apime 2Boughfthig gs IﬂQ’itr@Crllil‘@ét was r ecel ved, proceed
[00286]t 0 de(l‘”héc' AR s*?zI O&% 164 25&9 se‘cli 13h tlg? s%a n%: ﬁ&]ngl}}cebléumber and the

addi ti ohal "pac Rande

Hzﬁtd@fﬂﬂffhedto@bsm@ﬁml@a" lhaﬂ]@oﬁfengiﬂe t@ﬂi&’@ﬁbkdﬂfﬁha@ ackBts be processed for
handed of f with handoff count, the handoff is

pywieffetla, thereéé@eaz fh? bendaft oftsslepqinty 4n dag startigRscdygnge number in
{h%thiBHO\L ngta Q%%E@ taﬁra{baﬁ%%ﬁie ngﬁl?nc{qul%ﬁ)%l gJ lf)e handed off
t to

ere are a |t|on ‘packet's and © procee
ﬁﬂ&ﬁnﬁ@denﬁssmkhemnhaManm@eemﬂmdenmhhwn to 4220 to

o 21014 PR L0 FEALSEBONS 0! B ASSLASEE, e e

R:Itl‘?@dé A do?re%ﬁﬂﬁ%ttg Qha{t (ﬁoa@ﬂgfﬁftﬁe Eﬁ&ﬂef‘@uf?é%g%t 4335, defragrnent

lustrated in . Flush bl ock 2894 nay be used
th@ Heeky, tfrtmckssmfy, bwémﬂl thie flaves fypei mBosinstyandolyhecthicking several

e e Fosrr A5 TP s TRas) GRS o pishfragment,
tSmpdctihgdhe Hamdolifto tarseﬁglaewes,anamm% tRAGKEb Sriddd hé’d&r This

any subsequent retransm ssion w | andl ed throu

miay he merfasreedsin the asreeiged. defrep bk 28P2 diushrisdin 280428 The flow

f d
RAC iy e VUL BURGLHESHA TR bl S AERMIRN LSample, in some
Elnbislindn (SOOI Eldnpagkpickeamoibndagontd ane gagsibesson may be

of whet her, t here are holes, Buffers are freed and th
BRdnk No& Hiebr @ & @ tﬁ@l@t%a@kmﬁlﬁwpﬁ@eﬁﬂeé %ﬁaﬁkb?}ewfupé?ket types

{é.qﬁﬁm%nfiaé%&gﬁ% AeCndMMQ9dm firmware to reduce complexity. In such an
embodiment, defrag block 2892 need not be deployed.

[00288] At 4230, once each of the chunks associated with the packet are retrieved, and
the packet is reconstructed (including any defragmentation required), deliver the packet
for egress. As described above, egress may be performed through any of a variety of

interfaces, examples of which are given above.



[00293] Those of skill in the art will readily adapt

various circuits, conponents and techniques in
wabdenmape enbodi ments. I n one exanpl e gener al PZBUS2007/065678

enbodi ment (and conpatible with alternate embodi ment

4900 depicted in FIG 49, det& |ed bel ow) an Ingress

State Machine (1 SM processes the incom ng packets and

[00289] Updat @‘ﬁcé afpaem O8N sHSFdr A sFUN hiRled %tﬂatﬂee ﬁ@faefmfset 4312 is
(CSM. These %ates may increfent the nunber of

pedsiast © lldﬁntl‘fﬁ 9e>etm§cla¢t§or hfpmiaffe Ahé24), devariablewkihehded off, to

eed t.o [QCEessS the CS
g R R pRAGERRE B 3 MEirleg eForph ke s, i
asdaipdl hirduppovel, aldiag isteatipt mqtveﬁ dssapgrmbesdan 428s. At 4255
information 1n a Fl ow Packet Table. A head pointer and

hwdpffpéipm, drandaffydane sasseréchand the ewmber of erackets thaaded off is
fe@l%gd ﬁl\f\é]_%rﬂﬁocﬁé%tt theS ﬁl[e% t} shaecttee& %]E%I’%:Q’rc]ﬂ P?iéek% %b Oénpletely

processed an 1 n-service
Kup&led BFfvaltdﬁ)atmﬁntednuﬂt etl&ntds ene@zSM daptoyed f anidheilldaclpptuent to those

fromthis Flow ID are curr Iy ip transm ssion.. This
B ¢ nhn; thie Ao ORSS iptegpefet a@ﬁ@{}rpéow 108> 10 ShigFrample, the
EdRIoHT &@%{Hnﬁﬁb&@zm%éﬁla&%ssw aQe®ffaRlofFREmmand to handoff engine

transmssion Is conpleted. Atransmt state nachine
28Hstot ¢vartinnd banklf ohpetqkotm fohen Guorrepidd Qoeu eAt 6245 if no interrupt

t it ket t
HeE B ethied R SET oo iR G B o0 A A, f ety no additionat
&t8 dyashhdMed bEMwhivhhei Wet&%uﬁ&?g %ﬁn@aﬁﬁ%@h the number of
| ock 2894, flushes fromthe pac ets are

p@nkp@él@n@edr%féwthéﬂdn@fﬁCMﬁb@b@w@éﬁiS symplete. rRsagreditp ¢S5, assert

A DS B SPRLGIBR, B kst T

[00290] FI ow Haﬁkletarér abdieion®ypabkete t® Aen Do TProeedl tot #160. Process the next
fol | ow ng[ entries: a Flow ID ( 1 byte), nunber_ of

PRtk 8R4 IR to Jetpigye shunkpdbatcogesiondyigria that node, resuming
@’;ﬁ%"es%ﬁg‘s&rs ]%g bit ( 1 bit), Next flowID ( 1

It Priority Field. When a packet cones
[00291]i n onFihuigbksk 280hé doshbatpdia lesmdbffenpme REDS, dsnllnemdyin FIG. 28.

d | [ h |
HRSE PGk oThoe ok be WL HT hesp WRtnof Testit FransHgpathgnd the like,

Ratkhehsy bt N (S REGIHAIS frh@W lp@@ke%et'ﬁnst Bfows the handoff engine to
correspondi ng i n-servi ce bit. Wen set, the CSM w | |

mn@th< apchalt keforher Faans RHedk etlandelé tl@lccbv@urSAﬁTf@lmg pegkets up and any
R LRI DOl M

[00292] 1 N- SEFNisE Bldek 2897 Perf&:EN Wirlous &edctiond whwh e Ah@ window is moved.
in-service bit is reset. The order in which it

Beioeesnds peiel Fifigamemell padstepis fhsicdy Conwlated pagkepyvre handed
f .
RSl ReBLLs ROLETRIEbE P 8 A8 Boirs

f)lhtChNBk betho figk rogurtkOpdlﬁter hitghe stinquwsairé inpyved.hen t he
and so an. exanpl e size of this table is

l002931appr oXhenst & skild lByt?%s'mt Pib deadily st Earigys ‘FII%‘\% cqgpponents and
%ga ﬁ(ésn?ﬁ_t Al¥nate B&nﬁ ks. 2% o %%@erzgg%ngéme% ERbbdfhent (and

r poi nter o owID
compatible with alternate ernbodlrnent 4900 depicted in FIG. 49, detailed below) an

Ingress State Machine (ISM) processes the incoming packets and updates information
used by a Control State Machine (CSM). These updates may increment the number of
packets in memory and also update the order in which Flow IDs need to be processed

by the CSM. The CSM may update a Four Packet Node Cache in the transmitter, as



packet in the Linked list) to figure out the node
addresses of the packets that need to be included in

wo b@741939cket node cache. [00295] Thus, in an BXEDF1087/065678
enbodi nent, an exanpl e Flush Engine or flush bl ock
2894 may renove fromthe pack& buffer all packets
that are successfully received and acknomAedged When

dethill QCKaknow pdgenmind  BlabhiNBP dpsrat@Cedny ethe tfAforf¥tion in a
State Machine first processes it and may perform

Flome fackce M_ster ahdeid pdiotes and tailpaantenpaseweoll ag éretngixh flow pointer in

%g?gt?kl \3'{0 ?ﬁgﬁf‘g t1 ttf%eh Elk*‘ acﬁﬁot:éwsbee? gge%getéislﬁc?re may be an

{nOsedvibd bﬁhn Brgiable ( V\Eérall? IGWNHDﬁWHEhIIEtS e CEMUBROWERhE @aiets from
flush bl ock 2894 ich retrieves the Head Poi nter of

thieFlopnkiddues pwrendiatin tnstssigne Thay bit may dsrsebSpbRithgyTx Engine

W #@tart ttﬁeetrﬁs%gs& an 158%/?1‘% g Igt%r 'ﬂ% dthnﬁmﬁsfbw gtceﬁff)leted A

r co ai ns the no ress o
fraisdit pack etachiae she tigi wdornkdtiow frdinathec vi@brhmasd theue to transmit
sequence nunber aof this pa k The Fl ush Engi ne St ate
ARt B dece¥desN (vl o fﬁré SFAPGLALRES Wl&lE* ifgect to FIG. 18). A

Fhig @fa@egl\/ﬁ@&lﬁ@ "(1581{/[5' %hlbﬁ‘ﬁﬁy k?)%%ecﬁ&é(éf‘ 9%195&9@1928911 flushes from the

sequence. This logic may bé simlar to the | ogi ¢ used
SEDR&M Eopcésts Betate wactitiye reostved eanglaekleios/ledecé i uedhd mespective

uence are S t he hos Once .t he Flush Engine.
SERTE Wmciiend™Ee HlnoferPigiSs e AlAgar G iR Sopg in the
brw lpdsihedrand their sequence nunbers, they may be put
in a gueue for flushing. The Head Ptr yields the node

[00294] addr e$he dﬁowﬂ%a&@tﬂs"@blpam%etham onpeor| maicedf thas folloprag entries: a
f t t h
E alﬁcetg rbaf?jgli%ng%egloﬁg) ?lﬁegs ﬁlo 611118 ?elé%t%@ efdac??;cg in Cache (2 bits),

bossreispbidi ba), paskdlosy ib@m lele) |ahd11 Kecbit Psdrity|Riclih&hen a packet
exanpl e enbodi nent, nmenory is allocated to provide
SANeS dRefl PRERSt thocloMd oH&datQ?h Gk Packetyl o deamorypyypdates  the

Nleytsp Iﬂaéls Q@ll C!LQ N 'TQﬂtIhb‘?leaC lﬁ% GJHQI?S’I’III@%‘[&?Q Ma%ﬁln%, when it is

genera Yy not a stringent tinme requlrenent
tramsmnthdgnplrcyeté\rfmmer saifiqoFlow db, acsabs eerré&pbndhhg in-service bit.

%chf%ﬁhl : gi,‘i@}é b3 96 gt?'ﬁfge%' 3 etﬁ%%@éf@hﬁ ?\E@f fhenagkets arc

Qé(ns%ﬁﬁé@ltﬁe W@Q’[@nﬂ%ﬁne %Hﬂbi att RRANG. ofAPRLYE!ih Cache and also
suited for perform ng bl ock acknow edgenent for

hasgth thpaestrmediba. Ebcé?s?é\/low&it goplonlyl when thepineseivipd bitkis reset. The

ac nomﬂ dgenent pr ot ran mtter ansn.ts

SRS STHES I PlosBisGu iy Brod 1LY Bifetiibd r A Mg fow 0. 1t
HJ@@I@& SaP iblityprioBEE b inkg, Badicl m@\ﬂieeﬂzgﬁérem th@f caBEVhOICIMISVil] first
pac kets. Then, a bl ock acknow edgenent is returned

progesstifevs alenaing ta diethighost prrasiy ¢ then the pt.ozdi SePwhig fexample
C [

g %er ?g%ﬁptragl\é A‘Q %?ﬂrg’f(l ?eﬂi w\gﬁ%dtlrﬁgs t{ﬁg&lﬁm\ﬁglr gftfilgﬁfg nol\{rt ?gl&)xnnately

I IKbyes pan3ss flows bBieckSWICksck ahl@sider @bmaértcﬁrﬂhatféow ID (the first

schedul | n hani sns may be depl oyed, such as

Pkpbidae gf“tkég [50dp dicyes et thqaeficaddessres of f&awé%% thehpeed to be
RRRRA BERE UGH kA nBlOE hacknow edgenent

[00295] Thus, in an example embodiment, an example Flush Engine or flush block 2894
may remove from the packet buffer all packets that are successfully received and
acknowledged. When a block acknowledgement Bit Map is received, the Tx State
Machine first processes it and may perform immediate retransmissions to take care of

certain unacknowledged packets. (Block acknowledgement is detailed further below).



request may be a specific nmessage transmtted to

i ndi cate a bl ock acknow edgenent is desired, or, the
whb@ckisrgknow edgenent may be inherent in anotPET/US30pB065678

of signal or nmessage. [00297]_ One mechani sm for

mai ntaining a state of acknowedged or

non-acknow edged packets is to keep a bitmap in which

¢RE BltkMap ROSEA b3 Bh 168 FARAE At ASRRMNELhI R in the Flush Engine or
packet fragnment, as described above with respect to

ﬂu@sbloglcﬂ Pt which rebsves tharHesdaRpineer tsif tth@bnlgslisl@)st ldag structure for

Ele gc{]orr%?pso%gﬁn%aelaogzeﬁ% :_Stih% Q—gei%ggl%tr |1§|:] e\{aﬂghl% Fr M%%tte RAM. The

H@Qd)%ﬂcdnfhu@s the hatid ¥&@dryssHTelid fidbpavket @ thd g®en Flow ID as well as
subsequent to a triggeri n&éevent such as an explicit

e searace pEmberariithis pracleesqdbs Flush Engingeytats rarakinggrocesses the Bit

SERIGE I P SRR 5 e TR Pl T

Togiau mgdaa/vsmhlan to ke TS wped ibg:daxs thseg mt nhazhineh Iwheke packets

ack request (i.e. an i diate ocC Thus, |
%ﬁﬁwﬁi Ha%%u?% ae P@S%%mﬂst heE t?ﬁfgiﬁhsﬁqga}? %ﬁe Machine has
{Héhﬁﬁ&i fhe fnluﬁl%r ofBhdc R ﬁgb@ﬂl%h%mahd *ﬁ{e‘ﬁcéég@&%e hERBERSfHey may be

for any of the current pending flows an
putao espicng fdyl fbskingc Kie Wead gmerdds thebedxjarsingsstod thehlerst packet in

ﬁlg? ﬁéﬁ@ﬁ? Stsi e%}&df% Eﬂ%rgésregpo%n{l}ﬁ e%ac%ﬁatg gp ktz:ek ?lugh%%dare obtained by

a6k £PaRIB RHJIRYS Be t&u&ﬁ%ﬁﬁﬂm{@‘fck@%mﬁ he PadcHiRL In the
or full state acknow edgenent may desired. In

gwrmigl cmbpgimemn) mameary iaciinsaicd d@emtderralyfﬁb@nt @aeket locations,
%ﬁ%}a@h; n_ggsl 1&112&5? SSI Vit 1%%{(3‘53}{% eerelglﬂﬁer Er%ckgﬁosung 3M?re 1S generally

ﬁ&aiﬁtﬁﬁgefmﬁmla aEqui@imenf fof thib task. atMerbb@C{Krblter can provide accesses for

acknow edgenent, or a combination thereof. Aspects are

a@éhashlﬁééurf%lp%@%a loy PRYHE tK- t he bel ow exanpl e

enmbodi nents. Block ACK at the receiver . [00299] In an

exanpl e enbodi nent a packet is received, which may be

Biochggikegaicdgmantket . As packets are received at the

receiver, they are tested to determ ne whether the

packet has been received correctly, for exanple, a

[00296]f ranmergh %ﬁo@se%%% qn@itraw?lebir lokBmPRYerRSodi988ls, detailed above, are

Regar dl ess of the nethod of determ ning correct

Weki @mtadoﬁor pérfernpeg kletk acmoiviatigementr fonbaghspest medid afess control.

n%'g tﬁ%gor e a %ﬁélgiﬁfﬂg%gg oeg érre}ﬁ%fi‘l)ttleh (Ij]iaetg{qlgsr 5;))ackets to a

RIcivet fF @GetiBd df Bhfenwah&&aﬁ@és@&ﬁgl rEQiviR@ah atkdWlediement of any
variety of techniques for storing bitmaps for flows

af teduckets.ed hgboy dlagkt srkpeslsdgemeny iFpetumgg frqnyglpoieeiver to the
0

{r: !érgméﬁgrl 1ﬁd1t§5hn%n méhe ?;'EPQ %P@gﬁslg ﬁ}sgl?%%g ?ac‘k%gl éxfe% received

eiatéwgi 15 okt @dkhewtedgernaﬁmmﬂ ba grapsmmetilm regpoasdtooa block ack

ack requ
request, or a?ternate scheduling mechanisms may be deployed, such as a response after a

pre-determined number of packets have been received. A block acknowledgement
request may be a specific message transmitted to indicate a block acknowledgement is
desired, or, the block acknowledgement may be inherent in another type of signal or
message.

[00297] One mechanism for maintaining a state of acknowledged or non-acknowledged

packets is to keep a bitmap in which each bit position corresponds to a packet or packet



[00301] At 4410, packet header information is

mai ntai ned for any flow for which a block ACK may need
wao o0obe1ggener at ed. This header informati on nay PET/US2007/065678

mai ntai ned in any format, exargl es of which are well

known in the art. The header Tthformation (or

i nal ternate enbodi nents, any information that may be

RhgdettehBRALEPLbSkEEWIR WBRBAIJ PIGS 1 86K31, above, An example
acknow edgement response) is stored for constructing a

piaoke8 1 3hhadeemdescobedaboseent i al bl ock ACK

transm ssi I n, ot her, words, th acket i.s sitti j

1002981 oree o TRy e Ry b FmBRREdd oy fs loeRACK request
toheretalvidBsshberantRinebNGmeE stilseq Gein td# trasleeib s duah as an explicit
priori). The mssing piece is the bitmap 1 nformation
piiheepnf Rlpck ek dequeal, o okivs Wledkgd knteayest ipgicator. In an example

N e
thar $IFSr perioth@ibbeduengpto artdodnyck esgabsi (g, amfiandiatoblock ACK).
PR P RE o T -
BroReH TR ACﬁel%Q%dgﬁg ForBRVES tHeueRnl FURIS: Abw ]ﬂ@rfbfr processing

hmay "be depl oyed rovide for various levels o
bledk relgromdedgeimens rebegaenlte thehdofh add rehjeaseto wiransmid pyy packets

are. hardware.tabl es, such a ardware table 2820. A
i BOBRISP b T ST BPGET SRV 5500 Ragggient may be
bR FeRRkh@pIahhARI of fhilisth heMRwlsHeheas malPRAMIcsired. In
340 may be depl oyed. Packet header information may be
gansrad paiakpiytel askapwiskdgemensr may dentesh epppwiptionat éntensive or may
cc 1.1 0 AL, 44 . | ock ..ack request, | .
RBBES Tubelal OByl P PRLIRR e BRYER o By acapred
foreahidl BB pulbsaRdladkestknbliedphaerdt] oma comb@btidreRetof AMgpects are
flow identifier may be used to retrieve the bitmap.
feseribschivgiher byames o thajesdovs suaraple smppdiments. a MAC
index 3004 is used to identify a link I D 3006 which
has an associ ated poi nter 3002. The pointer 3002 may
BluicRtAMK methielryceivera t abl e 3042 incl uding the bitnap
3046 directly or, pointer 3002 nay point to a rate
tabl e 3010 whi ch, based on transmt |ID 3020, points to
(002991t e Ri 84 QkempRAUNGLRFEAO HPad@B Y tREFcADINRh B42bE an aggregate
tabl e 2920 may i nclude a bitnmap pointer 3050 to point
packeh eAnpaclals abd tepmipedBat3be reThivse thyfy agk idstedite dethemiag twhether the
will recognize that a pe of indirection or direct .
Bt DGR e e Comag Y koY BB T, Ccb P BERER oL ke may
bé @sédect{e'%ﬁu@_syﬁﬁqle nBoBIRREcrRiitiNRRoASGACE@BH oM 4 Packet, an
the flow IDwith the block ack request is retrieved.

indo3Mmat by gaed foneaghepackeh(@d fisemeatn ap epipPRdEe)- | hx e example
[ ine . t 0!

N T I AT e e
acbifloed. Ahariblyatkechakupafikgloriag bramps Brélows are detailed above with
pre-constructed. The bitmap i nformation, or other
ERERGFOH %éﬂent data in an alternate enbodinent, is

[00300] "B Nt RjRegl N AN eS| éi/_rﬁﬁ‘&cﬁﬁl% ot %.rﬁ&%# Qﬂoé’ffof"?%&{ding to an
for pronpt retrieval. e conbi nation of these t
phmedistei Idotkheck request. This method is suitable for responding promptly to a

block ack request.
[00301] At 4410, packet header information is maintained for any flow for which a block
ACK may need to be generated. This header information may be maintained in any

format, examples of which are well known in the art. The header information (or in



transmtted pronptly to provide partial or full state
i mredi ate bl ock ack in response to i nmmedi ate bl ock ack

w0 eoestig? [ 00305] The above enbodi ments supporPCT/US2007/065678
i medi ate full state or partial state bl ock
acknow edgenment. Support for Partial state, full
state, or any conbination nay be deployed in an
EXAARE enBOBath e Bty infOMRYISh ,thﬁﬁﬁh%ﬁbeeﬂw&@étﬁﬂ&ﬁfo%ye in preparing
need only to support partial state
abm@b\ﬂcbm@eln&mnenasemmsle) isi gtereq ereCOﬂlh‘féU@mgrﬁdmC&etfloradvance of a
802..1 s.gase, a bl ock kno d
gotﬁlgtlal E)F%?L éé‘lg (‘grra%l%m{s%m{lh gtha \é/a F gcvﬂe? %n%n% df;onrne form of
fiealots préferl@tbimitha vaackebsthe &@Rﬂeyﬁd seh B QBht dafrbe established a
partial state block ACK, you need maintain only a
B0k e rRERDIMYSANS t PIECY el efhgebitmppe Arformation niadigating the actual
. | )
ARt don SR bbodaenPBEP h iEREpd kO agment (and
ammy obher anfermatidt ewhichf cannor drseptabdisiond tartion)a @hé foettrept (and any

originator is received. Note that if state is .
LenaTR{aR frgpwtwéwm?%ﬁseﬂﬁﬁ iffo e wiipe P@%&b@%ﬂ trggpmitted.
[00302] bl ock rackinawt sAgBRMpM érhb&f?ﬁleﬂed&gﬁﬁé@é%ve tﬁre@'T@vels of memory
xanple, an all zero bltmap may be sent in this case.

mag ibe eteplybd ¢h mdenﬁay vb@lddpved;y eflindoeetminnt lai oncnemple the first

ﬁs?s%” ERETH R THRTS P o3 7o Aerdnart AL BFahodgrecapd level of

AISYThial ShclTBY SRAMSITOL 1A AWusReMaPEoriTRekeios, aMkird NKBI such as
gues receptlon status via an explicit or IﬂplICIt

%Qﬁw eidemeysd. rRagkeidicadqrriniprmation maydi ntoachin any layer
hh% (96 %h %m {1ateac %g,j[rable for the transmtter
?0 3 % R nue(%ransn133|on or retransmt as

[00303] necesgamy:zo Wlﬂﬂﬂi hok reghen id Recioed Wh&m&ﬁdy bg impleiKor explicit. At
acknow edgenent is recejved. Various enbodi nents are

Bhlfhebi ﬁwsa?ﬂl%te@ withdheflawvarmtEged oAnyafiqwpidentifier may be used
RSRARLS edlﬁhﬁé eﬁ’o dé} g%hf)%&es*cﬂbéd FREE Ff(?tﬂooQ’MA@ index 3004

ICle retransm ssion In fes on
tsousad b odxiatifyc k lhmw IEd@ﬁﬂ@eWthh [lﬁﬁ) 208fsdelated gancte 6002 S Thn pointer

e enbodi t of 0d. 4500 for r ondi
?@%}f eIt JHR, gfé?iﬁaﬁ@ ug i S8 AP KNSy pointr
L) ﬁg}’ﬁ&hﬂ%@l ﬁt@ﬁ@ie%l@%ﬁ&{j B a @l AV ParS BN D250 20N ASiRts to the RX
store node array caches 1810, detailed above.

Fatet thele 928, Ahdesguiberbgbaies staichistilcalf@Pemarichideca hitimep pointer

g ot 2 SRR tean P1ad | BREer il 3a By 0V RiepStrize that any

{)?@m%dlﬂé@tl&‘ﬂ Qrantasdrig of Pieashs Bay be@eployédaln h&t®rdance with
bl ock acknow edgenment corresponds to a w ndow size

{hatPdmiqus upgd:t B proner dirman assrsizischmphehe MovdiDrevith) the block ack
Jgﬁeﬁﬁﬁe{r eQ,rgi%sequence number i s set tot he | owest

nce nunber represented by the w ndow
[00304] ( concapydsl, |t15(e tdﬁ@edeefﬂltnmpsﬁs phRtdintofhd imeinwimdomicketTdnd, at 4450
transmtter ow many packets have been

theawwqqsgacte@ gl%kACIﬁﬁM@nmﬁétﬁ s, [ dhis gEbrdimang 4sgnuch of
rﬁ%a&'&eﬁ ek ds Cﬁlﬂs&)L Ok f€ors @@Ete&a%%tblﬁﬁ@”ﬁmﬁxﬁﬁgn or other

e trans tter procee
acknowledgement data in an altemate embodiment, is maintained in an easily accessible

portion of memory for prompt retrieval. The combination of these two pieces is then
transmitted promptly to provide partial or full state immediate block ack in response to

immediate block ack requests.



step packet by packet through the bitmap from the nost
recently transmtted to the earliest transmtted. If a
woon7ackmow edgenent (a zero, in the exanple PCT/US2007/065678
enbodi nent) is identified, then the node pointer for
that packet is re-linked i ntc®&he transnit queue
(whi ch re-queues the packet for retransm ssion). The
[00305] I @anShé @by P RBEEHEntN s Ih@clbicNR 5@&0DS HhHfl ishe block
the linked-list transmt queue until the begi nning of
adkaopyiadgamerti dénppoﬁ & partialhgater &Ul olate, o anyi cwgnbmatlon may be
aeq elaclg)anl 3 r e d0d1 Sl h 465V%9 tﬁer c zi ments may.need only to
é%%% elggproye 41¢ ]%%ghﬁlﬁu% y
§Lproﬂebﬁﬁﬁl @tar&g budr& aaqwmatgeﬁﬁhf axssmln pledl@rr@at @lis styard for
used in conjunction with enbodi nents detail ed

&033( bi(@). frohsi@pe. pHdodxeskppwladamens is IspifmdyatasBonss ith gresaggregate
t
Rl@e g ARl bIRE (Ol B TRB G R LTS L eeC ar e

[00306] equal Fyr parpbi Statbl‘tﬂoctloAp]I@Vycﬂhl g dl mwintaat enigya single memory at the
S e Lo g Bt A .
Qﬁglegl_t% gjstgtefﬂlﬁﬁltaﬁleﬁogecﬁe rRIENR @l ggbé B@&wrltten if a transmission

ransmtted, as described above. e nodes may '
fremmad diftrent orgiidtocls 1AGKvdds Netﬁethaecf datd iprouderdl. overwritten,

he Rkl ock ACK .bi.t used i ndi cat.
B adeREtaurs bl R Lo e ckBufemihone prpgnple. an
RSkl BiRfaP mafostesent in k1§ cRRAEABEKEY cMibbiin@f hRSPRNEeployed to
wWith positions in the block ACK bitfield. Upon receipt

oRindgaip msek thaakhe padremsandat ofwipte, wdesiedknow edged can
be pronmptly aggregated and retransmitted (assunming a
transmt opportunity is available) using aggregation
BeeRmcK asthdatranshgderabove. This is one exanple of |ow
| at ency response techniques allow ng remaining
transmt opportunity to be efficiently utilized. The
nodes r

[00307] A's Irhr?gés}lﬁ)r%a Odgrgvefaaa; ﬁ%(%sﬁﬁgesggeg?rélﬁ%ng% lPl%jeW %\é\{(ets and then
tdqad:st rodeptibre status i vig am eﬂlﬁlmmrayrthon bﬂcrcﬂtmkn(bwbdgémmﬁ request. In

for block A essj ng and si on,
ot & Saip@nohih SR AP, Ak AT dpt T (gaHIg o be ready fo

StHGE YBSmANEH, 85 rdRHGsIt adg%e@@éd%s pr&'ﬁﬁtﬁ’ |v@rQ:nath9Vc%rrespondlng
there is never a need to nove the packet data wt

bloek pealoetcdgampetris réccivedy Viasmad ¢mborlionets Iarﬁctaaahbnadaptable to take

h first t i d b t .
P RURE o Sl PR SR FRDOH RO S agg ualipv g iciom
SRCHrohip@ Ath §8isfB) iRkpdnst iLa BREK 8tkrow1&lsemenst ul |y

recei ved, or exceeds predetermned |imts and is

[00308]f | ushEH- 450trpicty anpexagmioembodimseto bk mewiod dG8Rder reprpnding to a
[ [
FEEE A BeeAD, TR hALRLIP) REGHIE B Rpfftne oce
ﬁﬂﬂ@sem&ﬂ‘@d tovheoedadn hodcdirA@achs r&a0edetsittdi abdi € aFurtigrmore, the
all of th e$ackets transmtted were received

e descyibed Ao WiR Ganibe AlEradorndomamigncdeiy lipjeedidists of nodes,
bt GRSATSSRabl fo RESAESd0 deShepacket in the new

hence the starting sequence nunber shoul d be
[00309] assOC TFat sumwiatibe t Het gacdedure, Theeallo ItHlaD\NItlIEg lslbépsacdmbarilddgement

Qoor\pés%)gn tg Iaf 1ngiohv$ 51Szte %WLICH%S %uselgec& n the exarn]gle embodiment). The

starting sequence number is set to the lowest sequence number represented by the
window (conceptually the left most point of the window). The transmitter knows how

many packets have been transmitted, thus it knows where the last packet is in the



update the transmt queue, to accomopdate any

necessary retransm ssions should they be necessary.
wOb@m/114189 process is finished, the starting sSePUENSM07/065678

nunber will have automati cal lcg//\]/ been updated to the

proper place noving the w nd forward (if possible).

The transmt queue will be updated, allow ng for
WIRIBSTT SaHAR P6m el ra@ﬂﬁmkéﬁﬂrmnh@eob% Rad PR @hahdh proceed to
[00312] At 4520 exam ne the ACK bitmap starting

Step tpaekatndiyt pacé@teﬁltrmght frhartstmqpt &dmpﬁn@ kost ragenlyoBansivfittes] to the
|sde ttd orlna alter teenbdlmenta on
%arL% t ? L hof & all<tn8w edgelggl% t 8163} i X?,IF]IB e embodiment) is
Rirekedd, rﬂa@d shet fodepdifief AnSthat becket Y echeiebdt @tot H30trandéhit queue

link the poi nter for the next transm ssion to the

(raleirle ro-auaiee ither Ragkeli fon retrasmispioph p Tho Frpsnyfer prggceds through the

ﬁ?ﬁ?%’ }r&gnwgﬁﬁng h aﬂl?éegsltlsé gft’ﬁ%%{"glt @1&9@ gl’lt?l%/tﬁg b%glglglel‘%sof tge bitmap
pde:mifed l@ISQlecla’eVbES dlartﬁrgt equtirepad rdachal. t MEt]libItiéSOO is one such
a zerog was

oci ated with th cket for whi
Have that mRerbe @?Piongﬁ T 9% tFk qf@aqUﬁ fer gdetgipining the required
f%@tﬁh;ﬁhf@ ggrahﬁtetr@ﬁtay Be g?ed@ﬁ%ofﬁ%né’tﬁﬂl%@lg eﬁn@ocﬁﬁieﬁ& deRiltPBerein.

previ ou pointer. In alternate enbodi nents,
[00310]al t er bt exangdh hclqwsﬁustmyesbsmgsaeldoﬂoACd{pbhanam‘g) mocess the transmit

transmt 00 At 4535.th t.art

iagar ¢ EhEEtSponAE ool Cabiaie HEcRaRD dhiticable to
ponsding Mw-BAGttyZRIAnd SIS abY €8 redpbBscSicRh tHI6&k AEKUCNGR cxample, a
nunmber wi Il be noved to a previous |ocation. As

dessier busbchsabonds, artdy H42 oty b éoqdaé kathsa Wereés nedesi whtgh are then
%’glis{r(nglﬁ&gyas {i %rl}:l)velf‘d’] 9180\,\(76\{\” I”I.Lho 480 \r/neagr }e atg? %ﬁfé};?lgck ACK is

ransn1SS|on

roovie® ahd bfocbzh;@dil trae bastkod CK Wwitnhdp tbe beasdd @sihdicate which nodes
det ect ed zero., Subsequent to the entire nethod 4500

pecdceds, retr@nsm«ﬁ%edp abkeite gabasimentethe\ostiiophaf apdgstin g node array
»af U&Pe%g A w ei)t 1{1’01lisriﬁ tlpé ﬂ?Fk g@*ﬂ@%&% g@%@ﬁ] I’e@%@% of'? lock ACK,

recel ve nat ur a
pavked thetr warad nat acdnowlddgoed ]0411 VAt prtldflly bg@veitaie alh);ia(r&ransmltted

hrouhthe bitmap to.t he ne revi ous packe . )
i?é gfa frARYIEt QPROTHENTY i) 3V ﬂﬁ 1%051%1{1% 38 e%loeh@&@llques detailed

E@V'é.r N9 id8a: SkAfpiR! ACkwAheRc RspoR& ReMKiques allowing remaining
acknow edgenent . A]t) 4525, if a zero i s not detected,

trhvesmit hppphodgss 1 ieienily otiginedt5ADe noday &t shenlgpde array may be

thro h.the bitmap and ch i to ee..i f the

gV Rk tindes BRRar 1 SR RE FisiR R B o a O G2, whether
tiasd edde hir@y g€ ehsinin baffegkiof dcvk HCKCWeﬂsﬁlgAféﬁpre@{ﬁﬂsmlssmn
begin transm tting usi gﬁ@t he updated transm ssion

W@gy@acl@(cs asegoredHe pa tbuffﬁrapsm&\d@tab@mtures such as nodes and

Vﬂ ?aqlgg Cjlb A (Tjtpe?oisl ﬁ'&hle 9 g«'—gﬂft tIH(?\Le th%i)?éelge{t ﬁgt?i%lﬁ}llé the packet

p0|n?ers recyc r su Seq use.

Blifeg. nhyn@pmh&tue in Bnpasatibethroogh ififst tthhasiasiograpdna)y @bscquent
shown. Then the process may stop.[00315] In sumary
URH@RSTRISHPRSdthoush dicBiay s Forocasse sRkingcgeh ttW@S%sﬁleg) until the

b’cﬂck%ﬂ@ SQ&C%MI}’ received, or exceeds predetermined limits and is flushed.

[00311] At 4510, a block acknowledgement is received. At 4515, the starting sequence
number is set to point to the first untransmitted packet. Thus, in the example where a
block ACK is received indicating all of the packets transmitted were received correctly,
the window will be moved. The next packet for transmission will be the first packet in

the new window, hence the starting sequence number should be associated with that



are re-linked with the existing transmt queue to form
a new transmt queue. The associ ated node pointers for
W0 b@ge1yarkets are re-witten in nmenory. Note POIESBENT/065678
that the packets thenselves (identified by chunk
poi nters and contained in chutks 620) never nove. Only
when the packets have been transmitted successfully
pidleaC ‘Tﬁé’%lﬁﬂﬁﬁg s(éf)g ROV RKY 18 HRIHi fySHE h;ta%ﬁnga sé u@ﬁ&uﬁumber and
occurs) will a node and chunk be flushed and
pioatd éneg,ranemmml@ue,tto appranpéatc poy m:@tssary s@tranmmsslons should they

%g{qg%ﬁrtry,an 3&5&%@{6 d@rrpgu%gﬁss ftﬂrla%j% (? thg & a 20 ng%gieﬂce number will have

RitOBes&l g bediBYipfecdas f ve mdpmn ptabe Ihaclhg Iy nﬁimdawd f&@ard (if
forth. In _a circunstance for exanple, the

Posarvati t t Bhe Hepsmenapeiengvitli e npdateds aliqopng t fes transmission or
{e%ﬁ&ﬂﬁ*ﬁbr??d Q%a@HﬁH@dlht%gge”erat ed quickly and
ransm ssi on roceed to utilize any remaining

[00312] TXOP. At 1'45Im@(ahﬁm’lﬂlmbﬂddkrA@K&Btn’[@tstdr’aﬂgatﬂhe mossicogntlydransmitted
i mredi a ret ansmit re |s nQ nore
pasial- n./% tahéergawe dﬁtsft‘tﬁ%o@ (Pl petbodispgnt a non
Ilcrkﬁemd?%@ﬁ Hl%ﬁqtdﬁoig ({é?&%z théﬂ'%ﬁ}a@f{éf ne[egg) :%é-eﬂe retransrmtted
Recal hat, as descri bed above with respect to
Rﬁ)ceai ‘p)l 430pmddinkythbe poald:dwéonﬁlp et tj@;slrm;se@il toothalplaciwt associated

184 to b ted t terf
B PBH G PRk aRoh e KB Th: Vit & (CRSTH SGC fngiayed such as
gaprilQy gsbve r{m@h pésgé‘df t8 G0 ﬁﬁg@iéﬁé‘%eé@béﬁf& g39Sdafive directed to
schene as wel 46 deplcts an exanpl e enbodi nment

mmtatOn’@@ mede Aﬁeglat'mh ith ﬁmpa@éetcfep whychcp £ vms| deitez:tetdg Ehen, the
tgneogg p%ll:tptgld %ﬁﬁrgﬁg’c&?}r%]tn i@eﬁr eotdrearﬂ%gbl - oratp?g tQ %odnt to the

pﬁvbﬂu@ bkaddp&ibtcele s iltdedde aﬁtb‘d&meﬁts éﬁélﬂate Sﬁthnltfmeanfay etused for
n -pong node array 1842 usi ng node pointers fromthe
§Eﬁﬂm&ﬁéﬁéu@5btentlally updated in response to

[00313] r et r a%%%?ﬁs tRMed B E@Eh&nndrﬂberrqg u?éla?&i(to poin, to the ﬁurrent packet.

edgenent re As appropri at e, ‘updat
ll"hlll’dg for2achn z&i844ceiasl, detsdrtiegl sajnove. nuibod 620 be Slwwted o b @revious
ansm ssion ., to

MERI OGO AEAEE T L R S—

Wil h@Pc MRN8 Gné 'ne§t pﬁél&éfs |abvlag1 gaﬁi‘tﬁhﬁssﬂnecfﬂblv&}er\}gr that forward
pointers, and the |i

mokerootas @mmaCE@D@fﬁl]nUAtheaaaglmse dets¢ted zom. i Jubseguehteto the entire

PR DS B ARS pfaheT osPr i onti, WG sqtPrceubber n he

bl@@letabltﬂoeﬂec(g%@ht wRe add tectiRad crrddtly, ARG, fHeOMNnHERM not be
station. In one aggregate, it is possible to find

parkefogweaiskataBponding to nultiple TIDS, e.g.
[00314] bggr e%@%ﬂg tﬁ@%?%yf‘ckﬂg{ohléh?%e %EF%;{ t%lftgé %@?%@@ﬁ%g@&?y&t 4545,

urned correspon

futhére -afd Boled bﬁlklaﬁ\%ﬂloﬂsntOCUhEClﬁ heh feddcisien biekk 4573 Br the next
bl ock ACK conprises a_ TID, then a bitmap, then another

sqkpowigdermaRfot et by tlf’réﬁeroalﬁdloé geesietinthepie posess flows through
@5403, ql%vbl@mtgh@ﬁodgﬂethea&%fﬂpsaﬂﬁ Ellﬂécﬂm%nto see if the bitmap is complete.

Once all packets in the bitmap have been tested, from decision block 4545, proceed to
4550 and begin transmitting using the updated transmission queue. At 4560, the
packets that have been acknowledged may be flushed and their associated pointers
recycled for subsequent use. Note that this step may operate in parallel (or in the

background) as shown. Then the process may stop.



aggregate are not necessarily in serial order (i.e.,
due to retransmssions). So, for a given TID, the
Whbk@ch1ASK wi Il start with a start sequence nuP@EDS2007/065678
whi ch specifies the | owest sequence nunber received in
that aggregate for that TID. en the TID bitmap is
provi ded as an offset fromstarting sequence nunber.
[00315] Sever af s@hadi WRa §bﬁlﬁ1§ detoadil &pofol 8 bWk AT K Pihe Raros ’i‘[gth@ bitmap
mul ti-TID bl ock ACK. %318 In one enbodi nent, as the
@r@cﬁ@elt@eérwuﬂv ¢he cmﬁm éra@amh q@emjémcf@nn@mtﬁw tlanttnk eppue. The
e.la 0Gess saV|n
ofa (Rt Do R iRSEr Y "ERien e Mo Ao i ever, hat
PRCKRketIthéd SSvesCQIMEIIEd thyeclamkesbife Ut eomtbifide lin fdinks 620)
the TIDwith that of the new packet, and keep the
nmésmoqu\t Qe evherofthe hpackefgr Bt deery drpngmitiedn syeccptially and
?fﬁ dg&?lg&] ts AVERCSch lﬁgbaeﬁm St oecgﬁllg) -Iv-JlllP \?Icfeea{nd chunk be
you West sequence nunber represe
ﬁuhﬁdamﬂth&@bnﬁ@ﬂuanﬁednunhemeéqmnumhbmséﬂuemmﬁmnynbamgmnmu

of each packe or .whi c ndlng
poces ey '%Fspf{rh%?egﬂ? piajich ey Phdiclanad ?ﬁabnbstb %Cko‘}égé%mcessmg,
Wal Nl pdiRginRit iBdRe ‘t;ralaﬁ% o ﬂ\@séndsﬁ@%ﬂtﬂ"g 1REH léﬁglﬁﬁstmﬁere for

I'S the starting sequence nunber for the TID. [1ne
smmie;, thetrnsrmter Waetdneiniag packet iti $XCH, it rmlganmxsupn queue is

d ACK 0

Bt RS nd Dn iR et oBE reaRd o izt Ao hROP. 17 the

BhnshhiBera@@s %’tﬂh@ve bér%ﬁ@icﬁ?td av@ibtelh s8R si.@fthé@YigGo more
uence nuiber, use the subtracted val ue as

packet s
tdﬁ@lmﬁg EEOB) thenderke imetbod meaybbe rrepformertl it deansmfsion need not
NAK in the bitmap. [00319] In an
g?ﬁa%¥ﬁﬁﬁﬁ%dlnent store the bitmap relative to the

[00316] I owesRe&sgighienae deueRbed alsovierveidt tegpdce e FUE LS, Thgme-podelybe cache
or right shift gdependlng on the storage order) nm

be
Py derdsplayaaie aliow node athvn 84200 Rexanfgicd, witkput anterfering with an
5{1@ gaﬁgﬁﬁsﬁ . 'qu\gls ﬂeE}Hﬂ{i\?&t ﬁwgﬂ %%%Elo@gmr lﬁ{))clv\iggctknowledgement

ng pac the current
ﬁﬂgﬂﬁnmﬁomGGananWﬁmlyﬂﬁnﬂ&dmhasamkmmmmkﬂgﬁhnhnmbﬁ¢fanwﬂmd

i T e P P L G o isomodi PG cache in o

Ri@AGHsSi¥n DR8IV %r%@%ﬁl@c BrcfHOTRRI00 nhdy Eé“ﬁcd)@@fyf@dﬂﬂ block 4550
sequence number is |owef than the |owest previously

descabaubaboyeqdé 60, maimies first perg-ivigfriode heapil B4dpsif@netle pointers

h ACK in t t . shift :
Ry e Bl At Pabal W wod o BESPopSt R PG tomation
51 AE Hldl RRAMCIRELrdHTR& uckt - LS aﬁﬂ}@pﬂlm\aﬁﬁaﬂ@&ﬁ& 1iAK$DYn 1844, as
recei ved starting sequence number) nd the new

detailad pbpvseqid r@0ngwhel tojthis, ﬁtshéwdgr%@w fof allgye transmission to

FALLEPS A SE S PR SRl T DR 5, i

phutes, recyclinipohitéravadshaikd)hr ough saved sequence
nunbers was perfornmed, in this enbodinent it is only
necessary to save the bitmap and the |owest starting

qﬁblﬁyapggk(gg n&%tthe ot her sequence nunbers in
EH% pi tmap ﬁééd To %%_Té ai ned.

[00317] At a given station it may be possible to support a variety of flows (e.g. up to 16
flows), where each flow corresponds to a Traffic Identifier (TID). Recall that a TID
maps a flow from a station. In one aggregate, it is possible to find packets

corresponding to multiple TIDS, e.g. aggregating packets per link. Therefore a block



[00320] The above enbodi ment descriptions apply to

i mredi ate partial -state bl ock acknow edgenent. To
wezioentsivo full -state, sinply retrieve the stoPe€dUS2007/065678

history for each flow first, then add to it. Either

enbodi ment may be depl oyed for4 a single-TID situation,

and nmay be repeated for each TID to support nulti-TID

N@@H@ Bk %@lm%ed\Peﬁ%inQ&%glo Eozaﬁlmé €1 sniggdd ARAL$ID block ACK). In

detailed herein are also well suited r adaptation to

pma)vnu@ilmnetehedm@dmer@Cchopmﬁs &dlle, thet p\pempp, then another
P ni gue .used .t o .c

SR e iten ng 0 S5 PR NF b SR TBREh Bzt an

adritedhns aftent] rdedsebiyninadesial ofde(i.d/ deeR edtBinanissivadp! So, for a

enbodi nent of a nmethod 4700 for perform ng unschedul ed

aiyeohdli theddorkr ASKvwilbigpit vathya stagt saquegce pymber; ibicbagpecifies the
W%ﬁgﬁgfc%unﬁ)ey%%gwte& f hrelﬁlcl%%@é(ﬁé { Qhaﬂ%lﬁn lﬂsth%( TID bitmap

user termn
isheroatiedss pooffict Rdmisidling tdoguamce emﬁnbpﬂl rﬁeveltet enmbbdi@sents are

the flo fromthe recej.ved pa At deci sion
bﬁgwmgﬂﬂFqPﬁegé¢%¥8'B£h éﬂgggﬁhltlng transmni ssi on
[00318]t 0 the YeEmb&liMR@las ARSHRKAE Sekivd, thm! %Ql% dakRVe @nce number and
proceed to 4750. If not, proceed to wher

kevghi tbaf@vest.s he prsess rnays bemadyentiad,thd fickt a:melvng stcnenee number

C ts for tr n1SS|on t he End
BuRofoBe ok o) Roa R B b D g s o Svnmper for the
THY witheRatdst tR@ sy Hhaclket @8R keanthellBReA QGBS BT the @Psregate, you
In decision block 4740 if there are packets for

wilhhavei the ilowest starting sageance apmberafor cpthoEBd dAfter mlsﬁnd the lowest
L gz%]nurnbef' Zeg)gesef?tgcrf dsggp %ct A at n%aél%ngeaﬁul%l%esr' frorn?ﬁﬂﬁtse ltljence number

eaa

af &Ry p@d&:‘ﬂ forkBlioh ysw e ra@odeﬁlg (vt dafd bEIsészedJa% tidyoareive) to find
may be accessed. Usi the techniques illustrated in
fhetsp & bi
agigl’s é)ffSFTaWéth‘rnt th@ ifrasp- r dpeylovestt atiggarewage gagyber is the

gt? %[ AhRLL k- thd B, ax idl$ s E@e\ﬂ'f 'agtehﬁl @'Wﬁe eraanpacket 18

technique to keep t e us er m nal
Salnhrnaﬁ osmindi g spepdiakbtimmt MBI tadhaiiafor AGIS oﬂN@iKisalong with the
as the use

V\@;Ht% gqq%%%cgg{] egs? gﬁg‘[ el %gregﬁlﬁeg é]iaV?I‘ﬁ%leough the series of

BEe8 pasicy seq%!eﬁ@eenﬁrﬁﬁergéé‘ektﬁé %ulﬁfa%téaluxedll‘@aéjﬂﬁe et GadidYinto the
accessi bl e, as descri above, it 1s likely using

bityingp,tapd mhacqlt.l@ saked AQKr@slﬁAKste theobitthep. user t er mi nal

[00319]232t 2 mdﬁgll’ﬁlggs %)(%Cglﬁllela |st0{)%l\l?l&eeblt6?%5 ri:lia‘{}%e? ﬁon?h ef(o%vwgtl seequence

MiabQCRAreh ¥k dRLived ST a0lettYor &ighi BEie(depGiials & tHeWWRorage order)
maybe needed to support the voice commrunications.

ke mades & up@eﬁ@nthtﬁalocae@rpl &9r syaruAPSwhieytaigkda bitnap, if the

?e%og&%cﬂﬁ?%{ a% i Vep{zgfn’u%% EA&% F/afn%ilgtl %\éﬁr%g guﬁggtgl%‘iwegtr sequence

fighbrNsitrp1ys hﬁﬁpthemcsme@@wm b[tQﬁ)ﬁ&Sdppﬁdprdtea:pls&saweterrnined by
ock 4760, if there are packets to send in addition
51@ diersacs RrEVeRIe® /10w esh Eccr RSP SPRYST prapmber dad thegpresepily received

wq‘ﬂ&?c%qluhﬁ)eﬂ Hhe i%:oé?néoseaﬁe?l%é huRberSiE M ERh & the lowest previously

received sequence number, then shift the bitmap (and put the new ACK or NAK in the
lowest spot). The shift may be determined as the difference between the old starting
sequence number (i.e. the lowest previously received starting sequence number) and the
new starting sequence number (i.c. the number of the currently received packet, which

will be the new lowest). In contrast to the first embodiment detailed above, in which



i ndi cator, which may be included in a packet
transmtted to the user termnal. This "send nore"
was®eniiion will indicate to the user term nal PEEUSI007/065678

shoul d remai n awake to receive additional packets. At

4780, fetch additional nodes %nd transmt associ ated

addi tional packets, as described above. Return to 4760

trszve@lﬁhg tRfoleh kdveiN@hSerRE Grudthdis { wep PLriB@edetss thi® cAMBEiment it is
the packets designated for this user term naI

enly neeesparpite e thiy éﬁmaagn declpivbsitaaibes scquant mipgEr. None of the

nor e ed an 95, ,the user
BTt ay el If AR EihBSE Thoiiemae, T the
[00320] exanpirge %A%@Mﬂﬁﬂéﬂﬁﬁdﬁscﬁﬁms | @plya b Vithmdduté Q)afrtfialfstate block
packets may be transmtted to any user term nal

pikmediclgemgnts | he extendyo &rlbstavaﬁmm &ctiipve the styed hiptaryyfor each
h fi0 a

ﬁog‘?’eﬁgF e!ﬂt&z eafdd H%O%!’O gﬁﬁ%r; dﬂﬂ“gé{ 191%11? ‘ﬁ{h'y 6’5 %%@‘oké(d 394! fingle-TID

ﬁuiaﬂeqlmdtrﬂl%beafep@ltecﬁbF&chbﬂﬂcﬂ@ sA@ﬁrt ﬁmlil THe |ike,

addi tional packets will be ready for transmssion. In

this exanple, a variable is naintained in the TX fl ow

shalediiapleapspg- 1030) to indicate to an AP whet her

or not a Ul I's awake or asleep. This enbodi ment

descri bes u3| ng caching as illustrated in the

005211 o D) FRKPE A bR ST RAER g W) G L pation (o

pWidet URRaRddich f RuRMAY, Pofverl BavEaAdQH B QUAAPSDS U-APSD is a
desired for particular flows (i.e. repartition to

@bhmwuef wicdrip penaeﬁ@rpwq@aalheltesaw mang gporyes, inflgdiag ssagdaled and
kl)ﬁFg O(! eclqnﬁ?%e)r g?@ 3 \ML} ell)'lc \A%mggeaéérg‘té I1r|r111tgelllt g) Ell Irnethod 4700
ﬂﬁt@tﬂoﬁdmghﬁmalddn&w aﬂlecﬁnh&nlﬁthdrsSavér deliverar attamo, in a typical U-

varieties of PSMP, unschedul ed and schedul ed. | 0032 6]
HdeMmeda psypterphpies 4p gpionpapusly kst dddiceyser terminal

t y

é‘; §gg Ij[]r P?clkggg)rthﬁg%égg{]@ nt At 4}?38;121@%% 3 1H{ @é’f%fg&s‘the flow
Matfeono theQodseNadl [pantes s adye décﬂmoﬁ éocRcEHEE S 1fdha&£ art hackdtaawaiting

U o B Gher BBt P PG TBAREAoM W DRSBTS0, 1F no.

Bl%‘ég&ft% @@@r e thBicgiost &l Qore N das@ERd, indicating there are no
advant ageously stored in the node array cachel810.” I n

pivicisdet trpmokision (el thirEnkb O SEEBR Rasiod (EOSPhbit ate4795 the user
here are .no kets. ,After recelv ng.this. .
AR Ff BRI % Sng e robocst B Sl dh ditsipnplogk 4740 i

therCapbhatseBr trdnsAEssibPOMR: 82 RirRthal Procted REFTI0. C

Access Class, the corresponding Flowis indicated to

[00322] e U- ASKES G rsansd eee phmprreparhe s fOnFthew Xmpd¢ AGayTadshe immediately.
&ire%%gﬁj Qi)T)'(__ gevea%g& &a%@ft 1§1(§tsﬁ£}§a %scﬁ@édglelﬁe%l ‘f?tag&%, may be
advesedl névng thet ﬁéehn'[cfde'ﬁllﬂ)dﬂamd Mol NI, hatkdr8mitidd @37 feply to the

Thus, the above enbodipents are well suited to support
rosued user éﬁﬁ'm?na immediately. This avoids %avmg to ernplo?rpan alternate

technique to keep the user terminal awake, such as sending a packet without data. This
avoids wasting of bandwidth as well as power, as the user terminal need not remain
awake any longer than necessary. Since the packets are queued up and readily
accessible, as described above, it is likely using this technique that a response to the
user terminal can be made including data. Note that, in some example systems, such as

a typical Voice Over Internet Protocol (VOIP) system, only a single packet or two may



exanpl e enbodi ment, a first variable indicating
whether a flowis a PSMP flow, and a second vari abl e
w0 pai7astidng whet her a particular station i s awe&kBEUS2007/065678
asl eep may be numintai ned, and added to other variables
as described above. After a r¥teive data (or trigger),
the AP checks that this trigger is a legitimte U PSM
Bé A¥edel Ro @Wtdme GRidM aonuﬁlhﬁcaftﬂomt Tﬁ@g Iaak&eﬁiemmﬂ e?lgmymg U-

he second vari able from "asl eep” "awake"
é@ﬁ&bm@mawwa%k@t@ @tsgheeialeﬂdnanmatqus'm rcmq:\@htharpecket or two with

|IabI then sends.the statlon to sleep and
CERECDY i B R G il o SRR 4 Sl e avake
[00323] bl t candadision BE‘)cld 8860, iif thichedre phsketseldRemd MO diNA. to lthose included
such a case, the awake bit is checked, and TXOP is

Bnihy 1a80asT Brckst SR aid0,inrogesd d0ai@0. PHATAD asspst @héend more”
t t r

PSS LAy, e 3SRl R BRI s gy T

t@end ¥ae't atgselsltoat\alltlabﬂcﬁte 183 udcOO3DB]al Ithmt Scdhedld @ehain awake to

PSMP ( PS\VP) , late i ev Lope and then an

{FﬁFllVFuka QH’@nﬂloWrﬂiF K SbASKR %tfg gﬁ@éﬁS( g} transmit associated
af:lkertém@sr ﬁe§cﬂb@d1 a&?vecoqié#utﬂefof 2140 tt(r“d%terrmne if there are

functloﬁ) as well as any other device). Wreless

adshmemil qna@ketmtodmdc é3nogi alhiha pablect\dedgmtgd fos éhis hsers@mmpinal are

BB iR DB FRve ol Be e ands” N dodged d a 4795
Mes&beshiBAly rdilif td\§leé i n control of the schedul ed
PSMP. One net hod nmay be Eerforned as follows: 1) the

[00324] AP sethbies, iin &l ¢Xaalpd:¢ apAPBh @@bﬂgilr(l@ms)etml@dcalbem uphte four packets
nnl?l}/ Ié)g nllan§m1{tetegjtrosa Sretesé% g glﬁglgnﬁl%lg&%t%gosg& {1 3 Fitaxgzgla%%ln the node

dingy é&hsemdﬁesd Reur pabRt FagEhe it pfbn@iﬁtyaaﬂdslftrﬂ@fe wpd ik Kollow, an
and downl i nk schedul e (per station

digatns dBBh A Set3) Sutpedermi aﬁﬁ% $IF§nbm0§ s@%fﬁ gk he like, additional

g%@ﬁ %1@506 r@td TH)@ tféﬂérhﬁé)o fa%lh 1ts rPﬁuntamed in the
ownli nk transm ssi on. T |s

$xhibolulseds tabid(ctdre 0A6) mvim'diztstegmamgAB azﬁtetltdn @r slohedﬂr dzsdawake or

end-ti_ge, enpv itter. ac lish

BycPe sk ?}??%Emal& §éﬂtteé UpiRg Cﬁ@a%# Hasireted B, Ha%srfmtter shown

INEIANAY @Ba&kr AN cadhbs 118§10) W%%eaﬂ%t LiRradOhholihts b8'cadfing may be

that user term'nals don'twake up to check their

sicdt aspartitiged: diderentipsid agesasddl etoragean defifeslefor particular flows (i.e.
Intr itter 0 back to sleep, mssing

e FOHTE AU SirtbS et PasRP P e 0oBR30) i n

exanpl e enbodi nent, the data structure used to

enerate the schedule will be kept in a ping-pong data
Eﬂﬂﬁﬁkﬂﬁé@ﬂﬁiﬁﬂéﬁﬁhﬂﬁed above. The data structure
conprises the tenplate used for the uplink and

downl i nk schedul e used for schedul ed PSMP. The current

[00325] sSchedThe Posck Sate iMulanBolh@PSMBS id beothérngrep avigreldicanode caching
structure, This may be transpgitted to the stations on
phsmgy Agfatladh sabgpe n&r)‘?"’(dﬁ%n GERE. chAhgyesaio ¥ peVHEHSsH atfe PSMP,

ﬁfh&ﬁﬂ&fﬁﬁﬂwﬁﬁhéﬁof the pi ng- pong data structure. A

ector

[00326] Unscheduled PSMP (U-PSMP) is similar to Unscheduled APSD. When a
Station wakes up, it uses EDCA procedures to send a trigger message, which can be
either a QoS _Data or QoS_Null message for the Access Class that has been configured
to be Trigger Enabled (via setup messages). Upon receiving this packet, the AP sends

packets stored for this Station, which are advantageously stored in the node array cache



to alternate between the first tenplate and the second
tenplate. The AP is free to work on whichever tenpl ate
WO 200m01519¢t i ve without interfering with the acP@meEs2007/065678

tenpl ate. This technique is analogous to the use of

the node arrays 1842, or the hadow fl ow tables (1092

and 1096). Alternate Enbodi nent: Bifurcated H gh and

k@m Tﬁftﬁél %PHECH@QQI@@’AI’ A8 COSL Kb had iRhoNe thid BreRSRBE! packets.
10A, various functions, such as fragnmentation,

ﬁrﬁtyr rmelvwg thisatkosdh¢ Statini ghesspek ¢ Paerk sWhpr o Stasion m&gconﬁgured

B S or PR P AEAES iR Yo fithed Oy b thiacea

&) BEURSNP %ﬁb&lédl et TWeIDHIeY MEipend Table Qé’lg Mﬁ@) In addition, a
rocessor A hi gh speed MAC processor, such

@teau\{aél@blm aesybethagsthea it dhein M&@MOA@%W@% is also

detai | ed above), my

E@Hlemﬁﬁ' EQ? er aggﬁﬁn ﬁ&néﬁgFlfled functionality)

[00327]f or effﬁmlthatabbvg kenshod ey (a&e&mllngutevdhtol supgiort U-PSMP. In an
al t er nat rocessor 4810 i s de yed in par
FEMRF 6 g@lm»?@l St vggblcend t%%gsw P dfqwys ﬁ%&\é?élow and a
Sde6hd Qf%rlylﬁE'lﬁHi%aﬁIY%O%eﬁlfer %Ogar&célalp%ﬁ% Ss awke or asleep may be
exanpl e) n one exanple enbodi nent, a | ower
tnlamba;lgdrqo @whd Mﬂdbqomo@h@smrlab&i Gs |dsscm’obd> adbext. i Aftpr acexssor data (or

Gtgegtn i SP LTS, ba i Tfesghay* AEWBER oy goneE g B paccordance

Aefithest vitiDEOSSRI sctslfle séddntl hfﬁﬂ@@i@ﬁ'ﬂéhﬁ“a@;fgéﬁ’dtdmlw&e"’ SThe AP
sufficiently pomered to process the | ow throughput and

ﬁ@ga@yt mak%éﬁtgredafm that hgAhvhiskrarg Wﬂ@ugm@bl@o pragls ghe station
S r e‘ ” n
Bt Py BLRREPE b e bR BGRER Dot blskedyihagn also be used

m@enﬁmmnﬁigyrxcnel uﬁesmhda tasentle dMAke pﬁmms@rea al®@B TXOP is
descri bed bel ow. [00333] In this exanple, since

02.1
piliiyuspd diiet STk Mhem dk Issaysksr t The AGnkstthe idisstetion éo keep a station
shadi, pf?oﬁnqﬁhgrh sSinQROY & Fh. Dfhe taﬁﬁb%e lrxgl%a yadded to TX array

renDV| ragnentation supportfrom
Mmmhdﬁem83mg it in firmare. Various exanple

sinmpljficatio e ed above. Havin fi rmware

100328] 1 MARES e S g{géMg’ékae{@Péﬁ‘tF i g and GO e uplink and
HERAMBNI AR i§ lﬁﬁ’@l@hted (Fdr Rl Firldhaird 'ir@ﬁﬁ' rﬂ[‘ ¢80 perform this
receive engines, and sinplifies node and chunk

franageenvell sis nog ch@ davaggie nWatlcon commastretion davicgrewithin the

i.f ferent fron1ch ize Thos art
A S e R BB SR B d et cp eyt Thena
h@ﬁk&ﬂ@a@qnéygam@@wdous processi ng bl ocks dependi ng on
whi ch features are supgorted [00334] Those of skill

[00329]j n t hin eira ebedimeriadid AP appr ewitigd of theeschedidedbPENIPyHERe method
L Qyi [ r

PSR D, BIBACH Ltk 26t w0 S o BERPRERSF o ccar e

padket. ﬂ“)h[ae(STSmdtsam oA rdueatoadéquanto clopows ishgarhWiu®ip stream

nore MAC processors, each capable of providing
HREHSIYY gHH?ﬁf@P}t@?ra?} The Aﬁseg%ﬁhé é’Sl\Qp SRR @hlch ot the uplink

and downlink schedule (per station, to the microsecond). 3) The downlink transmission
then commences. 4) The uplink transmission follows the downlink transmission. 5)
This format is highly scheduled, and the AP avoids going past the scheduled end-time,
to remove jitter. This may be accomplished by restricting access to the medium near the

end of the NAV duration. It is important to avoid jitter so that user terminals don’t



MAC processor capabl e of processing packets requiring
a single set of functionality may al so be depl oyed.
WO 2®338198Bi f urcat ed hi gh and | ow t hroughput i SPOTIUSIINE065678
exanpl e of partitioning functionality between multiple
MAC processors. In general, &y set of functions may
be deployed in different MAC processors. For exanpl e,
WhkdTBY t@%&ﬁ%&ﬁ%ﬁs 1RisPHRGEHSssh ¥ REUSIahYREGATSMRRM by jitter,
(or any speed) pac ket types in separate processors
iktego bavk tp sl@@mg@smgg thetyuransmisaiog opperturtigesdi f f er ent
ffici ent si larit

[00330] pac ke n at}/ ? ocgrsnré% [ ?hes ata %t%ureh‘ élﬁeicfrt]o %nera#e tﬁe scchedule will

achi evee¥H arl

B k&ptiit a@ﬁﬁg ﬁcfhgcdhlﬁﬁmﬁﬁmﬁfé | e@ﬂ&s@fb%d%bf)‘ﬁd cTienddty structure comprises
di ssim | ar between designs for sugportln vario

Padweplatoyysed forythogplank mdalowrdingephedule w é&rawbp@led PSMP. The
[ el es 00
AR TRl Ronb R BP S R, GEY SGBufiR” This may be
tramsmidedgp thao stM@@spmo(ﬂ% SOLAN. | e udt mepyathbn rrsdkeMAEnges to the
rocessor, as, descri pbed above and a second MAC
4R Sp el gfroofbt © PHE-RANG 3R BREREDr A SEHCLordRanp deployed
{osal’énfﬁ% Eet%&@fﬂqusﬁéﬁﬁmlteeaﬁd (e |s@€onHQeﬁlf3'l§teg eﬂfér@ﬂ’ Hszﬁge to work
enbodi ment of FIG 48. [00337] Those of skill in
an meHeVerrtemolaltey isatd petivcheitbordsadienfenng shibvhe |ant1\r%| t@mp&te This

toth | t at t d d in FI 49.
RiFfrs Redntfspes 5 G Tainat sabpLERers M Ml dfy tbles
depanhd logy an external interface on bus 4980. Exanple

external interfaces include SDIOI/F 582, PCl |/F 584,
a USB interface, or any other type of interface. The

WLELLA68H I G G A LY O TRBLARAT @ and/or

packets are processed by ingress block 4910 and stored
via nmenory interface 4920, using any of the

1003311| ngr eé\§ %ﬁ@@rlbﬁé{nﬁwew%@gw tpekihi §0hs vadausy iﬁtsl@aons such as

ﬁgﬁﬁgﬁagﬁgg{ Hkgkg& g§85@§H§ﬁﬁ%Q%E§Q%§¥§§g %ter CQPOIH()lr

6th8y pdskeAybe @rit g #HE2,1 pankatamaguﬁlldiehteslr@b nipléhdltidustrates an
Those of SEJII in the art t ot her

PRTRHE SEbe ’é’%?“\‘i\IQFIPlOYI[néd%%fS] #h Olef‘o AGIFOGEIR thiieh specd MAC
proeadbmth af daffed P2V §Irb R PROKAL IHREMALE540 fdeployed in a
processed in the processor (e.g. processor 210).

MG peocassot sychias gl sdetpledlaboec )whiay he demoyasl (perhaps with simplified

tt. d d f
FRERTTALEE Y 56 REr 3P oLeDetr Deaniiic ens LG SPAY processor
4yry iscaé§109bdnﬂ{ gé‘i@ﬂ&%?ﬁio%eﬁﬁﬁg &h@opal@ﬁet&pp@qbﬁ b6y Eallccl:iets, such

processor exanpl es of which are shown in
avarmuprm&gé%m 11n1l’21§|kf3‘fé;cf9f ganmbe)- depl oyed bet ween
nennr e b

[00332] Yn oﬂg Jxa %geeégégd%% yﬁ&?%hﬂggg@ﬁg?\gggagﬁc%wgr 4810 is
élﬁb@'dlai hﬁr pmb@bf ar® flard dedyi \adol ngeludec ethee de@agdoents, such as
This all ows packets (as Il as data, strucfures such
ggnmg@ e@}gyﬁﬁécor l@g@cy) packetyroggsginggif desired). Processor 210, in the

example embodiment, is sufficiently powered to process the low throughput and legacy

packets, allowing higher throughput components such as H2W processor 530 to be
designed to efficiently support high throughput packets. Other embodiments may
include additional MAC processors, as described below.

[00333] In this example, since 802.11(n) packets will not support fragmentation, the

embodiments detailed above may be simplified by removing fragmentation support



for use by processor 210. Received | ow throughput
packets are al so processed by processor 210, and may
wheoornsgf erred from nmenory interface 4920 to PCDUSRSTO65678
bus 520 via a processor menory FlIFO 4950. [00339] In
an alternate enbodi nent, Pro sor Menory FIFOs may be
replaced with a direct connection to processor nenory.
From B AR veare %lrﬁﬁ%nﬁﬁtlﬂg Rdn RN aREC € VafbLS 9}?&%?{316 simplifications
packets into nennrz or proceSS|g€ by processor 210.
e notes! abetio dHaeing tharBrmwgrei piocsss éledgmyrmykw ali@ws wwoval of
FRERt PRGB! SN Il OnBhACEE SO TEIRE s 4200 MR bcs node
W T80 Y8 g htehe gacke P e 5’n Sp eea
ﬁtﬁp&ﬁﬁ]k@?d‘ﬂag{:rﬁ&ﬁ‘{ﬁhcd thetfRigBn c@¥etian |teresHHAE k&t Be ﬂﬂﬁére’ﬁt $@dm chunk
be deposited in y (via nenory interface 4920)
ﬂﬁiﬁherem to

Pree e Jdgpe Qﬁeiﬂagn\m ﬁl’t vl rre@%zlaméfﬂaet therpanbodypens deta
[n% 1{1 @ %% Gt \%? Bﬁé ]:{ﬁ)geégﬁg (%ckpﬂ ﬂ%n(a glnwfnlaﬁ fe %ﬁ% are supported.

sen extern
[00334] i nt er Thewe. ofNﬁﬂEmtﬂiahrtai/llll Iemllgdap’]ﬁdt‘dieﬁe det aideeffs héreridoploying an

e adapted to reroute receiv ckets bac
?’8% ‘BF‘SWS Hichuhingn 2 saglg recesar |°\?Ei‘tg%l 0? PrPerssigg @l rrg‘;? fiyactions of

{QiJmt %@éi(ef"st B&; any QEotﬁé?e e&%sﬁiﬁieﬁy%nﬂﬁ%ﬁ{g %9 @P%@re MAC
[00341] In the exanp nmbodi nent, 802. (9)

pirodessens, pmhkcapsblaloé pmmclheg ahp stibret pf ﬁmessmﬂhtsf oOf course, a single

tt|n (i ncl udi.n ntation that na e . .
YL G P bl TadRted PHHEE Tyt SReleot e fpaetionalty
ﬁ@pag5Q@Q§§@§a{ornattlng For exanple, 802.1 I(n)
speci fies an Aggregated MAC Service Data Unit (A-MSDU)

[00335] whi chBifgrcatedohelhi ad| pw dhioughmd isy buhengr orof partitioning
l\llh J[lega%tt 8?t@v%%%1§tlplg Aﬁre{?rgéeg&%% 2213{ \ggﬁa rg l 8¥%COf dmctlons may

bo ﬂﬂﬁ@}tddrlg dlitfélentpMG\KBprolcsssSltsO 'R ckimpienid l’n)/ayaifwde’sﬁable to process
|nterrupt is glven to the processor to initiate the
vy ﬁgﬂatl]iynl@glp §PCedr 6O AR SHE Ha@b@tgyp@s Wogcparate processors when the

é é@g)ngrggtfl%len%%mtﬁﬁeﬂeﬁt&atcp&qg@%or tnfg %halrg gﬁﬁ%lent similarities

ter processing pr oc
BJt acheclcf efficieney i sharing comppnadte ssoif VAN deslgnso’unslderatlons are
[ to.the p%ocessor

Feedpack .be provi ded
5&1@{133&8@%11&?: ?ﬁ@ea@%lgr%@wuagowg FAQuSIIaGRe types

[00336] S| 9nakfG ty REQVL R éxﬁﬁfﬂé LRbSARhObT a%geléﬁecdnhﬁﬁncatlon device
These packets nmay al so be delivered to TX engi ne 1880

#91}0 tpoes winrag cesychopts Kldbdreusieu terenal p6E ewdiding (veo d1AGI rheessors,

e ne 221 and t i mat for
bEdRG B SEhC AR A by, HhvGRid b ekfid MAC processor
ghb&ditd Yh R MhsréHr8¢Rsor1 8Bl cRImpIBEY a MRdte iRtailed example similar to
i ncorporated into queues 1850 (as described in F

m)genmh@g@mwnmn’caﬁ%rﬂ&ol 1840, etc. Note that in

onsan, 1 CHIRLS STRSNLAPLS SAOLSEY LAl O SRt TRuR i

Slﬂﬁzedo phe Keérlate Sdﬁddﬂ)dﬁﬁeﬂt hﬁpi&&a ih FIG’I)49Aggrtﬁgadxad1pl@@ngress and
Protocol Data Units re al so recelved b
PRGISeRICKRS eV 919 d&%’f éf%m &8 ffXﬁer%lrﬂmey aG¢ KNniipof§R0. Example

external interfaces include SDIO I/F 582, PCI I/F 584, a USB interface, or any other
type of interface. The interface may include circuitry to arbitrate and/or multiplex
between one or more interfaces. Incoming packets are processed by ingress block 4910
and stored in memory via memory interface 4920, using any of the ingress and memory
management techniques described above. Memory interface 4920 may include, for

example, memory arbiter 552 and/or 556, mux 554, SRAM interface 558, SDRAM



interface 4920. In this case the packets are
transmtted by TX engine 1880 using techniques
waledoaitlsaod above (e.g. with respect to FIG 18)PCT/0S1007/665678

exanpl e, hardware processing of the high speed packets
allows for high speed transnmi%sion, while | ower speed
packets such as the | egacy packets descri bed above can
RtereRE 1562 dooWrioud oftek @%?@néhfts Proees apgklﬁ 119 M aﬂa %n adapt other
creating a throughput bottleneck. This allows t he
m@g@aymﬁéﬁ@¢3@ﬂmﬂlvarlous Iegacy packets to be Ieft

[00338]out o ?rag}lv%hbt?h% L0 gA ?%?és ﬁ%%&gvgtmls LS processed in

a||OMAn C|e

el procdBE@Vicd. Pode8@ARI 0B U ﬂ)@&lﬁﬁ ekﬂhpl'ég thgkdie phtkdahech are to be
|nplenented MAC processor. High speed packets are
farmatied By yha prapessen are debivered Eogy mRMEPAINtgECcPEP20 fo the processor

LA 20 P S SREPPb AMERFEfhgosor s
5205 MimApleaio€ whhédhi aresealvit i BIG. Q‘i)plf’eqird%‘es%oe ngérfiecc48:40be deployed
nd uIt|nater toreg 3 nennr i nterface

hejzeen PsHosy aeriaeacilep $n P@‘ SBé pA% aemmaiagww MOTE Processor

leeﬁﬁ)?ys FAT0L44850f RE d@ﬁleg ga PQifdr iferth QIRE ﬁelf?\ae‘ffﬁgtrécel&érd packets.
for packets using fea s not supported in

hbas dilawe pMACtpias @@élsasrd,atasslmtmss fuchgrendest clomks.ette) Jo be stored

i B PR e S0 or e TRae it RSB RefReliafielyopprocessed by
PRABYsY) 200, M8YmBE bE RASREEd flodh IRy hﬁérfé’det 89202d0pr¥Gsor bus

processor (recall that nag nunmber of  MAC processors
pafyvipe negsbey eekmdryE1EA@HNt i ng any nunber of sets of

[00339] packefn Ileglt gt%)ernbogr{ tSPr%X%ngr @ﬁmo WFE%SOHIQQ edlaced with a

| egacy’ packets are i vere ocessor

deeo cynndatien tap®cdldOmemara Mm@ﬁ@)w DM ADHYy Ed: E@d to place low
4950 as descri bed ahove. They may or may not_ be
peed inacksps prtgcmsmery it Proresgaeyby PERCSESE 2dRgi He 0po gmbodiment,

ﬁ@hl%?é ﬂﬁ&rf%ee@ rattﬁ%aiix}rﬂ@ lé{? §h %Slg%kF@ydquﬂyﬂﬁgsﬁggsgo? memory

non- aggr egat uni t
pAtk@bsl FIMDMMouWoﬁng theepad Bt GOn (Iﬂshlgiied;ﬁeedipaMhRAM

co o ent C 210, jf d
(003401 o " okt ﬁlﬁ? e%xséu Eﬁ‘e Lst? é@ aé%a?’@o‘ié’ﬁél ' a&l%dmmow
BRGYR 14920 PYL PrddBlsof 21 6 a2 411, | Forl BlaghpBX Qﬁ@bﬁceﬁaﬁnﬁ& 3B.route a

speed packets are the only packets processed in the
teaeichodh peckvntrghrad @sshe WIbAIN withaait senrdmeg e erabload |on'eon11 ¢he external

el SoFREY ! e e RURT Rt Jpatipla g ordthe reccived

bzﬁﬂl@@)ba@lﬂ gutBr @dsthissisn. dRicRéts delidhayve. bu@l@tze e formatted using
recei ve ﬁackets may be tagged by a MAC/ PHY interface

Qﬁy@fﬂl Hryes deseriticd @oB45, det ai | ed above) to

ousent! 0T ol DG RACKRRJHBR. (0201 KRR Sy RACIEIE MY el 1o 1
ﬁ@c&ebﬁfdﬂﬁ‘ymbﬁtlmgj@ﬂcﬂudmg AnaSradmvition thabnidlyDd. aplpfopriate). Other

general , any may. be applied to |nd|cate t he
Pisiiet ﬁ@%fnaa 1%%&: Resutdlone BcEHgT fIMBEIMEof Foypgxample, 802.11(n)

R3S Rggregated MAC Service Data Unit (A-MSDU) which is also suitably
formatted by the processor. Various techniques for rerouting may be deployed. In this
example, when a packet is received for processor formatting, the packet is stored in
memory and an interrupt is given to the processor to initiate the formatting for

transmission (details not shown).



[00347] In the exanpl e enbodi nent just described, note

t hat aggregati on and di saggregation only apply to high
waepeedijerket s (aggregation is optional for hiPtT/EpE®ET065678

packets, as described above). Low speed packets are

passed through the aggregati ot and di saggregation

bl ocks. Fragnentation is supported for |egacy or |ow

[00342] SPeedrpacdel 5’!0\9 rﬂlllrlﬁu Iﬂﬁltt of l%ﬁcﬁ?f&gtspﬁ%f%&ess-[@ by prohcessor 210,

processor (i.e. is afirs C processor and
gy bn dtOIWKfOp tr@@%@smn gorpedsse WhANwensounpldheHted. Feedback may

ove (i scri bed abpv
Prb@xl S B Rarcoe kN o P95 S PR By, sy
fRyroRRleSHRPOS t&frdlNardl fhicrlide. Mesppaciess aray ailkd bdieclbai® to TX

set or a different set of features in a second MAC
pravecd 88 forervavdne and impdbic durthesi prRepssR (G- cithndgeagis protocol

T L S L
dipeely tpdtkedgind 1830, bhihep matyetie ihedrp@nted iisto rpowdgsyl 850 (as described

Ik S Bt BRE R ARf 5 U i baeggfe cmbodiment

S&r OE WfRutSAd 0aRd, B GhasReest 19@2&5 &h& A-MSIjIﬁ' gackets

exanpl e enbodi nent, "t he "processor del i vers essed '
[00343] pack eHsghr gmdy paqke’rs»amtbfafs than8(. 1 4n) Aggogated Ma@ Protocol Data Units

r egress FIEO 4940. |In .an.alternate. )
PA LB oS sk et My mes ipg R ) 4 A S ispmemory via memory
PIREERE S0 EOILE Bits Fhé%Qlégﬁanét@ aad |t1%‘1’i'srﬁﬁtfe§9® @b@@ﬂfglﬂ&fﬂ@SO using
to select packets for prioritization within egress

tsclmiRuesodtailadf abges i(p.gd withrreyrect imblbetdal h?etm‘aﬁéample hardware

élinJBQSSIH%tEOr}IdthG F@C;g)er%g g)sgl%{c 0%;8 hl%al‘]- ?%eeﬁl{rag;srg%sfsmrlbwhﬂe lower

sieee @acﬂ@@l@bﬁ ayiha lcgabgz @hcl@m&s&lﬁea abbee gdasstdd out in firmware
nenory %ﬂb with DVA or other access nethod) et
%ﬁrpﬁ%ﬁsore mth@ﬁtcrem@efélwghwrl&%emplﬁomm@l%ﬁr the legacy

e e

O I nplenent a
Baliene, [aﬂlG@ﬁ@ itTtoobe desigsdd nlore refﬁchentbyr twhidd ktill providing legacy

recognj ze [ alternate con rati ons of.the
FReH; h ehihe %P@&varenlr% gmgRted Mfg SRTHN c%lfghoweed packets are
gl%‘{ﬂa@&¥ ﬁ%@@mtt[e@ gﬁ% W’i@ vePihb IPEAS kaﬁe%aeﬁﬁ%eﬁ%eg t8findicate high

mul ti-Tlow packet buffering and queuing
goRpoi Besspredpbyrscal orngtiesiomg 5010 in a first data

strucgure 5040 C ffer . 503Q the | ength.,of a
0034417 1 ot PRAGRaE Qb SR BTk adhis Trivee S e Patspehe 4970
&Qﬁ@m@%ﬂy gtosQCRNEcRasKah tirhdre rmﬂeﬁﬁ@et ham. SO0AP spéedapackets may

second data structure 5080 in the packet buffer; and
heanscd droughofo prgcersera DI mreensying éi.¢.ilegacy paekass, drrfor packets

IR S MO I e —

&k G In&nlalﬁei‘ﬂattsérﬁbﬁcﬁﬁlem peqlaskad maylebididtinmopaesstor 210 (without
buffering, and Ié)gumg FIG 5 1conpr|ses a first data
Beipg stors 115&1&@10 SYcinay 88 canegeted t9arwedtherapiipreie MpC processor

{Fgéa?l ﬁﬁ?‘?ﬁ pac fr Hﬁﬁl@ r@écegom teﬁ”\ﬁ-}% '&gme&iafo@ dubPSRing any

€ assocl
number of sets of packet features) In this example, low throughput or legacy packets

are delivered to the processor from memory interface 4920 via a processor memory
FIFO 4950, as described above. They may or may not be partially processed with
legacy protocol engine 2210. Note that disaggregation unit 2802 may be bypassed for
non-aggregated data units (Such as legacy packets).



data structure conprising a length field 5150

indicating the I ength of the associ ated packet; a
waegoenae nunber field 5160 indicating the seqRenUs2007/065678

nunber of the associ ated packet; and a second data

structure pointer field 5170 9hdicating the | ocation

in a packet buffer 5130 of one of the second data

[00345] St I UCRK &i1 8870 @Ry GhaWSthER & pdrhtsS bt e faodCnlghiR 2210, if
packet in one or nore of the second data structures
gardayed] Gu3s2hpie) Grocsss dibdggsreertd escltpeacdsaibid shonoiylower MAC
man nt, .for hi speed nedi a, access control. FILG .
S5 SRR i e YaS B e R i S Rs SR Al bloRessed i the
paaaat MU proRaids, Bl dliemacoahbilifchg aayftyps of PREREY may be
5230 in a first node to store one or nore paraneters
pwecsseEh of a plurality of communication flows; neans
for o . . . ' . '

03461 0" o 3B RAUElR ARE BecrybSguR BRI b RpBEIRRLy ThERe 2210
gpdenitddeoi@nNoleothat, reeciedd parikots enayi diaggdd thga MAC/PHY interface
| ocat j on _assaqci ated with the respectiye.communi cation
(A BWMARRRSY fl%tFl?fE‘EPnfsf@uE?tﬁ’éedSﬁ o @ew&ﬁat%%mﬁ@zéﬁpe- For
e fabkSS nfDIR ilihtiHA'aE SBRGKRLS (5)QE), 8% M0 btcl MRickets may b
pl urﬂgl il{ay ofn{clgrmulni cati gn fl O\Ag;)sr(m)gﬁ)s?g%?n)o © CRes may be
clonfifigrlias AgMSRT0ort AdVIBRtorid geeeral wny g ey beeppladdrivdalicate the
to .stote a Iﬁrality of sgtsfgzS ne or nore paraneters
FHNG QLR PEECE e ARY PrpOYFO PEAEOn flows, each

[00347]S€t Ofn OE BXankE CcPBEAMRAEjBstSRE@ el N ﬁfo:zbﬁ th@CalebRRation and
e

i ndi cated by the pointer associated with t| ' '

flisagrsegaitior osbymnphi watiglo Apded pack e thegtsanidorf isroptional for high speed
onfiguring .h2 a ry_interface 525 pera Wit h .

ERRHPAY hBDeP felc TRl el TRHRTC a g DEERRY Bn hbitopaion

siddicagpacietids bfooks. eB@bBmehtatibe isdugp@tdd fpr ©fgacy or low speed packets

comuni cation fl ows. \ﬂ[ 00353] FIG 53 illustrates

arlyeratdig sneafl preeisovt hradpecseidbes? 10bHtd Bist MeEGpraggssor and the

. ¢ ti y D '
SRR S BRI A REL AR PR GUARAIL e o IG5
nal desajbedadiove) twsd dentxdmEes onlyex lagsoabhtaag featule act may be

respective one of aplurality of flows, aps for .
&pafgrtﬁ% 8 FR L MBCPRFTYY srsawﬁtsawérsaen?@gses%eﬁ ¢f fgatures in a
§dcbRd MROD¥ce3d3 Peiftler BF RIMhAH de¥th&f off Whish nE Y performed using a
I

ocat 1 ons, each paraneter set conprising one or nore
pacessyet sick af processpedlfbcti ve one of a plurality of

flows_. the fir nmory location far.each paraneter

1003481 ¢ " ity PIOBTB BOY LSRG d AP IEBRETd PSR iy the packet
yafrevidsnchRiry limtettht® 4920w EGeRtlddkes9I0nE ey alsd RebitFBR MRtween low
for retrieving 5350 one or nore of the paraneters of

gnved prckaredqlivaregl fremy nopcepir aarase FIKQ@ 1949 padnhighespepd packets. In

PEBellAESSAAR 1L L QY ABTH L5, |0 o

pielitg cadearas pravesior @fressFIBO $H(C olpin AesnatieambBodiaknt, an alternate
storing 5410 a plurality of paraneter sets 5420 in a
FICROFY R FSPIassIGOCCEKE [FEfPat Rire AR al@%wéa%ah?% 4930 to select

?a’%‘fk@ﬁ%f gﬁo%tiglfl vathR 9%1@@ B8Ok RATAIRIRE. ?ﬁget another alternate
ocati ons, each paraneter set conprising one oOr nore

pabadeicet, prdamessoa cpespEHO w84@neuldfbe eliminated, and egress block 4930
could hand off low speed packets via direct access to the processor memory (e.g. with
DMA or other access method). In yet another embodiment, processor egress FIFO 4940
may have multiple priority queues from which egress block 4930 could select to

implement a priority scheme.



a plurality of flows, each of the plurality of flows
identified by one of a plurality of flowidentifiers;
wore@ng1§1ey storing 5440 a plurality of paranmetBCT/B81007/065678

poi nters 5450 in a second nenory, each paraneter set
poi nter identifying one of th® plurality of paraneter
set locations in the first nmenory, each paraneter set

[00349] POI Nt §ho RSSO RS th M RviANRc&nidch@yRhd afbihd @hfibh@Wens of the
means for retrieving 5470 a parane?er'set oi nter from
tehehisgscamleb digshin the wriclgscomaawo eatigintdevige f49@&/
i dent |l ery . qreans. faor retrieving 54 ope .or re. .

1003501 22kl PIEARRY e & ERPY mioRe eBBGuRh g T hEuine. F1G. 0
pRh@iRt @maat fdritorihePodanc e fidt idbtatshactues $040Med packet buffer 5030

Egraneter set pointer. [00355] FIG 55 illustrates
peratk obe figiippelst 8050, She srgpenopmaribagof Be PRl S8¢fbaad a sccond

g%%%f‘%%?%g?gat%ﬁgdﬁlof L Gon P RaG WRELSE ?%grgﬁ]ggwefp%'éket buffer; and

or nore packet el enen
AassC foatsasting ddta G020 dfoma tid Giralgatketah tht sacndndaeastiuaiire 5080

a second pluraljty of queues_.5530; negans for selecting
Bsntienbefieniortd SR kS _usffeﬁ <8 ieoad Ul ur ol 1 y of

[00351) AU UERiG 2N IBARS dsBEctS bPRURBATR kNS uBRlES hed queuing. FIG. 51
el ement 5560 1n one of a first plurality of queues

8B IR sce adhrsigdata sirasise Ail 4 esbowmiatdd eitle a ghcleet,pdndr @lei arym@f second

| s. 56] FI G il | trat t f
S8 geicor o0 i piec e fonbMn A e RS REG T, B shep the firs
882 GRUPHFS 8Sm afl@ﬁgtﬁtﬁé'lﬁ 3959 Gdlc AN @BE 18Rte off ithé tissociated

data structures 20 in a queue 5630, wherein each '
paaket agaguense puaber fecld Ghpl inslicating thersgawenics anpbeeaEde agsociated
e Y jate ack n i [ 4 a.
EEREEHhL B AR B RERSEL: IO BB Mg B Bshafip » packer
biRaT 3 10N @le dbetstscdorbddth atruahires (A S0 esMECHdwemeans for storing
associ at ed packet data; mnmeans for determning a

? FAhbapeckghinons s aiarc gbtg:scopndlatarsuciuges§180i ng 5670
one o - f fii:

0557, ST ERIENSRLUEE AR PRSI oyl h o0 s
o, fRAG. S2loeatprringg M6BG 32 Befor atlcaimey arfirstosresckond mode; means

ggﬂﬁgtruct res such that the §$n1ofi;he retri eved
Ot GANTPYENE T $thBICHIOEY o Pilpst fysh Dode rtgcrtgicegng or more

baascleRefdr ehick lufaBity HcIhRANSIEA fond@d s, MU For @Rfguring 5260
means for aggregating packets 5690 in an aggregate '
heofit ahentay anuniseqondamhdade segatae goiptee Ket cadenf ithd ptirality of
by the. pointer to the second data structure in the :
%%P%l&{‘%g“%}’e % Y Bng%tl%&}%%t’rn&c% [praion 150 5¢ %thhe geppective
tdhimshicad s flanpafchss &fr RAGMNL BEIEE sS@ni i8S 5240 in the first
gueues-in-service and queues-in-waiting. FIG 57

BOAp e stase meglkess forr cash| afcthie mduslinpoh compepicgtien élosp; gieans for
h - SEervi ce: S I [ Q .

ST NG 0 TSGR SRR SEchl ] O Sty o s o

sthed ot paramtictssfor fehewo bt luntianst E@nmaniosibn flogs,acach set of

second flow 5760; neans for storjng one or nore i i
ANEHRROL Baragcigtsstieicd i dhsuocrtiqrmdicated ibysthp PNt Rspeted with

MR B AHNE UeshRuSiEAnonC $owTEARS nlQhs %P%%ﬁﬁ}g@lﬂ}ggt%%oti‘%emory

t
queue-1 n-service tor transm ssion duri ng a
intafisnis3 S0 operaigdp ovithuanthtrg ;memety me tresseford wodertorbg opé@five to store
one or rmrﬁ . ..
packets for each of the plurality of communication flows.

[00353] FIG. 53 illustrates aspects of multi-flow media access control. FIG. 53
comprises means for setting 5320 a flow identifier index to one of a plurality of flow

identifier index values, each flow identifier index associated with a respective one of a



el enents associated with the second scheduled flow in

the queue-in-waiting, wherein the storing may occur
waealitsameously with the queue-in-service proCRESEUSYIT/065678

[00358] FIG 58 illustrates aspects of ingress

policing. FIG 58 conprises ns for receiving 5810 a

flow identifier associated with a packet for one of a

PR of Ylo®k; AeaysStor RRARg 300 arlﬁhfan@wbpgaré&a@r @aﬁ 5940 in a first

nore paraneters associated wth | ow i dentifier;

memoesy £330 adaipluriliy EgBst mh@omtﬂcetlomh earhaparameter set comprising

BX edet erm ned onglort on i

Ilq HI' {I]H Bararn GI'Serr & e&leei,ci?ig% g'éé ég‘ a raﬂt Cfcﬁé\g%af qﬁﬁ? first memory

tersas
Wichtiort foe chdtoparhdleRt kdtii@entifixb d)y@@@ﬁecﬁ% flo®] ieeitifMg 1151&40value as
t he packet en the predeterm ned condition is not

gaatinsthe dlpw deagifier Gégée angd peanh dororetigying PAPY joag ey more of the

& t
PEOBTEH et LR B e R B sl Bmory in sccordance
pz@thltlee figw iddnGficEddeanpri ses neans for receiving 5910 a
ow i d ntlfJer associ at ed Wlth packet for one of

a

00354) pI ur af 1@y S lppEries aprsshs of grulfi Orw SVPHy ety FEHtol  FIG. 54
h€ forQEsiRA I

rraxllgﬁrrstﬁ?n%f fgeorr%oc cu p%ﬁ?yéglé%cl)lt ass %lagltg feea SWIE tsﬁﬁa?l Hgg fits woery

Péhtcath @arammtanst fstred et ki wypasgve oneldtd phirgdy kdt pararneter set

PR BTG PRI DSBS AU B PGS R fEisctive one of

b B%l&g SPtlbvk &fach 8Nthe PRAASty 0P Tlod THdntifiRd by B8 BRE KRrality of flow
en the current packet buffer occupancy is |ess

tdqafmﬁ@rhemm |fmme>1mﬁ $4éh0 agdeiapnefypasander st e@nwr& $#50ri@ a second
rne Vgtjlf de g Ipfallra eaee nste 1n‘fel'1lrlmderﬁ}1dg E cﬁ%cokfet%@ c?'nft Sararneter set

Fow i
Rﬁ@ﬂf(ﬁtssln&ﬁs dtrbtaimeshoy, telacﬁ Iperabdcedt detl @ointdri &Eocu{t&ﬁ%ﬂi] one of the
FI G 60 i I | ustrates aspects of ingress policing.

I‘Ee]éy-rﬁ flopss; gleﬁ%f@étretﬁl@ymgr 446 POPArABElRE s¢tgrointcr frgrlnet'he second
Yﬂ Q&:Of e %Hﬁ‘l é?’ oﬂ}o{d@n HEE&‘SY for! er[me@ﬁg'M% c?he T more

| ty o nmeans condi ti onal stori
ﬁﬁ3ﬁe&rmmhehe ﬁfss nrenﬁmedy w:demlmg]&leqfardnht%tmeumadcbmydamde with the
flows in the packet buffer in accordance with the one

Wﬂ%ﬁ@a%mréefeﬁpnaafraneters [00361] FIG 6 1

[00355]1 || uspf@tﬁﬁllﬁﬁﬂ?@c% gspRbts r@qhﬁtl?féqﬁ?ﬁ b IeRing foF hlgh speed media
| ow | at ency response. conpri ses neans

stoess qugtrel. 1HIG . Saeompriney ecdnis it stdramgﬁlt()rqmtmrrrwe @1@1@t elements

i rst dat t t )
s DG S et Eha B G B E8 5 Ricppa oty of queues
ASHRGARALS @br@@&mﬁigm #h fleinBhefiorf bAR of hedsceSEPPIdriay 8f queues;
structure 6150 e second data structure conpri sing

and measy for yiering éﬁS(bﬁhet srdcqtess plegrenty 856 sbenawéd Pt lpé{rahty of
1Rs sERARS cﬁu%ﬁ i %{Ei% ﬂ%%f%ﬁﬁurgﬁt cﬁaﬁngﬁgt h
al'ues™ f fom ¥ &h fﬁ of o

e or“more of the

[00356]f i r st FH@at 86 slllnst@ttetsr aspee’ dhaggrdgativni i nebigangretl ccommunication
transm t opportunity requjring. a responS| ve

EXSEAS MfdEi o CRMPRPTY RCHBelEsE e méd Otqneori Mpker {igf datgrructures
B8R a queue 5630, wherein each first data structure comprises a length field 56350f

a respective associated packet and a pointer 5640 to a second data structure 5650, the
second data structure comprising at least a portion of the respective associated packet
data; means for determining a transmit data amount 5660; means for retrieving 5670
one or more length values from the length field of one or more of the first data

structures in the queue; means for selecting 5680 a set of one or more first data



6170 for formng a response protocol data unit within

the predetermned tine interval, the protocol data
wWa@eior/1canpri sing a protocol data unit | ength vBETIES2007/065678

determ ned in accordance with the at |east one |l ength

value within the predetermine® time interval. [00362]

Those of skill in the art woul d understand that
stRfcaureR ki @nthan qleswﬁl @k&hmn@seedr 1%1@@@&%'1\1& Aot 1 tRE s&NYT first data
of a variety of fferent technol ogi es and techni ques.

Starctlémwdle@ th@ltapaequahm thsrcttan@mst dagtopmewrds and means for aggregating

RSB IOR7 B0 e R 0 Ja S e By o
b@ pl'oﬁﬂérﬁs e s%dmhydat@bthﬁﬂﬁé in thdlsElROES scteIf Eiedt [darmgnefulds.
5q7net| c fields or particles, optical fields or

l00357] part i EICes dhuspgs eenesisreft Shedow Heehesfsering 36 Ipcupsgaservice and

8{1@%5 A l)va gl q*‘lf}u% P&EPQ&E rn?ecdh?gperl steﬂ:@ﬁ%é 5‘?20\/%?5? gﬁ%}le 5710 as a

ratlv I'ogi Ca F CUl

qhaorihisbivicet mesnm stledigg 3740ornect qwue w780 ag A@ucuc-in-waiting;
nbodi I d . h b ted

g}e@g@t | mreﬁréE E\(,:aa 133 flqy?r;?ﬁlé@,r mg%;tfst \%érsé e nltrelg aesec%rsld flow 5760;

R ﬁ?gﬂoﬂﬁg ofd op&Bﬂf elg_rﬁetﬁk Sl é/ssbéﬂlt@& Wlﬁﬁttﬁe iRt Scheduled flow in

I nt erchangeability of hardware and tware, various
fhiel qmm-at—swcc,omrpmdht 9r00b$smg<§780n1d1d ulue@ﬁ; 1mse|ml|¢ fay, transmission

n ste Bave been descri ove % é % ter
‘l‘“% &i rsf HEPPBNSR YRPOTHR ’h%I} 3&?8]% k] toyo?es or more
EIERBRBRERAP Wli‘tﬁrtﬁ@@é&)n@rscﬁ&fu%’@ﬂ&VQE REOQScHPROWAiRRg, wherein
particul ar application and design constraints i rrposed
s starmgaast edcpr @y@ttémﬂou%vvltbe@e dpeucsiarssres Propgshiagent
[00358]t gre t ?EI?(? ;éréjglgusﬁgte t Ispge% ft%ﬁg{regs égflglhngnPﬁ;tST c%rrnp%%gs means for

ﬁ&@ﬂvﬁ‘lgoi’f&l 0sihfail ddantificosssbdiited pﬁtﬁtae@caa foAbsd oila Alurality of flows;
departure fromthe scope of the present, disc|osure
[SB6T TStFieViariBeHNF OF WRATF RETARSIary grosiatal| Wik ghe flow identifier;

HBn_%Jszld ’ad‘ﬁﬂgl 5 31 the Iﬁgﬁé’f r R, | I ea%%ﬁreh' &)ﬂd}gﬁ'o'gris thfsfied in

I ment's osed "herein may be I nplenmente
peofdanoe dwvith hha apener ahorpurcptsed ppavaestssr assacidiedi tvith the flow

Flsareabuimerncr tegeaa 10 BRrssk vikaghE e nigad gonditon i

Rbtr @Visfidd AN ccBFdaREN GhithRhO OF RBTRRLSBicl QOp£rafBMILC Bsociated with the
di screte gate or transistor logic, discrete hardware

towpdengifics, or any conbi nation ther eof desi gned to

perfo the. ctions described herein

003591 Do OFB S ULEREES BB oinerSs pBftEen 0. S5 iFhrisey, geans for
ﬂalc&@ﬁfgaiglﬂ% fld M edcRrigeeESQiatBR Wit Ilﬁaaketqaﬂ ¥RNGS Dpidtality of flows;
processor, controller m crocontr or state

mseM fos reliicping cee serent rmykfm@cﬁfeb@cwmn@frém(bdn%ls dor retrieving a
%@Qgﬁ%&uﬁr oéccﬁ?ﬂﬁgt 5% %? o'c&?e% wﬁtlljl? g}el ?y%g?@énﬁﬁ%ﬂ Ofcans for

rocessor,

ratGeant @OeRf0iNS , paokets Q?(94DDzli£0cmltedi opitio aks Strve 1ﬁéht1ﬁer means for
conjunction with a DSP_core, . or an%/ ot her such

ESHITIRG RKITRHM TROkRsE 3PS OrResosiatsdswish the Hgphiantgfier; and means for
Q&rgf?t'iﬂgt o &%ﬁ&ri%@dwh&l FRNREChH Bﬁbk\é’f Hi‘ffélh@ccupancy is less than the

maximum buffer occupancy associated with the flow identifier or the cumulative
packets associated with the flow identifier is less than the maximum packets associated
with the flow identifier.

[00360] FIG. 60 illustrates aspects of ingress policing. FIG. 60 comprises a packet

buffer 6010; means for retrieving 6020 one or more parameters for each of a plurality of



enbodi nents di scl osed herein may be enbodi ed directly
in hardware, in a software nodul e executed by a
wEe@caesdeY , or in a conbination of the two. A BOf/USBNE065678

nodul e may reside in RAM nenory, flash nmenory, ROM

menory, EPROM nenory, EEPROM7Tfenory, registers, hard

di sk, a renovable disk, a CD-ROM or any other form of

AbR528R ﬂfvéahsumr l@aﬁmohm}l hsriRg lo3d\a I?a)éﬁéfpis%datéd ¥idd8ne of the

medi umis coupled to t rocessor such the processor

plaralite ad flonfsomnthe ipepkdt rlmﬁﬁgr amdcegrilange mﬂo theaencoar more retrieved

taprem%{ or age medium In the alternative, the storage

REaS rray be integral to the processor. The processor

[00361]and t REG S§ DiIAGEalke dispettsT8Y nicdfd Beecbd c@rohIbLlow@edSl sponse.

J{(%/) reside in a user termnal. In the alternative, the

B s euspDrisivel MagBs &arotering i@ enn ereorcelist datastructures 6120 in a

i scr ne S O
] 6L, GOTRARTOLE i QS Sipchif Tolrisey ARG, H08 6135 of
mspadtldedtsstomamﬂapéoketamd p)qmmmr 6140l toed stgont hdataktrudtae 6150, the
make or use the present scI osur.e. \R}[al;l ous

RSN NdrTHRGTS EomReNRE é saeliheitien @i e Fapocsiag japspeiated packet
@ﬁ@%@é}k 4180 tf&ol%?rle%lﬁié dftor rﬂofeh@n@ﬁtvaltép @rohhﬁleg&{ﬁﬁ fi€ld of one

princi ples defined herein may be applied to other
enbodi nethesfing ddte utru@temnn |tltrng1ﬁemrmtrh@09§ﬁ toi & transmgi¢ @pportumty

of the discl osurf Thus ﬁ% rese g[ di.sc| osure i's
R Gt REOREY ARTBEY, SR & HSIING SRBVRCRR:G means
buto fos f&@miag ade§RnSeProtdte] Whtd @it WwielR ehCpRabSingREd relnterval,
the principles and novel features disclosed herein.
theop®Tcol AT W8t CoMPNEDE| 6p@m¢q\l/sia1a upitnpiepgibdvalue determined in

gcanc{ap§%w?cp tl?e rleas? nenlterﬁgtfl 1%1% i r?th% %cf:eteli!mﬁhed Nirke interval.

[00362] sequemﬁ@semﬂﬁaﬁr nﬂﬂletalﬁtGW@adKﬁlﬁers&ﬁd tl@atﬁﬁfb@tﬁﬁtldiﬁﬁkﬁilgnals may be
buffer | ocation of a second data structure in the
[PRESeRRtC iSTEy ana R & variety gofd dtfEerent ofssinedogics, apd ﬁ%célvawes For

SOoTE SEE At R0, ROHEhL SnkdiGRG, SERY O SpHRLE nd chips
that froeyt ber re6oenqued sthrgighsttothiengbave deschiptich dadyabe represented by
structure in the packet buffer the. Istgqu th of . seco\%ﬂ
paltaget: Cufrﬁ%tss%a%%nﬁ%’e@wsoma% iegfielier Pt gt OPiy) fields or
BartiOlg 1P aRRE&RDInRMET @Ercbpcation of a fourt h dat a
structure 1n the packet buffer; storing data fromthe

[00363] secondhgracieskillnwohkd futhet rapgeccits thai cthareriode ntlustlraede logical

ket , buf ion:;

B maoPE T Gedtommr TEREnRh s AT g FPacgtign with the

tMBodihlehts ARG c8 thektsh W b3impib@eited R dlcefrofit dlafdwlare, computer
further conprising form ng a packet queue by storing a
software, or combinations of both.  To clearly illustrate this interchangeability of

hardware and software, various illustrative components, blocks, modules, circuits, and
steps have been described above generally in terms of their functionality. Whether such
functionality is implemented as hardware or software depends upon the particular
application and design constraints imposed on the overall system. Skilled artisans may
implement the described functionality in varying ways for each particular application,
but such implementation decisions should not be interpreted as causing a departure from
the scope of the present disclosure.

[00364] The various illustrative logical blocks, modules, and circuits described in

connection with the embodiments disclosed herein may be implemented or performed



linked list of a plurality of first data structures,

each first data structure associated with one of a
wWebwralswy of packets. 4. The method of clai mBCT/US2007/065678

further conprising form ng an array of first data

structures, each first data s?tucture associated with

one of a plurallty of packets. 5. The nmethod of claim

Fithf 4rdeR@hl paRpBLd W&sg‘o@r andigta g&gm ﬂrbé’e%ﬁord@jg?) an application

structure pointer |ist ree first data structure

poiciiceintdgrated et (A5KY. @nféelé progypmnfaplesgatelatray (FPGA) or other

structurbqe |ntﬁfs for ass ocCi tlng a . first, data

Rrogranimatle “logic device, I,%s&r ¢ %31 S I% an@%]tpri hlgglc discrete hardware

EaNPITIchisNg: afilbinBitlafign eherdofsdesidatd ¢ et iR RALMSBI described
fromthe free first data structure pointer |ist;
hergivisngencrd PUEOs BIRSESSPT Mgy by atnacg)pfqmsef dupsi the alternative, the

BESRAPSIY B4 Sy AP BRI oo, or s

hatifiee. ah probesat nay alderitel imembyted 8 & ebmb@aeidn fofr sdmputing
gata structure pQinter 7 Tge met hod of cl aimb5,
TEHere-Lorfr o8 HEARadiFhg? aPEP e d1® ud | PIGeRFBeesOT | ¢ shlurality of

ARdr8pREENGE VSR &Othﬂfe%lcrr@pr&@scfrﬁ ‘?I?C(ﬁﬂjﬁ&ttlog%lﬁ a DSP core, or any

structure pointer list to renove first data
stheusitchicenfiguwatiarhe packet buffer. 8 The nethod of

cl ai furth r co ri. si n for n e. second, .data

1003651, £ e 1 1 bh S D el s SGRPGHOy Fith the
Babsdiflends| cﬁﬁcl@s‘éﬂﬂfe‘réﬁ ﬁﬂayOB@ eﬁfboﬂléﬂedlfé‘éﬂ?tlﬁ rlﬁrcfv@e[re in a software
associating wth a second data structure.

methlsdxeduted by mpBocesigrt dreln ac@mmln@mgbf thetw.ev Ansg)ffavare module
131 e‘g dgat & R NUGL, %{ ?' %ner}tl Ir%g{n (9]91[ Se%@?{% memory,

Fuct ur e pointe he Tetrieve

EEBR@@M dhadrBor§] Fogidets, ehaﬁ’d)ldﬂdkefa ﬂeﬁ@mmla elifk; @eCBERONY or any other
data structure pointer |jst; and storl ng the retrieved
fsm ptaragamedivpcknomd dhe e AnrexcAwlask sormecgagdien is coupled to

n%{;&g%s%cgcs?[:ai i< occ%s@@r a!nrr%ad ﬂ%ﬁneﬁfoﬁ%&ﬂr fnd nghe &@&matlon to,

er conprising storin
thecondgdateishr uat the eliematine  thackebgd ufetizim artayabe integral to the

| ocat i on dent|f| ed the retrieved second. dat
BROF R BB S the e o OTO R P i3 ¥ AS{GreThe ASIC

FRYRELE A% AL kIRl PLEM QWS Ikt V& TRY %c@ﬁ@ﬁﬁﬂi @8k rage medium
structure pOInter to the free Secon data structure

p}@y mesede dsidsgcrdto cospaneststihe userdomainglat a st r uct ure from
ket buf
00366 e PRRS Rirv NG HEcripiFs of PR JEElorgfebodinih i miuted (e ible any

person skilled in the art to make or use the present disclosure. Various modifications to
these embodiments will be readily apparent to those skilled in the art, and the generic
principles defined herein may be applied to other embodiments without departing from
the spirit or scope of the disclosure. Thus, the present disclosure is not intended to be
limited to the embodiments shown herein but is to be accorded the widest scope

consistent with the principles and novel features disclosed herein.

[00367] WHAT IS CLAIMED IS:



data structure in the packet buffer is stored in a

second data structure pointer field of the first data
wa@reoaaiee, and further conprising retrieving BCHESINT065678

data structure fromthe packet buffer, the second data

structure identified by the s¥tond data structure

pointer field of the first data structure.13. An

apparatus conprising: neangfgmmstoring in a first

data structure in a packet buffer the length of a

first packet, the sequence nunber of the packet, and a

§econg> qﬁk E bqgfgr | ocati on of a second data

st ructure " Ph Yhe %d%ket buffer; and nmeans for storing

dat a §tbang ihefifst dah spaaietin laliba&l&e beffeandledathdof a first packet, the

structure identified by the stored second packet
BaLERGe UathST Poie pagket, PRd agperad ket bpffer lars%ﬁqls)f a second data

gtﬂucgﬁnﬁi‘%’mlﬁwﬁm e for storing in a third data

ure in buffer the length of a second
packemonh@émsﬁ@uemméhmqﬁﬂ&nhoﬂmEbﬁmﬂ@@mnﬂmpawaﬁmnﬁﬁmmbyﬂm
a fourth packe uffer. location of a fourth data
%PF@&?%W@Haﬂ“FEEPE%QR@Fmbuffer means for storing data
fromthe second packet in the fourth data structure
identified by the stored fourth packet buffer
Locat Thamethod ofrekurs 1f Girthet comprgpingie | ocati on of the

third data.structure in the first re

The asparBine W S et T b Buprhe it g gtond
p&kef, AcHeflendc RAGKEL o fANEURoRY paiker, hAWa %dr!h"ﬂﬁ@ﬁet'b‘uﬁtar Rtation of
a plurallty of first data structures, each first data

& fougdt dptaestars e inathe grackict huf(ﬁfﬁe of a plurality of
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4. The method of claim 1, further comprising forming an array of first data

structures, each first data structure associated with one of a plurality of packets.

5. The method of claim 1, further comprising forming a free first data structure
pointer list, the free first data structure pointer list comprising one or more first data

structure pointers for associating with a first data structure.

6. The method of claim 5, further comprising:

retrieving a first data structure pointer from the free first data structure pointer
list;

removing the retrieved first data structure pointer from the free first data

structure pointer list; and
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the packet buffer at a location identified by the retrieved second data structure pointer.

11. The method of claim 8, further comprising adding a previously removed second
data structure pointer to the free second data structure pointer list to remove the second

data structure from the packet buffer.

12. The method of claim 11, wherein the second packet buffer location of the second
data structure in the packet buffer is stored in a second data structure pointer field of the
first data structure, and further comprising retrieving a second data structure from the
packet buffer, the second data structure identified by the second data structure pointer

field of the first data structure.
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16. The apparatus of claim 13, further comprising means for forming an array of
first data structures, cach first data structure associated with one of a plurality of

packets.

17.  An apparatus comprising:
a first memory,
configured in a first mode to store one or more parameters for each of a
plurality of communication flows and
configured in a second mode to store a pointer for each of the plurality of
communication flows, each pointer indicating a location
associated with the respective communication flow;

a second memory,
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19. The apparatus of claim 18, further wherein the memory interface, when
configured in the second mode, is operable to store packets in a packet buffer in the
third memory, the memory interface for storing:

a first data structure associated with a packet; and

a second data structure comprising data from the associated packet; and

wherein the first data structure comprises:

a length field indicating the length of the associated packet;
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a sequence number field indicating the sequence number of the
associated packet; and
a second data structure pointer field indicating the location in the packet

buffer of the second data structure.

20. A wireless communication device comprising:
a first integrated circuit, comprising:
a first memory,
configured in a first mode to store one or more parameters for
cach of a plurality of communication flows and
configured in a second mode to store a pointer for each of the
plurality of communication flows, each pointer indicating
a location associated with the respective communication
flow;
a second memory,
configured in the first mode to store packets for each of the
plurality of communication flows and
configured in the second mode to store a plurality of sets of one
or more parameters for each of the plurality of
communication flows, each set of one or more parameters
stored in the location indicated by the pointer associated
with the respective communication flow;
a memory interface operable with a third memory,
configured in the second mode to be operative to store packets for
cach of the plurality of communication flows; and
a processor selecting a selected mode as the first mode or the second
mode, configuring the first memory according to the selected
mode, configuring the second memory according to the selected
mode, and configuring the memory interface according to the
selected mode; and
a second integrated circuit comprising a third memory storing packets for each
of the plurality of communication flows, coupled with the memory interface of the first

integrated circuit.
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21. A wireless communication device comprising:
a first memory storing one or more parameters for each of a plurality of
communication flows; and
a second memory storing packets for each of the plurality of communication
flows, comprising:
a first data structure associated with a packet; and
a second data structure comprising data from the associated packet; and
wherein the first data structure comprises:
a length field indicating the length of the associated packet;
a sequence number field indicating the sequence number of the
associated packet; and
a second data structure pointer field indicating the location in the second

memory of the second data structure.

22. The wireless communication device of claim 21, wherein the first data structure
further comprises a next first data pointer field indicating the location in the second

memory of a second first data structure.

23.  The wireless communication device of claim 22, further comprising a packet
queue of a plurality of packets, the queue formed by a linked list of a plurality of first
data structures, each first data structure associated with one of the plurality of packets,
the order of the queue determined by linking each of the plurality of first data structures
in the linked list in accordance with the next first data pointer field of each respective

first data structure.

24. Computer readable media including instructions thereon, the instructions
comprising:

instructions for selecting a first or second mode;

instructions for configuring a first memory in a first mode to store one or more

parameters for each of a plurality of communication flows;
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instructions for configuring the first memory in a second mode to store a pointer
for each of the plurality of communication flows, each pointer indicating a location
associated with the respective communication flow;

instructions for configuring a second memory in the first mode to store packets
for each of the plurality of communication flows;

instructions for configuring the second memory in the second mode to store a
plurality of sets of one or more parameters for each of the plurality of communication
flows, each set of one or more parameters stored in the location indicated by the pointer
associated with the respective communication flow; and

instructions for configuring a memory interface operable with a third memory in
the second mode to be operative to store packets for each of the plurality of

communication flows.



