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WD 2004/ 010271 PCT/ US2003/ 022191 SYSTEM AND METHOD
FOR ELECTRONI C TRANSM SSI ON, STORAGE AND RETRI EVAL OF
WORNMBNEY CATED DOCUMENTS BACKGROUND 5 Appl i ceeit/§52003/022191
invention relates to systens and net hods for providing
a verif] chai ' [
creati ﬁggtggcgﬁp%ﬁ@ﬁn@ﬁﬁgﬁégﬁﬁ ‘g?\?N é@elst‘d}l?gflal
and deyORAGE AND REIRIEVALOE AUTHEMECATED PRGUMENTS
obj ects, such as Electronic Oiginal TM docunents.
This invention advant ageously uses Applicants' Trusted
Custodial Uility that gAckRerturbectronic original
records and conparable systemroles as a Vi rtu% o
el eaippticents' invention relatealld avatems and E9thes fopproyjding a verifiable
i ndi vi dyal to perf kSl t i i
crain ofentepee 7o GECh Mg AASY, BBt Thaid@fiance, ransfer,
refldiv8Cire dextdctidreoRdledtiemiobrigime irfatmhmsioni abiedtarsuch as Electronic
certificates used in the digital signature °
Onginal daeyrBeNtnd user aut hentication processes. Such
T ; ' Apsiahis' ThuStedRadstodial Didity that
5 61 o e a7 006 and Mo
hdldS6léctbdic ofitioal recordgiang comparaiie ayHiemPigsiasRVital plegonic
in.this description:, . Al itd Adueatl 4 ticit
vaulhinar Ty Ro g PR op GG BE AR S pdidle AdeR e uthenticly
of&bhiitd s aketrdHiainiomtion iobjectsTvhd Hypstatusxif théaakthpntication

B L

| ' ' bad h VS e5serits 0loD 6@15Q68PNo.
S@T JF?QE IF%!E’ Y%??Etaé‘?g?ﬁ‘i Prot ocol , | ETE- RFC 2560

5XAB(T38] Noe6,837,0PGanNdNo&$61.813-ast ruct ure Online

Certjficate St. Pr Qf: ‘o sthi . PIN
S Dt Tt Sl
Abbrdliggemphi ¢ Standards 30 PKI Public Key

Infrastructure PKIX Public Key Infrastructure (X 509)
C& M ME Seesttiicalion Auteihose Internet Mail Extensions

CkL Certificate Revocation List

CSS Certificate Status Service

HTML Hypertext Markup Language

ID Identification

IETF lﬁternet Engineering Task Force

ITU International Telecommunications Union

LDAP Lightweight Directory Access Protocol

OCSP Online Certificate Status Protocol, IETF-RFC 2560 X.509 Internet Public
Key Infrastructure Online Certificate Status Protocol — OCSP, June 1999.

PIN Personal Identification Number

PKCS Public-Key Cryptographic Standards

PKI Public Key Infrastructure

PKIX Public Key Infrastructure (X.509)

S/MIME Secure Multi-Purpose Internet Mail Extensions
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WO 2004/ 010271 PCT/ US2003/ 022191 SCVP Si npl e
Certificate Validation Protocol, Draft-

WO BEEAORKIX- SCUP- 06, July 2000 SSL Secure SocketT/Ls2003/022191
TCU Trusted Custodial Uility 5 UETA Uniform

Qi\%;fj;gnéﬂﬁ)l % %%%{eg{;ﬁ%déﬁén Pré%co%r@ﬂ?l‘i'b#-@’mré@w -06, July

ronic natures in d obal and’
Nat i onal ogggmmer ce Act (ESI GN) I egi slation and U. S.
state | aws nodel ed after the UETA drafted by the

SSlat i onal Se@BASOCkeIdEYBF Commi ssi oners on Uniform State

Cl{_gws andrg {érdod@goagmmﬁpommnded 10 for enactnent in

99 provi e assurances of |egal standing for
UEstect r onUniédriny/Electjorid TranspeliaigA%dn obj ects (el ectronic

d t d t, banki
Xtind el ectHEHPBECUAREPEENGURG 1 af nod at real i zi ng
t he 1aE U 81 ERENORBGIgRMNETIrESI0bEI ammuamrmto@mmqpey\ct (ESIGN)
whol I'y el ect t t q
'e@ﬂgméa@rg’?ﬁ slee angroapesigaig =T Ay Mo b’
Cocng? «?b’g Qgg\?ﬁ %‘ﬁ\sﬁé\/}\:ﬁ lof UrfieA Stste ¢ eivdsandAagpfdvedsaral recommended

ere trust is established betwrﬁ q
fouérﬁ:imen’dn u$en pmo\gmaaawam Oﬁiﬁg@i slanding e qlegirorigally signe

in@rpetr e Bt RETh e RNET Rt B aidd Udrient, banking

ar@%l@&ﬁfrﬁ@cérﬁrﬂ@@@ctﬁw hmid atatalzingctbe efffdiercy @ndigeanomies of

d an individual's or entlt\t&% identity to his or
thpse ppigbtialty Wslly @jestionif FgPaciifiér e onl'y the indi vi dual

IS Gy ??Bdatﬁ%%%ﬁrteochg %a&é‘ 8Ieﬁﬂ¥n€§k‘>ﬁtﬂ iRl sigAbRIrk @chnology used in

(signi e tine hi s appl |, i cation,
cregtifg dleciadrés sowcauedoyds. 06%#%‘ gellackien pirOAR Wigee trust is

t t and
e
refifidhshis hethiedt @Asb@tméugﬂl Sos$adrtificatiNo. anmlgch@mratfrmCAs A
e e e SR T oy
ldeﬁgtgtté F%Qé%gﬂs' dqufﬁ)g{: ﬂﬁ;ﬁ (\/%ﬂfyﬂf Lers Whiek indiaeual ls&glden access to

certi |cate s validity peri,

thedatehiagorivateskayeBigninghnat thetisre Qﬁh@@p,p{lcq{@y %IP igates normally
ccgpsfgg% %%Tﬁ%gﬁﬁgtc?@ﬂg le't an@gr‘é tﬁéﬁﬁ@él‘?Qé @@hél?y signed by the

nee create and verif Yy
isSLipyich. . sLenaérifiestes de@ deﬂiﬁewmd:IG dDtodl.Si RatantNe, 6,337,096, for
f

e{ggmglt@,an’gahta:t; ?s&pﬁ%g gaf?é:jﬁc::q?pgrg %p&g r eg’% gﬁthgalcéaglpﬁ certificates
c?}ﬁtéﬁ\nae sﬁﬁal "ﬁuﬁﬁ)e r %énti%hﬁ?fn?érh@ﬂoh Bf theesuBfeco tl,lsef.)ta)ndaﬁsber (CA),

n encrypted using the individual

tties cortficatd's ealidity)pekieg (date ghd dme qu@rﬁansirae‘te\y YR i ey gt be
oep o R A by e B P SRR uphate e
ckée BRY VeARNLifal sighatieds. aut hentication certificate

To create a digital signature, an information object is hashed (processed using a
one-way cryptographic function that can detect as little as a one bit alteration in the
object) and the hash is then encrypted using the individual's private (secret) key. Digital
signature verification is achieved by reversing this process. The digital signature is

decrypted using the individual's public key retrieved from their authentication certificate
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2 WO 2004/ 010271 PCT/ US2003/ 022191 and the result is

conpared to a re-hash of the original infornmation
wobjogo1027These processes may vary when using BGCT/D820051022191

digital signature algorithms. Digital signatures are

only as reliable as XEStschetMeaen 'FHé%e
ang fheyeagt Baﬁotm@ ﬁ’daf%ga%’iéﬁkﬁto%%ﬁ&ﬁﬁlt hew"l%evel of

pro@é§é€s@ﬂ5?Vé\ﬁ/hﬂt@fﬁ@bnﬁydFl’etenpbm&alcsagnatmetalgﬂ)rghmp; ahgglﬁab@gnatures

arcoipis 01 Gy b R B ARV NI TR RS ssuing
Z%l{flﬁs g‘leahggedctf Q&FSHC§QM*IfM%efm}| Siﬁﬂmmﬁb@apﬂaﬁﬂces and

arties rely on the PKI to establish
prdobeune@embldn}eméd bgéresCAnd to notify them when a user's

?:L%tﬁ%bﬁ(ﬂqgﬁ ozﬁk?ﬁﬁoglag‘yifs t['n%péaefe k8 rnliélﬂ’ﬂafr%cﬁﬁ adeBure and

eaves an organi zati on,

tru%@%n@nré@néﬁ%ﬁ@@rﬁﬁﬂhuc@&mg péntleat Sucls; pasieseely 00 thevRKhtoa
Igning key is lost, stolen rom sed

esmbfigh theddenity PSS S0a {0 EoR: GEES ogrtlERF ¥ fo tonger
war,lggq, hﬁ%@ |ca-1|{F g%ﬁa'vﬁﬁédsﬁhe ﬁn%ﬁdtﬁ@lféh\ﬁeb amrgariizdtioncwhen a

aln cert |cate status for other
reméeérﬁenmmffoatmussuad o6r whery usigningl keyii lpshisipleihar compromised.
I nt er oper abi

di
Vesdoin PPy SBEF e BB R BfIEY o R hdgs, TR Mirse

m&Rbdd fn‘aiﬁé‘it%@r%' diiuleiRlr @Béﬂsﬂ@bbtalﬁcemﬁacdtes’atusdbr other users.
personal vetting (i.e he. process for

l
appil bp formatioady adfusé @'@W%E'Btaé‘d B§IRRga bi Wbslr %ﬁ (ﬂbya?l}éi
celrtglﬁa erbu[ %ééﬁrlﬂr p(%lﬁ%s'dﬁtdetﬂgﬁgnﬁ%etmédt Ccahe céﬂlﬁtélbmtldy determines

wo fornms of picture ID, credit ch l§
thé mv@aurpeawaowattmg dice.| theumorass der velidaiéng @ﬁnre%rtaéeneﬁ%

ezﬁ%ggsrt@qeg |p{9¥r§a l(?{tb% Qeentﬂgx %%tﬁn@éoo & rdipfient)

e appll Catl on
f?e' 'gj'ef\‘/&o fotfds DRpicRIraNB, dradit gieskpicegain appielal fooissuance of a
reggl\é%c{ ng a organlg2| n CAs. The abarSt

cnifients. e a6c.c AOiGE KRS TeRraisiteL o ospaUr 2ne gpgess gontrols
%%@3? Epér? %?prhe@on%wrbrﬁ\ﬁenf oot CA signs its

certificates. These CAs
t herTrasrgard e prevalabnnddeiafq mlngﬁldtqrgﬁ@éJFQQASanWeszSt Is 2

BReeLH i PRGOS SO Eap et oicn. o

rofog1 tsiged & inRsdibR Rvordisatd SAseen tifcateh e'ﬁtné:sys Cmthenﬁsg;h their
elr Tespective certificate_chains unti g rgf ate chains
sutmidinate %amétdlcate@o@nwO%eTa?%ﬁi%'Oﬁﬁ'praggeé G S&TEY°

tt\\géto(rpq%{?ga{esn&rtﬁe §r8§ VirGR G broGe Yndt Ranie i'éatlorisﬁﬁbl@&sﬁs/ between

organi zations or enterprises. In the second
tHéWBi/ "w@lklﬁéf' tr&meazﬁohde tetificate chgihe ugiiltee@rmMee ngﬁg is reached.

d A
CRndnaspe sryped endgssasioernnsdie U hGetnibe ek didfets.
r@ﬁgﬁf %Nlcaéeo@éhémldr%f&fén&érpﬁéesf el ationships with any
an

ot her “ent erpri se. plicit action nus f@g ides CA
t akeim the S&b@lw\mod@'eﬁ@p%lséﬁ?q’tﬁﬁ'yoﬁ%s'ﬁ & eN{RrpLissy anehprovides

sglrv?ces to one or more entities within that enterprise. An enterprise CA does not
normally have any pre-established trust relationships with any CA of another enterprise.
Explicit action must be taken to allow interoperability in the form of CA cross-

certification, whereby two or more CAs that agree to trust one another sign each other's
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certification, whereby two or nore CAs that agree to

trust one another sign each other's 3 WD 2004/010271
weEROMAWBR003/ 022191 certificate and use these PCT/US2003/022191

cross-certified certificates during digital signature

déﬁfﬂcfalé:é“d Qéle the@@ rchJs'—dé?ﬁf%ﬁ deﬁﬁféSféSS%{lﬂgg g@ﬁi &ﬁ]{\}athﬁe\%nﬂcatlon

be validated by the other cross-cer
Q@@ﬁ@te@&sumébm Ree £ cart theabeyaliiasad byrtvmgthet bress-certified CA and
TACTEly t he |nfornat|on contained 5 therein becones

i'nva |d when the user's private key becones

conpiQs eedke osrtifderes when Iesné}ig:ﬁﬁéﬂfe)asbrﬁb s iMkdtHaBor® contained
user's certifi cat e- based aegpl ication privileges. CAs

thefHbRecamsRiNYallge WBeR t usaksmrivale keydhacomes campramisad, or when it
i hécé’s‘@ﬁﬁf tol tbrrhihateS %ér%%ﬁlfbatet{%ga‘é%%ﬁca?mn ﬁ)‘?lgﬁ%%n Ghs cannot

I nstead,” the certificate Is mar revoke
sTAPlY delate baseirieneda celtificae front itsewrerst IatSLa%relady in the owner's

ed r PKI t hen | eaf,
p@gg% Cical eg%% elrtfazg’i ))s ang ﬁ%erV % g}t?npfc%gggtabase and
tisé sémtificdte ctatud s pubtisher) (Ferobf tI”@GH’KII édn&ﬁeﬁte@?hléf a certificate's
di rect An early method used to report

reposi t or :
BURET o Gilie e Gy oald stglis e e BRiing G arsensiion slatus
rébR(%noﬂf(dﬂ'e% revoked certificates, known as a CRL.
Ls are downl'oaded by applications and relying
par t Aesarly rdethed wbee tavepotieertificatarstatusvas byseay of publication of a

oS ' en, revoked d ext e on

i ST TR P 8 Rt RS St o asectio
applickaions all trblying rﬁérﬂé@'ﬁ‘bﬁe@ﬁudm@ﬁher & patictlap gsé?%tdértlflcate has
conmuni cati on and dat a Broce33| ng over head.

bgaRireYAedIandhyr Pdenaionwasthenthat uigsisshigial ﬁ'@n@‘h'éﬁ isqtil yalid or not.
VAtretiRkt GRLBGRL I'oﬁg&d lnc,%Frln'lg dti¥ Gb‘r%mun'ic%h&ééﬁé ﬁa{eZprgcf‘?ssmg

once or tw ce a hi s reason
overnedid athel qdctbimnabishqmmmn”&g‘ ofdhlsr&mman’ams trat CRbscce diten published

|f| ved fr 20 .CRLs af
SEieort B ERaRE e & pifsd SRISRI= et s Fanafrihlapre ofen
ipmedistié!n gut-of-e4te e ppublichtiorh eRywRKBd GBHifiBNtes are only removed from
coordi nating distribution of CRLs. Such a bridge is a

Rl 3 f@”’@ﬁ!_'cﬁf@rﬁi‘@ir%‘?’y that in effect joins a set of
CAs nhag g8 Ss b IndRGE Bt @@emg%ﬂa e?atﬁ@&&b{we‘é‘ﬂt(ﬁ&s gyrd

security policies
coerdiipding Tistkbutioh i RLst SL@hter laidgeds avcehirdlaRb nemfs:té?@ that in

Dy, ihindi_vi dualy, s jor, ent | s.certi
ofBYbPF eiiel 87 .aS i il ot b esticaledany seury
pblicies. i All Co_NIstitied CRI] fodhe BRGgd | TEIS Slowd R d¥ARAIREE vERdation of
PKI bri dqes is that they nust be reachable by any CA

ay ingdadugls oy ieRbtysrpertficats: iltige cepificaterhasinat heen sreviausly revoked,
th-QPﬁt lsbét‘iﬁ ‘é%gﬁ&ve GRIRYTAL b es@&%&fgﬂ@geﬁo #h{iﬁéggqgttﬁat they

be cost nore r ec
rrwt be frealemablesb}aammCAs)rmher relyirtg @OBie, bndlgecfdsr cebfificatkstatus. The

bgllé(ﬁ\?ﬁl] gg{ng)%gqsf@pggr% %B{ﬁ%%&pgﬂpen[?en% ma%/ breec?}nlsil§1| e

A more recent method for obtaining certificate status is the IETF OCSP, which
makes a direct database query that can provide real-time certificate status. However,
some vendors have implemented OCSP responders that are based on CRLs.

Certificate status reported by this type of responder is only as timely as the CRLs on
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some vendors have inplenmented OCSP responders that are
based on CRLs. Certificate status reported by this

W y@e/0uf27r esponder is only as tinmely as the CReGT/US20031022191

WD 2004/ 010271 PCT/ US2003/ 022191 which they are
Aarite L BIBAT MaRblliReRRIe U SEFEEN S80S, suh oo o r7F
iV lcoptirtlie tatbet develaped. @t thehiirme ioh thisminvemtjonimbximgyaadh chatching of

tch of tatys checkin ods been

RS EhEGra oot tin eRbuhrelhirlanen Scn PR sRGEAmans
cer t |Afn5/‘é$ﬁ)ébﬂ|tb dottifiegteivaliddtionlis anailidphbiniey d6wdion fIf the CA that
for the that 5 issued the certificates. Al users

igfeddhe cedidigatgsc éi'MSPrSd’HI%%reU%L@ﬁ’é?%ﬁff icaies byegnigeat tngiember CAs
| t

5 Sl SHE0T eSS SFFICHPNS T bRl JFBuBRRL s

dxprre«t ofihe ebmmun thamtei foi q:mttnodilnglpartmnmilbans whethet a tedifitate gets
S 14 RS BRSNS DRE e e . s,

envi MaBARIt efAfdONHREMY Bar Figelftdnh Sull9 RPBR, WHEERINGENOBSIe to pay the

able to pay the 10 price of adm ssion is issued a

pEisetof pdasion is dsstied seerificalss tmelesed gsquwaambxh@qumng

rﬁ@rﬂggfsﬁ@ iR a’n%rﬂ’&&ﬁ@é 6f &fn;urﬁﬁmw ofd | iV eiftler c?éee @S Lertificate

el ther case certificate and/or securl
adeorcseesrltgqmbcles ghedrhevhether énteppeedhility is\allowed) I owed.

| nt
it o/ BREts e b BBP ERRH<RORE LK 414 SiPPr @pUpproblem from
t@@mﬁa.ﬁefeﬁtlp@w«ﬂ bf BWiAS hodeTeseritRe 08 & Appidiints® RIS is on

focus is on 15 establishing a trust environnment
estaklighing af teyst endrannesnt iseitable fas dhe Fieationnexaceisan maintenance,
f [

tt%:n?géﬁ,nrgrlel\fafga?llrirgi%éggtrj]ctg)ﬁ %é g@r{’ﬁg?”ﬁ@?ﬂ%gﬁ%ﬁ% 86‘](5&3 that may
discaies fransfbtable ecordigownenshipshaypcmamgedtzadge Taredidize th'érse

realize thes S, ystemcontyrolljing a
IG5 0 SERPBIRRTOUR S0 EIRSHPT GG BaL ) e gDy must make
it 50§%¥b$§tohh8nﬁf? tHéj@rrﬁlhél Yrohh@nypéd;ﬂ" tAdteof. rRMHﬁbaS&pdhglnals there
thereof. As wth paper originals, there 20 can only
cen@Nbt heypre priginsla fpiasylest oftiranstarabla reeordsats electenis negotlable
iﬁ%tgﬁérrg%bﬁd gg&ﬂﬁlhg]b [Af)ee(l:%éﬂ'g“c%g‘fa? r@(%ﬁjdsgﬁ (Lg)rg Jrr'f es%u@}ecord,
witedthdrat qudlifigs! ah aftrapsicaabla réonachef mtamrmsf@romfredbotrbnmamginal
Trans of electronic ori |naI rec t ween
08 herarTeleaes sk b PG s EHEoT et i PRiee deat only one
drigfHal &xbt¢. one original exists. 25 This invention
creates an electronic original record by placing
cust dbip ipyentienicregtes an Glelcgonih eriginatirecerd by placisg edstody of that

r. %%g@fﬁ%??ﬁr}d%g)rf%)e‘caug&%}é&%%qﬁ ot %rteg%ﬁcﬂgﬁér?to?ﬁtgflpéper&%d for the

benefitr afiine récords owoes s@reyxtlng)atrussemmbnmuf i%lrmlceﬁar}f ®iut is not
jntaining electronjc source record For th

SHTiciRSE s AtntBHIT PIRGANIS S9LrCe seaordis ¢Fati0F PUFPERE of s invention,

acﬁlﬁs‘%teﬁdlr&")fnérﬁr‘é'f&‘e'a% S fofn&RIFBIH EomMlinity $rarRRdst i2@has a closed

has a cl osed
or bounded membership and where the identity of prospective members, organizations

and their users is assured by using appropriate vetting procedures that govern the

granting of admission to the community. Further, an individual's organization,
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30 or bounded menbership and where the identity of
prospective nenbers, organizations and their users is
w@s®une7by using appropriate vetting procedurBST/URRD3/022191

govern the granting of admi ssion to the community.

Furth i ndi yi.dual ' i.zatl .
oG 46080598, A AL o5 SRR ST e e Bimenty e o
InaGH s MuBLb& Bniguely tedritified tathetdyetetri amd ivfthein aothienttion
with the TCU ' | ndividual s nmust be unigqu Ie}{ idgntifi eg
cartfigaie. byaddimidnyst berRassible oremore idighials and organizations from
th%etfotn%hﬁiﬁ;dﬁﬂd féﬂn?Mhﬁé SioniknoH b oftfer RRSTEVERS Bf i community.
I vl dual's t he

renove | and organi zations from
Trzulitiamal agypraachasdo Gk imteraperabiity dnndtmsieauatelyachiave these
menbers of the community. 5 Traditional approaches to
ORIRCHYRSer operabi I ity do not adequately achieve these
obj egkiNg it a Vighimung rexjuires tatiamotydrezationemdidiatdivdidual be
organi zati on and/ or individual be spopsored by a
sRansARChRYB&NOWN MANBP/RHIMPRPMUNKY- AFRAGIOR, a DU A rgdstreet-
. - . | X b .
i BRRG T i ok B R A kSRR ShE B or AL, r an
equjualent @atit and gaymantchigtapmeray be dilized to avajuaie ageentabilily of

to eval uate acceptalil it f ntd i .
opBrfidshese PERTE anlp i dnE @RS % b B fganization anc
it 5HGHOFEd L1SdTs Ikt bk IdeefeanARLesHHyIRTGreMGU ehlidratiBdermitted.

trustworthy before TCU enrollment is permtted. Aftg

Alter an QegdnEaind AgERgEde dne ePnirREIUbIArMg CiEf|aing erRership, |
s@ﬁénd? DRRITRES *icdRch ibeSivies §9i689 ideRtien M asWord that will

e glven a unique identifier and password that
enable tharb tenaddss thé1@@it.o access the TCU. Once an

i ndi yidual .is enrolled with one or nore, T

pe. n&gh andviBER pEoEh o SR8 of gl TEUSoIRy ol fed as a
paMieRanflo 4 rahsddtion sRctid eRnast tiatweinsagtRel didyivarcsssifictaccess to

all or an identified subset of source records based ?n
all pepn idendfied sybsat of sourge Ecerds hased GR<heir fdepiity, fiele. and/or
BT T LB A DR 4 R e
traheadtions i takemigcedn sdbtatly elcirahis farmpfa gefdated subset of this

jdeptifying i.nformation. is included in,the .. -

dsifting Bialon i Rane Do Rttt s alpeifeagn certfoate. The

adiHcReBdtiopaeritatesindd tHealseridetstytiith therpublid-keNisddyto validate
W th their public-key used to validate digital

digitghsignateresqaneraied HSingithelr MAtShNgRIGNING REVaeKRY ng

private- o )| 4 ;
7 BBl BELRY B B4 SRS ooLBE LMy soquromerts (0.
t2& fdnws df pictaredD, priedit gheck, Personedintrodilodior) ngssied dieddre issuing a

i nt.roduction) needed before .issuing, ertificate.. -
e B SR AR Y T QP b o it
s_f%ﬁﬁfq»‘éﬁthblflty.r Tauilinkshd sHalldh@iderd sulsded B BertifidHid daiat slements that
he ynkage shal | include a subset of certificate data
usiqerebridentimiie usahiedelcprtifigrigtPr iFsying Giseame disgr common name).

Freblddsh&ated with a LSSHE Akolht, BRI EriftSR! c&PREBSd" R Bohjunction with
his or its digital signature to afford the proof-of-identity needed to enable a
predetermined set of authorized actions and to verify the user's digital signature on

submitted information objects. This is especially true when the owner or owner's agent
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Once associated with a user's account, the certificate
can be used in conjunction with 30 his or its digital
war@natare to afford the proof-of-identity neePedUsm03/022191
enable a predeterm ned set of authorized actions and
to verif er.s di |taI na
comiralines Lol stgelonis e Wt ARE T el fo Wt Wkt .., an
inBWASI tréMfsal61D 'an8/or 86 fran&eMExsEEUIAL.6.1 @R ékternal transaction) of the
PCT/ US2003/ 022191 controlling a set of electronic
elestromig seqands faanodheCWdcu to transfer ownership (i.e.,
an AQ&S&E}@ {jteraﬂ@ a&}tﬁ&ﬁkaﬁ&géfﬁﬂ%iérﬂﬁﬁutﬁk—l@}%ﬂﬂ&graphy are
(i.e.; "an external transactio el ectronic
u$e§ﬂ:msiﬁppbd taitfouegrauTi@nticaordarstdipital signature eerification. The
aut hent i atl n.certificates ublic- . . .
osrins SetgPHEeEsy e R LA APPsS A7 o the identiy of the
rediians beAkH Wthanslr fulglicti@ly. TheGK ussonéeini issuteg a@emﬁm@ that the
certificate is digitally signed by the issuing CA

individuess Kleifiethindhe CREificaienis m%hquﬁert% éhe m@@mgémvateskey used to
asserts, in

di@?ﬁ%ﬁmﬁgﬁ*?ﬁ é’ﬁ%bﬁﬁ@t%e B oS denti £ ed

i Nt Tisis dreventibn difees iremtdifeertfRildesed B-canemense shiutigns since the PKI

private key us to .digitall Lgn ipfarmtion
Bkt 2erar g uheed (it a5h sofe BedRct MeBRphgfonment
SBbF\&?rEI%Rf é@rﬂ?*a%ﬁ@for%mlﬁ@féﬁlg EncOMrBRER: Felthd pimspal factors.

Si nce is only vi ewed as enabling and is not

Aftheugioihe qaatg‘ucgteoanct wee @fRublickay PYBIRGERRNY areyisNEsatgnRbling
|
GPHBE Al TR RAP 0o SRR RO e ersbetre

tidy qeute bolreytodhatpiseds phlacmoentvi ewed as enabl i ng

technol ogy ertificates n .apd. b .
L+ eahnee ertas preonsevedshe BRtnEmby o, iRl pfpe tis
bmnﬂd‘@étwééﬁfceﬁmmle' a%@q,%@ﬂécco\dhﬁfs%oﬁﬁﬂététﬂ | TRis@ndfi@may be as
enployed, the account may only be activated once this

siphpielian @ddmgvtb@ ﬁ)ectg‘watq I,Dcmcblsgwag GLeto the Yeeirs ageount information or
C X rrpl étﬁfgr m%?hﬁtn%@ an edt g itllr%gcéaﬂca?é PPa@éorﬁMé?ﬂs of the user's

I'ficate to the user
dm’lﬁg&u@hed naweredd U X1509rstgndasd). dhidsindimd mnfcmitatlon may be

conveyed by t rtificate C onponen f the

cRGvoH DTSR IR TR e e G0 6 M elagedp TV

gﬁgnﬁeﬂﬂhﬂgpdhe{/ O NRkre8PortRYich Bhe SOMY R ¥E Uiskd t@@nsure that the user
nrol I ment” formor extracted dlrectll%/mfromt e

deeention dathe cestifisate q*@tgheg)trgqtérmrgeqmp gnt,g@ﬁq yypenqs(er the certificate
lsﬁlg%e: 3@@”9%?%%&!?@8% i?ﬁéngg rb??iféjlsts? '@?ﬁyéﬁd Y 'i%(_:irﬁ\‘?and

scrlptlon ches t
aubfengsitcarenmilitatdd aingtthe tssamgtcmés centrﬂcéte eat @ublicke)s ethe

cpllaetya ebet doRangn B SRl ReRET ey Lo PRpd iRy bnoe this
Ttg)lfﬁbcﬁﬁjwt BHd Glersceriichtd hifahg isactoriPishad, ey TCUNeed only know

ective set of conponents used for i dentification
whese tdgo o ovedls| opriifieRiguaiatuence this TCU account and

gf} le; Irﬁﬁr \ 'efnkchaén%erhH]QhQQa s%g?eclsﬁmtdsﬁb%ﬂiﬁcéﬁ%, P86 of PKI

bridges (a complex system that performs certificate status checking where multiple
vendor products are used by numerous CAs) is required for interoperability. The

common element is that all certificates are of equal value. Certificates may convey
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where to go to check certificate status. In CA centric
environnents, a single PKI, cross-certification, or
wee@anieam of PKI 30 bridges (a conpl ex systenP@TiEs2003/022191
perfornms certificate status checking where nmultiple
I i [
d}{f?é?grqtr Lgsrrt%egfsa I(f%;fp}l/l?éﬁﬂwgtm gﬁ%ﬁ%@?l&&ﬁﬁéntlﬁus{tﬁ%% tﬁablllty to
itterpgretf archtsssthase traét levrla diffesd nily. T@Esrpthllbsmpitynrmg/characterlzed as

.conv ﬁg Zq/V\D 200 /Ot% 71 PCT/ US2003/ 022 21 differe "

"Wyl bild i9ads PoRUEOHYNET 3 B 8Rvi ‘r’%?fﬁ@ﬁ‘? vetted upon
CRIshraNmeént iRy aliakibtyyofichteriale @f A rbdiabiiedks helaRE B payment, cost of
trust |levels dlfferently Thi s phi |l osophy can be

thengeriifieaie). zed as "we will build roads that will take
you any, e&ﬁ'lvléfgélménl %or%érne fth 3. KAbfn s%[ BP‘%pBR)Q/@d CAs" and

CA enrol Thent usi'ng a iety of criteria
wdthérdihtat sbtaarity thmeanertnﬂt:aueayhm nte asmetatarf withits heer accounts Any

ertificate). A.TCU c .ve nly concerned ,
e Al o8 dred B Qo' B chef s ey the only
r&6&ds ®at wiltdxossercyoufwin 8k %%hﬁedé& €o BGSAet %Lﬁcbdéﬁﬁeﬁs" Users
its user accounts. Any other certificate wll be

ag M%ﬁt%tWI%lo;ﬂCEﬁ(P s@@&pm A gemnificaip @PB&M and Qé@c%fgj tirp o prove
tl%lltpfe 1? @Aqﬁjsﬁ% nl%& lForq efR& Bete,ﬂréﬂ%g'er t Al d. & Vﬁ}%tss aules

Needed to conduct your busi ness
enVarced by reeTCU caatacsbynidueteCiertifoates thabare igsuedet diffeterdt trust
&j:ond time to prove that there is a business need
themto be enrolled with a TCU. Business rules
enforced by the TCU can accorgmepiagrycertificates that
are issued at different trust Ilevels. SUMVARY 15 To
dat e Toaglate, @l certificaigr dalys serastineprivicen yse asiotemease obreporting

LR JEAIT S SRROBC L i Ll | A3 fSLAL Fireli blot it enables

|S|hvent|on rsn
interopeediilip with reing 1Gper K for the purpbsecofyretfibviny dildireporting certificate

st {EOPBE st ool pISpAPRLCER e lares onRRIces FRMiriis copnectivy

beffdert ﬂh@%yQt@mé SHITISs SRMIRCEA Cbttificatb ANEE FeporthPNEMBAR, by
or TCUs and the CA certificate status reporting

C@P@ﬁﬁﬁﬁﬁlflcﬁ? sigugaching certificate status. In one

gsg‘g or éﬁ;‘ﬁ% EF/Q Il%an é@%ﬁtloﬂnaﬁaﬁigﬁﬁos’ﬁ n%raowsg'fglgchecklng

i es’ o Pealvsh
validitied bﬂmttle&ﬂca’mrecbrbfycatesqsemd byere@ﬁectlve(ﬂwsimlwbe the steps of

tif faq
sl gmation aetiebior Bl a e isst Shaubpriatienceticate from

ah rlﬁﬂlng}lGA' RSB dHhe BhtHentiSfoALHiRaRYES 'nﬁéta' d?ﬂnector based
certificate; configuring a connector based 25 on th

onde identitied infﬁrma&am fasreonshuriestingnyidethe igpuitiot GAx Mmunlcatmg with
o RUORD e PR aebonh i SR ARR Y iy or e
aut’nenat:attdmscenliﬁcbtee The issuing CA and the connector are designated on a list of
approved CAs ina configuration store.

A local date and time may be checked for whether they fall within a validity
period indicated in the authentication certificate validity period. The issuing CA may be
included in the list of approved CAs by vetting and approving the issuing CA according

to predetermined business rules, and if the issuing CA is vetted and not approved, the
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aut hentication certificate. The issuing CA and the
connector are designated on a list of approved CAs in
w@2@enidgur ati on store. A local date and tinme PeElURm®03/022191
checked for whether they fall within a validity 30
| | : ,
iS5 A@E{x e;}é‘ggggqﬁeh %gsaj}éﬁ] B?@Q.a;‘@%m GRS f(i;l thla%ghﬁ%urauon store.
\ilittnd arsd apdroaipp rtlmltsdumcﬁbmaye’udiudegegmﬁbrmlm @prasgntation of a

iRl oo PEGE befyfeate s E8 ST Adtling 8PS Ba Fefrfentaton,
s%atMPaﬁ@%n%lQZW\ib %ed e\dPrdM B 8 2kbPdachieShieimbe). %cm&ﬁ is then

designated on a list of not-approved CAs in the
configurgd fertrebievingdhe addedstefusgvhantha Hintes Phigettrusted authentication

g R S e S

aashhlﬂgcabfd:@mtdme represent ation, status and a
time-to-live dat ttoaloc cache

o spetiea fratudng TRt Shetbnga e ol HEsarg for the status,
IR StRUS s 08T R 18daREschedheinbs) éﬁdiﬁlb%’cal date and time are

authentication certificate is queried. Communicating
withirthes@ligigperig, rritiedns thersiaigs e emuibiedecsl agcheomepmory. If the
scaﬁgel Esr\?o‘? f(?L];r‘fGCIRQFg ﬁ)tcgl'jéacrl'rlé%erﬂgl{yw% tﬁ@Yo %P@e‘itg %hd' tip@ é’rg%ot within
tl}iélealfzﬁlgtpsﬁod ,stgé@lﬂ&iestablidmes Iammi;]mmcét;tmnmrmgm véthch tdréificate
ocal date and t in the vali

Skis ERPoTing: SOTRRAEG PhLedssHnAChy cHmRaRes oxatiieale, atus request
HBORSNG tolthe CHRfdréd la'§nde‘é:td?°rtetrfé?/e§‘ thd Stafuldqron? 8! cé?ﬁﬂ‘ﬁ:léﬁa status
menmory or if the local date and time are not within

reprtiva compoeniespers thelvemussicsiioalsessipr with certificate status reporting
cﬁgﬁgﬁebtﬁ gl;]{j: %ﬁ%g %’g %?gﬂpyakgeﬁggﬁroh'cghkﬁgfe S lﬁ%ﬁl@‘%ﬁtlon status, and

tiwtd-riwedaﬁlee Rical ¢scheeagrasy. accordl ng to the
confi red connector, retrieves th sté\t us fromthe
2 CHimah

cer t Ciriiate datsmav e ndjsslad g Apcorgingde & RURlication

SEREAMB b e iSSLIRG BRI He 68 IFetﬁS\r/éé the Q‘ﬂil_efréhaé Ettificate status
reporting conponent, and adds at |east the

repartieg compone lisiedtin ﬂha:@arélggratld@ store, |tbeﬁﬁﬁwcleertsa ¢ache memory

a%g?t%l #el ca h tﬂe |és¥lﬁ159I 8At g:g’l? C&?t%(q'ﬁ'b %éEFUS'aOIJ; ©

a&&mﬂldam ctertlfa:amlbbmdaé IONL argtétedsliee efatllsh'ﬂ the sathagmemory
the CSS retrjev é the CRL froma, certificate
R0

%?%?'ﬁ@dﬂﬂtr?t@ﬁﬁ% mponent listed in the
conf 'C%Hfﬁéteoﬁaﬁj%%eﬁy alkb Be i E#BY 8§ DlaaseHeidREREYocation List

associated wth the issuing CA and the CSS determ nes
(t 6RLE) andigport noﬁf@atlaubhém issuing &4 that a2 CRLJaErailabianthen 6SS

ey Bec kR eieeriReti iy Sea iRl B botee g

cohfigurbtion stdresafttae ORL & @ebl’hﬁleﬁeCRLf iheatiiee Bs\ﬂixﬂ@ér‘e@rt:ache memory
Li st on notification

aFaaried Wit (R dsulioc R deBacs tnsistus framysl CRL and stores the

status in the cache memory; and if the CRL contains only changes occurring after
publication of a full CRL, the CSS determines the status from the CRL, and stores the

status in the cache memory.
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retrieves the CRL froma certificate status reporting

conponent listed in the configuration store; if the
WER4i0s0221 conpl ete CRL, then the CSS cl ears a PeD82003/022191

menory associated with the issuing CA, -detern nes

the si ahdfef b8 BEASSHcanB HvaltRinta n‘ié}ﬁo? of %ﬁﬁéﬁ/ir{e«j‘a bffs of an

cache nenory; and if the CRL contains only changes
avtkentication egriiteatg (ssped by @atisspingoCAdn faspbngrio, a ghery@s® a TCU to

S B 5 L R L 4 o s
drdTreplazing Mo 2alslif the statat Represstemid cuireAPPld efdhleSmemory of the

inventjon, g nethod of retrieving a_status of an _
GREHRI PBEMIeR, ReSTOIMING LAt &1eps ST BlelGA Sty vRe aoA reteval
hEBBENSE & CSB BMRIGrdibAB eIl Ratud tyﬁ?@c{s IV&ahd #RtRatus is not
the authentication certificate' s status 1 ncludes the

fourdpis the caehmmentpry,dheh reponting the staies ss ualics ifitlie stadus type is not

t ' t urrent in cache ry of the
GRen LB A BB R e bCEIBp I R ool ¥
e3bising @ conyhabigstidrygessivndvithathé iistuilg CABlehRIirg B8 status from a

CSS configuration store; if the status type is CRL and

sfatls SRRring sampRfient phiiedssuing (A UsingrBe pbiRisA refrival method and
PR thé REninfhicdiRh e s@sn: |ﬁie'rr9rétiﬁ4 thelt8tridb 8l UBitdsy BEsddating, with
not © CRL, then conposing a certiticate status r’equesa%

the indergrated refrieves statusua timgge:live yalublrepieseanting a period specified by a

) . L on wit h . : > retrievin
GREPERYTL 1B ARS Vefalliby ot Rael B3 Al UG rsrt ot
ididraification, st anditin@-follReqluri 6 the icheeNahoiEAR@ fopditthg the
endi ng the comuni cation session; interpreting the

siadts [etped &Y it iRsponssiodhaarey; with the interpreted

retri [ 1 J

por | Sy S SLENEr d3peh of ARG Bt 4o s SR L hoBurate and
tisdy sigtustindiealinnstdi @uthenlieationcattificatesdssuietlibyds®iirsy CAs includes

i dent|fi .0 status, .and ti.nme-to-live val ue o the
ARG Al B an Bl et el B ietunuPRie iy T haL feion the
certificgeRasseng CAl s GRILsyfor Indickehg 8RAII EDthRBASE thestatus as
_Applicants' jnvention, a CSS for providing accurate
"'éfﬁ‘“cﬁt‘?‘i‘ Pyl Gache marsony ndeedhe sacheomerenhiBRldesistatus and a time-to-
1i6& bibia dIERBRSIs Inds BckeR¥d i ide .C'ﬁﬁh% RikU4dsie dQ{agé/lém Hs

a status of an authentication certificate as FRdrcare
eiygeededRthenttatuistis elearsdrftanh theatashe nersoryngndCiheustatss GRieguested

r_i.ndi in tus, .herw se, the. status as 20 .
s kEAE N6 BAAINS ramhbi Helf end o blRaliig the status is
notiiel theleaciee Mlepiong. Anidagt the dBrtifiGate's idléntificatiind s@h&TBAY time-to-live

s not exceeded 1s provided. If the tine-to-live data

dgfanigmen are asdeddadie caghe "BerEesand thet retiievad stegws istsovided.
cachg s'f@cgg U¥e-cBlStet Hﬁf%é}ﬁéﬁ rhay 6? gb‘ﬁ?cbte f?)gtpggggwe memory and

retrieve using a real-tine certifica

incegroented @r deoteoussitedrbneny titme the aeuificate's stattis isrchelbked. If the status

SRR BRetaont EESts ba5 R0 bt Heyatusds praviged and the cache

n&EnesTR i cleaedadtespecttd theCaialne. MPSTRILY lask2cédiRd data element may
retrieved status i s provided.

also be added to the cache memory, and the status last-accessed data element in

conjunction with the status use-counter data element enables determination of an

activity level of the certificate's status.
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A status use-counter data el enment nmay be added to the
cache nenory and increnented or decrenented every
wao pove/ot2el certificate's status i s checked. |f PEEUS2003/022191
status use-counter data el enent passes a threshol d,
t hen vien 8treduest issmadend tHe C S fehifoveaCdiBius B AW dettificate and

cleared with respect to the status. A status
the spchecmessy has feachpe A ioeaigd Boffer size Iveit, e 66 searttes the

c‘é@ﬁ@ ﬁqéﬁ%&?rfbfr a PR AR esi ﬂti’%a lteﬁegﬁ Srfl?r?tﬁéaﬁfﬂ a%acglg est date and clears

[ ement conjunction w at us -cou
tl@l%ltefpeb@\rﬂamchena@hea/ erényeamnl tret CH8 tlmén ivievas tthe/ fdgyiested status,

| ev% gf the certifi cat @ 004/ 010271

BCFP IO s FegBigem °W18H é’“?"é e F"?%U ?E’St he CSS

Lo 1 @i yéteuptiversspbetsof PbpReat@VirfiRhlidd, . LAbRod ™ eké&iting a
cache nenory has reached an all ocat ed buffer size

fﬂaﬂﬁ?@tlonthféwma%ﬁrp@ﬁwnﬂ Fesecone nertyrbwﬁraysfecrmgacontrol of an
ahﬂﬁ:‘nﬁ 5t Qﬁr% Qt dﬁac'ibge& h&PRE \}eﬁlﬂéglg ngé1 r?lg/ 9neE.W85 trie]télevmg

ears e Tespectve-cache NEmor
erSSa ttrheiedrreposltwyean abthenticpied infalettiah quect thaplner@ss itfirst digital
and provides, the requested

Slgtng L{jg quc%f}W{ng%%%R@rSI% & ©f geURRWIinG Bgtsand a first authentication
ceniieateirerting abRkabiosh REnRY 8GHE &thégratph%nég% ki submitting party,

between a first party and a second part

exeGfippdpe rﬁgewﬁutbent@ﬁtednnfoanatlmhobje@ttbeydhe sEcontatarynby

o O S USRS BB o
sunétur@htqchnambiomardir@ahe lened:md@mtﬂe\fddralthéht@bie@l' infbkmation object

S ure block having a digital signature of a
?l ‘ting party and a first authentication

certThe W@‘lﬁvérﬂflbglhéﬂgﬁél slgﬁ@ﬁlre@ﬂndi 9§lma'tésyth@%tr%ntlcat|on
pt ographic key to the submtting party, executing

C%rﬁgcat@% pReRciated With éfm ﬂ@é@l@@naﬂ#rgs bsitat mst)lt@jtrawng)gtamb@f the

agtﬁ't% ﬁg%tnle@;t eé*e}étef‘; g{b‘r;rﬁa | on o i ec{q’8 rrﬁget e%g'ﬁgalp?éqrﬁ;”rg block if the

regpgtiivel digital gigaature idhawerifiechor the stetusioNge résperXies HitEntication

r|teved aut hent | caé(fl gformatl on object 15 to a
efﬁif AGRSREGARL S 15VRLed: RRd i 3jileast 08¢ gighaiwe Blogkén the information

objatt il aberejddied, ans rent dgpehbe ﬂ1e e d‘lélfa%@ﬁat%ﬁ Bﬁ)bﬁgﬁ&{ a date

with the di gltal signatures by at |east retrievi
ard ingdndieatopte the infRenation abjest aﬁéiakieslOoatrdsnfftln@n’mjactm&ehalf of

thaHestk reJ ects a digital signature block if the
resp ctlve digital signature is not verified or the
status of the BﬁEEﬂESGRIRmmNrGF THEIDRAWINGS t i ficate

is and if at | east one
o1 o B R dRActres B an @oRa ol AePicabEcBreTtrwl become
apeirestisteatiin tﬁ]@@e@&gﬁiaﬂ% ESMui&idh %ﬁin' tﬁé Pﬁé&lﬁb@fﬁ%ﬁ‘l&ﬁ

bl ock and a date tinme indicator
i nf Jrigkei biugimtesa Tatbeleetkenic ndormatipn obje’chvalidbtimprocess that

er@g&g\%kﬁgésst, he first party. BRI EF DESCRI PTION OF THE
Figure 2 illustrates background CSS processing whereby CRLs and CRLs are

‘added to the certificate status store;
Figure 3 illustrates separate caching of parsed CRLs, OCSP responses, and

status derived from other certificate status reporting methods;
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25 The various features and advantages of Applicants’
invention wll becone apparent by reading this

wa@emaniqri on in conjunction with the draw ngs PCT/uk10031022191

Figure 1 illustrates a TCU el ectronic information

obj eFgiraldl iflatia@es &&Qﬁlﬁblb@%taxqapé leﬁafup@blg&s \A?]ntambny the

Fi gure 2 illustrates background ocessin
%Rnﬁ)l%ﬁata@@;@e@ﬁsen/hes@a&h@j@dﬂsma&umlsmng appiad eo #fermadion object

f%{aﬂie?rt%gg%%{&&cﬁéd éété'%a‘th A fiRal %péat{r%gfes?acm ng of parsed

responses, tus 'ved from ot her
ce (r) t4 }Fggwaﬁelllﬂmfeﬁz%lgg}igl;gnm with ATSS azd C?G.IS retrieval of certificate
ure illustrates an
i@%y%x@]]lgfei]lgg;%gw}rg?mgeg%cﬁé{rﬂ Sock containing the
exanpPiduré atifust T UWRRRF BnrdlIfleat |5t%|cxfe§ féﬂﬁﬁﬁflﬁgﬁlﬂéa certificate

being applied to information object ragnent s
siatbs eheekingstap ( whemneliaitat sigeatues valldbmreg¢moﬁ$tgane@s@ccessfu|
e'nlrélM?é ates TCU interaction with a CSS and CSS
retrleval of certificate 5 status via the Internet

f r onFigemd rillustrdtefsa BCYnuseAsnroffinguit grobedd \Jvhlér’eraﬂbﬁgraCA issued
user rocess. termnating

i osteettERle, t BV RnB (e SRRl RAl RS aKitY Jep avhers digtal
sHInAnRE YaRdathi@atdrefaee mRBsddshl BAIOHHAE Sy

enrollment: Figure 7 illustrates a TCU user enroll ment
pr oc Bigiire,B gepic adaePebiIdasingezkample that sbees how a CSS can be

uﬁﬁéc'lﬁ'e‘?éacttr%m te AL ng in a certificate status

K where digital signature validation
denmonstrat es successiDETAILED DBESCRIPRION Fi gure 8

depl an._ayt onobi | e-| easi ng exanpl e that shows how a
B Eh oBBnealb MRt ik Top sl amars 98 e TUR RS Dceptance

m%e%mlrﬁémﬁt%n oBject ElisrRisSion %Hl%ei: Fﬁar%ksdbﬁu?sl?n to be

critical element to a system or acceptance
aé‘FQﬂi‘FCﬂ dhe §eft'ﬁ¢€@iﬁr$ﬁﬁw$)mugbﬁ>%rﬁpostab mssysxhdeubrylrtgfde cerfhfbd:ate status

t ifica
4 TSk Lo FERRRNS e bEn G8fsen B8 BT & R source of
csrtn&d:aie sta’tm: nothé freqmyroeﬁ)dsbabn&mrﬁmioﬁawmé}%mﬁlﬁh'sﬁ?oportlon to the
g g PFélﬁeeB the TCU and the source of certificate
NYMAELS SUPNIRHScy of these conmunications will
gr OVChEcKHPOUrifBid Qaﬁqu‘fnayzlpe Y8R8ImPle E%ent and status queries
subm ssi ons. Checking of certificate status rb

akecRgriarmed aQneRYigTY sypissiand Howavers statiey inay notalnesupdated in real-time
ggth% g%?éei E@H ﬁ%l Alf‘éﬁms %}Sé &rﬂglsﬁb (26 %’%éeézlfsﬁtd? r}]]tgs Ea%owaly once
oGRRlice daiily. (ERIL rethehl ahd ﬁémltéd Sstsingicaih Waleé a MeR&iiva Inbact on
s;%rt]gr% performance. This invention significantly reduces the direct computational and
communication requirements by off-loading the bulk of the work to a CSS. A single
certificate status protocol is implemented between the TCU and the CSS. This status
protocol may have attributes similar to the IETF OCSP that allows an application to
query a CA for the status of a single certificate and thus minimize processing overhead.
The CSS is provided with and maintains sufficient information on the location,
the means of communication and of processing certificate status for every CA that it

needs to interoperate with. The CSS therefore makes it possible to stabilize and
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or twice daily. CRL retrieval and repeated parsing can
have a negative inpact on 25 system performance. This

wOo pwen1d20n significantly reduces the direct PCT/US2003/022191
conput ati onal and conmuni cation requirenents by

(ﬁfti‘mdzé’ﬂ'@ é}ﬂaIIEQt‘f‘orpdé%rPfTﬁ&?SWd@aﬁl%g @g%ar’é‘gg ﬁa?rpfaes

certificate status prOtOCO
croificateistatus taesninTae stamsareaponsprtmtmmoé TOHsthtay qUery The CSS

tﬁérte{fdrgalé:hﬁﬁnaﬁ%mhe%eéapq’o Q@éﬁ tr%\ig g:@lg?rl%s QﬂcPPg lgfieffgqeéablhty

Femmaﬂ icombeoraiad rédw&ryl’i‘s GFSHIERNAEASRE Shida T¢RS E?@é%ccé&t can
rovided with and mai ntai ns sufficient

e\?ﬁlﬁPﬁgﬁ% aiRfl o Sele yeersielimingied ki sereodng the CA from the CSS list

FepPHIeaIALN and of processing certificate status for
every CAthat it needs to interoperate with. The CSS

therefore nmakes it possible to stabilize and 12 WO

03/022191 optim ze the
app%@é@éﬁﬂcag%%bgﬁ%gﬁiﬁa CSS advant ageousl y parses and
cachaster logglingfintoahe TSb4 Partic am rﬂbglbé%sﬁécﬁidlﬁurthsﬁélﬂﬁéﬁncate
time to a TCU status query. her ef ore

temasives hough yse atpubligrkey ey Rtﬁgr aply Wda’@letf |a@lﬂ'zﬂntlt:@ttqnscertlflcate
RichRtknd Rkt &Pﬁé??bldsg ciatell g\’ltﬂrge'carle u S eqﬁ)?gi&rgsﬁtn fequests for

recovery is greatly en anced since a
TE&h s@fvg:gg |dr%63@gl¢hia(gnlln@ar&ﬂsuhmmlerebf arﬁ eluembrﬁic lnformatlon object.

el I N mthe CSS |
ap:or Eig %Rggnetga@ '\é er%f} E’rﬁ%@&t ﬁ"@éq tons ’BH%té%e met 1) they
st €irst be @irdl@diastapsyidhsm T6s, Qz B tnh @t Fﬁ@@é bE&Y |398e@§’4§ e in

to further authenticate 10 thefnselves though use o

pPREgASSIONKEyA RyBfikeY a5 ippd é'F\Qir mathingaakitheniicatien certificate if they are
gFeﬁ{tédl FrioPétan res4OR Rpéegg hl'ﬁ@ egﬁ%/usgg% f%ﬁ%g :p?ta?]:dagproved CA,

sSecure sessi o
asér‘i\)tl‘@etssecms qerténcanegnualnoi; thB wgalmdcbrmbap@rﬁem PBc@E or

el Pl oo B BFudly BfinaRonbo ol S adieny o the issuing

ChTyelrias cofiftats RRUENBOLARS orere SHETVARAY of %%n&gl@é and CA
must have been issued and be in 15 possessioh of a

impigMertaligys firepiito eeréificatenstagus, s undienteasuor simple task.
certhf ‘sfé?éc?m' the b?@%r@uﬁd s&ftlaﬂtlﬁgmgﬁ%go g%}ghg@%él 18{7\@%Derablhty

access, certificates nmust be i ss
lscmqu'rmwmn): mtﬂtmlm@é\s o Ptds aiefinealte. nTis$ invehtidreaiBninates this need

of ARG Rl BT Py ok BoSEreareRP M SoreiE

unﬁfa@fe}ésé@ dsithe Ioﬁ@LHnBGJIeo@é rfe%dé@by KRy €589§ EHeflls? 6f Spproved issuing
tatus. Because there are a wi de variety of standards

Céﬁdth@& IB gddrassenenthatlikenand beir mqy@ﬁ:tqf r@oa:mg ¢ertificate status.
St atT@retﬁé\}escérﬁﬂ & sBfisC B¥ncis rcg%f%@ Hodule 65? é%me% for each

in the background section, nornal
cértifieate ptatwsbimethtogd. Bvery aqhemt&ﬂtmdn eartifittté Ic@nhtelr@%ﬂ@éubject (user)
ventl on elimnpates th

| Thi s i ed
o e S L O B RS B o
thenh@hsclesits tddheddn tAB présdptct @9t ertficate's status. If status is present in

the CSS cache, it is returned to the TCU. If status is not present, the CSS will invoke
the appropriate connector to retrieve the certificate's status. Any number of methods

will be used for reporting and retrieving certificate status: LDAP, OCSP, CRL, etc.
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unnecessary as the only know edge needed by the CSS is
the list of approved issuing 25 CAs, their IP

wa@ewnesres or the |ike, and their means of repPCT/USIY03/022191
certificate status. To retrieve certificate status, a

conneg! gricdfn dHyODC@ECHB Yhe ussr ! ﬂ?ﬂ%ﬁ{ fito %@tﬂ] Once successful,

5
certificate status nmethod. Every aut |ca

tbert*ﬁﬁwafh@reat@dm%lqvéawnaa@@m lémey@megbantmmohmmmy If they
used .to, direct

a
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qushaiitatye qoppodthervgseaitwill e rajentéchg certificate st at us:
LDAP, OCSP, CRL, etc. 13 WD 2004/010271

PCT/ USZOOS/ 022191 To performany TCU action, the user

Digitl Sigradurel Rygeessirgy andTCelifi€ate Status Ohesking: the user
can reaLe or, select a transaction if they were
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CP‘é“’% 6‘%‘?&53@@ RtRtgN e §RIARATY deedc Anothey migbt t@eﬂwtemph@aten of the
s@héﬁ#@ oﬂh@%ﬁ?%ﬁe&@n&o&h& Autrd 95\31 o tﬁé inf n%‘n %@Facg being

to one or noré fragments or t he tot a
submnistesde AokCWb|reidis latberghstances ithm aubmitter isespiciel vomg dreeal the

; ' I t ts wh
rhoHEh bt hnalel SRBESiliie 8 aab B 3he fulkiary, prevening
any stibsequbet modifieation. 0f a busi ness process. Digital

sig ures may in fact be applied to additional

i nf of REDPH & HYR!sighatue inerriigdkthpsiangr pé rorequdstedieaffirm
tHeiH Gt RXRY SoUFdIY thBe d?d"l%l %éne?tﬁrlént'Vhlé g&ﬂﬁ{ee[g:tlgl? Hhat is required by

notati on on a property d Anot h
re&spt lrgiglation, way take the rcgnmﬁreadaﬁle tmmmdisplagtv\tmdw B8splash

f t b
st Rt Sk oo e BRSPS oo £
cryplographin token et ¢ 4160 v oﬁﬁpt@?raﬁl@i@'ke Afd céﬁlfﬂ@étg%'fdr@nThe actual
obj e (%tln hat tPe|r digita ure is applied
d?rﬁénsr [atipn of seid il n%qwéﬂlcpwmt lg%yogg,fbﬁ‘@qmﬂf a trusted appllcatlon

thﬁ'@@érﬁbtﬁé& R usefQ &(&]i%‘f‘?}’;ﬁétge ¢ eg%ie@t o) wtg?trﬁnc{ ¢omhines it

applied, the signer w
withy r@mamr@prﬁ@ammumm teeihe folinga tsignatirg bRicldr &he Biynature block

t is re
BR3P s gl 8o A RS S Avpentiaon
daté fetdna?@ntWarmlqudéd #nihasligitad SigRSHare edfpitaliod %%“ Fo%al date-time)
vaoc tion of a graphical buitton and/or |ogon t
and may be considered protected by the digital signature (integrity). Unauthentlcated

data elements are added after the signature computation and are not protected. Figure
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cryptographic token that is also a cryptographic key
and certificate store. The actual 25 denonstration of

W@ a00d/0vi2F1 i ngness to conmit is through the useP@f/Usz003/022191
trusted application that conputes the user's digital

A5 §E8mMPR S\tdhBabedrRahs @hec@eﬁ& méNd ah@ igﬂ)]pﬂ?ﬁ é;agignature

with their authentication certificate to the
hiecndt imet i be interpreied jilgrally asdt isloplykmeantyio besm itustiative example.

h . i i )
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e consi ger e ot ecC e gl ta
XS ol B o Ve n e st B BRIl larmaden raseesient This data

"Droteeted: Eraure - 13-V sosal aLoo t pe) L sihrasatlep(c may

bg sanbinslege lydo éﬁﬁhf@% te hetafiedttaithesacthal soata record which never
lock, .t no
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pmcgaaadd.%ommadeneb ewp athisehifetdstepl bh@@s&hé‘tﬁﬁ&‘sﬁﬁhﬁ@r s &dentity
F% r{tf [] TCU time falls with t
mafneRdpAtT g W 88? faglished thﬁéurrw.wagawt@ the TCU. Ifall tests

SLﬁid:bBQ Nthé ‘“a%fld)@l% Aeekifanad thd infRhahsh 85 ctis a'&gggaie% pnd held by the

"); 3) request and retrieve certi |cate
T@\Jcﬂﬁ thadenal of ﬁ@omer dRanydstep failsutenadypsinitiatedr

t ficate statu i
Ehe I (AR MG SO AEMERTAT o8 Merthid Siiarmiatd offhg Teu
mamlnaﬂmmmer:tlchf/ agdﬁe?mtl ﬁgéleﬁéld Mf?ﬂﬂraéti&ﬁ:ob?&ﬁé’ ey RGhdth
| cCa n a e reqgqueste action 1s
3’5&9{9’%‘?‘{ %‘8&3“%35%@ ongbeetiificate S@é@sgw wikbe ngededunlesea new

véﬁ&ohbﬁtheﬁcﬁfu?@n‘t%%ﬁhﬁ&i the process adds one
addi ti onal Qeiféh This fifth step checks that the
IS

subnfia agpests iimyention diffiec from théabrmdél dobesepsfiAgl Who
im grﬁ@%tét%?‘? dle@ﬁ’rsf % tﬁgt%lsirh en oglsvgﬁﬁggtogﬁa; %(Jls{eng %lf !an

ests succeed € ac

appht:atrmnanamelydbp & @U (C$ aagz @ppﬁ@doﬂﬁ%téﬁ' r@ql.kﬁﬁné kertifid: s?eﬂus
hal f any step , reme

Va’ H?ftq 88 'tSRIbf“Sf totcﬂﬁ%te|%ﬁ‘ﬂtm%lﬂtaﬁbﬂﬁﬁfqrdfaﬂwsalaﬁoua:e records The
se60RE Is thatTesduindst AeRNdd YBRIadMtifidd' Ss I&leylng with the policies

governing the trust environment and that neither CA cross-certification nor PKi bridging
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mai ntains the authenticity and integrity of all held
informati on objects. It is not 25 anticipated that any

w@disvieenal certificate status check will be needes2003/022191
unl ess a new version of the docunent is submtted.

293818 bl NEAH 9 AT L5 0 Bl

buwmss|relat|or$shl|msBdnmmthehEldzmsﬂllmenlepmﬁ:esm a user account is created

cat| on, nane th or stem
PBEsT Phes sl BPPEt ePLTcas LTI taa H3E0s Bi5c! b e user account
ilH thetuset' agtheati€atRRGefficRieai N el ectronic ori gi nal
source records. The second is that "issuing CA" need
only be identified as conplying with the policies

ging the trust environnent and that neither CA
cross-certification nor PKlI bridging 15 WD 2004/ 010271
PCT/ UgpisaBy 022191 orgasizatiquiagreds td htﬂlmebeseﬂrc,ﬁs of a TCU, control
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FRE OldamRAltioRs gRAR thén 1HRAlify 3SR B iIndivid | SFhEM thé}hﬁlﬁl empower to
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nefosmselactasl agions héthuseardde S eroanizhtion's HQHWHS All actions
RGP LR GEE bh bLEAE wi tHEPCHS fiar YL EBUNY & B ated, and

or gani zat1 on agrees e servi c
thaitihe csat hale a mgen identigsand lme tiblatto prayéds ambpmBpRate password or

BHGRE S0 P BRI oR BB ol SAE Lo aee o st formapsed of a

2t 8fVerSibnbd diektrdHidlotigiBPerbeiechtdd, hesm %\éﬂﬁ Béimidions that govern
performsel ected actions with regard to th

“usepaenesaat gifetent stapsdi theobigsiness ipregass o dis is eq@mphfletdl‘ha/tthe
it jsMee P REGPH Nagabdbnt BEarl e hE Rhapetop pipsiecs
thaﬂnglltthéyloandl dmursebbfdodsmqssme dﬂcemoammbogh bainganent retention or

Bifetonn, Paereiiied b estn GERaLbRiSalehasian Bn ectonic source

r&&3rd OHoWérvéf QARG By SteREtiER! 'a@tldhr brdh8 ﬁﬂtro?{%!ﬁ&r?oﬂ &féﬂ[gﬁl@ of an
has a set of permssions that govern 15 user acte$s

elactignicisauess respebeduires the indidval 4 efiherdogier allienticate themselves

TS A= bR A0 b g B s ohafl End ©

autremgbatidmeceniificatd. loalirisstandeshtihei idestity of the. |ndIV|BG@nhus.Q Be
ruction

Bt wer Gl 3SR employe s MR bt treaiper has
apPropriafe 4Rk péﬁh'l‘sﬁ@ns 8 GRES t:ﬁ@%vcﬁéltal §§}ﬁaﬁ|}’§%ﬁ@§eré%mg the

IeveI action or the introduction or changi ng o
centedts ver shighithedaindedying haglyon messadedligeni has deem applied have not

u el v u
S Ers) DRe D Bl OB RS S vty
perigeanar4) ciedking ttidiend ussttderificateris sfill waide. 1n al |
i nstanc % the id ﬁnt .ty of the individual nust be
ertificate status ¢ eckmg requires that the issuing CA or a certificate status
responder be queried. Since this step must be taken with every authenticated action or
electronic source record submission, communication bandwidth may become excessive

and potential exists for delays, backlogs, and rejections due to unanswered or slow
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val i dated. Wiere digital signatures are enployed, this
entails: 1) that the user has appropriate access

w@eroasRerons, 2) decrypting the digital signateeEUS2903/022191

verifying the 25 contents over which the underlying

5 SpoPEs 2 s by oA BB L S K BB Depects o
ofierdting 4 Melcaid éndueiag ¢he/ adlidity ofall parties thterasithgith the TCU.
checki that the user certlflctq%éls still v

Cor 1 T 6h Y s re BRI R o Bl Tk anerated peniioate
U8 hEcka®Y Isl drily Ab&detl vihdhsa séﬁﬁ:@‘?QF@fueQ%dW gﬁﬂtﬁed user. For

Since this step nust be taken with every authenti cated
l@f@fmeﬁlprb@bjeete edrtificate aﬁawsgm@dmly e oln@bked laibitesiiros of submission.

FATBH SR e 2Ry oIl o BTN oK gt BBl 5 ggemen
aﬂlthbrttm tlnmaﬁmer&ébmty @id)WVOCéLﬁJrH@@&%/S%GHéthods are in place at the

/[ US2003/ 022191 status responses. This invention
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checked at the tinme of subm ssion.
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wrepperanay be @ppliedhlol tbe sagrca cedasd éoraaecummmmecefsamg wxpsdiency.

{ resul naut hori zed cunent ,al terati.on 0
AfiBhoh i brsliY f1BEL A Geatt o R aidhel AUion RS R vidence
antl qustoll), seRehieaBdendEmY Bodit reeoistire PiintaiRedifér sdi@beRdion.

wth mai nta| ni ng know edg@ as to which 1is the | atest

ver sPORIGNS (S IBYREQMRR r(_EFSC'TlPﬁ@"U@EI‘théH‘Wr%@ today with PKI
a'ngeé‘éérf'uln%gr[é?ssémﬁe gﬁ&rﬁ%‘tlﬁﬂ} ?:ébdh dr%ﬁ't@ bBin @é}ﬁfléﬁe &tatus from member

transferable record. The monstrat es
Gessisrregistened vith $enCBSIwheh they ere geateld. ﬁmuraeenfoemeh@h foy foreign

PRPE i Fek@R Dy BRI S Bl Taref %t oS spiova

irfpomeatbng réduireddot éVdrg aétificate Statwd &Rpes. TRatekfe sdRrheYpes of
to the source record for security and processing

cgrlificaiestiriys souceRGngrng fPS is BUIEH R Qam 8 ceRRedipieairaathod for
e%cﬁtt%%% gg@eaut henticated trail -of-evidence and
Y,

cust separate redundant audit records are
mai nQaermaethbdused by sbmedtAoio. cohpey cerdificaie stBss is the CRL, which

.overco [ limtations erS|

PR o ok ST S m&a i8R b Mia i Sedign: Pedbouer o
thed CRL, when ¢ies CRL v igsisddatiig whenhéBakekrsiciPoGAs GRL will be
PiUH?I stered with the CSS when they are created. Source
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Ifﬁﬁ?l‘lty%nh RRUHEHREINE NCQk; h?&o afd Bhifoved frffﬁﬂhé%FEL 8?{(?(4 their validity

mation i's require I every ce Icate's
psoad icexcErded are several types of

Where CRLs are used, the CSS retrieves the latest rendition of the CRL from the
CA distribution point, e.g., an X.509 v2 CRL profile (IETF RFC2459, Jan 99), validates
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certificate status sources and the CSS is required to
have a connector or nethod for each type registered.

wQ200d0e2met hod used by some CAs to convey certPET/U81003/022191

status is the CRL, which includes a |list of revoked

certificates d the reason for thei a ,
ity Slamalures ParseRb AR CaFIER B ENC I SR Le T w&%@%é’ﬁes a CA's
dlil‘_epdlﬁéétdﬁhfér@él t@%o%ﬁﬁ viFRh ivpdriorR@ thd HBXt GRIe dowkeady Every

CRL Is sig e issuing CA or a designated signer

CtR.L cantaine a.vegdltw fml@;mt t@ncaﬁ@llha%werwlpw.e‘vpme leeway in performing
o 55 SRR Tl A By i

fdrb@tf@SSSSetb lreqaumretﬁmehdl actiont if thimidiarvaliis eXceelded . CRUCH remedy may
tribution

th CA d X, 5
ir}ﬂ'{eﬂel rexalt 4%@@3@?5@99,@@ 'oﬁlﬁﬁlhaj@f gamqn%%q gﬁ aln;e\/\%added revoked
cgﬁﬂéétgl@a@] ndwC RB20Pss8ddsl i préviogd]ppatibd ©RLDar&esxception to

it, and creates a cache to store the results. The CSS.
this ade is fondslta @RII_—SMQS@QN dheicantaniaef a deltpoGRE arevaepended to the

cgrtre%ec{ag %%P E , ;?e%%lqgmgﬁaﬂLN@ﬁﬁéyref%&o m%ﬂécent full

'S norna
ORteissyed. nDgiexr CRLSIangpuldished aasimrte'l"lmtervalsl (mmuté d’rour and only

conmun c tions copgestion an
WO Ao S e rs e aRA alnap 158 Bebm G pTHe £s8 i
réséb%%%% fok FetBeVinE 68l s and @It @RRdNadBYon pulsicsth interval or
val 1 dati ng any subm ssions that are associated with

natificalipn aaddet o exaskd dhe ingsrvalisstablisheddadhe A&K ggqurity policy.
SUPCASRABRY M d gy%dogﬁ%i L PRLRH e ertif SSARRL HRiokgP.

this'r S processi on. e contents
Vtiera GlegPas GHd meecsﬁ)peemhaihe OC3R respondemh@'aaeﬁed for certificate

Sfabdt. PESReSpattes e Rnef L2 g ania e iedtgpad althentity. The
d@g’béﬂ% %@bc%@orretsﬁénéerﬁrféf MeRlsScek fticate @stailtPaid stafd 18 Bhyther

when a certificate revocation has occurred since the
chalr. Atime-©Rive fiage detggningd bVé@@bﬁ@Uﬁﬁ%Uf'erqhéx i$ @@Mdgd with and

oSy, 4 88 Ry JAFBE ot ideh G bfthel i #8lur8Ys aimed at

catl on and 0 excee e in
néifinddihg sbathunicatibas d@vhsad when geyerhl informAtisrecijacts are be -

R e 0 B oSG, A8 e 1
m%ﬁneﬂl?%%ﬁﬁca“ﬂ?@hé\%?g gf (B"mﬁfél"céé fhPthe nofrhalt &Rk publishing

OCSP responses are sign guar ant ee their integrity

indetyab{ivicertailyi dajly). THe C@%@@é@@@k qeﬁélcaf@mmﬁ @gpipnié gore than
ogggwggrg%lqﬁe%é{tg\?% g%tsghl pQT ?%j a@&%ﬂ%é{?m the cache

S eﬂwrbttlyami'tifmate fesodatioh wﬂemomm:durmdd If mhfmam reescativarhas

the entr d h h This f
oG oG-I By b e eI RESVARtAR G b fontact

NN Bedlotified. OSBPérlaP&héthlﬁs‘ﬁ{rrﬁwe%&!sk@(Bt Uit Qaeigst daVadsefbed for
sanme partyl/entity CUin a short interval. The
bréviy- tBe- it m@erstlogg that they will each require a connector and potentlally a
separate cache when they are utilized.
Figure 1 shows the process flow for creating an electronic original. For the
purposes of description, the information object is assumed to be a sales contract. A

copy (unexecuted) of the electronic information object is retrieved from the TCU or from
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will usually be significantly shorter (e.g., 5
m nutes) than the normal CRL publishing interval

w@ ewioe2dni |y, daily). The CSS nmay check cert i PCTHS®03/022191
status again, if nore than one information object was
IR Brepirhith dy@teh B RIS ik
the cache 25 to er%?ure t hat l@er? {ng)p?ap?'ec\%@ﬁngwﬁhﬁg) signed
by APPERREiREe arties H@émgucrvretseee theeexaration prdeass, th@ ©Whé|®§|agent uses

aqms't&gaﬁﬂféa{lé)% (gl Ilfyv &H %]’Gae%lya%rmgfn elg'nqt{@a eé;g and senditto a

ani zat 1 on pol n
eral - other query nethods exist, but will not be

desc f or. rev . Be it underst ood that the
will Hégga pf%\ﬂ%ﬁ?%crgat%inﬁ’é%‘i“@ﬁd ergtrisyed the eletlyonic document, a

ss@pﬂb&ﬂgltémﬂﬁgny\ﬁﬁ@s&lﬂﬁ% Rictnetidl 28k stgg 1@ gq]ﬁ'gs eSeal process,

shows the process flow for creating an €

a(y\trfaarpq:{éhat %ytalpshg\e %gmqﬁo@é@ertifandebgmai pighatare bIBEk(s) that further

| t t.
o, 8 6k SR it v
sigbpteny isifermest. r Trare drd ﬁmmbess%ﬂbséﬁ@mlrﬂﬁl W 1: p& action when

71 .PCT/ U 003/ 022191 d t
a@%@é é‘g)&%ﬁal !?'%n%?'rﬁf P @ancipr sevaks g’@ﬁ%ggﬁgeéfglls f;%Lng a(r2?certlf|ca’[e status

cr(da:aim@VWhéré Sftusisapesly cﬁﬁh&ogﬁ)o&r lfﬁ:‘éf"e a1 % eglaggwhg%e%emﬁcate

overseen the executi On process e owne
staius hasiie QGJBBEN%t(HbGRLGeremltaaUIgroensgmgamb (/E)Q:I?eétlhg an
e@ﬂ’ﬁlﬁél%ﬁénotﬂe%e%%o&mqeﬁ? (geéerépm?%for lPeeggtgepyfé In stegp 103 the TCU

previously created, exec Ut

reggives MSBaiexd:eIEBMnlc docurdnti 14 §fe;l)dl'($' théhroy @élﬂ%&gﬁﬂgt the

as in ste nthise

t to.t
S%ﬁﬁ@éers gasla%h(\gl)ﬂ%gb%‘ird%%ﬁle‘g@ﬁtca‘ﬁ%”ﬁﬁétoﬁ gﬁledtedcmbm_lm and/or
tramdctﬁjrg | Tha&tes | @N Qﬁé"i’@%r?&ggr%%) ?fﬂ% vdrlf te% gﬁg )dl @ﬂ@a ures

digital si natures I ca
'n%! it ‘Pewoﬁlﬁwfépm dlgMI@Imitronyz: dosuimenteThe gligic&ey, found in

. d 1
SR AR L L G e, 1

stepetQ9, fthe aemtlﬁgte validityyegiod (SexteRtdd frdrk %@s@ﬁf}‘éjéuthentlcatlon
s, local |y cach

oo s D34 LR 1303l s soontioe cstracnt an

cer

timeadf &gy bﬁhéfbbfdré‘v‘%tloﬁéa te@@-fa[l eh sﬁMﬁLss%n gqrjg S8 Eh'!%%? 113

nd (5) creating an eOriglina ent
a”3§ Roe Y?rﬁﬁ@?"‘t'@ﬂgj@efﬁma‘ydm sent in steptidg. 163 atoh@n-llé%q ed in step
117ecei ves the eSeal ed el ectronic docunent. In ste %5

the TCU validates that the 15 subm tter has aut hority

to l&at tetsitﬁesmattoaedrthen @;admczstua%mltb@? fbr?aéﬁ &GS te RORRIY within the
n ste

ct
wréj):b% fs rgﬂ ﬁpa grprri,g SS insiap 3 i agqanaa121sarghia234 reeslificate status
is thclketﬁ’@dseleﬁf ft f@pr@k?{ﬁﬁr’i Q'&bﬁ?’ll%t@%?aﬁgs ﬁﬁé ro%%%gte

The pu oun

cunent .
Stag{‘it'?l Eqitie vesh RoH cei lﬁatﬁlvelbdlb' ls checkeddn dwbl m tH"@ny certificate is
the certificate

fouyg'ir?v‘fa?l?;Pltfr'p | Oégb% ubgy§5é<an Fsrrsmc faddn stepnti3, @ negative

acl@gwle@igmwamayrbez@mm $tep e8! and MBGclith RI6Gyeklih sidd 17,
The
sub\‘nﬂ!&érq.!s teXpé)&ed ?o see§< r%rr%ee%ed agai nst the cu enﬁ déé{]

If in step 127 all digital signatures and certificates are determined to be valid for

the submission, then in step 129 the TCU applies another wrapper that includes g date-
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time. If any of the before nmentioned tests fail, the
subm ssion is rejected in step 113 and a negative

waednovizedgnent nmay be sent in step 114. The aptT /082003022191
t%geg%ed in st eB 117. If all tests succeed, then
& PrMRcandTeVadigital signatese blocier Thé fr@@ﬁtﬁeﬁ%géébﬁgé@go,g ol gf the
sWbinsibrt 8€an 2R %Rigg)er. |§ requested froma | e
419, 10 steps i H9'P5ETecRE QN behadfiaf tise awosr ofirscord. In step
clBRELCY plases thd eletirdrfic BRAS ' rtaficate
ﬂg?égss itore. Ln step 125@0@?’? TDW%@‘?(%EG%SJ%?'&SSE‘?@Q& in step 133,
et Freveds adinsitveacknqwadement, aod trystep 1¢nERETEY RS HPactions

jusR@ompleteany certificate is found invalid for any
reasl mgtegggaﬂuig%ssi onis rejected in step 113, a
negd etegnioed thatyithd eemifttte | and
Cérhﬁ?a%tst?‘?urb Lisrd %geq]e[ﬁ%i step 117, Thg Sgé(t)éet’sﬁg]r%}g, ?éeanF'Q the
ei_‘x&%ge ééf 0 seek Te (9% I Stem 138 egiriaves thblissdirgi@,@lﬁﬁld dfrom the
cagii Unesr tasid ln&tep f37¢ eSS, r 0. be vali
o 759 Cﬁgg'&tf?g*@?ﬁ@gfféiﬂ%ﬁwgi @A is on the

sybm.ssion, then in st
aﬁgﬁ%\{%oteéﬁﬁ\mg mRY be maintained apddatessetiDWICA Connector Store in
st@n0a9.0KART & § e stanp and TCH
, Aﬁg—%m glé(&?%% E]}’?&Jsgﬁ‘éﬁs é‘ggﬁ \edanddhe padcess

re%rﬁi?%gtl S@b 3p.ooria roned fthrels i j0ina d
dmoceedathreligit 51epgi1©70 [ on. .
rejO6HH of A SLBHIAML o BTN oo 0 S op 147, L cgslling i
. gl a;:feetg@ the el ect 1 ofl’c BRI ofi ;hnegaiive eckubwiedgis ey log
NgY.o jssuimgEA 5 fb83d on he . A positive
is @&%mw gﬂ%rﬁnt , and i 3nst e%a-%é&?ﬁélsﬁ'&ﬁ?‘?%é}@ gR@in step 141 it
acti ong jRscertiteale stedus repérting nsdobanisABisid CRRE. th :
statiet indicatiedisirirmd e 4&5 §b4 | 3l it,akus I's not pr e8efr el
orll Lhe certificate statls @%8 '} HeWVR Aed efsBis in nst psent
or fhgssyhleticettifiaten bui the statgs Bockamb if & Ot W i
thaﬁﬁfet&efdifﬁ%ﬁfstgﬂg% viesL. l(g step 137, the” Y b assumed
. see éihat the 1 ssui ﬁéjs’@f@"l' NBA GRleexistppndve curfdnt fdrahe CA. The
rogggscthe mpyodeedoihrotigh B e Connect or
creSBd & 419 st,eB 1%1]9 F?a? ﬁ'e%qlgi’ ﬁso%’))épaé'tquﬁest‘ﬁéﬁ irpihe
rnvariyd SeafYuc ggln@tmeﬁwsmiaﬁmmmﬁ@%ckﬁ&m@gﬁ,em and
log shiep fok2he aa&brfgrjggtec%g.zﬂett {iough steps 127, 113, 115; ang?"d¢@
11},{@%?9}51'5 trpjg i;f rejection of the subm ssion and
tr nthgfcestificatgattatue ragiiayin and | og .-
CRIEMN thel dorhB&: ggﬁui ng CAis lelJnd gn t| ﬂ*‘é%@%%’ﬁ%ﬂot tobea
ist in step 37 ANEIPH obakedin sten 137 is uset! & qudr9the
certifipate staius cepdriiig cebtRarkdat USnf hig echani smis a
confgﬁlrati then a valid 15 status indicatl oCTNed R desarintionds all
o 1om Lot g et KOs SpObals it ooy
itfz0 irs . ’
o o st 8758 ol B e Tenan
(@ Wi Bieps grbviaf, g9 sareRi5 £ kS .S current
diredt ihedde }BS %r oce%‘% then pr oﬁggdgéstrﬁ:&gﬁ%% aéﬁéé/gp
] 1%} 13;, 157PO1%Y, 2 JAtebese, andex aervemgre exdrhsies of such
epogitasigsi dmrespoase & & i l4i Qi he transm ssion
sl s ?Tpvg ackng%rg%%ﬁt1,4%é§@é of thiSe responds with certificate
) dz.n., an. the status is added to the certificate status store in step 153.
pon addition in step 153, the certificate status in-store process resumes at step

121 and continues through steps 123, 125, and 127 to a conclusion where the
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20 log entry for the actions just conpleted. If in

step 141 the certificate status reporting nmechanismis
waledogoni2ned not to be a CRL, then the connectP€T/US2003/022191

infornmation obtained in step 137 is used to query the

AL B 78, 50 PEL TP sl 1, 11

1i1r).or mati on needed to query the appropriate

certificate statusre ository, 25 be it a CA a
di r e&tRrsyareublishiedgp lfgfpef Redetarpined iervalstaadie step 157 as

nrleA%;E@é? ﬁh%hya s %%ct%&l%&?r%rﬁ%@ﬁ??elp%ﬁ%ggtnlﬂ ﬂ ﬂeqﬁwﬁ%ﬁ@ﬁnmedlate
respanseorinis pmcemﬁ furdlﬂmdadmhedan fguabase, and a

. f h it . In L
7 oop e SRR A7 Frtus ot pEeRBE andhe et mestiiers s other

thénrt & GRAL, tthé ceﬂtﬂeafet Sthtl® Sanies BaIELR, cottdcldn %néb@é#@s ﬂh%
added to the certjficate status store in step 1

cepifisatedintus sheshanisnelstepsBid): he cenpectprceantains ﬁteuwcessary
{ t. . t
lr‘IfBrrﬁétanetth ﬁ%ﬁ%s;%t%ﬁ%ggﬁévéi da@ﬁ@{%réga%gﬁﬁ%ﬁ&ﬂ 'A'ﬁ&f?i the sources

hrough steps usl on
Olf real-tione e ritizie @taﬂ&?depm:é'd I0S266E31 422191 wilb respbad tooa cesificate
133,11

i,t her acc 131 7). or rejected
b e TR Font SR bigjs prirass iR Rt iyl oty K bgsa Saurces.
StupisdekRedianatddat & Wl Cerdfithid BtALE Bt Th 88p 188905k status is
when a suspected conpromise is reported and policy

apdaehi & EesPanse inaamesated and peligforisnedtn slep83ewith the processing of
f d
sfaHué Fe%ﬁnﬁl fﬁrét%? 405 B{\E 'cangﬁettlﬁ% ab de%agbegr@c aﬂ{%fnm?san

status I's resent, sta
ot heRefertiaginaw GREjgurd12, ileiGSS perddrensSCRL vstriSedl &k @ebackground

oRFSEE A G RG L O SIS Mpned b 3G et o curen
dbheamEnAs 3abayondthe w&ﬁty%nb@ ebntaﬁhleeﬁn HeAddifridald. feﬁégﬁalnded

and interpretation possible. Any t he sources
cedifirates pee Heater misdbiney bava hgerur@]yp&qcb dut theytreqysbel vednstated which

reseits M {Heir’ r@ﬁﬂ%‘lq[)dr{? ttfehélg[t Heb&l?éaecerﬁﬁc%ﬂégseq%ﬁl{e)%e \é\érﬁtoglered

current statu Frocess 1S not
to tosep §55|,ra: >:N Adrﬁna;tra’s)rlcsnflgm@s ﬂre(t/attdplawiéﬁ@RLQ;_ athe

ifi t 53. Wh t at
PERHlamSY Bisiee S aie e T Bamista s iep ablishon Delta
CRLEfs didlitedb d} thetib&alREABERE 0 Se&lrit ﬁblﬁ,‘yusl' heQSA! 'flhﬁﬂigtpator or CA

step 125 an npl eti ng as descri ed previ ous

Wﬁe@t@hrnqﬁ@e rvavwbbcailogmf a Delta GRL.CAPglar ¢ Bk may(lm_generated
pBhEIGE Eeriat BI040 Bl 0EE 0 i 0 B Tbusticatons

of the feluCRéust DettatGRlzaay containsa hn‘mpleté Itshef rexbkét CRLs. In step
ended

d con n C t ific

20E s A58 DRMEER Lot PR ¢ o By ek Aireopked,

but Thhgap DY, the 0S8 rémea/be%é/\bREfbubruéa‘%ths%héamé BPbélba CRL

removal fromthe CRL. Revoked certificates cannot
neticepaad step 205 represents a timer used for scheduled retrieval. The timer also
allows retrieva‘l based on the "next update" field contained in all CRLs. In step 207, the
CRL or Delta CRL is retrieved from the CRL repository. In step 209, the CRL or Delta
CRL is parsed prior to being added in step 153 to an appropriate cache or list in the

Certificate Status Store in step 121 or directory based on the established schedule or
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20 In step 155, a CA Admi nistrator configures the CA

to publish CRLs at predetermned intervals. In step
wazog/ordzer CA Adm ni strator may al so publish a Bel/U82003/022191

CRL as dictated by the local certificate or security

[ 0] 0 ush not
R, ShrAPELER] 805 Tox SRset By B e
ogerimadtlﬁd)RW\bmryemeku;ﬁ Steptithocedy 126, 135/a8¢Jam 141 of the CSS are

the jnterval between publlcatlons 25

durin
BB IR FigUealor complblners Bdare SREEAHIRY Sotkrabed

cbhiéctioh V(,,gyp,Pg,% £RLs. In step 201, CRLs and Delta
CRLs are ished to a CRL repository or directory.

I'n sR@BEFEOG nowtie FitB&e Bethei @artificate StaDRLStmn@ Icontaﬂsm’rmmber of

o3R8 (bt Tl PO Lo BSS A  FELE oes

(falel afwehictetre @amtebase@umyrh@ faptb muwiéﬁeﬂ Cﬁfé @é@hes 301, 303) or
talne all CRLs. In step 207, the 3

Ctt'Q” E r°~§ (PR SPé 3990 o F@"@N_e rﬁ@@@ §f@tt58 therstatus remains

I
A T e 05, 5 T ok

requiremet (&g., haldrfor bily atspesifiad timeShienal). rétatusps Adinaily purged
t he established schedule or 21 WD
%%ﬁ%o%[%ﬁﬁéﬁf 3/022191 upon notification.
Par sTing ptilpds€EsE theaddches isf torhorP&drific B BRAERBRE f@ﬂﬂ/ dlct?a>ted period,

reduced overhead in CRL entry | ookup. Steps
thE5eby TPgCIng spMBlipiCalions G¥erRad cesBirgeldiuring lcasifieale statiis and CRL

retHEW. eTgefGSS FHRABLRS &ASTRY eac}'i?q'gﬁuﬁcétwg%g%&[egd as

descri bed in connection ure erring
now €BLsinAK ke garsedendtha lmﬁlvmbreSbmwserﬂlmestamelmlﬁ:ed ina

hat , hol d tifi t
e TG BLco ARG DR R st b etk ki i ook
repleatsulyar Ehid épdegietdd by thd eadhes 3051807 MRk EéhtbRdioY H‘F@J@alche are
or. collections of CAs (caches

301, 303
r%ﬁesﬁaﬁn%%%? new Al ERkds Feifefaded status, the status
r en’ﬂ?éﬁmdg’hdv@ﬁ) PI@GH’,&‘; Lé‘?uté nﬁﬂ@%téﬁs%ﬁ%dreé%sgnﬂng some of the

| east frequently Used on a po
mpéeqmnn%‘tmhﬂaf(aeel@nenﬂsdlnat rfeed to bbyndu.ldﬂmiemafdlgldalbignature block.

e Ss AT Y S ——

thealighat@retis bpplwdetosm@ﬁmé nie¥sage RAGMEHNtsHBLASE/HRRS & JQﬁHp This
therlgg red u0| ng ' conmmuni cat1ons overhead require

SXAIMRIA G PEeRD| tejhellustative Bgthﬁrﬁ)fn@RLhatrré@Y bevaed for IaeilgI%mgnature
blb&er I@Wy%éﬁ&e@ k9% Q@Hﬂﬁﬁ%gﬁ% VBl %ﬁg %1etn}§ ts ?%olled to

may be parsed and the I ndivi cer
Hashialigessofmngcerdnone fragnusmtsher the tmtedcm&erﬁ@mmar@!tAlmﬁ@itlcated Data.

" epcddd S & o R el ricriZehiee ShoknG Ysrbuiding
bidttes tbaMLemﬁost thé CehtificarchtatarServic€ PITAs Bgurd a4 ke fitdleWion
ar};orlu; th?geL CIASé ’trheet(EISée an% the TCU. The CSS is preferably placed local to the
TCU to guarantee high availability. Its primary purpose is to provide the TCU with a
common interface and to ensure secure and timely provision of certificate status

information. lts secondary purpose is to ensure a guaranteed level or quality of service
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Referring now to Figure 4, an exanple syntax is shown
representing sone of the 20 nore inportant data
webk@aenesl t hat need to be included in a digitaPCT/US2003/022191
signature block. Figure 4 is a free form exanple of
el.enments tha al .signature
Db firaniiBipt e sofo il fosierialdSgiied Hafaifieing

cenfficatedetbistinfoEmationp. This exanple is nmeant to be
illustrative of the syntax that may be used for a

di gi 81sesndmgidwre S, Wﬁé‘cis sefven@nd e Hed otith Astitabie
5
g S A S

cogmowricatmms fmwalAuThaanutaranemu@ahmct infermatien fo e @33 and TCU as

ecu omuni,cations . architectur how ng. th .
SPaTaRIEle SBIGARLTS ITMEYBRGPIPTiRGS e5eqSHPRURsion ihat are directed to
tﬁ’@ﬂ‘@lﬁ@s dddribbt @bbee HIEEh 4 Retwork SlicHCAd Pid |n@mmro¥ﬂw €Rer Client

the CSS, and the TCU. The CSS is preferab

APlaton, Aise depoiasears OO t1l Hobiaamrmnibatins via OCSP.
aval F@lhé I5tél’30 éi%p‘ict@ BB CASIH rdﬂ‘%?@ndt e?( anné?g QMVIH)%nRJ}'ﬁs behind

mon I nterface an re secure
r%nﬁdlvmblymmnmatlen Girevadis.c AntErfterpase Cétraighs comprise a server that

R wiGa L ephs MERSETEA dhrispB 3 e Bastesiag A Poreign PK or
RAPANEEGRight ESApIER’H O PP ABihterRite SWRAGNAfes such as a PKI, CA, and

conmuni cati on and conputational overhead required In

crelficaigi siatyg resRander. A blierashisalMembes Plhmight inchidesa server that
|ﬁt8rfé:é%utbeen%’ue§ bR 981 P e?‘:l'\ILrécquEC%értlfWaw]stgtus a Root CA,

sui t conmuni cati ons rou

and i fog twumbitgage pod ledsd ettusilies, Bndersyaiosingbyents, and title
firewall. The router and hub direct information to the
M€ ™And TCU as appropriate. Sone of this information

CONPFigeitss € 8aal7 duphiitHesise st thé) @brtﬂk&te%téﬁ%t@é?vlhg dan'i@the user
TCU as descri bed above through a network such as

(3ubseribrrtandreiing ensaiment pegess ﬁq@@ptm@err@ﬁr CAlsmd forelgn CAs,
ré’s‘b%bﬁ\;qu Alrferhiyst GRG Jrﬁ#rh%g%'tecoa{o %ﬂ% L}Qe? exe%? afgrelgn

Fi'gure al so depicts erent
Cépvare (blmﬂamzerbletil brycbutside emetities @ndvesed dorbe ppedvied prior to their

cplififates heineribendh ShBiniSp e lastiier. iseriuamiobatagrzation
néé@e s 8gorbLis1g enfolcdts\LAINBABKH delegalasd ORseizatbe 'agents An

nprise a server that interfaces with entities su
asgltlanai@qu'@merﬁﬂfdtha&@ Leers eattificaia needs todetitegtly assuciated or

<2514 84 T i AR ATl o
TE&k ¢art graat acawlsaﬁmthat azé?oc@ncﬁ%thlslﬁaecuﬂn;ﬁéale(ﬂ ,the TR will accept the
n
B G e BB bt 88 app Eatcas sitsvalaion
the msEgee 6, e TEUtdrbIR@drR pRicRisY StaP@rat istcd S iy réclé&t by an

user (subscrlber and entity) enroll nment process f
ogsnizatienp agministraiaciagent ef geerensoliment information from a sponsor. In

step 603, this administrator/agent is charged with validating the sponsor's authority to
make the request. Sponsors are normally only given control over their accounts. In
step 605, the administrator/agent enrolls the user with the TCU, setting up a user

account. In step 607, the administrator/agent may then assign transaction privileges to
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respectively. A nenber CAis one that is trusted to
i ssue user certificates. Foreign 20 CAs are those

wop@rated by outside entities and need to be ap@EI/UY®A3/022191

prior to their certificates being used in conjunction

thié UBerT @iaﬁ%dt%htp'n@lfe l'ngl%fa E?(m f h%ﬁtgtyg%{]on, transfer, etc.

needs to be ri orous orce

e(lﬁé?tr@@&@w"ﬁis an@amezaouroa ratgnfdd; s. An additional
ertificate needs to be

requi r{ bog b%l Q{B%@rgpﬁjé dﬁﬁg%@l@lgqﬂturg%eqmapwnaﬂﬁglngmhzed

dlrect
andrie smpkfs'lclr lahjubgc-@eygﬁalr 258%1 refdted 86 €198 ken bﬁf %E 61882 BRrtificate

cess to at user. Once t

TCU
r%%@(?ﬁ%lnqrgr a arlx B Sei i the mequest istseat tOLtb@Drgamhame alCA. In step
GSV,gﬂhatdéﬁﬁ‘lcaféjis fr&h&vé?f‘aﬁ&ﬁla??% HREL. Iﬂe% gf]g Eg Gertificate is

validation. In Figure 6 ERrM
bgyng Péaﬁocﬁté%wﬁmlhwsaﬂSrT&éamomy an organization's
adm r ser ] nt i nformati on
mmascté%g%g o{Pg%FQ'LS @98@3’6‘?}? 'd??ﬁds o4 SYPMPS: RVaaRNeRsRe in person
tq iimecmrgargmilom-g didmlalstrd&irﬁagéntt\bl% éé’rpﬁé%()n;iﬁ\y%h glﬂgé/ug é)rs identity.

ke .t he request. onsors are norm
“@06@& at lcast twe, f'insé)é hitieationwould e r@w,edx ISmce user

p&tiaiaticd fsaérﬁ)héé‘t@ﬁ nt‘hlsesq{o‘aid Be %L@lﬂm?ﬁte&(bc\'\b{ 1%{ ﬁlgﬁ vaFUd transactions

setting up a user account
wWherie $Amreqnst lﬂ}q\/\mgt@l’ﬂhe ﬁﬁmlmsﬁmhomngmawb%%ﬂéé t®Pouch forh the user's
t

| 200 0271 PCT/ US2003/ 022191
ld@ﬁflty' Ir?gt%éségg,f L}/\g 8 i Q Sigh\? $INIRGHROTBBMENt wla_@reby)?he user
agrabsrtha,t uselosthermet'ﬁ aryitéﬁélgnﬁhfe is bﬁioﬁ? A ré'téli)y@%é %@g%esrds given

er source records, In step 6 agrap

arny %‘l’(@l’fa U7 Ysgrananya)agd mh@tqyge ﬁ‘@ﬁugtm}n ip deemed inabessady. In steps
62Mghd 62§ttﬁ@ u§ér]18 f%vﬁ&ékal wifly 15 | nios, t%rlnﬁg%ﬁygéqrs%tv@gdso Ind IF’ghe

t oken. I'n step 6 certl
crgrtegraphic taken.i n step 615 the request is sent to the

org Ins 617, the certificate is

ret?’?é@?cﬁ cﬁe &Eéo S §y(§ aﬂdd”ﬁ@pﬁi’é’l§meﬁ%a test
dagamient foctht G, leGS@fthéﬂwwﬁﬁjﬁ%s%é b UsdEaibiR Sighature and

EU ount é{] ep 621, the user's i1dentity
cegi ?%at Bgter 6 ﬁ%p&wegyﬁﬁﬁﬁfgr Wrtlfpmtesstatustlmfohhatlon In
ste)y @@Q‘Itﬁ@tl'CU‘re%eﬁgéTbt%'tLg‘,[ At %é@&%ggq%fcﬁ&cﬁy ylf A lgq%g&gg certificate

val i date the user entity
staty® s \@lifrseryplimerimonipletas absiepddh dametheagel 1sesble B A58 ss and
[ 4k Gl onsored, this should be
::83% T??’ent gx%@g%QPoéaﬁgé%'Wﬁlf 188" IMent esmingies inveteer €43, and
es@dmmmmmrtagem detbhRinas Addils &85 Y
quch e useli1 S den??{fs{e{ I'n stndqﬁ%E@gs?ﬁ%ggy which
m%@Y" Y% re&?ﬁéag pemeiohAll af hermutlited engelseand lprooslse Steipg. (e
[=1:1= f i tal nat ur
roIRaR proaseaRIceh [ s 8 ertllfes i S oMol il Brdbied S
comgpletipRat i on user rranual and whatever instruction is
the user is

dee ..ln ste 627 and 629,
pr ol\?ﬁﬂ%@% @@p%ed 6?13”%6,&%1”?&& SYRtogERphisdelen preniguslydssued by
a fareigot O ifgpiity dictt@Nconditions are met. As described above, enrollment
steps 601 through 607 are followed. User identity verification and contract steps 621

through 627 are also followed as described above.
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In step 631, the user logs onto the system and in
step 633, submts a test docunent to the TCU 1In step

wG3®B4/012e1 TCU val i dates the user's digital sigPer/usmo3/022191

and 20 certificate. In step 637, the TCU queries the
CSS f, cert |nf rmation st.e 39, ) )
t he er@(%eqs\%ér% gt {3 %Ee%r g%85%?%88\5'?‘@%@%%al?fjescr'bed in
Rifnereree clei steqsl 70 € rthé Lseragiacessthatiskeniin a\GdmpghtibReadériitiogs on. In
n% tes at steP 641, and the user is able to access
SIgRiT 0% qdfeinigplor P igalon astripYas e aiser s eerdfigate from the token. In
théJy 5 Ahe @BRABLAREBRbroh AIdN i8 ﬁFsEf%yb and e @égfl]ng idehfifcation
m ni the error

strator/agent determ nes "t he cause 0
iRfatmatinn istbtaised. efiGA informoaticttis magd imstep V67 ite pery itmat the CA is

HFafipfed 4 1ffE cHSnePP HEAdhroflliatahg Cah i eton is provided
td) h‘aat TCUeacﬁnﬁmstrb’@e in step 70O yarkniabla@ehidbtratePERERE WA anI A‘pphcatlon
7,.the user is allowed to use a cre/ pt ogr ap
11

'j%&%éﬁumo &0 15 e, 715 o egrmaision t sendinga eorel eqﬁo Qndwthe Application
Fal 60EHH

ey AErE AR AR T ficRnags R PaRthRtTS e

i denffipeymissionfis danied in step 7d 3nemratimestttepsin®@4 in eiepcad@hglvmg the

BaPtoP ot R356sF By 908 o0 &y BHieq £e Mamiarga. Anotner

optisn & tbcvk@mesttahewewm ¢ssCAe¥jedli@Bdddision. t Nad tiﬂ%sdb’tlbh &to ask for
In step 701, the_user places the token in

Fi .
“i?n% I FBreé'or"@%(c?é’PPOA’ﬁH forgigh GAs- 1n step 703, an
adm ﬁ'tﬁé [s3LiPly GRRY édb?é\?éﬁirbdt‘?lbf bﬁﬂ‘%ﬁlsi %%@6%3 in step 715 the

certificate fromthe toke

adeninistratenadds thediAwand otbnnegtmhlmfptnaqt@d tarite &byroved listnebnfiguring
ormati.on i s obtained. The CA .

thﬁggﬁgﬁéﬂa?}&é‘ééﬁﬁcages t%%ﬁ%“f'@%ctob verify that the CA

I's Ionstem 6aPpthewsdr'd certificaltd istBtRInGAr b8seWdte®WithBe newly created
%Ovedﬂst the CA information is provided to th

CLQHIi A ndtigireiBangd EppsHT thiplph 620, Aemiuserds a%ltaﬁirto make a
trf%alﬂ §l9ﬂff§ls%h lo @ PBOItb GafidRE thaf He &éﬁoﬁﬁ Ilil%{ Béeén%é? uﬁtcgprectly and

for per m ssion to continue enro
th&ppﬂa dsericon acpess thg TAM.hif thet §SBaetuans mmsza&uadmmnan then

f 10 If
el Peab s BB I et s iy SRi0S B o
a@nmls’lgatdn’rdﬁtemﬁés ihbro%as@ pf thersror GRE institt@s AtedyO whRRGnay
use a token issued a menber CA. Another option is

invgIve LepRAtNg éomé’v?rélh Qe ﬂ@omenb?reeqswemﬁe@ewbad atipree. The
mibobi kNP Us8bF 'f§lu?é’m%§ lfel%fér tﬁ %‘%S@T@eﬁ LoR't§ ¥éé)cllj\/%{§! correctly

approved foreign CAs 'S app
refyigvergertifivate stefusifem the fotaign CA3, in step 715 the.15

adm e.CA ctor information to
o S8 Ry B PO bEACAE g o
aredrdth buthatiged ireddessding BTIALE ofbthet SysHRP Iffamssdl% CA is removed
r's certificate is bound or associated wt
frgrg&ﬁ\? approyed st and its connector configuration data deleted, all assomated users
are denied further access to the TCU. It should be understood that the CSS can work

with other applications and systems that require certificate status, including applications

and systems that require inter-working with multiple PKls and CAs.
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user account. As in Figure 6 and steps 631 through
639, the user is asked to make a trial subm ssion to

wo @407t 0 val i date that the account has beenPGBUS29p3/022191
correctly and 20 that the user can access the TCU. |If

t he S retu nsvlld st rmati.on

o oForerempnar it St Sba Bas o Frovdietehd Prireg
dutiverticgtisr értificatdd) enclidiey salflEiyRés baditidtesl aliRfreaRRYrddifent exists
cause of the error and institutes renmedy, which may

qe‘wwwg‘e@'ﬁ@bwa@wc%? ang theg@ppligatioafinsratae ni representation of a
t%?ﬁé%ﬁ‘%aqg . 8 eﬁ’FM gigﬂg@?%\/lﬁ Pedbd@{satl si’gb%ﬁﬂr%() i§ ?gac d by the

Gﬁ%ﬁ arol status| |§'qaﬁlacbmmmgaaérusmdmefrmfnateecmcims Thisrallows the
role i

ARIFAERIS s Acsindis pluitdle Jialls Beahsirtardless e ikt Srine

cRHifltatd was sélinsighéd 8PisBdedby &80T THIL ektedlyderiiEatd hefidd may be
issuing CAis renoved fromthe approved list and its

used rvétﬂr@a Sér@ilfm@nm%{tqf senterlied cedifisateg areyusedibY 8 coanahity rather

: I
P S O R Thul i gl DAL orme
"@[Ap land dissuing Ghidisgysetiémthid hpplicatarueneonoeassisucic ahaccepted issuer
cl | t t t hat
o sheieR FeElt SR P M AR S AT 481 s and Chs. 25
V‘D 2G0ANEHRE LhBCI S5 Qe dinatisH of6ARBESBFs t@rf'é‘ttna%

use of the CSS is to provide status for trusted
ciiificatersiatusi oW lasst eng periasior mahe dmmtgal"s gueh 8 aéivist described

f8reu§e| \Kn'trF%gtéd MhfESea TRY rﬁ%‘%"ﬁ%k&% toPseﬁw"ﬁSHéd%E‘r?mmed, e.g.

ient seeking services a FeohSpR e
o@dereprmmomae uofil ceftifigatet statsis mjaamm'edf |T03trae1hed @nableENteation of

cert [ f| c éagusgﬂ@‘%g% i{ﬁegsﬁi(}g’i_kal Palé‘g Hﬁ@gt [ s cached

t r USFfb(drré? 8rdepfdteat autitbRelddsingldlapné ir@ﬁ’%hé@§how the CSS is
E%%jl(catlon to have a si ngle certlflcate st at us neans
|

Ui igleea@mEeregh ekheeiutomebile ggalerordhe deqlass margsesitativedhereafter

c%fled uslejcg:’% Wo@sn%llcg&h s'ignglﬁ& %qfe&%cttl\/é 'aﬁﬁ\tegtlgg%n%grtﬁgte by an

ere er “of 'contro
Acgornofivec@Aewhiah és demctebyasaa mmnpnjlen t'l;lner ear'seessebh\aho may be

uer t he co nit
Pt ol e ERABTAHL WA RRUEH sesRBctyR Pt erdisaliy qealicate by a
BEREA. nAter%teﬂIB@éer/@ésl 95U RIEBaSH S rtidafG T &tifhte by a
i ssuer of self-signed certificates as well as

_ %r{é\lter@iyelyﬁeﬁlwé@ww lesiser 8% haug ctﬁ.eéetha self-signed
cgﬁgpﬁfgﬂ&vk@n tﬂéd QBPRG s‘?ér%dé/@thrtﬁé éa%brgq apgﬁa% é}%‘tﬁe SS, for

eas ohe~conne suc
eaaniplwbeqawse thelessediisch refolar uwomet bf the distiled.

certifica ctorsin

predéP&X %WI&S‘ ';1r '@ap%fg? QE? g%%n iRyesepd rﬁrgqrrs status for these

ab@rdthdri ceptifRatelsalsity arfy G¢HdatestatustbSoriiRy Ane AR L8Ss an
creation of a hi erarche/dof status sources (

apBEaved siaue pRogingdRrstocek Usthigiyre 8Fit @a@umagﬂetbabgwomtwe CA and
PRSP BW l?sel 8@%\3?913@&%”@51@( &R%eé Q%\@L,rﬁ%\g thgtethﬁgafe?‘ and lessees

have some forms of token (e.g., PKCS#11, PKCS#12, browser key store, etc.) that
contain their certificates and cryptographic signing means. It will be appreciated that

Figure 8 is just an exemplar of execution of a transaction; more or fewer CAs may be
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utilized in e-comrerce. The autonobile dealer or the
dealer's representative, hereafter called the dealer

wo ero4miarpl i city, was issued a respective aut hePtT /081008622191

certificate by an 20 Autonotive CA, which is depicted

@nBosd R flerbesat it Forindr f&GRs ¥ DeedAn Br MeBahtus!
tesmishetidn. cat i on certlflcate by a Bank CA. A renote

Iess r was is ug?a% pective authentication

certif ?@8@8%@‘ LS emmglr@tesmet'ea%tsw@cyor witigyes it from a

Ieﬁﬁfﬁp;ﬂfcah&? SREh 38Y éBﬁY t Bér%% ﬁmﬁﬂg Joééll?%?q%e dealership or

certificate, ich the egl ster
re@atdingt erﬁmteawteoegam arh‘épmieatlorf Serveb lmxsiepBes, the dealer

r | ar custonmer, of t
B3RS0 o855 of P e BT lor. Yasoase may e
disptiayjeeMte Dotinitherleca idsses bat ttse fediott Rser il thd)@&ihd the dealer

certificates usin certificate status reportlng

MRYPR Cellagion foansyier aa%ﬁpev@asenstm@er%@ctwgf needed. The dealer
Cfé%e flot] g'ﬁé’.agmb%ébeggg t &&ééﬁﬂ%? tp%\ﬁ@ ﬁ%t%&%ng@rm resource

Iggritor) tnidretlegsor thed edablies thealedsdrde seview aﬁd leaseuts thelease, with the

BB Obrd o b e P b AR oL BBt S e

denleptfogeamhple vaihgniabiet e @ caplurdd ﬂhle &5 caRRIG ! Qigﬁgture on the
that Figure 8 is wst an exenpl ar of execution of

lgasgnand repete sighing by thedgesor.dg leasp ipansmyittpgh(step 805) to an
E?&ﬂ@nmtlv\}ﬁﬂ:/ly%mﬁ/ rP@&ﬂ;%&nICSfPWEE ﬁ‘% @ll@gﬁ&fg%& The

conmuni cat i ons as necessary
dt@tahsarcmg oM the iessee pn@dealet iseadyentageowsly Hgranic) witinthieeSpplication

Rf‘el ?8?&&2&3 {J%qietaygs ry arrfp I e¥§$ gh%llygqrjggnradﬂ?y | ecﬁ%i\tgrgto the
dlsptwbuymage nemkeabtaarsdlgnral eignafuréLaretRbibraly Aot @ %mé
site lication Server. In step 80

deal EmibFe F?éé’ﬂﬂléﬁééhqt fee BRRlication feper end asm@e@ﬁletqtremc Vault
Ma@%%e@s&fw thekeler td. Qf%ﬁleeﬁ?esgoﬂ'fpa\é R rerfbRRy ﬁﬁ@ by the] %que&r In

the | ocal 'l essee and the renpte essor at
stend 80Mdhigaah 8111, theyedsor eiti¢ved the ldase doswiie \mult agrees to the terms

' rLre ns if e deal e
oFHEAD N ABPUNST T 5L o0R | BB o sl ISThp veur
Stepe\80di theough @Rl iljustiateobsth MadRRs ollBolRRAtaPE)asyActirBSous

Iess r that enables the | essor to review and execute

trangaqlign PEOCERFING. t he executed version returned to the
deal | i )
eal prsted¥ 463 thk &@l ,tgﬂi' %Q?Q%? bReubRz U @gﬁ'tt(édrt%e lease) are

deal er, for exa pc tha res
chegcked éOrsdeitajj smlatm;esg rw!dufraﬂycaretfdnmd treadigital amatuw@hl% verified

iy BY oot Ao dlficliate vRIdSTH Raen 17, heTocal time

isaheoked wadrisare thiat h félh&Nlﬂmpith@lldlgnp&%\(sﬁ)rof theerbftate(s), and in
ital signing by the |l essee and dealer is

St&a%’éﬁt Hhgdoes IS/ dugriedifrcthe gtatus phibe mgpificate(s)omn responss in step 821,
th'éR?@é P ch@&sqtsﬁeéé}%écﬁé/ Ry b'8atd stdts W @rinbat! S0EE, and i a

by" indicator to
certificate’s status is present and current, the CSS returns the certificate's status as

“active" in step 827. In step 823, if cerfificate status is not present or not current, the

CSS queries the issuing CA using the connector type created for this purpose. In step
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di spl ayed i mage(s). The actual digital signatures are
preferably not displayed. It will be recogni zed that

w0 b@4ApRri cati on Server and associ at ed El ect r ot UVR03/022191
may be used by the dealer to stage the contract for

te s [ b he, | esspr 0 steps 807 t
Siraligc8 Y B RACR i o bl FerRing BEaa e directory)
REITASStatis fohRe wmref@fabtﬁ@smgem%dme 6Britedr] ahdSih %pﬂ&? the
it, and returns its d@aﬂlta ned version to the

Gagireportsspesuiered cerifiealgls statds PW torthe Appliestian Server.

|t
or oc SShd | g irgfte Ay RENREEE Y ForibbERGIRIAE, proving
teb@dﬂdfomcdwvwneamem 1t"15:'5‘l°~l)rﬁKfﬂiﬁt}n Sewer aSsunhecdatiof of the

i tal s and.if are foynd, the diqgital
Lo Srnf S 28 Ry S0 i b R BNESHTRS o oW verdlon i step 826,
Brish e il B@béémtlffé@ it m@@ir&‘ier%hﬁra‘éﬁirisﬁ@d TV Ahﬂlc‘éh@rﬁ’ Server and
817, the | ocal time is checked to ensure that it

Elgetraniq)aui gognesateas il - Jestepdi3) ther neweersion is designated as an

SERSIEHRRE0SIn TR ol e 080 623 4Bl dbor, oy
empepdlagla, dateHieneC88mipi ansitappidrakthei TGU'b diithl ané“termteﬁmé Wocument.
ata st.or tificate

B4 18 oo gl ponafie o & Grtimienf P aplic, fastenshes piace.

r et uMsteplBB3¢ R ah igial SgtatifcdrierifRate A loVifassidl 18418, pche dealer
827. In step 823 if certificate status is not present

ipplerst t@ éﬁ%fﬂmec{m whicgdwigallyrinivestepeating sigps0 uthrerggh 829 until

8 G858 B Hi SRSt bl oTn B Fecdhe Xy oo

aCApleded if the batBaolka Sgnerts cartifSat ia trenoked o eikpirg IRtRASHew
(%e.% di ectorég ret rn statua to the CSS,

i @Pﬁﬂ@crﬁgﬁoﬂ ANiEM %rSr'l“l‘?'é'E or, and in step 827,
t he |t1GBBbE Qmaéﬁs%d&mapmernlf&ﬁwaﬁﬁrﬁ bbfebf: alién 8s §t|@é§é5ropéw k
to the Application Server. Assuming all digit

asitgmekilgs @r@yaheopr@é?rttw incan electspric fasm, ﬁi%oP(MthDF PKCS#7,
Sfmllklﬁaét%d thé’cre‘ﬁ\éklég pl Hb%t Sh& GEeRRLE ofjcﬂ g;fqta fures and prevents

authenhfié, the erver assu
unaethoekzedt modrincatlmin cMaBylbf thede kntmestherbfdrel ctalhl ®e considered as

El e&p oni ctVau t as a ne verS| n |n 829 Thus,

AoV Sk Blapnats P efeltpesie’ BF apsddactiBioaetion. o 1 oo,

the Apall BaHeUhdSRsYEd th@lﬂﬁhe @S%Iah PRI sy bﬁe&%@ﬁ%& 3? Eertificates
as a TCU. In step 831, the new version is designhate

f@%afﬁlf?ss shkPoysagst |%h@@ﬁyﬂcawﬁ ingleda, buhare ratiigitadto, these for

i eﬁ’l'teﬁ)?m%?}/ Asd fsgrﬁa appB}yl ngs@ﬁé&%ﬁ?{ L ]egg SR&? ?&'eg%ent/exchange

cert@lnalmaigmmg; QFkiesdnmgmmy encrymlohpdmjawcalbtlbmmrymenly decrypt
nat ur this s

ol st e S Sooi1S ke ola: AsEoraineheligrl be wodebissBatgs used n

ti€ Bpplidatiah &d RirthaliPeR@abion chriffieftbs gerdt8IyiGRtofipakses such
alerted to seek renmedy, which typically i'nvol vg

cegifieates tiptare pat wd fohideniisaion unti| valid
br ¢ SAAGn, 5655 Bon el diRea6o AR piiBry e Liamone

ceitifjnaie'statue chedk inat singles comvraln@dhtion. Anmngeﬂihemhmbs ahid&apability

may be used in validating some or all of a chain of user/entity certificates and CA
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certificate and cryptographic material are issued. It
W || be understood that an information object, such as

w@2doease7f or an autonobile, may be presented PCT/ES2003/022191

el ectronic form e.g., XM, PDF, PKCS#7, S/'M ME,

. th b f digital _ .
& ezt o AR R0 h SR LRl 2RBaCh Bl ariedlt 68! o
provide O bdditiess skauirdhcé et afl ore is &k &@tumgﬂﬁ%ﬁg sfibvalid.

providing security wap Bers or envel opes
nol JsERRicaioRpassesa e%weta%fs)r@enwm@gﬁ eedifieaigStatus

é&@lcgﬁ Zﬂq%ﬁk Rl the sfé éﬂeﬁﬁHﬁg‘g {n?drma]‘f’gﬁ fideded to

regar usage. cert
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use is no and aut hentication, e.q, , ke

Wi iitre il inok BB fied Fraticln dufficare Sus rom the
iSdLEY 0B, c&fmguﬂng REPEdHHRCtod /ith sBRP' Rt é&ﬂmuﬁiﬁéfdf%t arameters
onl%P decry only, and secure sockets |ayer (SSL

SRBEF 7 161 SHieated GpITecERs agfldos 56WOA G e ingedp & GSS mapping
el Se llé&ﬂﬁ%@ﬁ Atk SoAhe At rﬁ%té,&%églﬂ?tﬁoq{ Lid !é&ﬁ‘ t%tor is

general 'y enconpasses such certificat
agsled td arlist dfeanprcb\retdaCAsm a bmnfzgdchtbncsﬂorea CSS connect or

can advapt ageous d nor. e 30 certificate

S+ at ATTEROBNST el g e RN Y AR GrH g UseHEE Information
dbiﬁdf@ﬁavnﬁ%l késp@@ﬁ%b\l'érlf%b{le éVﬁﬁén@@trblﬁ@ﬂcluaeé{ #d éjcéb bPtrieving, by a
some or a chain of user/entity certificates dn

figsk ngty\mnz9dw/stﬂﬂcrzpQSIthr/aummloa@ggnform@tm ohjeeit 'efbe
a%tl’gantlcgteg&ﬁb%% 6’5 eé’?ﬁﬁ:ﬂde%gg dﬁr{:ﬁﬂﬁ it Q@S%ﬂ)’r@ otf %e?ﬂjg{mttmg party,

I'ssuln es a Sur ance
adlirbt @ﬁBfloate tdiﬁilrxgeattledst ealdentigt énda eryptadraphiakéylto thé isabmitting

raBy # FetiehBroall Bl e i L SBRatE® ol U BA aesibe 2 cortiicate
rSlb BN aﬂ%a&ethérdBrﬂtMcﬁ&?M@gr‘dPﬁWN@ttb‘i’r'ib PEREE g Ritdry; the digital

retrieve certificate status re UISIteISSUIng
signatyre @nrdiceytifisgte-ofdbs ﬁ@wﬁrngdzﬂmdtavmgebeam validated by the trusted

r&&is‘itb& &t%%nﬁ%ﬁ%étt#sﬁ@ﬁ:@wtg%ﬁ%% 8@%&’( sttt e%@f@ad the

certificate s I'ssui ng con
autrenticaind mformaﬁdnmtgmt hpviag theeo praced drastor® dpameRtidsic original

. fic to. t t d t d th CA,
AR QR o0 GeGBH R SPRD SRS aReE FRPISER ng CA

and The teAsaQohxeclith éthee SirtHea il AiledNfe §
10 added to a |IS),<?COf approved CAs in a con%?gﬁ)?gﬂugk% any

signinceentity igeeonoitite Hse gbang iorp kounddnstheir dmtab@gnature prior to the

SHLOTSITRS R gk BORETR) PSSR ot o

lestsé meodlgltaétsig'namre @nd aytreenti€ationitceptifichte dfrtmﬁslgnmtﬁéﬁ?dcreatmg a
' ed inpformation object

SlgiBhiEn bltck it SoRtATSAL P, Uit silel SaRBkia 880 Fuihareation certicate
oflira é@?m@ banAtdssBeiafing the sigHirk tilddst AR thy 'lnféﬁnﬁlo%'d’b?éct

certificate relating at |least an identity and
rqneﬂyﬂggpeapnmwpuré@yeg@lanﬁéemhmgtmuﬂlple entities dlgltally sign the

information object and/or wrapper, and forwarding the digitally signed and/or wrapped
information object to a TCU. The TCU verifies every digital signature and validates
each associated authentication certificate and retrieves status from a CSS. The

signature blocks are rejected if the signer's digital signature does not verify or a signer's
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party, a reliable date and tinme, a digital signature
of the trusted repository, a certificate relating at

wo emgo1he identity and cryptographic key to tPer/Us2003/022191

trusted repository; the di gltal signature and

rtificate of th submt arty .h V|n been. . .
i horiepid Boticatt Peg G os sdRtsty0 ds Rejgption of any
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f th
dvx?}fJ gipg%thtééﬂlgglpjtagﬁ &#ﬁiﬁﬁg rg@g‘% t%ﬁanédg@é%ﬂ) 6°e W%ecé Ipformation

cfamctt,lmeamng:iamdkestrbﬂne osgleplswhxf:h nmwsranmg:cﬁuWIs 61 IgEHAIDT the owner.
to co o be pbound their

G Crpdthe s BRpLghati Hopiey g RS sfepsicl gomputing one or

reai@Cdotei h&shéb foR try & rdflofhRfrhatidh 54ctR ts or for t
consi sts of inclusion of at 25 | east ?ﬂecm gdnYenlsor or the whole

IfpgRaial ebiasdcempying a bash over the ened peape edntentdiashes and any

r i s . K that . .
PRAPLECEE S 8RS oo 1P Pigh A n mscton
eactyipding itttatoroputed hiash usiag ¢he sifninb asty'gpringteri@y! thereby formmg the

R A Bt ot Bt s e i o
alBHd With Seedighdrisefititbriichfdn derBicafe.t Pehe é;ﬂfeﬂggﬁﬁbﬁppcludes a local

obj ect and/or wapper, and forwarding t 1 git
daieyaeditimadreating a iial ggnatnra;blﬁﬁt ingy furtijes dnclude uaezraps of either

dg;%ﬂ— Sh\égll')g I'dg @ t {u¥ IE’IH%J] ay eqq{é?ﬁ%ﬁ{'ﬁqﬂ%ﬁé Idgf% and time are

cogect, endasoseettngsthé ncmai aaté:sﬁd tiffeeif eithanaindoRedt] OCkS/irdy 6n a

etd i f Ihe ner' s?/% nat ure does not
svgﬂe (ép an tgqeg € 35Q) S )g@ggjtgq@ service and local date and time
iF6rbtd e dRSmamb8ang. amhél Rk d‘eﬁé bAg tlﬁferct,dnf BeC&ekba % ensnu;/’e that it

expired or is reported be revoked. Rejection of
'Ss@wta re@dﬂh@fdkfaf%whméh@e Hser's atientication certifiesié salisity period and
|
ol B e oot bl Hhcthor 4TBVRE datpp g B Shepiton by
trepyaidldy petisd. own si gnature bl ock, al so contai ning
I I d bj ect f or mat 5
oo BB 315 i oBFuet ol s 5 P U b stansture
béﬁdc&ﬁ;ﬁﬁté@'aﬁd@lﬁb Qi@héi‘uf'e Bibcit ﬂﬁoé’%‘éhsmlt@aeﬁérﬁ‘éﬁ g a violation of

gital signature block may include the steps
aetmﬁta@atwg Qsaﬁ@caie valighte perinst isptideBoiiying the um thatéh@bser's

BRI 8 TBE B SEhe [ RABEIR el Pl Bl uner e
thmhrmsaohﬂ;renﬁmdmeﬁem and any appended data, such as
ning rationale, or an

t he é, cal {e\fe and tine,
i nst %E?mSH Oﬂ?ee?{cfP‘?fﬁtﬁ'grY@t RdIkH0 dae IwErmatien fentained therein
|sséyﬁ&lf|66 b@%ﬁﬂé@s&i oRé is\RbRIr& R, érlib-ebterl%ref I%rﬂ%!\fe?ﬁteh I%@naiures and

gher gltal signature, and placing t si g
d@r'ieguar%mlgs;tlzg andrusep nlnﬁ@rma@m@m@@ exeoition, ahd)ptgzcwm’eht of the

sghg’%u?]éd@% a%taé:r%]%ﬁan: Jleeg&bé( aﬁ&a%ﬂ;ﬁ (gﬁggjﬁ%t ag; rérje or more signature

blockaitambe aeli tgitheTCi ppatately abrgokitimiy dedidnagsn bngbude

i t di spl.aying the |ocal date and
PTG AT doEs G T 4 PR RIHEP o S Tat 6o Bisgk sent

intepBnddrly or as a group. [f either the digital signature verification or authentication
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15 correct, and correcting the local date and tinme if
either is incorrect, or relying on a system date and
WO 2ove/0i(27t hese are set by a trusted tine servi PEr/asz03/022191
| ocal date and time is protected fromtanpering. The
b 78<C ! y sure that it
ottt e g PRl R R FASEET HBrRRP ok BRA iy reguosi

ramehwancblathecmgmwmal Blodatatidstion step guiddetthamtu bhsés the
not before and not after

t he .|
qu{%%rg Z%Cka%dﬁ% fa”ﬁﬁét‘%cgfg& flioe 8i9pgiureblogkssary searmeiely, the TCU may
dord fé‘ﬂabl@@ﬁ?@én@ﬁmé tQ 'e%l‘i §ign§fugé‘ﬁbh'l’i eAEEE'}HIQé% loBisih8ss rules, the

verlfy reqU|res th glta gnatur
T4 anpridsdiseen ﬁlﬁeatyr@ lack that lsbatelnstaoreligble date and time in a

S T A ——
finlisi frbegetg/ ¢rbatmgsa:3 elebtbnic bggmsghfoﬁmét]?drt bESJé@tatlwulhﬁé user
expire must be renewed and not i

SfBHuES ol Blate At W% A NoRRa-RRR M ARercan be recursively

abPREUTR ifipRemEh aARFsineks AR sgéﬂﬂybl%cék%at ure bl ocks

and the informati on contai ned erein 1s specified by
at | éhetl CGhheayivglidate the digial signatwe(sjrane abﬁnedfmattohenrtlﬂcate(s)

ize
oFABRTFLE 2neafs DBBHETLR Bl b A5 RRE A Blreto b acsecto
cemignabﬂﬂreeleamchld at@aall isfosrpatarf bigectihy cfhbcklﬁg?lﬁ theMusiness rules
nore signature 30 bl ocks can be

d§ raﬁ ag'@['J”Q @Engdg%”t&f'eﬁlbdﬁ@e akthenti¢ation esrtifisateinas authority
t@ﬁer‘f&ﬁh theQEHESRONETE, $& glﬁg%@s%ﬁiﬂa e‘%ﬂg’epeﬁ qal%ﬁn%ﬁpe checking

val i date every signature ck s
thad cartifeatgyalidity rerioderverlaps dirggrit agliableguate and time, checklng that the

o BRI s At e i i Bt wihéimgy gate ana

nmbeafrmecmrg:tatmdaee sﬂagrsa.tsungea Bise: Kt amdofMBisd @ FS%sults in an
nat ure bl ock validation s

e,
'ngaﬁeéfagse qutR t"l'&?@ el sGnaiyge isjegmadipealish Meguesth@actlon is
disant e b ]
T débé“?"ﬁg%??é‘f@edg‘??@@ SBhaltfRPR'defickrvaiid and the
regjughted actionisaliewedccor di ng to business rules, the 5

TCU S| r ock that ntains _a .
¢ ol | BRSPSl BRI & GRelBey nefle Yo np e eting anc
apmevmg e BBUINGTCA muam.mbm@csamowreﬁgétbﬁde %bgﬁéthHﬁfed based
bl ock, fields, creating an el ectronic original

on YAySIRR O BWaBIﬁafé%'i hés £S5 'yles anglesystest pelisyuifdbe vetioy step fails,
th@ﬁé(s% eAdeddubd Y Re IS AOH urat%ﬂ%ttwﬁ EBtSaLﬁl%}lﬁﬁ" gnd/or CA

recursively applied to inplement usi ness an
regisgigfipn {erpinaies sierwise, tedssiduy Bayis addiedjas; tauthaized", and the

oy B BRI A0 SRV ) Sl Gt o e

I'n"a Sighat

foc m;toaﬁm@cbmﬁlddbe status (CKISP,&CRI0, LITARdHe ddbed (FPBIESE cé’rflflguratlon
i gi nal i nf or mat i on obj ect by checki ng

StPR. B i, Coniaster (6 riarpre) A Basle Saius arded fpmtmgeady
mfbllgméﬁted daDinid Wa! thY CS%erideRt Gy BRbkdd & & dtem or TCU

has authority
and a diverse set of certificate status responders.

Certificate status checking advantageously employs a CSS for establishing

communications, retrieving and caching certificate status from approved certificate
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to performthe requested action, verifying the signing
entity's digital signature, checking 15 that

weeotiofi2ecat e validity period overlaps current PE/UsHHINE022191
date and tinme, checking that the conveyed |ocal date

. ' f, h Ll tht T
8 G5 \Phortclsiaondir BiNede it St 58 8 Vel Teu. the
cass:s&t chéclariis IOéaltcbelS@tcﬁééﬁ%tHleelﬂﬂlﬂc%td $tafid is prosaht &hoonf found
| se output, digital signature is deenmed invalid

%ﬂﬁ’eW'Fféfq J&Pf@ﬂ-f%w ETYal, redvron Siae ol serifisatastajusisinglpresent or
&RQ&E MeSme by ﬁvéjingér‘{/é" th%hQH@bﬁrSere't%vgﬁg% Hf’t Hsgrne%ggstmg

he 20 requested action is al
C@nnegtgm lng)rmatmm frométs CoBfigunptiomstiorsd eThleh@S§ttbpns establishes a

R Tt e R T
donflgiration etor®r e CEH doPipd¥es ianR$ifficatt Status e st bs r the method
policy. If the vetting step fails, the issuing

CQBE?é'&PCE 5 ¢ CORfgURRiN Fjerieaand Hes BB aettigvesenrtificate status from the
c@HffﬂBQfe' #5fs rﬁ;%ﬂl g o ng@%&ft%ﬂh & 3@% SQQSKB th?{n?éael?t. The CSS

ot herw se, is a
asldd at leest therelificatels 1Bh cpdifiaate tstatgs eh@tlméetbéise to EStadtyand

c ficat t he hod used or reporting
r@tﬂgri ?eerﬁféqaée %fag sutg%j estg SYSISAS) T4Ye added to the
CSS thefceglicatel status %Wrm'lg mag bb Rs6@BARCERL ah@ proce sing of the
et certificate status is added if not al reag

d%ﬁég@ﬁ@'@a to fhie isHig (riys Pytlisationssabeduipethe CSS refrieves the CRL
fr‘om HleQReiREd #téﬁﬁst@wlﬁﬁﬁ c@mg%ﬁ%rﬁ &0 i fid §§ c%ﬂﬁlguratlon store.

di verse set certi us respon
ToerGS$ cmaaltscanhesm@hemssgmatédamtm@\edssmir;g @Ap;ba?rsés Bertificate

SHei i BRI it elites STOERMIGRT SRiyolodis.caohp Aeagiied vith the
1s%1||n‘é¢EQOWOBh@ﬂf?datlBﬁfB&léﬁZQ%@@K]tﬂét a ICRis W afifiSle, HERISS may

CSS receives a certificate status query froma system
reffeviee - frans e perbficaim slekus rﬁpgﬂln@@amp@a@midlste@i Ieélee css

cbﬁfu_:t] &Id?%th'ef 'Wﬁér% |F|ts%é‘§1rédso t?ﬁ atd ﬁ@?tﬂef d ulg% chmp ete CRL,

in the rve'inte TUINS StA
trm‘rmefGSﬁp@aaﬂae @schamlqbecéw&hnthealssumgjm parsebehe CRL, and
s status

e.lnt rvaI S re
plo B et Befia e el ol it S ssapipied with
Issorn‘fgl Al VHen8 tied QTFH_ c&ﬂﬁn%ﬁlytdhﬁﬁ?@s%éﬂ%ﬂlrﬂ 'ﬁ‘?er%ubhcatlon of a full
C?@gnunl cations session with certificate stat

Ry REBHRSARENicaleetatusiTasy the, QRLsandcmﬁWEQQﬁfhﬂqatmstatus and
retht8l $nfo A oﬁjﬁtﬁﬁﬁgﬁga‘?@aé’soﬁ%@d \R/fg‘é%ts@na;@%us request

as per t contal n 0 uration
st or @smg@oDSﬁéo as8in ertificenes statusrthaff aloak @ wdent 3y8tdni BATCU to use

[ C St at reportin onent and cl oses
a siits f8BhF tor Bl Shitc & Meies 0 RS 158 Stepaef Gretying the
CSSrfbr friecstbie’s of bPauRhticdtiondertifichRt ptesdith bisifalle ! ﬁ'o\éﬁ on an
%o its cache and returns certificate status to

INfIAIRESR PRpCh ydeening states auspemay Hse Bisinglemsans (,esg OCSP),
tréiSdIRHig he sBRYs §6erhas § G red B be Atk REQ k& ﬁ, %trltevmg and/or

reporting certificate status. If certificate status is revoked, the signature block is not
used and remedy is required; if the digital signature verifies and certificate status is

valid, the signature block is added to the electronic original information object.
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CRL. According to the issuing CA s publication
schedule, the CSS retrieves the CRL fromthe

waeeotiofi2cat e status reporting conponent | i stedPCTUS1903/022191

CSS configuration store. 15 The CSS cl ears its cache

e ST 4 Bt B g contce

SRS lbfyu@@t.ﬁg ahatre;somm% Bertificats aeies inGRARARE @éipr\@stam drid€current in
i ssui ng CA n notification by an issuing CA that a

t@RQStSsC%RhﬁM%ﬁ@re t3nel g88ing iyag and Mqansver relievior certifisate status
f t
fltdﬁg tﬁé%és cbﬁ??t?raﬁér@étﬂ?e "R eﬁél@%l%@ﬁﬁfgs thiiS rﬁgab(g sa CRL

configuration stor I's requir
asddhe apdaffiadﬁe&rtliidwe SRiatiisisanot ﬁmnt:lem theGBRIn@ CAL dezhetihthe CSS,

CSS cI ach ated h .the issuing, CA, .
Rl U C R Eerch FRTARRRG R TE A Vil I Ineconr Rt faepatnoa i
noehatrd théﬁ PiNES S @amp@b@s ) h@rtiﬁ@é?tb%ta?!§§ ﬂs‘qL@tste@b wértthe method

I ssuin . Where the CRL contains only chan

C@Btamqg IRESF cenligytationcsiereoand establisiies apprpria @ommsmlcatlons with
t t .

RESBRRESL 10 SSRGSl R0 S B

comploaenising tieddenifiet cestmuamgstﬂés cléckivgy mgthedGBa digses

G5 s 21 SR oo o 8t st
a@@d&dlaf%ls Gatinfe-B-lchalGeBqlid) ¢ tHéepdriod spEEIRS BY stHISS HbBSs stated in
the CSS for the status of an authentication

thettSpisy.anskaddsiat least hesqagiifinate’e!Dhistaius,@nddime-to-live values to
[ Ly
léss:i}L ch‘ﬁggﬁgue ees‘fétus%, ?ﬁ???%?fnéﬁ {%Hl%tsrﬁzgﬁﬁ%até Satds to
repuesfing sysiemor m requi red by the issuing CA and
nd/or 30 re ortin cer te st

t
cor t Pl R ol S8 fin slefi T e e st aregssued by
aﬁ@ipprdi&@dssimb CAITRSbYs kEiowe et T inblLid&$ Getilhg 'tﬂeailser élsmg

nature verifies and certificate status IS vali
eﬂ@ ligfheghaempersbirorRCeduras aed ctitgrierenteling-usasmingoliment information

t@&% %248063%%%% Wﬁﬁ) Q!}%‘g&%daﬁggaﬁ\graygr? #cg%%é ]hg creating and

serding ataerteﬁcateglequést tathenidentfizatissungc @At iTheaskee's atitiehtication

- f if th
Bl A RSB hS L SBL o RAhS, St St
drahageat R vErfEiondH B33 Bertiiitfe §ﬁ%§r&%§ afré’ berformed to

retri ewwgllcertlfl cate status fromt

e e torirubliekey paiF genemtiemang gertifieaie & :ﬁsuemet IDrfOlCesa were completed
t [ fie .

i L L N N R e R ——

userdheaiventhe sanES&ightt tbersetolf meﬁﬁﬁglteﬂ! pighatiré Be they give to use of his or

BB BB o el e e B2

TCerdddountit @ctifarédls request as per the nethod
contained in CSS configuration store, and establishes

appr O prathecdoteivaling aersdng system on FeU wherd the (@er alfeady has a
cﬁ&%t@?%E@%%? gf)@n%gllhegt rlét r%tg:ré\'} &?ﬁz kﬁéﬁrﬂo $%§§ Er'Rclude querying

thearser's italkaendosthatussr's laa’thlenti‘@tlnatcbndcatadar@l abi#ifing issuer information,
rses _or_interprets

a?cﬁgu?ré({qgﬂé%g)%s%ses (F&Q:ealP%shegtp;Segéﬁﬁe Issuing CA is contained therein. If

not, the industry or organization policy administrator is contacted to determine whether
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associates a tinme-to-live value equal to the period
specified by status type as stated in the CSS policy,
w@nw4mdast at | east the certificate' s I D, statuBCT/EHS03/022191
time-to-live values to issuing CA's certificate
stat us .cache. .The S th n returns
oF 50k RS RE CATEoe S e YA R T G/oclitiany | 1 R BR fsuing cAis
deBniedINst suriheﬁzeB@ue\gﬁ%ﬁor%rrﬁﬂnfatésabﬁd dherd Beussliky CA38 deemed
approved issuing CAthat is known to a CSS includes
"gethplizagl"t erroliwent F@I@P‘Pﬁgﬂs assdensripehadoveenber shi p
proc ,
pr ¢ orﬁﬂg{rﬁ%}] Brg H%Hs{]&fthg?tggﬁérgé%&@céfé %éntgﬁ‘fs%éﬁé‘p%%d fo bind the
oertgmaieztata user'sEeosunt, byaaﬁtlerczrp@mwngguwdormcesmm sygtan or TCU,

tlflcatere to the identjfied.|
o inoLIsaT eRE T T Aty inbeiba e vers Mkenothethold Heir
dlmgatlcﬂﬂébrmlé@@dm@% iBchlAiesh rfeaﬂerd?étflé\ﬁrﬁg’an@ﬁQ;PFa?in the
ignature, di gltal signature verification and 88

ceétrﬁtcaireu eoatentshaving tasskr affien pat the eendents areeeiieas, arshadding
s@iék&ltéocf' éf(?é/ tthﬂE x%ﬁ%ﬂf&afé@ usgrn?qr&ﬁ‘ﬁ%fda‘fd?‘ h%t Essg)&l%%ﬁa% frodn the

cess wer ed corr user 1s req

c‘eﬁlfma@n smdfhaasl sentlfleuie ¢ptiasdieg G4\ aen‘esﬁt off ket uw‘mvlsttmgnisaed name
use of th

25
CHRUIN Hendh g a I e GV o N I R RO (241 o
sthé@hﬂ\MNa‘i'r‘i(%n THe@&kbR datd) %a&%@%ebﬁe&'ﬁ{ heehys@nt 8r T8O policy so

user, and the user's system or CU account “i s

thattexiraciian and deletesiryonayhe gutomagedisers in a system or
TCU h

101 MGGl 85 LS
aluméhrmdlw ofuee sybrmitted ii’rﬁ?mhn?uouamjéd inchides tiiestep lvf affixieg the
aut hent i catl on certificate an t ai ni i ssuer o
SRV R IRt T P IB A g DA SR ADRICL RO GBd fewarding o

a58Rtdnk of MEU. SIP BipRStukebibsk ¢ARAGMNRAs ! BT redubstsHelransmission or -

tHe industry or organi zati on policy adm nistrator iIs
remadnanddf signafoteehlatiealigaiensuccegds, Wie 200uthen ehedks that the

lcF Cﬁ-ﬂ/ )}Jé%gg %/u gn%ftge? ?‘r@i&i} ér%gflatt (ﬂ‘%é &%f %’nﬁﬁ% c,satlég %&spg rejecting

sys emrule usit on. ere e | SSuU
tigke snmdissioatif thg tiitatoz el sumﬁgeﬁéreaﬁffe)éntt af 4 dﬁlaatces sueded, the

the jissuin I s de aut hori zed'
Tﬂfaﬁ@%wgaﬁfa&%@ag E%"?'Séé'gm'%?é’d‘ SIG0IRY an efsstronispriginal
itfSfhatondjié@nt i cation certificate contents may be used
to bind the 5 certificate to a user's account by,
af t eA meipedin A ef mpptairiog @seurats anyktireely ertificale status for real-

s @é&lﬁl:t%o{gf%'iu %g?hhg%géantsﬁé%é%Ib "H’]tg’g{v. io ga(talrél(renent includes

user s

troeﬁetstéps:alf e,CRIbttatus meothel id o) trreaatﬂe ICSS Riporte\staigs.alfdertificate
certifi contents, having the user

sgqtﬁ’%’ i e b e e ass SBmant s nohatcaskAchghen he CSS
r%cét@l@sf iieth8$ineoliNg dBYPLIBMeRT is Exebathe e85! BN the

ata that is extracted fromthe 10 certificate, suc
caHificetetstatue gntry from the dsauing CA cashes ulh stusos retrievassesing a real-time

cghﬁiaéﬁ%&létﬁg?&mmeans (e.g., OCSP, LDAP query, etc.) and status is not in

cache, certificate status is requested, retrieved and reported. The CSS then adds at
least the certificate's ID, certificate status and time-to-live to its cache and returns

certificate status to the requesting system or TCU.
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or other identification information conveyed in
certificate extensions (e.g., subjectAltNane). The
wesinaored data nay be specified in the systenP@r/UII00B/022191
policy so that extraction and data entry may be
subm tter of an

t hod wher eb
ot ot BELA Ssph G el SBEN: 6y 4 ashete proprifivate’s
Statay bmrytremelcrrﬁs'é eI CARLE, a'na%é‘gl%ﬁjst@fe édu%@er%fan be

affixing the submitter's signature block t
InGIewemiad wmeﬁfﬁ@%ﬁfe%ﬁwwﬁmﬁ appdificain’s staius\mcmenged t If the status

L%e%hféfn QbsekIinrbdhotd SBALMESS %loﬁ&k e tjhgé Hgga’tfeaqliétﬁé may be

equests retransm’ssi o rene
rsptgtmt LbutetHeI @B the ¢lersition cartificte dtatud dvetryTicdm the Rsuing CA cache.

R CS5~BRknda Forth a3 vl caGko dbed Bis veiem or TCU logs

an@j R e pates tB@ efrlof tSHensUBHIite} dnbl/drignkadtioh
metpt’er are different. IIf g rc gcks sgig\g{eeézﬁ%tﬁerequesmd

a?"l‘i!“ figaliowed Angriamnere spyEtK QtBGWﬂ;e mwlmature is deemed
Vﬁ{g‘?ﬁﬁd tHe %ﬁu@ét%&ta?f? h?{ﬂ[){/v%.nﬁl certiflth ré@%ﬁga% %‘;sted data

arning accufra
edmmntfrma;ab@addeact argd ﬂsnfd lnemhyunbilmrewme thel ddecedunterttaidetermine the

ans,. € oy atinme-to-live data
a‘é‘ﬁ\%}éﬁ\fe %ﬁm‘% ca%g ?%E‘?e steps. If a CRL status
et hadackgresd prdJé@Q chh@alseIhk KPS Eosat%ﬁfaﬂéallly rélirleve updated
certificate status is in cache and the tinme

cgaifigate|statan and esiablishenews dmedo-liva @ndiuse-cogster deteoslements when a

R Sy Bolip i, TR I il S Ehene

average tigePetoaeh system stlCW sertificate states/ @guest eﬁ@ @SS response.

real - tlrre ertifica us reporting neans
ocsPf @ rﬁwsccﬁlfe?‘?de 14 fne 5%%30 ttgVRCarifica s Sfﬁwssfgr %aewecertlﬂcate ‘
angthid EhGiAY € Stahehdss: é&%ﬂ&téﬂ@ fe
reported. gThe CSS tﬁeﬁ adds at Claeagb{ijﬁswgge %Q the certificate ‘

stadis lpsiracoessad data clamentimaysbeadder iodha nertificate'ststatlis estry in the -
i fi t t
Cis(gqéulgi%lﬁgg@lgy%ﬁgmr@%% se%ﬁ%ﬁl@ggﬁﬁ@ig UShs Sor'ths latest-

agwEEAeIbgatoeiePR2atfor the cﬂdzest|dbtm($éast$bqnmlyuf&d¥§hmbléérs that entry.
certificate's status

at Ierren be added to
TR 5 ST R dNed 2 RS g SrieS ok statss pigaes 15 g Geed location
iNUAE iS30IRY CA cadtie Bd rdpdfts SRE SR BNhaSFStENERNtTeY GKRR%cts
time a certificate's status is checked. |f the status
agroeding ihpalicypasses a threshol d set by CSS policy, then

t he | £ ut t S

| B G AR 8 RS o3 otween

CBSs wihegedar a:ae\hessulrigf CAleinbdiiceel, vstablibhirgy éntfieSt 8 CSS
voked, then the systemor TCU

ek it S TESS RS R mam TsPoRubIuy i duseving A fsting CA
ql!idrﬂﬂ? WRdraTB YASlead B Gntlsfé‘@nrfge@N%F&%ce QSHnﬂJhldéﬁlon? between the

di sal | oned and renedy sought. herw se
C3Pmatissuing €Agewmstronizing mcacﬁmngecerrm‘cga&sstawsasﬂoaany if snultiple

lo@él's%‘@z%s Ko ﬁéé\)ycc%'h@eﬁ}ﬁfoH%f cgﬁﬁ“lca A0S gequgsts against an

issuing CA, and sharing or transferring the querying responsibility if another CSS has

heavier activity with a given issuing CA than the original primary CSS.
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10 el enrent may be added and used in conjunction with
the use-counter to determne the activity |level of
wao b@4oenri fi cates’ status. A background procesBCT/ES2003/022191
cause the CSS to automatically retrieve updat ed
certi te st Us and est.a to-1jive and
cse. EOGIRID S5t BReamsabih il AL iSsviad By phanaur s issuing
omkéfetencs inmatCST hhswirtige bas<ty '%Vaﬂ&o@éh@%ﬁ%etdbne by requesting
shorten the 15 average tinme between system or
teranpro\ahfes tae issuingr Qewthdrﬁyvrcwe\eegéh@@quest @n merit and
¥4 0 e te
Aefeifihg WhaER Ry oBub Rriooed aldi |S¥ofifihod ek Bpypgason the
nm,sng GA@Ihedldl besdlaiabled,atheni cbamig‘neg thensmumg GNs stéﬂue in the CSS

cerﬁ9 ate tus gccessed %ﬂia 52 nt may

opFEf 4o i ﬁPPr%Vg Ny, BURSEQUEMLTPYUS rr?éatuesea gertificate
issidibyth CA Iisesth s "nbb pSroPe FEBEGRAS tﬁé‘@ssﬁéfﬂrfﬁﬁ? %lled status
cache for the | atest 20 accessed data el enent

ol deétmgiapd 0(f|re§§@blfr\9eaq§@muyeremplw @eé@uslytsnamg an issuing
n lr
Al Bpred N5 F bR B A5 bR BT gy g oraned or
resenthking tbeussn@gC(AAcmyimvnagltherrepmm sntrimﬁ%dtdﬁerhmm@ @hat if any

stem or, TCU whi.ch caording to policy. A
S Senesre, apd iineSmipe el v B8hing e ldsbe re-enabled, then
chaRging @5 ©80IHYIOTE REUDIAESS kndRlcE§EDaVE RMBFoRdNeYhe CSS
issuing CAis introduced, establishing entries in al
PrEReSsSR 6%“@@@}@ stpideEeqUeSis ot IRisstatsisRUiSg SATRE ijywould any other
ng F?@'B%H;"d) lity for querying an issuing CA  querying

er CSSs instead of an issuing CA to reduce

conmlencaunicatentwetatustragortiiisEorapoherts vambe 8&blished by creating
at e statuses | ocal

synchroni zin nd caching certifi

eirpOre A e Up B b3l e SAGh bolRS stk Earoivel deddn Tocate,
réduestbhd fdta@lesiohahféPmbRsH) @8ing AGRSIBA of e aHbaratas i is

CA, and sharing or transferrlng the querying

CP@'@QEW@ ivein gt GAs and respeedersdeatimdersiand a partigolar gertificate status

gy BRI S0 B8 0 Bl BT B o0

mtxsms'émer,ametusass desighechsathait & sueawdfy @Aablﬁbml”tarsgpp@‘t fhere
ference . in a CSS know edge base to "not

Cﬁ%@f’%@%@%% %BR&O%{? requesting that approval for

the Esédiiting dCfarsactibr MdiaYmMthe’ KIBhRENE atif® TRAHSS theXUbmission -

merit and determ ning what if any action is needed,

issfedransfarcustody of epeonBWre plectronie oHgipalsdaesecome TEU can include
hbviR 'tﬁ@o%rsm% f’rah?aé?nbﬁ ;ﬁ@t@gtsthe e T‘H@fbgtjr Jl:[%stadx &f one or

I ssti ng s status know edge
pled;aohrdhlc otiginat dosenerasito a sgemst TEOr Thte@t/\mrer of the transaction

b a8 BhSandTRUE e huedy 9B moiR St one it

de¢urhentegid thetbwhes rovidesthg isst d‘tﬁﬁ\mtﬁ*g rﬁ’é’nn"@‘sﬁfﬁb%éht}ﬁes which
setting an issui ng ﬁCA reference to "not approved’ can
B

elosirapR Srigyalcaade beignsiered e flesesontd Ght aetrst BEU establishes

communications with the second TCU, and identifies the purpose of its actions to the

second TCU. The first TCU or owner may transmit the manifest to the second TCU so
that it is able to determine when the transfer of custody has been completed. The first

TCU transfers each identified electronic original to the second TCU, which uses the
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10 re-enabling the issuing CA, review ng the request

on nerit and determ ning what if any action is needed,
w@na4if02rt is determ ned that the issuing CA shoOUUS200%022191

re enabl ed, then changing the |ssw ng CA's status in

cer t PP cagtﬁ%tgtg? ﬁ?? ﬁ'g%,ﬁseglggﬁgsgq\ﬁ% e ﬁgteﬁc %@%Jocefs onic

cﬂ@maﬂ isnealid chnairtitatathd efectronieiighvett ar6Ainaltbredo MaHY Grakd %t TCU's
%2 sta us report| n&mﬂ‘onponents can be establi'shed by
g £i9Rg tur &5 %‘dUY%hd the geemsIdel Gl patifies ibeflisst Teléand seeks

efehl & gattks it Qttgﬁglgdﬁrﬂ%&&rérﬁ%ﬂ%ntlcétfo uc%?t%ﬁcate If the

and retrleve sSuc orna a version
fiagt g\ disugnatento mmpl;z dhp a:ec@obT@Utlcbgsuhb e8st amtnotifies the

EFRORAEGod ok MO TGRSR SRR STl SPbe, e
seppiad ACUScrbatesentdw araipes forepeh tsU&ﬂasl@fLﬂlSI%ﬁéfeFrBétmfbﬁnatlon
O |n use. The apparatus is designed so that it is

I%ﬂdﬁlﬂa‘ﬁf’ﬁtﬂ fime stagapaes its sigpaipee b'@é'ﬁt Tlﬁe segandstGlY netifies the
ALY bPadi QS&EQéfél tral??é?é?uédd" cgl &f] 'tr?é‘fn‘s{‘ﬂﬁ’ﬁ' rﬁ%&/ at the
the submtter is first t he subrhi ssi on
digcsetioheof th@QWOdeIﬂTer orark end miala cmlptastln Gucln:amarglen a‘:Hﬁ they cannot

to d T n_ji ude avi

e o . B S S kB

ifbrneatonodbjedis NThe prdcees Iisﬂ’@ﬁ@at@ﬂ iLatingl ideRsHedRIM Strdnf diginals are
The owner of the transaction instructs

second T
"'iaﬂéf%§r@6’ (rﬁjuthf‘%:wab’othﬁrsﬁﬁ%FP%TCH@@Pe@ySé*ﬂe ewsiodian fayrthe transferred
nt
rt&hg% frf 'taFe e agjtmﬂtt%n\%g&rﬂqs%s tﬁﬁsge{agp%g%ﬁ@g rap%r?&’%] fSRible date
aélﬂ dime, @hrgn@lly) siggi wedpsanet goredhd enanifeststbenaleit aw independent element
Otp% oT e first TCU establishes conmunications
%h ln g& d TCU, and identifies the purpose of its

act | mexdontitdie 13 saetivnn the GWher S hestiictich mE ISy stQt@ﬂﬁét a transfer
transmt the nanjfest to the second T so that

of PWDeTshiR BkePAER Y transiaten owRershivrgusientation seds placed in
ehﬁér tRB Gifst & g@&mu Theefrbdpthsi bﬁ%gr@qéétgé g’uel%@nentlcny of the

dentified electronic ori |na to the secon
tr\msfeh oftiewrership dy@ummvammyg'au TR CORES 2 Bfcate validity

oG TG R ek PRV  Sh8el B o
dhh%nd firae edzmﬂugmmycsmsl QAR dhopdteredNAddeiel elel:froﬁB )Srlglhal
theflrst TCU s ital signatures are invalid,

in W@%@E&?&WW&R pibiadddelite the mapitest Wi ﬁ@é&‘@lectmmc originals
afEPBEYd [rBih@ first AP tFalP@fefr-'oF tﬁ?vplé—rgg tpe$ n’hﬁlfseh‘%ﬁ éégé#bg fg fransfer-of-

current authentication ce

cagtody, angrthe Ilrutlatmgmpfe,st bedomesaarhaf tfie:tttailmgswhbﬁshwvent
vvner th t t he.requeste

and i fi nsac |on

tr ang&gﬁ oé?ﬁ‘e {@ﬁ% rescof 68%%? e§§°n'{3l‘f“§c°q'§%@8 jects
an€hotjuebéiestranie GMQIMIQP ree dSH nﬁ?@he%%?%@%ﬁfpﬁb{eycemﬂcate status
transferred information object, adding a date-tine

PEgtesg) o pRMMugIcafe Wi as¥SiBMRIK Cdhe second TCU notifi es

the This invention can be embodied in many different forms without departing from
its essential character, and thus the embodiments described above should be
considered illustrative, not restrictive, in all respects. It is emphasized that the terms

"comprises” and "comprising”, as used in this description and the following claims, are
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first TCU of each successful transfer, and upon
conpletion, the first TCU may at the 10 di scretion of

wao b@4ovner either mark and retain copies in supdiI/as2003/022191
manner that they cannot be construed to be an

original, or may destroy all copies that exist of the
npe ﬁeﬁpﬁékﬁylf‘ﬁl Hmrﬁﬁ@mwf@at@%fe@.twﬁ éV'tPP'é’fd%FS@'_UQIQQ the presence of
FBRTNGN AR o, AGDYr SR PRl e e
folleyving claim$,0atheh tharr the preneding dasedptics andhall variationk ¢hat fall within

uthoritative.copies, The second TCU .append a
B o ot 8 B feniad S B Sharesp BRI e ap and
store the manifest to make it an i ndependent el enent
of the trail-of-custody. In executing a transaction,
the owner's instruction may al so state that a transfer
of ownership takes place, and transfer of ownership
docunentation nmay be placed in either the first or
second TCU. The responsible TCU validates the
authenticity of the 20 transfer of ownership docunents
by verifying all digital signatures, certificate
validity periods, and using the CSS to check
certificate status. The TCU then appends reliable
date and tine, and digitally signs, waps and stores
these now el ectronic original information objects,
whi ch are added to the manifest. \Were these
electronic originals are placed in the first TCU,
transfer-of-ownership is inplenented prior to
transfer-of 25 custody, and the initiating manifest
becones part of the trail-of-ownership. Sone of the
transferred records may be sinple electronic
i nformati on objects and not just electronic
originals. The CSS may use any appropriate certificate
status protocol to comunicate with a systemor TCU
This invention can be enbodied in nmany different forns
W t hout departing from 30 its essential character,
and thus the enbodi ments descri bed above shoul d be
considered illustrative, not restrictive, in al
respects. It is enphasized that the terns "conprises”
and "conprising”, as used in this description and the
follow ng clainms, are 37 WO 2004/ 010271
PCT/ US2003/ 022191 neant as specifying the presence of
stated features w thout precluding the presence of
one or nore other features. The intended scope of the
invention is set forth by the follow ng clainmns,
rather than the precedi ng description, and al
variations that fall within the scope of the clains
are intended to be enbraced therein. 38 WO 2004/ 010271
PCT/ US2003/ 022191 What is clained is:
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1. A nmethod of providing a Certificate Status Service

("CSS") for checking validities of authentication
waeeowtiofi2cat es i ssued by respective issuing PCT/US2003/022191

Certification Authorities ("CAs"), conprising the

V&beﬁg Pfi: g.i,dentifyi ng i nformati on needed for
2 é;\ﬂrﬂﬁ &status of an authentication certificate

f r om1am hisshoder frdvititata Comifeste ISMaus Schaad {"@@‘;@"ﬂﬁr checking
e

certificate;, configuring a connector based on the
vedidiies f adtheRlicatina CrBiicates issypdiiresnechye isaking Genification

ASBYit A ot ' ' stdy the issuing CA
accorI i Aga{\?ﬁt Ee |clc?ﬁﬁtggrgteéggscdgnnect or when 10 the
st at idendifyindinfaratationtneeded fon retseving actdtes bfagaethieetitation

and. retrieving the status of, the authenticatj.on

RRtioRfA ot A SRS A Tt e @i A e B o st ct o

are @effi@imigesiceihedtdribabedbn aRPibENETEd ifOmAtbrfor communicating
configuration store. 2. The nmethod of claim1, wherein

v§th 1hedssuing €Aand tine are checked for whether 15 they

fall ithi . L i i cat .
it g TufeAnb 3t thp Yy € abllFEL Gl Sordieg sgnpector when
iy stadiisnoft the autteniticafidd/certificatecik gdeded;randhe | i st of

appraved . b ettin d approving the issuing CA

accol %f'ﬁﬂgﬁh%gtgg@tcg#ﬁﬂggen P'ﬁ@?'g'%i’"i’f?es, ‘and if the

| SSUiwh@rdii the iskihg ThA anditheUonABBbPYRMdesidMitdFEHhMEL SFApproved
i S deS|’gnated on a list of not-approved CAs in the

AN eRrIgUAHiostsiere: 20 4. The method of claim 3,

wher @i i =Tolo I ] Wale? I.n¢l ude

Fogi ot oy el BRIAPUAKcRPa i) Y3 e ol WetkE or whether
tiaep fad mtithdad ivelidityqeriotl ircticate dvirt the altheGiGtmnderifitdieng at

| eas e representation, status and a,tipe-to-live

dat  JolORIEPY o gty WherRi b esting Cad eivads st of
dp@rcﬁ/éﬂ@&élbﬁ Jettifg ah@EbbeVingdht RBURGICA astdling tWhrdictdtined
status of the trusted authentication certificate is

bysisese fulesmngl if thedssuinthed inyettadzand ot appravedr the issuing CA is

dgg@mts'e%i awaﬁi%f%bﬁga?@cﬁgﬁm @oriﬁapﬁkioﬁ@fd?s menory

e status, a status 1s-found Irn'the
| ocak. dheheetmedwof glaim@, whereirl wattrig dad epprodngitheeisaniag CA includes
wi.t hi.n the validi.t eriod, retrieving the status from
FyiberBe arerieen i abR oS i BrentErtai e Ufoate, B Teryo8 ana
adangchtildast e lepesenttioh SstARIBRINY Piméftoliedathdethertasd @ local
and tinme are not within the validity period, the CSS

Cé§'ﬁ%me@”$q{éeafaj B OORMARIAT éfalfigﬁfﬁ%féé Eqtiieving the aiid_ed status when the
sffid bf AR AiHend RGN LefciOiPARGRL Of the [ ssulng
. conp e atus r

oses a certiticate s equest accordi ng
t o t be Themhethod ef clan Aeftittber, caneprisireyibe stédseofathatiklsg a local cache

A Al R B S < P BRI mor an e
|l 65882413 h@ ddWithin the validity period, retrieving the status from the local
cache memory, wherein if the status is not found in the local cache memory or if the
local date and time are not within the validity period, the CSS establishes a
communication session with a certificate status reporting component of the issuing CA,'
composes a certificate status request according to the configured connector, retrieves

the status from the certificate status reporting component, closes the communication
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session with certificate status reporting conponent,
and adds at |east the authentication certificate's

WO deanif2rcati on, status, and tinme-to-live to tPeT/USab/022191

cache menory. 6. The nethod of claim1, wherein the

cated b i ficat _—
BUSH R b bR hgh anSBlH BE8To autentaton
mﬂif&ﬂatd eidehtifidztion Sétalwsgar@%lme%-ﬂlhﬁto@ﬁ@ IdS(S%ﬂ E4Eheahehnbh).
L froma certificate s%at us reporting conponent

| ist&y e ’[“ﬁ@(’@cﬂfﬂaﬂﬂ]r aty SF?'%th%emftqaée EI@@S@P iwlicated by a
@&ﬁh@atm&’atﬁﬁﬁ_‘?ﬁ'(@ ? é’é‘c&t&lﬂ t% d mlbﬁﬁn%qegﬁf&dofw@lssumg CA,

CSS determ nes the status of
the ST rethevesfthe mﬁufeorn:laLceamfwat$$tawesep¢Tiangc«amnsném listed in the

ERFUTATEH Sofa E POSER s e Mierh 3 HoBpetog it £ Fesuing ca,
arﬂdheﬂ&ﬁidé[ﬁrmlrﬁeltheistaﬁ& dieid hfitheaicitibe cetintate Wro‘n’i file CRL and
S&% % upon notification by the issuing hat a

esile Staiain dbg eache/Renayy asspeiptapauith he ieRing @Am a
cert iz 'ﬂ\%trﬁeﬁfoétdﬂélafrﬁﬁoﬁhb% frReneate stbquéﬁseﬂ%tédﬂ?y a Delta

configuration store; he CRL 1s a co
Gartificaie Regsmtiondast£" @RLé)aunm n@lfnat}oralsystm isguiry Gitthat a CRL is

atvgﬁaﬂl gtﬁés tn%fe%s?@g] (ﬂsl? the Swﬁﬁ«??é%h?us rtgﬁgrtﬁnp cpm?onent

liSreld in aind emm@umloyn stdranig e cﬁem@@w e@RIEthen the CSS clears a
ublication of a full CRL, the CSS term nes the
CaFag [ETROrY FspRriAleRivith the Fuing: & defrmines e Status frem the CRL,

ARG TIBEMtuSn tﬁé‘@a%ﬁﬂ%oﬂf ahl #1M LRS! SHE J EPR/ changes

comuni cat | ng ste i ncl comuni cat i ng accor
qcouramg@cﬁ@enu@oaﬂorcofrm&dlt@ﬁils the Csswdaetmmhesjtmfstaﬂuaufmmthe CRL,

e e s_nore than one 20
aﬁ@%ﬁ‘?ﬂ g{& ﬁtfg %Cﬁgl{g?rﬂo'y si ngl e conmuni cati ng
st eps. ]I(he rﬂétaombf baith of whéreinming, co%ﬂ@ﬂlnb%ﬁap includes

aut hentication certificate is not used fo
COEERN¢atigaceATdingrio asepreRer obsonnetiorey i ng a status of

an agt ReRtHERbY @RcIGRE || \fvhé?r%me? bSebrimnls nllc?l'%%é}gone

Certification Authority ("CA") In response to a
certifpaie Sratuspbaclcosatsmiglalcorrmmmjcatmgts;ep( TCU') to a

o, AL B L g ot st

identifisatioh. | ocating and reporting the status if the
rese t and current in a cache nenory of

t at
Eha s B GR  t B0Rg Bttt of fbabapiagen caBiiate issued by an
I%gh”@ @éﬂﬂﬁcaﬁioﬁtﬁﬂ}thﬁltyzvm" ﬂ%éﬁr{sb% qusuréﬁ”?@rq d F128e8 custodial

conf i guratl on store,; st at
Udiityt (" TCd'atle arkeartiicate Status Service(rCS$") awartdaee tmaamlsenusanon

CQIQIth{:étg%rL‘.qatug, ntberig%ctns ?Eps oY then reporting the

locating and reporting the status if the status is present and current in a cache
memory of the CSS;

otherwise performing the steps of:

obtaining a status type and retrieval method from a CSS configuration store;

if the status type is Certificate Revocation List ("CRL") and the status is not found

in the cache memory, then reporting the status as valid:;
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WD 2004/ 010271 PCT/ US2003/ 022191 if the status type
is not CRL, then conposing a certificate status

w0 egumsi271 according to the status type; establ PENUSY03022191
conmuni cati on session with the issuing CA; retrieving

t he ‘ rting conponent of the

| ssu e Sgothe BPes BOCCHE B ainaBtiaf A R0 RRln. Hhis ewest
anvoiding tdkhecstatos fyipeat | on session; interpreting the

retrie tatus; assocjating, with the |nterpreted

retri% @5}3@%8@@@@“@'%{@%%&9@éwméhaéssums&/é:sent ing a

per i ogirigPipgithé 6@ lrd St i ' -
addi ngnat ?east Elﬁgﬂgutgh%%&}t? ?g%@ﬂéid)é%@%eﬂgf @ﬁslémg CA using
thaehtainecdratiayal methadiand ensing thewonunuriiGation\sessiahues t o

the ¢ ﬂﬁ;{‘ﬂ e rting the status to the TCU

in rg@%{?ﬁ%é o[e%(%tggg%de%t)g/&%lz %he nmet hod of claim 11,

wher @issodidiingC88h tise htarpeted rdticatdetatuatasmenelios fhiuei N
conmuni cati on sessi on, The nmet hod of claim 11,

h 13.
RHEPERINGB PE 0 SPEIRE RABESS halcy rinesBRispeig t he
15 obtaingesd Id=at me%heﬁfﬁbﬁ&?cerﬁﬁcatggﬁje'ﬁﬁﬁ&‘ﬁgn Pétaﬁjlsaélg%time-to-

11, wherein the authentication certificate 1s’ no
livg valupg émiher gacheinpmonybandh Certificate Status Service

(" CSS Qnrif r oM di r nd tijely status

i ndi c%ﬁolr@ th%fﬁég[ggh&eﬁ‘te?@iwg%%egﬁ% Al ; asued by

i ssuilBg TBerméthbd af ¢laim Autviosreinitas CSBudes@eentificate status protocol
.c&lrgtprl Si nlﬁ.z 'gf’g‘ov' ding a status of an authentication

TR TATRITEY 19781 %at ed by a Certificate Revocation

Li st 18" €Rb methb&Br &18ith ¢ﬁr\ltihéréiﬁ?ﬁ@r'esthéﬁ§h’é B¢ slr‘étﬂ?%eed using the

CRLs for indicating status; otherw se, providing

ostamessrelipyataedwdby a cache menory when the cache 25
menoiy rAGIEARSq 8 515@4615'15, vﬁﬂaq?lﬁ éllu% gﬁ)‘gteﬁ%éq'tl\és é:gaﬁgggte is not used for

el enment 'I's not excee
ideindifieationi s exceeded, clearing the status fromthe

cach YT esting a retrieving the status
et ndp-aA Rttt ShIEs SpRbel CoSDapuoNdperaceHits and timely status
inei@iieRe bf ¥XABNHidAR0S CafiHSates j30éd by iéshﬁmg@é}ﬁffca%ﬁw horities
entification,

30 adding at least the certificate's I
("6#A8{ )} SOMAHENGI me-to-1ive data elenent to the cache

e DL iy a Bl=R)s &iel?igal}tlt?&tfcgfi(m EY LS 8% Wiicated by a Certificate

Revocation List ("CRL") when the certificate's issuing CA uses CRLs for indicating
status;

otherwise, providing the status indicated by a cache memory when the cache
memory includes a status and a time-to-live data element is not exceeded:;

if the time-to-live data element is exceeded, clearing the status from the cache
memory;

requesting and retrieving the status using a real-time certificate status reporting
protocol when the status is not in the cache memory;

adding at least the certificate's identification, status, and time-to-live data
element to the cache memory; and

providing the retrieved status.
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41 WO 2004/ 010271 PCT/ US2003/ 022191 16. The CSS of
claim15, wherein a status use-counter data elenent is

w@odwed1201 t he cache nenory; the status use- coREIL/E52003/022191

data el enment is increnmented or decr emented every tine

t he t u che and at us

use- glgm'{ﬂ;éréggﬁ) géle eﬁéhﬁ’hé%&%g S'l‘sr?r%%?ro&at? ﬁéﬁ‘ §nhis added to
the sadse menmrp\vihe et;htmdsd—b@rﬁ@d&ta BRI id iBcrehRMt&for decremented
W|th5rtes ftotg{% statu 17. The CSS of claim 16,
QDY R 1 b ficRte's st isheckast aid & top 1A Usescalinteraiata clement
daRséda teReh6d MPER e sBAM ik E?ov?déﬂt A theTheRe A lsdc%aal*ed with

el ement in conjunction wth the status use-coun

rggiest & theesiatusnabl e determination of an activity I evel

of t r S The CS

17, \?\z e r@%né%ﬁ gﬁé‘%ﬁ‘n Zgu‘}é’@%rgﬁ]s ﬁ%&@q?‘g qqqgss@équtg e‘ement is added

to $hea cemhe raembat, aad thie stateviastercceédetiatzta aRehdritfh tion with the

nD has re an aIIocated buffer size |im
sﬁgs cggrgp{: q‘? entgnabl e,@{gr,r@)nqatgp‘n qf an activity level of the

ceafita'agsessed data el enment indicating an ol dest
date and clears the respective cache nenory entry; and

the ¢8STHR&GPT et ¢lpiey &8, whareinorharsa exjusstis nsdeptbahe £SS to
l’étﬂe\tﬂps SQ%BQSf gﬁgﬁh glfﬁg% élhs {ral%\éla eg?rke}:rgﬁg &g?q'ges eg an allocated

st at us exec
bbH#ensizam llmltfﬁ]BEGS?p) ae&rth%e&:a&ﬁé @rmﬂnorp %r{é/labﬁéd-accessed data

i%"‘:éﬂif ecﬁ“ n co ?f an aut henticated i nfornation
NGRS Sl f B cloa (e Rspecivg gachednemPRienyy; and
tHeh@SSttﬁéﬁ rélﬁevésethé 'r&}Ué%@bcPé’cal@Qt @S@é&lg fﬁttﬁg c!a%é) {rﬁmdr? bnd

object froma trusted repositor
PERYiIdRSHhe cequestedhstaiugat i on obj ect i ncl udes a f| r st

di gi &l

o S b AL S B SPRBL e el Bt an a secom

pary he mansfatnrtgmambt offarcadthentiaddd inBrabtion 56t HHVing a verifiable
cry tg%raphlc key to the submtting

eﬁ'ﬂ???ﬁ {ré” (fgwr'ﬁ'ﬁlgt § #&PSPhdi cat or, and a second
dl i fedievi AR huthentilaEKintRAREb S bBﬁctafrcﬁ‘ﬁ%‘mgtgd o ggl ory, wherein

gnature of the trusted repository a seco

tr@lﬁq’f@?ﬂt!c@éﬁq ipfermation ehieettiacluddsa firsy d@ttall smgtatumrblock comprising a
d?lggglggls rﬁéfolrjr%%ft%hr%b?mﬁlﬁ%f ﬁ%ﬂg aﬁg gl ftﬁq?ﬁlgaﬂq% e relatlng at

leaal ardabetitybmdtmeryptogsatmﬁb kesptoshé subittigthdriyea date and time

ent| at ed tion object is stored as
"@IC@ Ty 3N 838??@41?{81@ iSIEBHYre i%’ﬂ COB)PEEINg ineasend Idézltal signature of

theQRistéd repbsitdt§ ahb éSdeRE8nd 80PNl c%?‘tgﬁgtte' r@%tnﬁ? %t least an identity

retri eved authenticated information o
argg é:ﬁd)twaplyc kl;yy tq thel teusiterorepasitdng theflrsrt digitd| SIgnature block was

a.third_di
sﬁdéﬁ%{g rﬁ]@ttﬁgtiﬂe% tr¥|,p dé’cﬁ%% é[&e teag%q infor. p%tlpa object is stored as
atde@ctramlcsmgmat mfoematmh abjebi wrdjeatﬁdmﬂr‘opéﬁth@ frusted repository;
certifi cta { %ond part and
execufi the retrieved aut enticated information object by the second party by
including in the retrieved authenticated information object a third digital signature block
comprising at least a third digital signature and a third authentication certificate of the

second party; and
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42 WD 2004/ 010271 PCT/ US2003/ 022191 forwardi ng the
executed retrieved authenticated information object to

w@2aonos2ed custodial utility ("TCU'), wherein p¢EUIIONB/022191
verifies digital signatures and validates

aut h [ 0 e

di gi t(? %ag@gggfﬁbugge;chﬁ dre?i]eg( dlaHﬁ]eﬁ' ﬁ‘g{ﬂw%ﬂ‘ateﬂj@&% tqy trusted

omrstddusxtmtyqtmww wigersinathe IO vdrhies augitaemgmalatés%d validates
?rtlflcates ma Certificate St at us Service

lesdicatiof} eerfiticies eesacntedwith the (Hg'Fﬁ' signehesinglude d information
O%JéBtQ by 8t leakOreeaiR Q?t‘a‘é f tHe étﬁﬁeﬁtﬁéﬁ&?&ér}’ ﬁ?ﬁéégfr&%la Certificate

gnat ure I's not veri or the status
Stett,p&ﬁrvm@ (‘4tH%e pravidedi ancorsing fofdajatt & the Tekjiejeats adigital

[, ..one ignature hlqck. in the
S B Pl re@hect 88 RleyBl Gonalu B8 hil Voo S el llR of e
rétmc?@!aethedtlmttoal ceslifigart is leRpibddDerks dabkad i Eif andabt o
indicator to the informatjon objtect and takes 10

SigIAlyTg blogk ip e iBfgraation Rbisehisinot iyeqter the T&U grpengs the TCU's
didital Ilgﬁatﬁ?é BRek ahd @ @dté’naﬂé’ tlm‘éhﬁdil@étpr 1) tﬁé W@ﬁﬁ’%tﬁ)n%bi«%f and takes

includes at |east one of east a por
controj afftlag Abiechen b@haif:@fth@flwhparhyt he si gnat ure bl ock is

cr oo gl Bl 5t 588 18" R UL NP Bellgh B costono
habRof byleéglrem)mm loé td igfoeatiortibigédtah \Aﬁhidhr’cﬁé lér atLﬁ'é‘ flock is
15 signature is include t he

di gital
ki HcAtpation h%hﬂm@nqv@ﬁe By ShesUPIDGIARTA kex ot th blocks
ré§ydctifd Sigh8r, theddby EJ?:%. &ngfs Ggﬁélrgl tature, gﬁzf tH2 él@‘?ers digital

executing step includ es ayl n
signature s inglided dothe qtmatlyre bad ki withi thg sidner's hetheatication certificate.

Cor r £y TP pEUERL 2. Fihe Bihe CRafuPRiien PRudes dienlaying o

laial Hete andstnm@&nihbe;ebonciﬁariﬂ afffingT® hllﬁéis&fon@l' prty) th3 the
enlfthe TCU rejects a digita t%@ature bl ock,

dﬁpﬁaww%aa@s@@ WP SFRoERS retqtra’—t”drc@érﬁpi"& Hecalidgterand fime if either

iSihgo@édire to be reconputed and the signature block to
be reforwarded. 23. The nethod of claim 19, wherein
t he 2&UTbeerdBod hkclaiot 89, whwreindfithe MOtkbrejents aaiagrhar sigiyature block,

wRDPehIBudd0d rBinBeyriet et s kel Eiatte o BE redingbuted and the
s@éatuTélblon:Ettdnbd rebrwedrdedn 23, wherein if the |ocal date

byt A T8 Girifket Gt 10 e dae TG crepks fedaeal dofdnd time for
ad&dacyBhd fHaethe fhﬁe%ﬁﬁﬁf‘é‘v&gﬁtyﬁeﬁ Fndfc!&?eoa{?k{/fh%r%gc?ﬁrﬁ hgﬁys

certificate is'rejected an rst pa
an*@ﬁQ%ﬂi'Phdk?"ﬁWt%conpl ete. 30 25. The method of claim

si griotay e S o dREEs Mol e AR S angtme.are natupitnin the
vallchiy eieeiod iraficdtée bylitigd $dcord party's authentication certificate, the TCU
notifies the second party that the authentication certificate is rejected and the first party
that the transaction is incomplete.
25. The method of claim 19, wherein one or more digitized handwritten
signatures are included in the information object, and placement of the digitized

handwritten signatures in a data structure is specified by at least one signature tag.
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handwitten signatures in a data structure is
specified by at | east one signhature tag. 43 WO
wWQe40020r71 PCT/ US2003/ 022191 26. The net hod PET/UEAN3N22191
19, wherein placenment of one or nore signature bl ocks
in asgatmheShb k PERL M t .
o1 gnatar g% ae ey gk SRRl admal SRS or BRkEp pagppre blocks

iora data etreétyreaisspecifitd bk st lrast oreepgnattiel tagf or war ded to
nature tags, and the TCU

t he ith respective si , a

va i 84 dde melRaRE Pt Bar BB oforeftmpiacks are
soparAdIy ferwak @sdkto the TIOURIh FWPeEREAGHAIMR Hh8iddl the TCU validates
tSI gnature is not verified or the respective

Reflgeature Rlackn b¥ertificate is not validated, and

pl aci ' - ' . the. : .

P o relfctisfs StADftebBRlritenE %ochelvd fiolifiKiangpureds not verified
andibe respectivedhuthéntivchtore certifitate & piablidated) amaks sent

separ at el the TCU adds a date and tine_ indication,

to eggaﬁ"@ytaﬁﬂwg‘fmbf&c% a&ﬁwgg‘&dsﬁ'a% respesiVg signatyre tag if the
itre $Bodkus @6t tdtddiU s signature block in a wapper

t hat enconpasses the information object and pl aced

si gn¥thgrain.gpignature dlocks sentesenstately, bediGh adds aldatesand time
: : j £ i O i val i dat es ,
MEaibfido 6Bbh Sldiaite Blodlcil spLORAL 5Bl o fints iR e Tous
sigratureibtoakgn Brenappérehbusicoempasses ke inbahaiton ebjedrdnd placed
Sass?H%i %ﬁe% with the authentication certificate has

PHBP P Sveri fying the party's digital signature,

checENThbMithbaer Aui2NtiIRAEnaRe TOU idrieakRiidtal si
val idity period overlaps the TCU s 20 rc:lurrerlﬁ71 %5 Paature and

valigptes AR aukepécation aentificatena a sgnaturedileckany tinme falls
Wi t hj ; i atd f t T ._curren
B PSR AR AR Bl
agthehéeationatariificateehas dutbarte, from t he CSS, and if any of

t he refc.edin s}te .results in an invalid or false
out pg‘?r,' ymgéh%paiyfgﬁlglt%%s% Gture is deened invalid,
t he theraRChhPIheidititlicSIRisHFate Ran %&ﬁ&h@\l/ésHa%ttﬁé TCU's

signature 1 s deenmed valid and the transaction
caeet fateanggmerhe net hod of claim 19, wherein the CSS

prov',g{T.Q}- [ ' rdd g 2 S he T
by a'Ji: e:a@tut htgﬁfgbskt&%?)ggfgfﬁgﬁ@{faﬁgh@h|noécrg%%§v§%)ﬁee&%ﬂ{9 rom the
TCo's cureerdtdateuand timadand the status is found in the

| ocal .cache ate and tine are 30

i ¢ N SRR Alnpibat, fertife's Gph ol GRes ek us

f'r o Bhg of PreddreCatiritstBBERINiIts I art M9alid or false output, the digital
signature is deemed invalid, the transaction is not executed, otherwise the digital
signature is deemed valid and the transaction is executed.

29. The method of claim 19, wherein the CSS provides authentication certificate
status to the TCU by at least the steps of checking a local cache memory for the status,
and if the status is found in the local cache memory and the local date and time are
within the validity period, and retrieving the status from the local cache memory; if the
status is not found in the local cache memory or if the local date and time are not within

the validity period, the CSS establishes a communication session with a certificate
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status is not found in the |ocal cache nmenory or if

the local date and tine are not within the validity
w@eio27t he CSS establishes a conmuni cati on sSESEUSI903/022191

with a certificate 44 WD 2004/ 010271 PCT/ US2003/ 022191

SR Kr R B P PSR! o B et TR Raues
2ebidirt ot e CORMAEEE Conridtidr] RS/ ekhite StafillsUForh ki Ttdritkcate status

certificate status reporting conponent, closes the

r@@?ﬁﬁ*{]@\ cempPraants el9gewineqorinigdsation; segsien é!\t'thQ%t'ﬁcate status reporting
FEREEAT SRR SRRy A RAERR LR Reniapin, ststus, and

t:ma}tcahv:e dataweldnoentite éhedatal cabhmmmaryx the | ocal cache '

f cl the fij
Terab Ih metoe e A8 wheBitha Rt SBRK R £ gl SoU dnd tne
ttaheastoRris FEYtrardsdrmeky c@éto%@f dHe dr6readIG o bifginals to the first TCU
originals to the first froma second TCU, an

fioamarseednd heU; paovaer phihe diepsaction Rrﬁﬂd%ﬁ'@rﬁﬁwaﬁL& with a
Bl SR L AR B R U o secon
T&X4 eblablidres comunicationi with thetfinsttTieL and slenTi@ks thegurpose of its

el i RnPE 48 BRRR BicPlerd b Sne fSt 2R sa hAF oMb fbdetgrmine
mdﬁiﬁhmtr@asfeﬁ/@eauétb@ haghseredongdleted sthedechbiad TBeRPansfers each

npl eted, the second TCU transfers each identified
l@rékfj@@' glackropiciqjigingl ta thediss TIGY. die fitstiT Clhetriaves status of the second
TRyl SMﬁéa L dUrifbs %eﬁ@ﬁ@ ey ﬁT&gtaﬁ etk 'o‘ﬁaeta%h %glsferred
ver | |es t e second s digita ure on ea
elacinonicaoriginkl libamy efdhe @acmdoTcgisrw@tal sngnahnryesocbr (telnha‘lcates are

T ta t tificat e
RO o Bt TR et Pt LR e A socond
T dee£kest pﬁromeg%diémedﬁf thé ﬁreﬁtﬁlmﬂﬁotlffé%éiﬁéﬁsdtﬂbn owner that the
provide a re the first TCU notifies the

r@fﬂ%ﬁ%%&%ﬁeb%ﬁtqdmasﬁwd plagnse de sacend fTGU errates a new
neé\éé}%r &ach § cla?é#ul ﬁ%*éﬂe%qn@)ﬂlﬂﬁgf/&f8ﬂgcg%lﬁé St tifhe stamp

Wr apper or each, successfu nsferr
andftioe fiest ITOU'©5ipeature biddi.ng a date-tine stanp 20 and
th t
cl'ai e EhEs it EAE 2 SuiErBiiton thosarion fva fianst of ownership in

réMERIsE b An iiMstrucBEm aRmefer 8f dnédBibrdéclim@Rtatibh @H‘ﬁlﬁ@éd Pfeither the
ownershll{ﬁI docunentation_is placed in either the first
e

f'nSd:LTJ Cd% ok the sesebt dCHethe TR hP@LfJQHB% itfﬁQSfﬁh@f qwraTship dogmentation
thﬂeﬁﬁ&%ﬂer s fré rd‘f%v&r%?% o d n@&ﬂéﬂﬁy!{)%\é@r&w f@%ll digital

rans er o ocurren y Verli
sigingiures, ®Btlfma§mmhdrtyeperlartsr and usiag &w@BSdotcy\eﬂecemﬁbtate status of

d t he t at f
o AeE P e Lo R e BR O e cBfun@plation,
aPbe IS bal andifGY iRIdaAbh Odhd d@m@r&bﬁmsﬂwﬁd@dseamoﬁelsrfﬁe transfer of
I ndication, and digitally sig wraps and stores the

opngrafiAoGmenaling, EWW%‘ Qf@@@ﬂ@ﬁltfathed”ﬁamfﬂﬁi ch are added
to t B?I FREIE&RGd ofdaim Jffgé ?lﬂgeﬂ flc%kaét&%%[)mmg{e%'tg the CSS by

certificate status rs in
a Certificate Revocation List ("CRL"), according to a publication schedule of the issuing

CA, the CSS retrieves the CRL from a certificate status reporting component listed in

the configuration store, the CSS clears a cache memory associated with the iséuing
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30 a Certificate Revocation List ("CRL"), according to
a publication schedule of the issuing CA, the CSS

wo eqniosnzes the CRL froma certificate status re@EDUS2003022191
conmponent listed in the configuration store, the CSS
clears a cache nmenory associated with the iss

o PP SISt ERRISR 553 fiom aibanticaian CRatiem fiom the CRL
a‘ﬁ@ts%l‘f&rl‘ﬁé sta |ﬁttl"i\=%1&l§ch‘éfmér‘ﬂ8 fé’e{s’%&%é it @13 issuing CA,

certi cate ores e status 1n t he
cach&3mdr ﬂmrryetagg of tlaine d9ywhereinhesriificate sigtusds in@atethie the CSS by

qnlﬁglv%gﬁglgic%tlg %voc%gg\w@g{ (e "’ﬁiljefrtgb%?) (%t@ta%&ltlﬁe |s§umg CA thata

5 BrLGs avalmld,mé c6Ss r@ﬂbv&ﬁ thep GRLNdrn fai déatﬁflo@tb Qatu%h‘réportlng
I SSui ng hat a 5 CRL.i s aval | abl e

PIRTEDLISD REORISHIPTHP, Tt s o GRTPEISRk rgen the CSS
c@‘é%ﬁ@%%%e He?ﬁ&? a%Eleeh@d ftft]% Fegsﬂfngcﬁh detéiiindd the '%?atus from the

IS a Co clears a cach
GFélrrm'ryd awectm@s@ulam tthre car@eu reeimoryy ada jf tUetCé‘lemtsmslmly changes

ErTHES AREPUb BB [ RR RE B e hibS T dafydrom the cRL,
10 apdGidres ige abteyinthdbtachetmenont a full CRL, the CSS
determ nes the status fromthe CRL, 10 and stores the

status in the cache nenory. 46
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